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A stochastic computer virus spread model is proposed and its dynamic behavior is fully inves-
tigated. Specifically, we prove the existence and uniqueness of positive solutions, and the stability
of the virus-free equilibrium and viral equilibrium by constructing Lyapunov functions and
applying Ito’s formula. Some numerical simulations are finally given to illustrate our main results.

1. Introduction

A generalized computer virus, including the narrowly defined virus and the worm, is a kind
of computer program that can replicate itself and spread from one computer to another.
Viruses mainly attack the file system and worms use system vulnerability to search and
attack computers. As hardware and software technology developed and computer networks
became widespread, computer virus has come to be one major threat to our daily life. Con-
sequently, in order to deal with the threat, the trial on better understanding the computer
virus propagation dynamics is an important matter. Similar to the biological virus, there are
two ways to study this problem: microscopic and macroscopic. Following a macroscopic
approach, since [1, 2] took the first step towards modeling the spread behavior of computer
virus, much effort has been done in the area of developing a mathematical model for the
computer virus propagation [3-13]. These models provide a reasonable qualitative under-
standing of the conditions under which viruses spread much faster than others.

In [13], the authors investigated a differential SEIR model by making the following
assumptions.

(H1) The total population of computers is divided into four groups: susceptible, exposed,
infected, and recovered computers. Let S,E, I, and R denote the numbers of sus-
ceptible, exposed, infected, and recovered computers, respectively. N denotes the
total number of computers.

(H;) New computers are attached to the computer network with rate uN.
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(H3) Computers are disconnected to the computer network with constant rate p.

(Hy) S computers become E computers with rate ar /N, where r denotes the averaged
number of neighbor nodes (with various states) that are directly connected; « is the
transition rate from E to I. S computers become R computers with rate psg.

(Hs) E computers become I computers with constant rate a; E computers become R com-
puters with constant rate psg; I computers become R computers with constant rate

y.
According to the above assumptions, the following model (see Figure 1) is derived:
: ar
S(t) = uN - TTEDS() - pseS(t) - uS(t),
. ar
E(t) = GEMSE) - (a+per + p)E(1),

I(t) = aE(t) = (y + ) I(t),
R(t) = psrS(t) + perE(t) - yI() - uR(t).

(1.1)

Notably, the first three equations in (1.1) do not depend on the fourth equation, since
S(t) + E(t) + I(t) + R(t) = 1. Therefore, the forth equation can be omitted and the model (1.1)
can be rewritten as

S(t) = uN - w — psrS(t) — uS(t),
TEOS®) (o ED, (1.2)

E(t) = N

I(t) = aE(t) = (y + p) I (D).

In [13], authors have proved the virus-free equilibrium EQ,¢ = ((4/(psr+4))N,0,0) is
globally asymptotically stable if Ry = (aru/(aru)(psg + p)) < 1, and the viral equilibrium
EQ,. is globally asymptotically stable if Ry > 1, where

O (atpertp) o #N _ (per+p)N @ N  (per+p)N
Ve ar " (atpertp)  arCy+p| (arpertp)  ar '
(1.3)
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However, in the real world, systems are inevitably affected by environmental noise.
Hence the deterministic approach has some limitations in mathematically modeling the
transmission of an infectious disease, and it is quite difficult to predict the future dynamics
of the system accurately. This happens due to the fact that deterministic models do
not incorporate the effect of a fluctuating environment. Stochastic differential equation
models play a significant role in various branches of applied sciences, including infectious
dynamics, as they provide some additional degree of realism compared to their deterministic
counterpart. In this paper, we introduce a noise into (1.2) and we transform the deterministic
problem into a corresponding stochastic problem.

In this paper, we introduce randomness into the model by replacing the parameters
wopand uby p — p+01Bi(t), g — p+0aBy(t),and p — p+03Bs(t), where By (t), By(t), and
Bs(t) are mutual independent standard Brownian motions with B1(0) = 0, B»(0) = 0, and
B;(0) = 0, and intensity of white noise 7 > 0, 03 > 0 and 0 > 0, respectively. Then the
stochastic system is

5ty = N = TR0 e50) - sty -0,
By = EOSG 41 e+ 0E®) - E®Bu(H), (14)

N
I(t) = aE(t) - (y + p)I(t) — o3I (1) By (1).

The organization of this paper is as follows. In Section 2, we prove the existence and
the uniqueness of the nonnegative solution of (1.3). In Section 3, if Ry < 1, we show that
the solution is oscillating around the virus-free equilibrium of (1.3). Section 4 focuses on the
persistence of the virus. By choosing appropriate Lyapunov function, we show that there is a
stationary distribution for (1.3) and that it is persistent if Ry > 1. Some numerical simulations
are performed in Section 5. In Section 6, a brief conclusion is given.

Throughout this paper, consider the n-dimensional stochastic differential equation

dx(t) = f(x(t),t)dt + g(x(t),H)dB(t), on t> t, (1.5)

with the initial value x(ty) = xo € R". B(t) denotes n-dimensional standard Brownian motion
defined on the above probability space. Define the differential operator L associated with
(1.4) by

0 1&g, &
L= Fr + zk%l [g (x, 1)g(x, t)] axcox;’ (1.6)
If L acts on a function V, then
LV (x,t) = Vi(x, £) + Vi (x, £) f (x, £) + %trace [gT(x, B Vx (x, 1) g (x, t)], (1.7)

where V; = 0V/9;, Vy = (8V/0x1,...,0V/0xy), Vix = (0*V/0x10XK) pun-
By Ito’s formula, if x(t) € R", then for (1.4), assume that f(0,¢) = 0,g(0,t) = 0 for all
t > to. So x(t) = 0 is a solution of (1.4), called the trivial solution or equilibrium position.
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2. Existence and Uniqueness of the Nonnegative Solution

To investigate the dynamical behavior of a population model, the first concern is whether the
solution is positive or not and whether it has the global existence or not. Hence, in this section,
we mainly use the Lyapunov analysis method to show that the solution of system (1.3) is
positive and global.

Theorem 2.1. Let (So, Eo, ly) € A, then the system (1.2) admits a unique solution (S(t), E(t),1(t))
on t >0, and this solution remains in RS with probability 1.

Proof. Since the coefficients of the equation are locally Lipschitz continuous, for any given
initial value (So, Eo, Iy) there is a unique local solution (S(t), E(t),I(t)) on t € [0,7,), where
T, is the explosion time [2, 13]. To show this solution is global, we need to show that 7, = oo

a. s. Let kg > 0 be sufficiently large so that every component of xj lies within the interval
[1/ko, ko]. For each integer k > ko, define the stopping time,

T = inf{t €[0,7.):S(t) ¢ (%,k) or E(t) ¢ <%,k> or I(t) ¢ <%,k> }, (2.1)

where throughout this paper we set inf ) = oo (as usual @ denotes the empty set). Clearly, 7% is
increasing as k — oo. Set T, = limg_, o, T, whence 7, < 7, a. s. If we can show that 7., = oo a.

s., then 7, = oo and (S(t), E(t),1(t)) a. s. for all > 0. In other words, to complete the proof we
need to show that 7., = oo a. s. For if this statement is false, then there is a pair of constants
T >0and ¢ € (0,1) such that

P(1, <T) > €. (2.2)

Hence, there is an integer k; > ko such that

P{r, <T}>e Vk>ki. (2.3)

Define a C2-function V for X (S,E, I) e Ri by
S
V(X) = <S - a-log E) +(E-1-1logE)+ (I-1-1logI). (2.4)

The nonnegativity of this function can be seen from y +1 —log p > 0, for all u > 0. Using Ito’s
formula we get

dV(X)z( )d5+2—52(d5) +< )dE+@(dE) +<1——>dl+ﬁ(d1)

=LVdt- [0'1(5 - a)31 (t) + O'2(E - 1)Bz(t) + 0'3(1 - 1)B3(t)],

(2.5)
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where

2

_(,_4a _arE(H)S(t) B ao;
LV—<1 S)[yN N psrS(t) — uS(t)| + 3
1\ [arE(t)S(t o7
+<1—E)l%—(a+p%+‘u)£(t) +71
1 o3
e (1) B - (r+ 1] + 2
(2.6)
ac? o2 oF
= ﬂN+apgR+ya+zx+p5R+pL+y+y+T+7+?
ara a ar a
+ WE—pSRS—,uS—E‘uN—pSRE—‘uE—NS—YI—,uI—TE]
<uN 1,0, B WAy B E
S U +ap5R+‘ua+a+p5R+‘u+y+ﬂ+T+?+7+W — PERL — HL.
By choosing a = (pgr + u) N/ ar, then
ac? o2 o3 | .
LVS‘uN+ap5R+ya+a+p5R+‘u+y+y+Tl+?2+73iM. (2.7)

Therefore,

T NT T NT T NT
f Av(X) < Mt - j [01(S = @)dBy(t) + 02(E — 1)dBa(t) + 05(I — 1)dBs (1],
0 0 0

T AT

EV(X(1,, AT)) < V(X(0)) + E[ Mdt] < V(X(0)) + MT.
0

(2.8)

Setting Q,, = {7, < T} for m > my, then by (2.3), we know that P(Q,,) > ¢. Note that for every
w € Q,,, there is at least one of S(Q2,,, w), E(Q,, w), and I1(Q,,, w) that equals either m or 1/m.
Then

1 m 1
V(X(7)) > (m—1-logm) A <E -1 +10gm) A (m— a-alog g) A (; —a+ alogam)
(2.9)

where 1Q,,(w) is the indicator function of Q,,. Let m — oo lead to the contradiction that
o0 > V(X(0)) + MT = 0. So 7, = o is necessary. The proof of Theorem 2.1 is completed. [
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3. Stability of Virus-Free Equilibrium

It is clear that EQ.¢ = (uIN/(psr + ), 0,0) is the virus-free equilibrium of system (1.3), which
has been mentioned above, and EQ,; is globally stable if Ry < 1, which means that the virus
will die out after some period of time. Since there is no virus-free equilibrium of system (1.3),
in this section, we show that the solution is oscillating in a small neighborhood of EQ, if the
white noise is small.

Theorem 3.1. If psg+p > 07, 3a®+2psp+2p > 02, 2y +2u—a > o3 and Ry < 1, then the solution
X(t) of system (1.3) with initial value X (0) € R3 has the property

: 1 2\,2 1 L o\ 2
lim sup ;E (1+b) (pSR +u- Gl>y (s) + SA+psr+p =503 |o (s)

X — 00 0
+<y+y > 203w (s))dsS (1 b)o'1<PSR+ N)],

(3.1)

where b is positive constants, defined as in the proof.

Proof. For simplicity, let u(t) = S(t) - uN/(psr + p), v(t) = E(t), w(t) = I(t), system (1.3) can
be written as

a(t) = -2 [u(t) + ”+#N] — (psr + p)ult) — oy <u(t) Lt #N>B(t),

N PSR PSR+
o(f) = %(t) [u(t) + pS:—WN] — (a+ psg + p)o(t) — o0(HB(D), (32)
w(t) = av(t) — (y + p)w(t) — osw(t)Bs(t).
Let
V(x) = %(u+v)2+ %bu2+ %bv+ %wz (33)

= V1 +bV2+bV3+V4,

then b is positive constants to be determined later. By Ito’s formula, we compute

dVy = LVidt — (u(t) + v(t)) [0'1 (u(t) + Ps:+ #N )B(t) +o0(t)By(t) |,
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2
LV = (u(t) + v(t)) [~ (psr + p)u(t) = (a + psg + p)v(t)] + %o% (u<f) * ps: e )
+ 02 2 (1)
u 2
< (u(t) +0(1) [~ (psr + p)u(t) = (a+ psg + p)o(b)] + oju(t) + 05<mN>
+ (72 2(1,‘)
[(PSR + - 01) ui(t) + <“ +psr+p - 102) 0% (1) + (a +2psk + 2p)u()o(t)
2 H 2
ol(pswﬂN) ]
//l .
)80,

de = LVzdt - O'1u(t) (u(t) +
PSR

aro(t)

LV, = u(t){—T [u(t) + ﬁz\r] — (psk + ‘u)u(t)}

3 (0 + SN
+ = t) + N
20'1 u(t) P

< (t){ arv(t) [u(t) +

2
+()12< N>
PSR+ Y

_ 2\, 2 arp
flomrn-eipr 2

2
+0'12< s N)]
PSR+ H

_ _ 2\, 2 ary
< [<p5R+[/l 0'1>u (t)+p5R+‘l/l

mR+#N]—ng+ﬂﬁ40}+q W2 (1)

ar
‘uu(t)v(t) + Nv(t)uz(t)

2
u(tyolt) + 012 <PSR‘u+ #N> ],

arv(t)

avs = [ ) + ]dt = (a+ psr + p)o(t)dt — crv(t)B(t)

;4

_ [ar ary ~ .
= [Nv(t)u(t) + <P5R ny )v(t)] dt — o,u(t)B(t)

=LV; - 0'27)(t)B(t),
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Avy = —w(t) (av(t) - (y + pw(t)) + %ong(t)] dt — o3w? (1) B(t)

= —av(t)w(t) - (y + )W (t) + %ong(t)] dt — o3w? (t) B(t)

IN

g (Uz(t) + wz(t)> — (y + p)wl(t) + %ong(t)] dt - osw (H)B(t)

= (5 -r-n+ 50w + S| at - oxeotwBn
= LVadt — osw? (1) B(t),

LV =LV, + bLV2 + bLV3 + LV,

1
= _[<PSR +U- 0'12>u2(t) + (a +pPsRt Y- EO'%)UZ(t)

2
+(a+2psr + 2p)u(t)o(t) - of (Ps:+ #N) ]

2
_ 2\, 2 ary 2 H
b|:<P5R+# 01)u (t)+p—SR_’_#u(t)v(t)+0'l <P5R+#N> ]

arp
SR +

+b

%v(t)u(t) + <P i (a+psr + y)>v(t)]

+

(g —y—u+ %og)wz(t) + gvz(t)] :
(3.4)

Choosing b = (N (a + 2psg + 2u)(psr + p)) / (ar(psg + p — Np)), then we get

1 1 1
LV =-(1+ b)(pSR +p- 012>u2(t) - <§a+p5R +u- Eo%)vz(t) - (Y +U- g - 50'32>w2(t)

—b<(lx+P5R+H)— aw”>v(t)+(1—b)0§< . )2,

PSR t PSRt H

dv <—-(1+ b)(pSR +pU— 012>u2(t) - (%cx+p5R +pu— %0§>vz(t) - (y +pu— g - %0'32>w2(t)

2
+(1-b)o? (ps:+ ﬂN) — (u(t) + v(b) [01 <u(t) + ps:+ #N> Bi(b) + ozv(t)Bz(t)]

U
SRt H

— ou(t) (u(t) + 5 N)B(t) — oov(t)By(t) — osw? (1) Ba(t).

(3.5)
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Integrating this from 0 to t and taking the expectation, we have
E[V(H]-V(0)

<-E f [(1 +b) <p5R +U- of)uz(s) + (%zx +psR+ U — %oﬁ)vz(s)

0 (3.6)
a 1,5\ 5 2 H 2
+ y+‘u—§—§03 w*(s) - (1-b)oy p5R+ﬂN ds.
Hence,
: 1 2\, 2 1 15\ »

lim sup ?EI (1 +b)<p5R+,u—01>u (s) + <§a+p5R+‘u— 502 )v (s)
° 3.7)

a 15\ - 2 H 2
+<Y+‘u—§—§03>w (s)]dsg(l—b)01<pSR+#N> . -

Remark 3.2. Theorem 3.1 shows that the solution of system (1.3) would oscillate around the
virus-free equilibrium of system (1.1) if some conditions are satisfied, and the intensity of
fluctuation is proportional to o7, which is the intensity of the white noise B; (). In a biological
interpretation, if the stochastic effect on S is small, the solution of system (1.3) will be close
to the virus-free equilibrium of system (1.1) most of the time.

4. Permanence

When studying epidemic dynamical systems, we are interested in when the computer viruses
will persist in network. For a deterministic model, this is usually solved by showing that the
viral equilibrium is a global attractor or is globally asymptotically stable. But, for system (1.3),
there is no viral equilibrium. In this section, we show that there is a stationary distribution,
which reveals that the computer viruses will persist.

Lemma 4.1 (see [14, 15]). Assumption B: there exists a bounded domain U C E; with reqular bound-
ary ', having the following properties.

(B.1) In the domain U and some neighborhood thereof, the smallest eigenvalue of the diffusion
matrix A(x) is bounded away from zero.

(B.2) If x € E;/U, the mean time T at which a path issuing from x reaches the set U is finite, and
sup, . ExT < oo for every compact subset K C Ej. If (B) holds, then the Markov process
X(t) has a stationary distribution p(e). Let f(e) be a function integrable with respect to
the measure . Then

T
Px{Tliir;c% fo FX())dt = . f(x)yd(x)} -1, VxeE. (4.1)
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Lemma 4.2 (see [14, 15]). Let X(t) be a reqular temporally homogeneous Markov process in E;. If
X(t) is recurrent relative to some bounded domain U, then it is recurrent relative to any nonempty
domain in E;.

Theorem 4.3. If 07 < (psg+p)(1+(ar/S*N))(S*/(S*-1)), 07 < (a/2)+psg+uc; < y+pu—(a/2),
and Ry > 1, then, for any initial value X(0) € R3, there is a stationary distribution u(e) for system
(1.3), and it has an ergodic property, where a, c are defined as in the proof, Q. = (5%, E*,I*) is the
viral equilibrium of system.

Proof. When Ry > 1, there is an viral equilibrium EQ,, of system (1.3). Then

arE*S* . . arE*S*
=~ — psrS™ + puS%, ~N

uN = (a+psg+p)E7, aE* = (y+p)I".  (42)

Define
* * S * * E % % E
+%(S_S*+E—E*)2+%C(S—S*)z'i‘%(l—l*)z (43)

:aV1+V2+V3+cV4+V5,

where a, ¢, are positive constants to be determined later. Then V is positive definite. By Ito’s
formula, we compute

dVl — (1 — S_) [(#N - arkS —PSRS —ﬂs>dt_ O'lSBl(t)]

S N
+ <1 - %) Km]’\I—;S — (a+psr + y)E)dt - GzEBz(i’)]

1 1
+ ES*O'%dt + EE*O'gdt

(4.4)

* *

= LVidt - (1 - %)ols(t)Bl(t) - <1 - %)azE(t)Bz(t),

where

S* ES
(1) s

" <1 - %) [(mﬁs - (a+ psr +/4)E>dt]

1 1
+ ES*O'lzdt + EE*O'%dt

_ (1 - %) | R (E'S" = ES)dt + (psi + 1) (5" = S)dt]
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(D el

1

i)

1
S*ordt + EE*ozzdt

S-5%)? AT e 1w
__%(pSR+ﬂ)+NES +E*(a+ psr + )
ar _, ar ., arE*S*?
(NS e p)E- GES - 55—

1 1
+ 55*0'12 + EE*O-%

S - §%)? 1., 1.,
< —%(PSRJFF)ES op + SE a3,

dv, = (1 - %) [(mj‘iS — (a+psp+ ﬂ)E)di‘ - O'zEBz(t)] + %E*o%dt

*

= LVodt - (1 - %)op_E(t)Bz(t).
(4.5)

Let B = (ar/N)E*S* = (a + psg + p)E* and a — 1 - loga > 0, for all a

E*\ /arES 1,
LV, = (1_f>< N —(a+p5R+y)E>dt+ EE o3dt

E*\/sES SE\ 1_ ,
_<1_f><BE*_S*_BE>+§EGZ

= <1§ ES —1§£+1§£+1§>+1E*022

E*S* E* S* 2

[ ES E S 1,5
< _ = = il ni]
‘B[E*S* e <1+log5*>+1]+21502

~[ ES E S
< - _ = - _
_B[E*S* E*+<S* 2>+1

_/E s /5 S 1.,
—B<§—1><§—1>+B<§+§—2>+§EO'2

_ar . oar (5-5%% 1
_N(E—E)(S S)+NE 5 +2

1
+ EE*()'%

E*oZ,
Vs = (S-S +E—E)[uN - (psg + j)S - (a+ ps + 1) E] it

2 2
—(S-S*"+E-E")[01SBi(t) + 02EB,(t)] + <%52 + EZE2> dt,
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LV3 = (S—S* +E—E*)[—(p5R+ﬂ)(S—S*) - (a+p5R+y)(E—E*)]

2 2
Ol w2, 02 2
—S°+—=E

A

<—(psr+)(S=S")* = (a+psg + ) (E - E)’
— (a+ per + psr + 24) (S — S*)(E - E*)
+ 0'12[(5 ~ 5+ 5*2] + 02 [(E “EY)+ E*2]
2 *\2 2 *\2 2 ox2 2 %2
S(al—pSR—‘u>(S—S) +<02—a—pER—‘u>(E—E) +0,5" +03E™,
avy=(S- S*)(yN - %ES - (psr + y)S) - S(S-S*o1B(t) + %0'1252,
LVi = (8- 8" (uN - %ES ~ (psr+1)S) + 0152
=(S- S*)[——(ES E*S") = (psg + 1) (S - 5*]+ ~02S
__ﬂ*_* _*_ﬂ_*z_ﬂ _*2122
= - ST (S = SNE-E") - T (S=SVE- 17 (psw+ ) (S = ) + 5075

ar * * * ar * *.
S-S (S-S)NE-E )—<N(p5R+y)—012>(S—S) + 02572,
2

avs = (1= I)[aE - (y + 1] + 2 12

= LVsdt — o31(I - I*)Bs,

2
LVs = (- T)[aE - (y + )I] + 2T

2
= (=TI [a(E-E) - (y+ p)I-T")] + %IZ

<a(E-EYI-T) - (y . 032)(1 —I")? + 6217

[24 % * *
E(E E*)? —<y+‘u 0'3——>(I I*)? +0'212

(4.6)
Choosing a = (ar/(psr + ) N)E*, then
aVi + 'V, = a[—u(PSR + ‘u) + = S* 1+ %5*022]
ar o Qg ar (S B S*)Z 1 * 2 (47)
+[N(E E")(S S)+NE S +2EO'2

ar . N 1_,
:N(E—E)(S—S)+§a5012+§Eo§
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Choosing ¢ = 1/5*, then
aVi+ Vo + V3 +V,+ Vs
<—(E E*)(S - S*)+ aS* T+ = (a+1)E*
+ [(012 - pPsr —/4)(5 -5+ <022 — & — psr —y) (E-E")* +0%52 + ozE*z]
ar -« * * ar 2 *\2 2 o*2
c[—ﬁs (S—S)(E—E)—<N(p5R+‘u)—0'1>(S—S) +0757]
a * o * *,
+[§(E—E)2—<y+‘u—0'32—5>(1—1)2+0'3212]
1 (4.8)
—Ea015*+015*+015*2+ (a+1)03E* + 03E* + 031"
ar .
+| (0 - psk - 1) —C<N(P5R+#) -at)](s-s
2_ @ )2 2 AN\ r 2
+<02—E—p5R—y>(E—E) —<y+‘u o3 2>(I I

(1 + %)(PSR + 1) _‘712<1 M é)] (5-57°

- (—g+p5R+‘u—0'22>(E—E*)2—<y+‘u—o§—g>(I—I*)2.

Then the ellipsoid

6 -

<1+S* >(p5R+y) ol<1+§>](5—5*)2—<—%+,05R+/1—0§>(E—E*)2=0
(4.9)

lies entirely in R3. We can take U to be a neighborhood of the ellipsoid with U ¢ RS, so,
for x € U/R3, LV < -K (K is a positive constant), which implies that condition (B.2) in
Lemma 4.1 is satisfied. Hence, the solution X(t) is recurrent in the domain U, which, together
with Lemma 4.2, implies that X(t) is recurrent in any bounded domain D C R3. Besides,
for all D, there is an

M = min{o?$? G3E%, 3 1* € D} > 0, (4.10)

such that Z?,j:l aij§,-§] = 028282 + 03E*E2 + 021282 > M||¢?| for all X € D, ¢ € R® which implies
that condition (B.1) is also satisfied. Therefore, the stochastic system (1.3) has a stationary
distribution p(*) and it is ergodic. This completes the proof. O

5. Numerical Simulations

In this section, we have performed some numerical simulations to show the geometric
impression of our results. To demonstrate the global stability of infection-free solution of
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Figure 2: Deterministic and stochastic trajectories around infection-free solution.

system (1.3) we take following set parameter values: y = 1/4380, N = 100000, « = 1/500,
r=7,psr =1/2500, ppr = 1/300, y = 1/500,0'% = 0.0006, 022 = 0.001, 0§ = 0.002. In this case,
we have Ry = 0.9147 < 1. In Figures 2(a), 2(b), and 2(c), we have displayed, respectively, the
susceptible, infected and recovered computer of system (1.4) with initial conditions: S(0) = 3,
E(0) =0.1and I(0) =0.1.

To demonstrate the permanence of system (1.4), we take the following set parameter
values: p = 1/4380, N = 100000, &« = 1/500, r = 30, psg = 1/2500, pgr = 1/300, y = 1/500,
o7 =0.0006, o7 = 0.001, 03 = 0.002. In this case, we have Ry = 3.9201 > 1. In Figures 3(a), 3(b),
and 3(c), we have displayed, respectively, the susceptible and infected population of system
(1.4) with initial conditions: S(0) = 15000, E(0) = 2000 and I(0) = 2000.

6. Conclusion

In this paper, a stochastic computer virus spread model has been proposed and analyzed.
First, we prove the existence and uniqueness of positive solutions. Then, by constructing
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Figure 3: Deterministic and stochastic trajectories around virus endemic equilibrium.

Lyapunov functions and applying Ito’s formula, the stability of the virus-free equilibrium
and viral equilibrium is studied.
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