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EXECUTIVE SUMMARY

“L egidators are faced with urique and fundamental padlicy
chaoices regarding the role of government in the devdopment of
eledronic commerce Reaognizing that government must play a
role in enaling eledronic commerce by removing traditiond
barriers, nearly evey state [in the USA] has sugh to
eliminate barriers caused by traditiond writing andsignaure
requirements by drafting legidation designed to permit the
authentication d documents and signatures through eledronic
means. In the dedronic ewironment, howveve, the
authentication d documents and signaures is considerably
more difficult than in the traditiond written environment. An
origina message may be \irtually indistingushabe from a
copy, andthe patential for fraud is heightened by the ease of
alteration”*

Introduction

In late 1997,the Commonwedth Government, ading through the National
Office for the Information Econamy (NOIE), established the National
Public Key Infrastructure (NPKI) Working Group to examine isales
pertaining to setting up a pe&k body to oversee the development of a
national framework for the aithenticaion o users of online
communications services, that would provide:

e atrusted system for the generation d digital signatures to give
corresponding parties certainty in each others’ identities;

e assurance of the integrity of electronic data used; and
e ameans of ensuring non-repudiation of electronic transactions.

Background

The projeded importance of the online emnamy has prompted
communities and governments aaoss the globe to examine the aucial
issue of the aithenticaion o parties to an orine transadion (whether
monetary or not).

Eledronic authentication raises sgnificant isaues in resped of evidence
and contrad, liability, privacy and consumer protedion, and sovereignty
and international trade. Public-key cyptography offers the strongest
forms of eledronic authenticaion currently available, through digital
signaturesand other techniques.

! Suveyof Sate Eledronic & Digital Signaure Legidative Initiatives - Internet Law and Policy Forum - 1997 -
Authors Albert Gidari and John P. Morgan
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A crucial question that arises relates to the role to be played by
government in resolving eledronic authenticaion isaues particularly in
relation to the establishment of Public Key Infrastructures (PKI). While
governments may have epressed a preference for private sedor
leadership in such matters, many have recognised the essntial fadlit ating
role which they need to pay in relation to the provision d an enabling
legal/regulatory/policy framework.

Objectives of this Study

This gudy canvasses whether or not a peak body is required at this point
in time, and provides business models and ogions for the structure,
operations and role of a pe& body to oversee anational framework if one
is required. Other relevant flow-on iswues affeding the nationa
framework are also addressed.

Context

Australia’ s ahility to perticipate within the global econamy is e to be
dependent upon its ability to have a trusted, seaire ewironment to
conduct business in the electronic medium.

A national Public Key Infrastructure (PKI) therefore neels to
contribute solutions to the following issues:

» Privacy - keep information confidential;

e Access control - only alow seleded redpients access to the
information;

* Integrity - assurance that the information has not been altered;
» Authentication - proof of the originator of the information; and

* Nonrepudation - proof that information was ent by the
originator.

The importance of a nationd PKI as oppased to, for instance industry or
community based infrastructures, is partially predicated uponthe premise
that users of online services will be operating within a national, and
posshly international, ‘open system’. Increasingly questions are being
raised in relation to the viahility and desirability of an open system nodel
as oppased to a “closed” model in which certificates are used within a
boundd context (eg between government and citizens, or within a
payment system). In this“closed” context, legal force can be established,
under contrad law, by exeaution o (eg paper-based) agreements
beforehand.
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Process

This qudy has involved canvassng the opinions of a wide range of
representatives from Commonwedth Government agencies, State and
Territory Governments through GTTC representatives, suppgiers of
cetificaion poducts and services, and wer and dher organisations.
These views have been synthesised with thase of the Working Group and
combined with reseach into the history, current status and trends in
relation to simil ar initiatives internationally. The logistics of producing a
report within the short timeframe dlowed for the study has meant that
inevitably the choice of information included in o excluded from the
report, and the alitorial style adopted is largely that of the consultants
rather than the Working Group.

The Working Groupgs agreal pgsition is summarised in  explicit
recommendations.

This dudy has been undertaken in parallel with a study of the legal issues
related to eledronic commerce by the Attorney General’s Expert Group
on Eledronic Commerce (AGEGEC). The recommendations of the
Working Group are not seen as dependent upon na in conflict with the
preliminary recommendations of the AGEGEC.

Conclusions

Substantial work is being undertaken in relation to eledronic
authenticaion by state, federal and supra-national government bodes
aaossthe globe & well as fora and think-tanks. The output from this
work paints to the complexity and multi-dimensionality of the isues to be
addresed and the rapidly changing views of the ‘problem’ and the
possble ‘solution’. This work will continue to illuminate and clarify the
debate, to Australia’s benefit. In this uncertain environment all ways
forward involve some risk of being deaned inappropriate & some future
time. However the Working Group lelieve that taking no adion is
similarly risky.

The Working Group recognises that the issue of eledronic authentication
transcends its implementation through the use of pulic key cryptography
and hes therefore alopted the term Australian Nationd Eledronic
Authentication Framework (ANEAF) rather than NPKI where
appropriate.

The Working Group concluded that a cae exists for the establishment of
a peak body to oversee an ANEAF, the key justifications being:

e to promote compatibility;

e to present and represent a single national view;
* to ensure user confidence;

e to provide consumers with reliable information;

« to promote a contestable market for CA services;
e to manage systemic risks;
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» tofadlitate the provision d value-added services (which rely ona
robust PKI);

e to support legislation; and
» to promote export of trust-based services.

The @nclusions readed in relation to the role and functions, and form
and structure of the pegk body are mntained within the recommendations
below.

Recommendations

Peak Body

The Working Group recommends the immediate establishment of a peek
body to oversee the Australian National Eledronic Authenticaion
Framework.

The Working Group further recommends that the focus of the peak body
shoud, in the first instance be to establish a National Public Key
Infrastructure under the ANEAF.

The Working Group recommends that the padlicy aspeds of an NPKI pe&
body be separated from the operational aspeds, into an Australian Policy
Approva Authority (APAA) and ore, or possbly more, Roat Certificate
Authorities (RCAs), respectively.

It is anticipated that a national RCA will be required as ealy asthe end o
1998. In view of thistight timeframe, it is recommended that the isaue of
whether and hav a national RCA is to be established be aldressed by
Government as a matter of the highest priority.

APAA Roles and Functions
The Working Group recommends that the APAA functions should be:
a) to facilitate stakeholder involvement;

b) to promote the required level of trust in eledronic commerce in
Australia;

c) to approve the establishment of any RCA;
d) to represent the ANEAF within the global environmignt

€) to promulgate gpropriate dedronic authentication standards in
asociation with Standards Australia and international standards
bodies;

2 An additional function to be considered by the APAA for later adoption, is the resolution d crosscertificaion
issues at the RCA level and elsewhere.

31t was agred that these standards were “minimal” in the sense that organisations could chocse to exceeal the
promulgated standard.
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f) to approve and overseethe establishment of a nationa evaluation and
accreditation scheme; and

g) to manage systemic risk.

AAPA Operational Model

The Working Group recommends that the operational approac for the
APAA shoud seek to utilise outsourcing to the greaest extent possble.
This may be adieved by eg licensing outside organisations to perform eg
evaluation functions.

The APAA shoud determine its policies with a view to minimising the
costs of compliance by participating CAs, to the gredest extent consistent
with the overall integrity of the ANEAF.

APAA Resourcing

The Working Group recommends that, orce the eventual form and
functions of the APAA have been dedded in principle, a detail ed costing
of the APAA’s operations should be undertaken.

Further, the Working Group recommends that, in the interim, a budget
estimate of $1.3 million per annun shoud be used, independent of the
structure selected.

The Working Group recommends that the posshility of the APAA
eventually being self-funding should be investigated carefully.

APAA Structure and Form

There was broad suppat amongst the Working Group for a Government-
based APAA.

The Working Groupfelt that the exad form of congtitution d such abody
was essentially a legal and political decision.

Thus the Working Group recommends that suitable legal opinion be
sought as to the gpropriate cnstitution d the APAA having regard to the
following major influencing factors:

« the aedibility and standing of the body with consumers and the
CA industry;

* the need for a degree of independence;

» liability of the APAA and its board members, and aganisations
other than the APAA participating in the ANEAF, including any
RCA, PCAs and other CAs;

» the need for broad community representation on the APAA.

Further, the Working Group recommends that the need for suppating
legislation in respect of the management of liability be monitored.
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1. INTRODUCTION

With the increasing trend toward delivery of information and transadions
by eledronic means, effedive aithenticaion methods for eledronic
interadion are becming increasingly important. Public-key eyptography
off ers the strongest forms of eledronic authentication currently avail able,
through digital signatures and aher techniques. In suppat of pulic-key
cryptography, Australia, and many other jurisdictions around the world,
are looking to establisRublic Key Infrastructure$PKI).

The Australian national public key infrastructure (NPKI) initiative is
known as the Public Key Authentication Framework (PKAF). Suppat for
PKAF has come from a broad range of constituencies. In 1996Standards
Australia published its PK AF Srategy Report®. A key recommendation o
the report was the formation d a pe&k body for PKAF, known in that
document as thEolicy and Root Registration AuthoriffARRA).

After reviewing the PKAF Srategy Report and substantia further internal
and external consultation, the Commorwedth Government, through the
Department of Communicaions and the Arts (DOCA) and the National
Office for the Information Econamy (NOIE), established the NPKI
Working Groupin late 1997 to examine isaues pertaining to setting up a
peak body for PKAF. This report is from that Working Group.

The Working Group members were gpadnted by the Minister of
Communicdions, the Information Econamy and the Arts and consisted of
representatives from Commonwedth Government agencies, State and
Territory Governments through GTTC® representatives, suppiers of
certtification poducts and services, and wser and dher organisations. The
members were:

Mr Peter Blanchard Tradegate ECA

Ms Jenny Clift Attorney-General’'s Department
(Electronic Commerce Expert Group)

Mr David Hart Australia Post

Mr David Jonas ETC Electronic Trading Concepts Pty Ltd
(Chairperson)

Mr Peter Maynard Department of Information Technology Services
South Australian Government
(GTTC)

Dr Philip McCrea CSIRO

Mr Charles Moore Signet Systems
(Chair of Standards Australia WG IT 12/4/1)

4 "Srategies for the Implementation d a Public Key Authentication Framework (PKAF) in Australia” (Standards
Australia, Miscellaneous Publication MP75, 1996)

5 Government Techndogy and Telemmmunicaions Committee - a Commonwedth, State and Territory
Government committee.
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Mr Geoffrey Ross RANDATA
Mr Lee Shipley Australian Stock Exchange

Ms Ann Steward  Office of Government Information Technology
(Project Gatekeeper)

Mr Brian Stewart  National Office for the Information Economy

Mr Randall Straw  Multimedia Victoria, Victorian Government
(GTTC)

Mr Peter Thomson Australian Payments Clearing Association Ltd

Suppat for the projed was provided by the following officers from
DOCA and NOIE:

Mr Phillip Hennig  National Office for the Information Economy
Dr Simon Pelling  Department of Communications and the Arts

Ms Saima Tuisk National Office for the Information Economy

Valuable input was provided by:

Mr Adrian McCullagh, on kehalf of the Attorney General’s Eledronic
Commerce Expert Group; and

Mr Bill Osborne and Mr Craig Dowling on behalf of the Commonwedth
Office of Government Information Technology.

The consultancy aspeds of the projed were undertaken by the following
members of ETC Electronic Trading Concepts Pty Limited:

Mr Stephen Burns;

Mr lan Christofis;

Dr Roger Clarke;

Ms Chuin-Nee Ooi; and
Mr Tony Rossiter.

Inpu was also oltained from a wide range of organisations nat diredly
represented uponthe Working Group. Some organisations represented on
the Working Group were dso interviewed. Refer to “APFENDIX J -
Consultation” for details of persons and aganisations interviewed.
Information was also derived from research and prior work undertaken by
the mnsultants. The logistics of prodwcing a report within the short
timeframe dlowed for the study has meant that inevitably the choice of
informationincluded in o excluded from the report, and the eitorial style
adopted is largely that of the consultants rather than the Working Group.
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Whilst the Working Group was primarily focused on a pe& body for a
“National Public Key Infrastructure” (NPKI) for Australia, the scope of
its considerations included forms of eledronic authentication aher than
those based on pullic-key cryptography. To refled this <ope, the term
Australian Nationd Eledronic Authentication Framework (ANEAF) has
been adopted for this report, rather than PKAF or NPKI which
spedficdly refer to pubickey cryptography®. In order to prevent
confusion d termindogy with the PKAF PARRA and to align with
international usage, this report will utilise the term Australian Policy
Approval Authority (APAA) to represent the pea body, and the term
Roat Certification Authority (RCA) to represent the operational authority
that performs the roat certificaion functions identified within the PKAF
strategy. The term Policy Credion Authority (PCA) has also been used to
identify the cetificaion authority that creaes certificae palicy within the
ANEAF, this term is representative of the PKAF ICA.

This report not only canvasses whether or not a peak body is required at
this point in time, bu provides business models and ogions for the
structure, operations and role of a pe&k body to oversee anationa
framework if one is required.

The aurrent situation worldwide is that many of the conventional views
abou pulic key infrastructures, and the legal and regulatory frameworks
introduced to address eledronic signatures, are being seriously
challenged. Extensive work is being condicted by state, federal and supra-
national government bodes aaossthe globe @ well as by communities,
fora and think-tanks. The output from this work points to the complexity
and multi-dimensionality of the issues to be aldressed and the rapidly
changing views of the ‘problem’ and the possble ‘solution’. This work
will cortinue to illuminate and clarify the debate, to Australia’ s benefit. In
this uncertain environment all ways forward involve some risk of being
deamed inappropriate a& some future time. However the Working Group
believe that taking no adionis smilarly risky. In attempting to formulate
a dea position on the various issues addressed by this report, the
Working Group hes encourtered the complexity of some of these issues
and the complex inter-relationships between them. The Working Group
could na form a @nsensus on some isaues. These have been identified for
further work.

® Nevertheless as amatter of pradicdlity, it shoud be noted that public-key cryptography was the most mature and
most widely deployed electronic signature technology at the time of the report.

National Public Key Infrastructure Working Group

Final Version , 6 April 1998



Strategies for a Peak Body for an Australian National Electronic Authentication Framework Page9

2. TERMS OF REFERENCE OF WORKING GROUP

The Commonwedth Government wishes to fadlit ate the establishment of
a pe& body to overseethe development of a national framework for the
authentication d users of online @mmunicaions srvices. This
framework would provide:

e atrusted system for the generation d digital signatures to give
corresponding parties certainty in each others’ identities;

e assurance of the integrity of electronic data used; and

e ameans of ensuring non-repudiation of electronic transactions.

As afirst step in this process Government established a Working Group
(WG) to spedfy details of the framework, in particular its oversighting
body, and report to the Minister for Communicdions, the Information
Economy and the Arts by the end of March 1998.

The twelve members of the Working Group (excluding the Chair)
represent:

« Commonwealth Government Agencies;

« GTTC;

e Suppliers of Certification Products/Services; and

e User and other Organisations.

Whereas the Government did na prescribe mandatory dired government
involvement in relation to the aove, it expressed a dea preferencefor a
national framework which is:

* tedhnologically neutral - ie to the greaest extent possble it
shoud na be limited to particular techndogies, bu shoud be ale
to be aapted to new authentication products and systems as they
emerge,

¢ however, the Government acknowledges that authenticaion
techniques based on asymmetric (puldic key) encryption are
currently the most widely accepted by industry; and

e non exclusive - that is, it is not envisaged that it shodd be

compulsory for al certification authorities to operate under the

national framework

¢ dthough there is an expedation that most will, given the
expected market advantages of doing so.
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3. BACKGROUND

3.1. Identification and User Authentication

The term user authentication refers to any methods used to chedk (ie
authenticae) the identity of a user. One dictionary definition is “to
establish the validity of a claimed identity”

It is important to understand the distinction between identification and
user authentication. These are normally defined as follows:

* ldentification involves proffering of non-seaet information, such
as the name of the individual or the organisation. It is essentially
“stating who you are”.

* User authenticaion is the dhedking of the identity. (“Prove that it
isyou.”) One muld say it is the authentication d the identity of
the user. It typicdly involves proving knowledge of seaet
information and/or possesson d a token to verify the user's
identity. Using cryptographic methods the user proves knowledge
of a seaet (a ayptographic key) withou disclosing what that
secret is.

In pradice the two may merge; identification may be subsumed in the
process of user authenticaion. The proffering of seaet information o
posssson d a token may in fad aso be used to identify a user. A
example is that the quating of a licence number and aher “fairly seaet”
data may act as both identification and user authentication.

3.2. Electronic Authentication

For widespreal adoption d eledronic methods of transading business
industry and Government require, amongst other things, the ability to:

e provide aithenticaion d the identity of eledronic correspondents
(user authenticatioyy and

e hod parties to agreanents (nonrepudation) submitted
electronically.

For many services, it is esential to have mechanisms to verify that the
party making use of the serviceisindeed who they claim to be. These user
authentication mechanisms must work remotely and, preferably, using the
same dedronic communicaions channel that is used to deliver the
service. Withou reliable methods of confirming the identity of users,
delivery of some types of services eledronicdly poses many problems or
indeed may be completely inappropriate.

" Definition 3 d authentication in "Information Seaurity - Dictionary of Concepts, Standards and Terms"
Longley, Shain & Caelli, Stockton Press 1992.

National Public Key Infrastructure Working Group

Final Version , 6 April 1998



Strategies for a Peak Body for an Australian National Electronic Authentication Framework Pagell

Public-key cryptography can provide the technicd means to implement
such protedion. (Public-key cryptography can aso provide
confidentiality, bu this is nat the subjed of this report.) Two common
approaches are challenge and response protocols, and digital signatures.

3.3. Electronic Signatures

Eledronic signaure is a genera term used to describe various
‘eledronic’ methods that attempt to provide some or all of the functions
of a hand-written signature. In esence, eledronic signatures are methods
of adding data to an eledronic document as a means of authenticating it.
Forms of electronic signatures include:

« digital signatures;

» digitised images of paper signatures; and

e biometric data, such as arewrding of the dynamics (pen presaure
and velocity) of a paper signature.

Whereas digital signatures are ansidered to provide the basis for strong
authenticaion, some other methods are @nsidered inappropriate &
replacaments for paper signatures becaise they can be eaily copied and
associated with a different document.

However in spite of the arrent emphasis on dgital signatures, it
considered likely that other strong eledronic authentication methods may
emerge in future and it is therefore considered inappropriate to enad
legislation a set up statutory bodes which are narrowly confined to the
specific technology of digital signatures only.

3.4. Digital Signatures

Digital signaures are aform of eledronic signatures. Digital signatures
allow messages to be “signed” in a way that undeniably asciates the
signer of a message with its content. Like its conventional courterpart, a
digital signature links a particular personto an eledronic document and so
allows authenticaion d the identity of the person who sent the document.
However, it offers greder seaurity than a hand-written signature becaise
it canna be frauduently applied to a different document. Furthermore, it
can also verify that the document itself has not been atered in any way
since it was digitally signed.

A digital signature is not a digitised image of a hand-written signature. It
is a ayptographic chedksum of the document. Public-key cryptography
(seebelow) is used to generate and chedk digital signatures. To generate a
digital signature, a private key of the sender is used. The matching public
key of the sender can then be used by anyone to chedk the signature. The
digital signature can be distributed with the document, typicdly by
appending it.
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3.5. Public Key Cryptography

Public-key cryptography involves mathematicd computations using a key
(a discrete piece of information, wsualy numeric, associated with a
person, pgaition, pocess etc ) and the data (eg the mntents of a
transadion a document), treaing the data & a set of large numbers. This
newer approadh to cryptography alows one key to be pulic, the pubic
key, while the other key, cdled the private keyis a seaet known ony by
the owner of the key pair.

For encryption, a puldic key of the redpient is used to encrypt the
message, and the matching private key of the redpient is used to deaypt
the message. Anyone ca encrypt a message but no-one dse can deaypt
the message because no-one else has the private key.

For digital signatures, the keys are used in the oppaite manner: the
private key of the sender is used to digitally sign the document, and the
matching pubdic key can be used by other people to verify the digital
signature.

Public-key algorithms can be used to encrypt messages, authenticate
users, exchange keys for use with symmetric dgorithms, and to creae
digital signatures.

Many jurisdictions around the world are establishing arrangements of
appropriate legidation, infrastructure and technicd standards, to give
some form of legal effect to digital signatures.

Refer to ‘Appendix D: Public Key Cryptographyfor more detail.

3.6. Certification Authorities

Because the puldic key of anyone can be widely known, public key
cryptography alows faire messages to be exchanged withou the need
for spedfic advance arangements bilaterally between perties. However,
there is gill a nead for assurance dou the ownership of puldic keys, so
that confidential messages are not encrypted using the pullic key of an
imposter instead of the intended redpient, and so that someone canna
fraudulently sign messages claiming to be someone else.

A Certification Authority® provides assurance that a public key does in
fad belong to the person whase identity is being associated with that key.
It does this by providing certificates.

A Roat Certification Authority is the top d a hierarchy of Certification
Authorities (CA). It certifies the pulic keys of all the CAs diredly below
it in the hierarchy. These CAs may in turn certify the pulic keys of other
CAs lower in the hierarchy, or certify the puldic keys of end-users
directly.

Refer to the Appendix D: Public Key Cryptographyfor more detail.

8 Certification Authorities are also known as Key Certification Authorities (KCA) and Certificate Authorities.
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3.7. Public Key Infrastructure

Significant adivity has already occurred, in Australia and internationally,
towards establishing infrastructure to suppat the widespread use of
pubic-key cryptography. This infrastructure is referred to as “pubic key
infrastructure”, a term which includes Certificaion Authorities, technicd
standards, policy, and supporting changes to the legal environment.

Public key cryptography can be used for a wide range of seaurity
purposes. Its use for seauring internal computer systems within an
organisation (eg to seaure a Locd Area Network), or even between
closely inter-working organisations, does not require the formality and
external reaognition d a pulic key infrastructure & discussed in this
document. Public Key Infrastructure is primarily concerned with
providing effedive aithentication medhanisms between arganisations or
individuals, rather than securing computer systems.

Some pertinent public key infrastructure activities are:

* the Public Key Authentication Framework (PKAF) initiative in
Australia, of which this project is a part;

« the presence of several operational commercial Certificaion
Authority services in Australia;

e initiatives in various other courtries and regions a a supra-
national, national, state level to establish pubic key infrastructure;
and

* establishment of an international puldic key infrastructure under
the international credit card assciations (Mastercard, Visa, et a)
to support:

e consumer payment transadions over open networks, such as
the Internet, using the Seaure Eledronic Transadion (SET)
protocol; and

* the Europay/Mastercard/Visa (EMV) spedficdion for
financial applications on smartcards.

In addition, puldic-key cryptography is increasingly being used to
augment or replace traditional (symmetric) cryptography within areas
such as the payment system. Such initi atives could also paentially benefit
from integration with a wider public-key infrastructure.

For further information refer also to “ Appendix C: User Authenticion
and Cryptographyand“Appendix D: Public Key Cryptography

3.8. Roles and Functions of a Peak Body (PARRA)
as Proposed in the PKAF Strategy Report

The notion d a pes body for an Australian PKI was canvassd in the
PKAF Srategy Report, and its discusson and conclusions have guided
much o the thought and debate in this areasince then. Therefore it is
useful, at this point, to summarise pertinent aspeds of the PKAF Srategy
Report’s discussions.
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The PKAF Strategy Repdrtanvasses the options of having:

* no peak body;

» apeak body which is not itself a certification authority (CA); and
» a peak body which is the Root CA (RCA) for Australia.

It recommends the third ogion and describes the pe&k body, known as the
Policy and Root Registration Authority (PARRA), as follows:

“T he PARRAWIll createthe overall guidelinesthat all users, associations
of users, tiered levds of CAs and subardinate palicy making auhorities
must follow. This will establish the overall infrastructure security policy.

6.1.1 PARRA Composition

The PARRAwill administer a naiond pdicy comnittee which has
representatives from appropriate organizations auch as the inner budgget
Comnonwealth Agencies, Sate and Territory Governments, Sandads
Australia, law agencies, industry and comnunity groups. The comrittee
needs to be as representative as posshble of the views of all those who will
be involved with using the PKAF.

6.1.2 PARRA Role

The role of this ‘trusted’ nationd body, is to establish and monitor
overall PKAF pdicy and to act as a roaot for the nationd certification
architedure. Additiondly, the PARRAIs resporsible for establishing
pdlicy for interoperation andcrosscertification with ather internationd
and multinationd root authorities. (A multinationd roat authority might
be established to service world-wide services, such as barking, povided
by large multinational organizations or business sectors.)

The PARRAcreates the overall guidelines that all users, associations of
users and subardinate wmporents of the PKAF architedure must foll ow
thereby establishing the overall infrastructure security policy.

Having established pdicy, the PARRAIs resporsible for monitoring the
adherenceto it. The PARRAwWiIll also audt the CAs and dher subsidiary
organizations of the PKAF to ensure their continuing compliance with the

policy.
6.1.3 PARRA Functions
Following is a proposed list of PARRA functions:

1. Develops and publishes the PARRA public key.

2. Sets the general palicies and procedures that all entities
and end-users of the PKAF must follow.

3. Certifies certificates of the subordinate authorities.

® "Srategies for the Implementation d a Public Key Authentication Framework (PKAF) in Australia” (Standards
Australia, Miscellaneous Publication MP75, 1996)
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4. Provides any required key material for each subordinate.

5. Carries out identification and athentication o
internationd or multinationd infrastructure roots it deems
appropriate to recognize.

6. Sgns certificates of subardinate entities and d nationd,
internationd or multinationd infrastructure roots it deems
appropriate to cross-certify.

7. Publishes identification and locality information o
subadinate anttities (e.g. dredory name, e-mail address postal
address, phone number and fax number).

8. Spedfies information required from subardinate entities
for a request of the revocation of the entity’s certificate.

9. Recdves and audhenticates rewocation requests
concerning certificates it has generated.

10. Generates and pullishes the nationd and internationd
Certificate Rewvocation Lists (CRLs) for and from all subardinate
and peer authorities.

11. Archives certificates, CRLs and audit files.

12. Provides crosscertification between ary industry,
international and multinational peak bodies.

6.1.4 PARRA Process

The subardinate authority generates and povides to the PARRAall the
data required in the cetificate aeation. When the cetificate is isaued it
will dedare the PARRAas the isaler. The PARRAverifies the information
(out-of-band and “signs’ it. The signed certificate is returned to the
subordinate authority.

The PARRAalso returns, in a seaure mannrer, its pubic signaure key
within a Root PARRA certificate. This is the basis of the trusted
certification pah. The subardinate is then resporsible for validating the
returned certificate.”
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3.9. Related PKAF Activity

A number of separate bodesin Australia ae aurrently working on aspeds
of the proposed Public Key Authentication Framework (PKAF):
» technical standards (Standards Australia IT/12/4/1 committee);
* legal frameworks (Attorney-General’s Eledronic Commerce
Expert Group [ECEG]); and
e establishment of a Government Public Key Infrastructure (GPKI),
known as Projed Gatekeeper, to eventually come under PKAF, for
the Commonwedth Government (3 working groups st up under
the Office of Government Information Technology [OGIT]).

In addition, international adivity is occurring within spedfic industries
(eg financial services), the Organisation for Asia-Padfic Econamic
Cooperation (APEC), the United Nations Commisson on International
Trade Law (UNCITRAL), and other forums.
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4. INTERNATIONAL ACTIVITY AND LEGAL MODELS

4.1. Current Status Relating to PKI Laws and Frameworks

Many governments aaoss the globe have ather enaded o are in the
processof considering the enadment of legislation pertaining to the usage
of digital signatures or other forms of eledronic authenticaion. There ae
also a number of multi-national organisations which have developed o
are developing model laws with regards to eledronic authentication, such
as the United Nations Commisson on International Trade Laws
(UNCITRAL) and the International Chamber of Commerce (ICC).

Theisaue ato whether a‘pedk body’ is established, and the role/s played
by such a pe& body, is usualy dependent upon the legal framework
which has been adopted/propcsed by the jurisdiction to ded with
eledronic/digital signatures. A variety of approaches have been adoped,;
these ae examined in sedion 4.5below and in more detail in “ Appendix
E: International Approaches to Legislation and Peak Body

4.2. Open and Closed PKI Models

Legidation has tended to adopt the X.509 model and largely deds with
the usage of digital signatures in an ‘open’ PKI model.

An ‘open’ PKI is defined as one where wnsumers obtain a single
catificae which attests to their identity from a third party certificaion
authority, and wse the same cetificae in transadions with pdentialy
numerous merchants. [Biddle 1997 In such an environment, a user of
online services might go through a single authenticaion process (akin to
the one hunded pdnt ched required to open a bank acount) with a
trusted third party, recave cetificaion d hisher public key, and then be
able to enter into eledronic transadions/data exchanges with merchants,
governments, banks, etc., thus using the same cetificae and keypair for
multiple purposes.

A ‘closed’ PKI is one where acontrad or a series of contrads identifies
and defines the rights and resporsibiliti es of all parties to a particular
transadion a where the cetificaes are used orly within a known,
bounded context. [Bidde 1997 Examples of usage of certificaes in a
closed PKI include aGovernment PKI (i.e. where a cetificaeis used only
in transadions between the government and citizens of a @urtry) and
SET (where the certificate is used only within the payment system).
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In considering the issue of open versus closed systems, it is worth nding
that [ILPF 1997] included the following comments:

“...thisprojed was initially conceived in Sging 1996 At
that time, it appeared that induwstry eforts were being
primarily direaed towards devdoping open systems and
therefore that open systems were going to be the
prewailing bwsiness model. In fact, in the period duing
which this Report was written, the open system nodel has
appeared to beaome an increasingly less viable business
model. Instead, we believe that many oconsumer
transactions which uilize catificates will occur in a
‘closed system’ or ‘closed loop’ model.”

4.3. Legislative models

The legidation that has been developed can be broadly divided into
several distinctive cdegories. Debates continue & to whether there shoud
be ay legidation at all, and if so, which model of legislation shoud be
used.

The legislation that has been enaded to date or is being considered has
tended to be of one of the following types:

1. a rule of equivalence which equates eledronic records and
signatures with their paper courterparts. Examples of this model
include the UNCITRAL Model Law on Eledronic Commerce and
the proposed Massachustts Eledronic Rerds and Signatures
Act (MERSA).

2. a framework of principles which defers to the speaficaion o
rules and regulations which are required to implement and govern
the usage of eledronic signatures to a statutory entity. An example
of this model is the California Digital Signatures Bill (AB 1577).

3. a complete, prescriptive law, which includes the spedfication o
regulations which govern the usage of eledronic signatures.
Examples of this modd include the Utah/ABA model and the
Malaysian Digital Signatures Act 1997.

The spedfics of the legislation can also be cdegorised based on the
following characteristics:

e technology neutrality;

» scope of the legislation;

« the definition of an electronic or digital signature;

e the voluntary or mandatory licensing of certificaion authorities;
and

« the issues relating to the establishment of a peak authority.

Refer to “Appendix E: International Approades to Legidation and Pegk
Body” for full details.
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4.4. Approaches to the ‘Peak Body’

The isdle @& to whether a‘pedk body’ is established, is usually dependent
upon the legal framework adoped by the jurisdiction to ded with
electronic/digital signatures.

The *Functions and structure of the peg body’ sedion d “Appendix E:
International Approaches to Legidation and Peak Body” provides an
analysis of some of the approaches adopted internationally.

It is possible to differentiate between these by examining the approach to:
e Technologycovering:
« Digital signatures only; or
» Electronic signatures in general.

e Licensing of CAs (with regards to ofering of services to the
public) approaches being:

e Mandatory; or
e Voluntary; or
* No licensing.
* Peak body functionsincluding one or more of the following
* Policy formulation;
* Policy enforcement;
e Licensing of CAs;
* Root CA; and
» Cross jurisdictional arrangements.

The ‘entity’ nominated to perform the ‘peak body’ function is almost
withou exception government. A contrary approach proposed by the USA
Eledronic Financial Services Efficiency Act 1997 (Baker Bill) proposes
that a National Assciation d CAs (NACA) be diarged with the
responsibility, but that this be overseen by government.
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5. CASE FOR A NATIONAL FRAMEWORK AND PEAK BoDY

Eledronic authentication raises sgnificant isaues in resped of evidence
and contrad, liability, privacy and consumer protedion, and sovereignty
and international trade.

A crucial question that arises relates to the role to be played by
government in resolving these isales. While governments may have
expressed a preferencefor private sedor leadership in such matters, many
have recgnised the essential fadlitating role which they need to play in
relation to the provision of an enabling legal/regulatory/policy framework.

In this context, the cae for the establishment of a peak body to oversee
the ANEAF was cawased with the persons and aganisations
interviewed.

Two issues are combined here and need ultimately to be separated:

e the cae for the Australian National Eledronic Authentication
Framework (ANEAF) and peak body;

« the caefor, andthe extent of, fadlitation d the ANEAF and peek
body by Federal Government.

Whil e one of the organisations interviewed felt that there was no case for
a Government-fadlit ated National Peak Body (they felt that if such were
needed it would emerge naturally from the market), almost all groups
consulted felt there was a cae, in terms outlined further below, for
Government fadlit ating the establi shment of a National Pegk Body for the
ANEAF.

In dscussng the caes below, it shodd be emphasised that material
presented represented the range of material elicited in interviews and nd
al of this was necessarily suppated by the Working Group. The
Working Group’s position is summarised in explicit recommendations.

5.1. Three Important Contextual Issues

In developing the cae for a Government-fadlit ated ANEAF pegk body,
three important issues need to be kept in mind.

5.1.1. Planning Horizon

It has become dea that planning shoud na be undertaken in the mntext
of today’s techndogicd environment, bu in terms of an environment that
will come a&ou in two to threeyeastime. Thisisnat to say that thereis
not a cae for more urgent adion, as people and institutions are
exchanging keys now, and the Federal government will commence on 1
July 1998. Beyondthis, however a number of fadlit ating fadors appea
to come together in the two to three year time frame:

» the widespread standardisation and adoption d smart cards as
client seaurity modues, managing keys in such away as to asaure
the sole control of the key-holder over their use;
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* the widespread incluson d suitable standardised smart cad
readers in new desktop systems as a matter of course;

e realy availability of suitable standardised smart card readers as
cheap upgrade options for existing desktop systems;

* inconjunctionwith an explosion d SMTP-based Internet mail, the
adoption d common standards for the seaurity of that mail (most
probably based on a version d the SSMIME protocol using key
recovery).

These dhanges are likely to lead to an environment where strong and
dependable ayptographic authenticaion methods are widely available
and in common use.

5.1.2. The Need to Maximise Participation by CAs

Since it has been spedfied by the Government that participation by CAs
in any ANEAF is to be voluntary, it must be borne in mind that CAs will
only participate if the @sts of participation are outweighed by the benefits
that accrue from participation.

On the one hand this means that the sts of participation must be
minimised, consistent with maintenance of the overal integrity of an
ANEAF.

On the other hand, reasons/incentives for participation must be provided.
Possible ‘incentives’ include:

e Participation in a branded scheme with high consumer
recognition;

* Meaures which provide that digital signatures creaed within
ANEAF have an evidentiary advantage in courts, over non
ANEAF digital signatures (the draft recommendations of the
ECEG do not provide this);

e Access to Government business (the representatives of Projed
Gatekeeper were not supportive of this approach);

* Limitation o CA liability within the ANEAF (the draft
recommendations of the ECEG do not provide this).

5.1.3. The Role of Government Facilitation

There is a general belief that appropriate Government fadlit ation will
“lubricate the wheds of Eledronic Commerce'® encouraging its
development in a way that would atherwise naot occur as quickly or
effectively.

10 Eledronic commerceis a general term applied to the use of computer and telecmmunications techndogies in
place of paper-based or faceto-faceinteradion, particularly on an inter-enterprise basis to suppat trading in
goods and services, but also between consumers and businesses, between businessand government, and between
government and individuals. Eledronic commerce uses a variety of techndogies such as EDI (Eledronic Data
Interchange ie structured messages), email, facsimile transfer, eledronic caalogues, Internet World Wide Web
interadion, and dredory systems, on ofen o closed networks. Eledronic commerce @ntent can include text,
formatted documents, graphics, animation, video, audio, computer programs, etc.
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Examples of Government fadlitation d commerce in the past have
included:

e Central banking - Centra banks emerged to ded with a
fundamental instability in the system of par banking, which
predisposed the system, in the asence of central bank guarantees,
to the paosshility of caastrophic runs on financial ingtitutions.
Here, government intervention correds a structural flaw in the
system;

e Patent Laws - Patent law grants limited monopdies to hdders of
technicd seaets, in return for making those seaets pubic so that
they can be eploited generdly a the termination d the
monopdy.  Arguably, this government intervention was a
necessary preaursor for the Industrial Revolution and the pace of
technological advance that has followed; and

e Teleommmunicaions Deregulation —Telecommunicaions cariers
have long been regarded as possessng a natural monopdy™
(AT&T was dedared as 2uch by the US Government as long ago
as 1917); such instances of market failure ae often used as
justifications for Government intervention, although in recent
yeas the tendency is for the lightest degree of intervention
consistent with market efficiency (as oppaed to measures such as
nationalisation) — thus even though a natural monopdy would
otherwise eists, light touch regulatory measures corred the
market towards a more ideal competitive model.

A spedfic case for Government intervention in fadlit ating an Australian
National Eledronic Authenticaion Framework, in oder to promote
Eledronic Commerce, has not necessarily been made in the sort of terms
above. Strong arguments have been pu forward in aher terms. The
debate is fertile. On the one hand, it can be agued that a heary-handed
approach could adually inhibit the development of Eledronic Commerce,
as, it has been argued, the German approach to eledronic authenticaion
may do. On the other hand, it can be agued that an absence of appropriate
Government suppat could inhibit the development of the Certificaion
Industry, and have anegative dfed on Eledronic Commercegeneraly. In
this view, establishment of an appropriate ewironment is esentia to
position Australia as a net exporter of Certification Services.

The points below, indicae aea in which a “lubricaory” effed of
intervention on Electronic Commerce may result.

11 Refer to Sectios.5.2. To Promote a Contestable Market for CA Services
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5.2. To Promote Compatibility

Compatibility has historicdly taken a long time to standardise in
techndogicd aress. As cetification techndogies are focused on global
solutions, there has been atendency to achieve industry consensus. As an
example dl certification authoriti es today, issue X.509certificates that are
compatible (even though there ae some differences). This auggests there
isarole for an ANEAF in promoting compatibility, but it is not obvious
that the ANEAF can standardise the techndogies. What ANEAF can dois
to promote a consistent framework for compatibility.

This role shoud na be seen as a wercive one — such initiatives in
Information Techndogy have a tradk record of failure (eg GOSIP).
Rather, it shoud be seen as one of providing a framework of certainty,
which those developing CA products and services can chocse to adog,
ensuring that as an infrastructure emerges, compatibility is achieved with
the minimum of reworking. The ‘utopian’ goal of such a framework is to
allow all subscribers of acaedited CAs to recmgnise and be recognised by
all subscribers of other accredited CAs.

5.3. To Present and Represent a Single National View

This compatibility needs to be mnsistent with the emerging international
framework. To this extent asingle ANEAF would provide asingle forum
within which to develop a national position to be presented and
represented in international fora. Conversely the ANEAF would provide
a medhanism by which consistent emerging international trends could be
reflected nationally.

Ultimately, this would extend to providing a single body for cross
catificaion d international authorities, fadlit ated by national pdlicies for
certification consistent with international trends.

A pe& body badked by government would also be in a position to
negotiate with oher sovereign bodes on iswes relating to an
authentication infrastructure.

5.4. To Ensure Consumer Confidence

Given the aurrent concerns and urcertainty amongst ordinary consumers'
(both individual and business consumers), an ANEAF could have an
important role to play in educaing and resssuring consumers as to the
integrity of digital signatures and the ANEAF in general. If performed
effedively, this role would ensure that unrecessry doults and
uncertainty by consumers were nat an inhibitory fador in the genera
uptake of Electronic Commerce.

12 Consider the IBM advertising campaign exploiting feas about Internet seaurity, which ran ontelevision and
other media from 1997.
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5.5. To Ensure Market Efficiency

Three aeas arise in which a Government-fadlitated ANEAF would be
able to promote and ensure efficiency of the market for CA services.

5.5.1. To Provide Consumers with Information

In order for a market to operate dficiently, it is necessary for consumers
to be well-informed as to the merits and dsadvantages of the various
offerings. This can present difficulties when the product offered is “trust-
based” as it requires the evaluation d a complex set of risk fadors. This
will be compoundd during the setup phese by there being no history on
which to base these ass®saments. It aso presents difficulties when it is
based oncomplex techndogy, such as pulic-key cryptography, because
the general puldic canna be expeded to understand the techndogy to the
extent required to make sound assessments.

This suggests that an important function d an ANEAF, is to provide
quality labelling which allows consumers to compare offerings from
different supdiers in a @nsistent fashion. In the &sence of such
labelli ng, there will be presaure for CAs to dfer the chegpest possble
product, regardlessof risk, as the value of a high integrity product will not
be immediately apparent.

One posshle mechanism for this quality labelling would be the
establishment of a strong ANEAF brand image, identified by a
‘woodmark’ or similar, which participants, through acaeditation, would
be ale to dsplay wherever their products and services were deployed in
accordance with ANEAF requirements.

Thus a magjor purpose of an ANEAF may be to inform consumers,
allowing them to make rational consumption dedsions, improving market
efficiency.

5.5.2. To Promote a Contestable Market for CA Services

Thereis evidenceto suggest that, in the ésence of an Australian National
Eledronic Authenticaion Framework, the provision d CA services may
be anatura monopdy. This may be seen by considering the related area
of diredtory services'®, which is also a natural monopdy. That is, in the
absence of crosslisting arrangements, there is a natural tendency for a
large diredory (such as Yellow Pages) to grow at the expense of smaller
competitors. (Consider the paosition d a subscriber trying to dedde
whether to list in a larger or smaller directory.)

13 Directories and Certification services have much else in common:
«  certificates can be, and in the case of confidentiality certificates, should be published in electronic directories;
« certificate revocation lists (CRLS) can be published in directories;
e CAsandRAsarein aposition to colled direcory entry information realily at the time of registration —so a
lerge CA is in a position to also become a large directory provider.
For these reasons, couded with the similar propensity of diredory and cetificaion markets to tend towards
natural monopoly, it may be that the two should be considered together from a public policy perspective.
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Similarly, a nationally dominant CA will tend to grow at the expense of
smaller CAs, urlessthere is an arrangement which allows subscribers of
the smaller CAs to reaognise and be recognised by the subscribers of the
large CA. An ANEAF could potentially provide such a mechanism.

Even if the &ove is nat the predse mechanism by which a natural
monopdy may emerge, a major purpose of an ANEAF may be to ensure
competitive neutrality, alowing a hedthy competitive market for
authentication services to emerge.

5.5.3. To Manage Systemic Risks

5.6.

As with the banking system, an ANEAF may be vulnerable to systemic
failure. Systemic failure in relation to pubic key cryptography-based
authentication may result from disabling events, including:

e algorithm failure;
* CA key compromise; and
« CA financial failure.

These events have the potential to have repercussons which extend to the
entire market for CA services, and as suich pant to fundamental
instabilities in that market.

An agorithm failure, as would occur, for instance if mathematicians
discovered a “fast” way of fadoring, would render the vast of majority of
present day signatures repudable overnight, including those of CAs,
perhaps irrespective of key lengths.

National co-ordinated contingency plans could control and manage the
impad of such dsabling events. For instance plans in relation to
algorithm compromise culd ensure that, aternative dgorithms were
available and ready for rapid deployment if necessary.

The pedk body of an ANEAF could be the natural body to develop and, if
necessary, implement such contingency plans.

To Facilitate the Provision of Value-Added Services

Some interviewess felt that the red value of an ANEAF would begin to be
redised, when certain value-added services were dleto be provided in its
context, further down the track. Examples of such services might be:

e the management of corporate delegations (eg purchasing
authorities and limits);

« the aithenticaion d attributes other than identity (eg professonal
gualifications); and

» the authentication d digibility (eg proof of age for buying liquar
over the Internet).

The peak body’s role, then, would be to establish a soundenvironment in
which such value-added services can be developed.
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5.7. To Support Legislation

Nealy al interviewees felt that the primary purpose of an ANEAF,
overseen by a suitable pea&k body, was to give suppat to any digital
signature legidation, a eledronic signature which may be passd by the
Commonwedth Government. State and Territory Government legislation,
if any, could also refer to the ANEAF. It was expeded by the majority of
interviewees that such legislation (possbly in conjunction with
regulation) would, at the least, acaedit ANEAF digital signatures in such
away asto provide cetain legal presumptions asto the validity and effed
of such signatures. These presumptions would na apply to nonrANEAF
digital signatures.

Thisis e as particularly important in dedings between parties with no
prior agreement as to how digital signatures, or other eledronic
authentication methods, are to be viewed in law.

It has to be noted that the expedation d interviewees goes further than
the forms of minimalist legislation poposed by the UNCITRAL Model
Law on Eledronic Commerce ad ahers, including that under
consideration by the Attorney-General’s Expert Group on Eledronic
Commerce, in parallel with this study.

Minimalist legidation focuses on the primary task of recognising digital
signaturesin law. This recognition may be based™ onfour charaderistics,
deaned to render a digital signature functionally equivalent to a
“physical” signature:
1. The signature must be unique to the signature-holder (but the
signature-holder may have more than one signature);
2. The signature must be under the sole control of the signature-
holder>;

3. The signature must be verifiable;

4. The signature must be boundto the signed material, in such away
as to ensure the integrity of that material.

An ANEAF with its acaeditation role, is not necessary to suppat
minimalist legislation. Any digital signature, ANEAF based o nat, can
be recognised provided the four points above are shown to hold.

An ANEAF would hawever provide adegreeof prior acaeditation which
would vastly simplify the task of proving the four points of functional
equivalence in court.

The issue of whether to go further and give explicit legal recognition d
ANEAF acaeditation in some fashion, is one which will neal to be
considered further.

14 As in the Californian legislation and the US Baker Bill.

15 As a side paint, it is worth naing that current digital signature techndogy appeas to offer greaer levels of
asaurance than physicd signatures in all respeds except point 2, which, in general, awaits sandardised assured
implementations
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5.8. To Promote Export of Trust-based Services

Some interviewees expresed the view that an ANEAF might form a
sound lasis from which to export trust-based services to the region. It
was pointed ou that the Asian region was deficient to some extent in
regulatory institutional infrastructure to suppat stable e@namic growth
and this had been highlighted by recent events. Australia might be seen as
a stable ewvironment on which to base a regional authenticaion
framework for Electronic Commerce.

5.9. To Limit Liability

Theorigin of the “Utah-style” legidative goproach, was a study by the US
Bar Asciation which suggested that the legal li abiliti es of CAs, in the
absence of protedive legislation, was such that it was felt no commercial
CAs would ever emerge. If true, thisis certainly a cae for Government
fadlitation. Australian CAs interviewed expressed the view that limitation
of their liability would be the primary incentive for belonging to an
ANEAF.

It was felt that, as a general rule, participants in a ANEAF shoud bea
liability when they ad unreasonably and shoud be freeof liability when
they ad reasonably. However, consider the situation where a ©nsumer
fail s to adequately proted his or her private key, resulting in fraud. If the
general principle—that parties ading unressonably bea the resultant
loss—applies, the nsumer would bea poatentially unlimited losses
resulting from that fraud. Unlimited losses could be amajor disincentive
for consumers and CAs to participate in the system. Thus, consideration
might be given to limiting liability even in the situation where a ©nsumer
does not ad reasonably. Seoondy, it appeas that any ddlar cgps houd
be high enowgh to encourage the participants to ad reasonably but low
enough to avoid scaring consumers away from participating in the PKAF.
Finaly, it seans reasonable, that there shoud be no ddlar cgp for an
intentional fraud.

With resped to bah consumers and relying parties, while it makes snse
for Certification Authorities to limit their liability for authorised
catificaes, it seaned to some, urreasonable for Certificaion Authorities
to unduly limit their liability for issuingunauthorisectertificates.

Except in test or demonstration situations, it was thowght, that it would
usually be unreasonable for CAs to dsclaim all liability for direa
damages or to establish a ddlar cgp so low as to effedively deny
plaintiffs all meaningful monetary damage remedies.

The @ove views raise isales in regard to possble legidation, and in
regard to establishing a legal opinion as to liability issues under various
legislative models.
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6. ROLES AND FUNCTIONS

6.1. Options

Two broad ogions emerged from interviews as to what the roles and
functions of the peak body might be:

1. a full PARRA (Policy and Root Registration Authority) as
conceived in PKAF (APAA and RCA combined), including:

e policy formulation;

« auditing and accreditation of ICAs;

e root authority;

* international cross-certification; and

« root-level revocation-related functions.

2. a limited body (APAA) performing:
e policy formulation, and;
e auditing and accreditation of ICAs.

All interviewees agreed with the view that the role of the pea body
should include:

* management of systemic risk; and

e maintenance of user confidence in the system.

Thus differences existed as to whether the following functions were
required in the first instance:

e root authority;

* international cross-certification; and

» root-level revocation-related functions.

It shoud be noted that most interviewees, nawithstanding the list of
functions above, believed that operational aspeds, such as the root
authority function a auditing of ICAs, might be and indeed, probably
should be, outsourced.

6.2. Arguments

Option (1) was suppated by a substantial minority. It was dated in
suppat of this option, that PKAF had raised expedations that the peak
body would be aPARRA, and the industry had made its plans based on
that assumption (the typicd absence of suppat for crosscetificaion in
Australian developed seaurity products — see footnote — is evidence for
this).
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Option (2) was the preferred option. Some felt that to give the peg body
an operational role & a root authority was not necessary and would
burdeniit financially during the start up phase. Strong arguments were put
forward that the nation o a single root authority*® as recommended in the
PKAF Srategy Report was unrecessarily prescriptive, and dd na take
into acourt the pragmatic mechanisms by which users would gain trust in
one or more roots outside the CA hierarchy. Against this must be balanced
the view put forward by some, that without a root authority:

e compatibility between ICAs may suffer;

e as a matter of pradicdity neither CA nor Client techndogy yet
supports cross-certification (see footnote);

e competitive neutrality may not be adieved as this is e to
require either a root authority or full cross-certification;

e international crosscertificdion (at a single point), when (and if)
required, may not be possible.

The iswue of whether an RCA is required in the first instance shoud be
kept apart from the issue of whether an RCA shoud be kept separate from
an APAA, on which the Working Group agreed there were substantial
grounds for separation, including:

e costs of establishment of an RCA capability, predisposing to
possbly using existing infrastructure for provison d the RCA
functions;

» the need for perceived independence of the two functions.

16 There ae two alternatives to a single root authority. In bath cases, ea ICA isin effea aroat in its own right,
with a self-signed cetificae. It is anticipated that there will be half a dozen or so ICAs in Australia in the next
few years.

In Case 1, withou crosscetificaion, any cetificae chain will terminate in the self-signed cetificate of one of
these half dozen or so ICAs. Thus sgnature verification software must be avare of eat of these half dozen or so
sdlf-signed ICA catificaes (instead of having to be avare of just one self-signed cetificate in the cae of asingle
root authority). This mode of operation is, in pradice how common krowser and server software handes
signature verificaion. Netscape Communicaor 4 ships with 14 root CA sdlf-signed cetificaes instaled and
recognised, and Microsoft Internet Explorer 4 ships with 7. Both alow more root CAs to be alded, and
recognition can be turned on o off (or made wndtiona). This g/stem scdes reasonably well and could be
expeded to work with up to tens of ICAs withou difficulty. However, trust dedsions have to be made with
respect to each ICA.

In Case 2, the half dozen ICAs crosscertify ead ather in pairs by ead signing a catificae for ead aher. If two
ICAs X and Y crosscetify, pairs of certificaes exist which alow, in effed, either X or Y to be regarded as the
root authority depending on how the signature verificaion software dhooses to construct the cetificae chain. Ina
larger arrangement of mutually crosscertifying ICAs, this means that signature verificaion software only has to
explicitly trust one of the ICAs in the system in order to aayuire trust in al the others. In the simplest
implementation o crosscetification in signature verificaion software, al N ICAs in the system must fully
mutually crosscetify and (N?N)/2 crosscertification peirs are required (for half a dozen ICAs, 15 cross
cetificaions are required). Thus, such an arrangement does not scde well — ore hunded ICAs would require
amost 5,000 crosscertificaions. An aternative implementation requires just N-1 crosscertificaions, but is more
difficult to administer and implement in software. In pradice most signature verificaion software, including the
common krowser and server software, and the offerings of Austraian seaurity product developers, does not
support cross-certification.
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6.3. Recommendations

6.3.1. Peak Body

The Working Group recommends the establishment of a pesk body to
oversee the Australian National Eledronic Authentication Framework
(ANEAF).

The Working Group further recommends that the focus of the pegk body
shoud, in the first instance be on publlic key infrastructure rather than
less mature techndogies for eledronic authenticaion. In particular, the
priority shoud be to establish a National Public Key Infrastructure
(NPKI) under the ANEAF.

The Working Group recommends that the palicy aspeds of an NPKI| pe&k
body be separated from the operational aspeds, into an Australian Policy
Approva Authority (APAA) and ore, or possbly more, Roat Certificate
Authorities (RCASs), respectively.

The Working Group recommends the immediate establishment of an
APAA,

It is anticipated that a national RCA will be required as ealy asthe end o
1998. In view of thistight timeframe, it is recommended that the isue of
whether and hav a national RCA is to be established be aldressed by
Government as a matter of the highest priority.

6.3.2. APAA Roles and Functions
The Working Group recommends that the APAA functions should be:
a) to facilitate stakeholder involvement;

b) to promote the required level of trust in eledronic commerce in
Australia;

C) to approve the establishment of any RCA;
d) to represent the ANEAF within the global environmént

€) to promulgate gpropriate dedronic authentication standards in
asociation with Standards Australia and international standards
bodied®

f) to approve and overseethe establishment of a nationa evaluation and
accreditation scheme; and

g) to manage systemic risk.

Functions not performed should include:

17 An additional function to be mnsidered by the APAA for later adoption, is the resolution o crosscetification
issues at the RCA level and elsewhere.

18 1t was agreal that these standards were “minimal” in the sense that organisations could choase to exceeal the
promulgated standard.
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h) operation of a national RCA; and
i) development of Australian Standards.

The Working Group recommends that measures of effediveness be
established for the APAA related to the functions above, and that the
APAA be so established as to alow for regular evaluation d its
performance against the identified measures.
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7. APAA OPERATIONAL MODEL

7.1.

Operations

The following is an example of how the APAA would operate, the adual
process will be determined by the APAA when it is established, this
example is used to illustrate the scope and interaction of the APAA.

1.

The APAA endarses applicable standards for the dements of the
ANEAF. This includes the RCA, PCA and other elements.
Accredit commercial evaluators, and auditors.

Prospedive or renewing ANEAF elements then seek evaluationin
all relevant areas, paying fees to the evaluators.

Evaluators forward the results of their evaluations to the peek
body.

The seaetariat of the peak body, assembles these and prepares a
report for the board, recommending acaeditation a not on the
basis of the assembled evaluation reports.

Examples of aress, possble standards, and pasble evaluators are
provided in the table below:

Area Standards Evaluators
(International & National.)

Premises ASIO Protective Security Ex -ASIO personnel
Manual

People Australian Security Evaluation Australian Security Evaluation
Service Service

Process PKAF 12/4/1
AUS404 — US SAS70 (audit)
1ISO9000 (expensive)

Technology PKAF 12/4/1 AISEFs (Admiral & CSC)
ITSEC (expensive)

Corporate Governance| Corporations Act (assuming Auditors
company form)

Financial Stability ASX Listing Standard Auditors

Some comments are worth making in relation to the table provided above.
Firstly, it is an example only. It will be up to the APAA to determine

appliceble standards and licensed evaluators.

Seoondy, interviewees

expressed the foll owing views, which will need to be taken into acount
by an eventual peak body:

ISO9000 compliance is sen as cumbersome and expensive,
alternatives would be welcome;

ITSEC™ (or eventually Common Criteria) acaeditation is also
expensive;

19 European Information Technology Security Evaluation Criteria.
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» if suitable standards other than retional seaurity (ASIO et cetera)
standards can be found for premises and personrel, it would be
preferred; and

* where possble international standards soudd be used, to
minimise re-acaeditation d comporents arealy acaedited
overseas.

An dternative to the @ove gproad, based oncurrent pradice within the
payments industry, was propased. Thisrelies onthe concept of self-audit,
and may reduce ®sts of compliance The exad implementation d this
varies, but might work as follows:
1. In addition to spedfying standards and licensed evaluators, the
APAA specifies publication standards for evaluation reports.
2. It does nat acaedit as such, bu merely accepts letters from
organisations claiming to have met accreditation requirements.
3. It then publishes those letters.

Legal liability in regard to acaeditation lies with the RCA(s) and PCAs
themselves, and the liability of the APAA is accordingly diminished

It has been nded that whereass =if-audit is used in the financia sedor,
this is dore within a ontext where financial institutions are drealy
required to submit to prudential regulation and supervision. This may
limit the advisability of self-audit, in an otherwise unregulated ANEAF.

7.2. Recommendations

The Working Group recommends that the foll owing operational model for
the APAA should be adopted.

Auditing of PCAs, should be outsourced to the greatest extent possible.

The APAA will spedfy applicable standards for the various different
aspeds of PCAs and subardinate CAs. Further it will i dentify licensed
commercial evaluators (passhly doing the licensing itself in some aeds).
Prospedive or renewing PCAs then will seek evaluation in all relevant
areas, paying fees to the evaluators.

The Working Group dd nd recommend the adoption d self-audit
technigques as this was inconsistent with the model finally recommended.
This may be revisited by the APAA itself.

The APAA will determine its pdlicies with aview to minimising the wsts
of compliance by participating CAs, to the that this does not compromise
the achievement of integrity of the ANEAF.
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8. APAA RESOURCING

A range of resourcing models from a maximal to a minimal one ae
considered below. Note that neither of these extremes is recommended.

8.1. Fully Funded Model - Maximal

The primary functions of APAA are performed by a voluntary board, and
a full-time secretariat.

The secretariat might consist of the following personnel:
» Chief executive
e Legal counsel
e Audit specialist
e Technical specialist
e Administrative support
e Clerical support x 3

In addition to personrdl, it is anticipated that costs would be incurred for
the following:

e accommodation including boardroom

« office systems

» telephony including teleconferencing

« travel for board members and senior secretariat

* international travel for senior secretariat

» conferences for senior secretariat

» consultancy fees for legal, technical, audit and marketing

« advertising/marketing

8.2. (Almost) Virtual Organisation - Minimal

In this model, the primary functions of the APAA are performed by a
voluntary board, and a full-time minima seaetariat, but technicd, legal
and audit advice ae primarily provided voluntarily by participating
RCA(s) and PCAs.

The secretariat for this model, might consist of the following personnel:
* Executive Officer
e Administrative support

In addition to these personrel, it is anticipated that costs would be
incurred for the following:

» serviced office including boardroom

« office systems and telephony including teleconferencing

» travel for board members

* advertising/marketing
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8.3. Estimates of Costs

Indicative broad estimates are based on annual budgets for a number of
‘pek bodes, namely the Australian Payments Cleaing Asciation
(APCA), the Austrdian Domain Naming Authority (ADNA) and
Tradegate/ECA.

While APCA has 14 full-time staff, much o its work is undertaken by
committees daffed from its membership. Further it is sen as having
lower requirements in relation to international travel and liaison
requirements than an ANEAF peg body would have. APCA has an
annual budget of $2.8m.

ADNA is a “virtual” organisation with no full time seaetariat, bu still
has a planned budyet of $150,000 pr yea. Its pdicy operations are
probably less onerous than those of an ANEAF peak body.

Tradegate/ECA has a staff of 12 and a budget of $1.3m per year.

All bodes have lessnedl for advertising/marketing than an ANEAF pe&k
body would have, at least, initially.

There ae arange of ball park figures which might be used, depending on
the degree to which the various functions identified are to be performed
and the speed with which the organisation ramps up its operation.

On the basis of the foregoing the aanual costs will be taken to be $1.3m as
a purely indicative figure.

8.4. Industry Base

The Certificaion Industry is gill developing, most if not al Certification
Authorities globally are running at a loss in order to establish a market.
This is refledive of the immaturity of the Industry generaly; within the
global environment there ae lessthan a dozen operational Certificaion
Authorities.

It is expeded that there will be threeto eight ICA’s operational within
Australian over the next three years.

8.5. Sources of Funds

There was consensus amongst interviewees that Government seed fundng
would be required for at least the first few yeas of operation, as the
ANEAF industry will ean negligible revenuein thistime. Ultimately, the
peek body could be self-fundng, based onfees charged to the industry.
However, a number of interviewees expresed concern that the move to
self-sufficiency is unrealistic.
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8.6. Recommendations

The Working Group recommends that, orce the eventual form and
functions of the APAA have been dedded in principle, a detail ed costing
of the APAA's operations should be undertaken.

Further, the Working Group recmmends that, in the interim, a budget
estimate of $1.3 million per annum, shoud be used, independent of the
structure selected.

The Working Group recommends that the possbhility of the APAA
eventually being self-funding should be investigated carefully.
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9. APAA STRUCTURE AND FORM

Interviewees split almost evenly as to the form of the APAA.

1. A bare mgority felt that it shodd be a statutory body, or
Government business enterprise, reporting to the Minister for
Communicaions, the Arts and the Information Econamy, with an
advisory group representing users of various types, as well as
other community groups including privacy advocates.

2. A bare minority felt that it shodd be an independent body,
probably a company with limited guarantee controlled by a board
representing users of various types, as well as other community
groups including privacy advocates.

Those who suppated (1) did so because they felt that the body neaded the
imprimatur of Government in arder to be aedible. Those who suppated
(2) did so because they felt that overt Government involvement would
lessen the aedibility and trust of the pesk body, espedaly where such
involvement included law enforcement or national security organisations.

9.1. Accountability

If a Government body, asin ogtion 1,ac@urtability through the Minister
and Parliament would ensue through usual processes.

If independent, as in ogion 2,the situation is a little more difficult, but
broadly, corporate reporting requirements together with periodic board
initiated audts of pea&k body operations might suffice to ensure
acourtability to its membership. Nevertheless options 2 areintrinsicaly
less accountable than option 1.

9.2. Representation

As dated above, onthe isdle of representation onthe board of the pegk
body there was almost consensus that membership shoud nad be limited
to CAs, bu shoudd mainly represent users of various types, as well as
other community groups including privacy advocates.

A dissenting view commended the US Baker Bill model, in which the
pe&k body membership consists lely of participating CAs. This is
similar to the form of the Australian Payments Cleaing Asciationin the
Australian payments industry, which is owned by participating financial
institutions.

There was disent on the isue of the etent of Government
representation. Some interviewees felt that a wide range of Government
interests needed to be represented, including law enforcement and
national seaurity. Others felt that Government representation shoud be
limited to its role as a (significant) user of certificates.
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In adhieving broad representation, the example of the Australian Domain
Naming Authority (ADNA) was considered worthy of consideration.
ADNA only has pe& bodes on its board. Any entity may beamme an
observer at that board by paying a $1,000 annual fee Additionaly,
observers eled two members to represent them on the board. It shoud be
noted that Australian CAs do nd currently have an industry body which
could represent them.

It is desirable that the composition d the board of the pe&k body can
change with time according to community desires.

Beyond the board, ADNA has various committees which can have inpu
into its deliberations. Such a subadinate committee might be an
appropriate placefor Government interests sich as law enforcement or
national seaurity to be represented. Here too, standards bodes might be
represented, as many interviewees expressd reservations abou such
bodies being represented at board level.

9.3. Trade Practices

Any peg body will need to comply with Trade Pradices regulations.
While it was initially felt that a statutory body might have the alvantage
of crown immunity, thisisnot at al certain. Given the importance of the
objedive of achieving competitive neutrality, it seams that the peak body
shoud na seek immunity but shoud accept oversight by the ACCC as
intrinsic to its operations.

9.4. Recommendations

There was broad suppat amongst the Working Group for a Government-
based APAA.

The Working Groupfelt that the exad form of congtitution d such abody
was essentially a legal and political decision.

Thus the Working Group recommends that suitable legal opinion be
sought as to the gpropriate cnstitution d the APAA having regard to the
following major influencing factors:

e the aedibility and standing of the body with consumers and the
CA industry;

* the need for a degree of independence,;

» liability of the APAA and its board members, and aganisations
other than the APAA participating in the ANEAF, including any
RCA, PCAs and other CAs;

» the need for broad community representation on the APAA.

Further, the Working Group recommends that the need for suppating
legislation in respect of the management of liability be monitored.
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10. RoOOT CERTIFICATION AUTHORITY

Asthe ommittee has recommended the separation d the APAA from the
RCA, this sdion looks at the issues associated with the Root
Certification Authority.

10.1. Introduction

The Roat ceatificaion authority suppats the cetificaion o subardinate
PCA'’s as identified within the PKAF report.

Currently there eists aself-signed certificae that isreferred to as the root
catificae, due to its ability to terminate cetification paths. This report
does nat restrict the Roat Certification Authority to this techndogy, bu
will assume support for such a requirement within the ANEAF.

The cmmittee has asauumed from six to eight PCAs to suppat the
ANEAF, as such the committee believes that the operation demands on a
RCA are not cost/resource significant.

10.2. Functions
The functions of the RCA are:

a) Generates Roat key-pairs, and any asociate parameters depending on
the algorithms required.

b) Establishes atrusted fadlity in which to operate the RCA and store the
Root cryptographic information.

c) Certifies cetificaes of the subardinate authorities, subjed to APAA
approval.

d) Provides any required key material to each subordinate.

€) Signs cetificaes of nationa, international or multinational
infrastructure roots, as approved by the APAA, to cross-certify.

f) Recaves and processes revocaion requests concerning certificaes it
has generated.

g) Generates and pullishes the national and international Certificate
Revocation Lists (CRL) for all subordinate and peer authorities.

h) Archives certificates, CRLs and audit files.

10.3. Who should be a RCA

The operation d an Australian RCA requires an investment in spedalist
seaurity and cryptographic tedhniques that are not commonly available. In
addition there is extensive physicd, procedural, and personal seaurity
requirements that are investment intensive.
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Asidentified within the PK AF and OECD reports the establi shment of an
authenticaion framework can be separated from any confidentiaity
framework; this provides Australiawith the option to use existing national
assts within the Defence Signals Diredorate to suppat the requirements
of the ANEAF for an RCA.

10.4. How to ensure broad support for a Government
facilitated RCA

The traditional issues associated with such a propasal have been discussed
within ather forums, bu it is wuffice to state that there is a requirement
that not only isthe RCA seaure, bu that it must be seen to operate to med
the needs of the ANEAF.

Asthe RCA will operate under the pdlicy and authority of the APAA, the
processes are open to the membership of the APAA ( seerecommendation
on a broad APAA representation ).

10.5. Recommendation (already stated in 6.3.1 above)

It is anticipated that a national RCA will be required as ealy asthe end o
1998. In view of thistight timeframe, it is recommended that the issue of
whether and hav a national RCA is to be established be aldressed by
Government as a matter of the highest priority.
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11. SUMMARY OF RECOMMENDATIONS

11.1. Peak Body

The Working Group recommends the establishment of a pes body to
oversee the Australian National Eledronic Authenticaion Framework
(ANEAF).

The Working Group further recommends that the focus of the peak body
shoud, in the first instance, be on puldic key infrastructure rather than
less mature techndogies for eledronic authentication. In particular, the
priority shoud be to establish a National Public Key Infrastructure
(NPKI) under the ANEAF.

The Working Group recommends that the padlicy aspeds of an NPKI pe&
body be separated from the operational aspeds, into an Australian Policy
Approva Authority (APAA) and ore, or possbly more, Roat Certificate
Authorities (RCAs), respectively.

The Working Group recmmmends the immediate establishment of an
APAA.

It is anticipated that a national RCA will be required as ealy asthe end o
1998. In view of thistight timeframe, it is recommended that the isaue of
whether and hav a national RCA is to be established be aldressed by
Government as a matter of the highest priority.

11.2. APAA Roles and Functions
The Working Group recommends that the APAA functions should be:
a) to facilitate stakeholder involvement;

b) to promote the required level of trust in eledronic commerce in
Australia;

C) to approve the establishment of any RCA;
d) to represent the ANEAF within the global environn2ént

€) to promulgate gpropriate dedronic authentication standards in
asciation with Standards Australia and international standards
bodie1;

f) to approve and overseethe establishment of a nationa evaluation and
accreditation scheme; and

g) to manage systemic risk.

20 An additional function to be mnsidered by the APAA for later adoption, is the resolution o crosscetificaion
issues at the RCA level and elsewhere.

21 1t was agreal that these standards were “minimal” in the sense that organisations could choase to exceeal the
promulgated standard.
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Functions not performed should include:
h) operation of a national RCA; and
i) development of Australian Standards.

The Working Group recommends that measures of effediveness be
established for the APAA related to the functions above, and that the
APAA be so established as to alow for regular evaluation d its
performance against the identified measures.

11.3. AAPA Operational Model

The Working Group recommends that the foll owing operational model for
the APAA should be adopted.

Auditing of PCAs, should be outsourced to the greatest extent possible.

The APAA will spedfy applicable standards for the various different
aspeds of PCAs and subardinate CAs. Further it will i dentify licensed
commercial evaluators (passhly doing the licensing itself in some aeds).
Prospedive or renewing PCAs then will seek evaluation in all relevant
areas, paying fees to the evaluators.

The Working Group dd nd recommend the adoption d self-audit
techniques as this was inconsistent with the model finally recommended.
This may be revisited by the APAA itself.

The APAA will determine its pdlicies with aview to minimising the wsts
of compliance by participating CAs, to the greaest extent consistent with
the overall integrity of the ANEAF.

11.4. APAA Resourcing

The Working Group recommends that, orce the eventual form and
functions of the APAA have been dedded in principle, a detail ed costing
of the APAA's operations should be undertaken.

Further, the Working Group rejmmends that, in the interim, a budget
estimate of $1.3 million per annum, shoud be used, independent of the
structure selected.

The Working Group recommends that the possbhility of the APAA
eventually being self-funding should be investigated carefully.

11.5. APAA Structure and Form

There was broad suppat amongst the Working Group for a Government-
based APAA.

The Working Groupfelt that the exad form of constitution d such a body
was essentially a legal and political decision.
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Thus the Working Group recommends that suitable legal opinion ke
sought as to the gpropriate onstitution d the APAA having regard to the
following major influencing factors:

« the aedibility and standing of the body with consumers and the
CA industry;

» the need for a degree of independence;

e liahility of the APAA and its board members, and aganisations
other than the APAA participating in the ANEAF, including any
RCA, PCAs and other CAs;

» the need for broad community representation on the APAA.

Further, the Working Group recmmmends that the need for suppating
legislation in respect of the management of liability be monitored.
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A-G
ABA
ADNA
AISEF
AISEP
ANEAF
ANSI
APEC
ASC
ASIO
ASX
CA
CRL
CSIRO
DES
DNS
DOCA
DSA
ECEG

FIPS
GPKI
GTTC
|AB
ICA
ICC
I[ETF
IMAP
ITSEC
MIME
NCCUSL

NIST
NOIE
OGIT
ORA
PARRA
PKAF
PKI

Attorney-General

American Bar Association

Australian Domain Naming Authority

Australian Information Security Evaluation Facility
Australian Information Security Evaluation Program
Australian National Electronic Authentication Framework
American National Standards Institute (U.S.A.)
Organisation for Asi-Pacific Economic Cooperation
Australian Securities Commission

Australian Security Intelligence Organisation

Australian Stock Exchange

Certification Authority

Certificate Revocation List

Commonwealth Scientific and Industrial Research Organisation
Data Encryption Standard

Domain Name System

Department of Communications and the Arts

Digital Signature Algorithm

Electronic Commerce Expert Group (Attorney-General’s
department)

Federal Information Processing Standard (U.S.A.)
Government Public Key Infrastructure

Government Technology and Telecommunications Committee
Internet Architecture Board

Intermediate Certification Authority

International Chamber of Commerce

Internet Engineering Task Force

Internet Message Access Protocol

Information Technology Security Evaluation Criteria
Multipurpose Internet Mail Extensions

National Conference of Commissioners on Uniform State Laws
(U.S.A)

National Institute of Stadards and Technology (U.S.A.)
National Office for the Information Economy

Office of Government Information Technology
Organisational Registration Authority

Policy and Root Registration Authority

Public Key Authentication Framework

Public Key Infrastructure
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POP

RA

SDSI

SHA

SMTP
SPKI

SSL
UNCITRAL

Post Office Protocol

Registration Authority

Simple Distributed Security Infrastructure

Secure Hash Algorithm

Simple Mail Transfer Protocol

Simple Public Key Infrastructure

Secure Sockets Layer

United Nations Commission on International Trade Law
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APPENDIX B: GLOSSARY

ADNA (Australian Domain Naming Authority)

The body that (arguably) is in charge of the domain name space .au. The
authority of ADNA on the matter is still the subject of disputes.

AISEF (Australian Information Security Evaluation Facility)
SeelTSEC

AISEP (Australian Information Security Evaluation Program)
SeelTSEC

Algorithm

A finite set of well-defined rules for the solution of a problem in a finite number
of steps.

ANS| (American National Standards I nstitute)

The national standards body of the United States of America, which is also the
American representative to ISO.

APAA (Australian Policy Approval Authority)

A peak body undertaking the policy and accreditation functions formerly
associated with PARRA in the PKAF strategy report.

Authenticode

A code signing system developed and trademarked by Microsoft.
See als@ode signing

Asymmetric algorithm
SeePublic key algorithm

Brand CA (BCA)

The second level CA in the SET certification hierarchy.
See als&ET, Certification authority (CA)

Certificate

A term first used by Loren Kohnfelder in 1978 to describe a signed record
holding a name and a public key. Historically, it was used to refer to the binding
between the globally unique name of a legal entity and the public key. However,
recent developments suggest that the ‘name’ on the certificate could also be a
property associated with the certificate holder. A certificate is digitally signed by
a trusted third party, such as a certification authority, and usually contains other
attributes about the certificate such as the validity dates for the key and the
algorithms to be used with the key.
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Certificate revocation list (CRL)

A list of certificates which have not expired for other reasons and have been
revoked. A certificate revocation list includes information on the validity dates
for the list, and is digitally signed by the issuing certification authority.

Certification authority (CA)

A trusted party which issues public key certificates. Certification authorities
usually perform other functions related to issuing certificates, such as verifying
the identity of the certificate holders and maintaining certificate revocation lists.

Certification hierarchy

A hierarchy of CAs, in which each CA is certified by the next higher CA in the
hierarchy until a single trusted root CA is reached (which has a self-signed
certificate).

Certification path
A series of certificates for CAs, each digitally signed by the next CA in the path.

Certification practice statement (CPS)

A declaration of the practices which a CA employs in issuing certificates
generally, or employed in issuing a particular certificate.

Code signing
A system for ensuring the integrity and authenticity of software, by having a
trusted party digitally sign the distributed binaries/source code. Active code
signing proposals include Microsoft's Authenticode, JAR (a Java archive format
with digital signatures) and the World Wide Web Consortium’s DSig.

CRL
SeeCertificate revocation list

Cross certification
A technique whereby two CAs can mutually recognise each other by each issuing
a certificate for the other.

Cryptanalysis
The art and science of breaking or attempting to break cryptographically secured
data.

Cryptographic algorithm
A mathematical function used to encrypt or decrypt a message.

Cryptographic system
A system based on cryptography, typically as a component of a larger system.

Cryptosystem
SeeCryptographic system
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DES (Data Encryption Standard)

An algorithm specified by USA NIST and NSA to encipher and decipher data
during transmissiorDES is also specified in some Australian and international
standards. DES transforms 64-bit message segments into 64-bit segments of
cipher text, using a 56-bit key.

DSA (Digital Signature Algorithm)

A public key algorithm that can only be used for digital signatures developed by
the USA NIST. DSA is specified in NIST FIPS 186.

Digital signature

The electronic means of duplicating the functionality provided by a handwritten
signature. A digital signature is created by passing the document through a one-
way hash function to obtain a cryptographic checksum of the document. This
checksum is then encrypted with the private key of the signtis is the digital
signature. To verify the signature, the recipient passes the document through the
same hash function to produce the checksum. The recipient then decrypts the
digital signature with the public key of the signer and compares the result with
the independently computed checksum. Digital signatures provide assurance over
the integrity of the signed data and the authenticity of the signatory. Well
implemented digital signatures provide stronger assurance than handwritten
signatures.

EDI (Electronic data interchange)
A system allowing for inter-corporate commerce by the automated electronic
exchange of structured business information.

EDIFACT
SeeUnited Nations Electronic Data Interchange for Administration, Commerce
and Transport (EDIFACT)

EFTPOS (Electronic funds transfer at point of sale)

The electronic transfer of funds from one account to another done at the point of
sale of a product. It is usually initiated by the buyer using a card and a PIN
(personal identification number) to access his/her account.

Electronic signature

A generic term used to describe various electronic means of assurance of the
integrity and authenticity of a document. Manifestations of electronic signatures
include digital signatures and signature dynamics.

EMYV (Europay/Mastercard/Visa)

A set of specifications for a global payments framework using integrated circuit
cards (smart cards), issued by Europay International, Mastercard International
and Visa International. EMV includes the physical card specifications, terminal
specifications, data structures used, security and communications protocols.
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Encipher
A cryptographic technique in which as sequence of bits or characters is changed
by means of a transformation.

Geo-political CA (GCA)
The third level CA in the SET certification hierarchy. The GCA allows a "brand’
to distribute responsibility for managing types of certificates to
grographic/political regions.
See als&ET, Certification authority

Global Server ID

A class of server certificates issued by Verisign for certain Microsoft and
Netscape web servers. These certificates contain special key usage extensions
which enable the usage “strong’ encryption with clients using certain Microsoft
and Netscape web browsers. At present, these certificates are issued only to
financial institutions (globally) and approved U.S. companies.

GPKI (Government PKI)
A PKI that is limited in scope to government users and clients of the government.

IETF
Seelnternet Engineering Taskforce

I ntermediate Certification Authority (ICA)
In PKAF, a CA other than PARRA which certifies other CAs.

I nternet Engineering Taskforce

A standards setting body of the Internet. Much of the work of the IETF is done in
working groups, which are open to the anyone.

I SO (International Organization for Standardization)

A worldwide federation of national standards bodies. It is made up of a collection
of member bodies, one from each country, each of is the national body most
representative of standardisation in its country.

ITSEC (Information Technology Security Evaluation Criteria)

A European standard, based on a generalisation of US standards, for rating the
security of Information Technology systems. In Australia the Defence Signals
Directorate, in conjunction with accredited commercial organisations (AISEFs),
uses the ITSEC criteria to evaluate products and systems. This is called AISEP. It
is envisaged that CAs complying to PKAF requirements will have to meet

defined ITSEC ratings.

ITU (International Telecommunications Union)

A worldwide consortium of telecommunications authorities with a major role in
definition of international standards.
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Key
A large number used as part of encryption, decryption, digitally signing or
validation of digital signatures.

Message digest function
SeeOne-way hash function

MD5

A one-way hash algorithm developed by Dr. Ronald Rivest which is documented
in IETF RFC 1321. MD5 produces a 128 bit hash.

NCCUSL (National Conference of Commissionerson Uniform State Laws
A body in the United States of America that is attempting to standardise the
legislation enacted by the states by developing model legislation.
Organisational certification authority (OCA)
In PKAF, a CA which actually issues certificates to users (as opposed to
certifying other CAs).
See alsontermediate Certification Authority
Organisational registration authority (ORA)
RA that has the responsibility for verifying applicants within an organisation.

One-way hash function

An algorithm which outputs a single large number of fixed length (a hash), based
on an arbitrary-length input file, which represents the information contained in
the file. It is easy to calculate the hash given the input file, but it is difficult to
work out what the input file was based on the hash. The hash is also unique to the
file, i.e. it is extremely difficult to find two files which produce the same hash.
Commonly used hash functions include MD5 and SHA-1.

PARRA

SeePolicy and root registration authority

PCA
SeePolicy Certification Authority

PKAF
SeePublic key authentication framewaork

PKI
SeePublic key infrastructure

Policy and root registration authority

The PKAF proposed Australian national root CA.
See alscCertification authority
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Policy Certification Authority
A newer, more precise term for the PKAF proposed Intermediate Certification
Authority or ICA.
See alscCertification authority

Private key
SeePublic key

Public key

A key whose value can be published widely without compromising encryption or
digital signature processes. Typically, a public key can be used to encrypt (but
not decrypt) or to validate a signature (but not to sign). The public key is part of a
pair. The other half, the Private or Secret Key, must be kept confidential and is
used to decrypt messages encrypted with Public Key, or to digitally sign
messages which can then be validated with the Public Key.

Public key algorithm

The class of cryptographic algorithms that uses the notion of key-pairs
encryption key and a decryption keyvhere it is infeasible to generate one key
from the other. Typically, one key is kept private and the other is publicly
published. Some public key algorithms can be used for digital signatures only,
some are suitable for encryption and yet others are suitable for both purposes.
Public key algorithms are also known as asymmetric algorithms.

Public key authentication framework
The outline for a PKI for Australia, restricted to authentication (digital
signatures) published by Standards Australia.

Public key certificate
SeeCertificate

Public key infrastructure

A framework for controlling the generation, certification, promulgation and

revocation of public keys issued for encryption and digital signatures. Among
other things, it typically includes legislation, regulations, bodies and technical
standards. The proposed PKAF approach in Australia is an example of a PKI.

Registration authority (RA)

An entity that acts as an intermediary between a CA and an applicant for a
certificate. The CA relies on the registration authority to verify the applicant’s
identity and other details, e.g. that the applicant has the private key corresponding
to the public key to be bound to the certificate.

Root CA
SeeCertification hierarchy
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RCA (Root Certification Authority)
A Root CA, but, more particularly, emphasising the separation of the operational
role of a peak body, from policy and accreditation functions.
SeeAPAA

RSA

A public key algorithm developed by Rivest, Shamir and Adleman which is
currently one of the most widely used and implemented public key algorithms.

SIMIME (Secure multipurpose I nternet mail extensions)
A protocol for secure electronic mail over the Internet.

Secret key
SeePrivate key

SET (Secure electronic transactions)
A protocol for accepting credit card payments over the Internet, designed by
Mastercard and Visa.

SHA (Secure Hash Algorithm)

A one-way hash function developed by USA NIST and NSA for use with the
Digital Signature Standard. SHA produces a 160 bit hash.

Signature dynamics

A form of electronic signatures which involves the biometric recording of the pen
dynamics used in signing the document.

SMTP (Simple Mail Transfer Protocol)

A protocol used to transfer electronic mail on the Internet, defined in IETF
STD 10.

SSL (Secure sockets layer)

A transport layer security protocol, originally developed by Netscape
Communications Corporation, which provides confidentiality, integrity and
authentication services to the upper layer protocols.

Symmetric algorithm
A cryptographic algorithm where the encryption key is the same as the
decryption key.

Trojan horse

A program that appears to perform a useful function but also includes other
hidden, unauthorised functionality, e.g. a program which appears to be an image
viewer that will also silently delete key operating system files from the hard disk.
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UN/EDIFACT (United Nations Electronic Data I nterchange for Administration,
Commerce and Transport)

A set of international standards for EDI message formats. It is one of two
international standards describing the syntax of EDI transmissions. EDIFACT is
administered by a working party of the United Nations Economic Commission
for Europe (UN/ECE) and the syntax rules are published by ISO as ISO9735.

UNCITRAL (United Nations Commission on | nternational Trade Law)
A Commission established by the General Assembly of the United Nations in
1966 to harmonise and unify the law of international trade.

Verisign
One of the first certification authorities to be set up, originally an offshoot of
RSA Data Security Inc. Verisign has arguably issued more certificates than any
other CA.

Web server
Software or specialised hardware which are capable of communicating with the
HTTP protocol and are used to serve documents on the World Wide Web.

X.12
A set of standards for EDI messages, developed by ANSI.

X.400
A series of ITU recommendations for electronic messaging.

X.500
A series of ITU recommendations for directory services.

X.509

A standard which is part of the X.500 specification, which defines the format of a
public key certificate.
See alscCertificate
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APPENDIX C: USER AUTHENTICATION AND CRYPTOGRAPHY

Authentication

Authentication smply means cheding that something is authentic - in
other words verificaion, cheding or testing validity. It is a very broad
term which dces not imply what is being verified, hovever it is often used
to mearuser authentication

User Authentication

User authentication is industry jargon that refers to any methods used to
chedk (ie aithenticae) the identity of a user. One dictionary definitionis
“to establish the validity of a daimed identity”. User, in this context, does
not just refer to individual humans. It means any person, aganisation,
device software gplication, etc, which isaccessng a serviceor providing
a service.

Other forms of Authentication

There ae dso aher types of authentication d identity, bu these may be
considered forms of user authentication. For example:

authentication d the sender of a message (note that thisis sparate to
message authentication) eg by means of a digital signature on an email
message.

authentication d recept of a message eg. by obtaining a digitaly
signed recept which contains the digital signature of the original
message as a separate reply message.

User authentication is distinct from other forms of authentication that
have nothing to do with checking identity. Some examples are:

message authentication, which deds with authenticaing the integrity
of transmitted or stored data;

authentication d entitlement, for example deding that someore is
entitled to ride abus, receve apay-TV service recave a oncesson,
recave agovernment benefit (do they have avalid ticket, have they
paid a subscription, dothey have a ©ncesson cad, are they eligible
for Childcare Assistance and if so how much); and

authenticaion d various physicd attributes of a person, for example
are they old enough to enter a hotel pulic bar, are they tall enough to
ride aparticular roll ercoaster (note that thisis a separate issue to use of
biometrics).
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Identification and User Authentication

| dentifi cation and user authentication are separate isaues. Identificaionis
“stating who you are”. User authentication is the dedking of the stated
identity (“Prove that it is you.”). Some examples are:

» the dasdc computer usage is to supdy a User-ID (identificaion) and
then supply a password (user authentication);

* in banking systems, the magnetic stripe cad provides identificaion
and testing knowledge of the PIN provides user authentication;

o for credit cads, the cad provides identification and the signature
provides authentication that the user authorised the transaction;

» cdl centres often ask for the cdler’s name (identification) then ask for
other data ey mothers maiden name, date of birth, etc or a PIN (user
authentication).

We can wse the terms identifier and authenticator to refer to the
information which is provided for identification and user authenticaion
respectively.

Cryptographic Techniques for User Authentication

Cryptographic techniques can be used for user authentication . Two
common approaches are dalenge and resporse protocols, and dgital
signatures.

Challenge and Response Protocols

The most obvious way challenge and response protocols are used is when
the user is diredly presented with a challenge (typicdly a number of 8-16
digits) on a logon screen, to which they must provide the matching
resporse (another similar size number) by entering the dhalenge into a
device which cdculates the orred resporse. The resporse is generated
from the challenge essentially by encrypting the dhallenge under a seaet
key (using either puldic-key cryptography or symmetric ayptography).
Each device has a different key, making them unique. The haost or other
deviceis able to chedk the resporse by deaypting the resporse to retrieve
the challenge. The protocol is essentially proving that the user has control
of the secret (key) without actually revealing the secret.

The dhalengeistypicdly based onarandamly generated number, so that
the dalenge for any particular logon attempt is unpredictable and
previous challenge and resporse pairs canna be recorded for frauduent
reuse.
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In many protocols the calenge and resporse happen automaticdly
withou the user being aware of it. Most chall enge ad resporse protocols
between two devices (eg between a smartcard and a cad access device)
are bi-diredional so that both devices esentialy generate a random
challenge and ched the resporse from the other device This provides
mutual authentication

Digital Signatures

Digital Signatures have the alvantage of being able to provide user
authenticaion after-the-fad. No interadive protocol is required. At any
time dter a digitally signed message is recaved, the redpient can chedk
the digital signature to authenticae the identity of the signer. Digital
signatures also provide asaurance over the integrity of the data in the
message and prevent the signer from denying having signed it (non
repudiation.

User Authentication and Locking with Smartcards

In smartcard systems (and dhers), there may be severa user
authenticaion steps involved in performing a transadion. The first step
may be user authenticaion to the smartcard itself (or to a spedfic
applicaion onthe smartcard). Thisis also referred to as unlocking. Next,
the smartcaed may ad as a proxy for the user and povide user
authenticaion to the device or system which is communicaing with the
smartcard (eg card access device, remote host system, PC).
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APPENDIX D: PuBLIC KEY CRYPTOGRAPHY

Cryptographic Security Services

Sengitive dedronic transmissons can be made seaure using state-of-the-
art cryptography technology.

“The basic function d cryptography is to separate the seaurity of a
message's content from the seaurity of the medium over which it is
carried.” — Matt Blaze, AT&T Research.

Cryptography is the main technicd toadl used to provide data seaurity. It is
used to provide various security services such as:

» confidentiality - to ensure that only the intended redpients or
authorised persons can read the data;

e integrity - to allow chedking that the mntents of documents or
transmissions are unaltered;

e authentication of the sender of information - to alow cheding that
the sender is who they claim to be;

e non-repudiation - to prevent denial by the sender of having sent
something (or to prevent denial of having sent arecapt for a previous
message); and

» strongaccess contral

The methods used to provide these services include:
» encryption and decryption (for confidentiality);

* message authentication codes (for integrity);

» digital signatures (for integrity, authentication and nonrrepudation);
and

» “challenge and resporse” protocols (for accesscontrol), also known as
“one-time passwords”.

The underlying process used for al these methods is encryption.
Corfidentiality services use encryption dredly. The other services make
use of encryption in more complex ways.

Symmetric and Public Key Cryptography
There are two types of cryptography:

e Symmetric ayptography, which uses symnetric cryptographic
algorithms. Simple symmetric dgorithms were in existence before the
Roman Empire.
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» Public-key cryptography, which uses asymnetric cryptographic
algorithms, aso known as pubic-key agorithms. Public-key
cryptography is based on mathematic techniques and was invented in
the early 1970’s.

Most modern data seaurity products use both types of cryptography.
Typicdly, traditional cryptography is used for encrypting data for
confidentiaity, while pubic-key cryptography is used to dstribute
traditional cryptography keys and for digital signatures.

Symmetric Cryptography

Traditional cryptography uses symnetric algorithms which are dso cdled
seaet-key algorithms. The encryption key is the same & the deayption
key and must be ashared seaet between the sender and the recever. The
process of deayption is exadly the reverse of encryption and wses the
same key. This is why it is called symmetric.

Symmetric algorithms are very fast to compute.

One of the most commonly known symmetric dgorithms is the dgorithm
spedfied in the DES (Data Encryption Standard) spedfied in a USA
Federa Information Processng Standard (FIPS and subsequently in
many other standards internationally including Australian standards.

Public-key Cryptography

Publi c-key cryptography uses puldic-key algorithms. These ae dso cdled
asymnetric algorithms because the deayption key is different to the
encryption key, athough the two keys are related and must be generated
as a pair. Public-key algorithms consist of mathematicd computations
using the key and the data, treating the data as a set of large numbers.

This newer approach to cryptography allows one key to be pulbic, the
pubdic key while the other key, cdled the private key is a seaet known
only by the owner of the key pair. For encryption, a pulic key of the
redpient is used to encrypt the message, and the matching private key of
the redpient is used to deaypt the message. Anyone can encrypt a
message but no-one dse can deaypt the message becaise no-one dse has
the private key.

Public-key algorithms can be used to encrypt messages, authenticate
users, exchange keys for use with symmetric dgorithms, and to creae
digital signatures. However, most pubdic-key algorithms can be used for
only one or a few of these uses.

Public-key algorithms are coomputationally complex and are thousands of
times dower than equivalent strength symmetric dgorithms. This is the
main reason why symmetric dgorithms continue to be used in conjunction
with public-key algorithms.

Commonly known public-key algorithms include RSA, DSA, El Gamal,
and Diffie-Hellman.
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Cryptographic Algorithms

An algorithm is a well-defined set of steps for doing something.
Cryptographic algorithms, which are dso cdled ciphers, take inpu data
and convert it from an easily understood form to an incomprehensible
form. This processis cdled encryption. The process can be reversed at
some later stagelécryption to retrieve the original data.

The encryption and deayption pocesss involve the dgorithm, the data,
and ore or more keys. The dgorithm spedfies “how to doit”; the data and
the keys are “what to do it with”.

The inpu data can be any information that can be represented dgitally,
including computer files, eledronic mail messages, and even audio and
video signals such as telephone calls, radio, and television.

A key is simply another piece of data - effectively a large numerical value.

The deayption algorithm is effedively the inverse of the encryption
algorithm. Both are ayptographic dgorithms. When referring to
cryptographic dgorithms by name, bah the encryption and deayption
algorithms are included.

Cryptographic dgorithms have arange of uses other than encryption, such
as authenticaing messages or data, authenticatiing users, and exchanging
cryptographic keys. Some dgorithms are suited orly to a limited set of
these purposes, possibly even excluding encryption itself.

Digital Signatures
Public key cryptography is used for digital signatures which provide:
e user authentication—users can be verified to be who they claim to be;
* integrity—information ends up at its destination as sent; and
* non-repudiation—the sender cannot deny having sent the information.

Using puldic key cryptography, users are éle to uriquely identify
themselves to the redpient(s) of their messages by digitally signing the
messages with the user’s appropriate private key. The redpient chedks
this sgnature by employing the sender's matching and widely known
public key.

To generate adigital signature, a private key of the sender is used. The
matching public key of the sender can then be used by anyone to chedk
the signature. The digital signature can be distributed with the document,
typically by appending it.

Digital signatures allow messages to be “signed” in a way that undeniably
asciates the signer of a message with its content. Like its conventional
courterpart, a digital signature links a particular person to an eledronic
document and so allows authentication d the identity of the person who
sent the document. However, it offers greaer seaurity than a hand-written
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signature because it canna be frauduently applied to a different
document. Furthermore, it can also verify that the document itself has nat
been altered in any way since it was digitally signed.

A digital signature is not a digitised image of a hand-written signature. It
is a cryptographic checksum of the document.

Key Certificates

A key cetificate is a small eledronic document which is creged by a
Certification Authority to attest to the assciation o a particular pubic
key with some other information, such as an identity. The cetificae lists
the identity of the subjed, the pulic key of the subjed, and aher detail s
such as the validity period. These detail s are signed by the Certification
Authority by appending a digital signature. The signed data becomes the
certificate.

It is often mistakenly asaumed that there shodd be a oneto-one
relationship between people and public keys. Each certificate makes a
linkage between a particular pulic key and a particular identity. Neither
the key nor the identity need be unique to that certificate. A single identity
can be aswciated with multiple keys, used for different purposes, time
periods, and so on.A single key could also be awciated with more than
one identity, however this is not recommended.

Certificates are not confidential and do nd neal any seaurity protedion
because the digital signature of the catification authority can be used to
ensure that the cetificae is genuine, provided that the public key of the
Certification Authority is reliably known.

A cetificae in esenceis a document signed (ie digitally signed) by the
certification authority which states something like:

I, Certification Authority X, do hereby dedare that the following pubic
key belongs to person X and is valid from date 1 to date 2.

It may also state other things such as the purpases for which the cetificate
can be used (eg financia limits on the authority of a signature under the
key in the cetificate) and the palicies under which the cetificae has been
issued (eg the level of asaurance over the identity of the subjea of the
certificate).

The subjed of the catificae is the person ramed in the cetificate. This
could be a person eg Kan Ishikawa or a role g Diredor, Quality
Asarrance Notethat the cetificae doesnot imply any level of trust in the
subjed her/himself. It simply asciates the person with the puldic key, in
a way that can be trusted, and makes no aher representations abou the
subjed. External parties can thus be awred that when they send
messages confidentially using that puldic key that only the named subjea
will be ale to read them, and that messages sgned with the private key
which matches the publlic key in the cetificae could orly have been
signed by the subjed of the cetificae. Thislevel of asauranceis tempered
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by the fad the subjed neels to be exercising adequate cntrol over the
key, and that the key has not been revoked.

There is no asaurance provided by the cetificate that the redpient of the
confidential information will nat abuse the cnfidentiality by passng the
information onto someone who shoud na seeit. There is no asurance
provided dredly by the catificae that the a document signed by the
subjed was authored by the subjed or that the subjed has any claim over
the intellecdual property in the signed document or message, or that the
subjed will honou any commitment implied by the signed messge.
These isaues neal to be aldressed in the norma manner as for paper
documents.

Certification Authorities

Because the pulic key of anyone can be widely known, at first glance
pubic key cryptography allows sare messages to be exchanged withou
the neal for advance arangements between communicaing parties.
However, there is gill aneed for asaurance dou the ownership o puldic
keys, so that confidential messages are not encrypted using the puldic key
of an imposter instead o the intended redpient, and so that someone
cannot fraudulently sign messages claiming to be you.

To set up seaurre communicaions, in the esence of Certificaion
Authorities people could simply exchange pulic keys with ead aher
diredly using bilateral arrangements. However, pulic keys neead to be
exchanged in a manner that is trusted, so they could na be exchanged
eledronicdly. They would need to be exchanged by personally meding,
or sending a seaure ourier, etc. Thiswould need to happen for eat pair
of people wishing to communicate. For four people, this would mean 6
meetings or couriers:

For 8 people, 28. For 100 people, 4,950. For 1000 people 499,500.
(Mathematicdly, for n people this would mean (n-1)+(n-2) +...+1
bilateral arrangements.) For large numbers of people wishing to

communicate this approach becomes impradicd. (In jargonterms “it does
notscalewell.”)
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Use of Certificaion Authorities (CA) provides a way of reducing the
number of bilatera arrangements to manageable propations. If ead
person can trust a CA then noneledronic bilateral arrangements only
need to be made between ead person and the CA, so only 1000 bl ateral
arrangements would be needed for 1000 pople. (Mathematicdly the
number of non-electronic bilateral arrangements)is

Certification
Authority

Registration
Authority

— N0

O

A Certification Authority®® (CA) provides assrance that a pubic key
does in fad belong to the person whose identity is being associated with
that key. It does this by providing certificates.

The function d the CA isto seaurely issue and administer the comporents
of public key seaurity services auch as digital certificates and encryption
keys. A certificateis an eledronic document that is digitally signed by the
CA. The catificae contains various details including the name of the
person for whom the cetificae is for (the subjed), the pulic key of the
person, and validity dates. The cetificaeis sid to bind the subjed to the
pubic key. Provided that everyone has obtained the puldic key of the CA
in away that can be trusted (via the non€eedronic interadion with the
CA), they can use that CA pubic key to ched certificates from the CA to
verify that the pubdic key of another person dees in fad belong to that
person.

Expeding everyone in the world to interad with a single CA is not
pradicd for various reasons, such as locd coverage, shea numbers,
commercial competitive environments, etc. Consequently there nedls to
be away for people who wse different CAs to interad with ead cther.
This is typicdly achieved by use of hierarchies of CAs. The gproac is
illustrated below as it has been proposed for the Australian Public Key
Authentication Framework (PKAF) with the propaosed Policy and Root
Registration Authority (PARRA) as theot CA.

22 Certification Authorities are also known as Key Certification Authorities (KCA) and Certificate Authorities.
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PKAF
PARRA

Registration Authorities

Certification Authorities work in conjunction with Registration
Authorities (RA). The function d the RA is to reliably establish the
identity of a user wishing to oltain keys and to establish seaure means of
communicaion with the CA. An RA does the adual cheding of the
identify of ead user. It communicaes ®arely with the CA to have
certificates issued. Typically each CA will interact with multiple RAs.

In some caes the RA may be run by the same organisation that runs the
CA. In ather cases the RAs will be run by a separate organisation, such as
the organisation to which the user belongs. In this case it is cdled an
Organisation Registration Authority (ORA).

Cross-certification

If two end-users subscribe to the same CA service, they can chedk eadh
other’s certificaes using the pulblic key of that CA, provided that they can
obtain that pullic key in an assured manner. This could be by obtaining it
diredly, ouside of the normal eledronic communicaion channels they
use, or by obtaining it in another certificate which they can trust.

Ultimately one pulic key must be obtained in an “out-of-band’ seaure
manner, such as by obtaining it by hand-deli very on some medium such as
afloppy disk or asmartcard. All the other seaurity rests onthe trust in that
public key.
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End-User B

Public Key of CA1 Public Key of CA1

Private Key of A Private Key of B
These must be seaurely These must be seaurely
held andtrusted held andtrusted

If they subscribe to different CA servicesthey can only ched ead aher’s
catificaes if there is a chain of cetificates that leads bad to the pubic
key of a CA that they know and trust withou reference to further
certificates.

End-User A

Public Key of CA1
Private Key of A

For pradicd, pditicd and commercia reasons having everyore in the
world use a single CA is not viable, so multiple CAs are likely to be used.

The catificaion d one CA by ancther is cdled crosscertification. A CA
may determine to crosscertify anather CA once it is asared that the
padlicies, processes and tecdhndogies of the other CA are comparable and
consistent with its own. Crosscertificaion could occur in ore diredion
only.

Crosscetificaion provides a means by which a cetificate issued by one
CA will be recognised and accepted by another CA.

Certification Authority Hierarchies

Crosscetificaion beames increasingly impradicd for large numbers of
CAs. To rationalise aoss ceatificaion isaues, CAs are often organised
into hierarchies. Crosscertificaion can also be used in combination with
CA hierarchies.
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A Roat Certification Authority is the top d a hierarchy of Certification
Authorities (CA). It certifies the pulic keys of all the CAs diredly below
it in the hierarchy. These CAs may in turn certify the pulic keys of other
CAs lower in the hierarchy, or certify the puldic keys of end-users
directly.

There is no reed for online mnredion between a CA and the antity
below it. The lines in the diagram show the hierarchicd relationship o
ceatifying the pullic keys of ead of the entities below, na an eledronic

connection.

Figure 1 CA Hierarchy

For an end-user to chedk the catificae of any other user under the
hierarchy, the dhain of certificaes always terminates in the puldic key of
the Root CA.

Public Key Infrastructure

A Public Key Infrastructure (PK1) consists of CAs (posdbly in a single
hierarchy), pdicies and technicd standards, and pcssbly legal suppat, to
facilitate the use of public key cryptography technology.
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APPENDIX E: INTERNATIONAL APPROACHES TO LEGISLATION

AND PEAK BobDY

Overview

Many governments aaoss the globe have ether enaded o are in the
processof considering the enadment of legislation pertaining to the usage
of digital signatures or other forms of eledronic authentication. There ae
also a number of multi-national organisations which have developed o
are developing model laws with regards to eledronic authentication, such
as the United Nations Commisson on International Trade Laws
(UNCITRAL) and the International Chamber of Commerce (ICC).

The Organisation for Econamic Co-operation and Development (OECD)
has not been dredly involved in developing laws on eledronic
authenticaion, bu remains on the fringe of the adion with their laws and
regulations on the usage of cryptography.

Model laws that are being developed by organisations in the United States
of America such as the American Bar Aswciation (ABA) Digital
Signature Guidelines and the work of the National Conference of
Commissoners on Uniform State Laws (NCCUSL), have dso been
influential in the international arena.

The legidation that has been developed can be broadly divided into
several distinctive cdegories. Debates continue & to whether there shoud
be ay legidation at all, and if so, which model of legislation shoud be
used. Legislation hes tended to adopt the X.509 model and largely deds
with the usage of digital signatures in ‘open’ PKI model.

Open’ and ‘closed’ PKI models

An ‘open’ PKI is defined as one where mnsumers obtain a single
certificate which attests to their identity from a third party certificaion
authority, and wse the same caetificate in transadions with pdentialy
numerous merchants. A ‘closed’ PKI is one where a ontrad or a series of
contrads identifies and defines the rights and resporsibiliti es of all parties
to a particular transadion a where the cetificates are used only within a
known, bounded context. [Biddle 1997]

Criticisms of the ‘open’ PKI model include the following:

* risk management in an ‘open’ PKI is fraught with problems. The
scope of usage of the keypair is unlimited, thus making it difficult
to quantify the liability exposure of the cetification authority;
[Biddle 1997]

23 International Telecommunications Union (ITU) recmmendation. The X.500 series of | TU recommendations for
Directory Services are also international standards (with minor differences), developed jointly by ITU and ISO.
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» thereisasingle point of attadk. Since the cetificate holder deds
with only one keypair, there is only one private key that neals to
be discovered for an attadker to, for all intents and puposes,
masquerade as the certificate holder;

« there is greaer incentive to attack a private key, since the key
could potentially be used for unlimited purposes; and

e there wmuld be privacy concerns associated with the ‘personal
digital trail’ left by transactions authorised with the same keypair.

On the other hand, poporents of the ‘open’ PKI model argue that
managing multi ple keypairs and certificaes could be too complicated and
troudesome for users who are not well acquainted with the intricades of
doing so.

Most legislation ceds with the usage of digital signaturesin the context of
an ‘open’ PKI.

In considering the issue of open versus closed systems, it is worth nding
that [ILPF 1997] included the following comments:

“...thisprojed was initially conceived in Sging 1996 At
that time, it appeared that induwstry eforts were being
primarily direaed towards devdoping open systems and
therefore that open systems were going to be the
prewailing bwsiness model. In fact, in the period duing
which this Report was written, the open system nodel has
appeared to beacome an increasingly less viable business
model. Instead, we believe that many oconsumer
transactions which uilize catificates will occur in a
‘closed system’ or ‘closed loop’ model.”

Legislative models

The legidation that has been enaded or being considered to date has
tended to be of one of the following types:

1. a rule of equivalence which equates eledronic records and
signatures with their paper counterparts;

2. a framework of principles which defers to the spedficaion d
rules and regulations which are required to implement and govern
the usage of electronic signatures to a statutory entity; or

3. a omplete, prescriptive law, which includes the spedfication o
regulations which govern the usage of electronic signatures.

Many of the recent laws in the seaond and third category also include
rules of equivalence which are based onthose included in the NCCUSL
Uniform Commercial Code Article 2B and the UNCITRAL Model Law
on Electronic Commerce 1996.

National Public Key Infrastructure Working Group

Final Version , 6 April 1998



Strategies for a Peak Body for an Australian National Electronic Authentication Framework Page68

Rule of equivalence

[ISTEV 1997] describes the rule of equivalence as:

“...all the actual exstingrules for handwritten signaure
and pamr document could be used adso for digital
signature and electronic document.”

[ILPF1997H choacses to describe the rule of equivalence & a ‘signature-
enabling’ approach, and defines it as:

“The general laws permit any dedronic mark that is
intended to auhenticate a writing to satisfy a signaure
requirement. ... The net effed of this approach is to gve
legal remgrnition to bah dgital and eledronic signaures
for statutory and comnon law writing and signature
requirements.”

This model merely introduces a dause which equates eledronic
signatures and records with their paper courterparts. It does nat attempt to
define what constitutes an accetable dedronic signature — thisisaleis
left up to the curts. It is aso silent on operational aspeds and liability
issues.

This is basicdly the gproach which has been taken in the UNCITRAL
Model Law on Eledronic Commerce and the proposed Massadhusetts
Electronic Records and Signatures Act (MERSA).

Framework of principles

The framework of principles model is one where the legidation spedfies
principles underlying the law, bu defers the spedficaion d the rules and
regulations required to implement and govern the usage of eledronic
signatures to a statutory entity. Most of the framework of principles model
type of legidation use a citeria based definition o a signature, i.e. the
definition o what constitutes alegally eff edive signature incorporates the
requirements that the signature must fulfil in order to satisfy seaurity and
trustworthiness concerns.

One of the more prominent examples of the framework of principles
legislation is the California Digital Signatures Bill (AB 1577). The
CdliforniaBill | eaves the implementation detail s to regulations adopted by
the Seaetary of the State. The California Bill uses a aiteria based
definition d acceptable dedronic signatures. Under the California Bill,
an eledronic signature is accetable if it has all of the following
attributes:

1. itis unique to the person using it;

2. itis capable of verification;

3. itis under the sole control of the person using it; and

4. itislinked to datain such a manner that if the datais changed, the

digital signature is invalidated.
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The regulations, which have been released, define accetable signature
techndogies based on these aiteria. The regulations also spedfy the
procedures for adding new signature techndogies to the list of acceptable
techndogies. Criteria similar to those defined in the Cadlifornia Bill have
been used in most of the framework of principles type legislation.

Complete, prescriptive law

[ISTEV 1997] describes this approach as one which:

“...define andrule evey power and duy of trusted third
parties, of private people and companes who intend to use
digital signatures.”

[ILPF 1997b] describes it in further detail as:

“..a comprehensive dfort that seels to enabe and
facilitate dedronic commerce with the rewgrition do
digital signaures through a spedfic regulatory and
statutory framework. It establishes a detailed PKI
licensing scheme (albeit voluntary), allocates duties
between contracting paties, prescribes liahility standads,
and creates evidentiary presumptions and standards for
signature or document authentication.”

The most prominent example of the cmplete, prescriptive modd is the
Utah Digital Signature Act 1997. The Utah Act, which is based on the
ABA Digital Signature Guidelines attempts to define a ©mprehensive
scheme for the recognition d digital signatures in a state department
licensed CA based PKI. There are four main categories to the Utah Act:

1. licensing of CAs;
2. issuance, suspension, and revocation of certificates issued by CAs;
3. duties, warranties, and oHbigations of licensed CAs, subscribers,

third parties, and key repositories; and

4. rules regarding the reaognition and validity of digital signatures.
[ILPF 1997b]

The Utah/ABA model is described in further detail | ater in this document.
The Utah/ABA model is the one which is most closely aligned with the
model envisaged in the Australian PKAF Srategy Report. It shoud be
noted that this model isincreasingly falling out of favour internationally.
Many of the courtries and the U.S. states are opting for the dternative
models described above, which are less prescriptive. International
exceptions to this are Germany and Malaysia.
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Characteristics of the legislation

The spedfics of the legislation can also be cdegorised based on the
following characteristics:
* technology neutrality;
» scope of the legislation;
« the definition of an electronic or digital signature;
» the voluntary or mandatory licensing of certification authorities;
» the issues relating to the establishment of a peak authority.

Technology neutrality

This has to dowith whether or not the legidation deds gedficdly with
digital signatures, as implemented with public key cryptographic systems,
or with the more general isdale of authenticaion wsing eledronic or digital
means. Legidation that is purely a rule of equivalence is generaly
techndogy neutral, i.e. its ope is nat just limited to digital signatures,
but also includes other forms of electronic signatures/authentication.

Tedchndogy spedfic legidation is designed to tradk tedchndogicd
capabiliti es very closely and tends to refled current technicd redities.
Techndogy neutral legislation cHliberately leaves the doar open for
several reasons:
* it is generally difficult to change legislation orce it has been
enacted;
» thetechndogies available ae likely to change relatively quickly;
and
e settling on ore form of tedhndogy over others in legislation too
early may distort the market for new, upcoming technologies.

Tedchndogy spedfic law that has been enaded to date have mostly been
based on the hierarchical X.509 public key infrastructure model.

Scope of the legislation

Some of the enaded legidation has a very narrow scope, and ceds
spedficdly only with certain types of transadions, e.g. signing of hedth
recrds, or with transadions between spedfied entities, transadions
between the government and the pubic. Examples of this legidation
includes much o what that has been enaded by the various date
governments in the United States of America.

Some legislation has ‘general’ applicability, i.e. it covers al kinds of
transactions, including those that take place between two private parties.
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Definition of a signature

The definition d a signature tends to depend onthe techndogy neutrality
of the legislation. Some examples are:

1. The proposed Massadhusetts legislation, which is a rule of
equivalence, defines “electronic signature” as:

“any identifier or authentication technique attached to o logically
assciated with aneledronic reaord that isintended by the person
using it to have the same force and effect as a manual signature”.

2. The Utah Digital Signature Act, which isa cmplete law, takes the
prescriptive route of defining a “digital signature” as:

“a transformation d a message using an @ymretric ayptosystem
such that a person having the initial message and the signer’s
public key can accurately determine whether:

(a) the transformation was created using the private key that
corresponds to the signer’s public key; and

(b) the message has been dtered since the transformation was
made.”.

3. The Cdifornian Digital Signature Act, which is a framework of
principles, defines a set of criteria that have to be fulfilled for an
electronic signature to be deemed acceptable:

a) Itis unique to the person using it.
b) It is capable of verification.
¢) Itis under the sole control of the person using it.

d) It is linked to data in such a manner that if the data ae
changed, the digital signature is invalidated.

€) It conforms to regulations adopted by the Secretary of State.

Licensing or registration of CAs

Most of the prescriptive legisation and the legislation based on a
framework of principles includes guidelines deding with the licensing or
registration d CAs. In some caes, such as the Malaysian legislation, the
licensing of CAs is compulsory, whereas in most others, the licensing of
CAs s voluntary. In arder to encourage the licensing, incentives auch as
liability limitations are given to the CAs if they are licensed. The
propcsed U.S. Eledronic Financial Services Efficiency Act of 1997
(Baker Bill) registers CAs on the basis of membership of an industry
association.
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Issues relating to a peak authority

Most of the legislation makes provisions for the establishment of a pesk
body of some form or other to ded with matters pertaining to the usage
eledronic or digital signatures within the bound of its geo-pdliticd
authority. Pieces of legislation which include the licensing or registration
of CAs tend to include the establishment of a ped authority which takes
many forms, including the following:

e a Minister or the Secretary of State;

* aFedera regulatory authority or a State Government Department;
and

e an industry association of CAs.

The pe& authority also tends to be resporsible for one or more of the
following duties:

« formulation d pdlicy, rules and regulations pertaining to the usage
of electronic or digital signatures;

* enforcement of the rules and regulations that govern the usage of
electronic or digital signatures;

« the licensing or registration of CAs;
e acting as the root CA,;

e making the gpropriate arangements for the recognition o
certificates issued outside the bounds of its geo-political authority.

Under most of the models, the peak authority is funded by the wlledion
of membership duwes, impaosition d licensing fees and charging for
services rendered.

Issues related to liability apportionment

Where the legislation has gpedfied the voluntary licensing of certificaion
authorities, there ae usually several carrots thrown into the picture to
encourage the licensing of certificaion authorities. For instance, the Utah
Digital Signature Bill i ncludes the limitation d the liability of alicensed
CA to the stated reliability limit on the catificae, and evidentiary
presumptions are made éou adigital signature which is associated with a
pubdic key which has been cetified by alicensed CA. This limitation o
liability is seen by some to introduce market distortions.

Model laws, guidelines and frameworks

Many model laws and guidelines have been developed in resporse to the
usage of eledronic records and signatures, primarily in the context of
commercial transadions. These model laws attempt to standardise and
provide some uniformity in the legisation enaded by the various
courtries aroundthe globe. They also provide the law makers with some
insight into the thinking and the principles that underlie the laws.
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Many of the model laws have been developed in the United States of
America where the various dates tend to take a more fragmented
approad to the enadment of legislation than in most other courtries. The
model laws include the Uniform Commercial Code and the Uniform
Eledronic Transadions Act that were developed by the NCCUSL and the
ABA Digital Signature Guidelines.

In the international arena, UNCITRAL has been adive in promulgating
their Model Law on Eledronic Commerce and hes been drafting a set of
Uniform Rules on Digital Signatures and Certificaion Authorities. Other
organisations that are developing their own guidelines with regards to
electronic authentication include the ICC.

American Bar Association Digital Signature Guidelines

Summary:  The American Bar Association (ABA) Digital
Signature Guidelines is a set of guidelines with regards to general
principles and operational obligations of the CA and the subscriber.

The Information Seaurity Committeeof the ABA started drafting a model
law deding spedficdly with dgital signatures severa yeas ago.
However, due to numerous unresolved dfferences in opgnion letween
members of the committee the model law was never relessed. Instead, a
set of Digital Signature Guidelines was releassed in its place The
Guidelines are nat suitable for adogtion as legidation and are not intended
for that purpose. They are intended to asdst in the drafting and
interpretation o legidation. There ae alot of issues which are |left
unresolved in the Guidelines which will have to be deaed up lefore
legislation is implemented.

The ABA Digital Signature Guidelines include aset of definitions and
general principles. In addtion to that, the Guidelines also spedfy
operational obligations of the CA and the subscriber.

These Guidelines have been quite influential in the development of State
legidation in the U.S. The Utah Digital Signature Act was largely
developed by the same people who worked on these Guidelines, and
generally adheres to the ABA Guidelines.

NCCUSL Uniform Commercial Code Article 2B

Summary:  The NCCUSL UCC Article 2B includes a rule of
equivalence which has been included in the legislation enacted by
numerous States in the U.S.

Article 2B deds with transadions in information; it focuses on
transadions relating to the ‘copyright industries’. Article 2B includes a
rule of equivalence “A record or authentication may not be denied legal
effed, validity, or enforcedility solely on the ground that it is in
eledronic form.” The drafting of Article 2B has been influenced by the
UNCITRAL Model Law on Electronic Commerce 1996.

National Public Key Infrastructure Working Group

Final Version , 6 April 1998



Strategies for a Peak Body for an Australian National Electronic Authentication Framework Page74

NCCUSL Uniform Electronic Transactions Act

Summary:  The NCCUSL Uniform Electronic Transactions Act
includes a rule of equivalence that provides legal recognition for
electronic signatures. Additionally, signatures created by an
electronic agent are deemed to bind the programmer/user of the
agent.

The Act applies to eledronic records and eledronic signatures generated,
stored, processed, communicaed o used for any purpose in any
commercial or governmental transadion. Sedion 301of the November
1997 daft of the NCCUSL Uniform Eledronic Transadions Act isarule
of equivalence that provides legal recognition for electronic signatures:

(@ A signature may not be denied legal effed, validity, or
enforcedility solely becaise it is in the form of an eledronic
signature.

(b) If arule of law requires a signature, or provides conseguences
in the @sence of a signature, that the rule of law is satisfied with
resped to an eledronic record if the dedronic record includes an
electronic signature.

(c) A party may establish reasonable requirements regarding the
method and type of signatures which will be acceptable to it.

Sedion 303 @eans that signatures creded by the operations of an
electronic agent will bind the party that programs or selects the agent.

UNCITRAL Model Law on Electronic Commerce 1996

Summary:  The UNCITRAL Model Law on Electronic
Commerce is a framework of principles of law, with the addition of
a few rules of equivalence. Its scope of application is limited to
messages used in the context of commercial activities.

The UNCITRAL Model Law on Eledronic Commerceis a framework of
principles developed to fadlit ate global eledronic commerce. It does not
include dl the rules and regulations necessry to implement the
techniques <t forth in the law. The Model Law is also based ona rule of
equivalence which states that “Information shal not be denied legal
effed, validity or enforcedility solely onthe grounds that it isin the form
of adata message.” (Article 5). The law applies to any data message that
is used in the context of commercial activities.

The requirements for a signature ae said to be met if a methodis used to
identify that person and to indicae that person's approval of the
information contained in the data message and the methodis asreliable &
was appropriate for the purpose for which the data message was generated
or communicated, in the light of al circumstances, including any relevant
agreement.
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UNCITRAL Uniform Rules on Digital Signatures and
Certification Authorities

Summary:  The Uniform Rules on Digital Signatures and
Certification Authorities is still in draft status. It is developed to
harmonise laws relating to digital signatures and certification
authorities. In line with the UNCITRAL Model Law on Electronic
Commerce, the rules are likely to be media neutral.

The UNCITRAL Uniform Rules are still being drafted. They were
developed in resporse to the need to harmonise the laws relating to dgital
signatures and certificaion authorities. It is also seen to promote the
efficient utilisation d digital communicaion by establishing a seaurity
framework and giving written and dgital messages equal status with
regards to their legal effed. While paying spedal attention to dgital
signatures based on pultic key cryptosystems, it is generaly felt that the
Uniform Rules $houd be mnsistent with the media-neutral nature of the
Model Law on Electronic Commerce.

The definition d a signature is smilar to that of the Model Law on
Eledronic Commerce However, in addition to that, a ‘seaure dedronic
signature’ that has to med the rules and regulations adopted has been
defined. The Uniform Rules includes ome guidelines with regards to
CAs, such as the liability model used. In line with the International nature
of its badkground, the Uniform Rules also include provisions for the
recognition of foreign electronic signatures.

ICC GUIDEC

Summary:  The ICC GUIDEC is a set of epational guidelines
of limited scope dealing with transactions between commercial
entities.

The International Chamber of Commerce (ICC) General Usage for
International Digitally Ensured Commerce (GUIDEC) was creded to
“establish a general framework for the ensuring and certification d digital
messages, based upon existing law and padice in dfferent lega
systems”. [ICC 1997]

GUIDEC is limited in its sope—it deds only with transadions between
commercial entities operating under lex mercaoria The GUIDEC
specifically does not deal with consumer transactions.

GUIDEC uses the term ‘ensure’ to denote the ad of digitally signing an
eledronic document since it is felt that there is problem in the
terminology gven that a digital signature is not redly a signature & all.
GUIDEC deds primarily with the operational guidelines relating to the
usage of digital signatures using public key cryptosystems.

The GUIDEC is nat entirely techndogy spedfic—parts of the GUIDEC
may be applied to other authentication methods.
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European Commission

[EC 1997 indicated that regulatory inconsistencies between the member
states of the European Commisson (EC) shoud be discouraged, and thus,
a herent regulatory framework for eledronic commerce shoud be
created at European level.

The aurrent EC position appeas to be that they will not be enading
regulation for regulation's sske and in many cases, free movement of
eledronic commerce services can be dfedively aciieved by mutual
recgnition d national rules and o appropriate self-regulatory codes.
Legidative adions $oud impose the fewest posgble burdens on the
market and kegp pacewith market developments. Legislation shoud also
take acournt of business redities and med genera interest objedives
such as privacy and consumer protection effectively and efficiently.

[EIF 1997 indicaes that a common European framework for digital
signatures and encryption shoud be in placeby 2000at the very latest. It
is envisaged that common legal requirements will be established for CAs
and common legal recognition d digital signatures will be implemented in
all the member countries.

Enacted or proposed legislation and regulations

The legislation that is covered here is mainly legidlation d the ‘genera’
variety. Legislation that has been limited in scope has been omitted.

United States of America

Summary:  Most States have legislation of very limited scope.

Only a very limited number of States have ‘general’ legislation.

There is significant fragmentation in the approaches taken by the
States—three major models of legislation and hybrids of these

models have been enacted to date. Several pieces of legislation have
been proposed in Congress, but none have been passed to date.

Federal

Various eledronic signature bill s have been introduced in Congress with
the Eledronic Financial Services Efficiency Act of 1997 (Baker Bill) and
the Digital Signature and Eledronic Authenticalion Law (SEAL) of 1998
being the latest. It appeas that the Baker Bill i s unlikely to be passed, and
SEAL is a limited scope legislation relating only to usage of eledronic
authentication techniques by financial institutions.
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States

Most of the statesin the United States of Americahave enaded legidation
of some sort that provide for the usage of eledronic signatures under
spedfied circumstances. The first piece of eledronic signature related
legislation to be passed was the Utah Digital Signature Act in 1995.Most
of the legidation that has been enaded by the states have been limited in
thelr transadional scopes, e.g. the laws only apply in transadions with the
government, or in transactions with health care providers.

The ‘Generdlised’ laws that have been enaded to date fall into four
different categories:

» the Utah/ABA model, which isa complete, prescriptive model that
is specific to digital signatures;

» the Caifornia model, which is a framework of principles which
defers the spedficaion d rules and regulations to ancther
document;

* the Massaadhusetts model, which is purely a rule of equivalence
and

» hybrids of two or more of the models above, e.g. lllinois.

Comprehensive summaries of the legidlation that has been enaded by the
States in the United States of America can be foundin [ILPF 19974,
[McBride 1998] and [Massachusetts 1997].

In light of the fad that these models tend to be quite different and have
some degree of influencein the development of legislation globally, they
are described in further detail below:

» Utah/ABA

As the name of the model suggests, the Utah Digital Signature Act
was largely influenced by the ABA Digital Signature Guidelines.
It has the following characteristics:

* The legidation is edfic to the usage of digital signatures
creaed with pubic key cryptosystems. It is highly
prescriptive, and includes many of the rules and regulations
required for the daily operation d CA related services, such as
the auditing of licensed CAs;

* Thelicensing of CAsis provided for in the legislation and is
voluntary. The incentive for licensing takes the form of
evidentiary presumptions of authenticity and liability
limitations;

« A Government department ads as the pe&k body, and is
resporsible for the aedion and enforcement of other pdlicies,
rules and regulations pertaining to the legislation, licensing of
CAs and the reagnition d certificaes issued by CAsin other
jurisdictions; and

e Private keys are considered to be personal property of the
holder and they have aduty of reasonable cae to safeguard the
key against unauthorised usage.
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California

The California model is a framework of principles which has the
following features:

e it is deliberately techndogy neutral and the uses a aiteria-
based definition d what congtitutes an accetable dedronic
signature, i.e. the signature has to be unique to the person
using it, capable of verificaion, unar the sole control of the
person wsing it, linked to datain such a manner that if the data
are dhanged, the signature is invalidated and adheres to the
appropriate rules and regulations;

» the rules and regulations are nat part of the legidation, bu
deferred to another document. Under the Californian
legidation, Seaetary of State has the resporsibility for
creating rules and regulations.

The aurrent set of rules and regulations isdied in California

includes the following:

e the inclusion d puldic key cryptosystem based dgita
signatures and signature dynamics as techndogies deaned to
be accetable by the government, and provisions with regards
to procedures for adding other techndogies to the list of
acceptable technologies;

» the maintenance of a list of approved CAs by the California
Department of Information Technology.

Massachusetts

The proposed Massachusetts Eledronic Records and Signatures
Act (MERSA) is a rule of equivalence based on the draft
NCCUSL Eledronic Transadions Act. MERSA includes the
following rules:

e A rewrd may not be denied lega effea, validity, or
enforcedility solely because it is in the form of an eledronic
record. If arule of law requires a record to be in writing, or
provides consequences if it is not, an eledronic record
satisfies that rule of law.

e« A signature may not be denied lega effed, validity or
enforcedility solely because it is in the form of an eledronic
signature. If a rule of law requires a signature, or provides
consequences in the &asence of a signature, an eledronic
signature satisfies that rule of law.

lllinois

The lllinais Eledronic Commerce Seaurity Act is a hybrid o the

various models:

e It includes rules of equivalence based on the draft NCCUSL
Eledronic Transadions Act that deam the dedronic form of
remrds and signatures to be euivalent to their paper
counterparts;
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* It is a framework of principles in that it defers a lot of the
rules, regulations and procedures to the Secretary of the State;
e The lllinais Act is both techndogy neutral and techndogy
spedfic. It alows for the usage of eledronic signatures in
general, bu it aso includes pedfic provisions which relate to
the usage of pubic key cryptosystems based digital signatures;
and

e It includes the legdlities assciated with the issuance and
revocation of certificates.

Denmark

Summary:  No legislation to date. Some considerations being
debated.

The Danish Ministry of Reseach and Information Tedndogy was
suppased to present a rule of equivalenceto pu eledronic documents on
an equal footing with paper documents during the 199697 Parliamentary
Session. To date, no legislation has been passed in Denmark.

The Danish Government, in close @woperation with the DG XIIl of the
European Commisgon is organising the Copenhagen Heaing (23—24
April 1998 to clarify spedfic questions on the development and wse of
digital signatures.

Germany

Summary:  Legislation specifying the circumstances under

which digital signatures can be deemed secure was enacted in 1997.
The Legal Ordinance which establishes the rules and regulations
relating to the legislation is still being developed. Legislation

dealing with the legal effect and validity of digital signatures is still
being developed.

Article 3 of the Information and Communications Services Act 1997 ckds
with the general condtions under which dgital signatures are deemed
seaure. CAs houd be licensed. The legislation provides for a peak body
in the form of the federal regulatory authority for telecommunicaions and
posts. The peak body is responsible for:
« enforcing the rules and regulations relating to the usage of digital
signatures;
* licensing other CAs;
e acting as a root CA; and
» charging fees and expenses incurred in the provision d pubic
services.
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The German legisation also spedficdly provides for the usage of
pseudoryms, and the provision d reliable time stamping services by the
CA. The legidation defers most of the rules and regulations to a Legal
Ordinance (SigV). SigV provides operational guidelines to CAs, and is
still being developed. The latest draft of SigV is dated 8 October 1997.

The German Federal Justice Ministry is in the process of drafting
legidation that deds with the legal effed and validity of digita
signatures.

italy

Summary:  Framework of principds legislation specific to
digital signatures enacted in 1997. Regulations relating to the
legislation were enacted in November 1997.

Italian legidation oneledronic signatures was enaded on 15March 1997.
The Italian legidation is a framework of principles which deds
spedficdly with dgital signatures. The technicd rules and regulations
were enacted by Presidential decree in November 1997.

Certification authorities have to be registered by the Authority of
Information Techndogies. Sedion 100f the Italian legislation spedficdly
provides for the storage of a digital signature in a separate file and the
asociation d a single digital signature with a set of documents.
[Buonomo 1997]

United Kingdom

Summary: A Public Consultation Paper on the detailed

proposals for legislation of the licensing of trusted third parties was
issued in 1997. The consultation paper also included the escrow of
encryption keys used for confidentiality by the trusted third party.

No legislation has been enacted yet based on the consultation paper.

In March 1997,the U.K. Department of Trade and Industry introduced a
Public Consultation Paper on Detailed Propcsals for Legislation with
regards to the Licensing of Trusted Third Parties (TTPs) for the Provision
of Encryption Services.

All TTPs that offer services to the pulic must be licensed. The body in
charge of licensing TTPs will initialy be the Department of Trade and
Indwstry, given its experiencein licensing telecommunications companies.
Additionally, TTPs are charged with the escrow of encryption keys used
for confidentiality.
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Japan

Summary:  No legislation to date. Certification Authority
Guidelines issued.

The Certificaion Authority Working Group (WGS8) of the Eledronic
Commerce Promotion Courrcil of Japan (ECOM) isaued an alpha version
of a set of guidelines for certificaion authorities in April 1997. The
guidelines cover operational and managerial relating to the issuance,
revocdion, pubicaion and archiving of certificates. To a cetain degree
it also includes guidelines on pdicy creaion and approval. The pulic key
infrastructure spedfied in the guidelines conform to the strict X.509
hierarchy.

Malaysia

Summary:  Prescriptive digital signature law (based on the
Utah/ABA model) enacted in 1997. Licensing of certification
authorities is mandatory. There are no licensed certification
authorities yet, but a pilot project is currently bring run.

Malaysia enaded legidationin 1997to provide for and regulate the use of
digital signatures. Most of the rules and regulations of the Malaysian
Digital Signature Bill 1997 are similar to that of the Utah Digita
Signature Act: The main dfferences include the foll owing feaures of the
Malaysian Bill:

e licensing of certificaion authorities is mandatory, and penalties
are imposed for the operation d wunlicensed certificdion
authorities. Written exemption from licensing has to be obtained
from the Minister to operate an intra-organisational certificaion
authority;

e procedural regulations related to the enforcement of the
regulations, such as sach and seizure, are included in the
legislation;

« theform and structure of the peak body is largely left unspedfied.
The Minister is the topmost body of authority, and hesto appant a
Controller of certificaion authorities who, in turn, is empowered
to appoint officers and servants as necessary; and

e it is aso urspedfied if the peak body will ad as the root
certification authority.

There ae no licensed CAs in Maaysia & present. MIMOS, which is a
nonprofit government owned reseach and development enterprise, has
established a cetificdion authority service branded as mMTRUST.
MTRUST has been running some pubic pilot tests on their certificaion
services snce late December 1997to raise puldic avarenessof the usage
of digital signatures. They are initially offering persona certificaes for
use with eledronic mail and server certificaes for web servers, and are
planning to offer SET 1.0 certificates in future. [MIMOS 1997]
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Singapore

Summary:  Rule of admissibility of computeutput as evidence
enacted. Considering UNCITRAL Model Law on Electronic
Commerce and a digital signature law (model unspecified).

Amendments made to the Singaporean Evidence Act in 1996included the
addition d two new sedions (ss35 and 36 to provide for the admisghility
of computer output as evidence [Lim 1997 It spedfies three
circumstances where computer output is considered valid as evidence:

* wherethereis an expressagreement between the procealings that
the authenticity and accuracy of the contents are not disputed,;

 where it is down that the computer output was produced by a
processthat has been chedked, approved and certified as quch by
an appdnted agency. It is presumed that the output from an
approved process is corred, urless it can be proved to the
contrary; and

 where it is drown that the computer output was generated by a
system that was operating properly at al materia times. In this
case, where unapproved/uncertified proceses are used, it is
presumed that the output is unreliable unless proven to be so by
the party tendering the evidence. [Goh 1996]

The Eledronic Commerce Hotbed (ECH) Policy Committeehas identified
that there is a need for Singapore to conform to international standards
and models, avoid over-regulation and also to retain the flexibility to
adapt quickly to a dianging world. It has recommended that Singapore
enad a wmmercia code based on the UNCITRAL Model Law on
Eledronic Commerce, currently referred to as the Eledronic Transadions
Bill (ETB), and legidation to provide for the remgnition d digital
signatures and a public key infrastructure with certification authorities.

It is envisaged that the issues addressed by the ETB will include the
following:

* the aithenticaion d the identity of the originator of eledronic
records and messages;

» the legal recognition of electronic signatures;

» the retention of records by electronic means;

» the integrity of electronic records transmitted over networks;

» legal responsibilities of service providers;

« the formation and validity of electronic contracts;

» the legidative framework for certificalion authorities and dgital
signatures; and

» cross certification of foreign digital signatures. [Lim 1997]
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South Korea
Summary:  Limited rule of equivalence enacted.

The draft Bill on Promotion d Trade Business Automation contains a
provision which states that digital signatures of eledronic documents for
application a for approval shall be regarded as properly signed as
stipulated by the laws and decrees relative to trade. [Hof 1998]
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APPENDIX F: NON-LEGISLATIVE PKI INITIATIVES

Government

Many of these nonlegidative PKI initiatives are limited in scope to
transactions with the Government.

United States of America

NIST has been coordinating the dforts to set up a Federal Public Key
Infrastructure for quite awhile. The U.S. Federal PKI initiative gppeasto
be limit its sope to transadions within and with the Government. A lot of
valuable work has been dore with regards to the spedficaion d the
operational guidelines, but it has yet to be implemented.

Canada

Instead of focusing on legislation, the Government of Canada has chaosen
to focus on developing a Government of Canada Public Key Infrastructure
(GOC PKI). The GOC PKI provides a basis for the use of digital
signatures and seaure internal and external seaure dedronic transadions.
It is envisaged that the GOC PKI will be fully implemented by end o
1998. The pdlicies relating to the GOC PKI will be developed by the
Policy Management Authority (PMA), which is an inter-departmental
committee chaired by the Treasury Board Secretariat.

The technology used in the GOC PKIl is provided by Entrust.

Australia

The Office of Government Information Techndogy (OGIT) is in the
process of developing a government pulic key infrastructure, Projea
Gatekeeper.

European Commission

DGXIII  NFOSEC has had 8 projeds, some of which include pilot trials,
running since January 1997:
e Oparate (OPerationa and ARchitedural Aspeds of TTPs for
Europe)

Oparate seeks to investigate the operational and architedural
aspeds of TTP service provision. The scope of the projed
includes organising a TTP to provide services effedively and hov
different systems may be combined or made to interoperate. A
field trial is being condwcted with 3 interworking CAs in France
Belgium and Netherlands.
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e Eurotrust

Eurotrust is a a1 effort at designing a pan-European TTP
hierarchy, operate a pilot certificaion service assess the
operability of the service and based on that, plan a commercial
service The deliverables of this projed include a cetificaion
policy statement, the pil ot infrastructure and an assessment report
to the Commission

The trust model used is based onthe X.509 herarchy, with a Top
Level CA (TLCA) at the European level, a Policy CA (PCA) at
the National level, and an Organisation CA (OCA) at the
organisational level.

e Oscar (Open Signature Certification ARchitecture)

Osca deds with the spedficaion d the functional requirements
and cesign of a TTP service to suppat digital signatures which is
adapatable to the range of needs of user communities aaoss
Europe and povides a basic level of interoperability between
communities.  Requirements were gathered from  user
communities, a demonstration plot was developed and the
functional design and pilot assessed by a user community.

Oscar uses the X.509 cetificae infrastructure, and includes
trusted time stamping services.

» Krisis (Key Recovery in Secure Information Systems)

Krisis deds with key recovery in confidentiality services. It
involves:

« the wlledion d commercial requirements for a pan-European
confidentiality service;

» the mmparison d different key management and key recvery
schemes from a commercial point of view;

e an analysis of the interoperahbility aspeds of key rewvery
schemes;

e establishing apil ot infrastructure for key recovery with centers
in five European countries:

e France (operated by Bull Ingenierie)

e Germany (operated by IABG)

* The Netherlands (operated by Philips Crypto)

» Switzerland (operated by r3 security engineering)
e United Kingdom (operated by DERA)

» developing the technicd and pdicy requirements based onthe
results of the pilot.
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It appeas as though commercial companies e aneeal for key
recvery for data stored on mermanent devices, bu prefer to
operate the scheme themselves. Foreign key recovery centers were
generaly unacceptable, as are government operated ores. Locd
key recmvery centers operating under strict legal control are
acceptable only if there is a dhoice of centers. The companies
would prefer to use a single scheme on an international basis.

The four schemes that will be analysed as part of the project are:
¢ IBM SecureWay
* CertCo SecureKEES
* Royal Holloway
* TIS RecoverKey
* Mandate

Mandate is an implementation of electronic cheques.
* Aequitas

Aeguitas is a projed set up to study the legality of encrypted
eledronic messges as proof in criminal litigations. Ad
Aeguitatem is an experimental TTP service set up at the
University of Zarazoga. The certification authority used is FESTE.

e Euromed-ETS

Euromed is a TTP service for health care in Europe.
 Eagle

Eagle is a study on the cmmercial aspeds of TTPs and the
regulatory situation and gdan in Germany, France, Netherlands,
United Kingdom and Sweden.

There ae severa new projeds which have just commenced, most of
which are to finish at the end of 1998:

* Keystone, which is the spedficaion d a aossdomain puldic key
infrastructure achitedure for Europe, based on the results of
previous INFOSEC and ACTS projects;

e A study which examines the legal isaues of evidence and liability
in the provision d trusted third party services, of which the
deliverables include guidelines for harmonisation d European
evidence law and European TTP services;

e Bests, which is a business environment study of trusted services,
which among other things, looks at the legal isaues and bisiness
isaues related to the provision d TTP services such as potential
li abiliti es, crossborder iswes, operational costs and ogions for
cost-recovery or profit making, licensing procedures and self-
regulation issues; and

e Comets, which is to develop a financial model and guidelines to
show the viability of TTP services on the basis of the aalysis of
business and lega elements, taking into acwourt tednicd,
business and regulatory cost factors.
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ICE-TEL

IETF/IAB

The ICE-TEL projed which has been runring since mid-1996 seeks to
establish a large scde pulic key cetificaion infrastructure in a number
of European courtries that caters to industrial and acalemic reseach
users of the Internet. ICE-TEL is funded by the Telematics for Reseach
Initi ative within the European Telematics Applicaions Programme of the
European Commission.

The project includes the following:

e development and deployment of the tods required for the
provision d the seaurity infrastructure on a variety of platforms
(Unix, PC, Macintosh);

e development and deployment of seaurity todkits to integrate the
public key based security services into any application;

e development and deployment of secaurity enabled user services
which alow the use of the caetificaion infrastructure withou
further application integration;

e suppat the integration d seaurity services into applications and
provide secure testbeds for applications.

The applications that have been selected to test the tools:

* seare @mmunicdion ketween administrations and eledronic
request and celivery of documents in the region o Torino,
coordinated within the EU-sporsored “Information Society
Network™;

e seare @mmunicaion hketween rational Computer Emergency
Resporse Teams (CERTS) and aher distributed network suppat
groups; and

e provision d a seaurity enabled eledronic Diredory service for a
large British research agency.

The ICE-TEL projed uses a hybrid X.509and PGP trust model. Thereisa
toplevel CA which isresporsible for certifying the PCAs. The initial root
CA was run by GMD Darmstadt in Germany. PCAs have been set up in
Norway, Sweden, Slovenia, Austria, Italy, Portugal, Denmark, United
Kingdom and Spain.

The Phase 1l X.509 v3 cetificaion infrastructure is being established.
The current root CA is run by UNI-C in Denmark.

There ae some standards that have been or are being developed by the
IETF (Internet Engineaing Task Force) which ded with standards related
to the establishment of a public key infrastructure. These include:

e Privacy Enhanced Mail (PEM);
e Domain Name System Security Extensions (DNS-SEC);
« Simple Public Key Infrastructure (SPKI); and
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* Public Key Infrastructure, X.509 based (PKIX).

The trust model used in PEM is X.509 kased. PEM is currently not in
widespread use, since PGP and SIMIME emerged as the ealy winnersin
the standards fight. The trust model used in DNS-SEC is smilar to the
hierarchicd treestructure of DNS. The trust model used in SFKI is based
on SDSI, and is very different from current existing propasals. The PKIX
working group is defining protocols to establish an X.509 certificae
based public key infrastructure.

Private enterprise CAs

There ae quite anumber of CAswhich have been set up in the ésence of
any legislation. Many of these CAs isdle cetificaes to organisations in
geo-paliticd jurisdictions outside of that of the CA. Examples of these
CAs include Verisign (U.S.) and Thawte (South Africa) and in Australi &
Australia Post, KPMG, Telstra, Signet, and Certificates Australia.

These mmpanies have dfedively developed a pulic key infrastructure in
the asence of spedfic legidation. Contractual arrangements are used to
cover most of the isues related to liabiliti es and most of the companies
have isaued their own cetificaion gradices gsatements. The pulic keys
of the CA are distributed as part of software padkages such as the
Netscape Communicaor and Microsoft Internet Explorer, and are dso
downloadable from the CA’s WWW site. In pradicd usage terms, the
pubic key infrastructure set up hy these CAs is probably the most
widespread in the world.

Certificates are iswued in dfferent classes, with eat class &ving a
different purpose and/or having different levels of aswurance These
certificates, which are currently actively used on the Internet, include:

* server certificates for use with SSL-enabled web servers;

e S9 client certificates (some dasses of very low asaurance, which
just serve to hind the puldic key to an eledronic mail address
some dasses of higher levels of asaurance for which verificaion
of photo-identification is required);

» personal certificates for use with S/IMIME-enabled mail; and

» software providers certificates for use with code-signing initiaves.

The SET certificae management architedure makes use of X.509v3
catificaes. The SET spedficaion includes svera levels of CAs,
including the SET Roat CA, the Brand CA (BCA), Geo-pditicd CA
(GCA), Policy CA (PCA), Merchant CA (MCA), Client CA (CCA). Most
of the CAs that are aurrently in operation are contemplating isauing SET
certificates in the near future.
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Malaysia

Malaysian Digital Signature Bill 199http://www.mycert.org.my/digital.html>
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Model Legislation

ABA

American Bar AssociatiofDigital Signature Guidelinés1996
<http://www.abanet.org/scitech/ecl/isc/dsg-toc.html>

FDA

U.S. Food and Drug Administratio2l CFR Part 11: Electronic Records; Electronic
Signature’ <http://www.fda.gov/cder/esig/part11.htm>
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International Chamber of Commert8UIDEC: General Usage for International
Digitally Ensured Commer&exhttp://www.iccwbo.org/guidec2.htm>
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UNCITRAL “UNCITRAL Model Law on Electronic Commerce with Guide to
Enactment 19961997 <nttp://www.un.or.at/uncitral/texts/electcom/ml-ec.htm>

UNCITRAL “Draft Uniform Rules on Electronic Signatufed2 December 1997

UNCITRAL “Report of the Working Group on Electronic Commerce on the Work of
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APPENDIX | - METHODOLOGY

The methodology used to produce this report is shown below:

Process

Activity Details

Project Initiation

Meet with members of DOCA/NOIE to commence the

k

Initial Documents
and circulate to
Working Party

meeting project, adjust the schedule, etc. Some preliminary wo
will be done prior to this meeting.
Prepare Initial documents to include Project methodology and

timetable, outline of Exposure Drafts and skeleton of fi
report.

hal

Phone Conference

Meeting and/or phone conference with the Working Gr

with Working to discuss and agree scope/content of Initial Documen
Group
Research Synthesize pre-existing research.

Update and/or conduct new research with a view to
determining, amongst other issues:

. fine details of key overseas initiatives (includin
scope, structure, metrics and economics,

accreditation/cross certification and audit processes);

. status of and plans for Australian and key
international Certification Authorities; and

probable service metrics in Australia, and ‘take up rate
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Activity Details

Prepare drafts of |SeeAppendixX0 APPENDIX J - Consultation
Briefing Paper and

Questions List of Interviewees

The following organisations were interviewed:

1. ACCC - Audrdian Competition and Consumer
Commisson (consumer protedion and competitive)
neutrality) -

2. ACS - Australian Computer Society (technology)
3. ADNA - Australian Domain Administration Limited

4. AIPO - Austrdian Industrial Property Organisation
(intellectual property, electronic watermarking)

5. ASC - Audtrdian Seaurities Commisgon (businesg
authorities and delegations)

6. ATO - Australian Taxation Office

7. AUSCERT - Austrdian Computer Emergency
Response Team (systemic risk)

8. Australia Post

9. Australian Information Industry Association

10. APCA - Australian Payments Clearing Association
11. ASX - Australian Stock Exchange

12. Centrelink

13. CLEB - Commonwedth Law Enforcement Board (law
enforcement) -

14. DOCA NOIE
15. DSD - Defence Signals Directorate
16. HIC - Health Insurance Commission

17. Human Rights and Equal Oppatunity Commisson
(privacy and social equity)

18. ISACA - Information Seaurity, Audit and Control
Association (audit)

19. ICA - Institute of Charted Accountants
20. Institute of Company Directors

21. Institute of Company Secretaries

22. KPMG

23. Multi Media Victoria

24. Tradegate-ECA

Najeansutliatien BrisfingDacuwneatdas detail s of the briefing

papei-aad,/Appendi X R NI —Interview Questions for the
guestions asked.
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Activity Details

Active consultation

Circulate Briefing Document to interviewees (refer to

Pagel03

Appendix O List), and then conduct face to face meetings

and phone calls with a limited number of key opinion
leaders (including the members of the Working Group)
each of the following categories:

Commonwealth Government;

Attorney General's Expert Group;

State Governments;

Standards Bodies (eg Standards Austt
PKAF);

Key Peak Bodies/Industry Association
(eg APCA); and

Providers of authentication products a
services.

in

alia

\"2J

Revision of
Exposure Drafts

Revise Exposure Drafts to reflect results of consultatio
and circulate to Working Group.

Workshop of
Exposure Drafts

Workshop Exposure Drafts with Working Group.

Draft Report

Develop Report based upon Exposure Drafts

Workshop draft
report with PKAF
Working Party

Obtain Working Group Feedback and amend report to
produce final.

Presentation

Present findings to Working Group and key stakeholde
executives

=

Prepare HTML
Report

Preparation of report in HTML form

National Public Key Infrastructure Working Group
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APPENDIX J - CONSULTATION

List of Interviewees

The following organisations were interviewed:

1.

B

© © N o o

13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.

ACCC - Australian Competition and Consumer Commisgon (consumer protedion and
competitive neutrality) -

ACS - Australian Computer Society (technology)
ADNA - Australian Domain Administration Limited

AIPO - Ausdtralian Indwstrial Property Organisation (intellecual property, eledronic
watermarking)

ASC - Australian Securities Commission (business authorities and delegations)
ATO - Australian Taxation Office

AUSCERT - Australian Computer Emergency Response Team (systemic risk)
Australia Post

Australian Information Industry Association

. APCA - Australian Payments Clearing Association
11.
12.

ASX - Australian Stock Exchange

Centrelink

CLEB - Commonwealth Law Enforcement Board (law enforcement) -
DOCA NOIE

DSD - Defence Signals Directorate

HIC - Health Insurance Commission

Human Rights and Equal Opportunity Commission (privacy and social equity)
ISACA - Information Security, Audit and Control Association (audit)
ICA - Institute of Charted Accountants

Institute of Company Directors

Institute of Company Secretaries

KPMG

Multi Media Victoria

Tradegate-ECA

National Public Key Infrastructure Working Group

Final Version , 6 April 1998
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Consultation Briefing Document

This document was ent prior to ead briefing to ensure the interviewees were famili ar with
the terms and concepts of NPKI. The am was to oltain their business perspedive on the
proposed infrastructure.

Introduction

The Commonwedth Government wishes to fadlit ate the establishment of
a pe& body to overseethe development of a national framework for the
authentication o users of online communicaions srvices, that would
provide:

e atrusted system for the generation d digital signatures to give
corresponding parties certainty in each others’ identities;

e assurance of the integrity of electronic data used; and

e ameans of ensuring non-repudiation of electronic transactions.

As a first step, Government has established a Working Group (WG) to
determine detail s of the framework andin particular its oversighting body
and report to the Minister for Communications, the Information Econamy
and the Arts by the end of March 1998.

The ten members of the Working Group (excluding the Chair) represent :
« Commonwealth Government Agencies;
+ State Governments;
e Suppliers of Certification Products/Services; and
e User and other Organisations.

The Working Groupis to examine businessmodels and pradicd options
for the structure, operations and role of a peak padicy and, passbly, root
registration authority (PARRA) which will oversee the national
framework, and which addresses other relevant flow on issues affeding
the national framework.

Whereas the Government is nat prescribing mandatory dired government
involvement in relation to the @ove, the Government has expresed a
clear preference for a national framework which is :

« technologically neutral; and

* non exclusive.

ETC Eledronic Trading Concepts Pty Limited has been retained to
provide specialist consulting assistance to the Working Group.

This briefing document has been prepared in order to suppat the
consultation with persons and aganisations outside of the Working
Group.

National Public Key Infrastructure Working Group

Final Version , 6 April 1998
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Background

“As eledronic commerce becomes comnongace, there is
a gowing rea for users to ensure that eledronic
transactions can ke walidated. Compatible nationd and
internationd systems of “digital signaures’ are
necessry for the introdwction o seaure dedronic
comnerce” - From ‘Strategies for the Implementation of a
Public Key Authenticaion Framework (PKAF) in Austraia
report by Standards Australia Task Group

For widespread adoption d eledronic methods of transading business
industry and government require, amongst other things, the ability to:
e provide aithentication d the identity of persons as individuals or
delegates/agentsiger authentication and

e hod parties to agreanents (nonrepudation) submitted
electronically.

Publi c-key cryptography, in the form of digital signatures, can provide the
technicd means to implement such protedion. With appropriate
legidation, infrastructure and technicd standards, digital signatures can
be given legal weight. Many jurisdictions around the world are
establishing such arrangements.

In Australia work in relation to eledronic authenticaion is being
undertaken by a range of bodies including :

e tedhnicd standards (Standards Australia 1T/12/4/1 committee);
and

e legal frameworks (Attorney-Genera’s Eledronic Commerce
Expert Group [ECEG]); and

e establishment of a Government Public Key Infrastructure, to
eventually come under PKAF, for the Commonwedth
Government (3 working goups st up uncr the Office of
Government Information Technology [OGIT]).

Issues

The key isaues to be aldressed by the Working Groupand uponwhich the
consultants will be seeking wide spread input include :
« Options for the role and functions of the peak oversighting body;

e Organisations and industry sedors that shoud be represented on
the oversighting body;

« Options for the corporate structure of the peak body;

« Potential resource requirements of such a body;

* Posgble medanisms for overseang the body’ s work and ensuring
its integrity;

 Reevant technicd standards for authenticaion products and
services;

National Public Key Infrastructure Working Group

Final Version , 6 April 1998
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* Scope and form of cgpability standards for the acceditation o
organisations providing authentication products and services;

» Medanisms for evaluating the dfedivenessof the authenticaion
framework and the operations of the peak body; and

* Other issues relevant to the overall topic under consideration.

Further detail regarding certain issues is provided below.
Scope and Objectives

A significant topic of discussonisthe extent of the role of the peak body
and the posgble separation d the root authority from the palicy defining
functions.

Ancther isaie for discusson relates to the isue of “tedindogy
independence” particularly in regard to matters of ‘Public Key' versus
more general ‘Digital Authentication’.

Trust & Public Confidence

This isae relates to “what constitutes Trust in its various forms and hawv
this may be adieved”. A further, related issue of Public Confidence (and
possibly Systemic Risk) also needs to be addressed.

Policies and Audit

Issues to be examined include:
« what is meant by a policy in terms that can persuade laypersons;
« what is the difference between a policy and a standard?
* how are policies to be policed?
« what is the role of audit, self-audit, external audit ?
¢ who will audit the auditors? and
* how does this relate to trust?

Role of Legislation/Regulation

This addresses the isaues of the need for legislatior/regulation to suppat
digital signatures in their various forms. This may be in the form of
spedfic digital signature legidation bu may also include others, as
suggested by Wallis including the Uniform Consumer Credit code, the
Privacy Act 1988, and the Financial Transactions Reports Act 1988.

Is there a cae for an “Australian” national peak body, unless national
jurisdiction is somehow an issue?

Privacy and Social Equity

This addresses privacy and aher isaues of social equity. It is posshle that
some implementations of eledronic authenticaion may be seen to be
privacy invasive and/or be seen to discriminate against thase who canna
or will nat use techndogy based solutions. It could also be agued that a
digital signature infrastructure may be of considerable benefit to
Australians living and working in remote areas.

National Public Key Infrastructure Working Group
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International Co-operation

Issues at stake include the related adiviti es, and influence of internationa
bodes (eg APEC, Uncitral, I1SO) as well as the power of the worldwide
produwct development indwstry, and the extent to which these will
determine the way in which digital signatures are going to work globally.

Functions and Processes

This ®e&ks to flesh ou the passhble functions and processes of a pe&k
body. Possible functions and processes include :

« oversight of accreditation of elements of a National PKI
« licensing of accrediting organisations

« dispute resolution

« seeking community views on proposed policies

« promulgation of policies for a national PKI

Corporate Structure, Governance and Funding

This eks to examine the isaues of ownership, structure, management and
funding of a peak body.

Further Information

For further information please contact :

Steve Burns of ETC Electronic Trading Concepts Pty Limited on:
e Telephone : 02 9299-4755
* Emalil : stephen.burns@etc.com.au

Phillip Hennig of Department of Communications and the Arts on:
e Telephone: 02 6271-1083
e Email: phennig@dca.gov.au.

National Public Key Infrastructure Working Group
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NPKI —Interview Questions

Refer to the National Public Key Infrastructure (NPKI) Briefing paper for background.
1. What should be the role and functions of a peak body oversighting NPKI

If you believe a peak body is necessary the role and function options include;
a) monitoring overall framework policy;
b) accrediting/certifying certification authorities (CAs);
¢) auditing CAs to ensure compliance with agreed standards and principles;
d) acting as the root for the national certification architecture;
€) cross certifying other international root authorities;

f) generating and publishing national and international Certificate
Revocation Lists (CRLs); and

g) archiving certificates, CRLs and audit files.

2. What organisations (both public and private sedor) and industry sedors
should be represented on the oversighting body?

Options include:
e Providers of authentication products and services;
* Peak bodies representing users of authentication products and services;
 Government bodies; and

e Standards development bodies.

3. What should be the corporate structure of the peak body?
Options include:
e an incorporated body;
e agovernment business enterprise or statutory authority; or

e acooperative non-profit organisation.

4. How should resource requirements neeaded in oversighting the national
framework be met in terms of :

o staff;
+ fixed assets; and
* recurrent funding?.

5. How should the work of the peak body be overseen in order to ensure its
integrity;

National Public Key Infrastructure Working Group
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6. What, if any, should be the reevant technical standards for authentication
products and services?

Options include:
« the work of Standards Australia working group 12/4/1;
* ITSEC;

« standards developed by international standards developing bodies.

7. What should be the scope, and form, of capability standards used for
accrediting organisations providing authentication products and services?

8. What medhanisms should be put in place to evaluate the dfedivenessof the
authentication framework and the operations of the peak body? What
should be the criteria for measuring effectiveness?

9. Are there any other isaues relevant to the dfedive operation of a national
user authentication framework?

National Public Key Infrastructure Working Group
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