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Preface

This book is intended for use by OTRS administrators. It also serves as a good reference for
OTRS newbies.

The following chapters describe the installation, configuration, and administration of the
OTRS software. The first third of the text describes key functionality of the software, while
the remainder serves as a reference to the full set of configurable parameters.

This book continues to be a work in progress, given a moving target on new releases. We need
your feedback in order to make this a high quality reference document: one that is usable,
accurate, and complete. Please write to us if you find content missing in this book, if things
are not explained sufficiently, or even if you see spelling mistakes, grammatical errors, or
typos. Any kind of feedback is highly appreciated and should be made via our bug tracking
system on http://bugs.otrs.org. Thanks in advance for your contributions!

Xi
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Chapter 1. Introduction
1. Trouble Ticket Systems - The Basics

This chapter offers a brief introduction to trouble ticket systems, along with an explanation
of the core concept of a trouble ticket. A quick example illustrates the advantages of using
such a system.

1.1. What is a trouble ticket system, and why do you need one?

The following example describes what a trouble ticket system is, and how you might benefit
from using such a system at your company.

Let's imagine that Max is a manufacturer of video recorders. Max receives many messages
from customers needing help with the devices. Some days, he is unable to respond promptly
or even acknowledge the messages. Some customers get impatient and write a second
message with the same question. All messages containing support requests are stored in a
single inbox folder. The requests are not sorted, and Max responds to the messages using
a regular email program.

Since Max cannot reply fast enough to all the messages, he is assisted by the developers Joe
and John in this. Joe and John use the same mail system, accessing the same inbox. They don't
realize that Max often gets two identical requests from one frustrated customer. Sometimes
they both end up responding separately to the same request, with the customer receiving
two different answers. Furthermore, Max is unaware of the details of their responses. He is
also unaware of the details of the customer problems and their resolutions, such as which
problems occur with high frequency, or how much time and money he has to spend on
customer support.

At a meeting, a colleague tells Max about trouble ticket systems and how they can solve
Max's problems with customer support. After looking for information on the Internet, Max
decides to install OTRS on a computer that is accessible from the web by both his customers
and his employees. Now, the customer requests are no longer sent to Max's private inbox but
to the mail account that is used for OTRS. The ticket system is connected to this mailbox and
saves all requests in its database. For every new request, the system automatically generates
an answer and sends it to the customer so that the customer knows that his request has
arrived and will be answered soon. OTRS generates an explicit reference, the ticket number,
for every single request. Customers are now happy because their requests are acknowledged
and it is not necessary to send a second message with the same question. Max, John, and
Joe can now log into OTRS with a simple web browser and answer the requests. Since the
system locks a ticket that is answered, no message is edited twice.

Let's imagine that Mr. Smith makes a request to Max's company, and his message is
processed by OTRS. John gives a brief reply to his question. But Mr. Smith has a follow-up
guestion, which he posts via a reply to John's mail. Since John is busy, Max now answers
Mr. Smith's message. The history function of OTRS allows Max to see the full sequence of
communications on this request, and he responds with a more detailed reply. Mr. Smith does
not know that multiple service representatives were involved in resolving his request, and
he is happy with the details that arrived in Max's last reply.

Of course, this is only a short preview of the possibilities and features of trouble ticket
systems. But if your company has to attend to a high volume of customer requests through
emails and phone calls, and if different service representatives need to respond at different
times, a ticket system can be of great assistance. It can help streamline work flow processes,
add efficiencies, and improve your overall productivity. A ticket system helps you to flexibly
structure your Support or Help Desk environment. Communications between customers and
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service staff become more transparent. The net result is an increase in service effectiveness.
And no doubt, satisfied customers will translate into better financial results for your company.

1.2. What is a trouble ticket?

A trouble ticket is similar to a medical report created for a hospital patient. When a patient
first visits the hospital, a medical report is created to hold all necessary personal and medical
information on him. Over multiple visits, as he is attended to by the same or additional
doctors, the attending doctor updates the report by adding new information on the patient's
health and the ongoing treatment. This allows any other doctors or the nursing staff to get
a complete picture on the case at hand. When the patient recovers and leaves the hospital,
all information from the medical report is archived and the report is closed.

Trouble ticket systems such as OTRS handle trouble tickets like normal email. The messages
are saved in the system. When a customer sends a request, a new ticket is generated by
the system which is comparable to a new medical report being created. The response to
this new ticket is comparable to a doctor's entry in the medical report. A ticket is closed if
an answer is sent back to the customer, or if the ticket is separately closed by the system.
If a customer responds again on an already closed ticket, the ticket is reopened with the
new information added. Every ticket is stored and archived with complete information. Since
tickets are handled like normal emails, attachments and contextual annotations will also
be stored with each email. In addition, information on relevant dates, employees involved,
working time needed for ticket resolution, etc. are also saved. At any later stage, tickets can
be sorted, and it is possible to search through and analyze all information using different
filtering mechanisms.

2. OTRS Help Desk

This chapter describes the features of OTRS Help Desk (OTRS). You will find information about
the hardware and software requirements for OTRS. Additionally, in this chapter you will learn
how to get commercial support for OTRS, should you require it, and how to contact the
community.

2.1. Basics

OTRS Help Desk (OTRS) is a web application that is installed on a web server and can be
used with a web browser.

OTRS is separated into several components. The basic component is the OTRS framework
which contains all central functions for the application and the ticket system. Through the
web interface of the OTRS framework, it is possible to install additional applications such as
ITSM modules, integrations with Network Monitoring solutions, a knowledge base (FAQ), et
cetera.

2.2. Features

OTRS has many features. The following list gives an overview of the features included in the
central framework.

The features of OTRS
 Web interface:

e Easy and initial handling with any modern web browser, even with mobile phones or
other mobile computers.

* A web interface to administer the system via the web is available.
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* A web interface to handle customer requests by employees/agents via the web is
integrated.

* A web interface for customers is available to write new tickets, check the state and
answer existing tickets and search through their own tickets.

e The web interface can be customized with different themes; own themes can be
integrated.

e Support for many languages.

* The appearance of output templates can be customized (dtl).

* Mails from and into the system can contain multiple attachments.
* Mail interface:

e Support for mail attachments (MIME support).

* Automatic conversion of HTML into plain text messages (increased security for sensitive
content and enables faster searching).

* Mail can be filtered with the X-OTRS headers of the system or via mail addresses, e.g.
for spam messages.

* PGP support, creation and import of own keys, signing and encrypting outgoing mail,
signed and encrypted messages can be displayed.

* Support for viewing and encrypting S/MIME messages, handling of S/MIME certificates.
* Auto answers for customers, configurable for every queue.
* Email notifications for agents about new tickets, follow-ups or unlocked tickets.
* Follow-ups by references or In-Reply-To header entries.
* Tickets:
* Expanded queue view, fast overview of new requests in a queue.
* Tickets can be locked.
* Creation of own auto response templates.
* Creation of own auto responders, configurable for every queue.

 Ticket history, overview of all events for a ticket (changes of ticket states, replies, notes,
etc.).

* Print view for tickets.
* Adding own (internal or external) notes to a ticket (text and attachments).
* Ticket zooming.

¢ Access control lists for tickets can be defined.

3
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Forwarding or bouncing tickets to other mail addresses.

Transferring tickets between queues.

Setting or changing the priority of a ticket.

The working time for every ticket can be counted.

Up-coming tasks for a ticket can be defined (pending features).

Bulk actions on tickets are possible.

Automatic and timed actions on tickets are possible with the "GenericAgent".

Full text search on all tickets is possible.

System:

OTRS runs on many operating systems (Linux, Solaris, AlX, FreeBSD, OpenBSD, Mac OS
10.x, Microsoft Windows).

ASP support (active service providing).
Linking several objects is possible, e.g. tickets and FAQ entries.

Integration of external back-ends for the customer data, e.g. via AD, eDirectory or
OpenLDAP.

Setting up an own ticket identifier, e.g. Call#, Ticket# or Request#.
The integration of your own ticket counter is possible.

Support of several database systems for the central OTRS back-end, e.g. MySQL,
PostgreSQL, Oracle, MSSQL).

Framework to create stats.

utf-8 support for the front- and back-end.

Authentication for customers via database, LDAP, HTTPAuth or Radius.
Support of user accounts, user groups, and roles.

Support of different access levels for several systems components or queues.
Integration of standard answer texts.

Support of sub queues.

Different salutations and signatures can be defined for every queue.

Email notifications for admins.

Information on updates via mail or the web interface.

Escalation for tickets.
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e Support for different time zones.
* Simple integration of own add-ons or applications with the OTRS API.

¢ Simple creation of own front-ends, e.g. for X11, console.

2.2.1. New features of OTRS 3.2

2.2.1.1. More customer focused

* The new "Customer Information Center" provides a great dashboard-like view on a

customer (company). You can see
¢ Escalated, reminder, new, and open tickets of the customer company.

* Customer users (contacts) belonging to this customer company, with their individual
ticket count and shortcuts for creating new tickets for them.

* An overall ticket status view of the customer company.

* New "switch to customer" feature makes it possible for an agent with the required

permissions to look into the customers's panel with their rights.

2.2.1.2. More customizable

2.2.1.2.1. Process Management

* The new process management makes it possible to represent processes within OTRS.

2.2.1.2.2. Customer Interface Improvements

* The customer web interface now fully supports AJAX and ACLs.

It now requires JavaScript and is not compatible with Internet Explorer 6 or earlier versions.

In the Customer Interface, you can now set the default ticket type for new tickets.
Additionally, you can now also hide the ticket type and use a default value for all tickets
created via the customer interface.

2.2.1.2.3. Agent Interface Improvements

Agents can now search for tickets based on escalation time.
New option to show DynamicFields by default in ticket search.

Screen usage optimizations in the ticket screens to avoid scrolling in popup windows. For
each ticket screen, the size of the richtext editor can now be configured separately.

It is now possible to move tickets to another queue from within the TicketAction dialogs
(TicketNote, TicketClose etc.) after activating a configuration option. This is turned off by
default.

Ticket search will now directly jump to the ticket zoom screen if only one ticket is found.

New ability to hide the Article Type from TicketActionCommon-based screens which can be
helpful to fit more data in the browser window.
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* There is a new out-of-office dashboard widget that lists all currently unavailable agent
colleagues.

* New CKEditor 4 makes working with rich text content (such as HTML emails) easier and
more stable.

2.2.1.2.4. Administration improvements

* Event Based notifications can now be sent out only for specific Article Sender Types.

The Statistics engine in OTRS now understands 'Weeks' in addition to days, months and
years. This grants the ability to, for instance, create a report for tickets 'created last week',
or generate a report that shows tickets created per queue per week.

* It is possible to place customized DTL (template) files in Custom/Kernel/Qutput/HTML, so
that they override the system's default DTL files just as how this already works for Perl files.

In AdminSMIME it is now possible to display human readable certificate contents.

* SysConfig now supports config setting types Date and DateTime.

2.2.1.3. Better scalability
2.2.1.3.1. Ticket Archiving Improved

* When tickets are archived, the information which agent read the ticket and articles can be
removed, as well as the ticket subscriptions of agents. This is active by default and helps
reduce the amount of data in the database on large systems with many tickets and agents.

* There is also a new script to remove this data from existing archived tickets.
* Archived tickets are now always shown as 'read' by the agent.
2.2.1.3.2. Performance Improvements
* Session management is up to 10 times faster, especially with many active users.

* It is now possible to limit the number of concurrent agents and/or users to avoid server
capacity overload.

* Significant reduction in the number of executed database statements in ticket overviews
and ticket masks in agent and customer frontend.

* This will reduce the load on database servers, especially on large systems. In some cases
OTRS will become visibly more responsive (if the system was slowed down by the DB
load or latency).

* Improved performance of LDAP user synchronization.

* Improved cache performance with many cache files.

2.2.1.4. More Interoperable
2.2.1.4.1. FAQ Connector for the Genericlnterface

* It is now possible to access the data of the FAQ module (OTRS knowledge database) via
web service (Genericlnterface). This can be useful to embed FAQ articles on your company
website, for example.
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2.2.2. New features of OTRS 3.1
2.2.2.1. GENERIC INTERFACE - A Web Service Framework

Gl is a flexible framework to allow web service interconnections of OTRS with third party
applications.

OTRS can act in both ways - as a provider (server, requested from remote) or requester
(client, requesting remotely).

Simple web service connections can be created without programming by configuring the
Generic Interface.

Complex scenarios can be realized by plugging in custom OTRS extensions that add perl
code to the Gl infrastructure on different architectural layers.

Connectors expose parts of OTRS to Generic Interface web services.For example, a ticket
connector exposes the ticket create/update function, so that they can be used in a web
service regardless which network transport is used.

A scheduler daemon process supports asynchronous event handling. This is useful to
asynchronously start web service requests from OTRS to another system, after the agent''s
request has been answered (e.g. when a ticket has been created). Otherwise, it might block
the response, resulting in increased response times for the agent.

With the Generic Interface, new web services can be configured easily by using existing OTRS
modules, without additional code. They can be combined to create a new web service. When
configuring a new web service connection, the administrator has to add:

A new web service in the admin GUI
The basic meta data (Transport type (SOAP), URL etc.) and

Existing operations (part of a connector) and specify for each operation how the data must
be mapped (inbound and outbound)

A Generic Interface Debugger will help the OTRS administrator to check how requests are
coming in and how they are handled through the different layers.

2.2.2.1.1. Current Features

* Network transports: SOAP/HTTP. Others like REST and JSON are scheduled to be added in

the future depending on customers demand.

» Configurable data mapping Graphical User Interface for key/value transformations with

respect to incoming and outgoing data.

» Graphical debugger to check the configuration and flow of information of configured web

services.

* A ticket connector allowing the use of OTRS as a web service for ticket handling.

2.2.2.1.2. Future Features

* Additional network transports (REST, JSON).

» The GI will replace the iPhoneHandle as the backend for mobile apps.
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» Additional connectors will be added to provide more parts of OTRS for use with web services
(e.g. to allow the creation, update, or deletion of agents, users, services or Cls).

2.2.2.2. DYNAMIC FIELDS

The DynamicFields Feature replaces the existing ticket and article FreeText and FreeTime
fields with a dynamic structure that will also allow to create custom forms in OTRS.

* An unlimited amount of fields can be configured using an own graphical user interface for
administration.

* The fields can have different types that can be used for both, tickets and articles. Available
by default are:

¢ Text

Multiline text

Checkbox

e Dropdown

Multi-select
¢ Date
¢ Date and time

* New custom field types (e.g. custom field type dropdown with an external data source) can
be added with small effort as the fields are created in a modular, pluggable way.

» A future scenario is, that DynamicFields can be used for objects other than tickets or in
custom modules. For example, a custom module adding objects to handle "orders" in OTRS
could use the DynamicFields to attach properties/data to these orders.

» A database update script will transform historic FreeText fields and related configuration
settings into the new structure.

2.2.2.3. TICKET MANAGEMENT IMPROVEMENTS

2.2.2.3.1. Ticket creation improved

* Multiple email addresses can now be specified as 'To:', 'CC:' or 'BCC:' when creating a new
phone or email ticket.

2.2.2.3.2. Inbound phone call support

* Inbound phone calls can now be registered within an existing tickets (until now, only
outbound calls were registered).

2.2.2.3.3. Ticket overview preview improved

* It is now possible to exclude articles of certain sender types (e.g. articles from internal
agents) in the SysConfig from being displayed in the overview preview mode.

» A certain article type can be configured which will display articles of that type as expanded
by default when the view is accessed.
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2.2.2.3.4. Ticket move improved

* The screen shown after moving a ticket is now configurable. Options are the ticket zoom
view (LastScreenView) or the ticket list (LastScreenOverview).

2.2.2.3.5. Bulk action improved

* With the new bulk action, outbound emails can now be sent from multiple tickets at the
same time. As tickets can have different queues, and these queues each can have different
templates, salutations and signatures, these are not used in the Bulk Action email.

* An additional bulk action allows configuring the ticket type for selected tickets.
2.2.2.3.6. Configurable Reject Sender Email Address

* The feature allows configuring an email address instead of the administrator address to
reject the creation of new tickets by email. This feature can be used in all cases where
customers are not allowed to create new tickets by email.

2.2.2.4. PROCESS AUTOMATION
2.2.2.4.1. Escalation events added

* OTRS will now create events for each of the available escalation types (response, update
and resolution). This allows performing actions (such as notifications) before the escalation
occurs, in the moment it occurs, and in the moment that the escalation ends.

2.2.2.4.2. Notification mechanism improved

* A new generic agent notification module allows the OTRS administrator to define messages
that will be shown in the agent web front-end when agents log into the system.

2.2.2.4.3. Time calculation improved

* All kinds of times will now be calculated by and based on the application server only solving
the issues that were caused by variances between the clock times of application and data
base servers.

2.2.2.4.4. GenericAgent improved

* The GenericAgent can now filter for tickets change time.

* In addition, the GenericAgent can set the ticket responsible for matched tickets.
2.2.2.5. USER INTERFACE, RICH TEXT EDITOR, CHARSET
2.2.2.5.1. User interface performance improved

* The speed for rendering and article display was improved, thanks to Stelios Gikas
<stelios.gikas@noris.net>!

2.2.2.5.2. Rich Text Editor Update
* |OS5 support added.
* Block quotes can be left with the enter key.

» Update from CKEditor 3.4 to CKEditor 3.6, so improvements refer to the releases of CKEditor
3.5 and CKEditor 3.6.
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* |E9 support improved.
» Resizable dialogs.

2.2.2.5.3. Unicode Support - Non-UTF-8 Internal Encodings Dropped
* UTF-8 is now the only allowed internal charset of OTRS.

* All language files are now formatted in UTF-8, which simplifies their handling and future
improvements of the translation mechanism.

2.2.2.6. DATABASE DRIVER SUPPORT
2.2.2.6.1. PostgreSQL DRIVER compatibility improved

* PostgreSQL 9.1 support added.

* A new legacy driver is now available for PostgreSQL 8.1 or earlier versions.
2.2.2.6.2. MS SQL DRIVER compatibility improved

* The MS SQL driver now stores binary data in VARBINARY rather than deprecated type TEXT
as well as NVARCHAR to store text strings rather than VARCHAR (for improved Unicode
support).

2.2.2.7. MAIL INTEGRATION
2.2.2.7.1. Mail handling improved

* When connecting to IMAP mail accounts, it is now possible to handle emails from a specific
email folder, aside from the INBOX folder.

* OTRS can now connect to IMAP servers using Transport Layer Security (TLS), which is useful
for modern restricted environments.

2.2.3. Top new features of OTRS 3.0

Context

* User Centered redesign of the Graphical User Interface which results in a dramatic shift
from a comprehensive but static to a more powerful and dynamic application using state-
of-the art technologies like Ajax, xHTML and optimized CSS.

New Ticket and Article Indicator

* This new feature has been implemented on both ticket and article level. At a glance, an
agentis now able to check for any updates within a ticket or on the article level to check for
new and unread articles. You benefit from increased transparency and decreased response
times.

Optimized Fulltext Search

* The new search feature allows you to flexibly customize the way you browse the information
base. Options provided by the new search feature range from single search-string searches
to complex multi-string boolean search operations including various operators. You benefit
from fully customizable searches adjusted according to your needs.

10
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New Ticket Zoom View

* The redesign based on Ajax technology allows agents to display complex and linked
information structures in real-time while keeping the agents' current working environment.
The agent will benefit from increased orientation and increased workflow efficiency.

Global Ticket Overviews

* Well known from OTRS 2.4, the global ticket overviews have been optimized to achieve
increased inter- activity. Depending on the use case and preferences of your agents, they
can easily change the ticket overviews layout according to their specific needs. Options are
small, medium, and large, with each providing a different degree of information details.

Accessibility

* The redesign includes common accessibility standards WCAG and WAI-ARIA which also
allows disabled users to better interact with OTRS Help Desk. The US Rehabilitation Acts
Section 508 has been fulfilled.

New Customer Interface

* The customer web front-end can be integrated to your organization's intranet and is fully
integrated into the redesigned help desk system.

Archive Feature

* OTRS 3.0 now offers a new archiving feature. With a separated archive, you'll benefit from
a reduced time spent for searches and increased display of results.

2.3. Hardware and software requirements

OTRS can be installed on many different operating systems. OTRS can run on linux and on
other unix derivates (e.g. OpenBSD or FreeBSD). You can also run it on Microsoft Windows.
OTRS does not have excessive hardware requirements. We recommend using a machine with
at least a 2 GHz Xeon or comparable CPU, 2 GB RAM, and a 160 GB hard drive for a small
setup.

To run OTRS, you'll also need to use a web server and a database server. Apart from that,
you should install perl and/or install some additional perl modules on the OTRS machine. The
web server and Perl must be installed on the same machine as OTRS. The database back-
end may be installed locally or on another host.

For the web server, we recommend using the Apache HTTP Server, because its module
mod_perl greatly improves the performance of OTRS. Apart from that, OTRS should run on
any web server that can execute Perl scripts.

You can deploy OTRS on different databases. You can choose between MySQL, PostgreSQL,
Oracle, or Microsoft SQL Server. If you use MySQL you have the advantage that the database
and some system settings can be configured during the installation, through a web front-end.

For Perl, we recommend using at least version 5.8.8. You will need some additional modules
which can be installed either with the Perl shell and CPAN, or via the package manager of
your operating system (rpm, yast, apt-get).

Software requirements

11
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2.3.1. Perl support
» Perl 5.8.8 or higher
2.3.2. Web server support
* Apache2 + mod_perl2 or higher (recommended, mod_perl is really fast!)
* Webserver with CGI support (CGl is not recommended)
* Microsoft Internet Information Server (1IS) 6 or higher
2.3.3. Database support
* MySQL 5.0 or higher
» PostgreSQL 7.0 or higher (8.2 or higher recommended)
* Oracle 10g or higher

* Microsoft SQL Server 2005 or higher

The section in the manual about installation of Perl modules describes in more detail how
you can set up those which are needed for OTRS.

If you install a binary package of OTRS, which was built for your operating system (rpm,
Windows-Installer), either the package contains all Perl modules needed or the package
manager of your system should take care of the dependencies of the Perl modules needed.

2.3.4. Web browser support

To use OTRS, you'll be OK if you use a modern browser with JavaScript support enabled. We
support the following browsers:

* Internet Explorer 8.0 or higher (agent interface)
Internet Explorer 7.0 or higher (customer interface)

* Mozilla Firefox 3.6 or higher

* Google Chrome

* Opera 10 or higher

» Safari 4 or higher

We recommend always using the latest version of your browser, because it has the best
JavaScript and rendering performance. Dramatical performance varieties between the used
browsers can occur with big data or big systems. We are happy to consult you on that matter.

2.4. Community

OTRS has a large user community. Users and developers discuss OTRS and exchange
information on related issues through the mailing-lists. You can use the mailing lists to discuss
installation, configuration, usage, localization and development of OTRS. You can report

software bugs in our bug tracking system.

The homepage of the OTRS community is: http://www.otrs.com/open-source/.

12


http://www.otrs.com/open-source/

OTRS

Real Services

2.5. Professional Services for OTRS

Whether you need help in configuring or customizing OTRS or you want to be on the safe side,
don't hesitate to contact us: We offer a wide range of professional services such as world-wide
enterprise support, consulting and engineering including process design, implementation,
customization, application support, and fully managed service.

Our Service Contracts guarantee instant help and professional support as well as support
assessment and last but not least free access to OTRS Feature Add-ons - useful additional
features for your OTRS.

The OTRS Group offers specific training programs in different countries. You can either
participate in one of our public OTRS Administrator trainings which take place reqgularly, or
benefit from an inhouse training that covers all the specific needs of your company.
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Chapter 2. Installation

This chapter describes the installation and basic configuration of the central OTRS framework.
It covers information on installing OTRS from source, or with a binary package such as an RPM
or a Windows exectuable.

Topics covered here include configuration of the web and database servers, the interface
between OTRS and the database, the installation of additional Perl modules, setting proper
access rights for OTRS, setting up the cron jobs for OTRS, and some basic settings in the OTRS
configuration files.

Follow the detailed steps in this chapter to install OTRS on your server. You can then use its
web interface to login and administer the system.

1. The simple way - Installation of pre-built packages

If available for your platform you should use pre-built packages to install OTRS, since it is
the simplest and most convenient method. You can find them in the download area at http:/
www.otrs.com . The following sections describe the installation of OTRS with a pre-built or
binary package on SUSE, Red Hat and Microsoft Windows systems. Only if you are unable to
use the pre-built packages for some reason should you follow the manual process.

1.1. Installing the RPM on a SUSE Linux server

This section describes the installation of our RPM package on a SUSE Linux server. We have
tested against all recent SLES and openSUSE versions. Before you start the installation,
please visit http://www.otrs.com/downloads and make sure you use the latest OTRS RPM
package available.

1.1.1. Preparing the database for OTRS

You can use OTRS using different database back-ends: MySQL, PostgreSQL, Oracle or
Microsoft SQL Server. The most popular database to deploy OTRS on is MySQL. This chapter
shows the steps you need to take to configure MySQL on a SUSE-based server. Of course
you can install the database on a dedicated database server if needed for scalability or other
purposes.

Note

If you follow this chapter on openSUSE 12.3 and up you'll actually not install MySQL
but MariaDB instead, a MySQL compatible fork of the MySQL code. This is no problem,
it will work just as well (and even a little better at some points).

Install MySQL by executing the following command as root:

linux:~ # zypper install mysql perl-DBD-mysql

This will install MySQL with the default options on your system. You'll need to change the
defaults in order to make it suitable for OTRS. With a text editor open the file /etc/my.cnf
and change the line with max_allowed_packet on it, and add a line below, like this:

max_allowed packet=20M
query cache size=32M
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Now execute rcmysql restart to re-start the database server and activate these changes.
Then run /usr/bin/mysql_secure_installation and follow the on-screen instructions to set
a database root password, remove anonymous access and remove the test database. Lastly,
run chkconfig -a mysql in order to make sure mysql is automatically started at server
startup time.

1.1.2. Installing OTRS
Install OTRS with via the command line using zypper. This will also pull in some dependencies

such as the apache web server and some Perl modules. Make sure you copied the OTRS RPM
file to the current directory.

otrs-sles:~ # zypper install otrs-3.2.*.rpm

Retrieving package otrs-3.2.3-01.noarch (1/26), 17.5 MiB (74.3 MiB unpacked)
Installing: otrs-3.2.3-01 [done]

Additional rpm output:

Check OTRS user ... otrs added.

Next steps:

[start database and Apachel
Make sure your database is running and execute 'rcapache2 restart'.

[install the OTRS database]
Use a webbrowser and open this link:
http://myserver.example.com/otrs/installer.pl

[OTRS services]
Start OTRS 'rcotrs start-force' (rcotrs {start|stop|status|restart|start-force|

stop-force}).
((enjoy))

Your OTRS Team
http://otrs.org/

otrs-sles:~ #

Script: Command to install OTRS.

The OTRS installation is done. Start your web server to load the OTRS specific changes in
its configuration, as shown in the script below. Also run chkconfig to make sure OTRS is
automatically started when the server reboots.

otrs-sles:~ # chkconfig -a apache2

apache2 0:0ff 1l:off 2:0ff 3:on 4:0ff 5:on 6:0ff

otrs-sles:~ # rcapache2 start

Starting httpd2 (prefork) httpd2-prefork: Could not reliably determine the server's fully
qualified domain name, using 10.x.x.x for ServerName

done

otrs-sles:~ #

Script: Starting the web server.
1.1.3. Installation of additional perl modules

OTRS needs some more modules than can be installed by the RPM. You can post-install
them manually. You can check what modules you are missing by running the bin/
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otrs.CheckModules.pl script located in the /opt/otrs directory. Some modules are only
needed for optional functionality, such as communication with IMAP(S) servers or PDF
generation. On SLES you should add an external repository to the zypper configuration in
order to get the modules needed for your system. Choose the module needed for your OS
version from here: http://download.opensuse.org/repositories/devel:/languages:/perl/. Add
the repository like this for SLES 11 SP2:

zypper ar -f -n perl http://download.opensuse.org/repositories/devel:/languages:/
perl/SLE_11 SP2 Perl

On openSUSE 12.3 the extra repository is only needed for the Mail::IMAPClient module, which
you'd only need if you need to collect mails from an IMAP server secured with TLS. The
corresponding line would look like this:

zypper ar -f -n perl http://download.opensuse.org/repositories/devel:/languages:/
perl/openSUSE 12.3/ Perl

The first time you use zypper after you added this repository, you will be prompted to add
its key. Now you can install missing modules like below.

otrs-sles:/opt/otrs # zypper install -y "perl(YAML::LibYAML)"
Refreshing service 'susecloud'.
Retrieving repository 'perl' metadata [\]

New repository or package signing key received:

Key ID: DCCA98DDDCEF338C

Key Name: devel:languages:perl 0BS Project <devel:languages:perl@build.opensuse.org>
Key Fingerprint: 36FOACOBCA9D8AF2871703C5DCCA98DDDCEF338C

Key Created: Wed Oct 10 22:04:18 2012

Key Expires: Fri Dec 19 22:04:18 2014

Repository: perl

Do you want to reject the key, trust temporarily, or trust always? [r/t/a/?] (r): a
Retrieving repository 'perl' metadata [done]

Building repository 'perl' cache [done]

Loading repository data...

Reading installed packages...

"perl(YAML: :LibYAML) ' not found in package names. Trying capabilities.

Resolving package dependencies...

The following NEW package is going to be installed:
perl-YAML-LibYAML

The following package is not supported by its vendor:
perl-YAML-LibYAML

Retrieving package perl-YAML-LibYAML-0.38-12.4.x86 64 (1/1), 75.0 KiB (196.0 KiB unpacked)
Retrieving: perl-YAML-LibYAML-0.38-12.4.x86 64.rpm [done (55.7 KiB/s)]
Installing: perl-YAML-LibYAML-0.38-12.4 [done]

The next step is to configure OTRS using the web installer, as described in this section.
1.2. Installing OTRS on a Red Hat Enterprise Linux or CentOS system

This section describes the installation of our RPM package on a Red Hat Enterprise Linux
(RHEL) or CentOS server. We ship separate RPMs for versions 5 and 6 of RHEL and CentOS.
Before you start the installation, please visit http://www.otrs.com/downloads and make sure
you use the latest OTRS RPM package available.
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1.2.1. Preparing the database for OTRS

You can use OTRS using different database back-ends: MySQL, PostgreSQL, Oracle or
Microsoft SQL Server. The most popular database to deploy OTRS on is MySQL. This chapter
shows the steps you need to take to configure MySQL on a RHEL-based server. Of course
you can install the database on a dedicated database server if needed for scalability or other
purposes.

Install MySQL by executing the following command as root:

[root@otrs-centos6 ~]# yum -y install mysql-server

This will install MySQL with the default options on your system. You'll need to change the
defaults in order to make it suitable for OTRS. With a text editor open the file /etc/my.cnf
and add the next two lines under the [mysqld] section:

max_allowed packet=260M
query cache size=32M

Now execute service mysqld start to re-start the database server and activate
these changes. Then run /usr/bin/mysql_secure_installation and follow the on-screen
instructions to set a database root password, remove anonymous access and remove the test
database. Lastly, run chkconfig mysqld on in order to make sure mysql is automatically
started at server startup time.

1.2.2. Installing OTRS
Install OTRS with via the command line using yum. This will also pull in some dependencies

such as the apache web server and some Perl modules. Make sure you copied the OTRS RPM
file to the current directory.

[root@otrs-centos6 ~]# yum install --nogpgcheck otrs-3.2.*.rpm

Dependencies Resolved

Package Arch  Version Repository Size

Installing:

otrs noarch 3.2.3-01 /otrs-3.2.3-01.noarch
74 M

Installing for dependencies:

apr x86 64 1.3.9-5.el6 2 updates 123 k

procmail x86 64 3.22-25.1.el6 base 163 k

Transaction Summary

Install 26 Package(s)

Total size: 80 M

Total download size: 6.0 M

Installed size: 88 M

Downloading Packages:

(1/25): apr-1.3.9-5.el6 2.x86 64.rpm | 123 kB 00:00

(25/25): procmail-3.22-25.1.e16.x86_64.rpm | 163 kB 00:00
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Total 887 kB/s | 6.0 MB 00:06
Running rpm_check debug

Running Transaction Test

Transaction Test Succeeded

Running Transaction

Installing : apr-1.3.9-5.el6 2.x86 64 1/26
iﬁétalling : otrs-3.2.3-01.noarch 26/26
Check OTRS user ... otrs added.
Next steps:

[httpd services]
Restart httpd 'service httpd restart'

[install the OTRS database]

Make sure your database server is running.
Use a web browser and open this link:
http://myserver.example.com/otrs/installer.pl

[OTRS services]
Start OTRS 'service otrs start' (service otrs {start|stop|status|restart).

((enjoy))
Your OTRS Team

Installed:
otrs.noarch 0:3.2.3-01

Dependency Installed:

Complete!
[root@otrs-centos6 ~]#

Script: Command to install OTRS.

The OTRS installation is now done. Now you should make sure that Apache is started and
that it starts whenever the server reboots.

[root@otrs-centos6 ~]# chkconfig httpd on

[root@otrs-centos6 ~]# service httpd start

Starting httpd: httpd: Could not reliably determine the server's fully qualified domain name,
using 10.x.x.x for ServerName [ OK 1]

[root@otrs-centos6 ~]#

Script: Starting the web server.

1.2.3. Installation of additional perl modules

OTRS needs some more modules than can be installed by the RPM. You can post-install
them manually. You can check what modules you are missing by running the bin/
otrs.CheckModules.pl script located in the /opt/otrs directory. Some modules are only
needed for optional functionality, such as communication with IMAP(S) servers or PDF
generation. On Red Hat or CentOS we recommend installing these modules from the EPEL
repository, a repository maintained by the Fedora project, which provides high quality
packages for RHEL and derivatives. Check for more information the EPEL web site.

If you're on RHEL 6 or CentOS 6, you can get the latest package for EPEL from this site. You
can add this repository to yum it in one go by copying the RPM URL you find on this page
and executing this command:
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[root@otrs-centos6 otrs]# yum -y install http://download.fedoraproject.org/pub/epel/6/i386/
epel-release-6-8.noarch.rpm
Loaded plugins: security
Setting up Install Process
epel-release-6-8.noarch.rpm | 14 kB 00:00
Examining /var/tmp/yum-root-7jrlef/epel-release-6-8.noarch.rpm: epel-release-6-8.noarch
Marking /var/tmp/yum-root-7jrlef/epel-release-6-8.noarch.rpm to be installed
Resolving Dependencies
--> Running transaction check
---> Package epel-release.noarch 0:6-8 will be installed
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Installing:
epel-release noarch 6-8 /epel-release-6-8.noarch 22 k

Transaction Summary

Install 1 Package(s)

Total size: 22 k

Installed size: 22 k
Downloading Packages:
Running rpm_check debug
Running Transaction Test
Transaction Test Succeeded
Running Transaction

Installing : epel-release-6-8.noarch 1/1
Verifying : epel-release-6-8.noarch 1/1
Installed:

epel-release.noarch 0:6-8

Complete!
[root@otrs-centos6 otrs]#

The first time you use yum after you added this repository, you will be prompted to add its
key. Now you can install missing modules like below.

[root@otrs-centos6 otrsl# yum -y install "perl(Text::CSV _XS)"
Loaded plugins: security

Setting up Install Process

Resolving Dependencies

--> Running transaction check

---> Package perl-Text-CSV XS.x86 64 0:0.85-1.el6 will be installed
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Installing:
perl-Text-CSV_XS x86 64 0.85-1.el6 epel 71 k

Transaction Summary

Install 1 Package(s)

Total download size: 71 k
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Installed size: 154 k
Downloading Packages:
perl-Text-CSV XS-0.85-1.el6.x86 64.rpm | 71 kB 00:00
arning: rpmts HdrFromFdno: Header V3 RSA/SHA256 Signature, key ID 0608b895: NOKEY
Retrieving key from file:///etc/pki/rpm-gpg/RPM-GPG-KEY-EPEL-6

Importing GPG key 0x0608B895:

Userid : EPEL (6) <epel@fedoraproject.org>

Package: epel-release-6-8.noarch (@/epel-release-6-8.noarch)

From : /etc/pki/rpm-gpg/RPM-GPG-KEY-EPEL-6

Is this ok [y/N]: y

Running rpm_check debug

Running Transaction Test
Transaction Test Succeeded
Running Transaction

Installing : perl-Text-CSV XS-0.85-1.el6.x86 64 1/1
Verifying : perl-Text-CSV XS-0.85-1.el6.x86 64 1/1
Installed:

perl-Text-CSV XS.x86 64 0:0.85-1.el6

Complete!
[root@otrs-centos6 otrs]#

The next step is to configure OTRS using the web installer, as described in this section.
1.3. Installing OTRS on a Debian system

On the OTRS Wiki you can find detailed instructions for setting up OTRS on a Debian system:
http://wiki.otrs.org/index.php?title=Installation_on_Debian_5.04 lenny .

1.4. Installing OTRS on a Ubuntu system

On the OTRS Wiki you can find detailed instructions for setting up OTRS on an Ubuntu system:
http://wiki.otrs.org/index.php?title=Installation_on_Ubuntu_Lucid Lynx (10.4) .

1.5. Installing OTRS on Microsoft Windows systems

Installing OTRS on a Microsoft Windows system is very easy. Download the latest installer
for Win32 from http://www.otrs.org/downloads/ and save the file to your local file system.
Then simply double-click on the file to execute the installer, and follow the few installation
steps to setup the system. After that you will be able to login as OTRS administrator and
configure the system according to your needs. To log in as OTRS administrator use the user
name 'root@localhost' and the default password 'root'.

Warning

Please change the password for the 'root@localhost' account as soon as possible.

Important

The Windows installer for OTRS contains all needed components for OTRS, i.e. the
Apache web server, the MySQL database server, Perl (with all needed modules) and
cron for Windows. For that reason you should only install OTRS on Windows systems
that don't already have an installation of Apache or another web server, or a MySQL
database installation.

2. Installation from source (Linux, Unix)

2.1. Preparing the installation from source

If you want to install OTRS from source, first download the source archive as .tar.gz, .tar.bz2,
or .zip file from http://www.otrs.org/downloads/
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Unpack the archive (for example, using tar) into the directory /opt, and rename the directory
from otrs-x.x.x to otrs (see Script below).

linux:/opt# tar xf /tmp/otrs-x.x.x.tar.gz
linux:/opt# mv otrs-x.x.x otrs
linux:/opt# 1s

otrs

linux:/opt#

Script: First steps to install OTRS.

OTRS should NOT be run with root rights. Next you should add a new user for OTRS. The
home directory of this new user should be /opt/otrs. If your web server is not running with
the same user rights as the new 'otrs' user, which is the case on most systems, you will need
to add the new 'otrs' user to the group of the web server user (see Script below).

linux:/opt# useradd -r -d /opt/otrs/ -c 'OTRS user' otrs
linux:/opt# usermod -G nogroup otrs
linux:/opt#

Script: Adding a new user 'otrs', and adding it to a group.

Next, you have to copy some sample configuration files. The system will later use the copied
files. The files are located in /opt/otrs/Kernel and /opt/otrs/Kernel/Config and have
the suffix .dist (see Script below).

linux:/opt# cd otrs/Kernel/

linux:/opt/otrs/Kernel# cp Config.pm.dist Config.pm
linux:/opt/otrs/Kernel# cd Config

linux:/opt/otrs/Kernel/Config# cp GenericAgent.pm.dist GenericAgent.pm

Script: Copying some sample files.

The last step to prepare the installation of OTRS is to set the proper access rights for the files.
You can use the script otrs.SetPermissions.pl, which is located in the bin directory, in the
home directory of the 'otrs' user. You can execute the script with the following parameters:

otrs.SetPermissions.pl {Home directory of the OTRS user} { --otrs-user= 0TRS user}
{ --web-user=Web server user} [ --otrs-group= Group of the OTRS user][ --web-group=
Group of the web server user]

If your web server is running with the same user rights as user 'otrs', the command
to set the proper access rights is otrs.SetPermissions.pl /opt/otrs --otrs-user=otrs
--web-user=otrs. On SUSE systems the web server is running with the user rights of
'wwwrun'. On Debian-based systems this is 'www-data'. You would use the command
otrs.SetPermissions.pl /opt/otrs --otrs-user=otrs --web-user=wwwrun --otrs-
group=nogroup --web-group=www to set the proper access rights.

2.2. Installation of Perl modules

OTRS requires some additional Perl modules, as described in Table 3-1. If you install OTRS
from source, you will need to install these modules manually. This can be done either with the
package manager of your Linux distribution (yast, apt-get) or, as described in this section,
through the Perl shell and CPAN. If you're using ActiveState Perl, for instance on Windows,
you could use PPM, the built-in Perl Package Manager. We recommend using your package
manager if possible.
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You can verify which modules you need to install with otrs.CheckModules.pl. This script
is located in the bin directory, in the home directory of the 'otrs' user (see Script below).
Please note that some modules are optional.

linux:~# cd /opt/otrs/bin/
linux:/opt/otrs/bin# ./otrs.CheckModules.pl

0 CGIL. .. ittt e e ok (v3.60)

o Crypt::PasswdMD5................. ok (v1.3)

o Crypt::SSLeay........covvvviinnnnn Not installed! (Optional - Required for Generic Interface
SOAP SSL connections.)

o CSS::Minifier..............ouuun. ok (v0.01)

o Date::Format..................... ok (v2.22)

o Date::Pcalc............covvinnn. ok (v1.2)

Script: Checking needed modules.

You should strive to install the missing modules from your Linux distribution's package
management system. By doing so, the packages will be automatically updated when new
versions are available or when security issues are found. Please refer to your distribution's
documentation on how to install additional packages. If the (correct version of) the
module is not available from the package repositories, you can also install from CPAN, the
Comprehensive Perl Archive Network.

To install one of the modules from above via CPAN, you have to execute the command perl -e
shell -MCPAN. The Perl shell will be started in interactive mode and the CPAN module will be
loaded. If CPAN is already configured, you can install the modules with the command install
followed by the name of the module. CPAN takes care of the dependencies of a module to
other Perl modules and will let you know if other modules are needed.

Execute also the commands perl -cw bin/cgi-bin/index.plperl -cw bin/cgi-bin/
customer.pl and perl -cw bin/otrs.PostMaster.pl after changing into the directory /opt/
otrs. If the output of both commands is "syntax OK", your Perl is properly set up (see Script
below).

linux:~# cd /opt/otrs

linux:/opt/otrs# perl -cw bin/cgi-bin/index.pl
cgi-bin/installer.pl syntax OK

linux:/opt/otrs# perl -cw bin/cgi-bin/customer.pl
cgi-bin/customer.pl syntax OK

linux:/opt/otrs# perl -cw bin/otrs.PostMaster.pl
bin/otrs.PostMaster.pl syntax OK
linux:/opt/otrs#

Script: Syntax check.
2.3. Configuring the Apache web server
First of all, you should install the Apache2 web server and mod_perl; you'd typically do this

from your systems package manager. Below you'll find the commands needed to set up
Apache on the most popular Linux distributions.

# rhel / centos:
linux:# yum install httpd mod perl

# suse:
linux:# zypper install apache2-mod perl
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# debian/ubuntu:
linux:# apt-get install apache2 libapache-mod-perl2

To access the web interface of OTRS via a short URL, Alias and ScriptAlias entries are needed.
Most Apache installations have a conf.d directory included. On Linux systems you can
usually find this directory under /etc/apache or /etc/apache2. Log in as root, change to
the conf.d directory and copy the appropriate template in /opt/otrs/scripts/apache2-
httpd.include.conf to a file called otrs.conf in the Apache configuration directory.

Restart your web server to load the new configuration settings. On most systems you can
start/restart your web server with the command /etc/init.d/apache2 restart (see Script
below).

linux:/etc/apache2/conf.d# /etc/init.d/apache2 restart
Forcing reload of web server: Apache2.
linux:/etc/apache2/conf.d#

Script: Restarting the web server.

Now your web server should be configured for OTRS.
2.4. Configuring the database
2.4.1. Installing the OTRS database manually

The recommended way to configure the database is to run the Web Installer. If you can't
use this for some reason, you can also configure the database manually, as described in this
chapter. If you can't use the web installer to setup the OTRS database, you have to set it up
manually. Scripts with the SQL statements to create and configure the database are located
in scripts/database, in the home directory of the 'otrs' user (see Script below).

linux:~# cd /opt/otrs/scripts/database/
linux:/opt/otrs/scripts/database# 1s

otrs-initial insert.db2.sql otrs-schema.mysql.sql
otrs-schema.oracle.sql

otrs-initial insert.mssql.sql otrs-schema-post.db2.sql
otrs-initial insert.mysql.sql otrs-schema.postgresql.sql

otrs-initial insert.oracle.sql
otrs-initial insert.postgresql.sql otrs-schema-post.mssql.sql

otrs-initial insert.xml otrs-schema-post.mysql.sql

otrs-schema.db2.sql otrs-schema-post.oracle.sql
otrs-schema-post.postgresql.sql

otrs-schema.mssql.sql otrs-schema.xml

linux:/opt/otrs/scripts/database#

Script: Files needed to create and configure the database.

To setup the database for the different database back-ends, the .sql files must be processed
in a specific order.

Create the OTRS database manually step by step

1. Creating the DB: Create the database that you want to use for OTRS, with your database
client or your database interface.

2.Creating the tables: With the otrs-schema.DatabaseType.sql files (e.g. otrs-
schema.oracle.sql, otrs-schema.postgresql.sqgl) you can create the tables in your
OTRS database.
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3.Inserting the initial system data: OTRS needs some initial system data to work
properly (e.g. the different ticket states, ticket and notification types). Depending
on the type of database that you are using, you will need to use one of the
following files: otrs-initial insert.mysql.sql, otrs-initial insert.oracle.sql,
otrs-initial insert.postgresql.sql orotrs-initial insert.mssql.sql .

4. Creating references between tables: The last step is to create the references
between the different tables in the OTRS database. Use the otrs-schema-
post.DatabaseType.sql file to create these (e.g. otrs-schema-oracle.post.sql, otrs-
schema-post.postgresql.sql).

After you have finished the database setup, you should check and set proper access rights
for the OTRS database. It should be enough to grant access to one user. Depending on the
database server you are using, setting up the access rights differs, but it should be possible
either with your database client or your graphical database front-end.

If your database and the access rights are configured properly, you have to tell OTRS which
database back-end you want to use and how the ticket system can connect to the database.
Open the file Kernel/Config. pm located in the home directory of the 'otrs' user, and change
the parameters shown in the script below according to your needs.

# DatabaseHost
# (The database host.)
$Self->{'DatabaseHost'} = 'localhost’;

# Database
# (The database name.)
$Self->{Database} = 'otrs';

# DatabaseUser
# (The database user.)
$Self->{DatabaseUser} = 'otrs';

# DatabasePw
# (The password of database user.)
$Self->{DatabasePw} = 'some-pass';

Script: Parameters to be customized.
2.5. Setting up the cron jobs for OTRS
OTRS needs some cron jobs to work properly. The cron jobs should be run with the same

user rights that were specified for the OTRS modules. That means that the cron jobs must
be inserted into the crontab file of the 'otrs' user.

All scripts with the cron jobs are located in var/cron, in the home directory of the 'otrs' user
(see Script below).

linux:~# cd /opt/otrs/var/cron
linux:/opt/otrs/var/cron# 1s

aaa_base.dist generic_agent.dist rebuild ticket index.dist
cache.dist pending jobs.dist session.dist
fetchmail.dist postmaster.dist unlock.dist

generic_agent-database.dist postmaster mailbox.dist
linux:/opt/otrs/var/cron#

Script: Files needed to create the cron jobs.
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These scripts have a suffix of '.dist'. You should copy them to files with the suffix removed.
If you use bash, you might want to use the command listed in Script below.

linux:/opt/otrs/var/cron# for foo in *.dist; do
linux:/opt/otrs/var/cron# 1s

fetchmail.dist postmaster.dist
generic_agent postmaster mailbox
generic_agent-database postmaster mailbox.dist

linux:/opt/otrs/var/cron#

cp $foo “basename $foo .dist’; done

@aa_base generic agent-database.dist rebuild ticket index

aaa_ base.dist generic agent.dist rebuild ticket index.dist
cache pending jobs session

cache.dist pending jobs.dist session.dist

fetchmail postmaster unlock

unlock.dist

Script: Copying and renaming all the files needed to create the cron jobs.

Table 3-2 describes the different cron jobs.

Table 2.1. Description of several cron job scripts.

Script Function

aaa_base Sets the basics for the crontab of the 'otrs'
user.

cache Removes expired cache entries from disk.
Clears the loader cache for CSS and
JavaScript files.

fetchmail Used only if new mails will be fetched with

fetchmail into the ticket system.

generic_agent

Executes the jobs of the GenericAgent that
are not stored in the database but in own
config files.

generic_agent-database

Executes the jobs of the GenericAgent that
are stored in the database.

pending_jobs

Checks system for pending tickets, and closes
them or sends reminders if needed.

postmaster

Checks the message queue of the ticket
system, and delivers messages that are still
in the queues.

postmaster_mailbox

Fetches the mails from the POP3 accounts
that were specified in the admin area, in the
section for "PostMaster Mail Accounts".

rebuild_ticket_index

Rebuilds the ticket index, which improves the
speed of the QueueView.

session Removes old and no longer needed session
IDs.
unlock Unlocks tickets in the system.

To setup all cron jobs, the script bin/Cron.sh located in the home directory of the 'otrs' user
can be used. When this script is executed, it needs a parameter to specify whether you want
to install, remove, or reinstall the cron jobs. The following parameters can be used:

Cron.sh {start} {stop} {restart} [0TRS user]
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Because the cron jobs need to be installed in the crontab file of the 'otrs' user, you need to
be logged in as 'otrs'. If you are logged in as root, you can switch to 'otrs' with the command
su otrs. Execute the commands specified in Script below to install the cron jobs.

Warning

Please note that other crontab entries of the 'otrs' user will be overwritten or removed
by the Cron. sh script. Please change the Cron. sh script to retain other crontab entries
as needed.

linux:/opt/otrs/var/cron# cd /opt/otrs/bin/
linux:/opt/otrs/bin# su otrs

linux:~/bin$ ./Cron.sh start

/opt/otrs/bin

Cron.sh - start/stop OTRS cronjobs

Copyright (C) 2001-2009 OTRS AG, http://otrs.org/
(using /opt/otrs) done

linux:~/bin$ exit

exit

linux:/opt/otrs/bin#

Script: Installing the cron jobs.

The command crontab -l -u otrs, which can be executed as root, shows you the crontab file
of the 'otrs' user, and you can check if all entries are placed correctly (see Script below).

linux:/opt/otrs/bin# crontab -1 -u otrs
7 S
# cron/aaa base - base crontab package

# Copyright (C) 2001-2013 OTRS AG, http://otrs.com/
7 S

# This software comes with ABSOLUTELY NO WARRANTY.
7 S

# Who gets the cron emails?

MAILTO="root@localhost"

cron/cache - delete expired cache

Copyright (C) 2001-2013 OTRS AG, http://otrs.com/

This software comes with ABSOLUTELY NO WARRANTY.

delete expired cache weekly (Sunday mornings)
0 0 * * @ $HOME/bin/otrs.CacheDelete.pl --expired >> /dev/null
0 0 * * 0 $HOME/bin/otrs.LoaderCache.pl -o delete >> /dev/null

WNH HF HEHEHH

cron/fetchmail - fetchmail cron of the OTRS
Copyright (C) 2001-2013 OTRS AG, http://otrs.com/

This software comes with ABSOLUTELY NO WARRANTY.

fetch every 5 minutes emails via fetchmail
*/5 * * * x /usr/bin/fetchmail -a >> /dev/null

HFHEHEHFHFEHFEHES

cron/generic_agent - otrs.GenericAgent.pl cron of the OTRS
Copyright (C) 2001-2013 OTRS AG, http://otrs.com/

This software comes with ABSOLUTELY NO WARRANTY.
start generic agent every 20 minutes
/20 * * * * $HOME/bin/GenericAgent.pl >> /dev/null

*HEHFHFEHFHFEHESR
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# example to execute GenericAgent.pl on 23:00 with

# Kernel::Config::GenericAgentMove job file

#0 23 * * * ¢HOME/bin/otrs.GenericAgent.pl -c "Kernel::Config::GenericAgentMove" >> /dev/null
cron/generic_agent - GenericAgent.pl cron of the OTRS

Copyright (C) 2001-2013 OTRS AG, http://otrs.com/

This software comes with ABSOLUTELY NO WARRANTY.

start generic agent every 10 minutes
/10 * * * * $HOME/bin/otrs.GenericAgent.pl -c db >> /dev/null
cron/pending jobs - pending jobs cron of the OTRS

Copyright (C) 2001-2013 OTRS AG, http://otrs.com/

This software comes with ABSOLUTELY NO WARRANTY.
check every 120 min the pending jobs
5 */2 * * * ¢HOME/bin/otrs.PendingJobs.pl >> /dev/null
cron/postmaster - postmaster cron of the OTRS
Copyright (C) 2001-2013 OTRS AG, http://otrs.com/

This software comes with ABSOLUTELY NO WARRANTY.

check daily the spool directory of OTRS

#10 0 * * * * test -e /etc/init.d/otrs & /etc/init.d/otrs cleanup >> /dev/null; test -e /etc/
rc.d/init.d/otrs && /etc/rc.d/init.d/otrs cleanup >> /dev/null

106 0 * * * $¢HOME/bin/otrs.CleanUp.pl >> /dev/null

EE R EREEREERERENEEEREEEREREEERENREEREEREEEREES

cron/postmaster mailbox - postmaster mailbox cron of the OTRS
Copyright (C) 2001-2013 OTRS AG, http://otrs.com/

This software comes with ABSOLUTELY NO WARRANTY.

fetch emails every 10 minutes
/10 * * * * $HOME/bin/otrs.PostMasterMailbox.pl >> /dev/null
cron/rebuild ticket index - rebuild ticket index for OTRS
Copyright (C) 2001-2013 OTRS AG, http://otrs.com/

This software comes with ABSOLUTELY NO WARRANTY.

just every day
1 01 * * * $¢HOME/bin/otrs.RebuildTicketIndex.pl >> /dev/null

CEEEEREEEENREEEEEESE:S

cron/session - delete old session ids of the OTRS
Copyright (C) 2001-2013 OTRS AG, http://otrs.com/

This software comes with ABSOLUTELY NO WARRANTY.

delete every 120 minutes old/idle session ids
5 */2 * * * ¢HOME/bin/otrs.DeleteSessionIDs.pl --expired >> /dev/null

OHFHHHFEHFHH

cron/unlock - unlock old locked ticket of the OTRS
Copyright (C) 2001-2013 OTRS AG, http://otrs.com/

This software comes with ABSOLUTELY NO WARRANTY.

unlock every hour old locked tickets
5 * * * * $HOME/bin/otrs.UnlockTickets.pl --timeout >> /dev/null

WHEHHHFEHFEHH

linux:/opt/otrs/bin#

Script: Crontab file.
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3. The simple way - Using the web installer (works only with MySQL)

If you use MySQL as the database back-end, you can use the OTRS web installer: http://

localhost/otrs/installer.pl .

When the web installer starts, please follow the following steps to setup your system:

1. Check out the information about the OTRS offices and click on next to continue (see Figure

below).

Step 1 Step 2 Step 3

Step4 Steps

Welcome to OTRS

USA

OTRS Inc.

19925 Stevens Creek Blval
Cupertino, CA 95014-2358
Phone: +1 (415) 3660178

Mexico

OTRSSA. deCV.

0s0 127 - 105, Col. Del Valle
03100 Mexico, D.F.

Phone: +52 55 5524 2171

Malaysia
OTRS Solution Shd Bdn

No 17-1B, Jalan Puteri 217,
Bandar Puteri, 47100 Puchong
Selangor

Phone: +603 8065 3323

Germany
OTRSAG

Norsk-Data-Str. 1

61352 Bad Homburg

Phone: +49 (0) 6172 681988 0

The Netherlands
OTRSB.V.

Schipholweg 103

2316 XC Leiden

Phone: +31(0)71 8200 255

Hong Kong

OTRS Ltd

Rm 406, 4iF, Boss Commercial
Centre

28 Ferry Street, Jordan

Phone: +852 3690 1503

Web site:
Email

Next

Figure: Welcome screen.

2. Read the GNU Affero General Public License (see Figure
the corresponding button at the bottom of the page.

Step 1

Step 2 Step 3 Step 4 Step §

License

License (1/5)

GNU AFFERO GENERAL FUBLIC LICENSE
Version 3, 19 Noverber 2007

Copyright (C) 2007 Free Software Foundation, Inc. <http://fsf.org/>
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The GNU Affero General Fublic License is 2 free, copyleft license for
software and other kinds of works, specifically designed to ensure
cooperation with the community in the case of network server software.

The licenses for most software and other practical works are designed
to take away your freedem to share and change the works. By contrast,
our General Public Licenses are intended to guarantes your freedom to
share and change all versions of a program--to make sure it remains free
software for all its users.

When we speak of fres software, we are referring to freedom, not
price. Our General Fublic Licenses are designed to make sure that you
have the freedom to distribute copies of fres software (and charge for
them if you wish), that you receive source code or can get it if you
want it, that you can change the software or use pieces of it in new
free programs, and that you know you can do these things.

Developers that use our General Fublic Licenses protect your rights
with two steps: (1) assert copyright on the software, and (2) offer
you this License which gives you legal permission to copy, distribute
and/or modify the software.

L secondary benefit of defending all users' freedom is that
improvements made in alternate versions of the program, if they
receive widespread use, become available for other developers to
incorporate. Many developers of free software are heartened and
encouraged by the resulting cooperation. However, in the case of
software used on network servers, this result may fail to come about.
The GNU General Public License permits making a modified version and
Terrtinag the oublic access it on A server withont: ever relessing it

Accept license

Don'tacceptlicense

Figure: GNU Affero General Public License.

Top of page [

below) and accept it, by clicking
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3. Provide the username and password of the administrator, the DNS name of the computer

which hosts OTRS and the type of database system to be used. After that, check the settings
(see Figure below).

Step 1 Step2 Step 3 Step 4 Step §
License | Database Settings.

Create Database (2/5)

localnost

MysaL ~

Check database sefiings

Figure: Database initial settings.
You will be notified if the check was successful. Press OK to continue (see Figure below).
Figure: Notification for successful check.

4. Create a new database user, choose a name for the database and click on 'Next' (see
Figure below).

Warning

It is never a good idea to use default passwords. Please change the default password
for the OTRS database!

Database-User (New)

ofrs

localhost
Database

ofrs
Next

Figure: Database settings.

If the database and its user were successfully created, you will receive a setup notification,
as shown in Figure. Click 'Next' to go to the next screen.
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Step 1 Step2 Step 3 Step 4 Step

Create Database (2/5)

Creating database ‘otrs3: DONe.

e e, Done.

schemamysqlsqf

Done.

Inserting initial inserts "otrs

initial_insert

Reloading granttables: Oe-

—==> Database sefup successfull

Next

Figure: Notification indicating successful database setup.

5. Provide all the required system settings and click on 'Next' (see Figure below).

Step 4 Step 5

System Settings (3/5)

SystemiD: |10 w
The identifier of the system. Each ticket number and each HTTP session ID contain this
number.

System FODN: | yourhost example.com

Fully qualified domain name of your system.

AdminEmail: | mb@olrs.com

Email address of the system administrator

Organization: | OTRS

Log
Loghlodule: [File  w
Log backend to use
LogFile:  foptiotrsharflogiotrs.log
Log fle lacation is only needed for File-Loghodule!
Webfrontend

Defaultlanguage: | English (United States)

Default language

ChecklXRecord: [Yes v
Email addresses that are manually entered are checked against the X records found in DNS.
Don't use this option if your DNS is slow or does not resolve public addresses.

Next..

Figure: System settings.

6. If desired, you can provide the needed data to configure your inbound and outbound mail,
or skip this step by pressing the right button at the bottom of the screen (see Figure below).
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Step 1 Step 2 Step 3 Step 4 Step5
License Database Settings General Specifications and Mail
Settings.

Mail Configuration (3/5)
Configure Outbound Mail
SMTP v

Configure Inbound Mail

IMAP

Check mail configuration | Skip this step

Figure: Mail configuration.

Congratulations! Now the installation of OTRS is finished and you should be able to work
with the system (see Figure below). To log into the web interface of OTRS, use the address
http://localhost/otrs/index.pl from your web browser. Log in as OTRS administrator, using the
username 'root@localhost' and the password 'root'. After that, you can configure the system
to meet your needs.

Warning

Please change the password for the 'root@localhost' account as soon as possible.

Step2 03 Step
License ‘ Database Settings ‘ General Specifications and Mail Registration Finish
= | |

Finished (5/5)

root@localhost
root

((enjoy))
Your OTRS Team

Figure: Web installer final screen.
4. Upgrading the OTRS Framework

These instructions are for people upgrading OTRS from version 3.1 to 3.2, and apply both for
RPM and source code (tarball) upgrades.

If you are running a lower version of OTRS you have to follow the upgrade path to 3.1 first
(1.1->1.2->1.3->2.0->2.1->2.2->2.3->2.4->3.0->3.1->3.2 ...)!

Please note that if you upgrade from OTRS 2.2 or earlier, you must take an extra step; please
read http://bugs.otrs.org/show_bug.cgi?id=6798.

Please note that for upgrades from 3.2.0.betal, an additional step 9 is needed!

Within a single minor version you can skip patch level releases if you want to upgrade. For
instance you can upgrade directly from OTRS 3.2.1 to version 3.2.4. If you need to do such
a "patch level upgrade", you should skip steps 9, 13, 15, 16 and 17.
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1. Stop all relevant services.

e. g. (depends on used services):

shell> /etc/init.d/cron stop
shell> /etc/init.d/postfix stop
shell> /etc/init.d/apache stop

2. Backup everything below $OTRS_HOME (default: OTRS_HOME=/opt/otrs):
* Kernel/Config.pm
* Kernel/Config/GenericAgent.pm
» Kernel/Config/Files/ZZZAuto.pm
* var/*
* as well as the database
3. Make sure that you have backed up everything ;-)
4. Setup new system (optional)
If possible, try this install on a separate machine for testing first.
5. Install the new release (tar or RPM).

e With the tarball:

shell> cd /opt
shell> tar -xzf otrs-x.x.x.tar.gz
shell> ln -s otrs-x.x.x otrs

Restore old configuration files.

* Kernel/Config.pm

* Kernel/Config/GenericAgent.pm

» Kernel/Config/Files/ZZZAuto.pm
* With the RPM:

shell> rpm -Uvh otrs-x.x.x.-01.rpm

In this case the RPM update automatically restores the old configuration files.
6. Own themes

Note: The OTRS themes between 3.1 and 3.2 are NOT compatible, so don't use your old
themes!

Themes are located under $OTRS HOME/Kernel/Output/HTML/*/*.dtl  (default:
OTRS_HOME=/opt/otrs).

32



OTRS

Real Services

7. Set file permissions.

If the tarball is used, execute:

shell> cd /opt/otrs/
shell> bin/otrs.SetPermissions.pl

with the permissions needed for your system setup.
8. Check needed Perl modules

Verify that all needed perl modules are installed on your system and install any modules
that might be missing.

shell> /opt/otrs/bin/otrs.CheckModules.pl

9. Schema update:

Note: new tables created in the MySQL UPGRADING process will be created with the default
table storage engine set in your MySQL server. In MySQL 5.5 the new default type is InnoDB.
If existing tables, e.qg. "users", have the table storage engine, e.g. MylISAM, then an error
will be displayed when creating the foreign key constraints.

You have two options: (1) you can change the default storage engine of MySQL back to
MyISAM so that new tables will have the same engine as the existing tables, or (2) change
the existing tables to use InnoDB as storage engine.

Any problems with regards to the storage engine will be reported by the otrs.CheckDB.pl
script, so please run it to check for possible issues.

shell> cd /opt/otrs/

# MySQL:
shell> bin/otrs.CheckDB.pl
shell> cat scripts/DBUpdate-to-3.2.mysql.sql | mysql -p -f -u root otrs

# PostgreSQL 8.2+:
shell> cat scripts/DBUpdate-to-3.2.postgresql.sql | psql otrs

# PostgreSQL, older versions:
shell> cat scripts/DBUpdate-to-3.2.postgresql before 8 2.sql | psql otrs

Note: If you use PostgreSQL 8.1 or earlier, you need to activate the new legacy driver for
these older versions. Do this by adding a new line to your Kernel/Config.pm like this:

$Self->{DatabasePostgresqlBefore82} = 1;

Run the migration script (as user 'otrs', NOT as root):

shell> scripts/DBUpdate-to-3.2.pl
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Do not continue the upgrading process if this script does not work properly for you.
Otherwise data loss may occur.

10Database Upgrade During Beta Phase
This step is ONLY needed if you upgrade from 3.2.0.betal!

Please apply the required database changes as follows:

MySQL :
shell> cat scripts/DBUpdate-3.2.beta.mysql.sql | mysql -p -f -u root otrs

PostgreSQL 8.2+:
shell> cat scripts/DBUpdate-3.2.beta.postgresql.sql | psql otrs

PostgreSQL, older versions:
shell> cat scripts/DBUpdate-3.2.beta.postgresql before 8 2.sql | psql otrs

11Refresh the configuration and delete caches. Please run:

shell> bin/otrs.RebuildConfig.pl
shell> bin/otrs.DeleteCache.pl

12Restart your services.

e. g. (depends on used services):

shell> /etc/init.d/cron start
shell> /etc/init.d/postfix start
shell> /etc/init.d/apache start

Now you can log into your system.
13Check 'Cache::Module' setting

The file cache backend 'FileRaw' was removed in favor of the faster 'FileStorable'.
The DBUpdate-to-3.2.pl automatically updates the config setting 'Cache::Module’,
but you need to change it manually if you defined this setting in Kernel/
Config.pm directly. It needs to be changed from 'Kernel::System::Cache::FileRaw' to
'‘Kernel::System::Cache::FileStorable'.

14Check installed packages

In the package manager, check if all packages are still marked as correctly installed or if
any require reinstallation or even a package upgrade.

15Cleanup metadata of archived tickets
Note: This step only applies if you use the ticket archiving feature of OTRS.

With OTRS 3.2, when tickets are archived, the information which agent read the ticket and
articles can be removed, as well as the ticket subscriptions of agents. This is active by
default and helps reduce the amount of data in the database on large systems with many
tickets and agents.
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If you also want to cleanup this information for existing archived tickets, please run this
script:

shell> bin/otrs.CleanupTicketMetadata.pl --archived

If you want to KEEP this information instead, please set these SysConfig settings to "No":

Ticket::ArchiveSystem: :RemoveSeenFlags
Ticket::ArchiveSystem: :RemoveTicketWatchers

16Review (Modify) ACLs for Dynamic Fields

Note: This step only applies if you use ACLs to limit Dynamic Fields Dropdown or Multiselect
possible values.

Now in OTRS 3.2 the Possible and PossibleNot ACL sections for Dynamic Fields Dropdown
and Multiselect must refer to the key (internal values) rather than the value (shown values).

Example:

For the defined field "Dropdownl" with possible values:
1=> A",
2=> IBI'
3 =>'C',

ACLs prior OTRS 3.2 should look like:

$Self->{TicketAcl}->{'Limit Dropdownl entries'} = {
Properties => {},
Possible => {
Ticket => {
# White list entries with VALUES containing 'B' and 'C'
DynamicField Dropdownl => [ 'B', 'C' 1],
Yo
}I
+

ACLs must be modified to:

$Self->{TicketAcl}->{'Limit Dropdownl entries'} = {
Properties => {},
Possible => {
Ticket => {
# White list entries with VALUES containing 'B' and 'C' (now using KEYS)
DynamicField Dropdownl => [ '2', '3' ],
1
}I
}i

By doing this change ACLs will look much more consistent, since Possible and PossibleDatabase
sections already use Keys instead of Values, please look at the following example:

$Self->{TicketAcl}->{'Limit Dropdownl entries based in Dropdown2'} = {
Properties => {
Ticket => {
# Match on the DeopDown2 KEY '1'
DynamicField Dwondown2 => ['1'],
1

}I
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Possible => {
Ticket => {
# White list Dropdownl entries with VALUES containing 'B' and 'C' (now using
KEYS)
DynamicField Dropdownl => ['1l', '2'],
1
}
I

17Adapt custom event handler modules
Note: this only applies if you have any custom developed event handler modules.

Since OTRS 3.2, the data payload for event handler modules is no longer copied into the
%Param hash. You need to explicitly access it through $Param{Data}.

0ld:

# get ticket

my %Ticket = $Self->{TicketObject}->TicketGet(
TicketID => $Param{TicketID},
UserID = 1,

);

New:

# get ticket
my %Ticket = $Self->{TicketObject}->TicketGet(

TicketID => $Param{Data}->{TicketID},
UserID = 1,
D3
18Well done!

5. Upgrading Windows Installer

There is currently no in-place upgrade tool available for OTRS installations that were done
with the Windows Installer. The upgrade process basically consists of backing up the database
and the filesystem, uninstalling OTRS, installing the new version, restoring the database and
running the upgrade procedure if needed.

Upgrading is described in FAQ# 4200351, and there is also an informative YouTube video
available.

6. Additional applications

You can install additional application packages to extend the functionality of the OTRS
framework. This can be done via the package manager from the Admin page, which downloads
the applications from an online repository and manages package dependencies. It is also
possible to install packages from local files.

6.1. FAQ
The FAQ is the Knowledge Base component. It supports editing and viewing of FAQ articles.

Articles can be viewed and restricted to agents, customer users, or anonymous users. These
can also be structured into groups, and be read in different languages.
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Chapter 3. First steps

The goal of this chapter is to provide a brief overview of OTRS and the structure of its web
interface. The terms 'agents', 'customers’, and 'administrators' are introduced. We also login
as the OTRS admininstrator and take a closer look at the user preferences available on every
account.

1. Agent web interface

The agent web interface allows agents to answer customer requests, create new tickets for
customers or other agents, write tickets about telephone calls with customers, write FAQ
entries, edit customer data, etc.

Supposing your OTRS host is reachable via the URL http://www.example.com , then the OTRS
login screen can be reached by using the address http://www.example.com/otrs/index.pl in
a web browser (see Figure below).

Welcome to OTRS

Figure: Login screen of the agent interface.

2. Customer web interface

Customers have a separate web interface in OTRS through which they can create new
accounts, change their account settings, create and edit tickets, get an overview on tickets
that they have created, etc.

Continuing the above example, the customer login screen can be reached by using the URL
http://www.example.com/otrs/customer.pl with a web browser (see Figure below).
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Company Support

Login

Not vet registered?

Figure: Login screen of the customer interface.

3. Public web interface

In addition to the web interfaces for agents and customers, OTRS also has a public web
interface which is available through the FAQ-Module. This module needs to be installed

separately. It provides public access to the FAQ system and lets visitors search through FAQ
entries without any special authorization.

In our example, the public web interface can be reached via either of the following URLs:
http://www.example.com/otrs/faq.pl , http://www.example.com/otrs/public.p!

Eile Edit View History Bookmarks Iools Help

ﬁ ‘\_1 http:Hportal. otrs. defotrs/public. pl? Action=PublicFAQ&.Subaction=Explorer

[=[®] [G-]

((otrs))

Explorer: FAQ#
»FAQ

FAQ

default comment

Name / Comment
OTRS Framework

Questions and answers aboutthe OTRS framework
Bugzilla

Reporting Bugs
EileManager Module

Aweb file system manager with download/upload option
Benchmark Module

A simple benchmark application

The Ticket People

subcategories

Article
19

- Download - Docurmentation - Mailinglists

quick search

l—
Search

detail search

latest created article

operation ( OTRS Fra
061 &2007 21:43.48

latest changed article

0|

Figure: Public web interface.
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4. First login

Access the login screen as described in the section Agent web interface . Enter a user name
and password. Since the system has just been installed and no users have yet been created,
login as OTRS administrator first, using 'root@localhost' for username and 'root' for password.

Warning

This account data is valid on every newly installed OTRS system. You should change
the password for the OTRS administrator as soon as possible! This can be done via
the preferences screen for the OTRS administrator account.

If you don't want to login as OTRS administrator, just enter the user name and password for
your normal agent account.

In case you have forgotten your password, you can request the system for a new password.
Simply press the link below the Login button, enter the mail address that is registered for
your OTRS account into the input field, and press the Submit button (see Figure).

Weicome to OTRS

Request New Password

Submit

Figure: Request new password.

5. The web interface - an overview

Upon successfully logging into the system, you are presented with the Dashboard page
(see Figure below). The Dashboard is completely customizable. It shows your locked tickets,
allows direct access through menus to the queue, status and escalation views, and also holds
options for creation of new phone and e-mail tickets. It also presents a quick summary of the
tickets which are pending, escalated, new, and open.
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Figure: Dashboard of the agent interface.

To improve clarity, the general web interface is separated into different areas. The top row of
each page shows some general information such the current username, the logout button,
icons listing the number of locked tickets with direct access to them, links to create a new
phone/e-mail ticket, etc. There are also icons to go to the queue, status, and escalation views.

Below the icons row is the navigation bar. It shows a menu that enables you to navigate to
different areas or modules of the system, lettng you execute some global actions. Clicking
on the Dashboard button takes you to the dashboard which is the default start page after
login. If you click on the Tickets button, you will get a submenu with options to change the
ticket's view, create a new ticket (phone/e-mail) or search for a specific ticket. The Statistics
button presents a menu that allows you to choose from an overview of the registered
statistics, creating a new one or importing an existing one. The Customers button leads you
to the Customer Managment screen. By clicking the Admin button, you can access all of the
administrator modules, which allows you to create new agents, queues, etc. There is also a
Search button to make ticket searches.

If any associated applications are also installed, e.g. the File Manager or the Web Mailer,
buttons to reach these applications are also displayed.

The red bar below the navigation bar shows different system messages. If you are logged in as
OTRS administrator, you get a message warning you not to work using this system account.

Below the title of the section you are currently in, there are several subsections, each in
a separate box. These boxes can be relocated within the same column by clicking on and
dragging the box header, and dropping them elsewhere.

In the left column, you can see information on some tickets clasified as - reminder, escalated,
new, and open. In each of the categories, you are also able to see all of the tickets that
you are allowed to access, how many tickets you have locked, and how many are located in
"My Queues". "My Queues" are queues that you identify in your user configuration account
preferences as those you have a special interest in tracking.

In the right column is the Settings button. Click on it to expand the section and see the various
settings, as shown in Figure. You can then check or uncheck the individual settings options
and save your changes. This section is fixed, so you can not drag and drop it.
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Figure: Dashboard Settings.

Below the settings area, you can see a section with a graph of ticket activity over the past 7
days. Further below is a section displaying Upcoming Events and OTRS News.

Finally at the bottom of the page, the site footer is displayed (see Figure below). It contains
links to directly access the OTRS official website, or go to the Top of the page.

Top of page [

Figure: Footer.

6. What is a queue?

On many mail systems, it is common for all messages to flow into an Inbox file, where they
remain stored. New messages are appended at the end of the Inbox file. The mail client
program used to read and write mails reads this Inbox file and presents the content to the
user.

A queue in OTRS is somewhat comparable to an Inbox file, since it too can store many
messages. A queue also has features beyond those of an Inbox mail file. As an OTRS agent
or user, one needs to remember which queue a ticket is stored in. Agents can open and edit
tickets in a queue, and also move tickets from one queue to another. But why would they
move tickets?

To explain it more practically, remember the example of Max's company described in an
example of a ticket system. Max installed OTRS in order to allow his team to better manage
support for company customers buying video recorders.

One queue holding all requests is enough for this situation. However, after some time Max
decides to also sell DVD recorders. Now, the customers have questions not only about the
video recorder, but also about the new product. More and more emails get into the single
gueue of Max's OTRS and it's difficult to have a clear picture of what's happening.

Max decides to restructure his support system, and adds two new queues. So now three
queues are being used. New messages arriving at the ticket system are stored into the old
queue titled "raw". Of the two new queues, one titled "video recorder" is exclusively for video
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recorder requests, while the other one titled "dvd recorder" is exclusively for dvd recorder
requests.

Max asks Sandra to watch the "raw" queue and sort (dispatch) the messages either into
"video recorder" or "dvd recorder" queue, depending on the customer request. John only has
access to the "video recorder" queue, while Joe can only answer tickets in the "dvd recorder"
queue. Max is able to edit tickets in all queues.

OTRS supports access management for users, groups, and roles, and it is easy to setup
queues that are accessible only to some user accounts. Max could also use another way to
get his requests into the different queues, with filter rules. Otherwise, if two different mail
addresses are used, Sandra only has to dispatch those emails into the two other queues,
which can't be dispatched automatically.

Sorting your incoming messages into different queues helps you to keep the support system
structured and tidy. Because your agents are arranged into different groups with different
access rights on queues, the system can be optimized even further. Queues can be used to
define work flow processes or to create the structure of a company. Max could implement,
for example, another queue called "sales", which could contain the sub queues "requests",
"offers", "orders", "billing", etc. Such a queue structure could help Max to optimize his order
transactions.

Improved system structures, such as through the proper design of queues, can lead to
significant time and cost savings. Queues can help to optimize the processes in your
company.

7. User preferences

OTRS users such as customers, agents and the OTRS administrator can configure their
account preferences as per their needs. Agent can access the configuration screen by clicking
on their login name at the top right corner of the web interface (see Figure below), and
customers must click on the "Preferences" link (see Figure below).

2°2°2° G0
L 2

DASHBOARD TICKETS TICS CUSTOMERS ADMIN Q

Edit your preferences
User Profile Email Settings Other Settings

Change password New ticket notification My Queues

Junk

No ~ [ Update
Misc
Update Postmaster

Raw

Ticket follow up notification

Language

English (United States)  ~

Update No - [ Update | =
~ [ Update
Spelling Dictionary
QueueView Refresh Time
English ~ [ Update r eusVie
\—I Ticket lock timeout nofification
systel off « [ Update
Skin No = | Update
Default ~ | Update
Screen after new ticket
Theme Ticket move notification CreateTicket ~ | Update

Figure: Agent's personal preferences.

An agent can configure 3 different categories of preferences: user profile, email settings, and
other settings. The default posibilities are:
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User Profile

* Change the current password.
* Adjust the interface language.
* Switch the frontend skin.
 Shift the frontend theme.

* Activate and configure the out-of-office time.

Email Settings

» Select events that trigger email notifications to the agent.

Other Settings

* Select the queues you want to monitor in "My Queues".
» Set the refresh period for the queue view.

» Set the screen to be displayed after a ticket is created.

Company Personal Support

New Ticket | My Tickets | Company Tickets | Search

Interface language Number of displayed tickets

Yourlanguage | English (United States) - Max. displayed tickets | 25

Update Update

Ticket overview Change password
Refresh interval | off - Hew Password
Update Verify Password
Update
SIMIME Certificate
SMIME Certificate  Browse_ |
Upload

Update

Figure: Customer's personal preferences.

A customer can select the web interface language, set the refresh interval for the ticket
overview, and choose the maximum amount of shown tickets. It is also possible to set a new

password.
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Chapter 4. Administration
1. The ADMIN area of OTRS

1.1. Basics

The following system configuration settings are available to OTRS administrators by
accessing the Admin page of the OTRS web interface - adding agents, customers and queues,
ticket and mail settings, installing additional packages such as FAQ and ITSM, and much more.

Agents who are members of the admin group can access the Admin area by clicking the
Admin link in the navigation bar (see Figure below). Agents without sufficiently elevated
access rights will not be able to access this link.

2°2°2°0c m & = 1 ou are logged n as Higuel Hidaiod ¥ Costia (3]

DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q,

Admin

Agent Management Customer Management Email Settings

Queue Settings Ticket Settings System Administration

Figure: OTRS Admin screen.
1.2. Agents, Groups and Roles

1.2.1. Agents
By clicking the link Agents, you get access to the agent management screen of OTRS (see
Figure below). Administrators can add, change or deactivate agent accounts. Furthermore

they can also manage agent preferences, including the language and notification settings
for the individual agent's interface.

Note

An OTRS agent account may be deactivated but not deleted. Deactivation is done by
setting the Valid flag to invalid or invalid-temporarily.
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Figure: Agent management.

To register an agent, click on the "Add agent" button, enter the required data and press the
Submit button at the bottom of the screen, as shown in Figure.
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Actions Add Agent
Go to overview r
Agustin
Note de lturbide

Agents will be needed to handle fickets agustin.deiturbide
Aftention: Don't forget to add a new agentto
groups andlor roles!

..................
agustin.deiturbide@freedom.com
valid -

‘English (Unied States) -
7Eng\7\sh - V
Default ~
Standard -
°

Start 08 ~/ 03 »/2010 ~

=

Figure: Adding a new agent.

After the new agent account has been created, you should make the agent a member of one
or more groups or roles. Information about groups and roles is available in the Groups and
Roles sections of this chapter.

1.2.2. Groups

Every agent's account should belong to at least one group or role. In a brand new installation,
there are three pre-defined groups available, as shown in Table 5-1.
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Table 4.1. Default groups available on a fresh OTRS installation

Group Description

admin Allowed to perform administrative tasks in
the system.

stats Qualified to access the stats module of OTRS

and generate statistics.

users Agents should belong to this group, with read
and write permissions. They can then access
all functions of the ticket system.

Note

In a brand new OTRS installation, the users group initially does not have any members.
The agent 'root@localhost' belongs by default to the admin and stats groups.

You can access the group management page (see Figure below) by clicking the Groups link
in the admin area.

2°2°2°0 m @ E !

DASHBOARD | TICKETS | STATISTICS | CUSTOMERS Q.

Group Management

Actions List

I3 Add group NAME COMMENT VALD GHANGED CREATED
Group of all admins. valid 08/03/2010 0557 08/03/2010 0557
Group for stats access valid 08/03/2010 05:57 08/03/2010 0557

Note Group for default access. valid 08/03/2010 0557 08/03/2010 05:57

Top o page Y

Figure: Group management.

Note

As with agents, an OTRS group may be deactivated but not deleted. Deactivation is
done by setting the Valid flag to invalid or invalid-temporarily.

To add an agent to a group, or to change the agents who belong to a group, you can use the
link Agents <-> Groups from the Admin page (see Figure below).
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Figure: Group management.

An overview of all groups and agents in the system is displayed on this page. You can also
use the available filters to find a specific entity. If you want to change the groups that an
agent is a member of, just click on the agent's name (see Figure below). To change the agents
associated with a group, just click on the group you want to edit (see Figure below).
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Figure: Change the groups an agent belongs to.
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Figure: Change the agents that belong to a specific group.
Each group has a set of rights associated with it, and each group member (agent) may have

some combination of these rights for themselves. A list of the permissions / rights is shown
in Table 5-2.

Table 4.2. Rights associated with OTRS Groups

Right Description

ro Read only access to the tickets, entries and
queues of this group.

move into Right to move tickets or entries between
queues or areas that belong to this group.

create Right to create tickets or entries in the queues
or areas of this group.

owner Right to update the owner of tickets or entries
in queues or areas that belong to this group.

priority Right to change the priority of tickets or
entries in queues or areas that belong to this
group.

rw Full read and write access on tickets or entries
in the queues or areas that belong to this
group.

Note

By default, the QueueView only lists tickets in queues that an agent has rw access to,
i.e., the tickets the agent needs to work on. If you want to change this behaviour, you
can set Ticket::Frontend::AgentTicketQueue# ##ViewAllPossibleTickets to Yes.

Not all available permissions are shown by default. These additional permissions can be
added.
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Table 4.3. Additional permission groups

Right Description
stats Gives access to the stats page.
bounce The right to bounce an email message (with
bounce button in ticketZoom).
compose The right to compose an answer for a ticket.
customer The right to change the customer of a ticket.
forward The right to forward a messages (with the
forward button).
pending The right to set a ticket to pending.
phone The right to add a phonecall to a ticket.
responsible The right to change the responsible agent for
a ticket.
Note
These permissions can be added by changing the
Ticket::Core::Ticket::System::Permission
1.2.3. Roles

Roles are a powerful feature to manage the access rights of many agents in a very simple
and quick manner. They are particularly useful for large, complex support systems with a lot
of agents, groups and queues. An example below explains when they should be used.

Suppose that you have a system with 100 agents, 90 of them with access to a single
queue called "support" where all support requests are handled. The "support" queue contains
multiple sub queues. The other 10 agents have permission to access all queues of the system.
These 10 agents dispatch tickets, watch the raw queue and move spam messages into the
"junk" queue.

The company now opens a new department that sells some products. Order request and
acceptance, order confirmation, bills, etc. must be processed, and some of the company's
agents are supposed to do this using OTRS. The different agents have to get access to the
new gqueues that must be created.

Because it would take a long time to change the access rights for the individual agents
manually, roles that define the different access levels can be created. The agents can then
be added to one or more roles, with their access rights being modified automatically. If a new
agent account is created, it is also possible to add this account to one or more roles.

Note

Roles are really useful when dealing with complex organizations and when
maintaining larger OTRS installations. Proper care is advised though. Mixing Agent to
Group with Agent to Role mappings can make for a complex access control scheme,
that is difficult to understand and maintain. If you wish to use only roles and disable
the Agents <-> Groups option in the Admin area, you can do so by modifying the
Frontend::Module###AdminUserGroup in the SysConfig. Be aware that this won't
remove already existing Agents to Group assignments!
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You can access the role management section (see Figure below ) by clicking the Roles link
on the Admin page.
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Figure: Role management.

Note

As with agent and groups, roles once created can be deactivated but not deleted. To
deactivate, set the Valid option to invalid or invalid-temporarily.

An overview of all roles in the system is displayed. To edit a role's settings, click on the role's
name. In a fresh new OTRS installation, there are no roles defined by default. To register one,
click on the "Add role" button, pro