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User’s Guide Overview

Congratulations on your decision to use Infortrend’s RAIDWatch disk array management program. This
management program allows you to control and monitor disk array systems, either from a local host, or
from aremote station connected through alocal area network (LAN) or the Internet.

This guide discusses how to install and use RAIDWatch to manage disk array systems incorporating
Infortrend’s SATA, SCSI-to-ATA, Fibre-to-ATA, SCSI-to-SCSl, Fibre-to-SCSI, or Fibre-to-Fibre
controllers.

An independent monitoring program, Event Monitor, is bundled with newer release of this manager (ver.
1.31 and above). The configuration and use of the program is discussed in Chapter 6.

In addition to RAIDWatch, you can also use the on-board RS-232 menu interface (non-PCl controllers
only) or the text-based RAID Managers available for various operating systems to manage disk array
systems incorporating Infortrend’s disk array controllers. For information about these programs, see the
documentation that comes with your hardware.
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User Guide Structure and Chapter Overviews

The RAIDWatch User Guideis divided into four separate parts

Part 1: Getting Started With RAIDWatch

¢

Chapter 1, Introduction.

Provides information about RAIDWatch, including a product description, a features
summary and highlights, and section on basic concepts.

Chapter 2, Installation

Discusses how to install RAIDWatch in your systems. Discussions include the system
requirements, setting up hardware, software installation, and how to update your
software by downloading updates from Infortrend’s FTP site.

Chapter 3, Configuration Options

Describes how to configure the RAIDWatch notification function for pagers, faxes, e-
mail, and broadcast. Information about the supported notification levels are also
provided to aid in the explanation of these functions.

Chapter 4, Basic Operations

Discusses basic operations at system startup. These include starting RAIDWatch,
connecting and disconnecting from a disk array system, setting up system security,
display controls, working with various disk array windows, and exiting from the
program.

Part 2: Using RAIDWatch for System Management

¢

Chapter 5, RAIDWatch Considerations

Provides some background information on RAID and defines some terms that will be
used throughout the rest of the manual. Discusses the use of spares and and how to
replace a drive if no spares were in use. Finally provides a short discussion on
RAIDWatch preliminaries.

Chapter 6, Controller Configuration

Discusses how to access the controller configuration options and the different controller
configuration options that are available. A detailed description of how to set these
optionsis given and brief explanations of the different parameters given.

Chapter 7, Channel Configuration

Discusses how to access the channel configuration options and describes in detail the
user configurable channel options that can be set. Discussions on setting the
configuration of a channel and hot to confihire a new or unassigned drive are also
discussed.
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Chapter 8, Drive Management

This chapter describes the creation, expansion and deletion of both logical drives (LD)
and logical volumes (LV). Different LD and LV options are explained and how to set the
different options described in detail. A discussion on partitioning LDs and LVs can also
be found in this chapter.

Chapter 9, LUN Mapping

Dicusses how to map complete or partitions of LDs and LVs to different LUNSs. Detailed
description of the mapping procedure is given. A discussion on how to delete LUN
mappingsis also given and a descritption of the LUN Mapping Table provided. Extended
LUN mapping and all the associated options are also described in this chapter.

Part 3: System Monitoring

¢

Chapter 10, Monitoring & Management

Discusses how to use SAF-TE, I1°C, Fault Bus and SE.S monitoring devices to get
updates on the component of storag system components. Descriptions of how to access
these different monitoring devices is given and the type of information that is offered by
these devices shown. This chapter also describes how to define enclosures to create a
physical view of the storage system in RAIDWatch and how to monitor the status of the
drivesin the physical view.

Chapter 11, Notification Processing Center

Describes the powerful Notification Processing Center (NPC) . Full descriptions of both
platform and system requirements are provided and the use of redundant NPC modules
discussed. Event severity levels are also introduced and defined. Configuration of the
NPC is also discussed briefly.

Chapter 12, Event Monitor

This chapter introduces the event monitor and discusses the features, installation and
how to start the event monitor. A description of how to use the event monitor and how to
exit fromthe programis also described.

Part 4: Panel View Customizations

¢

Chapter 13, EonRAID 2510FS Controller Head

The Panel View customization for the EonRAID 2510FS is discussed fully in this
chapter. Detailed instructions on how to access the panel view and how to use the panel
view are given. Examples of status messages are shown and explanations of the status
messages provided.

Chapter 14, EonStor Storage Subsystems

The Pand View customization for the EonSor 2510FS is discussed fully in this chapter.
Detailed instructions on how to access the panel view and how to use the panel view are
given. Examples of status messages are shown and explanations of the status messages
provided.

- XiV -
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Appendices
¢ Appendix A, Command Summary.
Summarizes the avail able commands and command buttons in RAIDWatch.

¢ Appendix B, Troubleshooting.

Provides troubleshooting tips for some problems you may encounter while using
RAIDWatch.

¢ Appendix C, Glossary.
Provides information and definitions of key technology terms used in this guide.

¢ Appendix D, RAID Levels.

Provides information about the various RAID levels.
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Usage Conventions

Throughout this document, the following terminology usage rules apply:

“Controller” awaysrefersto Infotrend RAID array controllers;
“RAIDWatch” refersto the entire program and al of its modules.

“RAIDWatch Manager” refers only to the management interface, not to any of
the other parts of the software.

“Primary Agent” is the element of the software which permits one station to
manage multiple RAID systems. The Primary Agent gets information from and
sends commands to one or multiple Secondary Agents.

“Secondary Agent” is the part of the software which allows the local RAID
controller to talk to the Primary Agent (and thus to RAIDWatch Manager). A
Secondary Agent communicates with the RAID controller via SCSI bus or Fibre
channel (using Infortrend “In-band” technology), or even viaan RS-232 seria port.
Secondary Agents are the intermediaries between the Primary Agent and the RAID
controllers.

“NPC” and “Notification Processing Center” refer to the software subsystem that
alows RAIDWatch to notify system managers of events at any of the RAID
systems being managed.

"Event Monitor" is a software utility that runs separately from RAIDWatch
Manager. It requires agents to communicate between controller and management
station. It also shares with RAIDWatch Manager a part of Java class. Therefore,
RAIDWatch Manager should be installed even if the user prefers Event Monitor.
Hardware and software requirments for ingtalling the program is the same as those
for RAIDWatch.

- XVi -
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Revision History

29 September

Figure 1-1 in Chapter 1 was changed to show a rackmount enclosure. Section 3-1 in chapter 3
was divided into two sections, the first being “Using Windows — RAIDWatch Installed as In-
Band” and the second being “Using Web Browser — RAIDWatch Ingtalled as Applet” Section
3.5, “Rebooting the Controller” was aso added. Modifications to table 14-1 have also been
made.

28 August, 2003

This manual has been completely revised from previous editions. Previous editions came with six
chapters and six appendices, the current revision has fourteen chapters divided into four parts and
five appendices. The main changes to this edition are given below.

Chapter 1 remainslargely unchanged with only minor editoria corrections that not directly affect
the content.

Chapter 2 has been separated into two separate chapters. In the previous revision, Chapter 2,
Installation, described system and platform requirements, installation, and different
configuration options. This chapter has been separated into Chapter 2 (Installation), which
describes the new RAIDWatch ingtaler, and Chapter 3 (Configuration Options) in the new
revision.

Chapter 3 in the old revison on Basic Oper ations now becomes Chapter 4 in the new revision.
More detailed instructions of how to use RAIDWatch have been added and new screen captures
included.

Chapter 4 in the old revision on Array Management has been separated into six new chapters in
the new revision. Five of the new chapters, Chapter 5 — Chapter 9, make up Part 2 of this
revision of the user's guide and the sections in Chapter 4 of the previous edition on SES
management and 11C, SAF-TE and Fault bus management have been moved into Chapter 10 of
this revision. All these chapters have enhanced descriptions of how to manage an array and a
series of more indicative screen captures have been added.

Chapter 5 (Natification Processing Center) and Chapter 6 (Event Monitor) in the older
revisions of the User’s Guide have become Chapter 11 and Chapter 12 in the new revision. The
content of these chapters remains largely unaltered with only afew minor editorial adjustments.

Appendix A in the previous revision has now moved to Chapter 13 in the current revision and is
followed by a completely new chapter, Chapter 14 on EonStor Storage Subsystem panel view
customizations.

The extraction of Appendix A from the appendices reduces the number of appendices from six to
five with the names of each appendix changing to a higher letter. E.g. Appendix B in the last
revision is Appendix A, Appendix C is now Appendix B, etc. The content of these Appendices
remains the same.
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Part 1: Getting Started With RAIDWatch

Part 1 introduces RAIDWatch to users, explains system and
platform requirements and installation. Part 1 also describes
RAIDWatch configuration options and instructs users about the
basic operations of RAIDWatch.

This section includes the following chapters:-

¢ Chapter 1, Introduction.
¢ Chapter 2, Installation
¢ Chapter 3, Configuration Options

¢ Chapter 4, Basic Operations
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Chapter 1: Introduction

This chapter provides information about the RAIDWatch management program. The
following topics are discussed in this chapter:

¢  RAIDWatch Overview — Section 1.1, page 1-2,
This section describes the following:
= ].1.1 Product Description
= ].1.2 Feature Summary

¢ Featured Highlights — Section 1.2, page 1-4,

This section describes the following:

= [.2.1 Graphical User Interface

= [1.2.2 Enclosure Management

= ].2.3 Powerful Event Notification Function
= [.2.4 Java-based Remote Management

= ].2.5 Password Protection

¢ Conceptual foundation — Section 1.3, page 1-6,

Chapter 1: Introduction 1-1
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1.1 RAIDWatch Overview

1.1.1

1.1.2

Product Description

Infortrend’s GUI RAID Manager, “RAIDWatch,” is a Java-based program specifically
designed for use in managing disk array systems implemented using any of
Infortrend’s line of standalone RAID controllers.

RAIDWatch provides a user-friendly interface that facilitates understanding of the
relationship between disk array elements and simplifies the normally complicated
process of array configuration. RAIDWatch also provides real-time reporting on the
status of the entire array, thus making the task of monitoring disk arrays virtually
effortless. Since the release of software revision 1.31, Event Monitor is supplemented
for use with a constant monitoring of multiple disk arrays.

RAIDWatch complements the on-board console interface found on Infortrend’s non-
PCI RAID controllers and a line of host-based, text-based RAID Managers providing
the same functionality, but with greater ease of use. The following sections describe
the outstanding features of RAIDWatch and introduce its conceptual framework.

Feature Summary

The list below summarizes RAIDWatch features.

¢  User-friendly graphical interface running under operating systems compatible
with the Java Run-time Environment

¢  Internet browser access to full program functionality provides worldwide
management capability

¢ Supports Infortrend’s entire line of products.

¢ Communicates with the controllers over a LAN, the Internet, over the SCSI bus
or Fibre channel

¢ Supports multiple instances of RAID managers over the network, allowing
multiple management sessions with a disk array system

¢ [llustrates graphically and clearly the relationship between various disk array
elements

¢ At a glance monitoring of the entire disk array status by RAIDWatch and
constant monitoring of multiple systems by Event Monitor

1-2
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Supports remote management over the network of an agent running Windows
NT, Solaris, or Linux via the TCP/IP protocol (future versions will support
additional protocols)

Provides standard disk array functions, including examining and modifying
controller configuration; viewing and monitoring configuration and status of
physical drives; scanning in new physical drives; creating, deleting, and
monitoring configuration and status of logical drives; rebuilding logical drives;
defining spare drives; creating, deleting, and partitioning logical volumes; and
mapping logical drive and volume partitions to specific host channels/LUNs

Enclosure management functions, including defining multiple customizable
enclosures, dimensions, and number of drives; monitoring physical drive, power
supply, fan, and temperature status; displaying the relative location of failed
physical drives for reduced risk of replacing the wrong drives

Supports redundant configuration of important RAIDWatch modules to avoid
single-point-of-failure

RAID controller real-time event notices provide information about various event
occurrences, including the time when an event occurs, event severity, and event
description.

Selectable event notification via SNMP traps by severity levels
Supports statistics monitoring for displaying I/O throughput and cache hit rate

Provides innovative, user-configurable event notification functions

=  Pager notification via a local modem

= E-Mail notification via the MAPI service of Windows NT or Windows 95;
or built-in SMTP for Unix systems

®  Broadcast notification over the LAN:

e  Broadcasts user-configurable message along with the event description
(Broadcast notification currently not supported on cross-OS, e.g., Unix
to Windows, platforms.)

®  Facsimile (Fax) notification via a local Fax/modem:

e User-configurable fax messages sent along with the event description

e Automatic message retransmission in the event previous transmission
attempts fail

Provides password protection for guarding against unauthorized modification of
disk array configuration.

RAIDWatch Overview
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1.2 Featured Highlights

1.2.1

1.2.2

iy Channel 0 (PID : 102; SID: WA, Speed : Auto
L~ w MoDrives

i Channel 2 (PID: 14; S0 15;5peed © Auto)
L~ w MoDrives

{ Channel 4 (SATA Channel)

{ Channel 5 (SATA Channel)

{ Channel B (SATA Channel)

{ Channel 7 (SATA Channel)

{ Channel 8 (SATA Channel)

Graphical User Interface

RAIDWatch’'s graphical interface is designed for ease-of-use. It uses symbolic icons
to represent physical and logical drives, and logical volumes on the screen; and to
identify the current configuration of a disk array system. Pull-down and pop-up
menus are used with all command options listed.

Users need only point and click a mouse button to select an icon or command. The
program also identifies the current status of various drives by changing the colors of
their respective icons.

With an easy-to-use interface, complicated disk array operations such as logical drive
and logical volume creation, drive partitioning, and drive partition mapping to host
channels/LUNSs can be completed with only a few mouse clicks.

Enclosure Management

A1EF-R(Mame: MiA, ID; 4671,

[—] HDD (LD: 7440124, Slat : 1, 76058 MB

[—] HDD (LD: 7440124, Slat : 2, 114213 M
[—] HDD (LD: 7440124, Slat © 3, 76058 MB

[Z=] HOD (LD : Mone, Slat : 4, TEOSE ME, 133

ENE| HDD LD : 74401024, Slot © 5. 35044 ME

Figure 1-1: Enclosure Window

The enclosure window shown in Figure 1-1 provides rea-time reporting of the status
of the connected physical drives. When a drive fails, the system highlights the
corresponding icon of the failed drive by placing ared X mark on it; when you remove
a drive, itsicon is removed from the enclosure window. This feature is particularly
useful in cases where a drive fails, and you need to identify its exact location for
subsequent replacement.

The enclosure window also includes Logical view as a sub-function. The Logical
view displays the logical relationship among member drives of alogical configuration.
Drives belonging to the same logical unit will be displayed in the same color for ease
of identification.

Featured Highlights
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1.2.3

1.2.4

1.2.5

The enclosure window also includes Logical view as a sub-function. The Logical
view displays the logical relationship among member drives of a logical configuration.
Drives belonging to the same logical unit will be displayed in the same color for ease
of identification.

Powerful Event Notification Function

RAIDWatch can notify system administrators of event occurrences and status changes
in the disk array system. Notifications can be sent via a modem to a pager, via the
Internet as E-mail messages, via a LAN as a broadcast message, SNMP traps, or via
fax/modem as fax messages.

Java-based Remote Management

RAIDWatch supports remote management of Infortrend’s disk array controllers over a
LAN/WAN or the Internet using the TCP/IP protocol. Management over the LAN is
achieved through data exchanges between a remote RAIDWatch Manager station and
RAIDWatch agents on the host server(s). The Figure 1-2 shows a typical connection:

@ Vo = 7 B

RAID system
i I|||I|||I|I|

Secondary LAN/INTERNET
Agent

< Bgent
RAID
fen RAID system systen
||||| : N
I i N TN {

Figure 1-2: Typical RAIDWatch Connection

Remote hostwith
RAIDWatch Manager
installed

RAID Watch:
Primary Agent

+ Secondary Agent
+ PC

Secondary

Password Protection

RAIDWatch Manager comes with password protection to prevent unauthorized users
from modifying the configuration of the disk array system. With the password
security feature, you have the luxury of leaving your RAIDWatch station unattended
knowing that the currently managed disk array system is safe from any unauthorized
modifications because the correct password must be entered for each modification.

Featured Highlights
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1.3 Conceptual Foundation

In order for RAIDWatch to function properly, different software modules must be
correctly installed on different servers and stations in a given LAN or WAN.
Assuming that a given network has multiple RAID systems, one RAID connected
server will need to be chosen as the main server. This point is particularly important if
RAIDWatch will be operated via web browsers as the main server will need to be a
web server.

The main server will need to have the Primary agent, Secondary agent (if the main
server is also a RAID host), and Notification Processing Center (NPC) if it will be
used. The main server will also need Java Run-time Environment (JRE) installed if it
is a RAIDWatch Manager or Event Monitor site. Subsequent installations at other
RAID servers will only need the Secondary agent installed.

Table 1-1 on page 1-7 provides a guide to what modules need to be installed on which
servers. Note that items in the bottom five rows of the table are not included with
RAIDWatch and must be installed or modified by system users.

For more information about specific platform requirements, see Chapter 2 Section.3
Platform Requirements.

The requirements for installing Event Monitor are exactly the same as those for
RAIDWatch Manager.

1-6
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Introduction

Install Main RAID Web Server* Secondary RAIDWatch
Elements Server* Server Station
Primary Agent v vd
Secondary
Agent v v
RAIDWatch v
Manager
NPC v v
JRE v

OS drivers’

OS patches’

‘Web browser

Edit browser
preferences’

‘Web server

v

Table 1-1: RAIDWatch Module Requirements

* If RAIDWatch is going to be operated or installed through web browsers, the web server must
be the main RAID server.
' OS drivers are required for Solaris servers.
20s patches are required to run JRE on Solaris, AlX, and Linux servers.
® Browser preferences must be edited for browsers running under Windows OSes.

Conceptual Foundation
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Chapter 2: Installation

This chapter describes the RAIDWatch requirements and the installation procedure.
The following sections are covered in this chapter:

¢ I nstallation Requirments — Section 2.1, page 2-2,

= 2.1.1 Server Running RAIDWatch

= 2.1.2Local client running RAIDWatch Manager

¢ RAID Chart — Section 2.2, page 2-3,

¢ Platform Reguirements — Section 2.3, page 2-4,

= 23.1Platform Limitations
m 2.3.2 Solaris Platforms
= 23.3Red Hat Linux Servers

= 2.3.4Windows Platforms
¢ Software Setup — Section 2.4, page 2-8,

= 2.4.1 Before You Sart

= 2.4.2Installing RAIDWatch

¢ List of Filenames— Section 2.5, page 2-20
¢ Program Updates — Section 2.6, page 2-22

¢ In-band SCSI — Section 2.7, page 2-23
= 27.1Whatisitand what isit used for?
= 2.7.2Howisit ableto use the SCS cable?

= 2.7.3 Configuring a RAID Controller to Use In-band SCS

Chapter 2: Installation 2-1



Installation

Infortrend RAIDWatch GUI Users Manual

2.1 System Requirements

The minimum hardware and software requirements for RAIDWatch are listed below.

2.1.1 Server Running RAIDWatch

¢

Pentium or above compatible (or equivalent PC) running Windows NT
4/Windows 2000; Solaris 7 & 8(SPARC, x86); AlX 4.3; or Red Hat Linux 6.1
(kernel v2.2.xx); Red Hat 7, SUSE 7

At least one available RS-232C port (if remote event notification over the
telephone line is desired)

Hayes-compatible modem (if pager/tel ephone/mobile phone event notification is
desired) or fax/modem (if fax event notification is desired). [Note: fax
command class 2.0 support only.]

SNMP service for Windows NT (if SNMP remote management is desired)

Windows Messaging (MAPI) for Windows NT (if support for pager or fax
notification is needed)

Windows NetBEUI support for Windows NT (if network broadcast support
notification is needed)

2.1.2 Local client running RAIDWatch Manager

¢

Pentium or above compatible (or equivalent PC) running Windows NT
4/Windows 2000; Solaris 7 & 8 (SPARC, x86); AlIX 4.3; or Red Hat Linux 6.1
(kernel v2.2.xx); Red Hat 7, SUSE 7, WIN95/98, Windows Me

SNMP service for Windows NT (if SNMP agent is under the Windows NT
environment)

Windows Messaging (MAPI) for Windows NT/95/98/2000 (if support for pager
or fax notification is needed)

Windows NetBEUI support for Windows NT/95/98/2000 (if network broadcast
support notification is needed)

System Requirements
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2.2 RAID Chart

Before installing RAIDWatch and its various agents and modules, it is helpful for
users to chart their RAID systems. Users who operate a single RAID from a local or
remote workstation may skip this section. For users with multiple RAID systems, the
information shown in Table 2- 1 provides guidelines for charting existing RAID
systems.

RAID System RAID System 1  RAID System 2 RAID System 3
ID/Name Example
Where? HQ
0s? Win NT
IP Address? 205.163.164.111
Role Main RAID
server
Internet Capable? | Yes

Table 2- 1: RAID Charting Table

¢ ID/Name — User designated; an ID or name should be a unique identifying
label.

¢ Where — a specific geographic reference (e.g., Headquarters, building 3,
equipment room 100).

¢ OS — the operating system running on the particular system.
¢ IP Address —if available

¢ Role — the purpose, relative to RAID operations, fulfilled by the particular
system.

¢ Internet Capable —if a server is an internet server, the answer to thisis, “Yes.”
If a workstation will manage RAID systems through a browser, note the
particular browser software and its version number.

RAID Chart
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2.3 Platform Requirements

RAIDWatch supports various operating systems both for servers (RAID management
hosts or web servers) and for client management stations (RAIDWatch Manager
workstations).  Support for Java, however, varies from OS to OS. This section
explains what steps need to be taken depending upon which OS will be used.

2.3.1 Platform Limitations

INSTALL.JAR

Under Windows NT Server 4.0 (Windows 95/98/2000) the Java installation program,
INSTALL.JAR, ONLY supports:

¢ Netscape 4.5 (or above)

¢ Microsoft Internet Explorer 4.0 (or above)

Under Solaris (x86, SPARC) the Java ingtallation program, INSTALL.JAR, ONLY
supports:

¢ Netscape 4.5 (or above)
GRML.JAR

Under Windows NT Server 4.0 (Windows 95/98/ME/2000) the RAIDWatch Manager
program, GRM.JAR, ONLY supports:

¢ Netscape 4.5 (or above)

Under Solaris (x86, SPARC) the RAIDWatch Manager program, GRM.JAR, ONLY
supports:

¢ Netscape 4.5 (or above)

2.3.2 Solaris Platforms

RAIDWatch supports Solaris 7, Solaris 8(x86) and Solaris 9 running on Solaris
SPARC servers and workstations. Prior to running the installation procedure for
RAIDWatch on a Solaris machine, complete the following steps:

Step 1. Mount installation CD
Step 2. Required Java Patch Files:

In order to use Java scripts under the Java Runtime Environment (JRE) on
your Solaris machine, you will need to download certain Java patch files.

Platform Requirements
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To download JRE patches for Solaris 7, and make the files accessible,
complete the following steps:

A. Useaweb browser to open:

http://www.sun.com/software/sol aris/j re/downl oad.html

B. Click on the HTTP hotpoint that corresponds with your Solaris
version. For example, if your platform is a SPARC workstation, and
the Solaris is an English edition, to open the next HTML page click
“Solaris SPARC Platform Edition: English”.

C. The web server will then ask you to signin. Please signin.
D. When you see the license agreement, please click OK.

E. For Solaris 7 users ONLY. If you are using Solaris 8 or Solaris 9
please go to the next step.

Click the appropriate message to download your patches. For
example, if your systemisa:

1. SPARC platform, please select the file below to download:

Download Patches for Solaris 7 REQUIRED for 1.2.2_05a,
Solaris/Intel 8.93 MB)

Thefilenameis: 1[1].2.2_05a_patches_i386_5.7.tar

2. If your system is an x86 platform, please select the file below
to download:

Download Patches for Solaris 7 REQUIRED for 1.2.2_05a,
Solaris/SPARC 1.04 MB)

Thefilenameis: 1[1].2.2_05a_patches_sparc_5.7.tar

F. Put the patch files in the right directory. The install shell script
(intall.sh) needs for you to put the patch files

in your system. For example in a Solaris SPARC workstation, if the
patch file nameis:

2.2 _05a_patches_sparc_5.7.tar

Enter the following:

#mkdir /usr/patches
#cp 2.2_05a _patches sparc_5.7.tar /usr/patches

Platform Requirements 2-5


http://www.sun.com/software/solaris/jre/download.html

| nSta| |at|0n Infortrend RAIDWatch GUI Users Manual

#cd /usr/patches
#tar xvf 2.2_05a _patches sparc_5.7.tar

Y ou have now tarred the patch filesin the /usr/patches directory.

Note: Patches displayed here are only examples. Patches are continuously updated on Sun's web
site.

2.3.3 Red Hat Linux Servers

RAIDWatch supports Red Hat Linux 6.1 servers and workstations. Prior to running
the ingtallation procedure for RAIDWatch on a Red Hat Linux 6.1 server or
workstation, complete the following steps:

Step 1. Mount installation CD
Step 2. If your Red Hat Linux 6.1 host is a web server:

Make sure that web server software is aready installed on your Linux
server. The default web directory will be /usr/fhome/httpd. Allow the
RAIDWatch installation package to be accessed from /usr/home/httpd/html.

A. Mount the RAIDWatch ingtallation CD to /cdrom:, type the following
and press Enter to proceed (assuming that the CD-ROM drive is
/dev/hdc):

#mount /dev/hdc /cdrom

B. Copy the “common” file folder from the installation package CD to
the Apache html directory, type the following and press Enter to
proceed:

#cp —r /cdrom/common /home/httpd/html/

2.3.4 Windows Platforms

RAIDWatch supports Windows NT 4.0 for servers and Windows 95/98/Me/NT/2000
for workstations.

Step 1. In order to use Netscape in Windows: append the string:
user_pref(“signed.applets.codebase_principal_support”, true);
to

c:\winnt\profiles\<username>
(Windows NT or Windows 2000)
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_Or_

c:\Program_Files\Netscape\Users\<username>
(for Windows 95/98/Me)

Step 2. SNMP Service

SNMP service for Windows NT (if the SNMP agent is under a Windows
NT environment) must be enabled.

Locate “Services’ under the Windows Control Panel. Enable or install
SNMP services. Refer to your Windows documentation for more
information.

Step 3. MAPI for Windows

Windows Messaging (MAPI) for Windows NT/95/98/Me/2000 (if support
for pager, fax, or email notification is needed) must be enabled. Refer to
your Windows documentation for more information.

Step 4. NetBEUI support

Windows NetBEUI support for Windows NT/95/98/Me/2000 (if network
broadcast support notification is needed) must be enabled. Refer to your
Windows documentation for more information.
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2.4 Software Setup

This section discusses how to install RAIDWatch in your system. Before proceeding
with the setup procedure, read through the Before You Start section below.

2.4.1 Before You Start

Before starting the installation, read through the notes listed below.

¢ TCP/IP must be installed and running with a valid IP address assigned to
each primary and secondary agent station, even if RAIDWatch Manager is
being used on the local host.

¢ Your system display must be running in 256 color mode or some
configuration items will not be visible.

¢ Your RAID controller must either be defined as a peripheral device or
logical drives mapped to host LUNs, otherwise RAIDWatch will be unable
to locate the controller.

¢ Be certain that your system meets the minimum hardware and software
reguirements listed in the System Requirements section.

¢ Check to be certain that the RAID disk arrays and controllers are installed
properly. For the installation procedure, see the documentation that came with
the controller.

¢ Follow the directions provided in the Platform Requirements section to prepare
for installation and operation under different OS environments.

2.4.2 Installing RAIDWatch

Follow these steps to install RAIDWatch on your server(s) and RAID systems.
Step 1. Insert the Infortrend RAIDWatch installation CD into your CD-ROM drive.
Step 2. If installing on a Unix system, mount the RAIDWatch CD to /mnt.

Step 3. If you are currently running other applications, close them before proceeding
with the setup process. This will minimize the possibility of encountering
system errors during setup.

Step 4. Toinstall RAIDWatch run the install script file related to the OS you are using
to start the installation process. (Each OS has its own install script.) This
method will open a command line window and ask first if you want to install
Java Runtime Environment (JRE). Enter “N” for no unless you are aso

Software Setup
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installing RAIDWatch Manager. The installation script will then ask if you
want to install RAIDWatch. Type “Y” for a first install, reinstall, or
reconfigure of the program.

Step 5. After opening the install shield, the following welcome screen, shown in
Figure 2-1, will appear. To continue installing RAIDWatch, click the “Next”
button at the bottom of the window. If you do not wish to continue with the
installation process, select the “Stop” button.

& InforTrend RAID Management Tool installation program o ] [

Welcome to the install®hield Wizard for -
Infortrend RAID Management Tool

Click Next to contirmme Setup Program

Bach | et | Stop |

Figure 2-1: Welcome to the install shield window

Step 6. If you selected the “Next” button on Figure 2-1, the License Agreement
window seen in Figure 2-2. First read through the License Agreement. If you
are in agreement with the specified terms and wish to continue installing the
RAIDWatch program, select the “Accept.” If you do not wish to continue with
the installation process then select the “ Stop” button.
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& License Agreement For Infortrend RAID Manag - |EI|£|

"Infortrend RaIDWatch" License Agresment -

- |PLEARE READ THIR LICENSE AGEEEMENT EEFORE
USING THIS SOFTWARE. THIE "GEEEMENT I3 A
LEGAL CONTRACT EETWEEN YOU ( THE

“CUSTOMER” ) AND INFORTREND TECHNOLOGY,
INC. {THE “INFORTREND” ) GOVEENING THE

" |USE OF THIS SOFTWARE. VOUR FIRRT USE OF
|THIE B0FTWARE INDICATES YOUE ACCEPTANCE OF
THE TEEM: OF THIY AGREEMENT. IF YOU DO NOT
AGREE TO THERE TEEMS AND CONDITIONS, ¥OU
MAY NOT INSTALL OF USE THE SOFTWARE.

1. CUSTOMEE may use RAIDWatch (the
“SOFTWARE™ ) on a single-user computer or
a single teminal or workstation of a
multl-user computer or network.

2. CUSTOMER mav not sublicense, assign,
rent, lease or transfer, in whole or in
part, the SOFTWARE without the prior
wrltten consent of Infortrend.

3, CUSTOMER may not decomplle, LI

dicaccamhla  wadi f=r aresmt Gvdeant oav

Biack Accept Stop |

Figure 2-2: License Agreement

Step 7. If you accepted the License Agreement in Figure 2-2, a new window with
three installation options will appear. These options, shown in Figure 2-3, are
Out-Band, In-Band, and Applet Only.

¢

Out of Band — Selecting this option alows you to instal the
RAIDWatch GUI and the Event Monitor on the local computer. If this
option is selected then none of the primary or secondary agents will be
installed and it will be necessary to access the controller through a
LAN.

In-Band — Selecting this option will result in the installation of the In-
Band SCSI driver and associated agents and configuration tools as well
as the RAIDWatch GUI on the local computer. This option should only
be selected when the controller is connected directly to the loca
computer viathe seria port.

Applet Only — This will install the GUI onto the controller itself. Prior
to selecting this option, a user must reserve space on the controller.
After the space has been reserved, and if this installation option is
selected, then the associated RAIDWatch files will automatically be
installed on the controller.

If the Applet Only installation was selected, a user will have to use a
web browser to connect to the RAIDWatch program. To do this, a web
browser is opened and the controller IP address entered. The
RAIDWatch program can then be accessed and use to manage the
storage array.

2-10
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& Setup Type for Infortrend RAID Management Tool - |I:I|i|

Click the type of setup you prefer, then click Hext.

 Out of Band Install out of band components irta
your local harddisk Including SUI

ohly

i~ In-Band Installzs all components, including
Ul and drives and agentz and
other utilties

" Applet-Only Inztalls applet GUI components into
contoller

Drefault Directany

C:%Program Files\inforTrend Broweser |

Back Mext | Stop |

Figure 2-3: Installation Options

2.4.3 Installing Out of Band Components

If you wish to install the Out of Band components only follow these steps.

Step 1. Use the cursor to select the “Out of Band” option in Figure 2-3. The
application and the files associated with the GUI will be stored in the

C:/Program Fileg/Infortrend

directory. If you wish to change the directory, select the “Browser Button” and
choose the directory you wish to use.

Step 2. Once you have selected the directory in which you wish to install the Out of
Band components and if you wish to continue installing the Out of Band
components, select the “Next” button and the screen shown in Figure 2-4 will
appear.

If you wish to discontinue the installation process, select the “Stop” button. If
you wish to re-read the License Agreement, select the “Back” button.

Software Setup
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2 Select Additional Components for Infortrend RAID Management Tool =] =]

4

-

/ aict Wiatch

vent Manitor

[ Svsterm files

Figure 2-4: Additional Components

Step 3. From Figure 2-4 above, additional components can be selected. The default
option selects al the additional components, if you wish to de-select the
additional components, then use your mouse to de-select those components
you do not wish to install.

Once the additional components have been selected, and if you wish to
proceed with the installation process, select the “Next” button. If you do not
wish to proceed with the installation process, select the “Stop” button and if
you wish to re-select the installation options, then select the “Back” button.
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2 Installing active now for Infortrend RAID Management Tool ==

Installation Shield is copying all components from source to destination
directory, if you want to stop the installation, please press =stop>
button to break the program

Faid Watch

[

Marme:guil keystore Size: 1146 Time: 19994 2/24 _EF 10:07

Figure 2-5: Installing Active

Step 4. If the “Next” button from Figure 2-4 was selected, the Install Active window
shown in Figure 2-5 will appear. If you wish to stop the installation
procedure, then click the “Stop” button. If you wish to continue installing the
Out of Band components, allow the installation shield to continue the
installation process uninterrupted.

Step 5. Once the Out of Band components have been successfully installed, a window
indicating the successful installation, shown in Figure 2-6, will appear. To
complete the process and to make the window disappear, click on the “OK”
button.
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4= Installing active now for Infortrend RAID Mana:'

= g

Installation Shield is copying all components from source to destination
directary, if you want to stop the installation, please press <stop=
button to break the program

Raid Watch

Installation is successfully, you can start using Application

o |

Figure 2-6: Successful Installation

2.4.4 Installing In-Band Components

If you wish to install the In-Band components only follow these steps.

Step 1. Use the curse to select the “In-Band” option in Figure 2-3. The application
and the files associated with the GUI will be stored in the

C:/Program Fileg/Infortrend

directory. If you wish to change the directory, select the “Browser” button and
choose the directory you wish to use.

Step 2. Once you have selected the directory in which you wish to install the In-Band
components and if you wish to continue installing the In-Band components,
select the “Next” button and the screen shown in Figure 2-7 will appear.

If you wish to discontinue the installation process, select the “Stop” button. If
you wish to re-read the License Agreement, select the “Back” button.
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f:‘_i Select Additional Components for Infortrend RAID Management ool ==l E

Evwerit Moritor
Primary Aoert

[ Secondary soert
[ MPC Agent

[# Svsterm files

Figure 2-7: Additional Components

Step 3. From Figure 2-7 above, additional components can be selected. The default
option selects al the additional components, if you wish to de-select the
additional components, then use your mouse to de-select those components
you do not wish to install.

Once the additional components have been selected, and if you wish to
proceed with the installation process, select the “Next” button. If you do not
wish to proceed with the installation process, select the “Stop” button and if
you wish to re-select the installation options, then select the “Back” button.
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2 Installing active now for Infortrend RAID Management Tool ==

Installation Shield is copying all components from source to destination
directory, if you want to stop the installation, please press =stop>
button to break the program

Faid Watch

[

Marme:guil keystore Size: 1146 Time: 19994 2/24 _EF 10:07

Figure 2-8: Installing Active

Step 4. If the “Next” button from Figure 2-7 was selected, the Install Active window
shown in Figure 2-8 will appear. If you wish to stop the installation
procedure, then click the “Stop” button. If you wish to continue installing the
In-Band components, alow the installation shield to continue the installation
process uninterrupted.

Step 5. Once the In-Band components have been successfully installed, a window
indicating the successful installation, shown in Figure 2-9, will appear. To
complete the process and to make the window disappear, click on the “OK”
button.
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2 Installing active now for Infortrend RAID Mana:' o ]

Installation Shield is copying all components from source to destination
directary, if you want to stop the installation, please press <stop=
button to break the program

Raid Watch

Installation is successfully, you can start using Application

o |

Figure 2-9: Successful Installation

2.4.5 Applet-Only Installation

Reserved Space

If the Applet Only option is selected, RAIDWatch files will be installed directly onto
the controller and therefore space for these files must be reserved. If you have not
aready reserved the space on the controller then do so now. Follow these steps:

Step 1. Stop the RAIDWatch Installation Program. To do this, use the cursor to click
the “Stop” buttonin Figure 2-3.

Step 2. Use either the front panel LCD screen or the terminal emulation program, to
access the pre-installed firmware on the controller.

Step 3. Use the FW to create a logical array (see the Generic Operation Manual).
Make sure that you reserve a space of at least 256MB. This reserved space is
required for the RAIDWatch Files that will be transferred to the RAID
Controller.

CAUTION: If you do not reserve a space of at least 256MB, you will not be able to transfer the
necessary RAIDWaitch files to the controller and will therefore be unable to use the RAIDWatch
Program.
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Applet Only Installation

Step 1. Once space has been reserved on the controller, follow the instructions
outlined in Section 2.4.2 until the Installation Options screen shown in Figure
2-3 appears.

Step 2. Use the curse to select the “Applet” option in Figure 2-3. The application and
the files associated with the GUI will be stored in the

C:/Program Files/Infortrend

directory. If you wish to change the directory, select the “Browser” button and
choose the directory you wish to use.

Step 3. Once you have selected the directory in which you wish to install the Applet
components and if you wish to continue installing the Applet components,
select the “Next” button and the screen shown in Figure 2-8 will appear.

If you wish to discontinue the installation process, select the “Stop” button. If
you wish to re-read the License Agreement, select the “Back” button.

{% Setup IP or Hostname of the Controller where applets to instalk — =) =]

Sy, Input the IP of controller where applets to install

IP ar Hosthame: I

Controller Passwiord: I

Back |

Figure 2-10: Input IP and Controller Passoword

Stop

Step 4. As shown in Figure 2-10 above, enter the IP address or the hostname of the
controller and the controller password in the respective fields. The default
controller is blank and it needs to be configured in RAIDWatch.
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Once IP (or hostname) and the controller password have entered, and if you
wish to proceed with the installation process, select the “Next” button. If you
do not wish to proceed with the installation process, select the “Stop” button
and if you wish to re-select the instalation options, then select the “Back”
button.

Installation Shield is copying all components from source to destination
directory, if wou want to stop the installation, please press <stop=
button to break the program

Raid Watch

[

Marne:guil keystore Size:1146 Tirme:1999M1 2124 £ 10:07

Figure 2-11: Installing Active

Step 5. If the “Next” button from Figure 2-11 was selected, the Install Active window
shown in Figure 2-12 will appear. If you wish to stop the installation
procedure, then click the “Stop” button. If you wish to continue installing the
Applet components, allow the installation shield to continue the installation
process uninterrupted.

Step 6. Once the Applet components have been successfully installed, a window
indicating the successful installation, shown in Figure 2-12, will appear. To
complete the process and to make the window disappear, click on the “OK”
button.
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or Infortrend EAID k ent Tool

Installation Shield is copying all components from source to destination
directary, if you want to stop the installation, please press <stop=
button to break the program

Upload had finished!

You can try to connect the url bittp 92 168.199.21 2farm bt right nowy

Figure 2-12: Successful Installation

Step 7. If you wish to immediately access the RAIDWatch manager then open a web
browser and type in the IP address that you used in Figure 2-10 with the
associated filename.

i.e. To run the RAIDWatch Manager from the controller, enter the following
into the address bar of the web browser:

http://www.xxx.yyy.zzz/grm.htm

or, to run the Event Monitor, enter the following into the address bar of the
web browser.

http://www.xxx.yyy.zzz/grem.htm

where www.xxx.yyy.zzz is the | P address entered in Figure 2-10.

2.5 List of Filenames

Below is alist of key RAIDWatch files installed during the installation process. All
files should be found in the /usr/hybrid/bin/ (default) directory or the directory you
chose during the installation.
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» RAIDWatch Manager access:
GRM.JAR - executable .jar Javafile
GRM.HTM - browser accessible HTML file
» Event Monitor access:
GREM.JAR - executable .jar Javafile
GREM.HTM - browser accessible HTML file
» Executable Agent files:
PRIMARY.EXE - to start the Primary Agent
SECONDARY .EXE - to start the Secondary Agent
NPC.EXE - to start the Notification Processing Center
» Configuration and Install files:

CONFIGURE.JAR - executable .jar Javafile
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2.6 Program Updates

As Infortrend’'s valued customer, you are entitled to free program updates. You can
download the latest version of RAIDWatch from Infortrend’'s FTP sites at
ftp.infortrend.com in the U.SAA., or ftp.infortrend.com.tw in Taiwan. For more
information about this service, call Infortrend or an Infortrend distributor in your area.
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2.7 In-band SCSI

2.7.1 What is it and what is it used for?

These days more and more external devices regquire communication with the host
computer for device monitoring and administration. This is usually done through RS-
232C ports.

An alternative means of communication is now available for SCSI-to-SCSI RAID
controllers — in-band SCSI. The traditional way for controllers to communicate with
the host computer has been via software (such as RAIDWatch) using an RS-232C
connection. With in-band SCSI, integrators have more flexibility. They may use RS-
232C or the existing SCSI cable instead.

In-band SCSI is particularly useful when creating a new RAID. In order for a host to
“see” the controller, and thus for Primary and Secondary agents, and RAIDWatch
Manager to manage the controller, it must first be configured as a peripheral device.
In-band SCSI allows you to do this using terminal emulation program.

2.7.2 How is it able to use the SCSI cable?

In-band SCSI technology translates the original commands into standard SCSI
commands. These SCSI commands are then sent to and received from the RAID
controller. RAIDWatch can manage the RAID controller just as it could before via
RS-232C. (Note: it is assumed that users of in-band SCSI possess the following — a
third-party adapter and a channel on their Infortrend RAID controller that can be
designated as a host channel. Both of these are required for in-band SCSI
communication between the host and the RAID controller.)

2.7.3 Configuring a RAID Controller to Use In-band SCSI

RAID Controller Adjustments

Some adjustments must be made to the RAID controller and to the host computer's
SNMP settings before the two can communicate using SCSI commands. The RAID
controller settings can be changed using the Front Panel. (Your front panel may be
different in appearance from the one shown in Figure 2-13.)

In-band SCSI

2-23



Installation

Infortrend RAIDWatch GUI Users Manual

®o Je%s P T
L= ] [ o LR
2 Rl e B 1) O GO
l‘*gﬁ oo o @ || Controller va. 11| SR e
OO0 0 Gyl | peady i 00000
ooy & s, .0.00
O o7 AENAL —— 0,0, 0.0
o 6o E3C AT IED “a" Vo
W 4 ENT ESC

Figure 2-13: Example of a front panel

From the Main Menu, press v or A to
“View and Edit Configuration

select

Parameters.”

Press <Enter>; and then usethe v or A to
select “Host-side SCSI Parameters.” Then

press <Enter>.

View and Edit
Config Parns

Host - si de SCSI
Paraneters

Y ou will need to make adjustments in the following four submenus: Peripheral Device
Type, Peripheral Device Qualifier, Device Support for Removable Media, and LUN
Application. Different host operating systems require different adjustments. Look at
the table below to find the proper settings for your host operating system.

OPERATI | Peripheral | Peripheral Device Device Support for | LUN Applic-ability
NG Device Qualifier Removable Media

SYSTEM Type

NT 4.0 1f connected disabled All Undefined LUNs
Windows 3 connected enabled All Undefined LUNs
2000

NetWare 1f connected disabled All Undefined LUNs
4.X

SCO Unix 7f connected either is okay All Undefined LUNs
5.0x

UnixWare 3 connected either is okay All Undefined LUNs
2.1x

Solaris 7f connected either is okay All Undefined LUNs
2.5.x/2.6

Table 2- 2: Peripheral Device Type Parameters Reference for Various Operating Systems

Device Type Setting

No Device Present 7f
Direct-access Device 0
Sequential-access Device 1
CD-ROM Device 5
Scanner Device 6
MO Device 7
Unknown Device 1f
Processor Type 3

Table 2- 3: Peripheral Device Type Settings
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Example: Settings for Windows NT 4.0

The settings for Windows NT 4.0 are provided here as an example. For the settings
under other operating systems, please refer to table 2-2 above, Peripheral Device Type

Parameters Reference for Various Operating Systems.

On the front panel, use v or A to sdect
“Peripheral Device Type Parameters’; and then
press <Enter>.

(For this example, we assume that there are
currently no peripheral devices.)

Press v or A to choose “Set Device Type?
Unknown (0x1f)”.

Peri ph Dev
Type Paraneters
Devi ce Type -

No Device (0x7f)

Set Device Type?
Unknown (0x1f)

Press <Enter> to confirm the selection. Now that we have changed the Peripheral
Device Type, let us set the Peripheral Device Qualifier. Press <Esc> to return to the
sub-menus mentioned above. Use the arrow keys to scroll down to Device Qualifier.,

press v or A to select “Device Qualifier Connected.”

The default setting is “Connected.” If your Front
Panel reads “Disconnected,” press <ENT> and you
will be prompted to change to “Connected.” If
your Device Qualifier setting reads “Connected,”
press <Esc> to return to the host-side SCSI
submenus

Use the ¥ or A to select Support for Removable
Media. The default setting is “Disabled.” If the
LCD reads “Enabled,” press <Enter> and you will
be prompted to accept a change. If the screen reads
“Disabled,” press <Esc> to return to the host-side
SCSI submenus.

Press v or A to select “LUN Application”; and
then press <Enter>. The default setting is “All
Undefine LUN.”

Press <Enter> and use ¥ or A to select “Undefine
LUN-0O's”

Device Qualifier
Connect ed

Support Removabl e
Medi a - Disabl ed

LUN Application-
Al'l Undefine LUN

Applies to ?
Undefine LUN-O' s

In-band SCSI
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< > . [ . .
Press En’Fer to accept. The screen should display LUN Appl i cati on-
the following message. Undefine LUN-0' s

The RAID controller adjustments necessary to use in-band SCSI have been completed.
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Chapter 3: Configuration Options

This chapter describes the RAIDWatch configuration options. There are a number of
different items that users can configure. These include primary and secondary agents
and the Notification Processing Center.

NOTE: If during installation (see Software Setup on page 2-10), you selected the Out of Band
option, since neither the primary nor secondary agents were installed and only the GUI was
installed, these configuration options will not be available to you.

¢ Accessing the Configuration Panel — Section 3.1, page 3-2,

= 3.1.1 Using Windows — RAIDWatch Installed as In-Band

= 3.1.2 Using Web Browser — RAIDWatch Installed as Applet
¢ Primary Agent Configuration — Section 3.2, page 3-5,

= 3.2.1 Base Settings

= 3.2.2 Managed Secondary Agent Settings

¢ Secondary Agent Settings — Section 3.3, page 3-8,

¢ NPC Settings — Section 3.4, page 3-9,

= 3.4.1 Agent

= 3.4.2Event Log

= 3.4.3 Fax Settings

= 3.4.4 Pager Settings
= 3.4.5Email Settings
= 3.4.6 SNMP Settings

= 3.4.7 Broadcast Settings

¢ Rebooting the Controller - Section 3.5, Page 3-18
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3.1 Accessing the Configuration Panel

3.1.1 Using Windows — RAIDWatch Installed as In-Band

If, during the installation process outlined in Chapter 2, the In-Band option was
selected, the In-Band SCSI driver, associated agents and configuration tools were
installed on the local computer. To access the configuration tools using Windows,
please do the following:

Step 1. Open the directory in which the RAIDWatch GUI was installed. This directory
was selected during the installation process and the default directory was
“Infortrend Inc.”

Step 2. If you are using Windows, first selecting “ Start” then opening the “Programs’
menu and finally opening the “Infortrend Inc” can easily access the
configuration panel. Once the “Infortrend Inc.” directory has been
successfully opened select the configure option shown in Figure 3-1.

Mew OFfice Document
Open Office Document
‘indows Update

winZip

» @ ACCESSOrEs
= Infortrend Inc ¥ % cConfigure
! Event Monitor

Programs

Documents 4

Settings » Raid Watch
Uninstall

Search r

Help

Rurn. ..

Shut Dowr, ..

Figure 3-1: Opening the Infortrend Directory

Step 3. Once “Configure” has been selected, the “Configuration Panel,” shown in
Figure 3-2 will appear. Users can configure the following Items:

¢ Primary Agent

¢ Secondary Agent
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¢ Notification Processing Center (NPC)

Figure 3-2: In-Band Configuration Panel

3.1.2 Using Web Browser — RAIDWatch Installed as Applet

If, during the installation process outlined in Chapter 2, the “Applet Only” option was
selected, the RAIDWatch GUI must be accessed through a web browser. To access the
configuration panel shown in Figure 3-3, typein the controller |P address (see Section
2.4.5) followed by “configure.htm.” i.e. if the controller IP Address is ww.xX.yy.zz, in the
address line of the web browser type:

http://ww.xx.yy.zz/configure.htm

The screen shown in Figure 3-3 will appear.
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Figure 3-3: Applet Only Configuration Panel

It can be seen that the difference between Figure 3-2 and Figure 3-3 is the “Enable

Note: Enabling the SSL can only be done when the GUI is installed on the controller as an Applet
Only.
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3.2 Primary Agent Configuration

To configure the Primary agent settings, select “Primary Agent” tab from the tab
menu at the top of Figure 3-4. Two sub-tabs, “Base Settings’ and “Managed
Secondary List”

3.2.1 Base Settings

The “Base Settings’ are shownin Figure 3-4.

¢ Port Number — This is the port number the RAIDWatch Manager stations will
use to communicate with the Primary Agent.

¢ Enable Redundant — This is selected to enable primary agent/NPC on another
server for the precaution that a Primary Agent/NPC might fail and, as the
conseguence, fatal system events might then occur unnoticed.

¢ SSL Enable — This option, only available if the controller is installed as an
applet on the controller, enables the Secure Sockets Layer (SSL). To enable it
just point the mouse to the square and double click. To disable it, do the same.

Redundant Modules

It isrecommended to install Primary and NPC Agents redundantly on different servers
to avoid the blind time when the Primary Agent or NPC module is down. Once the
Primary Agent or NPC is down, the Primary Agent installed on another server will
take over instantly allowing NPC to work.

Primary Agent and NPC should be installed manually on different servers. The
configuration utility does not automatically add these modules to the selected RAID
server.

If Enable Redundant is selected, the following options shown in Figure 3-4 will
appear.
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Baze Setting | Marnaged Secondary List |

Part Mutmber: SEETD

hocde: ACTIVE -
Peetr Host:
Peet's Port Mummbet: SaE32

Megotiation Interval:

oL

Figure 3-4: Enable Redundant Options

¢ Mode - assign the preferred mode for the Primary Agent installed on current
server as active or standby. There exists an active-standby relationship between
Primary Agents and the relationship can be automatically resolved between
agents.

¢ Peer Host - enter the | P address.

¢ Peer's Port Number - A use should enter the same port number as that on the
current Primary Agent host.

¢ Negotiation Interval — This is the duration of time (in seconds) for Primary
Agents to negotiate for the active-standby status. A Primary Agent might wait
for seconds for its peer agent to start up.

Important! at least one Primary Agent and one Secondary Agent must be installed in a network
managed by RAIDWatch. RAID controllers are managed by Secondary Agents which are in-turn
managed by the Primary Agent. Without Secondary Agents associated with each RAID, it will be
impossible to manage RAID systems.

The Event Monitor also requires Primary and Secondary Agents to be running on RAID servers
to record system events and report system status.

Even if the system only has one RAID and all RAIDWatch components are installed on a single
server, both a Primary Agent and a Secondary Agent must be installed.
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3.2.2 Managed Secondary Agent Settings

To configure the “Managed Secondary List” settings, select the “Managed Secondary
List” sub-tab shown in Figure 3-4. The “Managed Secondary List” shown in Figure
3-5 will appear.

Ease Setting  Mataged Secondary List

Hozt Mame | Port Mumber |
sl Mzl | 192 168.4.16 | 58633 |

Port Rumber: ISSESS

Add | Femove |

Figure 3-5: Managed Secondary List

This part of the Primary Agent configuration, lists each Secondary Agent RAID server
that will be managed through the Primary Agent where you are installing RAIDWatch.

¢ Host names - These are | P addresses for each RAID server.
¢ Port Number — The settings that should be the same for al Secondary Agents

but should they should be from the Primary Agent port setting and otherwise
unique to the Secondary Agents.

Important: the Primary Agent default port setting should be changed to a network-unique
assignment. The default TCP port setting is 58632. Any port number between 49152 and 65535
can be used.

Also, Managed Secondary Agents should all use a different, common-to-all Secondary Agents,
TCP port setting from that of the Primary Agent.
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3.3 Secondary Agent Settings

To configure the Primary agent settings, select the “Secondary Agent” tab from the
tab menu at the top of Figure 3-4. The “Secondary Agent” screen shown in Figure
3-6 will appear.

f Frame Title

—

192.168.4.16

Figure 3-6: Secondary Agent Settings

Important: local Secondary Agents must be installed at all RAID hosts managed by RAIDWatch.

¢ Host Name/I P Address - The IP address for the current RAID server.
¢ Port Number - The TCP port to be used by all secondary agents.

¢ Event Polling Period - Thetimeinterval (in seconds) for event queries from the
Secondary Agent to the RAID controller.
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3.4 NPC Settings

To configure the Notification Process Center (NPC) settings, select “Notification
Process Center Setting” tab from the tab menu at the top of Figure 3-4. Notification
Process Center” screen shown in Figure 3-7 will appear.

i2e Frame Title =10 x|
Pritnary Agent | Secondary Agent  Motification Process Center Setting |

Agert | Event Log | Fax | Pager | EMaIL | Shmp Trap | Broscast |

Host Mamer: |1 92168416

Paort Mumbet: |5a|332

Apply (84

Figure 3-7: NPC Settings

There are seven sub-tabs at the top of the NPC Settings window shown in Figure 3-7.
Along with five different (Fax, Pager, Broadcast, Email, and SNMP Traps) means of
informing RAID managers that an event has occurred, the Agent and the Event Log
can also be configured by the user.

In order to use fax or pager notification, Modem parameters must also be set. For NT
servers, Widows Messaging and Personal Fax must be installed and running for NPC
towork. 1f NPC will not be used, skip these steps.

3.4.1 Agent

After opening the NPC Settings window shown in Figure 3-7, the Agent window will
immediately appear. The Host Name and the Port Number must be configured.

¢ Host Name — Thisisthe controller’s |P address.
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¢ Port Number — This is the port number the RAIDWatch Manager stations will
use to communicate with the Primary Agent.

3.4.2 Event Log

To open the “Event Log Configuration” window, first open the NPC Settings
window shown in Figure 3-7, and then select the Event Log sub-tab. The Event Log
Configuration window shown in Figure 3-8 will appear.

fgert Event Loo | Fax | Pager | EMAIL | Ship Trap | BrosdCast

Enabled: [+

Severity: I1 N I

Figure 3-8: Select NPC

3.4.3 Fax Settings

To open the “FAX” window, first open the NPC Settings window shown in Figure
3-7, and then select the FAX sub-tab. The FAX configuration window shown in
Figure 3-9 will appear. There are two sub-tabs in the FAX configuration window,
“Base Settings’ and “Phone Number List”

Agent | Event Loy FAX | Pager | EMAIL | SNMP Trap | Brosdcast

Biase Setting | Phane Murmber List |

Device: IHYSD

Figure 3-9: Enable device

Base Settings

To open the “Base Settings’ configuration window, select the Base Setting sub-tab
shownin Figure 3-9.
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¢ Enable - In the center of the FAX settings window there is an enable option. To
configure the notification device click on the square next to “Enable.” See
Figure 3-9.

Phone Number List

To open the “Phone Number List” configuration window, select the “Phone
Number” list sub-tab shown in Figure 3-9. The window shown in Figure 3-10 will

appear:

Base Setting  Phone Mumber List |

Phione Murnker Severiies
Phone Murber: | 2222 1111 1
222D 222 2

2222 3333 3
Severity: 3 - I

=

A Remove

Figure 3-10: FAX Phone Number List

¢ Phone Number - The phone number for an event message receiving fax
machine. (Note that any access dialing requirements, such as accessing an
outside line, must be included in the phone number. For example: 9,,,2241603
wherein “9” is access for an outside lineand “,,,” indicates a pause.)

¢ Severity is the parameter used to determine what levels of events to be sent via
FAX (1, dl levels, 2, Warning and Alert; 3, only Alert).

¢ Available phone numbers — A list of al phone numbers that the NPC will use
to send a message to. The numbers and the severity of the messages that will be
sent to the number shown are listed.

3.4.4 Pager Settings

To open the “Pager” window, first open the NPC Settings window shown in Figure
3-7, and then select the Pager sub-tab. The Pager configuration window shown in
Figure 3-11 will appear. There are two sub-tabs in the Pager configuration window,
“Base Settings’ and “Phone Number List”
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Agert | Event Log | FAX Pager | EMAIL | SMMP Trap | BroadCast

Ease Setting | Phone Mumber List |

Ersbled: [«

Device: IMSD

Figure 3-11: Enable device

Base Settings
To open the “Base Settings’ configuration window, select the Base Setting sub-tab
shownin Figure 3-11.

¢ Enable - In the center of the FAX settings window there is an enable option. To
configure the notification device click on the square next to “Enable.” See
Figure 3-11.

Phone Number List

To open the “Phone Number List” configuration window, select the “Phone
Number” list sub-tab shown in Figure 3-11. The window shown in Figure 3-10 will

appear:

Base Setting  Phone Mumber List |

Phiane Murnkber Severities
Phore Nurber: | 2222 1111 1
2222 2222 2

22223333 3
Severity: 2 7 I

=3

Al Fetmove

Figure 3-12: Pager Phone Number List

¢ Phone Number - The phone number for an event message receiving pager.
(Note that any access dialing requirements, such as accessing an outside line,
must be included in the phone number. For example: 9,,,2241603 wherein “9”
isaccess for an outside lineand “,,,” indicates a pause.)
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¢ Severity is the parameter used to determine what levels of events to be sent via
Pager (1, all levels, 2, Warning and Alert; 3, only Alert).

¢ Available phone numbers — A list of al phone numbers that the NPC will use
to send a message to. The numbers and the severity of the messages that will be
sent to the number shown are listed.

3.4.5 Email Settings

To open the “Email” window, first open the NPC Settings window shown in Figure
3-7, and then select the Email sub-tab. The Email configuration window shown in
Figure 3-13 will appear. There are two sub-tabs in the Email configuration window,
“Base Settings’ and “Mail AddressList”

Agent | Event Log | Fax | Pager EMAL | SHMP Trap | BroscCast

Base Setting | Msil Acidress List |

SMTP Server: I

Zendet's Email; I

Enahled: [+

Subject: IRAID Evert
Figure 3-13: Email Settings

Base Settings

To configure the “Base Settings’ select the “Base Settings’ sub-tab from Figure 3-13
and the configuration options shown in Figure 3-13 will appear.

¢ SMTP Server - The mail server used to send event notifications via e-mail.

¢ Sender’s Email - The “From” part of e-mail notification messages. It must be
avalid internet e-mail address.

¢ Enable - Enables the email settings, select the click on the “Enable” box in the
middle of the Broadcast Settings window.

¢ Subject - alows usersto add a subject to event notification emails.

NPC Settings
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Mail Address List

To configure the “Email Address List” select the “Email Address List” sub-tab from
Figure 3-13. The configuration options shown in Figure 3-14 will appear.

Ease Setting  Mail Address List

Receiver Severities
Receiver's Email: -
ternpl1 @infortrend. ... [1
ternp03d@infortrend com tw tetnpl2id@infortrend. ... (2
tetnpl3@infortrend. .. [3

Severity: |3 hd

Add | Remove

Figure 3-14: Email Settings

¢ Receiver’s Email - Allows users to enter multiple event notification e-mail
recipients with messages for each. Each entry must be a valid internet e-mail
address.

¢ Severity - The parameter used to determine what levels of events to be sent via
Email (1, al levels, 2, Warning and Alert; 3, only Alert).

¢ Available Addresses - Shows alist of al the email addresses that the NPC will
use to send a message to. Both the email addresses and the severity of the
messages that will be sent to the addresses shown are listed.

3.4.6 SNMP Settings

To open the “SNMP” window, first open the NPC Settings window shown in Figure
3-7, and then select the SNMP sub-tab. The SNMP configuration window shown in
Figure 3-15 will appear. There are two sub-tabs in the SNMP configuration window,
“Base Settings’ and “SNMP TrapsList”
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Agent | Evert Log | Fax | Pager | EMAIL  SMNMP Trap | BrosdCast |

Base Sefting | SHIMP Trap List |

Enabled: [«

Cammunity: Ipuhliu:

Figure 3-15: SNMP Base Settings

Base Settings

To configure the “Base Settings’ select the “Base Settings’ sub-tab from Figure 3-15
and the configuration options shown in Figure 3-15 will appear.

¢ Enable - To enable the SNMPTrap settings, click on the “Enable” box in the
middle of the SNMP Settings window. See Error! Reference source not found..

¢ Community - This is just a string authentication and can be seen as a plain text
password. See Error! Reference source not found..

SNMP Trap List

To configure the “SNMP Trap List” select the “SNMP Trap Ligt” sub-tab from
Figure 3-15. The configuration options shown in Figure 3-16 will appear.

Base Setting  SNMP Trap List |

Trap Receivers Severities
Host [P IIIIEIEI.1 11.333 000111111 1
noo.14.222 2

o0o.111.333 3
Severity: 3 e I

=3

Add | Remove

Figure 3-16: SNMP Trap List Settings

¢ Host I P - The port number of the agents listening for traps. Click Add to avail
agents to the Trap Receiver List.
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¢ Severity is the parameter used to determine what levels of events to be sent via
SNMP (1, all levels, 2, Warning and Alert; 3, only Alert).

¢ Host Name - A list of listening SNMP agents.

Important Note: Agent and NPC configuration parameters can be reconfigured later using the
installation program. Run the installation program and select Configure Only from the Start
menu to reconfigure Agent and NPC settings.

3.4.7 Broadcast Settings

To open the “Broadcast Settings’ window, first open the NPC Settings window
shown in Figure 3-7, and then select the Broadcast Settings sub-tab. The Broadcast
Settings configuration window shown in Figure 3-17 will appear. There are two sub-
tabs in the Broadcast Settings configuration window, “Base Settings’ and
“Broadcasting List”

Agert | Evert Log | Fax | Pager | EMAIL | Ship Trap  BroadCast

Base Setting | BrosdCasting List

Enabled: [+

Figure 3-17: Enable Broadcast settings

Base Settings
To configure the “Base Settings’ select the “Base Settings’ sub-tab from Figure 3-17

and the configuration options shown in Figure 3-17 will appear.

¢ Enable - To enable the broadcast settings, select the “Enable” box in the middle
of the Broadcast Settings window.

Broadcasting List

To configure the “Broadcasting List” select the “Broadcasting List” sub-tab from.
Figure 3-17. The configuration options shown in Figure 3-18 will appear.
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Base Sefting  BroacCasting List |

Host Matme I Severities
Host IP: IIZIIIIIII.1 11.333 000111 111 1
o001 222 2

000111 .333 3
Severity: 2 e I

=3

Al Retrnove

Figure 3-18: Broadcasting List Settings

¢ Host IP/Name - The |P address a broadcast message will be sent to.

¢ Severity - The parameter used to determine what levels of events to be sent via
Broadcast (1, all levels; 2, Warning and Alert; 3, only Alert).

¢ Host Name - Shows alist of all the |P addresses that the NPC will use to send a
message to. Both the IP addresses and the severity of the messages that will be
sent to the addresss shown are listed.
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3.5 Rebooting the Controller

After the configurations settings have been made, for them to take affect the controller
must be rebooted. If the controller is not rebooted after the configuration settings have
been made then the settings may not take affect.
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Chapter 4. Basic Operations
This chapter describes the RAIDWatch layout and basic operations.
¢ Starting RAIDWatch — Section 4.1, page 4-3,

" 4.1.1 Under Windows (95/98/Me/NT/2000) OSes:

®  4.1.2 Under Unix or AIX OSes (Solaris 7 SPARC or x86, HP UX 11, or Red
Hat Linux 6.1)

¢ Starting RAIDWatch Manager — Section 4.2, page 4-4

= 4.2.1 Locally or via LAN under the Windows (95/98/Me/NT/2000)

environment:
" 4.2.2 For remote management via web browser (any supported OS)

" 4.2.3 Locally or via a LAN under a Unix or AIX workstation (Solaris 7
(SPARC, x86); Red Hat Linux 6.1) environment

¢ Connecting and Disconnecting from a Disk Array — Section 4.3, page 4-6
®  4.3.1Connecting to a RAID system
e 4.3.1.1 From the local Primary Agent host:
e 4.3.1.2 From a Distant Host
®  4.3.2 Disconnecting from a disk array system:
¢ Connecting and Disconnecting from a Disk Array — Section 4.4, page 4-10

" 4.4.1 Setting a password for RAIDWatch controller access

" 4.4.2 Setting TCP Port Numbers
¢  Look and Feel — Section 0, page 4-12

" 4.5.1 Look and feel overview
"  4.5.2 Navigation Menus

" 453 Tool Bar

" 4.5.4 Common Commands

" 4.5.5 Menu Commands

" 4.5.6 Windows Display Area
¢ Using the RAID View Window — Section 4.6, page 4-16

"  4.6.1 Accessing the RAID View Display
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" 4.6.2 Using the Configuration View
®  4.6.3 Using the Logical View

" 4.6.4 Using the Physical View
e 4.64.112C
o 46428SAF-TE
e 4.6.4.3 How does SAF-TE work?

o 4.6.4.4 Fault Bus

¢ The Enclosure Window — Section 4.7, page 4-26

"  4.7.1 Accessing the Enclosure Display

" 4.7.2 Using the Enclosure Window
¢ The Event Log Window — Section 4.8, page 4-28

= 4.8.1 Accessing the Event Log Display

= 4.8.2 Using the Event Log to Monitor the System
¢ The Event Log Window — Section 4.9, page 4-29

" 4.9.1 Accessing the Statistics Window

" 4.9.2 Using the Statistics Window

e 4.9.2.1 Cache Hits
e 4922 Disk R/'W
¢  Arranging Windows — Section 4.10, page 4-31

¢  Exiting RAIDWatch Manager— Section 4.11, page 4-32
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4.1 Starting RAIDWatch Agents and NPC

4.1.1 Under Windows (95/98/Me/NT/2000) OSes:

The Primary Agent and Secondary Agents start automatically under Windows OSes each
time the host computer is reset. However, the NPC must be started manually by
executing the NPC.exe each time the host is reset.

4.1.2 Under Unix or AIX OSes (Solaris 7 SPARC or x86, HP
UX 11, or Red Hat Linux 6.1)

Under Unix systems the Primary Agent, Secondary Agent, and NPC (which are all
installed on the host computer) must be started manually each time the host computer is
reset. These items must be started in the following order:

¢ First start the secondary agent,
¢ Second start the primary agent,

¢ Third start the NPC

To start the Primary Agent, Secondary Agent(s), and NPC under a Unix system follow
these steps:

Step 1. At the host computer, change directories to:
/usr/Infortrend/bin/
or whatever directory you chose during the installation if not the default.
Step 2. Then at the command line, type:
primary <Enter> - to start the Primary Agent
secondary <Enter> > to start the Secondary Agent
npc <Enter> - to start the NPC

RAIDWatch is now running. The next step is to start the GUI part of the software,
RAIDWatch Manager.
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4.2 Starting RAIDWatch Manager

The GUI management interface, RAIDWatch Manager, needs to be started by a network

or RAID systems manager regardless of which OS is being used.

Depending on your setup, you can start RAIDWatch Manager in various ways.

For both local and distant management, and under various OSes, starting the program is

fairly simple. Please refer to the appropriate sub-section below for information.

4.2.1 Locally or via LAN under the Windows
(95/98/Me/NT/2000) environment:

Step 1.

Step 2.

Step 3.

From the Start menu, select Programs - RAIDWatch Manager.
-0or-

Double-click the RAIDWatch Manager icon either in the group folder or
from the desktop if a shortcut was added during the installation process.
The RAIDWatch Manager “Connect to RAID Agent” prompt window
should appear on the screen.

Enter the IP address and TCP port assignment of the disk array system
where the Primary Agent was installed. If you are running RAIDWatch
Manager at the Primary Agent host machine (i.e., “locally””) and want to
manage a RAID hosted by the Primary machine, click the Default button.

Double click on a RAID host IP you would like to manage, then double
click on the controller icon, then double click on the connection method
(e.g., In-Band SCSI), to connect to the disk array system. For more
information on how to connect, see the Connecting and Disconnecting from
a Disk Array section of this chapter.

4.2.2 For remote management via web browser (any supported

0S)

Step 1.

Step 2.

Start your web browser and enter the IP address of the Primary Agent host
followed by GRM.HTML as your URL (e.g.,
222.212.121.123\GRM.HTML). After a brief delay while the Java Applet
starts, the RAIDWatch Manager main connection window appears on the
screen.

Double click on a RAID host IP you would like to manage, then double
click on the controller icon, then double click on the connection method
(e.g., In-Band SCSI), to connect to the disk array system. For more
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information on how to connect, see the Connecting and Disconnecting from
a Disk Array section of this chapter.

4.2.3 Locally or via a LAN under a Unix or AIX workstation
(Solaris 7 (SPARC, x86); Red Hat Linux 6.1) environment

Step 1. Open a terminal application or command line window.

Step 2. Change directory to /usr/hybrid/bin/ (or whatever directory you chose during
the installation if not the default).

Step 3. At the command prompt, type:
java -jar grm.jar

The RAIDWatch Manager main connection window should appear on the
screen.

Step 4. Enter the IP address and TCP port assignment of the disk array system where
the Primary Agent was installed. If you are running RAIDWatch Manager at
the Primary Agent host machine (i.e., “locally”’) and want to manage a RAID
hosted by the Primary machine, click the Default button.

Step 5. Double click on a RAID host IP you would like to manage, then double click
on the controller icon, then double click on the connection method (e.g., In-
Band SCSI), to connect to the disk array system. For more information on
how to connect, see the Connecting and Disconnecting from a Disk Array
section of this chapter.
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4.3 Connecting and Disconnecting from a Disk Array

4.3.1

Before management can be performed on a particular disk array system, you need to first
establish a connection between your RAIDWatch Manager station and the Primary Agent
host. Once a connection is established successfully, management can be started.

Disconnection is used for breaking the link between the RAIDWatch Manager station and
the array. This option is particularly useful in cases where multiple disk arrays are being
managed at the same time — instead of restarting the RAIDWatch Manager every time
you need to switch to another system, you just need to disconnect from the current array
and then connect to another.

The following discusses how to connect to a disk array. Information on disconnection is
provided at the end of this section.

Connecting to a RAID system

4.3.1.1 From the local Primary Agent host:

Step 1. From the File menu, select Connect.
_OI’_

Click on the Connect command button. The prompt shown in Figure 4- 1

will appear on the screen:

Search RAID Controllers x|
oK
EIE[ Connect to RAID agent
| Cancel
IP address: | =] Default

Port number:  |58632

Figure 4- 1: Connect to RAID Agent

Click the Default button.

Step 2. The connection screen shown in Figure 4- 2 will appear. Select the IP address
of the RAID you would like to monitor or manage from the Connection View
list. Double click the IP address. Double click the controller icon. Double
click the connection method (e.g., In-Band SCSI).

4-6
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P55 BlEsS| =lw| m

-_. Caonnection Wiew
=-E8 1P 192.168.30.24
= E=a ER2000
g% In-Band SCEI

Figure 4- 2: Click the connection method, e.g In-Band SCSI

Step 3. You will be prompted for a password (see Figure 4- 3) to access the
controller. Enter the password (there is no default password) and click “OK”.

Non-S5L Authentication |

You are entering non secure socket session

Controller Password:

Figure 4- 3: Enter Password

Step 4. The connection is successful when the RAID View Introduction window
appears and the tool bar buttons are activated.

Note, if you are using an EonRAID controller head or an EonStor subsystem, after connecting to the
RAID controller the Panel View, which shows an image of the rear view of the device, will appear.
For more details please refer to Appendix A for the EonRAID Panel View and Appendix B for the
EonStor Panel View.

4.3.1.2 From a Distant Host

Step 1. In the screen that is shown in Figure 4- 4 select the IP address of the RAID
you would like to monitor or manage from the Connection View list. Choose
and double click on an IP address. Double click the controller icon for that IP
address. Choose and double click the connection method (e.g., In-Band
SCSI).
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P55 BlEsS| =lw| m

-_. Caonnection Wiew
=-E8 1P 192.168.30.24
= E=a ER2000
g% In-Band SCEI

Figure 4- 4: Click the connection method, e.g In-Band SCSI

Step 2. You will be prompted for a password (See Figure 4- 5) to access the
controller. Enter the password (there is no default password) and click OK.

Non-S5L Authentication |

You are entering non secure socket session

Controller Password:

Figure 4- 5: Enter Password

Note, if you are using a EonRAID controller head or an EonStor subsystem, after connecting to the
RAID controller the Panel View, which shows an image of the rear view of the device, will appear.
For more details please refer to Chapter 12 for the EonRAID Panel View and Chapter 13 for the
EonStor Panel View.

4.3.2 Disconnecting from a disk array system:

From the File menu, select Disconnect. Or, click the Disconnect button on the toolbar.

zonnect  Open View  Help

‘f1 RAIDWatch

Connect

isconnect

Disconnect

o S
Exit

—
Figure 4- 6: Disconnect from RAIDWatch

4-8 Connecting and Disconnecting from a Disk Array



Infortrend RAIDWatch GUI Users Manual BaS I C O pe rat|0n S

All toolbar buttons, except the Connect command button, turn gray signifying
disconnection from the disk array system. RAIDWatch Manager should return to the
Connection View window.
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4.4 Setting Up Security

RAIDWatch provides password protection to prevent unauthorized access to RAID
controllers or controller setting modifications. This protection, which is implemented by
the RAIDWatch Primary Agent, prompts a user for the station password the first time he
or she attempts to connect to a controller through a Secondary Agent.

By default, RAIDWatch comes without passwords, so when prompted for a password the
first time, just press Enter. After gaining control, set a password to provide security to
the managed disk arrays.

4.4.1 Setting a password for RAIDWatch controller access

Step 1. Display the Configuration window by clicking on the Configuration button
under the introduction in the RAID View (see Section 4.5.4 on page 4-13).

Step 2. From the Configuration window, click on the controller tab, under
Controller, click on the operation tab, under Operation, choose the
Password tab. The Change Password dialog box appears as shown in Figure

4-7
&3 RAIDWakch E =10/
Cannect  Open  Wiew  Help FontrnllerTime: 2003/07/09 14:15:10
B = e o

= RAID View HE B
ERE e ES F1EF-R2A2AINS -
!Q Logical View Cachingl Hust-sidel Drive-swdel RAID, :!

B & Physical View
Infarmation .

system | Download | ForceFaijure Redundant |  ECG Function

' Ummunicatiunl

~Change P d
MNew Password :
T — 2|
Werify Mew Password :

K Cancel

Figure 4- 7: Enter a new password

Step 3. Type in a New Password.
Step 4. Re-type the password in the Verify Password field to confirm.

Step 5. Click OK.
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4.4.2 Setting TCP Port Numbers

A security related setting that should be considered is the TCP port setting of Primary
Agent hosts. TCP port assignments must be made in order for RAIDWatch to work.
Modifying TCP port settings to something other than the default will increase system
security.

RAIDWatch is shipped with a default TCP port setting for the Primary Agent: 58632. It
is recommended that users change the default TCP port setting to a less commonly used
TCP port assignment.

TCP ports can be assigned any number between 1 and 65535, but as some of the smaller
possible assignments are commonly used for other purposes, we recommend using a port
number between 49152 and 65535.
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4.5 Look and Feel

4.5.1

4.5.2

453

Look and feel overview

Because RAIDWatch Manager is a Java-based GUI program, it can accommodate the
“Look and Feel” standards of various OSes. At present, three different interface
appearances are supported: Windows, Unix, and Java.

RAIDWatch Manager will auto-detect and configure to match the OS where it is
currently running.

In the event of a compatibility problem or under unknown OSes or OS versions, the
program will default to Java look and feel.

Just like other GUI-based applications, RAIDWatch Manager works entirely with
windows, buttons, and menus to facilitate various disk array operations. These windows
follow the standard Windows and Unix OS “Look and Feel” specifications, thus steps for
manipulating elements and windows within any RAIDWatch Manager window generally
conform to standard procedures. The management sessions are best displayed in the
800x600 screen resolution.

(Screen captures throughout this document show the Windows look and feel.)

Navigation Menus

The menu bar shown in Figure 4- 8 displays the available menus.

‘t3 RAIDWatch
Connect Open  Wew  Help

Figure 4- 8: Menu Bar

All menus provide a list of commands (shown in Figure 4- 10) for invoking various disk
array and display-related operations. Most commonly used commands such as Statistics
and Event Log also have command buttons to facilitate their execution. You can either
select the command from the menu, or click on its toolbar command button. For a
summary of commands, see Appendix A, Command Summary.

Tool Bar

RAIDWatch Manager provides a toolbar (see Figure 4- 9) located just beneath the menu
bar for displaying key command buttons. These buttons serve various purposes, which
are described in detail in this section.

Look and Feel
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Connect Disconnect Event Log .
Tile

Panel View |

TE BEs| | m

Enclosure RAID View  Statistics

Figure 4- 9: Tool Bar

4.5.4 Common Commands

The following commands appear both in the Navigation Menus described in Section
4.5.2 and the Tool Bar described in Section 4.5.3.

¢  The Connect command button is used for connecting to a disk array system.
This button has the same function as the Connect command under the File menu.

NOTE: Multiple simultaneous RAIDWatch Manager connects to one Secondary agent is
not a supported function.

¢  The Disconnect command button is used for disconnecting from a disk array
system. This button has the same function as the Disconnect command under
the File menu. (Note that Disconnect does not close RAIDWatch Manager.)

¢  The Enclosure command button displays the Enclosure window for displaying
and configuring custom enclosures. This button provides the same function as
the Enclosure command under the Open menu.

¢ The RAID View command button displays the configuration and control
window for the controller and drives. This button provides the same function as
the RAID View command under the Open menu.

¢  The Event Log command button opens the Event Log window for displaying
the array event log. This button provides the same function as the Event Log
command under the Open menu.

¢  The Statistics command button displays the Statistics window for viewing
activity (Cache hits or Read/Write) on the disk array system. This button
provides the same function as the Statistics command under the Open menu.

¢  The Tile command button arranges the displayed windows by giving each an
equal share of the available application window space. This button has the same
function as the Tile In-Window command under the View menu. (Note: The
Tile In-Sequence function listed under View is not currently available.)

Look and Feel
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455 Menu Commands

The following commands only appear in the Navigation Menus described in Section
4.5.2 and shown in Figure 4- 10.

connect dpen Wien Help
Contraller BEAID Yiew Tile In-Yindow Contents
Agent Event Log About..
Disconnect Statistics  »

T Panel Wiew
- Enclosure

Figure 4- 10: Menu Commands

The Agent command under the Connect menu brings up the “Connect to RAID
agent” prompt. This command is only available when RAIDWatch Manager is
not currently connected to any agents.

The Exit command under the Connect menu is always available and is used to
end the current RAIDWatch Manager session.

The Contents command under the Help menu brings up the main navigation
window for the RAIDWatch Manager help file.

The About command under the Help menu brings up a window that provides
RAIDWatch version information.

4.5.6 Windows Display Area

The windows display area is where the system displays RAIDWatch Manager windows.
You have the option to arrange the displayed windows on this area in various ways
depending on your specific needs.

The View menu provides you with commands to arrange windows. For
information on how to do this see the Arranging Windows Section 4.10 page 4-
31 of this chapter.

Controller Time, shown at the top right hand corner of the screen, shows the
current controller date and time settings (see Figure 4- 11).

=101 x|

|ICuntruIIer Time; 20030709 15:13:56

Figure 4- 11: Controller Time
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¢  The status bar at the bottom of the Window (see Figure 4- 12) displays the
results of various disk array operations.

[Sumwaren _lalx]

Connect  Open  View  Help [Controller Time: 2003107709 15:19:17
(% =als| = m| |

| Connected i
Status har
Figure 4- 12: Status Bar

¢ The scroll bars let you move parts of a window into view when the entire
window does not fit into the windows display area.
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4.6 Using the RAID View Window

The RAID View window provides the configuration, installation, management, and
monitoring functions available in RAIDWatch. The RAID View window includes a
Navigation Panel and a Content Panel.

Note: If you are not using an EonStor RAID storage subsystem or a EonRAID controller head, the RAID
View window will appear after starting RAIDWatch Manager, choosing a RAID to manage, and entering
the right password to get access. All configuration operations pertaining to the disk array system will be
performed within RAID View.

4.6.1 Accessing the RAID View Display

To open the RAID View display either select the RAID View icon from the navigation
toolbar shown in Figure 4- 9 or select the RAID View command from the Open Menu
Shown in Figure 4- 10.

When the RAID View display is opened, the screen shown in Figure 4- 13 should
appear.

53 RAlDWalch

Meny Bar =———————— Ffile Open  Wiew  Help
rool b —— || G[65] (8] o5[ic|

: i;\ Logical View 2= |ntro

= Physical View

Mavigation Panal

| [ ==Com 'g'.l'r'.ii'q'[{"‘;| RAID Contraller ¢

Cache (caching policy sentings), Host-side (ot
(contraller settings about drive-side), RAID (reb
{syetem info, bage-board info, name, password

Content Pansl cantrailar)

| | W Logical Yiew | Logical Elements of R

All LDs (view all created logical daves), Logical
created logical volume), Logical Dnve (creste lo

F Physical View | Physical Elemerts of

Crrive Channel (drive channel setlings, drive info
copy & replace], Host Channel (host channel s
{device status, and confiquration), All Drves [

Status Bar ———f= it

Figure 4- 13: RAID View Display
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¢  The Navigation Panel provides a tree organization display of logical and
physical drives managed by the current controller. The Navigation Panel also
has a sub panel for displaying longer information trees.

¢  When RAID View first opens, the Navigation panel in the upper left quadrant of
the window will display icons for the controller, Logical View, and Physical
View.

¢  The Content Panel displays information about controller settings, logical drive
settings, and physical drives as selected in the Navigation Panel.

When RAID View first opens, the large Contents panel to the right will display an
Introduction with access buttons for Configuration, Logical View, and Physical View.
Each of these primary function windows will be described below and in detail in Chapter
4. The following describes the various control and display components found in the
RAID View window:

4.6.2 Using the Configuration View

Clicking the Configuration button in the Introduction screen shown in the RAID View
window is the only way to access configuration functions.

=1| Configuration RAID Controller Configuration

Cache (caching policy settings), Host-side (controller settings about hast-side],
Drive-side [contraller settings about drive-side), RAID (rebuild priority, write verify
settings], Contraller (system info, base-board info, name, password | download, reset,
mute beeper, redundant contraller)

Figure 4- 14: Select Configuration

Once in the Configuration View, all windows are accessed via window tabs shown in
Figure 4- 15.

Caching | Hnst-side| Drive-sidel RAID | Controller | Communication

Figure 4- 15: Configuration View window Tabs

Each tab corresponds with a controller configuration setting, option, or readout; and most
tabs include various sub-functions.

See Chapter 6 of this user’s manual and the controller’s user documentation for more
information about controller settings.
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4.6.3 Using the Logical View

Logical View is where you perform management on the logical drives and logical
volumes of the disk array system. Logical drives (LDs) are combinations of physical
drives, which are used to create logical volumes (LVs). These volumes (or their
partitions) can then be mapped to various host LUNSs.

A sub-function of the RAID View window, Logical View allows you to create, expand,
and delete existing LDs and LVs. It uses unique colors to distinguish between logical
drives. When a physical drive within a logical drive fails, the system notifies you by
darkening the color of the affected logical drive. The logical drive will remain in this
state until either a spare is detected and an automatic rebuild is started, or the drive is
replaced and a rebuild is manually initiated.

After a rebuild is complete, the logical drive will display its normal color, signifying an
on-line condition.

To display the Logical View, you can either click on the Logical View button (Figure 4-
16) in the RAID View Introduction or select the Logical View icon (Figure 4- 17) in the
navigation panel of the RAID View window.

¥ Logical view | Logical Elements of RAID Controller

All LDs [viewr all created logical drives), Logical %olume (create logical volume], LY (view
created logical wolurme), Logical Drive (create logical drive), LD (views created logical drive)

Figure 4- 16: Select View Button

SRR =S F16F-R2AZAIN:
-4 Logical Wiew
H- T Physical View

Figure 4- 17: Select Logical View Icon

A window similar to the one shown in Figure 4- 18 will appear in the Content Panel and
the icons shown in Figure 4- 19 will appear in the navigation panel.
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i Logical View
a AllLD= Yiew All Created Logical Drives
Logical Yolume Create A Hew Logical Yolume
i Logical Drive Create A New Logical Drive
L Logical Yolume Info & Operation

* Matice: click Logical “olume subtree to get LV
Fartition: wiew and edit partition of logical valurme.
Dperation: delete, expand, and logical valume assignment.

== LD Logical Drive Info & Operation

* Motice: click Logical Drive subtree to get LD
Fartition: view and edit partition of logical drive.
Operation: rebuild, delete, expand, add drive, set spare, and logical drive assignment.

Figure 4- 18: Logical View Content Panel information

= RAID View
E- B2 ES F16F-R2AZAMame: MiA, ID: 3387746, FY:
=4S Logical View

S AlLDs

- = Logical Yolume
- =il Logical Drive
H- " Physical View

Figure 4- 19: Logical View Navigation Panel icons

Note that the symbols in the initial Logical View content panel are not interactive. To
select a Logical Drive or Logical Volume, click on the appropriate icon in the navigation
panel.

If you need information about a particular logical drive, just let the mouse pointer hover
over its corresponding icon. A message similar to the one in Figure 4- 20 will appear:

% LD O(Frimary, ID 736d02af, RAID 5, Size: 288 MB, Good
|F'rimar3,f, D F36d02af, RAID &, Size: 288ME, Good

Figure 4- 20: Logical Drive message tag

This message displays the controller assignment, ID number, RAID level, total capacity,
and current status of the logical drive.
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For more information on how to create, delete, and rebuild logical drives and logical
volumes, see Chapter 4, Array Management.

4.6.4 Using the Physical View

Physical View under the RAID View window is where you can view and modify the
configuration of drive and host channels, the fault bus, and physical drives.

To display the Physical View, you can either click on the Physical View button (see
Figure 4- 21) in the RAID View Introduction or select the Physical View icon (see
Figure 4- 22) in the navigation panel of the RAID View window. A window similar to
the one below will appear.

= Fhysical View Physical Elements of RAID Controller

Drive Channel {drive channel settings, drive info, scan new drive, set spare, clone &
replace, copy & replace), Host Channel (host channel settings, LLIN table, LUMN rmappings),
Fault Bus (device status, and configuration), All Drives (view all SCS| drives)

Figure 4- 21: Select the Physical View Button

ERS =T WES F1G6F-R2AZAMNE:
-4 Logical View
H- T Physical Yiew

Figure 4- 22: Select the Physical View Icon

A window similar to the one shown in Figure 4- 23 will appear in the Content Panel and
the icons shown in Figure 4- 24 will appear in the navigation panel.
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= Physical View

|»

{2 Channel Drive Channel Settings
4@ Channel Host Channel Settings
=22 [|1C Bus IIC Bus Device Status
‘ SAF-TE View SAF-TE Devices Status
s Fault Bus Fault Bus Status Configuration
% All Drives View All SCSI Drives
E HOD SCSI Drive Info & Operation

* Matice: click drive Channel subtree to get HOD

Drive Infa: “iew drive infarmatian.

Operation: Clone & Replace or Copy & Replace.

Scan Mew Drive: Scan SCS| drive, and Add Spare: Set spare drive,

ﬁ D LUN Mapping Info & Operation ll

Figure 4- 23: Physical View Content Panel information

m Channel 2 (PID; 124; SI0 : 125;8peed | Auto WM WP
m Channel 3 (PID : 124; 810 : 125;8peed | Auto WM WP
=g Channel 0(PID: 112; SI0 : MiA;Speed : Auto \WWWNN:200000002 3038162, WP N:21 0000D023038162)
g Channel 1 (PID: M SID 11 2;Speed : Auto WANRN:20000000230381 62 WWPN:2200000023038162)

IIC Bus

..Eophay 8l Drives

Figure 4- 24: Physical View Navigation Panel icons

Note that the symbols in the Physical View initial content panel are not interactive. To
select a channel, status display, or physical drive, click on the appropriate icon in the
navigation panel.

Letting the mouse pointer hover over a channel displays a message tag similar to the one
shown in Figure 4- 25:
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@ Channel 2 {PID : 12 ¢
-#3m Channel 3 (PID: 1
--#=g, Channel 0 {PID : 11
' Channel 1 (PIC - bl
F FID 112, 8I0 : MidSpeed : Auto
All Drives |f

i

Figure 4- 25: Physical View Navigation Panel Icons Message Tag

The message tag shown in Figure 4- 25 provides information such as primary and
secondary IDs, and the current transfer clock rate.

The Physical View also allows you to modify the configuration of the drive and host
channels, and scan in newly added or replaced physical drives. It also provides host

channel LUN configuration; and remote enclosure monitoring via 12C Bus, SAF-TE Bus,
and Fault Bus.

To display host channel LUN configuration information, click on a host channel icon in
the navigation panel, then click on the channel ID in the sub-navigation panel (lower-left
quadrant of the window).

4.6.41 I°’C

In addition to displaying drive and host channels, the Physical View can also display 12C

Bus Device Status. To open view the IZC Bus Device Status click on the “IIC” icon in
the Physical View navigation panel. The IIC icon is circled in Figure 4- 26.

...... @ Channel 2 il
...... @ Channel 3
@ ChannEI ol

Figure 4- 26: Select the IIC Bus Icon

Once the IIC Bus icon has been selected, the following screen should appear in the
Physical View content panel.

4-22
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fonitor

lIC Bus Device Status

Bl Bus Controller

@f‘-’ Povwer Supply O (Fower supphy functioning norrr
Povwer Supply 1 (Fower supphy malfunctioning
Fan 0 (Fan functioning narmally)

:::. Fan 1 (Fan functioning narmally)

::.’, Fan 2 (Fan functioning normally)
Fan 3 (Fan functioning narmally)

E Middle Backplane Inner Temp (Temperature wi

[ Device Slat1 (Chl 2,1D 0:5lotis empty)

[ Device Slot 2 (Chl 2,10 1;5lotis empty)

_| A Mavicra @nt 2 k| 910 7 2iat ic armmhd _I_"I
4 »

Figure 4- 27: lIC Bus Device Status

12C is an interface by which signals from enclosure sensors are passed to the RAID
controller. It provides a basic status report on enclosure devices and system parameters
like power supplies, fans, and voltage.

If your enclosure has IZC monitoring circuitry and cabling installed, RAIDWatch
Manager will display an 1°C icon under Physical View. Click on the icon to show 1°C

devices and status. 1°C is not user configurable via RAIDWatch Manager.

4.6.4.2 SAF-TE

SAF-TE stands for SCSI Accessed Fault-Tolerant Enclosures. It is an enclosure
management technology. A SAF-TE-compliant enclosure monitors the fan temperature,
power supply, UPS, and also provides drive status LED’s.

The SAF-TE enclosure connects to the RAID Controller via a SCSI connector. The
RAID controller communicates with the SAF-TE enclosure using standard SCSI
commands. If your system supports SAF-TE click on the SAF-TE icon in the navigation
panel. The screen shown in Figure 4- 28 will appear.
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SAF-TE Devices |S.£\.F-TE Cnntrnller‘

SAF-TE Devices Status

EI-- SAF-TE (CHL 3, ID 6) -

----- @;‘ Power Supply 0 (Power supply functioning norm

----- FPower Supply 1 (Power supply malfunctioning)
----- Fan 0 {Fan functioning normally)
----- W Fan 1 (Fan functioning normally)
----- A“.f, Fan 2 {Fan functioning normally)

----- m Fan 3 {Fan functioning normally)
----- Device Slot1 (Chl 2,10 0:3l0tis emphd

----- Device Slat 2 (Chl 2,10 1:S10tis emphd

4 | o

Figure 4- 28: SAF-TE

4.6.4.3 How does SAF-TE work?

The SAF-TE device (often a back plane within a drive-bay enclosure) must occupy a
connector on one of the drive channels’ SCSI cables. The presence of a SAF-TE device
will be detected and its presence will be displayed in the RAIDWatch Manager program
under Physical view.

SAF-TE Support

iy
Lroooos :
Front Panel RAID /UPS Failure

error alert Controller - Signal Input
H Chipset 5 15"
= \ PR
Cooling Fan
j / v\ Failure
Signal Input
= Fa
ol me| el m %% &
RAIDWatch Manager

Power Supply
error alert Drive Status  Temperature Alert Failure
Indicators Signal Input Signal Input

» SAF-TE chipset connects to the drive channel of the
controller together with the SCSI drives.

Figure 4- 29: SAF-TE Support
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SAF-TE controllers and SAF-TE devices are not user-configurable via RAIDWatch
Manager.

4.6.4.4 Fault Bus

In addition to displaying drive and host channels, the Physical View can also display the
status of the Fault Bus.

Fault Bus is a proprietary enclosure management interface. It will warn the user if a
dangerous failure occurs within the RAID system. Fault Bus monitors the fault signals of
the ventilation fans, power supply, enclosure temperature sensor, and UPS. In
RAIDWatch Manager, it will report failures to the user by displaying a red “X” on the
icon of whichever device has failed.

hanitor ‘ Operation |

Fault Bus Device Status

m -

o @? Power Supply 0 (Power supply functioning norer

----- % Fower Supply 1 (Fower supply malfunctioning)
----- E Temperature Marmal

----- E Fan 0 {Fan functioning normally)
----- E Fan 1 {Fan functioning normally)

« | of

Figure 4- 30: Fault Bus

Fault Bus only detects failure signals; it does not detect the current temperature, fan
rotation, power supply output, or UPS status. FEither a user-designed circuit or a third-
party circuit is necessary for Fault Bus.

NOTE: Only the IFT-3101, IFT-3102, SentinelRAID 100, and SentinelRAID 150
Infortrend controllers support fault-bus.

The user is given the choice of enabling or disabling failure signals. In addition, each
signal must be configured as either High or Low (refer to your third-party manufacturer’s
documentation for the proper settings.)
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4.7 The Enclosure Window

The Enclosure window allows you to define enclosures for creating an exact replica of
the disk array’s drive bay arrangement, displaying the exact location of the physical
drives and controllers.

4.7.1 Accessing the Enclosure Display

To open the Enclosure window display either select the Enclosure icon from the
navigation toolbar shown in Figure 4- 9 or select the Enclosure command from the Open
Menu Shown in Figure 4- 10. The command allows you to access the pre-configured
enclosure(s). If multiple enclosures have been defined by system vendor you may select
your enclosure from the selection box shown in Figure 4- 31.

File 2pen Wi Help

EE Emll A=l | el

=] Firsi enclosure

Second enclosure

Figure 4- 31: Enclosure selection box

Select your enclosure and start adding devices into the empty spaces in the enclosure
window.

4.7.2 Using the Enclosure Window

Both enclosure windows allow you to assign locations for different components. The
Enclosure window is particularly useful in monitoring the status of the physical drives. It
provides you with a real-time report on the drive status, using symbols and colors to
represent various conditions. The following figures exemplify how RAIDWatch
Manager represents various drive conditions:

Spare drives appear with their colors darker (shaded) than normal drives and have a red
cross superimposed on them (see Figure 4- 32). The red cross is larger on Global spares
and smaller on Local spares.

chi: 1,10 2 Size -1 MB, Speed ; B0.0MBE, Failed

Figure 4- 32: Identifying Spare Drives
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When you remove a drive from the drive bay, its corresponding icon on the Enclosure
window disappears. The system places a large red X mark on the icon of a failed drive
(see Figure 4- 33).

Figure 4- 33: Identifying Failed Drives

NOTE: Physical View under the RAID View window also provides a real-time report on drive status, using
the same symbols and colors to represent various conditions. What you see in the Enclosure window is
also reflected in the Physical View. These windows, however, differ in the way physical drives are
presented, in the Enclosure window, the drives should be arranged according to their actual locations in
the drive bays, while in the Physical View, the drives are arranged according to channel connections.

You can also display some information about a particular drive by simply placing the
mouse pointer on its respective icon. A message tag, similar to the one in Figure 4- 34,
appears.

View Enclosure

Chl.: 3,10 3, Size o144 MB, Spead @ 40.0M8, On-Line

Figure 4- 34: Drive information message tag

This readout displays the current configuration of the drive, including the channel
number of the connector on the controller to which the drive’s cable is connected, the ID
number where the drive is installed, the drive’s capacity, transfer rate, and current status.
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4.8 The Event Log Window

4.8.1

The Event Log window displays controller and array events since the last time
RAIDWatch Manager was started.

Event Log items include critical alerts, warnings, and notifications regarding the RAID
controller; drives status; logical device status; and enclosure elements like power
supplies, fan, and temperature. Events are not always failures. Some events, such as
controller setting changes, are displayed for information purposes.

Accessing the Event Log Display

To open the Event Log window display either select the Event Log icon from the
navigation toolbar shown in Figure 4- 9 or select the Event Log command from the
Open Menu shown in Figure 4- 10.

If you need to read event logs recorded before RAIDWatch is started, consult your Event
Monitor.

4.8.2 Using the Event Log to Monitor the System

When events occur, RAIDWatch will display a waving Event Flag command button on
the tool bar:

iEE=s Eum @

Figure 4- 35: Event Flag

Clicking on the Event Flag button will open the Event Log window. Event Log entries
include the time of occurrence and a description of what event took place.

4-28
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4.9 The Statistics Window

The Statistics window includes separate displays for cache hits and for sustained
read/write performance.

4.9.1 Accessing the Statistics Window

To open the Statistics window display either select the Statistics icon from the
navigation toolbar shown in Figure 4- 9 or select the Statistics command from the Open
Menu shown in Figure 4- 10.

4.9.2 Using the Statistics Window

When selecting the Statistics window command in the Menu or the toolbar, a user can
select either “Cache Hits” or “Disk R/W.”

4.9.2.1 Cache Hits

If you select Cache Hits, a window similar to the one shown in Figure 4- 36 will appear.
Cache hits average and history provides information about the current operating
performance of the RAID controller and disk array.

=l Cache Hits Siatistics
Cache Hits Perfermance
LCachir Hits Buverage (%)

Fead : 00 wWirite : 10600

rCache Hils History
%
1

Figure 4- 36: Cache Hits Performance Statistics window

¢  Cache Hits Average is a measure of data read or write cache accesses at the
most recent moment of sampling. It indicates what percentage of data I/O is
cache accessed.
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¢ Cache Hits History shows cache read and write hit data over the last few
minutes and indicates data caching consistency and frequency.

49.2.2 Disk RIW

If you select Disk R/W, a window similar to the one shown in Figure 4- 36 will appear.

| Reail "Wyite Statisdice
Sustained Read 'Write Performance
Aeaelifvrite fuerage (MESRC.)

Rirad : 0.0 il D3, PO YaE0

Pl Wit Histony

MBESe

10

Figure 4- 37: Cache Hits Performance Statistics window

¢  Sustained Read/Write Performance is also displayed as both an average and
historically. Read/write performance is another way to evaluate the current
RAID controller and disk array I/O throughput.

¢  Read/Write Average is a measure of the average data throughput, in
MB/second, at the most recent data sample.

¢  Read/Write History shows read/write performance over the last few minutes
and indicates data throughput consistency.

The read/write data display scale can be modified using the Adjust button at the bottom-
center of the Read/Write Statistics window. Scales from 10MB/second to 200MB/second
are available.
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4.10 Arranging Windows

The View menu provides you with a command for rearranging the currently open
RAIDWatch Manager windows. You can manually manipulate the window frames to
display them as you like, or use the Tile In-Window command under the View menu to
arrange open windows to fit next to each other on the screen. Tile In-Window is also
available via a command button on the tool bar.

(Note: currently, the Tile In-Sequence function under the View menu is not supported.)
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4.11 Exiting RAIDWatch Manager

Exiting from RAIDWatch Manager terminates the current management session with the
disk array system.

> Exiting from RAIDWatch Manager:
¢ From the File menu, sclect Exit.
-or-
¢ Click the Close button on the program window.
» Exiting from RAIDWatch Manager connected via web browser:
¢  From the File menu, select Exit. (Recommended method.)
-or-
¢ Exit the browser application.
-or-

¢  Change the browser HTTP address to a URL or IP other than that of a
RAIDWatch Primary Agent.

4-32 Exiting RAIDWatch Manager
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Part 2: Using RAIDWatch for System
Management

Part 2 describes how to use RAIDWatch to manage and configure
your system. Part 2 explains how to configure both controllers and
channels and llustrates hard drive management. Hard drive
management includes creation, deletion, expansion and partitioning
of logical drives and logical volumes. A separate chapter also
explains how to map logical drives, volumes and partitions there of
to individual LUNs.

This section includes the following chapters:-

¢ Chapter 5, RAIDWatch Considerations
¢ Chapter 6, Controller Configuration

¢ Chapter 7, Channel Configuration.

¢ Chapter 8, Drive Management.

¢ Chapter 9, LUN Mapping

RAIDWatch User’s Guide Part 2: Using RAIDWatch for System Management
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Chapter 5: RAIDWatch Considerations

This chapter introduces the following topics:

¢ Background Information — Section 5.1, page 5-2

¢ Definition of Terms — Section 5.2, page 5-3

¢ Operating with Spare Drives — Section 5.3, page 5-4

¢ Operating without Spare Drives — Section 5.4, page 5-5

¢ Before you start — Section 5.5, page 5-6

Chapter 5: RAIDWatch Considerations 5--1
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5.1 Background Information

Redundant Arrays of Independent Disks (RAID) is a storage technology used to
improve the processing capability of storage systems. This technology is designed to
provide reliability (i.e., “fault tolerance”) in disk array systems and to take advantage
of the performance gains multiple disks can offer.

RAID comes with a redundancy feature that ensures fault-tolerant, uninterrupted disk
storage operations. In the event of a disk failure, disk access will still continue
normally with the failure transparent to the host system.

RAID has six levels: RAID 0 ~ 5. RAID levels 1, 3 and 5 are the most commonly
used levels, while RAID levels 2 and 4 are less popular. Appendix D, RAID Levels,
gives information about these levels, including the benefits of each.

Infortrend disk array controllers support hot-swapping where a failed drive can be
replaced while the disk array system continues to function. Spares can also be
assigned so that, as soon as a drive fails, the spare will be automatically configured
into the array and reconstruction will commence.

5-2
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5.2 Definition of Terms

This section describes some of the disk array terms used in this documentation.

Physical drives. These are the actual drives installed on the connectors of the
cables. These drives are displayed in Physical View under the RAID View
window.

Spare drives. These are physical drives that serve as backups. When a drive
fails, the spare is automatically configured into the array, and data
reconstruction will commence immediately. Spare drives appear in darker
(shaded) colors than normal drives and have a red cross superimposed on them.
Large red crosses indicate Global spares, smaller ones represent Local spares.

Replacement drives. These are physical drives that are manually configured
into the array to replace failed drives. In the absence of spare drives, you will
need to use replacement drives to replace defective drives before rebuilding. Ifa
spare drive has been used to rebuild the array, you will also need to replace the
failed drive manually to create another spare with the precaution that another
drive might fail.

Failed drives. These are physical drives that fail due to some type of error.
Failed drives appear with large red X marks on their respective icons.

Logical drives. These drives are created using physical drives. Combining
physical drives into logical drives gives you a disk array with a certain RAID
level. To view logical drives, use Logical View under the RAID View window.

Logical volumes. These volumes are created using logical drives. Combining
logical drives into logical volumes gives you a single logical unit with even
larger capacity. Logical volumes or their partitions are mapped to various host
LUNs. To view logical volumes, use Logical View under the RAID View
window.

Definition of Terms
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5.3 Operating With Spare Drives

You can assign spare drives to a particular logical drive to serve as backup drives.
When a drive fails within the logical drive, one of the spares will be automatically
configured into the logical drive, and data reconstruction onto it will immediately
commence.

The following are guidelines for disk failure recovery when a spare drive is available:

If a spare drive exists in the same logical drive, the controller will automatically mount
the spare drive and start data rebuilding in the background.

Depending on the design of the system external to the controller, it may be possible to
remove a defective drive and replace it with a new drive without shutting down the
system (hot-swapping). Alternatively, the system can be shut down at a convenient
time and the failed drive replaced.

The replacement drive must then be assigned as a new spare drive.

5-4
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5.4 Operating Without Spare Drives

The following are guidelines for disk failure recovery when a spare drive is not
available:

Depending on the design of the system, it may be possible to remove a defective drive
and replace it with a new drive without shutting down the system (hot-swapping).
Alternatively, the system can be shut down at a convenient time and the system
administrator can replace the failed drive.

If the replacement drive is installed on the same channel and ID, you can then proceed
with data rebuilding.

If the replacement drive is installed on a different channel or ID, you need to scan in
the new drive first then assign it as a spare drive of the logical drive which has had a
drive failure. Data rebuilding will have to be manually initiated.

IMPORTANT: Although the RAID system provides uninterrupted disk access even after a disk failure, do
not leave a failed drive unattended to. Without replacement, the system will not survive a second physical
drive failure on the same logical drive. A defective drive must be promptly replaced and data rebuilt.

CAUTION: When performing hot-swapping, be sure to remove only the defective drive. Removing the
wrong drive will result in complete, unrecoverable data loss. Use the Enclosure window or Physical View
to locate exactly which physical drive has failed.
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5.5 Before You Start

RAIDWatch Manager comes with password protection that prevents unauthorized
modification of the disk array configuration. During each attempt at modifying the
system configuration, the configuration will be password protected.

By default, RAIDWatch Manager station comes without any password. For
information on how to set a password and other security features, see the Setting Up
Security section of Chapter 3, Basic Operations.
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Chapter6:  Controller Configuration

RAIDWatch Manager enables you to modify the configuration of the disk array
controller from your manager console. This chapter describes the following Controller
Configuration features:

&  Accessing Controller Configuration Options - Section 6.1, page 6-2

¢ Caching — Section 6.2, page 6-3

¢ Host-Side — Section 6.3, page 6-4

¢ Drive-Side — Section 6.4. Page 6-5

¢  RAID — Section 6.5, page 6-6

¢ Controller — Section 6.6, page 6-7

¢  Communication — Section 6.7, page 6-11

¢  Redundant Controller — Section 6.8, page 6-14

Chapter 6: Controller Configuration 6-1



CO n trO I I e r C O nfi g U rati O n Infortrend RAIDWatch GUI Users Manual

6.1 Accessing Controller Configuration Options

To be able to access controller configuration options either use the RAID View toolbar
icon or select the RAID View command from the open menu to open the RAID View.
Once the RAID View has been opened select the Configuration button from the content
window. For more information on accessing the controller configuration options, please
refer to Section 4.5: Using the RAID View Window in Chapter 4.

The following is a complete list of configuration controls and information displays that
users will have available once the Controller Configuration option has been selected.

More information about many of these variables is available in the controller hardware
and firmware documentation.

6-2
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6.2 Caching

To be able to configure the data cache, select the “Caching” tab, as shown in Figure 6-1,
from the Configuration View Window Tabs.

ost-side Drive-sidel RAID I Controller | Communication

Figure 6-1: Select the Caching Tab

The data cache can be configured for optimal I/O performance using the following

variables:
. Caching Policy (choose one from Figure 6-2):

aching Policy

= Cache Write Back

" Cache Wirite Through

Figure 6-2: Caching Policy

®  Cache Write Back. (Default controller setting.) Recommended operating
mode, provides better performance.

®  Cache Write Through. Used primarily if no cache battery backup is installed
and there is increased likelihood of a power failure.

. Optimization Policy (choose one from Figure 6-3):

IMPORTANT: Optimization settings should not be changed after logical drives are created.
Under some circumstances, changing the optimization setting after logical drives have been

created will destroy existing data on those drives.

Optimization Policy

™ Cptimization for Randam 1O

¥ Optimization for Segquential 10

Figure 6-3: Optimization Policy

®  Optimization for Random I/0. More common setting. Use this option for
environments (e.g., database maintenance) with smaller I/O transactions.

"  Optimization for Sequential I/0. Used for large I/O environments such as
video recording and editing. Particularly useful where I/O read/write must be

in sequential order.
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6.3 Host-Side

To be able to configure the Host-Side, select the “Host-Side” tab, as shown in Figure
6-4,from the Configuration View Window Tabs.

Figure 6-4: Select the Host-Side Tab

. Host-side Parameters (choose from the range, see Figure 6-5):

~Host Side SCS| Parameters
LUIMNs perHost SCS1 D

-
Maxirnurn Queued 10 Count Ig -

Figure 6-5: Host-side SCSI Parameters

®"  Maximum Queued I/0 Count. Allows you to control the maximum size of

the I/0 queue. Available size selections: Auto, 1, 2, 4, 8, 16, 32, 64, 128,
256,512,1024.

LUNS per Host ID. Allows you to control the LUNS assigned to each ID.

The number of LUNS that can be assigned to a ID are: 1, 2, 4, 8 (default), 16
and 32.

6-4
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6.4 Drive-Side

To be able to configure the Drive-Side, select the “Drive-Side” tab, as shown in Figure

6-6,from the Configuration View Window Tabs.

Figure 6-6: Select the Drive-Side Tab

. Drive Side Parameters (choose from each range, see Figure 6-7):
~Drive Side SCS1 Parameters
Power-Up SCS| Reset: IEnabIed Lﬁ
SCEl Motar Spin-Up IDisabIed |
Maximum Tag Count : |32 |
Disk Access Delay Timei{Sec) : |15 |
SCEI WO Timeout{Sec.) IDefauIt(?.D) |
Drive Check Petind(Sec.) IDisabIed |
SAF-TE Device Check Period{Sec.) ISD.D |
Drrive Fail Swap Check Period(Sec.) : IDisabIed |
SMART : |Dizabied =
Auto-Assion Global Spare Drive : |Disab|ed ';

Figure 6-7: Drive -side SCSI Parameters

Disk Access Delay Time (Sec.). Available selections: No Delay, 5, 10, 15,
20...75.

I/0 Timeout (Sec.). Available selections: Default(7.0), 0.5, 1, 2, 4, 6, 8, 10.

Drive Check Period (Sec.). Available selections: Disabled, 0.5, 1, 2, 5, 10,
30.

SAF-TE Device Check Period (Sec.). Available selections: Disabled, 0.05,
0.1,0.2,0.5,1,2,5.

Drive Fail Swap Check Period (Sec.). Available selections: Disabled, 5, 10,
15, 30, 60.

Auto Assign Global Spare Drive. Available selections: Disabled and
Enabled.

Drive-Side
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6.5 RAID

To be able to configure the Disk Array parameters, select the “RAID” tab, as shown in
Figure 6-8, from the Configuration View Window Tabs.

Caching ____________________________ | Drive-sidef] RAID [JContraller | Communication

Figure 6-8: Select the RAID Tab

. Disk Array Parameters (choose from each range, see Figure 6-9):
‘Disk Array Parameters
LD Rebuild Priatity ; Lawr =]
Wtite Yerify On LD Initialization | |Disabled =]
Wirite Yerify On LD Rebuild ; |Disabled =]
Write Werify On Mormal Drives Access |Disabled |

Figure 6-9: Disk Array Parameters
® LD Rebuild Priority. Available selections: Low, Normal, Improved, High.
= Write Verify On LD Initialization. Choose Enabled or Disabled.
= Write Verify On LD Rebuild. Choose Enabled or Disabled.

" Write Verify On Normal Drives Access. Choose Enabled or Disabled.

6-6 RAID
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6.6 Controller

To be able to view and configure the Controller parameters, select the “Controller” tab,
as shown in Figure 6-10,from the Configuration View Window Tabs.

Caching Hostside | Drive-sidel RAID Cnmmunicatinn

Figure 6-10: Select the Controller Tab
. Information (no configurable parameters, readouts only)

=  System: Total Cache Size, Firmware Version, Bootrecord Version, Serial
Number, CPU Type. Typical system information is shown in Figure 6-11.

Elnardl

System Information

Total Cache Size 51 2MBI{ECC SDRAM)
Firmware Wersion 3.31F

Bootrecaord Yersiaon 1.31H

Serial Mumber 3387746

CPU Type PRCTE0

Figure 6-11: System Information

" Board: FANO/1 Values, CPU Temp Sensor, Board Temp Sensor, +3.3V
Value, +5V Value, +12V Value. Typical Board Information readout is shown
in Figure 6-12.

infarmation ) operation |
Syste I
Controller Base Board Information
Iterm WValue Status
Battery-Backup Battery Battery not Present -

Figure 6-12: Board Information

. Operation (choose from each range or enter a value): After selecting the
“Operation” tab the selection tabs shown in Figure 6-13 will appear:

Controller 6-7
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Informatio

S\rsteml Download | Force Failure Redundant | ECC Function
Marme Fassword | Tirre

Figure 6-13: Operation Tabs

. Name: A user-configurable identifier for the controller. Note, the name and
password fields combined have a maximum size of 16 characters. See Figure
6-14.

Change Controller Hame

Current Mame : |

et Barme |

Figure 6-14: Change Name

. Password: A user-configurable security setting. Note, the password and name
fields combined have a maximum size of 16 characters. (For more information
see Section 3.3 in Chapter 3.)

.

Time: Allows you to select the Time Zone and to input the current time in your
area. See Figure 6-15.

Tirme Lone: [GMT[+i=]0h:mim] |Gru1T-Elﬁ:1 a _

Tirne : frayhhidd hhemm] (2003007510 11:58

Figure 6-15: Change Time

. Download: As shown in figure, a user can select Download Firmware,
Download Firmware/Bootrecord, Download NVRAM, Upload NVRAM,
Download BIOS. All of the Download functions will prompt for a file source

from the current workstation. Upload NVRAM will prompt for a file destination
at the current workstation.
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Controller Configuration

' Download Fiyy " Download FYWBR
" Download MYRAWM " Upload NYRAM
r.

Figure 6-16: Download Options

. System:

System functions are shown in and described below.

Beeper mMute Beeper

Reszet Reset Controller

Shutdowh | Shutdowen Contraller

Figure 6-17: Available system functions

Mute Beeper — temporarily mutes the controller beeper if it is currently
sounding;

Reset Controller — resets the controller (similar to a PC reset), allowing
configuration changes to take effect.

Shutdown Controller — Shutsdown the controller.

. Redundant:

Controller Unique Identifier — This unique ID is used by controller to
generate a controller-unique WWPN. WWPN is a Fibre channel port name.
If redundant controller configuration is preferred and host interface is Fibre
channel. Each controller in redundant controller configuration MUST be
assigned with a unique ID from 1 to FFFFF.

Redundant Controller Configuration — Enabled or Disabled depending on
whether or not the current RAID has controller redundancy;

Redundant Controller Channel — sets the communication channel for
redundant controllers.

Controller
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. ECC Function: Select either Disable or Enable as shown in Figure 6-18 below.
ECC Function IDiaabIed vI

Disabled

Enabled

Figure 6-18: ECC function

6-10 Controller
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6.7 Communication

To be able to configure the Communication settings, select the “Communication” tab, as
shown in Figure 6-19,from the Configuration View Window Tabs.

Caching Hostside | Drive-side| RaD | Cuntrnlle

Figure 6-19: Select the Communication Tab

. TCP/IP - To set the TCP/IP settings, select the TCP/IP tab. shown in Figure
6-20.

Figure 6-20: ECC function

" Network Hardware MAC - A DHCP client identifies itself to the server using
its network hardware (MAC) address. See Figure 6-21.

Metwork Hardware MAC: |000023038162 ;I

Figure 6-21: Setting the Network Hardware MAC

= Set IP Address -IP settings are shown in Figure 6-22.

~Set IP Address

IP Assignment ¢ Static & DHCP

IF Address I192.1EE.4.85

Subnet Mask IEEE.EEE.D.D

Default Gatewsay |192.1EE=.1.254

Figure 6-22: Set IP Address

o [P Assignment: Select any of the following options: Static,
DHCP, BOOTP, RARP, or NONE.

® [P Address: Input the IP Address assigned to the subsystem.

® Subnet Mask: Enter a Subnet Mask that will be used by the
subsystem e.g. 255.255.0.0.

® Default Gateway: Enter the default value into this field e.g.
192.168.1.254.

Communication 6-11
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. RS232 Port - To set the RS-232 serial port settings, select the RS-232 tab shown
in Figure 6-23.

TCF'IIF'F"F"F" Canfiguration

Figure 6-23: Select RS232 Tab

COM Port Select: Select the serial port that will be used for serial port
connection. Please refer to Figure 6-24.

COM Port Select COM 1 =]

Figure 6-24: COM Port Select

RS232 Configuration - To set the appropriate RS-232 serial port settings
below, please refer to Figure 6-25 shown below.

R5232 Configuration
FPF Routing Status IDisabIed LI
Terminal Emulation Status IEnahIed LI
Current Baudrate 38400 |
2400
4800
q500
18200

Figure 6-25: RS-232 Configuration Options
o PPP Routing Status: Select Disable or Enable.
® Terminal Emulation Status: Select Disable or Enable.

® Current Baudrate: Select the Baudrate from the following
range: 2400, 4800, 9600, 19200, and 38400.

. PPP Configuration - To set the RS-232 serial port settings, select the RS232 tab
shown in Figure 6-26.
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TCRIP | R5232 Port, PPF Configuration '

PP Configuration

Access Name: |

Access Password: |

Figure 6-26: PPP Configuration
=  Access Name: Enter the access name.

"  Access Password: Enter the access password.

Communication 6-13
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6.8 Redundant Controller

For SCSI-to-SCSI controllers, RAIDWatch Manager is capable of configuring some
aspects of redundant controller implementation.

Under the Configuration window, choose the Controller tab, the Operation sub-tab,
and the Redundant sub-sub-tab. From this window pane, you can set the following
redundant controller parameters:

. Controller Unique Identifier: enter a number between 1 and 65535. The use of
default value is recommended.

3 Redundant Controller Configuration: from the drop-box, choose Disabled,
Primary, Secondary, or AutoConfigure.

. Redundant Controller Channel: The is a hardware-dependent function. Once
the controller-controller negotiation is completed, this drop-box will display the
interface used for communications. Newer line of RAID controllers does not
allow a switch between SCSI and RS-232.

All other Primary and Secondary redundant controller features must be configured using
the controller’s front panel. Please refer to your RAID controller instruction manual for
details.

6-14
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Chapter 7:  Channel Configuration

Using RAIDWatch Manager, you can modify the configuration of any channel on the
controller. You can set the channel operation mode to host or drive, enable or disable
channel termination, set IDs, set the transfer clock rate for synchronous communication,
and select the transfer width.

Channel configuration settings are available under Physical View in the RAID View
window. This chapter describes the following Channel Configuration features:

¢ Accessing Channel Configuration Options — Section 7.1, page 7-2

¢ User-Configurable Channel Parameters Section 7.2, page 7-3

7.2.1 Channel Mode
= 7.2.2 Termination
= 723

= [D pool /PID/SID

& Setting the configuration of a channel - Section 7.3, page 7-5

¢ Configuring New or Unassigned Drives — Section 7.4, page 7-8

Chapter 7: Channel Configuration 7-1
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7.1

Accessing Channel Configuration Options

Channel configuration options are available in the Physical View window, which is
found in the RAID View environment.

To be able to access the Physical View cither use the RAID View toolbar icon or select
the RAID View command from the open menu to open the RAID View. Once the RAID
View has been opened select either the Physical View button from the content window or
the Physical View icon in the navigation panel.

For more information on accessing the controller configuration options, please refer to
Section 4.5: Using the RAID View Window in Chapter 4

Once the Physical View has been opened and channel icons, as shown in Figure 7-1,
have appeared under the Physical View icon in the navigation panel, select the channel
that needs to be configured (see Figure 7-1).

=% Physical Yiew
="M Channel 2 (PIL
--#Sjg Channel 3 (PIC
=g Channel 0 (PIL
-#=g Channel 1 (PIL
IIC Bus

------ Eply Al Drives

Figure 7-1: select the channel that will be configured

The following sections describe user-configurable channel parameters.

7-2
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7.2

7.2.1.

7.2.2.

User-Configurable Channel Parameters

Once the channel has been selected (see above) the screen shown in Figure 7-2 will
appear in the content window. The different options are discussed below.

‘5w Channel 2 Settings
Channel Mode : IDrive VI Termination : (I i =
Def Xfer Clock : IAuta vl Def Xier Width ISerial vI
Cur Hfer Clock Cur xfer Width
D pool ~PID
B oo i| B D124
= D1 Ad == |
B oz
=< Remaove |
= b
B D4
E ps &
B os B D125
B o7 Add == |
E ps
=l inao 4|“ it ll
(814 | Cancel |

Figure 7-2: Channel Settings

Channel Mode

This parameter sets the operation mode of a particular channel on the controller. It
configures the operation mode to either host or drive, where a host channel is used when
connecting to a host and a drive channel is for connecting to drives. Any channel on the
controller can serve as either a host or drive channel. Channel 0 is the default host
channel with ID number 0. In redundant mode, channel 0 is also the default channel for
synchronized cache communiations.

Termination

This parameter enables or disables channel SCSI termination. SCSI cables must be
properly terminated at both ends; that is, when connecting one end of a SCSI cable to a
channel, the termination of the channel must be enabled. Note that the other end of the
cable must also be properly terminated.

You can terminate the other end of the cable by installing or enabling termination on the
SCSI drive farthest from the controller or by installing an external terminator on the end
connector. The latter method is recommended so that removal of the drives will not
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7.2.3.

7.2.4.

affect cable termination. All other terminators must be removed or disabled making sure
that only one terminator is installed on each end. (SentinelRAID series users, check your
hardware documentation for additional termination information.)

Default Xfer Clock (in MHz), Default Xfer Width.

These parameters set the data transfer clock rate for synchronous communication over the
bus, and enable or disable wide transfer, respectively.

Data that is transferred across the bus in synchronous transfer mode is clocked using a
synchronous transfer clock signal. The frequency of this signal determines the rate at
which data is transferred. If, for example, the synchronous transfer clock is 10 MHz, data
transfer rate will be 10 million bytes per second (assuming narrow transfer).

Data transfer across the SCSI bus can be either 8 bits or 16 bits at a time. The former is
referred to as narrow transfer, while the latter is referred to as wide transfer. At the same
synchronous transfer clock rate, data transfer using wide transfer will be double that of
narrow. With a transfer clock of 10MHz, the data transfer rate will be 10 Mbytes/second
under narrow transfer, and 20Mbytes/second using wide.

Occasionally, under conditions in which SCSI signal quality is poor, such as with
extremely long cables, poor connections, or bad termination, it may be necessary to
reduce the synchronous transfer clock to allow the SCSI channel to function normally.
Worst case, it may be necessary to switch to asynchronous communication mode.

Furthermore, certain older SCSI devices may only support narrow transfer and behave
abnormally when attempting to negotiate wide transfer. Under such conditions, wide
transfer may need to be disabled, forcing the controller to use narrow transfer mode with
that device.

ID pool / PID / SID

This parameter sets the ID of the channel. Each channel must have a unique ID in order
to work properly. ID ranges from 0 up to 15, with 0 assigned as the default value for
host channels, and 7 for drive channels.

It is necessary to create a SID on every I/O channels in redundant controller
configuration. The default are 6 for SID and 7 for PID on drive channels. The default
values for Infortrend's dual- redundant configuration are 8 for SID and 9 for PID. For
more information, please refer to the hardware documentation that came with your
controller.

7-4
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7.3 Setting the configuration of a channel

Step 1.

Step 2.

Step 3.

Display Physical View by clicking on the Physical View command button
under the RAID View introduction or by selecting Physical View from the
RAID View navigation panel. (See Section 3.5)

From Physical Viewdouble-click on the corresponding Channel icon of the
target channel. Channel icons are displayed in the navigation panels on the left
side of the RAID View window. The Channel Settings configuration will appear
in the RAID View content panel. (See Figure 7-1).

If you are using a SCSI-to-SCSI controller, select the channel mode from the
Channel Mode drop-down menu shown in Figure 7-3. To select, click on the
down-arrow button at the right of the box, then select the option you want. If
you want to configure the selected channel as a host channel, select Host; to
configure as a drive channel, select Drive.

Channel Mode - DRV+RCC | ¥ |
Dirive

Def Xfer Clock :
Host

Cur Mfer Clock RCCOM

|-ID pool

Figure 7-3: Selecting the Channel Mode

Step 4.

Step 5.

From the Termination drop-down list box, specify whether to enable the
channel termination or not. To enable, select On; to disable, select Off. (IFT-
3200 series users, check your hardware documentation for additional
termination information.)

If you want to assign a different ID to the selected channel, choose the new ID
from the ID pool scroll menu shown in Figure 7-4.
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1D pool
D0 ﬂ
D1
D2
D3
D 4
D5
I 6

07

|nk::
MG

T T 0

Figure 7-4: ID Pool Menu

When selecting an ID, be sure that it does not conflict with the other devices on the
channel. The ID pool lists all of the channels. Highlight the ID you want to use and click
Add next to either the PID (Primary ID) or SID (Secondary ID) window (see below).

~PID
B D124
&dd ==
== Rermove
~SID
B D125
Add ==
== Remove

Figure 7-5: Specifying Channel PID or SID

Step 6. To change the speed of the bus synchronous transfer clock, choose the new
value from the options listed in the Def Xfer Clock drop-down list box.
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Channel Configuration

Def ¥fer Clock :

Cur wfer Clock
|-ID pool

Auto LI

1 Ghz
2Ghz

Figure 7-6: Def Xfer Clock options

Step 7. From the Default Xfer Width drop-down list box, select whether to use narrow
or wide transfer. To use narrow transfer, select Narrow; to use wide transfer,

select Wide.

Step 8. Click OK to save the new channel configuration into the non-volatile memory
(NVRAM) of the controller. You will be prompted for a password in order to
complete the changes.

Setting the configuration of a channel

7-7



C h a n n el CO nfi g U rati O n Infortrend RAIDWatch GUI Users Manual

7.4 Configuring New or Unassigned Drives

New and unassigned drives have some additional configuration options listed by channel
under Physical View.

Note: Management of Hard Drives and the scanning of new drives is fully explained in Chapter 7.

. Channel selection: When a channel is selected in the navigation window, all the
drives appear in the window panel directly beneath the navigation panel.

In the example shown below, Channel 2 is selected in the navigation panel and
icons representing the drives that are assigned to it are shown in the window panel
directly below.

=-/I==a ES F16F-R2AZAINam=
-4 Logical View

L =

S

S :
izt Charnnel 0 (PID

%Channe” {FID
7| G Bus

: = _*I_"

HOD (LD 41099275, 5
|=lHoD LD 11c98275, &

HOD (LD Mone, Slot ;|
HOD (LD Mo, Shot ;8

Figure 7-7: Channel Selection

After the channel has been selected, select the drive you wish to configure The
following new drive parameters can be configured.

. Drive Info (no configurable parameters, readouts only)

®  Drive Information: Slot Number, Channel Number, ID Number, Capacity,
Status, Transfer Rate, Logical Drive ID, Vender/Product ID.

* Operation

" Copy&Replace: used to copy and replace a current member drive of a logical
drive. Choose the target drive by clicking on its icon in the Copy& Replace
window pane. Click OK to replace the target with the selected new drive.

NOTE: This operation is intended for use in expanding a logical drive by replacing all member
drives one at a time. Also, as the available size will be limited to the maximum size of the smallest
hard drive, it is recommended that all drives in a logical drive be the same size.

. Scan New Drive

®  Choose the channel number and ID where the new drive is located.
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®=  Click OK. The system will ask for a password and then scan for a drive with
the specified ID. It will then either display a successful confirmation message
or an error message.

"  Repeat these steps to scan additional drives.

. Add Spare

®  Choose a logical drive to which to add a spare. Once it is displayed in the
Target LD text box, click the Local button (to make a local spare) or the
Global button (to make a global spare).
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Chapter 8: Drive Management

Using RAIDWatch Manager, you can make and delete Logical Drives (LDs) and
Logical Volumes (LVs). Both LDs and LVs can be partitioned. This chapter describes
the following drive management features:

¢ Scanning in Drives — Section 8.1, page 8-3

¢  Logical Drive Management — Section 8.2, page 8-4

= 8.2.1 Accessing the “Create Logical Drive” Window

= 822 Creating Logical Drives

e 8.2.2.1 LD Creation

o 8.2.2.2 Selecting Drives

o 8.2.2.3 Setting RAID Parameters

o 8224 Click “OK” to Create LD

e 8.2.3 Expanding a Logical Drive

e 8.2.3.1 Opening the “Expand Logical Drive” Window
e 8.2.3.2 Setting LD Expansion Parameters

e 82.3.3 Click “OK” to Initiate LD expansion
= 8.2.4 Dynamic Logical Drive Expansion
e 8.2.4.1 What Is It and How Does It Work?
o 8.2.4.2 Two Modes of Dynamic LD Expansion
® 825 Adding and Deleting Spare Drive Assignments
o 8.2.5.1 Accessssing The Spare Drive Management Screen

e 8.2.5.2 Adding a Spare Drive

o 8.2.5.3 Deleting a spare drive assignment

" 8.2.6 Rebuilding Logical Drives

= 8.2.7 Deleting a LD
¢ Creating and Deleting Logical Volumes — Section 8.3, page 8-22

"  8.3.1 Accessing the “Create Logical Volume” Window
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= 8.3.2 Creating Logical Volumes

e 83.2.1LV Creation
o 8.3.2.2 Selecting LDs
o 8.3.2.3 Setting Logical Volume Parameters

e 8324 Click “OK” to Create
" 8.3.3 To expand a logical volume
e 8.3.3.1 Opening the “Expand Logical Volume” Window

o 8.3.3.2 Setting LV Expansion Parameters

e 8.3.3.3 Click “OK” to Initiate LV expansion
" 8.3.4 Delete a logical volume
¢ Partitions — Section 8.4, page 8- 32

= 8.4.1 Overview
®  8.4.2 Partitioning a logical drive (LD)

= 8.4.3 Partitioning a logical VOIuW)te (LV)
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8.1. Scanning in Drives

Disk scanning is a process in which a newly installed drive is introduced to the disk
array system. You need to scan in a drive when:

¢  The drive is a new one. A drive is considered a new drive if it is not yet
displayed in the Physical View display of the RAID View window.

¢  The drive is a replacement for a failed drive which is installed on a different
channel or has a different ID.

If you do not scan in the drive on such occasions, the system will not be able to see the
drive, rendering it useless.

8.1.1 Scanning in a drive

Step 1. Display Physical View under the RAID View window by clicking on the
Physical View command button under the introduction or selecting Physical
View from the navigation panel (See Chapter 4).

Step 2. In Physical View, double-click on the channel corresponding to the ID of the
drive to be scanned.

Step 3. Click on a drive icon and choose Scan New Drive.
Step 4. Choose the channel number and ID where the new drive is located.

Step 5. Click OK. The system will ask for a password and then scan for a drive with
the specified ID. It will then either display a successful confirmation message
Or an error message.

Step 6. Repeat steps 2 through 5 to scan additional drives.

RAIDWatch Manager will add a drive icon to the relevant channel if the scanning
process is successful. The new drive can now be added to an existing logical drive or
used to create a new logical drive.

Scanning in Drives
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8.2. Logical Drive Management

This section describes how to:

¢ Access the Logical Drive (LD) Management Window
¢  Create LDs

¢  Expand LDs

¢ Delete LDs

NOTE: When you delete a logical drive, all physical drives assigned to the logical drive will be released,
making them available for creation or expansion of logical drives.

8.2.1 Accessing the “Create Logical Drive” Window

LDs are managed in the Logical View contents panel. The Logical View is accessed
from the RAID View navigation panel.

Step 1. To manage LDs; i.e. to create, expand and delete LDs; display the LDs
window by clicking on the Logical View command button in the RAID View
introduction or the Logical View icon in the RAID View navigation panel.

Step 2. The items shown in Figure 8-1 should appear in the RAID View navigation
panel.

£ RAID View
E- B ES Fi16F-R2AZAMName;

ica

Logical Yalume
- = Logical Drive
H- T Physical Wiew

Figure 8-1: Logical View Navigation Panel

Step 3. For LD management, select the “Logical Drive” icon shown in Figure 8-1.
The screen shown in Figure 8-2 should appear in the contents panel.
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Create Logical Drive

Drives Selection
rAvailable ~Selected

E@ Channel 2 (FID 124, 51D 01
E HDOD (Slot: A, 1D 1, 3
E HDD (Slot: Mg, 1D 2, 3
E HDOD (Slot: kA, 1D 4, 3
E HDOD (Slot: kA, 1D 6, 3

JET IR 2l
Add == | Add All == == Remaove |
~RAID Parameters
RAID Level: | ~|  Drive Size (MB) : | 0
Execute Init: |ONLINE =l Write Poliey . |Default(3lobal Setting) = |

Stripe Size : |1 f KB {Default) j LD Azsignment |Primar\,f Contraller ;l

(9]¢ | zancel |

Figure 8-2: Create Logical Drive Management Window

8.2.2 Creating Logical Drives

8.2.2.1. LD Creation

To create a logical drive:
Step 1. Select the physical drives that will be used in the LD. (See Section 8.2.2.2.)

Step 2. Select the following RAID parameters (See Section 8.2.2.3):
¢ RAID Level
¢ Online or Offline
¢ [Initialization
¢ Stripe Size
¢ Drive Size
¢ Write Policy

¢ LD Assignment

Step 3. Click the “OK” button (See Section 8.2.2.4).
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8.2.2.2. Selecting Drives

Step 1. The “Available” menu in Figure 8-2 shows the drives that are can be used to
create LDs and the channels to which they have been assigned.

To select the physical drives that will be used in the LD either:

A. Select the physical drives you wish to incorporate into a LD and click
the “Add’” button beneath the “Available” menu. See Figure 8-3.

—Awvailable

E-@Channequm 124; 51D 1
------ El HDD (Slot: NiA, 1D 2 1, 3:

Kl | 2]

@ Add Al == |

"

Figure 8-3: Selecting Logical Drives

OR

B. If you wish to use all the available drives to create a logical drive,
click the “Add AIl” button that appears beneath the “Available” menu
(See Figure 8-3).

Step 2. After clicking the “Add” (or “Add AIl’) button, the drives that were selected
will be removed from the “Available” menu and appear in the “Selected”
window on the right hand side. See Figure 8-4.

Selected
[=] HDD (Slat MiA, Chi: 2,10 2, Si
[=] HDD (Slot ks, Chl- 2,100 58, Si

Kl | 2]

Figure 8-4: Selected Logical Drives

Note: If the “Add All” button was selected, all the drives that previously appeared in the “Available”
menu should now appear in the “Selected” menu.
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8.2.2.3. Setting RAID Parameters

After the physical drives that will be used in the LD have been selected, the RAID
parameters for the LD must be selected. RAID parameter options that are available are
shown in Figure 8-5 and can be accessed at the bottom of the LD Management
Window shown in Figure 8-2.

ID Parameters

RAID Level : |Nan RAID =] Drive Size (B : | 34747
Execute Init: [OMLINE = Wirite Policy : |Default(Global Setting) = |
Stripe Size | ;l LD Assignment |F'riman,r Cantraller LI

Figure 8-5: RAID Parameter Options

Select RAID Level

From the “RAID Level” pull down shown in select the RAID level you wish to use
when creating the LD.

RAID Level : [Mon RAID =
Execute Init :

RAIDO
Stripe Size . |(paID 3

RAID &

RAID 1 + Spare

Figure 8-6: Select RAID Level

Initialization Options

Using the “Execute Init’ pull down menu shown in Figure 8-7, the user can select
whether the LD is initialized online or offline.

Execute Init: |OMLINE =]

Stripe Size OFFLINE

Figure 8-7: Initialization Options

Selecting Stripe Size

The stripe size that is used when the LD is created can be selected from the “Stripe
Size” pull down menu shown in Figure 8-8. As can be seen, the following stripe sizes
are available: 16KB, 32KB, 64KB, 128KB (Default), or 256KB.
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Stripe Size: |16 KB (Defaultt  ¥|

16 KB (Default)
32 kB

64 KB
128 KB
256 KB

Figure 8-8: Stripe Size Options

Drive Size

The value entered in the “Drive Size” field shown in Figure 8-9 determines how much
capacity from each drive will be used in the logical drive. Unused drive capacity can
then later be used to expand the logical drive.

Dirive Size (MB] : 4747

Figure 8-9: Enter a Drive Size

Select Write Policy

Use the “Write Policy” menu shown in Figure 8-10 to select either Default (Global
Setting), Write Through or Write Back.

Wirite Palicy : |Default(Global Setiing) 7]

Default{Global Setting)
WWrite Through
WWirite Back

Assighment

Figure 8-10: Select the Write Policy

LD Assignment

Choose “Primary Controller” or “Secondary Controller” from the “LD Assignment”
menu shown in Figure 8-11.

LD Assignment |F'rimar"g.f Contraller ;l

Frirmary Cantroller

| Secondary Controller
"anral

Figure 8-11: LD Assignment Selection

Note: If the redundant controller function has not been enabled or the SID's are not assigned on drive
channels, the “LD Assignment” pull down menu will not be available.
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8.2.2.4. Click “OK” to Create LD

Once the physical drives that will be used in the LD have been selected and all the
desired LD parameters have been selected:

Step 1. Click the “OK” button at the bottom of the LD management window shown in
Figure 8-2.

Step 2. A confirmation window shown in Figure 8-12 will appear. If you are certain
that you want to create the LD with the settings you have selected, click the
“OK” button.

[ease Confirm : : ]

Are You Sure ?

0K | Cancel

*Thiz will creste & nesw logical drive

Figure 8-12: Confirm LD Creation

Step 3. If you selected the “OK” button in the “Please Confirm” window the “Create
In Progress” content window shown in Figure 8-13 will display logical drive
creation progress.

Create In Progress

Creating LD

B4% Completed

Figure 8-13: Create in Progress
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8.2.3 Expanding a Logical Drive

When physical drives are added to the array, the additional capacity can be added to
existing logical drives.

8.2.3.1. Opening the “Expand Logical Drive” Window

Step 1. Select the “Logical Drive” icon from the Logical View navigation panel
shown in Figure 8-1. As shown in Figure 8-14, all the LDs that have been
created will appear below the “Logical Drive” icon.

-4 Logical view

- -SEEgAILDs

: Logical Yalum
S8 JLogical Drive
B8 LD 0 (Mam
------ B8 LD 1 (Mam

Figure 8-14: List of LDs

Step 2. From the list shown in Figure 8-14, select the LD that you wish to expand.
Once this LD has been sclected a “View and Edit LD Partition” table will
appear in the content panel. At the top of this window the two tabs
(“Partition” and “Operation”) shown in Figure 8-15, will appear. Select the
“Operation” tab.

Partitin li

Figure 8-15: Select Operation

Step 3. After selecting the “Operation” tab, an “Expand Logical Drive” window will
appear in the content panel. The tabs shown in Figure 8-16 can be seen at the
top of the “Expand Logical Drive” window.

Add Drhrel Spare| F'arih,rl Wilrite F'n:nlil:\,rl Deletel Logical Drive Mame

Figure 8-16: Select Expand

Step 4. Once the “Expand” tab has been selected the “Expand Logical Drive”
window shown in Figure 8-17 will appear in the content panel.
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Expand | agd Drive| spare | Parity| writa Policy| Delste | Logical Drive Name |

Expand Logical Drive 7

—set Expansion Size

Maximum Free Capacity (MB) : |34521

Set Expansion Size (MB) : |

Execute Init: |onLing d

Figure 8-17: Expand Logical Drive Window

8.2.3.2. Setting LD Expansion Parameters

Maximum Free Capacity (MB)

If there is an amount present in the Maximum Free Capacity text box, the LD may be
expanded. If there is no amount present in Maximum Free Capacity text box then the
LD cannot be expanded.

Set Expansion Size

A value can be entered in this text box if and only if an amount is shown in the
Maximum Free Capacity text box. The value entered into the Set Expansion Size text
box cannot exceed the amount shown in the Maximum Free Capacity text box. The
value entered into the Set Expansion Size text box specifies the size of the LD
expansion.

Execute Init

The “Execute Init’ allows the user to determine whether or not the expansion will be
done online or offline. If the user wishes to do an online expansion then the ONLINE
menu option should be selected. If the user wishes to do an offline expansion then the
OFFLINE menu item should be selected from the “Execute Inif’ menu.

8.2.3.3. Click “OK” to Initiate LD expansion

To initiate the LD expansion, follow these steps:

Step 1. Once the LD expansion parameters have been selected, click the “OK” button
at the bottom of the Expand Logical Drive window shown in Figure 8-17
(note that the “OK” button is not shown in this image and can be found at the
bottom of the screen).
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Step 2. A confirmation window shown in Figure 8-18 will appear. If you are certain
that you want to create the LD with the settings you have selected, click the
“OK” button.

Please Confirm

Figure 8-18: Confirm LD Expansion

Step 3. If you selected the “OK” button in the “Please Confirm” window the “Create
In Progress” content window shown in Figure 8-19 will display logical drive
creation progress.

Figure 8-19: Expand in Progress

Step 4. The logical drive will now have a new last partition the same size as the
expansion. Look at the View and Edit LD Partition Table to verify this.

8.2.4 Dynamic Logical Drive Expansion

8.2.4.1. What Is It and How Does It Work?

Before Dynamic Logical Drive Expansion, increasing the capacity of a RAID system
using traditional methods meant backing up, re-creating and then restoring. Dynamic
Logical Drive Expansion (a new feature in controller firmware versions 2.11 and later)
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allows users to add new hard disk drives and expand a RAID 0, 3 or 5 Logical Drive

without powering down the system.

8.2.4.2. Two Modes of Dynamic LD Expansion
Dynamic Logical Drive Expansion

Mode 1 Mode 2

E o

Figure 8-20: Dynamic Logical Drive Expansion

There are two modes of Dynamic Logical Drive Expansion.

Mode 1 Expansion is illustrated in Figure 8-21 and involves adding more hard disk
drives to a logical drive, which may require that the user obtain an enclosure with
more drive bays. The data will be re-striped onto the original and newly added disks.

RAID Expansion - Mode 1

-~ RAID 5 Logical Drive - 4GB - Add-in New Drives

777777777777777777777777777777777777777777777777777777777777

“T11L]

fffffffffffff RAID 5 Logical Drive - 8GB --------------

Figure 8-21: RAID Expansion Mode 1

In the Figure 8-21 above, new drives are added to increase the capacity of a 4-
Gigabyte RAID 5 logical drive. The two new drives increase the capacity to 8

Gigabytes.

Mode 2 Expansion, on the other hand, requires the same number of higher-capacity
hard disk drives for a given logical drive.
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RAID Expansion - Mode 2 (13)

2 0GB 2GE 2GE

- - - ' Theariginal lagical drive

----- RAID 5 [4GE) ------

: Y N 1=
2B 23B 2GB
Mewr
- (1 (O orve
EEEEEES RAIDS[4GE] -- -
Copy =nd Replace
one of the member drives

Copy and replace each of the member drives. Even
if one member drive fails during the copy and B hus
replace, the logical drive will still be available for

Figure 8-22: RAID Expansion Mode 2(1/3)

Figure 8-22 above illustrates expansion of the same 4-Gigabyte RAID 5 logical drive
using Mode 2 Expansion. Drives are copied and replaced, one by one, onto three
higher-capacity drives.

RAID Expansion - Mode 2 (2/3)

Copy and Replace the other member drives one by one
until all the member drives have been replaced

AID Expansion? to use the additional capacity.

Copy and Replace each member drive. After all the
member drives have been replaced, execute the & inuse
] Unused

Figure 8-23: RAID Expansion Mode 2(2/3)

This results in a new 4-Gigabyte, RAID 5 logical drive composed of three physical
drives. The 4 Gigabytes of increased capacity is in a new partition.
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RAID Expansion - Mode 2 (3/3)

3 n partitions # 3
» Partition n+1{} i

or

—————— RAID 5 (8GB) ------:

After the RAID Expansion, the additional capacity
will appear as another partition. Adding the extra @ inuse
capacity into the existing partition requires OS
support. Ej Unused

Figure 8-24: RAID Expansion Mode 2(3/3)

IMPORTANT: The increased capacity from either expansion type will be a new partition.

Three new drives are scanned in (see Section 8.1 on page 8-3 for details on scanning
in new drives.) To add the drives to the logical drive, select the logical drive where
they will be added, then choose the Operation tab and Add Drive sub-tab. Select a
drive to add and click the Add button. When you have selected all of the new drives
you want to add, click OK.

The progress of the add process will be displayed as it is carried out.

The logical drive icon will appear to be degraded while the new drives are being added
to the logical drive. The color will return to normal once the drive add is complete.

When you return to the partition table, you will notice that either partition 0 or the last
partition will now be larger than before.

Follow the directions in the next chapter to map the new partition to a host LUN. The
new partition must be mapped to a host LUN in order for the HBA (host-bus adapter)
to see it.

8.2.5 Adding and Deleting Spare Drive Assignments

You can assign spare drives to a logical drive to serve as backups for failed drives. In
the event of a drive failure, the spare drive will be automatically configured into the
array and reconstruction (or rebuilding) will immediately commence.
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Logical drives can support multiple spare drives; this configuration however is rarely
used due to its high cost and uncommon occurrences of drive failures. A practical
configuration calls for one spare drive per logical drive — after rebuilding on this drive,
just replace the failed drive and then configure the replacement as the new spare drive
of the logical drive.

NOTE: Adding a spare drive can be done automatically by selecting the RAID 1+Spare, RAID 3+Spare
or RAID 5+Spare option from the logical drive RAID Level selection dialog box when creating a logical
drive. These options apply to RAID 1, RAID 3, and RAID 5 levels respectively.

8.2.5.1. Accessssing The Spare Drive Management Screen

To open the spare drive management screen please follow these steps:-

Step 1. Select the “Logical Drive” icon from the Logical View navigation panel
shown in Figure 8-1. As shown in Figure 8-25, all the LDs that have been
created will appear below the “Logical Drive” icon.

W Logical View

- Ml LD
-l Logical Yalum
Eli Logical Dirive
BB LD 0 (Nam
LD 1 (Mam

Figure 8-25: List of LDs

Step 2. From the list shown in Figure 8-14, select the LD that you wish to expand.
Once this LD has been sclected a “View and Edit LD Partition” table will
appear in the content panel. At the top of this window the two tabs
(“Partition” and “Operation”) shown in Figure 8-15, will appear. Select the
“Operation” tab.

Partitic li

Figure 8-26: Select Operation

Step 3. After selecting the “Operation” tab, an “Expand Logical Drive” window will
appear in the content panel. The tabs shown in Figure 8-16 can be seen at the
top of the “Expand Logical Drive” window.

E}{pandl Add Drivssignmentl F'arihtl Wirite Pnlicvl Deletel Logical Drive Mame

Figure 8-27: Select Spare
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8.2.5.2. Adding a Spare Drive

Step 1. After the “Spare” tab has been selected the “Spare Drive Management’
window shown in Figure 8-28 will appear in the content panel. Under the Add
tab, if there are drives available to assign as spares, their channels will be
listed under Available. Choose the drive icon for the drive that will become
the new spare.

Addl Delete

Spare Drives [Selected
SRS Channel 2 (PID : 124; SI0 : 125; Sp
~[=] HDD (Slot: M, 1D 6, 34747 MB, 2.0

Add == I == Remaove Delete

Figure 8-28: Spare Drive Management Window

Step 2. Click the Add button in Figure 8-28, then click either Local or Global. Local
spares will only replace failed drives in the same logical drive. Global spares
will replace any drive that fails in any logical drive on the RAID controller.

Step 3. A confirmation screen will appear. If you are certain you wish to add the spare
then click the “OK” button.

NOTE: Spare drive assignments can also be made when scanning in new drives under Physical View.

8.2.5.3. Deleting a spare drive assignment

Step 1. Access the ‘Spare Drive Management” window shown in Figure 8-28 .
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Step 2. To delete a spare drive, select the Delete tab shown in the Spare Drive
Management window. A new screen, shown in , will appear.

~dd Delete |

Spare Drives rSelected

EE HOD (Slot Mis, Chi: 21D 6, Size - 34747 MB, ¢

Add == I == Remaove Delete

Figure 8-29: Select Operation

Step 3. Under the Delete tab, if there are drives assigned as spares, their icons will be
displayed under Spare Drives. The upper window under Spare Drives lists
Local Spares. The lower window lists Global Spares. Choose the drive icon
for the drive that you want to delete and click the Add button at the bottom of
the screen.

Step 4. Spare drives to delete will be added to the Selected window. Once all of the
spare drives you want to delete are listed, click Delete. You will be prompted
for a password. Enter it and click OK. All selected spare drives will return to
normal status.

8.2.6 Rebuilding Logical Drives

Depending on whether or not there is a spare drive, rebuilding is initiated
automatically or must be started manually. In the presence of a spare drive, the system
automatically rebuilds onto the spare drive. This process is done in the background,
thus it is transparent to users.

In the absence of a spare drive, rebuilding must be initiated manually. Before
initiating a manual rebuild, you must first replace the failed drive. If you install the
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replacement drive on the same connector (that is, the same channel and ID), then you

can proceed with the rebuilding process; otherwise, you need to scan in the drive first.

To rebuild a logical drive

Step 1.

Select the “Logical Drive” icon from the Logical View navigation panel
shown in Figure 8-1. As shown in Figure 8-30, all the LDs that have been
created will appear below the “Logical Drive” icon.

IMPORTANT: Deleting a logical drive irretrievably wipes all data currently stored on the logical drive.

Step 2.

Step 3.

Step 4.

Step 5.

W Logical View

o % All LD s

B Logical Yalum
Ei |_|: =
--E228 LD 0 {Nam
LD 1 {Marm

Figure 8-30: List of LDs

From the list shown in Figure 8-30, select the degraded LD that you wish to
rebuild. Once this LD has been selected a “View and Edit LD Partition” table
will appear in the content panel. At the top of this window the two tabs
(“Partition” and “Operation”) shown in Figure 8-31, will appear. Select the
“Operation” tab.

Partitin li

Figure 8-31: Select Operation

After selecting the “Operation” tab, an “Expand Logical Drive” window will
appear in the content panel. If the drive you selected was a degraded drive then
a “Rebuild’ tab would appear at the top of the “Expand Logical Drive”’
window. To rebuild the LD the the Rebuild sub-tab must be selected.

The Rebuild in Progress window will appear and show the percentage of
rebuild progress until complete.

Once the logical drive has been rebuilt, the logical drive icon will return to its
normal color and the Rebuild tab will no longer be available under
Operation.

8.2.7 Deleting aLD

If you want to delete an LD from you RAID subsystem, follow the steps outlined
below. Remember that deleting a LD results in all the data on the LD being deleted
and any data that was previously stored on the LD will be irretrievable.

Logical Drive Management
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IMPORTANT: Deleting a logical drive irretrievably wipes all data currently stored on the logical drive.

To delete a LD:

Step 1. Select the “Logical Drive”

icon from the Logical View navigation panel
shown in Figure 8-1. As shown in Figure 8-32, all the LDs that have been
created will appear below the “Logical Drive” icon.

IMPORTANT: Deleting a logical drive irretrievably wipes all data currently stored on the logical drive.

EI A Logical view

- - SEAILDs

+- [l Lngmal\-fnlum
SR JLogical Dr
B DD (Nam
------ B8 LD 1 (Mam

Figure 8-32: List of LDs

Step 2. From the list shown in Figure 8-32, select the LD that you wish to delete.

Step 3.

Step 4.

Once this LD has been sclected a “View and Edit LD Partition” table will
appear in the content panel. At the top of this window the two tabs
(“Partition” and “Operation”) shown in Figure 8-33, will appear. Select the
“Operation” tab.

Partitic li

Figure 8-33: Select Operation

After selecting the “Operation” tab, an “Expand Logical Drive” window will
appear in the content panel. The tabs shown in Figure 8-34 can be seen at the
top of the “Expand Logical Drive” window. From these tabs select delete.

Expaﬂdlﬂdd Drive | Assignment | Write Palic -I ogical Drive Mame

Figure 8-34: Select Delete

Once the “Delete” tab has been selected the “Delete Logical Drive” window
shown in will appear in the content panel.
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Expand' Add Drive' Assignment' Write Policy Delete | Logical Drive Name'

Delete Logical Drive #

rTarget LD
@ LD 1 (Mame KA, Primary, ID 7ecdf345, RAID O, Size : 2 MB, Good, Writ

Ok

Figure 8-35: Delete Logical Drive

Step 5. Once the LD has been selected, and if you are certain that you wish to delete
the LD, press the “OK” button. A confirmation screen similar to the one in
Figure 8-36 will appear. If you are still certain that you wish to delete the LD
press the “OK” button. If you are not sure, click the “Cancel” button.

Please Confirm x|

Are You Sure ?

Cancel |

*After delete LD, you may [ose all data onit!

Figure 8-36: Confirm LD Delete

Step 6. If you select the “OK” button, the LD will be deleted and you will be returned
to the LD Management window shown in Figure 8-2. If you clicked on the
“Cancel” button, you will be returned to the “Delete Logical Drive” screen
shown in Figure 8-35.

IMPORTANT: Deleting a logical drive irretrievably wipes all data currently stored on the logical drive.
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8.3. Creating and Deleting Logical Volumes

You can create and delete logical volumes using RAIDWatch Manager. Logical
volumes are created by combining logical drives together. You can combine logical
drives with different capacities and RAID levels into a single logical volume. You can
also delete existing logical volumes. Before deleting, make certain that the data stored
in the logical volume is no longer needed. Deleting a logical volume erases all
information stored on that logical volume.

NOTE: When you delete a logical volume, all logical drives assigned to it will be released, making them
available for new logical volume creation.

8.3.1 Accessing the “Create Logical Volume” Window

LVs are managed in the Logical View contents panel. The Logical View is accessed
from the RAID View navigation panel.

Step 1. To manage LVs; i.e. to create, expand and delete LVs; display the LVs
window by clicking on the Logical View command button in the RAID View
introduction or the Logical View icon in the RAID View navigation panel.

Step 2. The items shown in Figure 8-1 should appear in the RAID View navigation
panel.

EI!Q Logical View

&8 /I LDs

-G LD 1 (Mam

Figure 8-37: Logical View Navigation Panel

Step 3. For LV management, select the “Logical Volume” icon shown in Figure 8-37.
The screen shown in Figure 8-38 should appear in the contents panel.
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Create Logical Wolume

LDs Selectlon
Aailahle Selecled

LD 0 (Mame N&, Primary, ID30bEEM3, RAID *

&5 LD 1 (Name Nia, Primary, ID37065151, RAID

e I
Add == == REmove
O TS T A R e S S S
Logical Volurme Assignment [Eriena Contcler =]
M LD Gapacity (B} : |
Exgcute Init: | ISLIME J Wirite Policy = |Default(l3lnhal Sefting) j
Ok | Cancel |

Figure 8-38: Create Logical Volume Management Window

8.3.2 Creating Logical Volumes

8.3.2.1. LV Creation

To create a logical volume:
Step 1. Select the LDs that will be used in the LV.

Step 2. Select the following RAID parameters:
¢ Logical Volume Assignment
¢ Max LD Capacity
¢ Execute Init

¢ Write Policy

Step 3. Click the “OK” button
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8.3.2.2. Selecting LDs

Step 1. The “Available” menu in Figure 8-38 shows the LDs that can be used to
create LVs.

Step 2. Select the LDs you wish to incorporate into a LV and click the “Add” button
beneath the “Available” menu. See Figure 8-39.

-LDs Selection
—Awvailable
ﬁ LD 0 {Mame M, Primary, I03hb88Mh3, RAID
@ LD 1 iMame M, Primary, ID37065151, RAID

Kl | 2]

i —

{ Add == i '

Figure 8-39: Selecting Logical Drives

Step 3. After clicking the “Add” button, the drives that were selected will be removed
from the “Available” menu and appear in the “Selected” window on the right
hand side. See Figure 8-40.
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~Selected
£ LD 0 (Mame Nia, Primary, ID3bb288Mh3, RAID -
&8 LD 1 (Name Nia, Primary, ID37065151, RAID

Kl | 2

== Remove |

Figure 8-40: Selected Logical Drives

8.3.2.3. Setting Logical Volume Parameters

After the LDs that will be used in the LV have been selected, the LV parameters for
the LV must be selected. LV parameter options that are available are shown in Figure
8-41 and can be accessed at the bottom of the LV Management Window shown in

Figure 8-38.
rLogical Yolume Parameters
Lagical Volume Assignment : |F'riman,r Caontraller ;l
Max LD Capacity (MB) - | 0
Execute Init: |OMLINE ]| Wirite Policy . |Default(Global Setting) =]

Figure 8-41: LV Parameter Options

LV Assignment
Choose “Primary Controller” or “Secondary Controller” from the “LV Assignment”

menu shown in .
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Logical Yolume Assignment : |Primar\y Contraller ;l

Prirmary Cantraller
Secondary Controller

Figure 8-42: LV Assignment Selection

Note: If the redundant controller function has not been enabled or the SID's are not assigned on drive
channels, the “LD Assignment’ pull down menu will not be available.

Max LD Capacity

This field, shown in Figure 8-43 specifies the maximum amount of memory that will
be used from each LD to create the LV. Note that this field is not user configurable
and the maximum amount of that will be used is determined automatically.

Max LD Capacity (MB) - | 0

Figure 8-43: Max LD Capacity

Execute Init

Using the “Execute Init” pull down menu shown in Figure 8-41 the user can select
whether the LV is initialized online or offline.

Select Write Policy

Use the “Write Policy” menu to select either Default (Global Setting), Write Through
or Write Back.

8.3.2.4. Click “OK” to Create LV

Once the logical drives that will be used in the LV have been selected and all the
desired LV parameters have been selected:

Step 1. Click the “OK” button at the bottom of the LV management window shown in
. Figure 8-38

Step 2. A confirmation window shown in Figure 8-44 will appear. If you are certain
that you want to create the LD with the settings you have selected, click the
“OK” button.
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x|

Are You Sure ?

0K | Cancel

*Thiz will create a new logical VYolume

Figure 8-44: Confirm LV Creation

Step 3. If you selected the “OK” button in the “Please Confirm” window the “Create
In Progress” content window shown in Figure 8-13 will display logical drive
creation progress.

Create In Progress

~Creating LY

E9% Completed

Figure 8-45: Create in Progress

8.3.3 To expand a logical volume

When logical volumes are expanded by adding new logical drives, additional capacity
can be added to existing logical volumes.

8.3.3.1. Opening the “Expand Logical Volume” Window

Step 4. Select the “Logical Volume” icon from the Logical View navigation panel
shown in Figure 8-1. As shown in Figure 8-46, all the LVs that have been
created will appear below the “Logical Volume” icon.
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=l _. ES F16F-R2A2AMName: HIA, 1D 3387746, FYW:

-4 Logical View
- Al LD
' gical Valume

_ Ly 0 {Primary, ID 61a8cd0d, Size : 400
B3 Logical Drive
H- 3 Physical View

Figure 8-46: List of LVs
Step 5. From the list shown in Figure 8-46, select the LV that you wish to expand.
Once this LV has been selected a “View and Edit LV Partition” table will

appear in the content panel. At the top of this window the two tabs

(“Partition” and “Operation”) shown in Figure 8-47, will appear. Select the
“Operation” tab.

Partitic li

Figure 8-47: Select Operation

Step 6. After selecting the “Operation” tab, a new window will appear in the contents
panel. Select the “Expand” tab shown in Figure 8-48.

Wirite Pnlicssignmenﬂ Delete'

Figure 8-48: Select Expand

Step 7. Once the “Expand’ tab has been selected the “Expand Logical Volume”
window shown in Figure 8-49 will appear in the content panel.

Expand Logical Volume ?

—Set Expansion Size
Maximum Free Capacity (MBE) |1 an
Size to Expand (MED |

Figure 8-49: Expand Logical Drive Window

8.3.3.2. Setting LV Expansion Parameters

Maximum Free Capacity
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This is a read only field and cannot be configured by the end user. This field informs
the user as to the maximum available memory that can be used.

Size to Expand

Enter a value that is not larger that the value shown in the Maximum Free Capacity
field. The LV will be expanded by the amount entered in this field.

NOTE: You may combine partitions under View and Edit LV Partition Table by expanding the size of
earlier partitions (as in, increase the size of partition 0 so that it is as large as all partitions combined to
make one partition). Combining partitions destroys existing data on all drive partitions.

8.3.3.3. Click “OK” to Initiate LV expansion

To initiate the LD expansion, follow these steps:

Step 1. Once the LV expansion parameters have been selected, click the “OK” button
at the bottom of the Expand Logical Volume window.

Step 2. A confirmation window shown in Figure 8-50 will appear. If you are certain
that you want to create the LV with the settings you have selected, click the
“OK” button.

Are You Sure ?

Cancel

*This will expand L' and create a new partition.

Figure 8-50: Confirm LV Expansion

Step 3. If you selected the “OK” button in the “Please Confirm” window the “Create
In Progress” content window will display logical volume expansion progress.

Step 4. The logical drive will now have a new last partition the same size as the
expansion. Look at the View and Edit LD Partition Table to verify this.

8.3.4 Delete a logical volume

Step 1. Select the “Logical Volume” icon from the Logical View navigation panel
shown in Figure 8-1. As shown in Figure 8-51, all the LVs that have been
created will appear below the “Logical Volume” icon.
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= _. ES F16F-R2AZAMName: MiA, 1D: 3387 T 46, Fi
=4 Logical View

. g AlLDs

Laogical Volume

Ly 0 {Primary, ID 61a8cd0d, Size : 400
- =@ Logical Drive

H- T Physical View

Figure 8-51: List of LVs

Step 2. From the list shown in Figure 8-46, select the LV that you wish to delete.
Once this LV has been selected a “View and Edit LV Partition” table will
appear in the content panel. At the top of this window the two tabs
(“Partition” and “Operation”) shown in Figure 8-47, will appear. Select the
“Operation” tab.

Partitic li

Figure 8-52: Select Operation

Step 3. After selecting the “Operation” tab, a new window will appear in the contents
panel. Select the “Expand” tab shown in Figure 8-53.

Wirite F'l:ulil:ﬁ,r| Expandl Assinnmen I

Figure 8-53: Select Delete

Step 4. Once the “Delete” tab has been selected the “Delete Logical Volume” window
shown in Figure 8-54 will appear in the content panel.

Delete Logical Volume 7

~Target L\

Ly 0 {Primary, ID 61a8cd03, Size : 400 MB, Write Policy: Default)

Figure 8-54: Delete LV

Step 5. Select the LV you wish to delete and click the “OK” button that can be found
at the bottom of the screen.

Step 6. You will be asked to confirm that you wish to delete the LV in question. If you
are certain that you want to delete the LV then select OK. The logical volume
will be deleted and removed from the logical volumes list.

IMPORTANT: Deleting a logical drive irretrievably wipes all data currently stored on the logical drive.
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8.4. Partitions

8.4.1 Overview

Partitions can be created in both logical drives (LD) and logical volumes (LV).
Depending on your specific needs, you can partition an LD or LV into smaller sizes or
just leave it at its default size (that is, one large partition covering the entire LD or
LV).

If you intend to map an entire LD or LV to a single host LUN, then partitioning
becomes irrelevant. If, however, the LD or LV is to be mapped to multiple host
LUNs, then you need to define partitions for later LUN mapping.

NOTE: You can create a maximum of eight partitions per logical drive or logical volume. Also,
partitioned logical drives can not be part of a logical volume.

8.4.2 Partitioning a logical drive (LD)

Step 1. Select the “Logical Drive” icon from the Logical View navigation panel
shown in Figure 8-55. As shown in Figure 8-55, all the LDs that have been
created will appear below the “Logical Drive” icon.

EI A Logical view

- i Al LDs

-l Logical \-fnlum
= i Lo

BB 100 (Nam
------ -G LD 1 (Mam

Figure 8-55: List of LDs

Step 2. From the list shown in Figure 8-55, select the LD that you wish to partion.
Once this LD has been sclected a “View and Edit LD Partition” table will
appear in the content panel. See Figure 8-56.
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Yiew and Edlit LD Partition Table

LD 0 Partition Tahle

Partition OffsetiMB) Size(MB)

BEIEECEIEEE

Figure 8-56: Partition Table

Step 3. To create a new partition, edit an existing one, or remove an existing partition,
click the Edit button at the bottom of Figure 8-56. You will be prompted for a
password, enter it and click OK.

Step 4. Select partition 0 or the last partition in the list to create a new partition. Only
the Size(MB) field is editable and partitions must be contiguous. Modify the
value of partition O or the last partition so that it will be the size you intend.
All unallocated space will automatically be assigned to the new partition.

NOTE: Any partition can be modified using the method described here. Changes will be reflected in other
partitions as disk space is occupied or freed.

Step 5. If you want to make multiple partitions, repeat the process. If you exit the
View and Edit LD Partition Table, you will need to click Edit and enter a
password again before you can make changes. A list of partitions is shown in
Figure 8-57.
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Patition Offset(hB) Size(B)
0 0 a0
1 a0 70
2 100 10
3 110 40
4 150 20
5 170 50
G 220 10
7 230 70

Figure 8-57: List of Partitions

Step 6. To remove partitions, make the size of the partition you wish to delete 0. The
excess size will then be given to the partition higher in the list and the partition
will be deleted. All the partitions that were below it will also be move one
place higher in the table.

For example, if Partition 5 in Figure 8-57 needs to be deleted, reduce the size
of Partition 5 to OMB. As can be seen in Figure 8-58, the overall size of
Partition 4 would increase by 50MB, from 20MB to 70MB. The size of
Partition 5 would then change from 50MB to 10MB (previous size of
Partition 6) and the size of Partition 6 would increase from 10MB to 70MB
(the previous size of Partition 7). Partition 7 would no longer exist.

Patition Offs et(hB) Size(MB)

0 0 a0
1 a0 70
2 100 10
3 110 40
4 150 70
5 220 10
G 230 70
7

Figure 8-58: List of Modified Partitions

Step 7. The logical drive is now ready for mapping to host LUNs. See: Mapping
Logical Drives/Volumes/Partitions to Host LUN.

8.4.3 Partitioning a logical volume (LV)

Step 1. Select the “Logical Volume” icon from the Logical View navigation panel
shown in Figure 8-59. As shown in Figure 8-59, all the LVs that have been
created will appear below the “Logical Volume” icon.
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£ RAID View
- BE=2 ES F16F-R2AZAMame: Mg, 1D 3387746, P
EI !Q Logical View

=g Al LDs

P Lwao {F'nr‘nar"g.f, D B1a8cd08, Size : 400
: l i Lagical Drive
= Physical View

Figure 8-59: List of LVs

Step 2. From the list shown in Figure 8-59, select the LV that you wish to partion.
Once this LV has been selected a “View and Edit LV Partition” table will
appear in the content panel. See Figure 8-59.

YView and Edit LV Partition Table
L% 0 Partition Table

Partition OffsetiB) Size(MB)

BEEEEEEE

Figure 8-60: LV Partition Table

Step 3. To create a new partition, edit an existing one, or remove an existing partition,
click the Edit button at the bottom of Figure 8-60. You will be prompted for a
password, enter it and click OK.

Step 4. Select partition 0 or the last partition in the list to create a new partition. Only
the Size(MB) field is editable and partitions must be contiguous. Modify the
value of partition O or the last partition so that it will be the size you intend.
All unallocated space will automatically be assigned to the new partition.
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NOTE: Any partition can be modified using the method described here. Changes will be reflected in other

partitions as disk space is occupied or freed.

Step 5. If you want to make multiple partitions, repeat the process. If you exit the
View and Edit LV Partition Table, you will need to click Edit and enter a
password again before you can make changes. A list of partitions is shown in

Figure 8-61.
Fartition Orffset{MB) Size{MB;
0 0 20
1 20 60
2 g0 20
3 100 10
4 110 30
g 140 20
i 160 10
7 170 30

Figure 8-61: List of Partitions

Step 6. To remove partitions, make the size of the partition you wish to delete 0. The

excess size will then be given to the partition higher in the list and the partition
will be deleted. All the partitions that were below it will also be move one
place higher in the table.

For example, if Partition 5 in Figure 8-61 needs to be deleted, reduce the size
of Partition 5 to OMB. As can be seen in Figure 8-62, the overall size of
Partition 4 would increase by 20MB, from 30MB to 50MB. The size of
Partition 5 would then change from 20MB to 10MB (previous size of
Partition 6) and the size of Partition 6 would increase from 10MB to 30MB
(the previous size of Partition 7). Partition 7 would no longer exist.

Partition Offzet(B) Size(hBE)

n 0 20
1 20 60
2 a0 20
3 100 10
4 110 a0
a 160 10
] 170 30
7

Figure 8-62: List of Modified Partitions

Step 7. The logical volume is now ready for mapping to host LUNs. See: Mapping

Logical Drives/Volumes/Partitions to Host LUNS.
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Chapter 9: LUN Mapping

After creating a logical drive (LD) or logical volume (LV), you can map it as is to a
host LUN; or, if partitions are set, you can map each partition to a specific host LUN.
RAIDWatch supports 8 LUNs per host channel (numbered 0 - 7), each of which
appears as a single drive letter to the host if mapped to a LD, LV, or a partition of

either.

Existing host LUN mappings can also be deleted.

In cases where certain

mappings are found to be useless, or disk array reconfiguration is needed, you can

delete unwanted mappings in your system.

This chapter explains the following LUN Mapping features.

¢ Accessing the LUN Map Table — Section 9.1, page 9-2

¢  LUN Mapping — Section 9.2, page 9-4

9.2.1 Mapping a Complete LD or LV

9.2.2 Map a logical drive or volume partition to a host LUN

9.2.3 Deleting a host LUN mapping

¢  Extended LUN Mapping — Section 9.3, page 9-11

9.3.1 Preliminaries
9.3.2 Extended LUN Mapping
9.3.3 Adding a WWN Name

9.3.4 Deleting an Extended LUN Mapping or WWN Name

Chapter 9: LUN Mapping
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9.1. Accessing the LUN Map Table

When you want to either create or delete a LUN Mapping or an extended LUN
mapping, it is necessary to access the LUN Map Table. The LUN Map Table lists
the LDs, LVs and partitions that have previously been mapped. To access the LUN
Map Table please follow these steps:

Step 1. In the navigation panel under Physical View, click on the Host Channel
where you would like to map a drive or volume (see Figure 9-1).

- —. ES F1GF-R2AZAMNam
!Q Logical Wiew
= % Physical Wiew
------ @ Channel 2 (PID :
------ -y Channel 3 (FID ;
=W hannel 0 (FID
~#Zg Channel 1 (PID :
IIZ Bus

------ ..Egh Al Drives

Figure 9-1: Select the Host Channel

Step 2. In the sub-navigation window, beneath the navigation panel, select a host
channel ID number as shown in Figure 9-2.

E- @ Channel 0 (PID :112; 5l

ID 112 iPrifmary Can

Figure 9-2: Selecting the Host Channel ID Number

Step 3. After selecting the ID, the LUN Table for the host channel shown in Figure
9-3 will be displayed in the content panel.

9-2 Accessing the LUN Map Table
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Figure 9-3: LUN Map Table
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9.2. LUN Mapping

9.2.1. Mapping a Complete LD or LV

Step 1. If you want to map a complete LD or LV make sure that the LD or LV has not
been partitioned.

Step 2. Follow the steps listed in Section 9.1 above to access the LUN Map Table
shown in Figure 9-3.

Step 3. Select the LUN Mapping tab shown at the top of the LUN Map Table. A new
screen will appear in the content window. From this screen first select the Add
sub-tab, and then click on the LUN sub-tab. (See Figure 9-4).

LUM Table LUN Mapping |

@' Deletel

"LUN Extended LUN| Wi Name

Figure 9-4: Select ADD then LUN

Step 4. The Create LUN Mapping window should appear in the content panel (see
Figure 9-5). If you want to map a logical drive then select the LD tab shown
in Figure 9-5. If you want to map a logical volume, select the LV tab shown in
Figure 9-5.

freéte LUN Mapping
LUN Selected : 1 [+

Partition Selected : |
LD | v]

Figure 9-5: Create LUN Mapping

Step 5. List the available logical volumes or logical drives by clicking on the “All”
icon in the respective window. For example, in Figure 9-5 if the “All LD”
icon is clicked, all available LDs will be shown (see Figure 9-6).

9-4 LUN Mapping
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=-558 LD 1 (Mame M, Primary, ID 5febe16h, RAID 1,1
+-E228 LD 0 (Mame Mi&, Primary, 1D 43308927, RAID 1,

Figure 9-6: LD List

Step 6. Click on the LD (or LV) you would like to map. All the LD (LV) partitions
should appear. If you wish to map the entire LD (or LV), the LD (or LV)
should not have been partitioned and the only partition that will appear is
Partition O (see Figure 9-7).

=-S5 Al LDs
- @ LD 1 iMame MIA Primary, 1D Sfel
ﬁ Fartition 0 {Size : 34747 ME)
+I ﬁ LD O (Marme ki, Prirmary, D 43a

Figure 9-7: LD Partition 0

Step 7. From the LUN Selected drop-box in Figure 9-8, choose the LUN ID that will
be assigned to the LD (or LV). Only unused IDs will be listed.

LUMN Selected : 1 j
Patition Selected _
LD | v] 3
4
= i Al LDs 5
@ LD 1 (Name /A, Priff 5
------ &8 Partition 0 (Sme
-5 LD 0 (Name Nig, Prl7 :

Figure 9-8: Available LUNs

Step 8. Next, click on the partition 0 icon. “Partition (,” should appear, as shown in

Figure 9-9, in the Partition Selected box. Click OK and enter the password
when prompted.

Fartition Selected : |F'artiti|:|n 0

Figure 9-9: Partitioned Selected

Step 9. If you choose the LUN Table, the newly mapped LUN should now be, as
seen in Figure 9-10, be listed.

LUN Mapping 9-5
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I Extended LUM | Wi Name |

LUM

LD Partition SizeiMB} RAID

LD1 1] 34747 1

LD 1 0 34747 1

e BE=ZR NS R DRV S e e

Figure 9-10: Listed LUN Mapping

9.2.2.

Map a logical drive or volume partition to a host LUN

Step 1. First, partition the logical drive or logical volume.

Step 2. Follow the steps listed in Section 9.1 above to access the LUN Map Table
shown in Figure 9-3.

Step 3. Select the LUN Mapping tab shown at the top of the LUN Map Table. A new
screen will appear in the content window. From this screen first select the Add
sub-tab, and then click on the LUN sub-tab. (See Figure 9-11).

LUN Tableg LUN Mapping [
Deletel

"LUN] Extended LUN | i Name|

Figure 9-11: Select ADD then LUN

Step 4. The Create LUN Mapping window should appear in the content panel (see
Figure 9-12). If you want to map a logical drive then select the LD tab shown
in Figure 9-12. If you want to map a logical volume, select the LV tab shown
in Figure 9-12.

-Creélte LUN Mapping
LUN Selectad : 1 [+

Partition Selected - |
L0 | v]

Figure 9-12: Create LUN Mapping

9-6
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Step 5. List the available logical volumes or logical drives by clicking on the “All”
icon in the respective window. For example, in Figure 9-12 if the “All LD”
icon is clicked, all available LDs will be shown (see Figure 9-13).

LD | Ly|

#5538 LD 1 (Mame Mg, Primary, ID 5febc16h, RAID 1,
+-E288 LD 0 (Mame Mi&, Primary, 1D 43ac8827, RAID 1,

Figure 9-13: LD List

Step 6. To display the partitions of the drive you wish to map, click on the
corresponding icon in the create LUN mapping window. (See Figure 9-14).
Each drive and volume can have up to 8 partitions, each of which can be
mapped to a host LUN.

LD||_v|

=-S5 Al LDs
@ LD 1 (Marme BA, Primary, 1D Sfebc16h, RAID 1, Size : 34747 MB, Good, Write Palicy: Default,
ER-==11 D 0 (Mame MNid Primary, D 43ac9827, RAID 1, Size : 34747 MB, Good, Write Policy: Default
----- E Fartition 0 (Size : 200 MB)

- Partition 1 (Size 1 400 MB)

- Partition 2 (Size : 34000 MBE)

- Partition 3 (Size 1 147 ME)

Figure 9-14: LD partitions

Step 7. From the LUN Selected drop-box shown in Figure 9-15, choose the LUN ID
to assign. Only unused IDs will be listed.

LUN Mapping 9-7
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‘Create LUN Mapping

LLIM Selected :

FPartition Selected :
LD | Ly |

=I5 Al LDs

#5328 LD 1 (Name NiA, Pr
=828 LD 0 (Name NiA, Pr

- £ Partition 0 (Size
=] artition 1 (Size

€53 Partition 2 (Size : 34000 MB)
o E Fartition 3 (Size : 147 MB)

e T

mm-hmm—tI.:.

Figure 9-15: Selecting LUN ID

Step 8. Next, double-click on the icon of the partition you would like to map. The
partition should appear, as shown in, in the Partition Selected box. Click OK
and enter the password when prompted.

Farition Selected : FPartition 2

Figure 9-16: Selected Partition

Step 9. To map additional partitions, repeat Step 7 and Step 8 listed above.

Step 10. Once all partitions have been mapped, if you choose the LUN Table tab as
shown in Figure 9-17, the newly mapped LUNs should appear in the LUN
table.

LUN Mappingl

ID 112 {for Primary Controller)
i Extended LUN | v arne |
LUN LDILY Partition Size(ME) RAID
0 DD 2 34000 1 -
1 LD D 1 400 1
2 LD D 0 200 1
3 LD 1 0 34747 1
1 LD D 2 34000 1
5 LD D 3 147 1
B LD D 2 34000 1
7 LD D 0 200 1

Figure 9-17: LUN Table with LUN Mappings
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9.2.3. Deleting a host LUN mapping

Step 1. Follow the steps listed in Section 9.1 above to access the LUN Map Table
shown in Figure 9-3.

Step 2. Select the “LUN Mapping” tab at the top of the LUN Table. Next, as shown in
Figure 9-18, select the Delete and the LUN sub-tabs.

@ Extended LUN | Wi Name

Figure 9-18: Delete LUN Tabs

Step 3. To delete a LUN mapping, double-click on LUN Mapping in the LUN Map
table until the ID is displayed in the LUN Selected box, which can be seen at
the top of the LUN Map table shown in Figure 9-19.

I
LUN | Extended LUN | N Name |

LUN Selected ]

LUK LOrLy Partition SizahB) RAID
1] LDD 2 24000 1 -
1 LOo 1 400 1
2 LDD 1] 200 1
3 LD I 34747 1
4 LD o s 34000 1
5 LOo 3 147 1
34000 1
1
| 1 I 1 1 1

Figure 9-19: Select the LUN that is to be deleted

Step 4. Click OK. When prompted for a password, enter it and click OK. The LUN
mapping should no longer be listed in the LUN Map table. In the example
shown in Figure 9-19. LUN 6 was selected. After deleting the LUN mapping
it no longer appears in the LUN Mapping table. See Figure 9-10.

LUN Mapping 9-9
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LLIM LOuLY Fartition Size(ME) RAID

a Loa 2 34000 1
1 Lba 1 400 1
2 LD 0 200 1
3 LD1 0 34747 1
4 LD 2 34000 1
b Loao 3 147 1
B

7 LD 0 200 1

Figure 9-20: Deleted LUN

Step 5. To remove additional LUN mappings, repeat Step 2.

LUN Mapping
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9.3. Extended LUN Mapping

9.3.1.

9.3.2.

Extended LUN Mapping adds extra functionality to the normal LUN Mapping,
which only allows you to assign LUNs. Extended LUN mapping provides users with
added masking and filtering features. This enables users to restrict access to specified
LUNSs. It also enables users to assign different access modes (Read and Write or Read
only) to pre-specified LUNs.

Preliminaries

¢  Before you can use the Extended LUN Mapping feature you must first create the
logical drives and logical volumes.

¢  If you want to use Extended LUN Mapping to map an entire logical drive or
logical volume, make sure that the logical drive or volume is NOT partitioned.

¢  If you want to use the Extended LUN Mapping to map a logical drive partition
or logical volume partition, make sure that the logical drive and volumes are
partitioned before accessing the Extended LUN Mapping Feature.

Extended LUN Mapping

Step 1. Follow the steps listed in Section 9.1 above to access the LUN Map Table
shown in Figure 9-3.

Step 2. Select the LUN Mapping tab shown at the top of the LUN Map Table. A new
screen will appear in the content window. From this screen first select the Add
sub-tab, and then click on the Extended LUN sub-tab. (See Figure 9-21).

LUMN Tahle { LUN Mapping

Deletel
LUN Namel

Figure 9-21: Extended LUN Mapping Tabs

Step 3. A Create Extended LUN Mapping window, as shown in Figure 9-22, should
appear in the content panel.

If you want to map a logical drive select the LD tab at the bottom of the
screen. If you want to map a logical volume, select the LV tab at the bottom of
the screen.

If you want to map a partition, select LD (for logical drive partition) or LV (for
logical volume partition). Then click on the “ALL” icon in the respective

Extended LUN Mapping 9-11
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window. Click on the drive or volume you would like to display to map its
partitions. Each drive and volume can have up to eight partitions. Each one can
be mapped to a host LUN.

LUN  Extended LUN [y Name |
~Create Extended LUN Mapping

LUN Selected : E -]
Group Marme |ru13-'W|:|rl{ Group |
Host 1D : (in hex) | =]
Host 1D Mask : {in hex |FFFFFFFFFFFFFFFF |
Filter Type - [include =]
Access Mode |Read and Wirite EI

|

Partition Selected : |

LDlL‘JI

=-S5 All LDs

EI @ LD 1 (Mame Big, Primary, ID afebc16h, RAID 1, Size :
------ 6 Partition 0 (Size : 34747 MB)

EI @ LD 0 (Mame Bia, Primary, D 43ac9927, RAID 1, Size
------ €53 Partition 0 (Size : 200 MB)
------ €8 Parition 1 (Size : 400 MB)
------ ﬁ Partition 2 (Size : 34000 MB)
------ 8 Patition 3 (Size : 147 MB)

Figure 9-22: Create Extended LUN Mapping

Step 4. Once the LD, LV or partition that is going to be mapped is selected, the
following extended LUN mapping parameters need to be set.

¢  LUN Selected: Click on the pull down next to the LUN Selected field.
Unused IDs will be listed. Select the LUN that is to be assigned.

¢ Group Name: This field permits a user to enter an appropriate group
name.

¢  Host ID: This field should contain the WWN number of the HBA that
will have access to the LD, LV or partition that is being mapped. The
WWN can be selected from the drop down box next to the Host ID field.
The WWN number can be added manually, to see how this is done

please see the next section.

¢  ID Mask: The default host ID Mask is shown. The ID Mask is a 16 bit
hexadecimal number and can be changed by the user.

9-12
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LUN Mapping

¢  Filter Type: This field has two options, “Include” or “Exclude.”
Selecting “Include” will enable the HBA to access the LD, LV or
partition that is being accessed. Selecting “Exclude” will prevent the

HBA from accessing the storage space that is currently being mapped.

¢ Access Mode: This field enables the user to select what access rights the
HBA will have. If you select “Read and Write” then the HBA will be
able to both read and write information to the selected LD, LV or
patition. If you select “Read Only” the HBA will only be able to read
the contents stored on the selected LD, LV or partition. It will not be able

to store any information.

Step 5. Once all the extended LUN mapping parameters have been selected, click

Step 6.

Step 7.

“OK.”

and Step 5 above.

To continue to mapping other LDs, LVs or partitions, repeat Steps 3, Step 4

Once all the extended LUN mappings have been made, the extended LUN

mappings can be viewed in the Extended LUN Mapping Table shown in
Figure 9-23. To view this table, select the LUN Table tab at the top of the
screen and the Extended LUN sub-tab.

LLIM Mapping'

ID 112 for Primary Controller)

)WN Namel

Group Mame Host 1D Host 1D Mask Filter Type | Access Mode
hy WOk Group 0oo0oooo0oooooonn FFFFFFFFFFFFFFFF Include Readhyrite -
hty WOk Group 0oo0oooo0oooooonn FFFFFFFFFFFFFFFF Include Readh\rite
hty WOtk Graup 0oo0oooo0oooooonn FFFFFFFFFFFFFFFF Include Readniytite

Figure 9-23: Extended LUN Mapping Table

9.3.3. Adding a WWN Name

Step 1. To manually add a WWN Name, click on the WWN Name sub tab. Follow the steps
listed in Section 9.1 above to access the LUN Map Table shown in Figure 9-3.

Step 2. Select the LUN Mapping tab shown at the top of the LUN Map Table. A new screen
will appear in the content window. From this screen first select the Add sub-tab, and then

click on the WWN Name sub-tab. (See Figure 9-24).

Extended LUN Mapping
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LIUM Tahlel LUN Mapping [

Delete'
LUN | Extended LUN

Figure 9-24: WWN Tabs

Step 3. A Create WWN Name Mapping window, as shown in Figure 9-22, should appear in the
content panel.

LUN Table LUN Mapping |

Addl Deletel

LUN| Extended LUN N Name |
Create WWWH Name Mappiug

W Marm s | |

Host 1D (in hes) - | |

Figure 9-25: Create WWN Name Mapping

Step 4. The following WWN parameters need to be entered.

¢  WWN Name: The WWN name is selected by the user. Enter the name you wish
to assign to the HBA.

¢  Host ID: There are two ways in which a user can select the Host ID, manually
or automatically.

A. Manually:- Refer to the documentation that came with the HBA and
enter the Host ID that is given in this document.

B. Automatically:- Select the Host ID from the Host ID Pool by clicking
on the ID you wish to select. The ID’s shown in the pool are
automatically detected by the controller’s embedded firmware.

Step 5. Once the new WWNs have been added, if you select the LUN Table tab all the newly
entered WWNss should be listed.
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9.3.4. Deleting an Extended LUN Mapping or WWN Name

Step 1. Deleting an Extended LUN Mapping or WWN is similar to deleting a normal
LUN Mapping. Follow the steps listed in Section 9.1 above to access the LUN
Map Table shown in Figure 9-3.

Step 2. Select the “LUN Mapping” tab at the top of the LUN Table. Next, as shown in
Figure 9-26, select the Delete and cither the Extended LUN tab or the WWN
Name tab.

LUN Tahlet LUN Mapping [

Figure 9-26: Delete Extended LUN Mapping or WWN Name

A. If you selected the Extended LUN tab then a window listing all the
Extended LUN Group Names will appear. Select the group name you
wish to delete and click on the OK button at the bottom of the box.

B. If you selected the WWN Name tab, a window with a list of all
WWN Names and corresponding Host IDs will appear. Select the
WWN Name you wish to delete and click on the OK button at the
bottom of the box.

Step 3. Click OK. When prompted for a password, enter it and click OK. The
mapping should no longer be listed in the Extended LUN Mapping table or
the WWN Name Table.

Extended LUN Mapping 9-15
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RAIDWatch User’s Guide

Part 3: System Monitoring and
Management

Part 3 explains how to monitor and manage your storage arrays.
Descriptions on how to use SAF-TE, IIC, Fault Bus and S.E.S to
monitor the status of subsystem components are described. Full
descriptions of the Notification Process Center and the Event
Monitor are also given, enabling users to constantly monitor the

status of their storage array.

This section includes the following chapters:-

¢ Chapter 10, Monitoring & Management.
¢ Chapter 11, Notification Processing Center.

¢ Chapter 12, Event Monitor

RAIDWatch User’s Guide Part 3: System Monitoring and Management
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Chapter 10: System Monitoring and
Management

¢  SAF-TE/I12C/ Fault Bus — Section 10.1, page 10-2

= ]0.1.1 Accessing SAF-TE, 12C, or Fault Bus
= 10.1.2 SAF-TE and 12C

" ]0.1.3 Fault Bus
¢  S.E.S. Monitoring — Section 10.2, Page 10-5

" 10.2.1 Accessing S.E.S Monitoring
= ]0.2.2 SES Management Device
= ]0.2.3 Managed Unit Status

" ]0.2.4 Management Device Information
¢ Defining Enclosures — Section 10.3, page 10-9

" ]0.3.1 Creating an enclosure

= ]0.3.2 Removing a drive from an enclosure

¢ Displaying the Event Log — Section 10.4, page 10-14

¢ Monitoring Statistics — Section 10.5, page 10-15
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10.1 SAF-TE /I°C / Fault Bus

Support for SAF-TE, I°C, and Fault Bus devices and monitoring allows RAIDWatch
to display current status for SAF-TE and I°C, and provides status displays and some
minimal configuration of Fault Bus.

10.1.1 Accessing SAF-TE, I°C, or Fault Bus

Step 1. To access the SAF-TE, 12C, or Fault Bus first, open the RAIDView navigation
panel by selecting either the RAIDView icon in the toolbar or the RAIDView
command in the “View” menu. After opening the RAIDView select the
Physical View icon in the RAIDView navigation panel, items shown in Figure
10-1 should appear.

= RAID View
- B ES F16F-R2ZAZAMName: Nis,
-4 Logical View
El- % Physical View
- Channel 2 (PID 124, 5
- Channel 3 (PID:124;5
=g Channel 0 (PID:112;5

------ “=g Channel 1 {PID : Mis; S

------ Eply Al Drives

Figure 10-1: Selecting the I°C Icon

Step 2. In the example shown in Figure 10-1 the “IIC Bus” icon is selected. If the
“SAF-TE” or the “Fault Bus” icons are shown, these two can be selected.
After the relevant icon is selected a new window should appear in the content
panel. In the case of the “IIC Bus” icon being selected, a screen similar to the
one shown in Figure 10-2 should appear in the content panel.

10--2 SAF-TE /12C / Fault Bus
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lIC Bus Device Status

| »

----- @é‘-’ Fowwer Supply O (Power supply functioning normally
----- Fowwer Supply 1 (Power supply malfunctioning

----- Fan 0 {Fan functioning narmally

----- ::.", Fan 1 {Fan functioning narmally)

----- Fan 2 (Fan functioning normally)

----- E Fan 3 (Fan functioning narmally)

----- E Middle Backplane Inner Temp Temperature within safe range (290 ) |
----- Device Slat 1 {Chl 2,10 0;50at is empty)

----- Dievice Slat 2 {Chl 2,100 1;510t is activated hut not ready far insedionfremaoval)

----- Device Slot 3 (Chl 21D 2,510t is activated but not ready for insedion/removal)

----- Device Slot 4 (Chl 2,10 3,500t is empty)

----- Dievice Slat 3 {Chl 2,10 4,510t is empty)

----- Dievice Slat 6 (Chl 2,10 4500t is activated hut not ready far insedionfremaoval)

----- Dievice Slat 7 {Chl 2,10 6;Slot is activated hut not ready far insedionfremaoval)

----- Device Slot 8 (Chl 2,10 7;Slot is empty)

----- Diewice Slot 9 (Chl 2,10 8,500t is empty)

= | o

Figure 10-2: lIC Bus Device Status

10.1.2 SAF-TE and I12C

Both SAF-TE and I°C are enclosure-proprietary monitoring technologies that must be
configured by the enclosure manufacturer.

RAIDWatch is capable of displaying any information provided by a SAF-TE or I’C
device. Included among the kinds of information typically provided is status for:

¢ Power Supplies

¢ Fans

¢  Ambient Temperature
¢ UPS

Click on the appropriate icon to display the status readout.

SAF-TE /12C / Fault Bus 10--3
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10.1.3 Fault Bus

Access the Fault Bus by clicking on the Fault Bus icon in the navigation panel of
Physical View.

¢ To monitor the current status, click on the Fault Bus icon in the Monitor
window. The current status of the Power Supply, Fan, Temperature, and UPS
should be displayed.

¢  To modify the current Fault Bus settings, choose the Operation tab. Under
Operation, choose the Device tab to enable or disable each device monitor.

¢  To change the active signal settings, choose the Signal tab under Operation,
then select either High or Low for each device monitor.

¢  To save any setting changes, click OK before configuring some other part of the
RAID or the controller.

10-4 SAF-TE /12C / Fault Bus
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10.2 S.E.S. Monitoring

10.2.1

10.2.2

SCSI Enclosure Services (SES) is a protocol that is used to manage and sense the state
of the power supplies, cooling devices, temperature sensors, individual drives, and
other non-SCSI elements installed in a fibre channel JBOD enclosure. If you have a
SES-compliant enclosure the firmware on the controller boards will be able to decode
and report this information. This information can also be accessed using RAIDWatch.

Accessing S.E.S Monitoring

Step 1. To access the SES first, open the RAIDView navigation panel by selecting
either the RAIDView icon in the toolbar or the RAIDView command in the
“View” menu. After opening the RAIDView sclect the Physical View icon in
the RAIDView navigation panel, items shown in Figure 10-3 should appear.

 CIE E=S| &l | m|

et (PID ;11
----- S Channel 2 (PID 11
----- Gy Channel 3 {PID 11
----- i Channel 7 (PID : 7;
----- =g Channel 0{PID: 11
----- 428 Channel 6 (PID : 0;
IC Bus

Figure 10-3: Opening SES Fault Management

Step 2. Once Physical View has been selected, scroll down and select SES
Management Device icon. Once this is selected, a framed menu (Managed
Unit Status) of hardware items will appear in the screen frame on the right
hand side.

SES Management Device

Once the SES Management Device is selected, the Managed Unit Status screen,
shown in Figure 10-4 below, will appear in the content panel. You will notice at the
top of the menu there are two options, Monitor and Information. Selecting Monitor

S.E.S. Monitoring
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accesses the Managed Unit Status screen, which provides information on the JBOD
enclosure hardware components. Selecting Information accesses the Management
Device Information screen, which provides information on the JBOD enclosure itself
(vendor, model number etc.).

----- @‘g‘-” Fower Supply 1 (Power supply functioning normally

----- E Fan 0 (Fan at highest speed)

----- E Fan 1 (Fan at highest speed)

----- IE Temperature Sensor 0 {Temperature within safe rang__|
..... @3‘1 UPS 0 (Battery fully charged)

------ @:’;’ Speaker (Speaker functioning narmalh)

----- Deyice Slot 0 (Chl 2,10 108510t is activated but not re:
----- Device Slot1 (Chl 2,10 109;51at is empty)

s | o

Figure 10-4: Managed Unit Status

10.2.3 Managed Unit Status

The Managed Unit Status screen is shown in Figure 10-4 above. The status of the
JBOD enclosure hardware components is shown in the parentheses next to the listed
item. Please note that, depending on the enclosure you are using, the list of managed
components may be different. Below is just a sampling of the JBOD enclosure
elements that are managed.

¢ SES (CH 2, ID 105): - The parentheses next to SES show a Channel (CH) and
ID number. The CH and ID are not unique to the SES, rather the SES is
connected through one of the hard drives in the JBOD enclosure.

¢ Power Supply 0/1: - 1f the PSUs are functioning normally a message indicating
this will be shown. If a PSU has failed or been removed, error messages will be
shown.

10--6 S.E.S. Monitoring
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10.2.4

Fan 0/1: - The status message shows the operating speed of the fans. If a
cooling fan has failed or been removed, error messages will be shown.

Temperature Sensor: - If the temperature sensor is operating normally the status
message will show the temperature and whether or not the temperature of the
JBOD enclosure is in the safety range. If the temperature has failed or been
removed, error messages will be shown.

UPS 0: - If the backup battery is functioning normally, the status message will
show whether or not it is fully charged. If the backup battery has failed or been
removed, error messages will be shown.

Speaker: - If the speaker is functioning normally a message indicating this will
be shown. If the speaker has failed or been removed, error messages will be
shown.

Device Slot. - The device slot is where the physical HDD is inserted in the
JBOD enclosure. The message in the parentheses shows the channel, the device
slot ID, whether the slot is activated and ready for insertion or removal and
whether the slot is empty or occupied.

Management Device Information

The Management Device Information screen is shown below.

S.E.S. Monitoring
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Figure 10-5: Management Device Information

The Management Device Information shown in Figure 10-5 has four fields: the
Vender ID, the Product ID, Hardware Revision and software revision. This
information is valuable when you need to report a failed or faulty enclosure to the
vendor concerned.

10--8 S.E.S. Monitoring
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10.3 Defining Enclosures

10.3.1

There are two different cases with customized enclosures: Case 1 is an enclosure
window pre-defined by system vendors. The enclosure may be presented in a front
view drawing or photograph. The user may have to add devices into the pre-defined
spaces. Case 2 is an enclosure window showing only spaces representing device
canisters. In case 2, you have to start from the beginning to arrange devices in an
enclosure.

Both cases allow you to replicate real enclosures with real drive bays, depicting the
exact locations and positions of the physical drives and RAID controller(s). In both
cases, you create custom enclosures to facilitate management of the physical drives in
the disk array system. When a drive fails, determining which drive to replace will be
simply a matter of checking the Enclosure window for the exact location of the failed
drive (a failed drive appears with a red X mark on its icon).

Creating an enclosure

Step 1. Display the Enclosure window, either select the Enclosure command button
(Case 1) or select the Enclosure command from the Open menu (Case 2).
Similar items to the ones shown in should appear in the navigation panel.

BRI S F16F-RIAZAMName: WA ID: 33
EI@ Channel 2 (PID :124; 51D : 1255

- ~[__HDD (LD : Mone, Slot: Mis, C
E HOD (LD 43ac9927, Slot: M

E HOD (LD 43ac9927, Slot: M

E HOD (LD : afebc1Ghb, Slot: B

E HOD (LD : afebc1Ghb, Slot: B
EI@ Channel 3(PID :124; 51D : 1255
D HOD (LD Mone, Slot : kA,

Figure 10-6: Enclosure View Navigation Panel

Step 2. After selecting the “Enclosure View”, the screen shown in Figure 10-7 will
appear in the content panel.

Defining Enclosures
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4 3

Edit |

Figure 10-7: Enclosure View Content Panel

Step 3. Click on the “Edif’ button at the bottom of the content panel screen. The
Enclosure window has, as shown in Figure 10-8, pre-configured spaces that
resemble controller and drive canisters of your enclosure. The enclosure
window might have been defined by your system vendor.
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Figure 10-8: Enclosure View Pre-Configuration

Step 4. Click on an empty space that represents an empty canister or drive bay within
the Enclosure window (horizontal or vertical). The space you selected will be,
as seen in Figure 10-9, highlighted by different color.

Figure 10-9: Select an empty space

Step 5. Next, as shown in Figure 10-10, select a drive icon from the navigation panel,
then click the Add button. The drive icon should appear in the previously
selected space on the right hand side.
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A Enclosure

- B2 ES F16F-R2AZAMName: MNIA, 1D: 33
E@ Channel 2 {PID: 124, 510 : 125,85

- [ HDD (LD Mone, Slot: Mis, ©

%E HDD (LD : 7, Slot: N

~[=] HOD (LD : 43309927, Slot: N
=] HDD (LD : Sfebc1Bh, Slat: M

- E HDD (LD : 5febe1Bh, Slat: M
EI@ Channel 3 (PID :124; 51D : 125.5

------ [ HDD (LD : Mone, Slot: Mis, ¢

Figure 10-10: Select a drive

Note: If an empty space does not match the drive icon or controller icon you selected, the Add button will
be inactivated. This happens when you try to place a drive in an inadequate canister (e.g. you can not
place a drive in a controller canister, and you should arrange your drives according to actual locations
and ID sequence).

Step 6. To add more drives, repeat the process described above. Using this same
method, monitoring device icons can also be added to defined enclosures.

Note: Drives may only be added to one enclosure and the enclosure window provides no “auto-update”
function. If drives are added or removed from your array, you will need to update the enclosure settings in
the Enclosure window.

Step 7. The Enclosure window also supports a logical view of connected drives. Click
on the View button to display the logical relationship among physical drives.
Physical drives configured in a logical drive group will be displayed in the
same color. If there are more than one logical drives, different colors will be

displayed to distinguish members of different logical drives. See Figure
10-11.

Figure 1- 10-1

Figure 10-11: Logical View of Drives in the Enclosure View

Note: Physical View under the RAID View window also provides a real-time report on drive status, using
the same symbols and colors to represent various conditions. What you see in the Enclosure window is
also reflected in the Physical View. These windows, however, differ in the way physical drives are
presented, in the Enclosure window, the drives should be arranged according to their actual locations in
the drive bays, while in the Physical View, the drives are arranged according to channel connections.

10--12 Defining Enclosures



Infortrend RAIDWatch GUI Users Manual M O n ItO rl n g & M a n ag e m e nt

10.3.2 Removing a drive from an enclosure

Step 1. Select the target drive.

Step 2. Click the Remove button.
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10.4 Displaying the Event Log

RAIDWatch Manager can display a running log of all events that occur in the disk
array system ranging from simple notifications, to warnings, to alerts.

Note that the Event Log only displays events that occur while RAIDWatch Manager is
running.

Step 1. Click on the Event Log command button or select the Event Log command
from the Open menu. The Event Log window will appear

The events in the window are listed according to the date and time they
occurred with the most recent event at the bottom. A description of each event
is provided.

Step 2. To scroll through the list, use the vertical scroll bars.

&4 RAIDWalch =100 x]
File  Dpen  Wiew Help

Aseeesn .

© Ewent Log H=l 3

Date Time Description

°DSJ’2DI2:JEID 10:41:53 [Mer]UPS AC Power Loss
QDSIEDIEUDD 10:42:01 [Merd]UPS AC Power Back On
e 052072000 10:44:00 [Mer]UPS AC Power Loss
e 05/20/2000 10:44:08 [fMedUPS AC Power Back On

(@) 052052000 104747 [NEMUPS AC Power Loss
@) 0520/2000 10:4755  Wer|UPS AC Pover Back On
a 0572002000 10:4504 [Motification]LD Add SCSI Drive Commenced

Q DE20/2000 10:61:23  [Mer]UPS AC Power Loss
(@) 052012000 10:51:30  [Mer]UPS AC Power Back On
Bl 05202000 105952 MNotification]LD Add SCSI Drive Complete

Connected

Figure 10-12: Event Log Window

NOTE: If events occur and the Event Log window is not open, a red Event Flag button will appear on the
button bar. The Event Log can be accessed by clicking on this button.
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10.5 Mon

itoring Statistics

RAIDWatch Manager includes a statistics monitoring feature to report on the overall
performance of the disk array system. This feature provides a continually updated
real-time report on the current throughput of the system, displaying the number of
bytes being read and written per second, and the percentage of data access being
handled by cache memory. These values are displayed in a graphical format.

To access the statistics window, click on the Statistics command button or select the
Statistics command from the Open menu. Then choose either Cache Hits or Disk
R/W (disk read/write).

¢  The Cache Hits Statistics window displays what percentage of data is being
accessed via cache memory. Read values appear in blue and Write values in red.

¢ The Read/Write Statistics window displays the amount of data being read from
and written to the disk array system, in MB per second. Read values appear in
blue and Write values in red.

Monitoring Statistics
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Chapter 11: The Notification Processing Center

The “Notification Processing Center” (NPC) is a notification application that enables
users to configure notifications that are transmitted when various disk array events
occur. The NPC makes it possible to manage (or monitor) the disk array system even
when the administrator is away from the manager station. When properly configured,
this function can notify the administrator of event occurrences in a RAID array
instantly.

This Chapter introduces the following NPC topics:

¢  Before You Begin — Section 11.1, page 11-2,

= ]1.1.1 About NPC

= ]1.1.2 Platform Requirements

¢ Basic Running Requirements — Section 11.2, page 11-3
¢  Redundant NPC Modules — Section 11.3, page 11-4

¢ Severity Levels — Section 11.4, page 11-5

" 11.4.1 Level 1 Severity Events (examples)
" 11.4.2 Level 2 Severity Events (examples)
" 11.4.3 Level 3 Severity Events (example)

¢ Configuring Notification Options — Section 11.5, page 11-7

= ]1.5.1 Configuring Modem Settings

=  [1.5.2 Configuring Fax Notification

¢ Configuring Pager Notification — Section 11.6, page 11-12

¢ Configuring Broadcast Message Notification — Section 11.7, pagel1-13
¢ Configuring E-Mail Notification — Section 11.8, page 11-14

¢ Configuring SNMP Trap Notification — Section 11.9, page 11-15

Chapter 11: NPC
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11.1.Before You Begin

11.1.1. About NPC

RAIDWatch NPC provides five methods of sending notifications:

¢ Fax
¢  Pager
¢  E-mail

¢ Broadcast

¢ SNMP Traps

You can use any or all of the notification methods mentioned above. In order to use a
particular method, you must have the proper hardware (like a modem for pager
notification) and software (like Windows NT with the window messaging subsystem
for e-mail message notification) installed in your system.

11.1.2. Platform Requirements

Before RAIDWatch’s event notification can be used, some adjustments may need to
be made to your OS’s configuration. See Platform Requirements in Chapter 2 about
pre-installation configuration needs. Many of the steps described in Chapter 2 and
Chapter 3 directly relate to event notification, particularly for Windows OSes.

IMPORTANT: All configuration entries in all notification types will send event notifications at every
event. Multiple receiver destinations are available in all types, but every event notification will be sent to
all configured receivers in all types. That is, over-configuring may result in an unintentional “storm” of

event notifications.
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11.2.Basic Running Requirements

NPC is a separate software application from RAIDWatch’s primary and secondary
agents, and from the RAIDWatch Manager. In order for notifications to be sent out,
the NPC must be manually configured and run (and re-run after a host computer is
reset).

Installation and configuration of the NPC is accomplished using the same program and
interface as that for the installation and configuration of the Primary and Secondary

agents.

In order for NPC to work, it must be:
¢  Installed and run on the same host computer as a Primary Agent.

¢  Once NPC is installed, it must be configured to send the types of notifications
you want to receive.

IMPORTANT NOTE: For NPC to function on NT servers, the "Windows Messaging
Service," "Personal Fax," "Internet Mail," and "Telephony service" must be installed
and running. Windows Messaging can be used to receive and store faxes, and for
other kinds of messages.
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11.3.Redundant NPC Modules

Server B Server A

Primary Agent |l Primary Agent
NPC Secondary Agent
NPC

M RAID

Figure 11-1: Redundant NPC Modules

The NPC and Primary Agent should be, as shown in Figure 11-1, installed
redundantly on two different servers in case the Primary Agent or NPC module should
fail. If the Primary Agent or NPC should fail, the Primary Agent and NPC installed
on another server will continue event notification. This method is applied for the
consideration that fatal system failure might occur unnoticed at the time when the only
NPC or Primary Agent is unable to function.

Redundant NPC modules should not be installed without Primary Agents. Run the
RAIDWatch configuration procedure and enable this function by designating another
server as where the standby modules will be installed. Primary Agent and NPC
module must then be installed manually on that particular server (either a RAID server
or not). The installation utility does not automatically add these modules to the
selected server.

11--4
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11.4.Severity Levels

RAIDWatch classifies disk array events into three severity levels.

The first level

includes non-critical information events such as initialization of the controller and

initiation of the rebuilding process. Level 2 severity includes events which require the

issuance of a warning message.
includes events that need immediate attention.

events for each level:

11.4.1. Level 1 Severity Events (examples)

¢

Controller Initialization Complete

Rebuild Initiated

Rebuild Complete

Rebuild Failed

Logical Drive Initialization Started

Logical Drive Initialization Complete

Logical Drive Initialization Failed

11.4.2. Level 2 Severity Events (examples)

¢

SCSI Target Select Timeout

SCSI Target Phase/Signal Error

SCSI Target Unexpected Disconnect

SCSI Target Negotiation Error

SCSI Target Timed Out

SCSI Target Parity Error

SCSI Bus Reset Issued

SCSI Target Not Ready Error

SCSI Target Media Error

Level 3 severity is the most serious level, and
The following provides example

Severity Levels
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¢  SCSI Target Hardware Error

¢ SCSI Target Unit Attention

¢ SCSI Target Unexpected Sense Date

¢ SCSI Target Block Reassignment Failure

¢ SCSI Target Unexpected Data Over/Underrun

¢ Drive SCSI Unrecognized Event

11.4.3. Level 3 Severity Events (example)

¢ Drive Failure

NOTE: The current version of NPC does not include event notification configuration based on
event severity. Future versions of NPC may support event severity based notifications.
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11.5.Configuring Notification Options

The configuration of NPC notification modes has been fully described in Chapter 3.
Please refer to this chapter to see how to configure the following NPC configuration

options.

¢  Modem
¢ Fax

¢  Pager

¢ Broadcast
¢ E-Mail

¢ SNMP

11.5.1. Configuring Modem Settings

NPC needs to be configured with the proper settings for the host’s fax/modem if fax or
pager notification is going to be used.

NPC modem settings include Serial Port and Baud Rate. If multiple modems are
available on different COM ports, each one can be entered. The NPC settings of each
of these variables must identically match the host’s fax/modem configuration settings.

¢ Serial Port — choose from COM1 to COM16 in the drop box.
¢ Baud Rate — choose 4800, 9600, 19200, 38400, or 57600 in the drop box.
When you have finished, click Add to allow NPC to use this modem. Next, choose

another NPC item to configure or click Close to save changes and exit the installation
procedure.

Important Note: A pre-configured modem can only be removed from the list of Available Modems after all
references to the modem have been removed.

11.5.2. Configuring Fax Notification

NPC sends fax messages to specific destinations using the fax service and window
messaging subsystem. If these services are not available on your host computer,
install them first before using the fax notification function of the system. You will
also need to connect a fax/modem to your computer. Installing a fax/modem can be a
tricky process, so consult your operating system manuals for instructions on how to
install your fax/modem software.
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an "Administrator.

As a rule, the following services should be available on the host computer running
NPC:

- Personal Fax
- Windows Messaging
- Internet Mail and Telephony Services

For fax notification to function on a Unix-based system, connect a modem and NPC
will be able to send fax.

To enable fax service on NT, the following steps can be taken as examples:

1. You need to install Personal Fax and Windows Messaging. Personal Fax is
usually bundled with Microsoft's Small Business Server. You may download its
package from Microsoft's web site.

2. Here are some of the known issues with installing Personal Fax.

A. Telephony service must be enabled and running.

B. Listed below are examples for configuring fax service under
Windows NT. Some of them must be configured during the
installation process of Personal Fax.

Microzoft Perzonal Fax for Windows E

Fleaze provide an account name and password
that allows access bo the previously specified
printer, directary, and Windows Messaging

S e IDDMAIN “Administrator

Pazzword: Il

Lonfirm password: I

< Back I Mest > I Cancel

Figure 11-2: Fax Configuration

When Personal Fax is installed, only administrators can send faxes. NPC has altered the
associated configurations to eliminate this limitation. However, it is recommended to log in as

n

For normal users to send faxes, you may check your write access in the

registry key:

HKEY LOCAL MACHINE/SYSTEM/CurrentControlSet/Control/Print/Printers/Fax/....

¢ The profile name necessary for logging on to personal fax/messaging service is
usually the same as the account name that you use for system logon.

11--8
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Microsoft Personal Fax for Windows

You can uze Windows Messaging to specify fax
recipients and send faxes via email.

€ Da not use Windows Messaging

& Use Windows Messaging

Profile name:

A dmiistrator

< Back I Mest » I

Cancel |

Figure 11-3: Fax Configuration — Profile Name

¢

Fax service requires Windows Messaging to send fax via email.

Compose Hew Fax

To: Iaaaaa Address Book.. |

Country: ITaiwan [58E) j
Fau it [IU ] |.22260020 i

To send ta multiple recipients, click Add to A
add name(z] to the list below: -

Recipient Mame | Fax Mumber |

Dialing fram: I New Location j

< Back I Mest » I

Cancel I

Figure 11-4: Fax Configuration — Compose New FAX

You may add more recipient machines later using the RAIDWatch configuration
utility (as will be discussed in the proceeding discussions).

Proceed to complete the installation process.

Diagrammed below is the topological view of the relationship between fax
receiving machines and the fax sending computer.

Configuring Notification Options
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4.

Primary Agent/NPC

Fax Receiver

Figure 11-5: FAX Topology

Add Fax Mail Transport and Internet Mail as the active services to Windows Messaging
profile.

& Inbox - Windows Messaging I =] B4
File Edit Wiew Toolz Compose Help
ElE & SlEx] sl 22 k2
“Wwindows Meszaging Hi=] Gl Fram | Subject
=15} Personal Folders |
Inboe:
Outhos Services |
{0 Sentltems The follawing information services are set up in this profile:
Fax Address Book.
Personal Address Book
Personal Folders
Add Service to Profile
0ltems
Available information services:
TS Have Disk. |
ax Mail Transport
Add . _ |Intemet Mail Remaove |
Micrasoft Mail —

Personal Folders

Capy... _ |Personal Address Book About... |
=

(1] | Cancel | Help I

T = T i T |

Figure 11-6: Add Fax Mail Transport and Internet Mail

Since NPC depends largely on the fax service installed to the MAPI of Windows NT
for the delivery of fax messages, most fax notification parameters are configured
through this software package. NPC allows you to set a telephone number for the
receiving fax machine, the message that will be sent in the fax, the modem that will be
used from a list of available modems, and the initialization string the NPC will use
when starting to send a fax.

¢  Profile Name — is a collection name required for logon to a Windows
Messaging profile (FAX, E-mail, Exchange Mail). It is usually the same with
the account name. A profile name validates the available messaging services
and service providers during a particular MAPI session.

¢  Telephone — enter the phone number of the event notification receiving fax
machine. Note that you must enter the entire dialing sequence (no hyphens)
including line access, country and area codes.

¢  Message — the message that will be printed on the fax message. You may add,
for instance, the contact information of technical personnel, etc.

11--10
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¢  Available Modems — choose a modem from those listed in the drop box.

¢ Initializing String — is a standard AT command set initialization command
string. The default is &F1X0MO and should be appropriate for most modems.
If you need to change it, consult your modem manual for the correct AT
command string.

The Initializing String is applied for fax and pager service on Unix-based
systems.

When you have finished, click Add to have NPC send event notifications to this fax
machine. Next, either enter another fax machine to receive notices, choose another
NPC item to configure, or click Close to save changes and exit the installation
procedure.
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11.6. Configuring Pager Notification

Pager notifications, like faxes, are sent using the fax/modem, so an NPC modem
configuration is required.

NPC allows you to set a telephone number for the receiving pager, the message that
will be sent to the pager, the modem that will be used from a list of available modems,
and the initialization string the NPC will use when starting to send a pager message.

¢  Telephone — enter the phone number of the event notification receiving pager.
Note that you must enter the entire dialing sequence (no hyphens) including line
access, country and area codes.

¢  Message — the message that will be delivered to the pager.
¢ Available Modems — choose a modem from those listed in the drop box.

¢ Initializing String — is a standard AT command set initialization command
string for Unix-based systems. The default is:

VI1BI1EOFOLIM1QO0TV1X1Y0&C1&D2&G0S7=20

and should be appropriate for most modems sending to a pager. If you need to
change it, consult your modem manual for the correct AT command string.

When you have finished, click Add to have NPC send event notifications to this
pager. Next, either enter another pager to receive notices, choose another NPC item to
configure, or click Close to save changes and exit the installation procedure.
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11.7. Configuring Broadcast Message Notification

Broadcast messages are sent to every station on the subnetwork configured. A
broadcast message should cause a window to appear that will stay visible until
manually closed by a user.

To enable Message Broadcast in Solaris, open a console terminal and then execute
" /rpc.rwalld" under "/usr/lib/netsve/rwall".

NOTE: Under some circumstances, software component necessary for running NPC under RedHat -
"rpc.rwalld"” - may be absent from system.

If the package "rpc.rwalld" is not installed, users can find the associated rpms, "rwall-server-<version>-
i386.rpm" and "rwall-<version>.i386.rpm" under the directory "RedHat/RPMS" on the RedHat

installation CD.

To install the rpm packages, use the command: rpm -i <your rpm package>+.

Make sure NETBIOS and TCP/IP are active services on your NT for message
broadcasting.

Broadcast settings include:

¢  Host Name — which should be computer name for Windows NT/98/95 but
should be a host name or IP address for Unix systems such as Solaris, Linux,
HP-UX, and AIX.

¢  Message — which is the message that network stations will see when events
occur. Message added here can serve as a reminder and may as well be the
technical contact information.

NOTE: Cross-platform broadcasts (i.e., Unix-based servers broadcasting to Windows-based network
stations and vice versa) are not currently supported.

When you have finished, click Add to have NPC send event notification broadcasts to
stations served by this server. Next, either enter another server to receive notices,
choose another NPC item to configure, or click Close to save changes and exit the
installation procedure.
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11.8. Configuring E-Mail Notification

NPC sends e-mail messages to specific people on the network or Internet using the
Microsoft Internet Mail service or a third-party, MAPI-compliant e-mail service. You
will need these services to enable the e-mail notification function of NPC.

Since NPC depends largely on services mentioned above for the delivery of e-mail
messages, most e-mail notification parameters are configured through these packages.
NPC only allows you to select the users who will receive the notification messages,
and specify the notification message for each recipient.

For information on how to configure users for e-mail reception and other pertinent
information about the Microsoft Internet Mail service in Windows NT, refer to the
Windows NT manual. Be sure that these services are configured properly, and
functioning before using the e-mail notification function of NPC.

NPC e-mail settings include:

¢  Profile Name — is a collection name required for logon to a Windows
Messaging profile (FAX, E-mail, Exchange Mail). It is usually the same with
the account name. A profile name validates the available messaging services
and service providers during a particular MAPI session.

¢ SMTP Server — enter the IP address of the mail server to use to send e-mail
event notifications.

¢ Sender’s E-mail — enter the valid e-mail address that will be used as the “From”
part of event e-mail notices.

¢ Receiver’s E-mail — enter the full internet e-mail address for the receiver.

¢  Subject — enter a subject for notification e-mails. Currently, Subject is not
available for Unix-based platforms.

¢  Message — enter the message to be included as the e-mail event notices.
Messages can be added such as the contact information of technical personnel.

When you have finished, click Add to have NPC send event notification e-mail
messages to this e-mail address. Next, either enter another e-mail address to
receive notices, choose another NPC item to configure, or click Close to save
changes and exit the installation procedure.
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11.9. Configuring SNMP Trap Notification

Starting SNMP trap receiving capability can be as simple as keying "net start snmp"
and "snmputil trap" at the DOS prompt under Windows-based systems.

To enable SNMP receiving capability under Linux, you can use the "snmptrapd -P"
command.

SNMP trap notification is a supported NPC function. Simply enter the IP addresses of
SNMP agents for trap notification to work.

Base Setting  SNMP Trap List |

Trap Receivers Sevetities
Host IP: IEIEIIII.1 11.333 000111 111 1
ooo.441.222 2

[

oo0.111.333
Severity: 3 7 I

3

Ao | Remove

Figure 11-7: SNMP Trap List

Avail hosts to be listening to SNMP traps by entering its IP addresses and adding the
addresses to the list of trap receivers.

Users may select a severity parameter (1,2, or 3). The parameter determines events of
what severity level(s) are to be sent via SNMP.

1 All severity levels

2 Two levels: Warning and Alert

3 Only the most serious events: Alert
messages

Configuring SNMP Trap Notification 11--15



NPC

Infortrend RAIDWatch GUI Users Manual

This page has
deliberately been
left blank

11--16

Configuring SNMP Trap Notification



Chapter 12: Event Monitor

The Event Monitor is designed to run as an all-time monitor of the events reported
from multiple RAID systems.

The program can help, along with NPC (Notification Processing Center described in
Chapter 10) a system administrator to quickly respond to system alerts. It
compensates for RAIDWatch's drawback that previous records of events are lost once
the manager is restarted. System problems can be easily identified and located with
the help of the graphical display of system components. If system adjustment is
required, you can switch to RAIDWatch Manager online using the current connection
with disk array.

This chapter discusses how to configure and use the Event Monitor. Topics include
the following:

¢  Event Monitor Features — Section 12.1, page 12-3

= ]2.1.1 Feature Summary

" [2.1.2 Other Features
¢ Event Monitor Considerations — Section 12.2, page 12-4

= ]2.2.1 Note on Installation
= ]2.2.2 Before You Begin

= [2.2.3 Basic Running Requirements
¢ Starting Event Monitor — Section 12.3, page 12-6
= [2.3.1 Starting Agents and NPC

o [2.3.1.1 Under Windows (95/98/ME/NT 4, or 2000) OSes

e [2.3.1.2 Under Unix OSes (Solaris 7 SPARC or x86, HP UX 11, or Red
Hat Linux 6.1)

= [2.3.2 Running the Program

o [2.3.2.1 Remote: as Java Applet
e [2.3.2.2 LocalExiting Event Monitor

¢  Exiting Event Monitor — Section 12.4, page 12-10

= [2.4.1 Exiting from Event Monitor:
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= ]2.4.2 Exiting from Event Monitor connected via web browser:
Connecting and Disconnecting from a Disk Array — Section 12.5, page 12-11

= [2.5.1 Connecting to a RAID system while working from the local Primary
Agent host:

= [2.5.2 Connecting to a RAID system from a distant host:
= [2.5.3 Disconnecting from a disk array system:

Using the Event Monitor — Section 12.6, , page 12-15

= ]2.6.1 Display Controls

= ]2.6.2 Basics

= ]2.6.3 Using the Connection View

" [2.6.4 Using the Event List

"  ]2.6.5 Event Severity Levels

12--2



Infortrend RAIDWatch GUI Users Manual Eve nt M On |t0r

12.1.Event Monitor Features

12.1.1

Feature Summary

The list below summarizes Event Monitor:

12.1.2

¢

Concurrent monitoring of multiple arrays

RAID controller real-time event notices provide information about various event
occurrences, including the time when an event occurs, event severity, and event
description

Displaying record of up to 1024 events per connection to a controller.

Graphical representation of disk array components for ease of locating problems

User-configurable display of events by severity and time of occurrence

Other Features

User-friendly graphical interface running under operating systems compatible
with the Java Run-time Environment

Internet browser access to full program functionality provides worldwide
management capability

Supports Infortrend’s entire line of Fibre-to-Fibre, Fibre-to-SCSI, Fibre-to-ATA,
SCSI-to-SCSI, SCSI-to-ATA RAID and SATA controllers

Communicates with the controllers over a LAN, the Internet, over the SCSI bus
or Fibre channel

Illustrates graphically and clearly the relationship between various disk array
elements

Supports remote management over the network of an agent running Windows
NT, Solaris, or Linux via the TCP/IP protocol

Real-time monitoring of physical drive, power supply, fan, and other component
status

Event Monitor Features
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12.2.Event Monitor Considerations

12.2.1 Note on Installation

Event Monitor is an event monitoring utility bundled with RAIDWatch Manager.
Event Monitor can be selected for installation from the RAIDWatch installer.
Follow the procedure as discussed in Chapter 2 for installing the program.

12.2.2 Before You Begin

¢  Event Monitor must be installed with RAIDWatch Manager. Executing the
program does not require running RAIDWatch Manager program. However,
RAID agents are necessary and are run as the communication bridges between
controller and RAID servers.

¢  Event Monitor can be run locally or remotely via browser

¢  When running remotely via browser, Java Applet will be started. Connection to
an http server providing "GREM.htm" is necessary.

¢  Files listed below are necessary on an http server for accessing Event Monitor
remotely over network:

File type File name

HTML grem.htm
grm.htm

Jar grem.jar
grm.jar

Multi-language IFTBundle 0

support IFTBundle 1

OEM definitions Em oemname
Oemname
Oemlogo
Default.enc

Help files if online | /help

help is preferred /em_help

¢  When Java Applet is started, a prompt will require IP address of a Primary
Agent server. Connection to other Primary agents can be established through
the program's menu commands.

12.2.3 Basic Running Requirements

This program shares Java class with RAIDWatch Manager. Both software programs
must be installed for running Event Monitor. It must be started manually (and re-run
after a host computer reset).
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¢ Please be sure that your system meets the system requirements listed in Chapter
2.

¢  The RAID disk arrays are properly installed.

¢  There is no need for configuration. Remote management is possible by
connecting to an http server providing access to "GREM.htm" and other
necessary files in its web page root directory.

¢  Event Monitor requires at least one disk array to be operating normally and
RAIDWatch Primary and Secondary agents installed on a main management
server. Other requirements for running Event Monitor are identical to those
required for RAIDWatch Manager.
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12.3.Starting Event Monitor

12.3.1 Starting Agents and NPC

Agents must be started before running the program. The Event Monitor is unable to
display system events when agents are not running.

12.3.1.1 Under Windows (95/98/ME/NT 4, or 2000) OSes

The Primary and Secondary Agents start automatically under Windows Oses
whenever the host machine they have been installed on is powered up. However, the
NPC (NPC.exe) must be started manually.

12.3.1.2 Under Unix OSes (Solaris 7 SPARC or x86, HP UX 11,
or Red Hat Linux 6.1)

Under Unix systems the Primary Agent, Secondary Agent, and NPC (which are
located on the host) must be started manually each time the host computer is reset.
These components must be started in the following order:

¢ First the secondary agent must be started,

¢ Second, the primary agent must be started.

¢ Third, the NPC module must be started.

To start the Primary Agent, Secondary Agent(s), and NPC under a Unix system:
Step 1. At the host computer, change directories to:

/usr/Infortrend/bin/  (or whatever directory you chose during the
installation if not the default)

Step 2. Then at the command line, type:
primary <Enter> > to start the Primary Agent
secondary <Enter> —> to start the Secondary Agent
npc <Enter> - to start the NPC

Agents are now running. The next step is to start the Event Monitor.

12.3.2 Running the Program

The program can be started in two different ways:
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A. executing browser accessible HTML file (GREM.HTM);
_OR -

B. running locally as an executable Java program (GREM. jar). Any
computer with a Java Virtual Machine can run this program.

12.3.2.1 Remote: as Java Applet

An applet is a program written in the Java programming language that can be included
in an HTML file. Start your browser to view the GREM.HTM that should be
available on the Primary Agent host. If your browser is a Java-enabled web browser,
while viewing a page containing applet, the Java Virtual Machine will load and
execute codes transferred from the remote server and behaves as running a local
application.

Starting Event Monitor for remote management via web browser (any
supported 0S):

Step 1. Connect to the Primary Agent host:

Step 2. Start your web browser and enter the IP address of the Primary Agent host
followed by GREM.HTM as your URL (e.g., 222.212.121.123\GRM.HTML).
After a brief delay while the Java Applet starts, the Event Monitor language
support and main connection window appear on the screen.

Step 3. When the HTML page is open, you will be prompted to enter the IP address of
your Primary Agent host.

Step 4. Double click on a RAID host IP you would like to manage, then double click
on the controller icon, then double click on the connection method (e.g., In-
Band SCSI), to connect to the disk array system. For more information on
how to connect, see the Connecting and Disconnecting from a Disk Array
section of this chapter.

Starting Event Monitor for remote management via web browser (any
supported OS) using the same http server

If you prefer running the program via browser and the connection is always made to
the same http server providing "GREM.HTM," you may find re-entering the same IP
address very annoying. To avoid the IP address prompt, try editing the
"GREM.HTM" file with an HTML editor. Change the variable in the following line:

<PARAM NAME = "PrimaryInServer" VALUE = "No" >
to
<PARAM NAME = "PrimaryInServer" VALUE ="Yes" >
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If you use Netscape browser, you need to add an attribute, PrimaryInServer="No"
to the embedded tag. Append the attribute at the end of the following:

<EMBED type="application/x-java-applet;version=1.2.2"

java CODE = "grem.EvtWatch.class"

java_ARCHIVE = "grem.jar, grm.jar"

WIDTH = 260

HEIGHT =90
pluginspage="http://java.sun.com/products/plugin/1.2/plugin-install.html"

PrimaryInServer="Yes">

Chances are you might use different browsers at different time. Change the attributes
for both Netscape and Explorer.

The precondition is that the http server must also be a primary agent host. Whenever
the program is started and run as a Java Applet via a web browser, you are connected
to the same http/Primary agent server.

Once the value is set to yes, you can not access other Primary agent hosts except
through the http/Primary agent server.

12.3.2.2 Local

Starting Event Monitor locally or via LAN under the Windows (95, 98, 2000
or NT4) environment:

Step 1. From the Start menu, select Programs - Event Monitor.

-0r-

Double-click the Event Monitor icon either in the group folder or from the
desktop if a shortcut was added during the installation process. The Event
Monitor “Welcome” prompt window should appear on the screen. If there are
multiple options for different languages, select the language display type.

Step 2. Enter the IP address and TCP port assignment of the disk array system. If you

are running Event Monitor at the Primary Agent host machine (i.e., “locally”)
and want to manage a RAID hosted by the Primary machine, click the Default
button.

Step 3. Double click on a RAID host IP you would like to manage, then double click

on the controller icon, then double click on the connection method (e.g., In-
Band SCSI), to connect to the disk array system.

Starting Event Monitor locally or via a LAN under a Unix workstation
(Solaris 7 and 8 (SPARC, x86); Red Hat Linux 6.1) environment:

Step 1. Open a terminal application or command line window.
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Step 2.

Step 3.

Step 4.

Step 5.

Change directory to /usr/hybrid/bin/ (or whatever directory you chose during
the installation if not the default).

At the command prompt, type:
java -cp grem.jar:grm.jar grem.EvtWatch

The Event Monitor main connection and language support windows should
appear on the screen.

Enter the IP address and TCP port assignment of the disk array system where
the Primary Agent was installed. If you are running Event Monitor at the
Primary Agent host machine (i.e., “locally”’) and want to manage a RAID
hosted by the Primary machine, click the Default button.

Double click on a RAID host IP you would like to manage, then double click
on the controller icon, then double click on the connection method (e.g., In-
Band SCSI), to connect to the disk array system.

Starting Event Monitor

12--9



Eve nt M On ItO r Infortrend RAIDWatch GUI Users Manual

12.4.Exiting Event Monitor

Exiting from Event Monitor terminates the current management session with the disk
array system.

12.4.1 Exiting from Event Monitor:

A. From the Connect menu, select Exit.
-OR-

B. Click the Close button on the program window.

12.4.2 Exiting from Event Monitor connected via web browser:

A. From the Connect menu, select Exit. (Recommended method.)
-OR-

B. Exit the browser application.
_OR-

C. Change the browser HTTP address to a URL or IP other than that of
a Primary Agent.
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12.5.Connecting and Disconnecting from a Disk Array

One benefit of Event Monitor is that the program can be installed as a permanent
window on array status. Before system monitoring can be performed on a particular
disk array system, you need to first establish the connection between your
management station and the Primary Agent host. Once a successful connection has
been established system events can be displayed.

All the arrays controlled by a Primary Agent server, as each is a controller
communicating through a Secondary agent, appear on the Connection View window.

There is only one controller icon for disk arrays using redundant controller
configuration. Controller configuration is synchronized between two controllers and
these two controllers appear to the host as one controller.

Disconnection is used for breaking the link between the Event Monitor station and the
array. Normally, all the arrays should be selected and all it takes to switch around
multiple disk arrays is but a single mouse click — instead of restarting the Event
Monitor every time you need to switch to another system.

The following discusses how to connect to a disk array.

12.5.1 Connecting to a RAID system while working from the
local Primary Agent host:

Step 1. From the Connect menu, select Open. Repeat this process to select all the
Primary Agent hosts.

Search RAID Controllers

Figure 12-1: Connecting to the RAID agent

Click the Default button shown in Figure 12-1.

Step 2. As shown in Figure 12-2, select the IP address of the RAID you would like to
monitor or manage from the Connection View list. Double click the IP

address. Double click the controller icon. Double click the connection
method (e.g., In-Band SCSI).
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& Connection View
E| aﬁlp 192.168.41.136
R c o d-alone(D: 10)
- Physical View
- i Laogical Drive
E| aﬁlp 192 168.40.40

- == === otand-alane(D: 13
1- | Physical View
- ﬁ Lagical Drive

Figure 12-2: Select the IP Address

Step 3. The connection is successful when the list of events shown in Figure 12-3
appears and the Physical view and logical unit subtrees appear in the

navigation panel.

@ Connection View
= EE — 5 15841135 E 2001002722 135321 Controller It
i - ‘F‘hvswal\ﬂew ﬂ 2001i02/22 14:29:19 10 Logical Driv
& EB Ipﬁzfﬁgsmfggg“e B 20010202 140936 1D Logical Driv
=] Stand-alone(lD: 1) ﬂ 2001402122 14:23:35 10 Logical Driv
i Physical View ﬂ 200110222 14:29:40 10 Logieal Driv
I Logial Drive A\ 20010222 154958 10 CHL=21D=
© 20010202 154958 1D SCEI Drive |
B 20010202 TEE0ME 1D Rebuild Con
B 20010202 155112 10 Rebuild Coi
A 20010222 156242 10 CHL=21D=
© 200102022 155242 10 505! Drive |
B 0010202 155758 1D Rahuild G
B 20010202 15556 1D Rebuild Con

Figure 12-3: Event Monitor Window

12.5.2 Connecting to a RAID system from a distant host:

Step 1. From the Connect menu, select Open. Repeat this process to select all the
Primary Agent hosts.
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Search RAID Controllers

Figure 12-4: Connecting to a RAID Agent

Step 2. As shown in Figure 12-5, select the IP address of the RAID you would like to
monitor from the Connection View list. Choose and double click on an IP
address. Double click the controller icon for that IP address. Choose and
double click the connection method (e.g., In-Band SCSI).

& Connection View
E| aﬁlp 19215841 135

l S Phﬁ,rswalvlew
- i Logical Drive
E| aﬁlp 182.168.40.50
= == Stand-alane(D: 1)
G- | Physical View
i Logical Drive

Figure 12-5: Select the IP

Step 3. The connection is successful when the list of events shown in Figure 12-6
appears and the Physical view and Logical unit subtrees appear in the
navigation panel.
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@ Connection View

i E 2001223 138321 Controller I

B ooz 142819 10 Lagical Driv

B 2001022 142926 10 Logical Driv

E) 010222 143935 10 Lagieal Driv

% ED'”;IEC':‘E‘D\:VE;’V B ooz 142940 10 Logical Driv
A 20022 1R4wEE 10 CHL=2 D=

€ mnwz 154859 10 508l Drive |

) o002 155015 10 Rebuild Goi

E) 001022 185112 10 Rehuild Coi

Ay mnw 155742 10 CHL=ZID=

Q@ 2000222 185742 10 5081 Drive |

E) 0010222 1REZEE 10 Rehuild Coi

B ooz 155356 10 Rebuild Goi

Figure 12-6: Event Monitor View

12.5.3 Disconnecting from a disk array system:

Select an IP address by single mouse click. From the Connect menu, select Close.
This method will disconnect with the host computer represented by its IP address. If
the host is a Primary Agent server, this will discontinue the connection to all the RAID
systems managed by it.

The subtree representing the RAID system immediately disappears from the
navigation panel once disconnected.
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12.6. Using the Event Monitor

After starting Event Monitor and establishing the connection to RAID systems, the
Event window appears on the screen. All the events recorded since the Primary agent
is installed will be displayed within. The Primary agent will maintain an event log file
saving up to 1024 records of event.

12.6.1 Display Controls

Just like RAIDWatch Manager, Event Monitor works entirely with windows, buttons,
and icons to facilitate the display of various disk array conditions. These windows
follow the standard Windows and Unix OS “Look and Feel” specifications, thus steps
for manipulating elements and windows within any Event Monitor window generally
conform to standard procedures.

12.6.2 Basics

Figure 12-7 gives a general layout of the Event Monitor. When a RAID system is
connected, the Navigation panel in the upper left quadrant of the window will display
icons for the controller, Physical View, and Logical Unit View of system
components. The large Contents panel to the right will display a list of all the
recorded events.

Menu Bar
T___

2001/02/22 13:53:21 10 Controller Ir
Navigation Panel — ﬂ 200102122 14:29:18 10 Logical Driv
P 192168 40,50 ﬂ 2001/02/22 14:29:26 10 Logical Driv
==2 Stand-alonedD: 1) ﬂ 2001/02122 14:29:35 10 Logical Driv
% i;‘;lsc':?'t)\::s;" B zoovozez 14:29:40 10 Logical Driy
& 2001/02/22 15:49:58 10 CHL=2 ID=
° 2001/02/22 15:48:59 10 SCSI Drive |
Event List ﬂ 2001/02/22 15:50:15 10 Rebuild Col
ﬂ 2001/02/22 15:51:12 10 Rebuild Col
& 2001/02/22 15:52:42 10 CHL=2 ID=
° 2001/02/22 15:52:42 10 SCSI Drive |
ﬂ 2001/02/22 15:52:68 10 Rebuild Col
ﬂ 2001/02/22 15:53:56 10 Rebuild Col

Status Bar

Figure 12-7: Event Monitor Layout

¢ The Connect View window includes a Navigation Panel.
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The Navigation Panel provides a tree organization display of logical and
physical elements managed by different controllers. Unlike RAIDWatch, the
panel can simultaneously display status of multiple controllers.

The Event List displays all the event messages preserved in a Primary agent log
file. Restarting Event Monitor or resetting controller will not affect the event
list.

The status bar displays the connection status.

The functional menu bar includes Connect and About.

The menu bar displays the available menus. All menus provide a list of

commands for invoking various operations. The Connect menu shown in
Figure 12-8 allows you to Open, Close, switch to RAIDWatch Manager, and
Exit the program.

nd-aloneD: 1)
-Band SCE|

Figure 12-8: The Connect Menu

® The Open command allows you to connect to a Primary Agent server.

® The Close command allows you to terminate the connection to a
Primary Agent server. Before executing this command, select the
Primary agent IP address you want to disconnect on the navigation
panel. The selected item will be highlighted.

®* The RAIDWatch command allows you to start RAIDWatch Manager
and configure the selected RAID system.

®  The Exit command is used to end the current Event Monitor session.

The About menu displays software version and copyright information. It also
provides access to Help files. Each of these commands will be discussed below.

12.6.3 Using the Connection View

The Connection View window shown in Figure 12-9 does not allow you to configure
and manage your system. This window is intended to provide a real-time monitoring
of system status. The Connection View displays logical and physical elements
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managed by controllers. It uses unique colors and icons to reveal various component
statuses.

The navigation panel reports failures to the user by displaying a red "X" on the icon of
whichever device has failed. As long as a RAID system is connected, events appear
instantly on the Event List window. The component status is simultaneously
reflected on the associated icons in the navigation panel of the Connection View
window. For instance, if a cooling fan failure is reported through an event message, a
system administrator can locate the failed device on the navigation panel to get a
clearer view of what is happening.

& Connection view
=-B5 1P 192.165.4.85

= B== ES F1GF-R2ZAZAMName: MiA, 1D: 33877,
=4t Logical Wiew
L Logical Volurne
=gl Logical Drive
----- Eg88 LD 0 (Primary, ID 43ac9927, R
P e @ LD 1 (Primary, ID afelbct 6h, R4
= % Physical View

ER="M " :nricl 2 (FID: 124 51D 1255
----- [[_]HDD (Chl: 2, 1D : 0, Absent)
----- [=] HOD (Chl: 2,101, 34747 ME
----- [=] HDD (Chl:2, 1D 2, 34747 ME
----- (=] HOD (Chl:2, 1D 5, 34747 ME
----- =] HOD (Chl:2, 1D 6, 34747 ME
E@ Channel 3 (PID 124, 51D 125;5(
[ HDD (Chi:3,1D: 0, Absent)
E@ Channel 0 (PID:112; 510 MNIASH
B4 D112 (Primary Contraller)
EI@ Channel 1 (PID : MiA; SID:113,5p

------- B D113 (Secondary Contraller)

Figure 12-9: Connection View — Navigation Panel

12.6.4 Using the Event List

Event List shown in Figure 12-10 displays all the event messages recorded ever since
the installation of Primary agent.
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Categnr\,r| Date | Time | D Description

_ﬂ 20030710 14:59:41 3337746 Controller Init Complete =
° 20030710 14:89:21 A38TT746 Unknown Events{0)
° 200200710 145923 3337746 |2 Power Supply 1 General Failure Detected
ﬂ 20020710 14:59:49 A3ETTAR LD Init. Commenced{Creation Operation Started)
ﬂ 200200710 14:59:52 3337746 LD Init. Complete{Creation Operation Camplete Ok
ﬂ 20030710 14:59:52 3387746 LD Init. Commenced({On-Line Init. Qperation Started.) ||
ﬂ 200200710 14:59:55 3337746 LD Init. Complete{On-Line Init. Operation Camplete Ok}
ﬂ 20030710 18:10:41 3387746 LD Init. Commenced(Creation Operation Started.)
ﬂ 200200710 181042 3337746 LD Init. Complete{Creation Operation Camplete Ok
ﬂ 200200710 1491042 3337746 LD Init. Commenced(On-Line Init. Operation Started.)
ﬂ 20020710 181043 3387T4R LD Init. Camplete{On-Line Init. Operation Complete Ok)
ﬂ 200200710 1834549 3337746 LD Init. Commenced(Creation Operation Started.)
ﬂ 20020710 18:34:549 A3ETTAR LD Init. Caomplete{Creation Operation Camplete Ok)
ﬂ 200200710 1483531 3337746 LD Init. Commenced{Creation Operation Started.)
ﬂ 20030710 15:35:31 3387746 LD Init. Complete(Creation Operation Complete Ok)
ﬂ 200200710 184926 3337746 LD Init. Commenced{Creation Operation Started.)
ﬂ 20030710 18:49:27 3387746 LD Init. Complete(Creation Operation Complete Ok)
ﬂ 200200710 19:49:27 3337746 LD Init. Commenced{On-Line Init. Opearation Started.)
ﬂ 200200710 144928 3337746 LD Init. Complete(On-Line Init. Operation Complete Ok
ﬂ 20020711 11:07:34 3387T4R LD Init. Commenced{Creation Operation Started)
ﬂ 200200711 11.07.37 3337746 LD Init. Complete(Creation Operation Complete Ok
ﬂ 20020711 110737 A3ETTAR LD Init. Commenced{On-Line Init. Operation Started.)
ﬂ 200200711 11:07.28 3337746 LD Init. Complete{On-Line Init. Operation Camplete Ok} ;l

Figure 12-10: Event List

From

There are two sorting methods that can be used to arrange the data in a preferred order.
The first is by selecting the relevant button at the top of the event list. If you wish to
sort your events into their categories, or according to their dates, select the appropriate
button and the event list will automatically be rearranged.

A second option for sorting the data is to use the pull-down menus shown in Figure
12-11 that can be found beneath the Event List.

Category IAII ;I Interval IAII ll

FERRA (A4 | DRd . [zo0s s =Jfir =]
I | EOE [N I | EOE [N

Figure 12-11: Event List Pull Down Sorting Menus
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¢  Sclect from the Category drop-down list to display different event types.
Selections include All, Notification, Warning, or Critical. Events are listed in
an ascending order.

¢ The Interval drop-down list allows you to confine event display by the date and
time of occurrence. Select All, From, Until, or Interval. The time frame of
event occurrence can be defined in the scroll lists From and To below.

¢  You may want to compare system events between two controllers. Press and
hold down the Ctlr key and select both controllers by mouse clicks. Events of
the two disk arrays will be listed in an ascending order.

12.6.5 Event Severity Levels

Like RAIDWatch, Event Monitor classifies disk array events into three severity levels.
The first level includes non-critical information events such as initialization of the
controller. Level 2 severity includes events which require the issuance of a warning
message such as drive bad block reassignment. Level 3 severity is the most serious
level, including component failures that require immediate attention. Please refer to
Section 5.4 for more details on event severity.
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RAIDWatch User’s Guide

Part 4: Panel View Customizations

Part 4 describes the panel view customizations for both the
Infortrend EonRAID controller head and the Infortrend EonStor
storage subsystems. Instructions on how to access the panel view
and how to use the panel view to obtain vital system information
are described.

This section includes the following chapters:-

¢ Chapter 13, EonRAID 2510FS Controller Head

¢ Chapter 14, EonStor Storage Subsystems
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Chapter 13: EonRAID 2510FS Controller Head

The EonRAID (ER) R2510FS RAID Controller Head is a high performance, 2Gb/s fibre
(FC)-to-fibre (FC) storage management subsystem. It is a versatile subsystem that comes
with many features and enables user’s to configure subsystems that meet their particular
needs.

The RAIDWatch GUI version has added monitoring features that enables user’s to
control and manage this storage management subsystem. For more information on the ER
2510FS Controller Head please refer to the Hardware Manual.

RAIDWatch provide user’s with an easy and efficient method of monitoring the
controller head. A GUI customized for the ER 2510FS Controller Head features a new
Panel View that shows two interactive graphic representations, one of the front panel and
one on the rear panel, of the physical system. The panel enables users to easily access
information on the status of the controller head and its hardware components.

This Chapter discusses the following topics:

¢  About The Panel View — Section 13.1, page 13-2,

= ]3.1.1 Front View
= ]3.1.2 LED Board Indicators

" ]3.1.3 Rear View
¢ Accessing the Panel View — Section 13.2, page 13-4

= [3.2.1 Connecting to the RAID Agent

= ]3.2.2 Opening the Panel View
¢ Viewing System Information — Section 13.3, page 13-5

= [3.3.1 LCD Message

= ]3.3.210 Module

= [3.3.3 LED Module

®  ]3.3.4 Maintenance Modules
= [3.3.5 BBU Module

" ]3.3.6 PSU Status Message

= [3.3.7 Cooling FAN Module Status
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13.1.About The Panel View

The Panel View in Figure 13-1 shows both the front panel and rear panel of the
ER2510FS RAID Controller Head.

‘3 RAIDWatch : - (o] x|
Connect  Open  Wiew  Help

LED Board Indicators: @ LCD Owner @ Controller Ready © Cache Dirty © Partner Fail @ Drive Busy @ Host Busy

Rear View

I Connected |
Figure 13-1: ER 2510FS Panel View

13.1.1 Front View

The front view of the controller head shows the front panel of the ER 2510FS. The front
panel consists of a LCD panel, and 11 front panel modules. The first six slots on the front
panel are reserved for IO modules, slot 7 for the LED module, slot 8 and 9 are reserved
for the maintenance modules and slot 10 and 11 for the BBU modules. The modules that
appear on the front panel depend on the ER 2510FS model you are using (there are
currently six models). Please refer to the Hardware Manual for further details.

Below the front view graphic is a section that describes the LED indicators on the LED
module. The LED module is used to provide quick and easy controller information to the
end user.

13.1.2 LED Board Indicators

The LED Board Indicators are shown in the middle of the Panel View, between the Front
and Rear View. The LED Panel, found in slot 7, contains two vertical LED arrays. The
array on the left belongs to controller A and the array on the right to controller B. The
LED Board Indicators correspond to the LED’s on the front panel.
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13.1.3 Rear View

The rear view of the controller head shows the rear panel of the ER2510FS. The rear
panel consists of Power Supply Units (PSU) and cooling FAN modules. But, once again,
due to the many different models that are available, the components that appear on the
rear panel will depend on the ER2510FS model you are running. The rear panel is
designed for two PSUs and two cooling FAN modules. In the above image, four fans
appear on the rear panel. This is because each cooling FAN module consists of two
individual fans.
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13.2.Accessing the Panel View

13.2.1 Connecting to the RAID Agent

Connecting to the RAID Agent has been described in Chapter 3 of this manual. In brief,
run the RAIDWatch program from the host computer. You will be asked to enter the IP
address and the port number. Once the correct IP address and port number has been
entered, a new screen will appear. The screen will have a directory tree structure. From
the directory tree double-click on In Band SCSI. Once this has been selected you will be
asked to enter the Controller Password. If you enter the correct password and are
running an ER 2510FS Controller Head, the Panel View screen will appear.

13.2.2 Opening the Panel View

If you are using an ES 2510FS, the Panel View shown in Figure 13-1 should appear after
you open the GUI and connect to the RAID Agent. If it doesn’t appear or you have closed
the window but wish to re-access the Panel View you can either select “Panel View”
from the “Open” menu on the top menu bar (see Figure 13-2).

‘f2 RAIDWatch

Connoct [CEER view  Help
Panel Wiew =
_———= BAIDVYiew ——— —

Event Log
Statistics Pk
Enclosure

Figure 13-2: Accessing the Panel View with the menu bar

Alternatively selecting the Panel View Icon in the toolbar, which is circled in the Figure
13-3 below, will also open the Panel View shown in Figure 13-1.

‘4 RAIDWatch
connect  Open  Yiew  Help

=k | 0

Figure 13-3: Accessing the Panel View with the tool bar
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13.3.Viewing System Information

The front view and rear view images that are seen in the Panel View are interactive and
can be used to easily obtain system information. If the mouse is used to place the cursor
on different components, a message tag will appear revealing the status and other
information about the component.

13.3.1 LCD Message

If you use the mouse to place the Cursor on the LCD Panel, a message like the one shown
in Figure 13-4 below will appear.

M Name: Jeff's 52511, 1D: 3194591, CPU: PPCTAD; Cache: 128MB(ECC SDRAM);FW: 9.25; BR:1.21F

Figure 13-4: ES 2510FS LCD Message
The message contains information on the Controller that “Owns” it. Please note that it is
not possible to change controller ownership using the GUI. The following information is
shown in the message tag:
¢ Name: - This field shows the name that has been assigned to the controller.
¢ ID: - This shows the ID that has been assigned to the controller.

¢ CPU. - Shows the CPU that is installed on the controller.

¢ Cache: - Shows the size and nature of the SDRAM chip that is installed for the
cache memory.

¢ FW: - This shows the Firmware version that has been installed on the controller.

¢ BR: - The Boot Record.

13.3.2 10 Module

If a cursor is dragged over an 10 module that is a Host Channel, the message shown in
Figure 13-5 will appear

Host Channel, PID - 112; SID ;. NASpeed :

Figure 13-5: Host Channel IO Module Message
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¢

¢

PID:- This reveals the primary ID of the channel.

SID:- This reveals the secondary ID of the channel.

Figure 13-6: Drive Channel IO Module Message

¢

10 Module LEDs:- Each 10 module comes with two green LEDs. The top LED
belongs to controller A and the bottom one to controller B. These LEDs indicate
the speed of the fibre channel. If the LED is ON the speed of the fibre channel is
2Gbps. If it is OFF then the speed is 1Gbps. A flashing LED indicates loop link
failure.

13.3.3 LED Module

This is the only module on the front panel that does not come with a status message tag.
The LED’s on the LED module shown in the Panel View reflects the status of the LED’s
on the physical module, i.e. if the top LED is for controller A on the Controller Head is
“ON”, it will appear in the Panel View as “ON”".

The LED Indicators are specified in the center of the Panel View, between the Front

Panel and Rear Panel views. The following list specifies the function of each LED in a

single array.

¢

LCD Owner:- If the top LED in the array on the left is “ON” then the
information shown on the LCD screen relates to controller A. If the top LED in
the array on the right is “ON” then the information shown on the LCD screen
relates to controller B.

Controller Ready:- 1f the second LED is “ON” then the controller is ready. If
this LED is “OFF” then the controller is not ready.

Cache Dirty:- If this LED is “ON” it means that there is still information stored
in the cache. If this LED is “OFF” then the cache is empty.

Partner Fail:- If the LED on the left is “ON” controller B has failed. If the LED
on the right is “ON”, controller A has failed.

Drive Busy:- If this LED is “ON” there is activity on the drive channels. If this
LED is “OFF” then there is no activity on the drive channels.

13-6
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¢ Host Busy:- If this LED is “ON” there is activity on the host channels. If this
LED is “OFF” then there is no activity on the host channels.

13.3.4 Maintenance Modules

The maintenance modules are found in slots 8 and 9. When the mouse cursor is dragged
over the maintenance module the following message appears.

Figure 13-7: Maintenance Module Message

¢  IP:- The IP address shown in the message tag reflects the IP address that was
assigned to the controller when RAIDWatch was being setup.

¢  Mask:- The 255.255.255.0 subnet mask is used to distinguish the IP address.

¢ Gateway:- This specifies the gateway IP address.

The maintenance modules come with both a green and a yellow LED. The green LED
shows the Ethernet Link status and the yellow one shows the Data Transfer status.

¢  Ethernet Link Status (green LED):- If this LED is “ON” the Ethernet link is
functioning. If it is “OFF”, the Ethernet connection has not been established.

¢ Data Transfer Status (yellow LED):- “Flashing” indicates that data is being
transferred. “OFF” indicates that no data is currently being transferred.

13.3.5 BBU Module

The BBU modules are found in slots 10 and 11. When the mouse cursor is dragged over
the BBU module a message tag revealing the status of the BBU will appear.

Battery fully charged

Figure 13-8: BBU Module Message

The above message tag shows that the battery unit is fully charged. Other message tags
include:

1. "Battery not present"
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2. "Battery malfunctioning"
3. "Battery in charging"

The BBU Module comes with a single, yellow LED that shows the status of the BBU. If
the LED is “ON” either a battery has not been installed or the battery is bad. If the LED
is “OFF”, the BBU is capable of sustaining the memory in the event of a power loss. If
the LED is “Flashing” the BBU is charging.

13.3.6 PSU Status Message

If you run the cursor over a PSU that is functioning normally, the following message will
appear on the screen.

Power supply functioning narmally

Figure 13-9: PSU Module Message

A missing or malfunctioning PSU will be easy to detect using the GUIL. The PSU in the
graphic that corresponds to the failed or missing controller head PSU will have a pulsing,
red background. To find out what is wrong with the PSU, use the mouse to drag the
cursor over the PSU in the GUI and a message tag will appear (see the figure below).

i

Power supply is not present

Figure 13-10: Faulty PSU Module Message

If the PSU is missing, the same message as shown in the figure above will appear when
the cursor is dragged over the PSU. If the PSU is malfunctioning then the message will
read “Power supply malfunctioning.”

13.3.7 Cooling FAN Module Status

If you run the cursor over an individual that is functioning normally, the following
message will appear on the screen.
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Fan functioning normally (16463.0 rpm)

Figure 13-11: Cooling FAN Module Message

In the above message the normal functioning of the fan is explicitly stated and in the
parentheses next to this message the rotation speed of the fan is given.

A missing or malfunctioning cooling FAN will be easy to detect using the GUI. The
cooling FAN in the graphic that corresponds to the failed or missing controller head
cooling FAN will have a pulsing, red background. To find out what is wrong with the
PSU, use the mouse to drag the cursor over the PSU in the GUI and a message tag will
appear (see the figure below).

Fan malfunctioning

Figure 13-12: Cooling FAN Module malfunctioning message.

If the fan is malfunctioning the same message as shown in the figure above will appear
when the cursor is dragged over the PSU. If the fan is missing then the message will read
“Fan is not present.”
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Chapter 14: EonStor RAID Storage Subsystems

This Chapter discusses the following topics:
¢ EonStor Overview — Section 14.1, page 14-2
¢ The Panel View — Section 14.2, page 14-3

¢ Accessing the Panel View — Section 14.3, page 14-6

"  ]4.3.1 Connecting to the RAID AgentAccessing the Panel View

= ]4.3.2 Accessing the Panel View

¢  Panel View Messages — Section 14.4, page 14-7

14.4.1 PSU Status Message

14.4.2 Cooling FAN Module Status

14.4.3 Controller Module Message Tags

14.4.4 Expansion Port Message Tags
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14.1.EonStor Overview

The EonStor RAID storage subsystems are diverse eight, twelve and sixteen bay storage
subsystems that can accommodate a variety of hard drive types. The EonStor F16F (ES
F16F) series is able to accommodate 16 fibre channel (FC) hard drives, the EonStor
A16F (ES A16F) series utilizes up to 16 serial ATA (SATA) drives, and the EonStor
U16U (ES U16U) series utilizes up to 16 SCSI-160 drives. The EonStor A12U can
support up to 12 SATA drives. Two eight SATA drive subsystems, the EonStor AO8F
(FC-2G hosts) and EonStor A08U (SCSI-160 hosts) complete the EonStor product line.

RAIDWatch provide user’s with an easy and efficient method of monitoring the storage
subsystem. A GUI customized for the EonStor series features a new Panel View that
shows an interactive graphic representation of the rear panel of the physical system. The
panel view enables users to easily access information on the status of the controller head
and its hardware components.

Please note, only the EonStor models shown in Table 14-1 can be monitored using the
Panel View:

Series Host Channel DriveChannel | Drive Bays
ES F16F 2xFC-2G FC-2G 16
ESA16F 2x FC-2G SATA 16

ES U16U 2 x SCSI-160 SCSI-160 16
ESA12F 2x FC-2G SATA 12
ESA12U 2 x SCSI-160 SATA 12

ES AO8F 2x FC-2G SATA 8

ES A08U 2 x SCSI-160 SATA 8

Table 14-1: EonStor Product Line

14-2
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EonStor Subsystems

14.2.The Panel View

The panel view of the EonStor subsystems shows the rear panel of the actual physical
subsystem. The rear view images that are seen in the Panel View are interactive and can

be used to easily obtain system information. If the mouse is used to place the cursor on

different components,

information about the componen

The Panel View for the ES F16F is shown in Figure 14-1.

EXP2 EXP-l

EXP2 Exp-l

a message tag will appear revealing the status and other
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Figure 14-1: ES F16F Panel View

The Panel View for the ES A16F is shown in Figure 14-2.
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Figure 14-2: ES A16F Panel View
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The Panel View for the ES U16U is shown in . Figure 14-3
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Figure 14-3: ES U16U Panel View

The Panel View for the ES A12F is shown in Figure 14-4.
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Figure 14-4: ES A12F Panel View

The Panel View for the ES A12U is shown in Figure 14-5.
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Figure 14-5: ES A12U Panel View
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EonStor Subsystems

The Panel View for the ES AOS8F is shown in Figure 14-6.
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Figure 14-6: ES AO8F Panel View

The Panel View for the ES A12U is shown in Figure 14-7.
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Figure 14-7: ES A08U Panel View
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14.3.Accessing the Panel View

14.3.1. Connecting to the RAID Agent

Connecting to the RAID Agent has been described in Chapter 3 of this manual. In brief,
run the RAIDWatch program from the host computer. You will be asked to enter the IP
address and the port number. Once the correct IP address and port number has been
entered, a new screen will appear. The screen will have a directory tree structure. From
the directory tree double-click on In Band SCSI. Once this has been selected you will be
asked to enter the Controller Password. If you enter the correct password and are
running an EonStor subsystem the Panel View of the subsystem will appear.

14.3.2. Accessing the Panel View

The Panel Views shown in Figure 14-1, Figure 14-2, and Figure 14-3 should appear
after you open the GUI and connect to the RAID Agent. If it doesn’t appear or you have
closed the window but wish to re-access the Panel View you can either select “Panel
View” from the “Open” menu on the top menu bar (see Figure 14-8).

‘f2 RAIDWatch

Connoct [CEER view  Help
Panel Wiew =
RAID Wiewy

Event Log
Statistics Pk
Enclosure

Figure 14-8: Accessing the Panel View with the menu bar

Alternatively selecting the Panel View Icon in the toolbar, which is circled in Figure
14-9 below, will also open the Panel Views shown in Figure 14-1 and Figure 14-2.

‘3 RAIDWatch
Connect  Qpen  Yiew  Help

—

Figure 14-9: Accessing the Panel View with the tool bar
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14.4.Panel View Messages

The following rear panel components are common to all the subsystems, i.e. the ES
A16F, ES F16F, and ES U16U described in this section:

¢  SFP Modules

¢ LEDs

¢  LAN/Serial port

¢  Power Supply Units (PSU)

¢  Cooling FAN modules

If you move the mouse cursor over these components shown in the panel view, a status
message will appear. These messages inform the user as to the operational condition of
the component concerned.

14.4.1. PSU Status Message

If you run the cursor over a PSU that is functioning normally, the message, “Power
Supply 1: Power supply functioning normally” will appear in the status tag as shown in
Figure 14-10.

Figure 14-10: ES PSU Module Message

A missing or malfunctioning PSU will be easy to detect using the GUI. The PSU in the
graphic that corresponds to the failed or missing controller head PSU will have a red
background. When the mouse is dragged over the failed or missing PSU, the message
“Power Supply 1: Power supply malfunctioning” will appear in the status tag as shown
in Figure 14-11.

Figure 14-11: ES Faulty PSU Module Message
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14.4.2. Cooling FAN Module Status

If you run the cursor over an individual cooling FAN that is functioning normally, the
message “Fan 1: Functioning Normally” will appear in the status tag as shown in
Figure 14-12.

,‘dﬂx .
W 293929 &
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Figure 14-12: ES Cooling FAN Module Message

A missing or malfunctioning cooling FAN will be easy to detect using the GUI. The
cooling FAN in the graphic that corresponds to the failed or missing cooling FAN will
have a pulsing, red background. The message “Fan 3: Fan Malfunctioning” will appear
in the status tag as shown in Figure 14-13.

"E-‘-":'-“ Fan 1: Fan functioning normally
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Figure 14-13: ES Cooling FAN Module malfunctioning message.

14.4.3. Controller Module Message Tags

The controller modules have a multitude of components on the rear panel. All controller
modules have:

¢ two host ports,
¢ status indicating LEDs,

¢ RS-232C serial ports (one for the ES U16U and two each for the ES A16F and
ES F16F).

¢  one RJ-45 LAN port

Moving the cursor over any of these components will result in a status message tag
appearing. Each status message tag reveals a significant amount of information about the
controller module itself.

Some of the information shown in these message tags is the same. This information is
shown below.
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Common Information

The following information is shown in all the Status Message Tags that appear when the
cursor is moved over components on the rear panel of the controller module:

¢ Name: This field shows the name that has been assigned to the controller.
¢ 1ID: This shows the ID that has been assigned to the controller.
¢ CPU: Shows the CPU that is installed on the controller.

¢  Cache: Shows the size and nature of the SDRAM chip that is installed for the
cache memory.

¢ FW: This shows the Firmware version that has been installed on the
controller.

¢ BR: The Boot Record.

Host Port Status Message

When the cursor is moved over the host port, the following status message shown in
Figure 14-14:

el (e
o [ == o | ‘ “&‘?3} | ‘ “&‘?.3}

T FC-CHL FECHA U

|Name: NI, D 3387746, CPU: PPCTAD; Cache: 912ZMB(ECC SDRAM), Fiv: 3.31F; BR: 1.31H Host Channel, FID : Mf&; SID 0 113;Speed : 2 Ghz

Figure 14-14: Host Port Status Message

In addition to the status message items shown in Common Information above, the
following information is also shown:

¢ PID: This reveals the primary ID of the channel.
¢ SID:  This reveals the primary ID of the channel.

¢  Speed: Reveals the speed of the link.

LAN/Serial Port Status Message

When the cursor is moved over the LAN port or the serial port the same status message.
The status message for the LAN port is shown in Figure 14-15. The status message for
the ES F16F serial port is shown in Figure 14-16. Please note that the ES A16F uses
audio jack serial ports and therefore appear different, but the message that is shown will
be the same as the one in Figure 14-16.

Panel View Messages 14--9



EO n StO r S U bsySte mS Infortrend RAIDWatch GUI Users Manual
[;| ‘m' e = |—|| |

rn{;:qm “l m{;:om “I
f; t_- 'I
e ral FC-CHI FC-CHD ™

|Name: MiA, 1D: 3387748, CPLU: PPCTSD; Cache: 512MBECC SDRAM), FVW: 3.31F, BR: 1.31H IP: 0.0.0.0; Mask: 0.0.0.0; Gatewsay: 0.0.0.0

Figure 14-15: RJ-45 Port Status Message
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Figure 14-16: Serial Port Status Message for ES F16F

In addition to the status message items shown in Common Information above, the

following information is also shown:

¢ 1IP: The IP address shown in the message tag reflects the IP address that
was assigned to the controller when RAIDWatch was being setup.

¢ Mask: The subnet mask is used to distinguish the IP address.
¢ Gateway: This specifies the gateway IP address.

LED Status Message

When the cursor is moved over the LEDs, the following status message shown in Figure
14-17

Wiz w0
[ @ oo ||| ]| W&

B
29323
]Name: Mgy 1D 3387746, CPLL PRCYSD; Cache: 91 2MB(ECC SORAM); FWW: 3.31F; BR: 1.31H Battery malfunctioning

Figure 14-17: LED Status Message

In addition to the status message items shown in Common Information above, the

following information is also shown:

¢  Battery Malfunctioning: This indicates that a BBU module has either not been
installed or has been damaged in some way.

14.4.4. Expansion Port Message Tags

The ES F16F comes with two SFP expansion ports at the top of the rear panel. When the
cursor is move over these two ports the following status message appears.
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Figure 14-18: Expansion Port Status Message

¢  Drive Channel: Indicates that these ports must be connected to drives and not

hosts.
¢ PID: This reveals the primary ID of the channel.
¢ SID: This reveals the secondary ID of the channel.
¢ Speed: Reveals the speed of the link.
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Appendix A. Command Summary

A1

This appendix describes the commands available in RAIDWatch Manager. These

commands are presented either in menus or as command buttons on the toolbar.

Menu Commands

This section lists and explains the commands available from the menus in the menu bar.
Keyboard strokes for commands that can also be executed from the keyboard are

indicated by angle brackets. For example:
Connect

<C>

means that you can connect to a disk array system by selecting Connect from the File

menu or by pressing the “C” key on your keyboard.

RAIDWatch File Menu Command

Command

Description

Connect <C>

Connects RAIDWatch Manager to a particular disk array
system for management. This command has the same
function as the Connect command button on the toolbar.

Disconnect Disconnects from the current disk array system, terminating
<D> the current management session with the device but not
exiting RAIDWatch Manager.
Agent <A> Activates the Connect to RAID Agent dialog box.
Exit <X> Closes the RAIDWatch Manager application.

RAIDWatch Open Menu Commands

Command

Description

Enclosure <E>

Displays the Enclosure window. This command has the
same function as the Enclosure command button on the
toolbar.

RAID View <R>

Displays the main RAID View window. This command has
the same function as the RAID View command button on
the toolbar.

Event Log <L>

Displays the Event Log window. This command has the
same function as the Event Log and Event Flag command
buttons on the toolbar.

Statistics <S>

Accesses the two statistics display commands (Cache Hits
and Disk R/W). This command has the same function as

App-2
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the Statistics command button on the toolbar.

Cache Hits <C> | Displays the Cache Hits statistics
window. This command has the same
function as the Cache Hits button on
the toolbar.

Disk R/W <D> Displays the Disk Read/Write statistics
window. This command has the same
function as the Disk R/W button on the
toolbar.

RAIDWatch View Menu Commands

Command Description
Tile In-Window <W> This command arranges currently open windows so
that they are all visible and occupy an equal part of
the RAIDWatch application window. It has the
same function as the Tile In-Window command
button on the toolbar.
Tile In-Sequence <S> | (This command is disabled in the current version of
the software.)

RAIDWatch Help Menu Command's

Command Description
Contents <C> Displays RAIDWatch Manager on-line help.
About <A> Displays information about the RAIDWatch
Manager program.

Before You Begin: Before RAIDWatch'’s event notification can be used, some adjustments may need to be
made to your OS’s configuration. See 2.3 Platform Requirements for information about pre-installation
configuration needs. Many of the steps described in section 2.3 directly relate to event notification,
particularly for Windows OSes.

Event Monitor Connect Menu Commands

Command Description

Open <O> Connects Event Monitor to a particular disk array system.

Close <C> Disconnects Event Monitor from a particular disk array
system.

Command Summary App-3



Ap pe n d ICeS Infortrend RAIDWatch GUI Users Manual

RAIDWatch <R> | When a disk array IP address is selected, this command
opens the RAIDWatch Manager application.
Exit <E> Closes the Event Monitor application.

Event Monitor About Menu Commands

Command Description
Help <H> Displays on-line help.
About <A> Displays information about the Event Monitor program.

A.2. Command Buttons

This section describes the various command buttons provided to facilitate execution of
commonly used commands. These buttons are on the toolbar.

Command Button | Description

Connect Connects RAIDWatch Manager to a particular disk
array system for management. This command has the
same function as the Connect command in the File
menu.
Disconnect Disconnects from the current disk array system,
terminating the current management session with the
device but not exiting RAIDWatch Manager. This
command has the same function as the Disconnect
command in the File menu.
Enclosure Displays the Enclosure window. This button has the
same function as the Enclosure command in the Open
menu.
RAID View Displays the main RAID View window. This button has
the same function as the RAID View command in the
Open menu.
Event Log Displays the Event Log window. This button has the
same function as the Event Log command found in the
Open menu.
Statistics Displays the Statistics window options. Select either
Cache Hits or Disk R/W. Has the same function as
the Statistics command in the Open menu.
Tile This command arranges currently open windows so
that they are all visible and occupy an equal part of the
RAIDWatch application window. It has the same
function as the Tile In-Window command in the View
menu.
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Appendix B.

Troubleshooting

This appendix provides troubleshooting tips for common problems you may encounter
while using RAIDWatch Manager. It includes the following topics:

¢ Common oversights

¢ Error codes

¢  Error messages

B.1. Common Oversights

Check the following first before you run RAIDWatch or if you are having trouble.

Check Platform Requirements

Review section 2.3 Platform Requirements to make sure that all OS-specific installation

configuration steps have been completed.

Check RAIDWatch Connections

In-Band SCSI (Solaris only) : All Solaris operating systems must have an in-band
SCSI driver installed.

Agents : All RAID host servers must have a Secondary Agent installed and running.
Check that all RAID hosts have a Secondary Agent.

Windows NT Systems : Open the Control Panel, then open the Service icon in the
Control Panel and check the status of “Primary Agent” and “Secondary Agent” to
see if the status reads “Start.”

Unix Systems (including Linux) : Make sure the in-band SCSI driver is installed
(Solaris only). (You can run Text RAID Manager to determine this.)

Check the Primary and Secondary agents
#ps -eaf|grep primary
#ps -eaf |grep secondary
If either program is not running, please open a terminal session and run it manually.

IP Settings : Each RAID host server must have a unique IP address assigned. Check
the IP address of each RAID host. Also, each Secondary agent IP and TCP port
setting must be listed under the Primary agent’s configuration. To check this, run the

Troubleshooting
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B.2.

RAIDWatch install program at the Primary agent host and choose Configuration
Only.

TCP Port Settings : The Primary agent must have a TCP port setting different from
the Secondary agents. The Secondary agents should have a common TCP port
setting, and that setting should be listed with each Secondary agent’s IP under the
Primary agent configuration.

NPC Troubleshooting

Windows NT servers only

Fax : If NPC has trouble sending fax messages, please check to be sure that
Microsoft Personal Fax is installed.

Broadcast : If NPC does not broadcast normally, please check to be sure that
Windows Messaging is installed on BOTH server and client(s).

RedHat

rwalld: Under some circumstances, software component necessary for running NPC
under RedHat - "rpc.rwalld" - may be absent from system.

If the package "rpc.rwalld" is not installed, users can find the associated rpms,
"rwall-server-<version>-.i1386.rpm" and "rwall-<version>.i386.rpm" under the
directory "RedHat/RPMS" on the RedHat installation CD.

To install the rpm packages, use the command:

rpm -i <your rpm package>+.

Error Codes

Under some circumstances, you may see the following error codes. (Some additional
error codes are not listed because they indicate failures which are not user resolvable.)

Code: RC=1

Meaning : The Primary agent did not respond to a RAIDWatch Manager command
before timeout.

What You Can Do : Check your network environment to determine whether or
not the Primary agent is available. Use a “ping” utility to see if the server exists
on the network.

App-6
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B.3.

Code: RC=2

®  Meaning : The Primary agent did not understand the last RAIDWatch Manager
command.

What You Can Do : Please check the firmware version of controller to see if it
is compatible with your version of RAIDWatch. RAIDWatch currently only
works with firmware versions 2.23 or 3.11 and higher. You should also contact
your technical support engineer.

Code: RC=3

®  Meaning : Exception error detected

What You Can Do : Check that the versions of RAIDWatch Manager, Primary
agent, and Secondary agent are compatible. You should also contact your
technical support engineer.

Code: RC=7

"  Meaning : RAIDWatch didn’t find the RAID controller.

What You Can Do : Check if the Secondary and Primary are running on their
respective servers; also check if the RAID controller that RAIDWatch wants to
control has failed. (The Secondary agent on the host might be functioning, but
the RAID controller it relates to has failed.)

Code: RC=9

® Meaning : The Primary or Secondary agent is not running, or one or more servers is
down.

What You Can Do : Restart the suspect servers and all related RAIDWatch
agents.

Error Messages

You may encounter some of the following RAIDWatch Manager error messages. This
section provides some guidance for those messages that may be unclear. Note that this is
not an exhaustive list of RAIDWatch Manager error messages.

Under Channel Settings

"  Message : Undefined Channel Mode

Explanation : Channels must be defined as either a drive or host channel.

Troubleshooting
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®  Message : Drive channel should have at least one PID!
Explanation : Please assign one PID to each drive channel.
® Message : Channel settings failed!
Explanation : Please check the channel settings.

®  Message : Drive channel can only have one ID! Please remove ID from PID list
first, and then add.

Explanation : Please remove the current ID from the PID list first, then add the
new one.

Under Logical Drive Creation

®  Message : Maximum RAID 3 or RAID 5 drive count is 31!

Explanation : You cannot create a RAID3 or RAIDS logical drive with more
than 31 SCSI drives. Reduce the number of drives you are using.

Under Logical Drive Settings

®  Message : Delete Logical Drive failed!

What can be done : The logical drive maybe a member of a LV, so it can not be
deleted.

" Message : Rebuild failed!

What can be done : Use another new drive and try to perform the rebuild again.
= Message : Expand logical drive failed!

What can be done : Replace the hard drive and rebuild the logical drive.
"  Message : Add drives failed!

Adding drive is a re-initialization process. A failure during the process will be
fatal.

What can be done : Delete the logical drive then recreate the logical drive.

"  Message : Change LD assignment failed!

What can be done : Check if drive channel is assigned both PID and SID that
own the member SCSI drive of this LD.
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Under RAIDView

®  Message : Currently, controller supports 8 LDs.
Explanation : Currently, the controller can only support 8 logical drives.
" Message : Setup redundant controller failed!

Explanation : Check the redundant controller configuration. See if the PID and
SID of drive and host channels are all correct and if the logical drives (volumes)
are correctly assigned.

All other RAIDWatch Manager error messages should be fairly self-explanatory.
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Appendix C.  Glossary

Fault Bus

A proprietary enclosure management interface. It is intended to be used to warn
RAID managers of enclosure environment component failures.

Fibre
(Also known as “fibre channel.”) A device (in the case of RAID, a data storage
device) protocol capable of high data transfer rates. Fibre channel simplifies
data bus sharing and supports not only greater speed, but also more devices on
the same bus. Fibre channel can be used over both copper wire and optical
cable.

Fiber
An optical network data transmission cable type which is unrelated to fibre
channel (above).

HBA
Host-Bus Adapter — an HBA is a device that permits a PC bus to pass data to
and receive data from a storage bus (such as SCSI or fibre channel).

Host
A computer, typically a server, which uses a RAID system (internal or external)
for data storage.

Host LUN
(See Host and LUN). “Host LUN” is another term for a LUN.

I'c

Inter-IC — a type of bus designed by Philips Semiconductors which is used to
connect integrated circuits. I°C is a multi-master bus, which means that multiple
chips can be connected to the same bus and each one can act as a master by
initiating a data transfer.

In-Band SCSI

(sometimes “in-band” or “In-band”) A means whereby RAID management
software can use SCSI cabling and protocols to manage a controller. (Note: in-
band SCSI is typically used in place of RS-232 for controller management.)

ISEMS

Infortrend Simple Enclosure Management System — an I’C-based enclosure
monitoring standard developed by Infortrend Technologies, Inc.
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JBOD
Just a Bunch of Drives — non-RAID use of multiple hard disks for data storage.
JRE

Java Runtime Environment — the Solaris Java program used to run .JAR
applications locally or over a network or the internet.
Logical Drive

Typically, a group of hard disks logically combined to form a single large
storage unit. More broadly, the assignment of an ID to a drive or drives for use
in storage management. Often abbreviated, “LD.”

Logical Volume

A group of logical drives logically combined to form a single large storage unit.
Often abbreviated, “LV.”

LUN
Logical Unit Number — A 3-bit identifier used on a bus to distinguish between
up to eight devices (logical units) with the same ID.

Mapping
The assignment of a protocol or logical ID to a device for purposes of data
storage, data transfer, or device management.

Mirroring
A form of RAID where two or more identical copies of data are kept on separate
disks. Used in RAID 1.

NAS
Network Attached Storage — a RAID enclosure that includes a network interface
so that the disk array can be directly connected to a LAN.

NPC
Notification Processing Center — a software application included with
RAIDWatch which permits event notification via various methods including e-
mail and fax.

NRAID
Non RAID

Parity

Glossary
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Parity checking is used to detect errors in binary-coded data. The fact that all
numbers have parity is commonly used in data communications to ensure the
validity of data. This is called parity checking.

Primary Agent

The RAIDWatch module which manages secondary agents and supports both
NPC and RAIDWatch Manager.

RAID

Redundant Arrays of Independent Disks (Originally “Redundant Arrays of
Inexpensive Disks”). The use of two or more disk drives instead of one disk,
which provides better disk performance, error recovery, and fault tolerance, and
includes interleaved storage techniques and mirroring of important data. See
Appendix D.

RAIDWatch Manager
The GUI RAID interface part of RAIDWatch.

SAF-TE

SCSI Accessed Fault-Tolerant Enclosures — an evolving enclosure monitoring
device type used as a simple real-time check on the go/no-go status of enclosure
UPS, fans, and other items.

SAN

Storage Area Network — is a high-speed subnetwork of shared storage devices.
A storage device is a machine that contains nothing but a disk or disks for
storing data. A SAN's architecture works in a way that makes all storage
devices available to all servers on a LAN or WAN. Because stored data does
not reside directly on the network’s servers, server power is utilized for
applications rather than for data passing.

SCSI

Small Computer Systems Interface (pronounced “scuzzy”) — a high-speed
interface for mass storage that can connect computer devices such as hard
drives, CD-ROM drives, floppy drives, and tape drives. SCSI can connect up to
sixteen devices.

Secondary Agent

The RAIDWatch module which manages and monitors a RAID controller and
receives RAIDWatch Manager commands via the primary agent.

S.E.S.
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SCSI Enclosure Services is a protocol that is used to manage and sense the state
of the power supplies, cooling devices, temperature sensors, individual drives,
and other non-SCSI elements installed in a fibre channel JBOD enclosure.

S.M.A.R.T.

Self-Monitoring, Analysis and Reporting Technology — an open standard for
developing disk drives and software systems that automatically monitor a disk
drive’s health and report potential problems. Ideally, this should allow users to
take proactive actions to prevent impending disk crashes.

Spare
(Local / Global) A drive designation used in RAID systems for drives that are
not used but are instead “hot-ready” and used to automatically replace a failed
drive. RAIDs generally support two types of spare, Local and Global. Local
spares only replace drives that fail in the same logical drive. Global spares
replace any drive in the RAID that fails.

Stripe
A contiguous region of disk space. Stripes may be as small as one sector or may
be composed of many contiguous sectors.

Striping

Also called RAID-0. A method of distributing data evenly across all drives in an
array by concatenating interleaved stripes from each drive.

Stripe Size

(Ak.a., “chunk size.”) The smallest block of data read from or written to a
physical drive. Modern hardware implementations let users to tune this block to
the typical access patterns of the most common system applications.

Stripe Width

The number of physical drives used for a stripe. As a rule, the wider the stripe,
the better the performance.

Write-back Cache

Many modern disk controllers have several megabytes of cache on board.
Onboard cache gives the controller greater freedom in scheduling reads and
writes to disks attached to the controller. In write-back mode, the controller
reports a write operation as complete as soon as the data is in the cache. This
sequence improves write performance at the expense of reliability. Power
failures or system crashes can result in lost data in the cache, possibly corrupting
the file system.

Write-through Cache
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The opposite of write-back. When running in a write-through mode, the
controller will not report a write as complete until it is written to the disk drives.
This sequence reduces read/write performance by forcing the controller to
suspend an operation while it satisfies the write request.

App-14 Glossary



Infortrend RAIDWatch GUI Users Manual Ap pe n d ICeS

Appendix D. RAID Levels

D.1.

D.2.

This appendix provides a functional description of Redundant Array of Independent
Disks (RAID). This includes information about RAID and available RAID levels.

RAID Description

Redundant Array of Independent Disks (RAID) is a storage technology used to improve
the processing capability of storage systems. This technology is designed to provide
reliability in disk array systems and to take advantage of the performance gains multiple
disks can offer.

RAID comes with a redundancy feature that ensures fault-tolerant, uninterrupted disk
storage operations. In the event of a disk failure, disk access will still continue normally
with the failure transparent to the host system.

RAID has six levels: RAID 0 ~ 5. RAID levels 1, 3 and 5 are the most commonly used
levels, while RAID levels 2 and 4 are rarely implemented. The following sections
described in detail each of the commonly used RAID levels.

Non-RAID Storage

One common option for expanding disk storage capacity is simply to install multiple disk
drives into the system and then combine them end to end. This method is called disk
spanning.

In disk spanning, the total disk capacity is equivalent to the sum of the capacities of all
SCSI drives in the combination. This combination appears to the system as a single
logical drive. Thus, combining four 1GB drives in this way, for example, would create a
single logical drive with a total disk capacity of 4GB.

Disk spanning is considered non-RAID due to the fact that it provides neither redundancy
nor improved performance. Disk spanning is inexpensive, flexible, and easy to
implement; however, it does not improve the performance of the drives and any single
disk failure will result in total data loss.

RAID Levels
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D.3.

D.4.

() 2cBHarddrive

1 GB Hard drive

@ 2 GB Hard drive

Logical 2+3+1+2=8GB Logical Drive
Drive

RAID 0

RAID 0 implements block striping where data is broken into logical blocks and striped
across several drives. Although called RAID 0, this is not a true implementation of
RAID because there is no facility for redundancy. In the event of a disk failure, data is
lost.

In block striping, the total disk capacity is equivalent to the sum of the capacities of all
drives in the array. This combination of drives appears to the system as a single logical
drive.

RAID 0 provides the highest performance without redundancy. It is fast because data can
be simultaneously transferred to/from multiple disks. Furthermore, read/writes to
different drives can be processed concurrently.

Logical Drive
T Physical Disks
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_Block2_ RN - VA
_Block3 o2
_Blockd

Block 5 4
~—Elock6_
Block 7 :
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RAID 1

RAID 1 implements disk mirroring where a copy of the same data is recorded onto two
sets of striped drives. By keeping two copies of data on separate disks or arrays, data is
protected against a disk failure. If, at any time, a disk on either side fails, the good disks
can provide all of the data needed, thus preventing downtime.

In disk mirroring, the total disk capacity is equivalent to half the sum of the capacities of
all drives in the combination. Thus, combining four 1GB drives, for example, would
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create a single logical drive with a total disk capacity of 2GB. This combination of
drives appears to the system as a single logical drive.

RAID 1 is simple and easy to implement; however, it is more expensive as it doubles the
investment required for a non-redundant disk array implementation.

Logical Drive
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Block 4

In addition to the data protection RAID 1 provides, this RAID level also improves
performance. In cases where multiple concurrent 1/Os are occurring, these I/Os can be
distributed between two disk copies, thus reducing total effective data access time.

D.5. RAID 1(0+1)

RAID 1(0+1) combines RAID 0 and RAID 1 — Mirroring and Disk Striping. RAID (0+1)
allows multiple drive failure because of the full redundancy of the hard disk drives. If
more than two hard disk drives are chosen for RAID 1, RAID (0+1) will be performed
automatically.

IMPORTANT: RAID (0+1) will not appear in the list of RAID levels supported by the controller. If you
wish to perform RAID 1, the controller will determine whether to perform RAID 1 or RAID (0+1). This will
depend on the drive number that has been selected for the logical drive.

Physical Disks
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<> Block 1 Block 2
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D.6.

D.7.

RAID 3

RAID 3 implements block striping with dedicated parity. This RAID level breaks data
into logical blocks, the size of a disk block, and then stripes these blocks across several
drives. One drive is dedicated to parity. In the event a disk fails, the original data can be
reconstructed from the parity information.

In RAID 3, the total disk capacity is equivalent to the sum of the capacities of all drives
in the combination, excluding the parity drive. Thus, combining four 1GB drives, for
example, would create a single logical drive with a total disk capacity of 3GB. This
combination appears to the system as a single logical drive.

RAID 3 provides increased data transfer rates when data is being accessed in large
chunks or sequentially.

However, in write operations that do not span multiple drives, performance is reduced
since the information stored in the parity drive needs to be re-calculated and re-written
every time new data is written to any of the data disks.

Logical Drive Physical Disks
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RAID 5

RAID 5 implements multiple-block striping with distributed parity. This RAID level
offers the same redundancy available in RAID 3; though the parity information this time
is distributed across all disks in the array. Data and relative parity are never stored on the
same disk. In the event a disk fails, original data can be reconstructed using the available
parity information.

For small I/Os, as few as one disk may be activated for improved access speed.

RAID 5 offers both increased data transfer rates when data is being accessed in large
chunks or sequentially and reduced total effective data access time for multiple
concurrent I/O’s that do not span multiple drives.
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Appendix E.  Additional References

E.1.

E.2.

E.3.

This appendix provides direction to additional references that may be useful in creating
and operating a RAID, and in using RAIDWatch and RAIDWatch Manager.

Java Runtime Environment

JRE (Java Runtime Environment) is a shareware product from Sun/Solaris. Two
websites that may be of use relative to JRE are:

The main Java website URL: java.sun.com

The JRE download website URL: www.sun.com/software/solaris/jre/download.html

RAIDWatch Update Downloads & Upgrading

Infortrend will provide RAIDWatch agent and RAIDWatch Manager updates
periodically both via our ftp server and as new CD releases. Our FTP site can be
accessed via our websites at:

www.infortrend.com

www.infortrend.com.tw

Uninstalling RAIDWatch

RAIDWatch agents and RAIDWatch Manager can be uninstalled. Choose the Uninstall
icon in the RAIDWatch group or type “uninstall” in the ust/hybrid/bin subdirectory under
Unix-based systems.
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management functions, 1-3

map LD partition, 9-1, 9-6

MAPI, 2-2, 2-7

mapping logical volume, 1-3

Mask, 13-7, 14-10

max LD capacity, 8-23, 8-26

maximum free capacity, 8-11, 8-28

maximum queued 1/O count, 6-4

menu bar, 12-16

menu bar, 4-12, 4-13

menu bar, App-2

modem settings, 11-7

multiple management sessions, 1-2

mute beeper, 6-9

~-N--

Name, 14-9

narrow transfer, 7-4, 7-7
Navigation Panel, 4-17
Negotiation Interval, 3-4
Negotiation Interval, 3-6
NetBEUI, 2-2, 2-7

network broadcast, 2-2

network hardware MAC, 6-11
Notification command button, 12-14
Notification command button, 4-9
notification methods, 11-2
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Notification Processing Center, 11-1
notifications, 4-28

NPC, 11-1, 11-3, 12-1

NPC, 3-5

NPC, configuration, 11-7

NPC, redundant modules, 11-1, 11-4
NVRAM, 7-7

_-O--

Open menu., 4-13

operation mode, 7-3

Optimization for Random I/O, 6-3
optimization for sequential 1/0O, 6-3
optimization policy, 6-3

Out-Band, 2-10, 2-11

—-P—

pager notification, 11-2, 11-12

Pager Settings, 3-11

pager, 11-2

Pand View, 13-2, 13-6, 14-2, 14-3

partitions, 1-3, 4-18, 8-32, 9-1

Partner Fail, 13-6

password protection, 1-3, 1-5, 4-7, 4-10, 5-6

password, 6-8

Peer Host, 3-6

Peer's Port Number, 3-6

Physical Drives window, 5-3

physical drives, 1-4, 4-20, 4-26, 4-27, 5-3,8-
4,10-12

Physical View, 4-17, 4-20, 4-27, 7-2

PID, 7-1, 7-4, 7-6, 13-6, 14-9

pop-up menu, 1-4

port number, 3-5, 3-7

PPP configuration, 6-12

PPP routing status, 6-12

Primary Agent host, 4-6

primary agent, 3-3, 3-5,4-3, 11-4

program updates, 2-22

PSU status, 13-8, 14-7

PSU, 13-3

pull-down menu, 1-4
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RAID Chart, 2-3

RAID levels, 5-2, 8-22, App-15, App-17,
App-20

RAID systems manager, 4-4

RAID View command, 4-13

RAID View, 4-10, 4-16, 4-17, 4-27, 6-2

RAIDWatch CD, 2-8

Read/Write Average, 4-30

Read/Write History, 4-30

read/write statistics, 10-15

real-time event notices, 12-3

real-time event notices, 1-3

real-time monitoring, 12-3, 12-16

real-time reporting, 1-2

rear panel, 13-3

rear view, 13-3, 14-3

rebuilding LD, 1-3, 8-1, 8-18, 8-19

Receiver’s Email, 3-14

Red Hat Linux, 2-6

redundant controller channel, 6-9, 6-14

redundant controller configuration, 6-9, 6-14

redundant mode, 7-3

remote management, 1-3, 1-5, 2-2, 4-1, 4-4,
12-3, 12-7

replacement drives, 5-3

reserved space, 2-17

reset controller, 6-9

RS-232C ports, 2-23

_-S--

SAF-TE Bus, 4-22, 4-23

SAF-TE controller, 4-25

SAF-TE device check period, 6-5
SAF-TE device, 4-24, 4-25, 10-2, 10-3
SATA, 1-2, 14-2

scan new drive, 7-8, 8-3

scroll bars, 4-15, 10-14

SCSI ID, 5-5, 7-1, 7-3, 7-4, 7-5, 8-19
SCSl-to-SCsl, 1-2

Secondary Agent, 3-7, 4-3

Secure Sockets Layer, 3-5

select LUN, 9-5

select partition, 9-5, 9-8
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Sender’s Email, 3-13

serial port, 6-12, 11-7, 14-9

SES, 10-5, 10-6

severity events, Level 1, 11-1, 11-5
severity events, Level 2, 11-1, 11-5
severity events, Level 3, 11-1, 11-6
severity levels, 12-19

shutdown controller, 6-9

SID, 7-4, 7-6, 13-6, 14-9

size to expand, 8-29

SMTP Server, 3-13

SNMP errors, App-5

SNMP Settings, 3-14

SNMP Trap List, 3-15

SNMP trap, 1-3, 11-2, 11-15
SNMP, 2-2, 2-7

software requirements, 2-2, 2-8
Solaris Platforms, 2-4

Solaris, 1-3, 2-4

spare drive management, 8-17

spare drive, 5-3, 5-4, 5-5, 1-3, 8-1, 8-15, 8-

16, 8-17, 8-18
SSL enable, 3-5
statistics command button, 10-15
Statistics command, 4-13
statistics monitoring, 1-3, 10-15
Statistics window, 4-13
Statistics, 4-29
status bar, 12-16
status bar, 4-15
subnet mask, 6-11
sustained read/write, 4-29, 4-30
synchronized cache communiation, 7-3
synchronous communication, 7-1, 7-4
synchronous transfer clock rate, 7-4
synchronous transfer clock signal, 7-4
synchronous transfer clock, 7-6
synchronous transfer mode, 7-4
system functions, 6-9
system information, 6-7

~T--

target channel, 7-5

TCP Port Numbers, 4-11
TCP/IP, 1-3, 1-5, 6-11
terminal emulation status, 6-12
termination, 7-1, 7-3, 7-5
Tile command, 4-13

Tile In-Window, 4-13
time, 6-8

toolbar, 4-12

transfer clock rate, 7-1
transfer rate, 4-27
transfer width, 7-1
troubleshooting, App-5

—-U--

user-configurable message, 1-3

View and Edit LD Partition table, 8-32

view and edit LV partition table, 8-35
View menu, 4-14

_-W--

warnings, 4-28

wide transfer, 7-4, 7-7

windows display area, 4-14, 4-15
Windows NT, 1-3

Windows platforms, 2-6

write verify on LD initialization, 6-6
write verify on LD rebuild, 6-6

write verify on normal drives access, 6-6
WWN name, 9-13
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