OTRS

Real Services

Documentation

OTRS 3.3 - Admin Manual

Build Date:
2013-04-30




OTRS

Real Services

OTRS 3.3 - Admin Manual
Copyright © 2003-2013 OTRS AG

René Bakker, Stefan Bedorf, Michiel Beijen, Shawn Beasley, Hauke Bottcher, Jens Bothe, Udo Bretz, Martin Edenhofer,
Carlos Javier Garcia, Martin Gruner, Manuel Hecht, Christopher Kuhn, André Mindermann, Marc Nilius, Elva Maria
Novoa, Henning Oschwald, Martha Elia Pascual, Thomas Raith, Carlos Fernando Rodriguez, Stefan Rother, Burchard
Steinbild, Michael Thiessmeier, Daniel Zamorano.

This work is copyrighted by OTRS AG.

You may copy it in whole or in part as long as the copies retain this copyright statement.

The source code of this document can be found at github, in the repository doc-admin.

UNIX is a registered trademark of X/Open Company Limited. Linux is a registered trademark of Linus Torvalds.

MS-DOS, Windows, Windows 95, Windows 98, Windows NT, Windows 2000, Windows XP, Windows 2003, Windows
Vista and Windows 7 are registered trademarks of Microsoft Corporation. Other trademarks and registered trademarks
are: SUSE and YaST of SUSE Linux GmbH, Red Hat and Fedora are registered trademarks of Red Hat, Inc. Mandrake is
a registered trademark of MandrakeSoft, SA. Debian is a registered trademark of Software in the Public Interest, Inc.
MySQL and the MySQL Logo are registered trademarks of Oracle Corporation and/or its affiliates.

All trade names are used without the guarantee for their free use and are possibly registered trade marks.

OTRS AG essentially follows the notations of the manufacturers. Other products mentioned in this manual may be
trademarks of the respective manufacturer.



http://otrs.github.io
https://github.com/OTRS/doc-admin

OTRS

Real Services

Table of Contents

=] = ol PP PR PP Xi
I a1 o Yo I¥ [t T ] o R PO PP PPPT 1
1. Trouble Ticket Systems - The BaSiCS ..ccuuiiiiiiiiiiiii e 1
1.1. What is a trouble ticket system, and why do you need one? .............ccceeeee. 1

1.2. What is a trouble tiCket? . ... 2

2. OTRS HEIP DESK .ottt e e et e et e e aa e ee 2
2. BaSICS ittt et ee 2

B 1= Y (U] PP 2

2.3. Hardware and software requirements .......cccoooiiiiiiiiiiiinii e 11

2.4, COMMUNIEY ittt e e e et e e et e e et r e e ab e e e aa e eeeans 13

2.5. Professional Services for OTRS ......coiuiiiiiiiiiii e 13

2. INSEAIIATION et 14
1. The simple way - Installation of pre-built packages ..........ccociiviiiiiiiiiins 14
1.1. Installing the RPM 0n @ SUSE LiNUX SEIVEI ....cccovuiiiiiiiiiiiiieeiinecei e 14

1.2. Installing OTRS on a Red Hat Enterprise Linux or CentOS system .............. 16

1.3. Installing OTRS on a Debian SYSteM ....cccuiiiiiiiiiiiici e 21

1.4. Installing OTRS on a Ubuntu System .........cooiiiiiiiiiiiii e 21

1.5. Installing OTRS on Microsoft Windows SyStems .........cc.oeviiiniiiiiiniiiineeiiis 21

2. Installation from source (LinUX, UNIX) ..o e s e e 23
2.1. Preparing the installation from SOUICEe .........ccooviiiiiiiiiiiiiii e, 23

2.2. Installation of Perl ModuUIES ........cooiuiiiiiiiii e 24

2.3. Configuring the Apache web Server .......cccooiiiiiiiiii e, 25

2.4. Configuring the database .........ccoiiiiiiiiiiiii e 26

2.5. Setting up the cron jobs fOr OTRS ... 27

2.6. OTRS SChedUIEr SEIVICE ...ccvuiiiii it 30

3. Using the web installer ... 30
4. Upgrading the OTRS FrameEeWOrK ........ccuuiiiiiiiiiiiiniiiieie et 34
5. Upgrading Windows INStall@r ... 39
6. Additional @appliCAtiONS ....c..iiiiiiiiii e 39
B. L. FAQ ettt e e e eaas 39

T 151 S =] =] o LS PP PP PPPTPPRRRPPIN 40
1. Agent Web INtEITACE ..oouniii e 40
2. Customer Web iNterfaCe ... 40
3. PUDIIC WED INEEITACE .ouiiii i 41
O 1 =1l [ Yo 1o R P TP PP 42
5. The web interface - @an OVEIVIEW ........iiiiiiiiiiiii e 42
6. The DashbOard ........oiiiiiiiiiii et e et e e e e e aes 44
7. WHhaAt IS @ QUEBUE? ittt e e e e e et e e et e e et eeeaa s 48
8. USEI PrefBIENCES .ot 49
4. ADMINISTIAtION L.t et e e e e e e 51
1. The ADMIN area Of OTRS ...ttt et e et a et e e ea e eees 51
1.0, BASICS tituiiiinieiiiie ittt et e e et e rn e eaan 51

1.2. Agents, Groups and ROIES .....coiuuiiiiiiiii e 51

1.3. Customers and CUSEOMEr GrOUPS ...cuuuviiiuniiiiieiiiineiei e eei e et r e e e e e eanas 60

I S O T U T =P 63

1.5. Salutations, signatures, attachments and templates .........cccoociiviiiinniinnnnn. 65

O AU L o =Ty oo o K] =L PP 76

1.7. EMAil @dArESSES ...iiiiiiiiii it 78

1.8. NOLIfICAtIONS ooeieiiii i 79

1.9, SMIME oo e 81
100, PGP it e e e e ae 82




OTRS

Real Services

I O Y = | =1 PPN 83
1.02, SYSCONTIG tiitiiiiiiii it 84
1.13. Using Mail @CCOUNES ...uuiiiiiiiiii e 84
1.14. Filtering incoming email MEeSSAQES ....ccuviiiiiiiiiiiiii e 85
1.15. Executing automated jobs with the GenericAgent .........ccoovviiiiiiiininnnnnn, 88
1.16. ADMIN @Ml cenniie e 90
1.17. SeSSioN ManNagEMENT ...iuuiiiiiii e 90
L1.18. SYSEEM LOQ tiuiitiiiiiiiit it et e e e na 91
1.19. SQL queries via the SQL DOX ..iicviiiiiiiiiiiii e 92
1.20. PacKage Manager .ottt e 93
1.21. WED SEIVICES ..ot 93
1.22. DYNAMIC FIEIAS .uuiiiiiiiiii i 94

2. System Configuration ... 95
2.1. OTRS CONFIG @S .irtiiiiiiii i 95

2.2. Configuring the system through the web interface ...........ccooiiiiiiiinns 96

3. Backing Up the SYSTEM . 97
3L BaACKUPD ittt 97
32, RSO e ot 97

4, EMaAil SEEEINGS ottt 98
4.1. Sending/Receiving €mails ......cviiiiiiiiiiiii 98

4.2. Secure email WIith PGP ..o 103

4.3. Secure email With S/MIME ...t 106

5. Using external backends .....ccouiiiiiiiiiie e 109
5.1. CUSTOMEr Aata ....uiiiiiiii e 109

5.2. Customer user backend ...........ooiiiiiiiiiii 109

5.3. Backends to authenticate Agents and CUuStoOmMers ........cccocevviiiiiiiiiiiiiinnns 117

5.4. Customizing the customer self-registration ...........cc.ccooiiiiiiiicinnenn, 121

6. TICKEE SEEEINGS 1iiuiiiiiii i 123
6.1. Ticket STates ... 123

6.2, TICKEL PriOriti@S ..oviiiiiiiii it 127

6.3. Ticket Responsibility & Ticket Watching .........ccoovviiiiiiiiicinii 127

7. Time related fUNCLIONS ... e e 130
7.1. Setting up business hours, holidays and time zones ...........cccceevviiiiineenn, 130

7.2. Automated UnIOCKING ..ouiiiiiiiiii e 131

8. Customizing the PDF OUEPUL ... 131
9. SEALS MOAUIE .. e 132
9.1. Handling of the module by the agent ...........ccooiiiiiiiii e, 132

9.2. Administration of the stats module by the OTRS administrator ................ 142

9.3. Administration of the stats module by the system administrator ............. 142

10. DYNAmMIC FIEIAS .ovuiiiiiiiiii e e 144
10.1. INErOdUCHION oeeece e 144
10.2. Configuration ..o 145

11. GeNneriC INTEIACE ..ocoi ettt 165
11.1. Generic INterfaCe LaYErS ....iiiiiiiiiiii it 165
11.2. Generic Interface Communication FIOW ..........cccoooviiiiiiiiiii e, 167
11.3. WED SEIVICES ..o et eeas 170
11.4. Web Service Graphical Interface ......ccoociiiiiiiiiciii 170
11.5. Web Service Command Line Interface ..........cccooveiiiiiiiiiiiiic e, 187
11.6. Web Service Configuration .......coccoviiiiiiiiiiiii e 189

0 R @0 T o =T ot o] T TP 196

12. OTRS SCREAUIBT . ettt e e ees 207
12.1. Scheduler Graphical Interface ........ccooviiiiiiiii i, 207
12.2. Scheduler Command Line Interface .......ccoooveviiiiiiiiii e, 209

5. CUSEOMUIZATION .o e eans 213




OTRS

Real Services

1. AcCess CONrol LiSES (ACLS) .oevuuiiiiiiiiiiieieii ettt e et ettt e e e e e e e e ea e ees 213
1.0, INErOdUCHION e e 213

L 2, EXAMIPIES et 213

1.3, REFEIENCE i e 215

2. Process ManagemEnt .. 219
2.1, INErOAUCHION oeee e 219

2.2, EXGMPIE PrOCESS .ivuiiitiiiiiiiiiii ittt e e e et et e e et e e 219

2.3. Implementing the example ..o 219

2.4. Process configuration reference .......covviiiiiiiiicin 245

3. Creating your OWN themMES ... 264
4. Localization of the OTRS frontend ...........cooiiiiiiiiiiii e 264
6. PerformancCe TUNING ... e e e e e e e e aa e et e eans 265
O B I S TP OPPTR PPN 265
1.1. TicketINndeXMOAUIE .....couniiii e e 265

1.2, TicketStorageModule ..o 265

1.3, Archiving TiCKets ..o 266

2. DaAtabase .o e 266
2.1 MY S QL ittt e e e e e a e ae 267
2.2, POSEGIrESQL oottt 267

SR =T o 11T V=T PP TPPP PP 267
3.1. Pre-established database connections ...........ccoooiiiiiiiiiiii 267

3.2. Preloaded modules - startup.pl ....coouoiiiiiiiiii 267

3.3. Reload Perl modules when updated on disk .........ccovvvviiiiiiiiiiiicinc e, 267

3.4. Choosing the Right Strategy .....ccooiviiiiiiiii 267

3.5. mod_gzip/mod_deflate ... 268

A, ADdItiONAl RESOUICES .....iieiiiiieiiee ittt ettt e et et e et et e e et e e et e e ean e eeanaaaee 269
1. WEDSItE OTRS GIOUP evuiruiitiitieiietiiteineetessiesataeata e et e ease e e et e st e et e e an e et etneeanns 269
2. MaAiliNG [iSES iuuiiit ittt 269
I T U 1= =T g o ¥ PP 270
T =0 Lo I o =Y of [ o [ PP 270
5. CommerCial SUPPOIT .ounii i 270
B. Configuration Options RefEreNCe ...t e 271
L. DY NAMICFIEIAS ittt e 271
1.1. DynamicFields::Driver::Registration .............ccooviiiiiiiiiiiini i 271

1.2. DynamicFields::ObjectType::Registration ..........ccccovviiiiiiiiiiiiiicininin, 272

1.3. Frontend::Admin::ModuleRegistration ...........cccccovviiiiiiiiinin e, 273

1.4. Frontend::Agent::Prefere€nCEeS .....cviiiiiiiiiiii i, 276

2. FrAMEWOIK ettt ettt e et e et e e et et et e e e e ean e ee 276
0 T o < PP 276

2.2, COreiiCaCNE i e 285

2.3. Core::CuStoMErCOMPANY ..cuieieeitiiiiie ettt et e e e e e eeeen 285

2.4, Core:iiCUSTOMEIUSEN ....iviiet ittt 286

2.5, Core:LinKODJECE .iiuiiiii 286

2.0, COrEIILOg it 287

2.7. COreiiMIME-VIEWEL ....uuiiiiieiiii ettt e et e e e e eens 289

2.8. COre:iiMIrTOrDB ....iiiiiii et et 290

2.9, COrEIIPDF e e 290
2.10. COreiiPaCKAGgE ..iiiiiiiiiiiiii e e 293
2.11. Core::PerformanCeLlog .....iiiiiii i 295
2.12. Core::ReferenceData .......coouiiiiiiiii e 295
2.13. COrEiiSOAP . 296
2.14. Core::SendmMail ... 296
2.15. COM@IiSESSION .ottt et e 299
2.16. Core::SPellCRECKET .. 302




OTRS

Real Services

2.17. COreiiStatS .ot 303
2.18. Core::Stats:iGraph .. 304
2.19. COMEITIME ettt ettt e et e e et e et e e et e e e e e ea e eaa s 308
2.20. Core::Time:iCalendarl ......coouuiiiiiiii e e 311
2.21. Core::Time:iCalendar2 ..o 314
2.22. Core::Time:iCalendar3 ... 316
2.23. Core::Time:iCalendard ... et 319
2.24. Core::Time:iCalendard ... 321
2.25. Core::Time:iCalendarh ...........ooveeiiiiiiieie et 324
2.26. Core::Time:iCalendarT ......oooee i e e 326
2.27. Core::Time:iCalendard ..ot 329
2.28. Core::Time:iCalendar ... 331
2.29. COrEIIWED e ees 334
2.30. Core::WebUsSErAGENT ..o 346
2.31. CryptiiPGP e e 346
2.32. CryptiiSMIME ....oeiiiei e e e 348
2.33. CustomerinformationCenter ... 350
2.34. Frontend i AdMIN ..o 350
2.35. Frontend::Admin::AdminCustomerUSer .........cc.oiviiiiiiiiiieee e 350
2.36. Frontend::Admin::ModuleRegistration ...........cccocciviiiiiiiiiiiicinn e 351
2.37. Frontend: i AGENE Lo 361
2.38. Frontend::Agent::Dashboard ...........ccooviiiiiiiiii 367
2.39. Frontend::Agent::LinKODJeCt . ..o 372
2.40. Frontend::Agent::ModuleMetaHead ...........ccooiiiiiiiiiiiii 372
2.41. Frontend::Agent::ModuleNOTIfy .....ccociuiiiiiiiiiiiii 372
2.42. Frontend::Agent::ModuleRegistration ........ccccccoiiiiiiiiiiiinin i 374
2.43. Frontend::Agent::NavBarModule ........ccoiiiiiiiiiiii e 380
2.44. Frontend::Agent::PreferenCeS .....icoiiiiiiiiiii i 380
2.45. Frontend::Agent::SearChROULEr .......c.iiiiiiiiiiiiici 384
2.46. Frontend::Agent::iStats ...oiiiiiiiiii s 385
2.47. Frontend:iCUSTOMET ...ttt e e e e eee e e 387
2.48. Frontend::Customer::Auth ... 394
2.49. Frontend::Customer::ModuleMetaHead .............cccooiiiiiiiiiiiiiii s 400
2.50. Frontend::Customer::ModuleNOtify .........ccoooiiiiiiiiiiiii 401
2.51. Frontend::Customer::ModuleRegistration .........c..ccoovviiiiiiiiiiiiiiinen, 401
2.52. Frontend::Customer::Preferences ........ccooooeuiiiiiiiiiiiiieeee e 402
2.53. Frontend:iPUBIIC ..o 405
2.54. Frontend::Public::ModuleRegistration .........cc.ccooviiiiiiiiiiniiii 405
3. GeNeriCINTEITACE .o 406
3.1, COre:TICKET oo e 406
3.2. Frontend::Admin::ModuleRegistration ............cccovviiiiiiiiii 406
3.3. Genericlnterface::Invoker::ModuleRegistration ..........c.cccovviviiiiiiiiinennnn, 409
3.4. Genericlnterface::Mapping::ModuleRegistration ............cccovviiiiiiiiiiiinnnnn. 410
3.5. GenericInterface::Operation::ModuleRegistration ..........c..ccoovviiiiiiininnnnn. 410
3.6. Genericlnterface::Operation::TicketCreate ......c..ccooviiiiiiiiiiii e, 412
3.7. Genericlnterface::Operation::TicketUpdate ..........ccovviiiiniiiiiinin i 413
3.8. Genericlnterface::Transport::ModuleRegistration .........c..ccooeiviiiiiniinnnn, 414
3.9. Genericlnterface::WebsServiCe ... 415
4. ProCessManagemeEnt .. 416
O o ] < PP 416
4.2, COreiiTICKEL oot e et e 418
4.3. Frontend::Admin::ModuleRegistration ........c..ccoooiiiiiiiiininii e, 418
4.4, Frontend::Agent::ModuleRegistration ..........ccoccoeviiiiiiiiiniii 421
4.5, Frontend::Agent::NavBarModule ..........ccooiiiiiiiiiii 421

Vi



OTRS

Real Services

4.6. Frontend::Agent::Ticket::VieWProCess .......ccoociviiiiiiiiiiii i 422
4.7. Frontend::Agent::Ticket::ViewZoom ......coociiiiiiiiiiiiiii e 422
4.8. Frontend::Customer::ModuleRegistration .............ccovviiiiiiiiiiicin i 423
4.9. Frontend::Customer::NavBarModule ............cooiiiiiiiiiii e 424
5. SCREAUIET .o et et 424
T S o ] PPN 424
I o] =1 e T H PP PPPRP 425
5.3, COreiiWED oo 425
5.4. Frontend::Admin::ModuleRegistration ..........cccoviiiiiiiiiiiiii 426
5.5. Frontend::Agent::ModuleNOLIfy .....coccoviiiiiiiiiii 426
ST 1 [o] (=] PP TUPPTRN 426
T T o = PP 426
6.2. Core::CuStoOMErCOMPANY ..iuiiiieiit ittt e e e e eaeen 426
6.3. Core:FUlltextSearch ... 427
6.4, Core:LinNKODJECE .. ivuiiiii i 429
6.5. CoreiiPOSIMASTEr ..cvuieiii e 429
6.6, COreiiSTAtS oouiiiiii e 439
B.7. COreiTICKET .o 440
6.8. COre:iTICKETACL ..ot et e e 457
6.9. Core:TicketBUIKACTION ...c.ueiiii e 460
6.10. Core::TicketDynamicFieldDefault ............cooviiiiiiiini e, 460
6.11. Core::TicketWatCher ... e 466
6.12. Frontend:iAdMIN ... 466
6.13. Frontend::Admin::ModuleRegistration ...........cccociviiiiiiiiiiiicinin e 468
6.14. FroNteNd: i AGENE Lottt 476
6.15. Frontend::Agent::Dashboard ........ccccoiviiiiiiiiiii 483
6.16. Frontend::Agent::Dashboard::EventsTicketCalendar ..............cccocevrvnnnnnn. 493
6.17. Frontend::Agent::Dashboard::TicketFilters ........c..cccovviiiiiniiiiiiinenn, 494
6.18. Frontend::Agent::ModuleMetaHead ...........ccoooiiiiiiiiiciii 495
6.19. Frontend::Agent::ModuleNOLIfy .....ccoiiuiiiiiiiiiiii 495
6.20. Frontend::Agent::ModuleRegistration ............ccooviiiiiiiiiiicini 495
6.21. Frontend::Agent::Prefere@nCEaS ......coiiiiiiiiiiiiiii i 508
6.22. Frontend::Agent::SearChROULEN ........ccoccviiiiiiiiiii 513
6.23. Frontend::Agent::Ticket::ArticleAttachmentModule ...........ccooviviiiiiiinnnnn, 514
6.24. Frontend::Agent::Ticket::ArticleComposeModule ...........ccoovviviiiiiniiinnn, 514
6.25. Frontend::Agent::Ticket::ArticleViewModule ........cc.coeviiiiiiiniiiiii 515
6.26. Frontend::Agent::Ticket::ArticleViewModulePre ........cc.ccoovviiiiiiiiiniiinnnnnnn, 515
6.27. Frontend::Agent::Ticket::MenuModule ...........ccooviiiiiiiiiii 516
6.28. Frontend::Agent::Ticket::MenuModulePre ..........ccoccceviiiiiiii i, 523
6.29. Frontend::Agent::Ticket::OverviewMenuModule ...........ccoovviiiiiiiiiniiinnnnnn, 526
6.30. Frontend::Agent::Ticket::VieWBOUNCE .......ccoccvviiiiiiiniiiiiiinc e 526
6.31. Frontend::Agent::Ticket::VIieWBUIK ......ccccoviiiiiiiiiiiiii e 527
6.32. Frontend::Agent::Ticket::VIieWCIOSE .....cc.oviiiiiiiiiiiii e 530
6.33. Frontend::Agent::Ticket::ViewCompPoOSe ....cvviiiiiiiiiiiiiiii e 537
6.34. Frontend::Agent::Ticket::ViewCUuStOMEr ........covviiiiiiiiiini e, 540
6.35. Frontend::Agent::Ticket::ViewEMailNeW ........ccoociiiiiiiiniiiii e, 540
6.36. Frontend::Agent::Ticket::ViewEscalation ..........ccocceviiiiiiiiiicinan, 543
6.37. Frontend::Agent::Ticket::ViewForward ..........ccooociiiiiiiiiiiiini e, 545
6.38. Frontend::Agent::Ticket::ViewFreeTexXt ......cccovviiiiiiiiiiiiii e 547
6.39. Frontend::Agent::Ticket::ViewWHIStory ........ccooviiiiiiiiiinin 554
6.40. Frontend::Agent::Ticket::ViewLocked ..........ccooviiiiiiiiiinin e 554
6.41. Frontend::Agent::Ticket::VIEWMErge ......ccoiiiiiiiiiiiiiiii e 555
6.42. Frontend::Agent::Ticket::VIieWMOVE .......cccoiiiiiiiiiiiiiii e 557
6.43. Frontend::Agent::Ticket::VIieWNOLE .......cccoviiiiiiiiiii e 560

Vii



OTRS

Real Services

6.44. Frontend::Agent::Ticket::VIEeWOWNET ......ccoiuiiiiiiiiiii e e 566
6.45. Frontend::Agent::Ticket::ViewPending ..........ccoovviiiiiiinin e, 573
6.46. Frontend::Agent::Ticket::ViewPhonelnbound ...........ccocoiiiiiiiiiiiininis 580
6.47. Frontend::Agent::Ticket::ViewPhoneNew ...........cooviiiiiiiiinii i, 583
6.48. Frontend::Agent::Ticket::ViewPhoneOutbound ...........cc.ccooviiiiiiiininnenn, 587
6.49. Frontend::Agent::Ticket::ViewWPrint .......cccociiiiiiiiii e, 590
6.50. Frontend::Agent::Ticket::VieWPriority ........ccoooiiiiiiiiiiiiini 590
6.51. Frontend::Agent::Ticket::VIieWQUEUE .......c.ciiiiiiiiiiiiiiiii e 597
6.52. Frontend::Agent::Ticket::ViewResponsible ..........ccoociviiniiiiiicinii 600
6.53. Frontend::Agent::Ticket::ViewSearch ........cccoociiiiiiiiiiiiii 608
6.54. Frontend::Agent::Ticket::ViewStatus .......ccoociviiiiiiiii e, 617
6.55. Frontend::Agent::Ticket::ViewWatch .......ccoocoiiiiiiiiiiiii 618
6.56. Frontend::Agent::Ticket::VieWZOOM ....ccooiuiiiiiiiiiiiiicei e 619
6.57. Frontend::Agent::TICKELOVEIVIEW ....civuiiiiiiiiiiiiiciii e 622
6.58. Frontend::Agent::ToolBarModule .........cccoiiiiiiiiiiiiiiii 625
6.59. Frontend:iCUSTOMIET .ivuiiiiii i 629
6.60. Frontend::Customer::ModuleMetaHead ..............ccoovviiiiiiiinin 632
6.61. Frontend::Customer::ModuleRegistration .........c..ccooviiiiiiiiiiiniiinnn, 632
6.62. Frontend::Customer::Prefere@ncCes .......ccccoviiiiiiiiinii e 635
6.63. Frontend::Customer::Ticket::VIEWNEW .........ccovuiiiiiiiiiiiiiiiiini e 636
6.64. Frontend::Customer::Ticket::VieWPrint .........cccoviiiiiiiiini e 641
6.65. Frontend::Customer::Ticket::ViewSearch ..........cc.ccooviiiiiniiiiiincnn, 641
6.66. Frontend::Customer::Ticket::VIieWZOOmM .......ccovviiiiiiiiiiiiiiiniiiiei e eens 643
6.67. Frontend::Customer::TICKELOVEIVIEW ........cvivviiiiiiiiiiiiiiiiieeiie i cea e e 646
6.68. Frontend::QUeue::Prefere@nCes ......coiviiiiiiiii i 648
6.69. Frontend::SLA::Prefere@NCES ....ccviiiiiiiiiiiiii i 648
6.70. Frontend::Service::PreferencCes ........coviiiiiiiiiii 648

LT O ' =To | PSPPI 650
D. GNU Free Documentation LICENSE .....c.oviiiiiiiiiiiiii i 652
0. PREAMBLE ...ttt et e et e et e e et e eeraaas 652
1. APPLICABILITY AND DEFINITIONS ..ottt eeeees 652
2. VERBATIM COPYING ....iiiiiiieiiiitie ettt ettt e ettt e e e ettt s e e e e et e e aaeaaaneeeaees 653
3. COPYING IN QUANTITY ittt ettt ettt e et e e e e et e e e e ena e 653
4. MODIFICATIONS .ottt ettt e et et e e e e e tb e e e et abb e e eeeaba e eaeenes 654
5. COMBINING DOCUMENTS ..oiiiiiiiiiiieieii ettt e e e 655
6. COLLECTIONS OF DOCUMENTS ...ttt ettt e et e e e eet e e e e eaa e aeens 655
7. AGGREGATION WITH INDEPENDENT WORKS .......oiiiiiiiiiiiiiiiii et 656
8. TRANSLATION L.ttt ettt ettt e e et e e ettt e e e et e e e e e et e e e eebaanas 656
9. TERMINATION oottt ettt e e e ettt e e e e et e e e e e et e e e e e etaaeeeas 656
10. FUTURE REVISIONS OF THIS LICENSE .....ooouiiiiiiiiii e 656
How to use this License for your doCUMENTS ....c.viiiiiiiiiiiiii e 656

viii



OTRS

Real Services

List of Tables

2.1.
4.1.
4.2.
4.3.
4.4,
4.5,
4.6.
4.7.
A.l.

Description of several cron job SCripts. ..o 28
Default groups available on a fresh OTRS installation .........cc.ccooviiiiiiin i, 53
Rights associated With OTRS GrOUPS ...cccuuiiiiiiiiiiieiii ettt e e e e e ees 55
Additional PermiSSION GrOUPS ...cicuiiiiii i e e 56
EVENES FOr AULO @NSWELS ..ot e e et e et e e e e ees 77
Function of the different X-OTRS-h@aders ......c.coiiiiiiiiiiiii e 86
The following fields will be added into the system: .......ccocoiiiiiiiiiii 147
List of init scripts and supported Operating Systems ........cccoovviiiiiiiiiniiii e, 209
MaTINGIISTS et e a s 269




OTRS

Real Services

List of Examples

4.1. Sort spam mails into @ SPECIfIC QUEUE ....iiveiiiiii e 88
4.2, FEECNMIAIINC Lo 100
4.3. Example jobs for the filter module Kernel::System::PostMaster::Filter::Match .......... 101
4.4. Example job for the filter module Kernel::System::PostMaster::Filter::CMD .............. 102
4.5. Example job for the filter module

Kernel::System::PostMaster::Filter::ExternalTicketNumberRecognition .........c...cccceeveennnn. 102
4.6. Configuring a DB customer backend .........ccoooiiiiiii i 110
4.7. Using company tickets with @ DB backend .........cccooviiiiiiiiiiiiiiii e 112
4.8. Configuring an LDAP customer backend .........ccoooiiiiiiiiiiiiiiiiii e 113
4.9. Using Company tickets with an LDAP backend ..........ccoooiiiiiiiiiii e, 114
4.10. Using more than one customer backend with OTRS ..........ccoiiiiiiiiiiii e, 115
4.11. Authenticate agents against @ DB backend ........cccooiviiiiiiiiiiiiiiin e 117
4.12. Authenticate agents against an LDAP backend ..........ccoooiiiiiiiiiii 118
4.13. Authenticate Agents USING HTTPBASIC ....cvcuuiiiiiiiiiiiieiiiieeci e 119
4.14. Authenticate Agents against a Radius backend ...........cccooiiiiiiiii e, 119
4.15. Customer user authentication against a DB backend ...........cccooviiiiiiiiiiinnnees 120
4.16. Customer user authentication against an LDAP backend ..........cccoooviiiiiiiiinnns 120
4.17. Customer user authentication with HTTPBASIC ........ccocveviiiiiiiiiiiiiiiiei e, 121
4.18. Customer user authentication against a Radius backend .........ccc.occciiviiiiiiiiinnnennn. 121
4.19. Definition of a value series - one elemeNnt .........coiiiiiiiiiin 140
4.20. Definition of a value series - two elements ........cocoiiviiiiiiiiiii 140
4.21. Activate Fieldl in New Phone Ticket SCreen. ......oooviiiiiiiiiiiiiii e 157
4.22. Activate Fieldl in New Phone Ticket Screen as mandatory. ........cccoovveiiiiiiiiiiinns 158
4.23. Activate several fields in New Phone Ticket Screen. .......cccocoeiiiiiiiiiiiiiii e, 159
4.24. Deactivate some fields in New Phone Ticket Screen. .....c.c.occoovviiiiiiiiiiniiiiiniiiineees 160
4.25. Activate Fieldl in Ticket ZoOm SCreen. ... e 161
4.26. Activate Fieldl in Ticket Overview Small SCreens. ........cccoivviiiiiiiiniiiiiecee e, 162
4.27. Activate Fieldl in TicketCreate event. .......ciiiiiiiiiiiiii e 163
4.28. Activate Fieldl in the User preferencCes. ..o 164
4.29. Example to start the OTRS Scheduler on lINUX ......ocuoviiiiiniiiiiniieci e, 209
4.30. Example To Start The OTRS SchedUler ........c.vviiiiiiiiiiii e 210
4.31. Example to force stop the OTRS Scheduler ..........cooiiiiiiiiiiiii e 210
4.32. Example to register the OTRS Scheduler as a Windows Service ........cccoovvvviveennnns 211
4.33. Example to start the OTRS Scheduler on Windows .........c.coooeviiiiiiiniiiiiniieiineeeineees 211
4.34. Example to force stop the OTRS Scheduler on Windows .........c.ccovvvviiiiiiiiiiinieennnns 212

5.1. ACL allowing movement into a queue of only those tickets with ticket priority 5.... 213
5.2. ACL allowing movement into a queue of only those tickets with ticket priority 5

stored in the database. .. 214
5.3. ACL disabling the closing of tickets in the raw queue, and hiding the close button.

......................................................................................................................................... 214
5.4. ACL removing always state closed successful. ......ccooiviiiiiiiiiiiiii 215
5.5. ACL only showing Hardware services for tickets that are created in queues that

SEArE WL TH e 215
5.6. Reference showing all possible important ACL settings. ......cccoooeiiviiiiiiiiiiniiiiineeennnn, 216




OTRS

Real Services

Preface

This book is intended for use by OTRS administrators. It also serves as a good reference for
OTRS newbies.

The following chapters describe the installation, configuration, and administration of the
OTRS software. The first third of the text describes key functionality of the software, while
the remainder serves as a reference to the full set of configurable parameters.

This book continues to be a work in progress, given a moving target on new releases. We need
your feedback in order to make this a high quality reference document: one that is usable,
accurate, and complete. Please write to us if you find content missing in this book, if things
are not explained sufficiently, or even if you see spelling mistakes, grammatical errors, or
typos. Any kind of feedback is highly appreciated and should be made via our bug tracking
system on http://bugs.otrs.org. Thanks in advance for your contributions!
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Chapter 1. Introduction
1. Trouble Ticket Systems - The Basics

This chapter offers a brief introduction to trouble ticket systems, along with an explanation
of the core concept of a trouble ticket. A quick example illustrates the advantages of using
such a system.

1.1. What is a trouble ticket system, and why do you need one?

The following example describes what a trouble ticket system is, and how you might benefit
from using such a system at your company.

Let's imagine that Max is a manufacturer of video recorders. Max receives many messages
from customers needing help with the devices. Some days, he is unable to respond promptly
or even acknowledge the messages. Some customers get impatient and write a second
message with the same question. All messages containing support requests are stored in a
single inbox folder. The requests are not sorted, and Max responds to the messages using
a regular email program.

Since Max cannot reply fast enough to all the messages, he is assisted by the developers Joe
and John in this. Joe and John use the same mail system, accessing the same inbox. They don't
realize that Max often gets two identical requests from one frustrated customer. Sometimes
they both end up responding separately to the same request, with the customer receiving
two different answers. Furthermore, Max is unaware of the details of their responses. He is
also unaware of the details of the customer problems and their resolutions, such as which
problems occur with high frequency, or how much time and money he has to spend on
customer support.

At a meeting, a colleague tells Max about trouble ticket systems and how they can solve
Max's problems with customer support. After looking for information on the Internet, Max
decides to install OTRS on a computer that is accessible from the web by both his customers
and his employees. Now, the customer requests are no longer sent to Max's private inbox but
to the mail account that is used for OTRS. The ticket system is connected to this mailbox and
saves all requests in its database. For every new request, the system automatically generates
an answer and sends it to the customer so that the customer knows that his request has
arrived and will be answered soon. OTRS generates an explicit reference, the ticket number,
for every single request. Customers are now happy because their requests are acknowledged
and it is not necessary to send a second message with the same question. Max, John, and
Joe can now log into OTRS with a simple web browser and answer the requests. Since the
system locks a ticket that is answered, no message is edited twice.

Let's imagine that Mr. Smith makes a request to Max's company, and his message is
processed by OTRS. John gives a brief reply to his question. But Mr. Smith has a follow-up
guestion, which he posts via a reply to John's mail. Since John is busy, Max now answers
Mr. Smith's message. The history function of OTRS allows Max to see the full sequence of
communications on this request, and he responds with a more detailed reply. Mr. Smith does
not know that multiple service representatives were involved in resolving his request, and
he is happy with the details that arrived in Max's last reply.

Of course, this is only a short preview of the possibilities and features of trouble ticket
systems. But if your company has to attend to a high volume of customer requests through
emails and phone calls, and if different service representatives need to respond at different
times, a ticket system can be of great assistance. It can help streamline work flow processes,
add efficiencies, and improve your overall productivity. A ticket system helps you to flexibly
structure your Support or Help Desk environment. Communications between customers and
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service staff become more transparent. The net result is an increase in service effectiveness.
And no doubt, satisfied customers will translate into better financial results for your company.

1.2. What is a trouble ticket?

A trouble ticket is similar to a medical report created for a hospital patient. When a patient
first visits the hospital, a medical report is created to hold all necessary personal and medical
information on him. Over multiple visits, as he is attended to by the same or additional
doctors, the attending doctor updates the report by adding new information on the patient's
health and the ongoing treatment. This allows any other doctors or the nursing staff to get
a complete picture on the case at hand. When the patient recovers and leaves the hospital,
all information from the medical report is archived and the report is closed.

Trouble ticket systems such as OTRS handle trouble tickets like normal email. The messages
are saved in the system. When a customer sends a request, a new ticket is generated by
the system which is comparable to a new medical report being created. The response to
this new ticket is comparable to a doctor's entry in the medical report. A ticket is closed if
an answer is sent back to the customer, or if the ticket is separately closed by the system.
If a customer responds again on an already closed ticket, the ticket is reopened with the
new information added. Every ticket is stored and archived with complete information. Since
tickets are handled like normal emails, attachments and contextual annotations will also
be stored with each email. In addition, information on relevant dates, employees involved,
working time needed for ticket resolution, etc. are also saved. At any later stage, tickets can
be sorted, and it is possible to search through and analyze all information using different
filtering mechanisms.

2. OTRS Help Desk

This chapter describes the features of OTRS Help Desk (OTRS). You will find information about
the hardware and software requirements for OTRS. Additionally, in this chapter you will learn
how to get commercial support for OTRS, should you require it, and how to contact the
community.

2.1. Basics

OTRS Help Desk (OTRS) is a web application that is installed on a web server and can be
used with a web browser.

OTRS is separated into several components. The basic component is the OTRS framework
which contains all central functions for the application and the ticket system. Through the
web interface of the OTRS framework, it is possible to install additional applications such as
ITSM modules, integrations with Network Monitoring solutions, a knowledge base (FAQ), et
cetera.

2.2. Features

OTRS has many features. The following list gives an overview of the features included in the
central framework.

The features of OTRS
 Web interface:

e Easy and initial handling with any modern web browser, even with mobile phones or
other mobile computers.

* A web interface to administer the system via the web is available.
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* A web interface to handle customer requests by employees/agents via the web is
integrated.

* A web interface for customers is available to write new tickets, check the state and
answer existing tickets and search through their own tickets.

e The web interface can be customized with different themes; own themes can be
integrated.

e Support for many languages.

* The appearance of output templates can be customized (dtl).

* Mails from and into the system can contain multiple attachments.
* Mail interface:

e Support for mail attachments (MIME support).

* Automatic conversion of HTML into plain text messages (increased security for sensitive
content and enables faster searching).

* Mail can be filtered with the X-OTRS headers of the system or via mail addresses, e.g.
for spam messages.

* PGP support, creation and import of own keys, signing and encrypting outgoing mail,
signed and encrypted messages can be displayed.

* Support for viewing and encrypting S/MIME messages, handling of S/MIME certificates.
* Auto answers for customers, configurable for every queue.
* Email notifications for agents about new tickets, follow-ups or unlocked tickets.
* Follow-ups by references or In-Reply-To header entries.
* Tickets:
* Expanded queue view, fast overview of new requests in a queue.
* Tickets can be locked.
* Creation of own auto response templates.
* Creation of own auto responders, configurable for every queue.

 Ticket history, overview of all events for a ticket (changes of ticket states, replies, notes,
etc.).

* Print view for tickets.
* Adding own (internal or external) notes to a ticket (text and attachments).
* Ticket zooming.

¢ Access control lists for tickets can be defined.

3
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Forwarding or bouncing tickets to other mail addresses.

Transferring tickets between queues.

Setting or changing the priority of a ticket.

The working time for every ticket can be counted.

Up-coming tasks for a ticket can be defined (pending features).

Bulk actions on tickets are possible.

Automatic and timed actions on tickets are possible with the "GenericAgent".

Full text search on all tickets is possible.

System:

OTRS runs on many operating systems (Linux, Solaris, AlX, FreeBSD, OpenBSD, Mac OS
10.x, Microsoft Windows).

ASP support (active service providing).
Linking several objects is possible, e.g. tickets and FAQ entries.

Integration of external back-ends for the customer data, e.g. via AD, eDirectory or
OpenLDAP.

Setting up an own ticket identifier, e.g. Call#, Ticket# or Request#.
The integration of your own ticket counter is possible.

Support of several database systems for the central OTRS back-end, e.g. MySQL,
PostgreSQL, Oracle, MSSQL).

Framework to create stats.

utf-8 support for the front- and back-end.

Authentication for customers via database, LDAP, HTTPAuth or Radius.
Support of user accounts, user groups, and roles.

Support of different access levels for several systems components or queues.
Integration of standard answer texts.

Support of sub queues.

Different salutations and signatures can be defined for every queue.

Email notifications for admins.

Information on updates via mail or the web interface.

Escalation for tickets.
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e Support for different time zones.
* Simple integration of own add-ons or applications with the OTRS API.

* Simple creation of own front-ends, e.g. for X11, console.

2.2.1. New features of OTRS 3.3
2.2.1.1. Productivity

Dashboard ticket lists and regular ticket overviews can now be filtered by eligible ticket
columns, and the shown coumns are configurable.

Ticket medium and preview overviews are now sortable.
Added a calendar widget for the dashboard that can show tickets as events.

Added new dashboard widget that shows in a matrix form the number of tickets per state
and per queue.

Agents can now mark important articles.

A new tree selection widget makes working with tree data (queues, services etc.) much
faster and easier.

Added support to search relative dates ( e.g. more than 1 month ago ) in Date and Date/
Time dynamic fields.

It is now possible to specify templates (previously "standard responses") also for creation
of new tickets and for ticket forwarding.

The list of available processes can now be filtered by ACLs.
Added support to initiate processes from Customer Interface.

In many places text is not shortened any more by a fixed number of characters
("Queuel..."), but instead by available screen estate. This makes it possible to see more
information at once.

OTRS is now Retina-ready. Images have been adapted to match the higher resolutions and
most of the image icons have been replaced by font characters from the FontAwesome
webfont.

Added new feature "management dashboard". This makes it possible to display statistic
charts in the dashboard. Please not that IE8 does not support this feature.

2.2.1.2. Working With External Systems

OTRS can now use multiple customer company databases, thanks to Cyrille @ belnet-ict.

OTRS can now automatically store customer user data in ticket dynamic fields for
permanent storage in the ticket. This can be useful for reporting.

OTRS is now able correctly assign incoming emails to existing tickets based on ticket
numbers from external systems.

OTRS can now fetch email also over POP3/TLS connections.
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2.2.1.3. Installation & Administration

Web Installer now can setup OTRS on PostgreSQL, Oracle and SQL Server databases in
addition to MySQL.

OTRS now has full support for MySQL 5.6.

Generic agent jobs can now be executed for configured ticket events.

The new graphical ACL editor makes ACL editing easier.

Postmaster filters can now use negated filter conditions, thanks to Renée Backer.

Postmaster filters can now specify relative pending dates and Owner / Responsible for new
tickets based on incoming email data.

Customer and Agent passwords now can be encrypted using the strong bcrypt algorithm,
which is better than SHA.

Many icons now use an icon font which makes it much easier to create custom skins with
different base colors. This also improves overall performance through smaller amount of
(image) files to load.

2.2.2. New features of OTRS 3.2
2.2.2.1. More customer focused

The new "Customer Information Center" provides a great dashboard-like view on a
customer (company). You can see

» Escalated, reminder, new, and open tickets of the customer company.

e Customer users (contacts) belonging to this customer company, with their individual
ticket count and shortcuts for creating new tickets for them.

* An overall ticket status view of the customer company.

New "switch to customer" feature makes it possible for an agent with the required
permissions to look into the customers's panel with their rights.

2.2.2.2. More customizable

2.2.2.2.1. Process Management

The new process management makes it possible to represent processes within OTRS.

2.2.2.2.2. Customer Interface Improvements

The customer web interface now fully supports AJAX and ACLs.
It now requires JavaScript and is not compatible with Internet Explorer 6 or earlier versions.

In the Customer Interface, you can now set the default ticket type for new tickets.
Additionally, you can now also hide the ticket type and use a default value for all tickets
created via the customer interface.

2.2.2.2.3. Agent Interface Improvements

Agents can now search for tickets based on escalation time.
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New option to show DynamicFields by default in ticket search.

Screen usage optimizations in the ticket screens to avoid scrolling in popup windows. For
each ticket screen, the size of the richtext editor can now be configured separately.

It is now possible to move tickets to another queue from within the TicketAction dialogs
(TicketNote, TicketClose etc.) after activating a configuration option. This is turned off by
default.

Ticket search will now directly jump to the ticket zoom screen if only one ticket is found.

New ability to hide the Article Type from TicketActionCommon-based screens which can be
helpful to fit more data in the browser window.

There is a new out-of-office dashboard widget that lists all currently unavailable agent
colleagues.

New CKEditor 4 makes working with rich text content (such as HTML emails) easier and
more stable.

2.2.2.2.4. Administration improvements

Event Based notifications can now be sent out only for specific Article Sender Types.

The Statistics engine in OTRS now understands 'Weeks' in addition to days, months and
years. This grants the ability to, for instance, create a report for tickets 'created last week’,
or generate a report that shows tickets created per queue per week.

It is possible to place customized DTL (template) files in Custom/Kernel/Output/HTML, so
that they override the system's default DTL files just as how this already works for Perl files.

In AdminSMIME it is now possible to display human readable certificate contents.

SysConfig now supports config setting types Date and DateTime.

2.2.2.3. Better scalability
2.2.2.3.1. Ticket Archiving Improved

When tickets are archived, the information which agent read the ticket and articles can be
removed, as well as the ticket subscriptions of agents. This is active by default and helps
reduce the amount of data in the database on large systems with many tickets and agents.
There is also a new script to remove this data from existing archived tickets.

Archived tickets are now always shown as 'read' by the agent.

2.2.2.3.2. Performance Improvements

Session management is up to 10 times faster, especially with many active users.

It is now possible to limit the number of concurrent agents and/or users to avoid server
capacity overload.

Significant reduction in the number of executed database statements in ticket overviews
and ticket masks in agent and customer frontend.
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* This will reduce the load on database servers, especially on large systems. In some cases
OTRS will become visibly more responsive (if the system was slowed down by the DB
load or latency).

Improved performance of LDAP user synchronization.

Improved cache performance with many cache files.

2.2.2.4. More Interoperable
2.2.2.4.1. FAQ Connector for the Genericlnterface

It is now possible to access the data of the FAQ module (OTRS knowledge database) via
web service (Genericinterface). This can be useful to embed FAQ articles on your company
website, for example.

2.2.3. New features of OTRS 3.1
2.2.3.1. GENERIC INTERFACE - A Web Service Framework

Gl is a flexible framework to allow web service interconnections of OTRS with third party
applications.

OTRS can act in both ways - as a provider (server, requested from remote) or requester
(client, requesting remotely).

Simple web service connections can be created without programming by configuring the
Generic Interface.

Complex scenarios can be realized by plugging in custom OTRS extensions that add perl
code to the Gl infrastructure on different architectural layers.

Connectors expose parts of OTRS to Generic Interface web services.For example, a ticket
connector exposes the ticket create/update function, so that they can be used in a web
service regardless which network transport is used.

A scheduler daemon process supports asynchronous event handling. This is useful to
asynchronously start web service requests from OTRS to another system, after the agent''s
request has been answered (e.g. when a ticket has been created). Otherwise, it might block
the response, resulting in increased response times for the agent.

With the Generic Interface, new web services can be configured easily by using existing OTRS
modules, without additional code. They can be combined to create a new web service. When
configuring a new web service connection, the administrator has to add:

A new web service in the admin GUI
The basic meta data (Transport type (SOAP), URL etc.) and

Existing operations (part of a connector) and specify for each operation how the data must
be mapped (inbound and outbound)

A Generic Interface Debugger will help the OTRS administrator to check how requests are
coming in and how they are handled through the different layers.

2.2.3.1.1. Current Features

Network transports: SOAP/HTTP. Others like REST and JSON are scheduled to be added in
the future depending on customers demand.
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» Configurable data mapping Graphical User Interface for key/value transformations with
respect to incoming and outgoing data.

* Graphical debugger to check the configuration and flow of information of configured web
services.

* A ticket connector allowing the use of OTRS as a web service for ticket handling.
2.2.3.1.2. Future Features

* Additional network transports (REST, JSON).

* The GI will replace the iPhoneHandle as the backend for mobile apps.

* Additional connectors will be added to provide more parts of OTRS for use with web services
(e.g. to allow the creation, update, or deletion of agents, users, services or Cls).

2.2.3.2. DYNAMIC FIELDS

The DynamicFields Feature replaces the existing ticket and article FreeText and FreeTime
fields with a dynamic structure that will also allow to create custom forms in OTRS.

* An unlimited amount of fields can be configured using an own graphical user interface for
administration.

* The fields can have different types that can be used for both, tickets and articles. Available
by default are:

¢ Text

e Multiline text

Checkbox

e Dropdown

* Multi-select

* Date

* Date and time

* New custom field types (e.g. custom field type dropdown with an external data source) can
be added with small effort as the fields are created in a modular, pluggable way.

» A future scenario is, that DynamicFields can be used for objects other than tickets or in
custom modules. For example, a custom module adding objects to handle "orders" in OTRS
could use the DynamicFields to attach properties/data to these orders.

* A database update script will transform historic FreeText fields and related configuration
settings into the new structure.

2.2.3.3. TICKET MANAGEMENT IMPROVEMENTS
2.2.3.3.1. Ticket creation improved

* Multiple email addresses can now be specified as 'To:', 'CC:' or 'BCC:' when creating a new
phone or email ticket.
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2.2.3.3.2. Inbound phone call support

* Inbound phone calls can now be registered within an existing tickets (until now, only
outbound calls were registered).

2.2.3.3.3. Ticket overview preview improved

* It is now possible to exclude articles of certain sender types (e.g. articles from internal
agents) in the SysConfig from being displayed in the overview preview mode.

* A certain article type can be configured which will display articles of that type as expanded
by default when the view is accessed.

2.2.3.3.4. Ticket move improved

* The screen shown after moving a ticket is now configurable. Options are the ticket zoom
view (LastScreenView) or the ticket list (LastScreenOverview).

2.2.3.3.5. Bulk action improved
» With the new bulk action, outbound emails can now be sent from multiple tickets at the
same time. As tickets can have different queues, and these queues each can have different
templates, salutations and signatures, these are not used in the Bulk Action email.
* An additional bulk action allows configuring the ticket type for selected tickets.

2.2.3.3.6. Configurable Reject Sender Email Address

* The feature allows configuring an email address instead of the administrator address to
reject the creation of new tickets by email. This feature can be used in all cases where
customers are not allowed to create new tickets by email.

2.2.3.4. PROCESS AUTOMATION

2.2.3.4.1. Escalation events added
* OTRS will now create events for each of the available escalation types (response, update
and resolution). This allows performing actions (such as notifications) before the escalation
occurs, in the moment it occurs, and in the moment that the escalation ends.

2.2.3.4.2. Notification mechanism improved

* A new generic agent notification module allows the OTRS administrator to define messages
that will be shown in the agent web front-end when agents log into the system.

2.2.3.4.3. Time calculation improved
* All kinds of times will now be calculated by and based on the application server only solving
the issues that were caused by variances between the clock times of application and data
base servers.
2.2.3.4.4. GenericAgent improved

* The GenericAgent can now filter for tickets change time.

* In addition, the GenericAgent can set the ticket responsible for matched tickets.

10
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2.2.3.5. USER INTERFACE, RICH TEXT EDITOR, CHARSET

2.2.3.5.1. User interface performance improved

* The speed for rendering and article display was improved, thanks to Stelios Gikas
<stelios.gikas@noris.net>!

2.2.3.5.2. Rich Text Editor Update
* |OS5 support added.
* Block quotes can be left with the enter key.

» Update from CKEditor 3.4 to CKEditor 3.6, so improvements refer to the releases of CKEditor
3.5 and CKEditor 3.6.

* |E9 support improved.
* Resizable dialogs.

2.2.3.5.3. Unicode Support - Non-UTF-8 Internal Encodings Dropped
* UTF-8 is now the only allowed internal charset of OTRS.

* All language files are now formatted in UTF-8, which simplifies their handling and future
improvements of the translation mechanism.

2.2.3.6. DATABASE DRIVER SUPPORT
2.2.3.6.1. PostgreSQL DRIVER compatibility improved

* PostgreSQL 9.1 support added.

* A new legacy driver is now available for PostgreSQL 8.1 or earlier versions.
2.2.3.6.2. MS SQL DRIVER compatibility improved

* The MS SQL driver now stores binary data in VARBINARY rather than deprecated type TEXT
as well as NVARCHAR to store text strings rather than VARCHAR (for improved Unicode
support).

2.2.3.7. MAIL INTEGRATION
2.2.3.7.1. Mail handling improved

* When connecting to IMAP mail accounts, it is now possible to handle emails from a specific
email folder, aside from the INBOX folder.

* OTRS can now connect to IMAP servers using Transport Layer Security (TLS), which is useful
for modern restricted environments.

2.3. Hardware and software requirements

OTRS can be installed on many different operating systems. OTRS can run on linux and on
other unix derivates (e.g. OpenBSD or FreeBSD). You can also run it on Microsoft Windows.
OTRS does not have excessive hardware requirements. We recommend using a machine with
at least a 2 GHz Xeon or comparable CPU, 2 GB RAM, and a 160 GB hard drive for a small
setup.
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To run OTRS, you'll also need to use a web server and a database server. Apart from that,
you should install perl and/or install some additional perl modules on the OTRS machine. The
web server and Perl must be installed on the same machine as OTRS. The database back-
end may be installed locally or on another host.

For the web server, we recommend using the Apache HTTP Server, because its module
mod_perl greatly improves the performance of OTRS. Apart from that, OTRS should run on
any web server that can execute Perl scripts.

You can deploy OTRS on different databases. You can choose between MySQL, PostgreSQL,
Oracle, or Microsoft SQL Server. If you use MySQL you have the advantage that the database
and some system settings can be configured during the installation, through a web front-end.

For Perl, we recommend using at least version 5.8.8. You will need some additional modules
which can be installed either with the Perl shell and CPAN, or via the package manager of
your operating system (rpm, yast, apt-get).

Software requirements

2.3.1. Perl support
* Perl 5.8.8 or higher
2.3.2. Web server support
* Apache2 + mod_perl2 or higher (recommended, mod_perl is really fast!)
* Webserver with CGI support (CGlI is not recommended)
* Microsoft Internet Information Server (1IS) 6 or higher
2.3.3. Database support
* MySQL 5.0 or higher
* PostgreSQL 7.0 or higher (8.2 or higher recommended)
* Oracle 10g or higher
» Microsoft SQL Server 2005 or higher

The section in the manual about installation of Perl modules describes in more detail how
you can set up those which are needed for OTRS.

If you install a binary package of OTRS, which was built for your operating system (rpm,
Windows-Installer), either the package contains all Perl modules needed or the package
manager of your system should take care of the dependencies of the Perl modules needed.

2.3.4. Web browser support

To use OTRS, you'll be OK if you use a modern browser with JavaScript support enabled. We
support the following browsers:

* Internet Explorer 8.0 or higher (agent interface)
Internet Explorer 7.0 or higher (customer interface)

* Mozilla Firefox 3.6 or higher

12
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* Google Chrome
* Opera 10 or higher
» Safari 4 or higher

We recommend always using the latest version of your browser, because it has the best
JavaScript and rendering performance. Dramatical performance varieties between the used
browsers can occur with big data or big systems. We are happy to consult you on that matter.

2.4. Community

OTRS has a large user community. Users and developers discuss OTRS and exchange
information on related issues through the mailing-lists. You can use the mailing lists to discuss
installation, configuration, usage, localization and development of OTRS. You can report
software bugs in our bug tracking system.

The homepage of the OTRS community is: http://www.otrs.com/open-source/.

2.5. Professional Services for OTRS

Whether you need help in configuring or customizing OTRS or you want to be on the safe side,
don't hesitate to contact us: We offer a wide range of professional services such as world-wide
enterprise support, consulting and engineering including process design, implementation,
customization, application support, and fully managed service.

Our Service Contracts guarantee instant help and professional support as well as support
assessment and last but not least free access to OTRS Feature Add-ons - useful additional
features for your OTRS.

The OTRS Group offers specific training programs in different countries. You can either
participate in one of our public OTRS Administrator trainings which take place regularly, or
benefit from an inhouse training that covers all the specific needs of your company.
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Chapter 2. Installation

This chapter describes the installation and basic configuration of the central OTRS framework.
It covers information on installing OTRS from source, or with a binary package such as an RPM
or a Windows exectuable.

Topics covered here include configuration of the web and database servers, the interface
between OTRS and the database, the installation of additional Perl modules, setting proper
access rights for OTRS, setting up the cron jobs for OTRS, and some basic settings in the OTRS
configuration files.

Follow the detailed steps in this chapter to install OTRS on your server. You can then use its
web interface to login and administer the system.

1. The simple way - Installation of pre-built packages

If available for your platform you should use pre-built packages to install OTRS, since it is
the simplest and most convenient method. You can find them in the download area at http:/
www.otrs.com . The following sections describe the installation of OTRS with a pre-built or
binary package on SUSE, Red Hat and Microsoft Windows systems. Only if you are unable to
use the pre-built packages for some reason should you follow the manual process.

1.1. Installing the RPM on a SUSE Linux server

This section describes the installation of our RPM package on a SUSE Linux server. We have
tested against all recent SLES and openSUSE versions. Before you start the installation,
please visit http://www.otrs.com/downloads and make sure you use the latest OTRS RPM
package available.

1.1.1. Preparing the database for OTRS

You can use OTRS using different database back-ends: MySQL, PostgreSQL, Oracle or
Microsoft SQL Server. The most popular database to deploy OTRS on is MySQL. This chapter
shows the steps you need to take to configure MySQL on a SUSE-based server. Of course
you can install the database on a dedicated database server if needed for scalability or other
purposes.

Note

If you follow this chapter on openSUSE 12.3 and up you'll actually not install MySQL
but MariaDB instead, a MySQL compatible fork of the MySQL code. This is no problem,
it will work just as well (and even a little better at some points).

Install MySQL by executing the following command as root:

linux:~ # zypper install mysql perl-DBD-mysql

This will install MySQL with the default options on your system. You'll need to change the
defaults in order to make it suitable for OTRS. With a text editor open the file /etc/my.cnf
and change the line with max_allowed_packet on it, and add a line below, like this:

max_allowed packet=20M
query cache size=32M
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Now execute rcmysql restart to re-start the database server and activate these changes.
Then run /usr/bin/mysql_secure_installation and follow the on-screen instructions to set
a database root password, remove anonymous access and remove the test database. Lastly,
run chkconfig -a mysql in order to make sure mysql is automatically started at server
startup time.

1.1.2. Installing OTRS
Install OTRS with via the command line using zypper. This will also pull in some dependencies

such as the apache web server and some Perl modules. Make sure you copied the OTRS RPM
file to the current directory.

otrs-sles:~ # zypper install otrs-3.3.*.rpm

Retrieving package otrs-3.3.3-01.noarch (1/26), 17.5 MiB (74.3 MiB unpacked)
Installing: otrs-3.3.3-01 [done]

Additional rpm output:

Check OTRS user ... otrs added.

Next steps:

[start database and Apachel
Make sure your database is running and execute 'rcapache2 restart'.

[install the OTRS database]
Use a webbrowser and open this link:
http://myserver.example.com/otrs/installer.pl

[OTRS services]
Start OTRS 'rcotrs start-force' (rcotrs {start|stop|status|restart|start-force|

stop-force}).
((enjoy))

Your OTRS Team
http://otrs.org/

otrs-sles:~ #

Script: Command to install OTRS.

The OTRS installation is done. Start your web server to load the OTRS specific changes in
its configuration, as shown in the script below. Also run chkconfig to make sure OTRS is
automatically started when the server reboots.

otrs-sles:~ # chkconfig -a apache2

apache2 0:0ff 1l:off 2:0ff 3:on 4:0ff 5:on 6:0ff

otrs-sles:~ # rcapache2 start

Starting httpd2 (prefork) httpd2-prefork: Could not reliably determine the server's fully
qualified domain name, using 10.x.x.x for ServerName

done

otrs-sles:~ #

Script: Starting the web server.
1.1.3. Installation of additional perl modules

OTRS needs some more modules than can be installed by the RPM. You can post-install
them manually. You can check what modules you are missing by running the bin/
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otrs.CheckModules.pl script located in the /opt/otrs directory. Some modules are only
needed for optional functionality, such as communication with IMAP(S) servers or PDF
generation. On SLES you should add an external repository to the zypper configuration in
order to get the modules needed for your system. Choose the module needed for your OS
version from here: http://download.opensuse.org/repositories/devel:/languages:/perl/. Add
the repository like this for SLES 11 SP2:

zypper ar -f -n perl http://download.opensuse.org/repositories/devel:/languages:/
perl/SLE_11 SP2 Perl

On openSUSE 12.3 the extra repository is only needed for the Mail::IMAPClient module, which
you'd only need if you need to collect mails from an IMAP server secured with TLS. The
corresponding line would look like this:

zypper ar -f -n perl http://download.opensuse.org/repositories/devel:/languages:/
perl/openSUSE 12.3/ Perl

The first time you use zypper after you added this repository, you will be prompted to add
its key. Now you can install missing modules like below.

otrs-sles:/opt/otrs # zypper install -y "perl(YAML::LibYAML)"
Refreshing service 'susecloud'.
Retrieving repository 'perl' metadata [\]

New repository or package signing key received:

Key ID: DCCA98DDDCEF338C

Key Name: devel:languages:perl 0BS Project <devel:languages:perl@build.opensuse.org>
Key Fingerprint: 36FOACOBCA9D8AF2871703C5DCCA98DDDCEF338C

Key Created: Wed Oct 10 22:04:18 2012

Key Expires: Fri Dec 19 22:04:18 2014

Repository: perl

Do you want to reject the key, trust temporarily, or trust always? [r/t/a/?] (r): a
Retrieving repository 'perl' metadata [done]

Building repository 'perl' cache [done]

Loading repository data...

Reading installed packages...

"perl(YAML: :LibYAML) ' not found in package names. Trying capabilities.

Resolving package dependencies...

The following NEW package is going to be installed:
perl-YAML-LibYAML

The following package is not supported by its vendor:
perl-YAML-LibYAML

Retrieving package perl-YAML-LibYAML-0.38-12.4.x86 64 (1/1), 75.0 KiB (196.0 KiB unpacked)
Retrieving: perl-YAML-LibYAML-0.38-12.4.x86 64.rpm [done (55.7 KiB/s)]
Installing: perl-YAML-LibYAML-0.38-12.4 [done]

The next step is to configure OTRS using the web installer, as described in this section.
1.2. Installing OTRS on a Red Hat Enterprise Linux or CentOS system

This section describes the installation of our RPM package on a Red Hat Enterprise Linux
(RHEL) or CentOS server. For OTRS 3.3 and up, RHEL 6 or CentOS 6 is a requirement,
version 5 is not supported. Before you start the installation, please visit http://www.otrs.com/
downloads and make sure you use the latest OTRS RPM package available.
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1.2.1. Preparing the database for OTRS

You can use OTRS using different database back-ends: MySQL, PostgreSQL, Oracle or
Microsoft SQL Server. The most popular database to deploy OTRS on is MySQL. This chapter
shows the steps you need to take to configure MySQL on a RHEL-based server. Of course
you can install the database on a dedicated database server if needed for scalability or other
purposes.

Install MySQL by executing the following command as root:

[root@otrs-centos6 ~]# yum -y install mysql-server

This will install MySQL with the default options on your system. You'll need to change the
defaults in order to make it suitable for OTRS. With a text editor open the file /etc/my.cnf
and add the next two lines under the [mysqld] section:

max_allowed packet=260M
query cache size=32M

Now execute service mysqld start to re-start the database server and activate
these changes. Then run /usr/bin/mysql_secure_installation and follow the on-screen
instructions to set a database root password, remove anonymous access and remove the test
database. Lastly, run chkconfig mysqld on in order to make sure mysql is automatically
started at server startup time.

1.2.2. Installing OTRS
Install OTRS with via the command line using yum. This will also pull in some dependencies

such as the apache web server and some Perl modules. Make sure you copied the OTRS RPM
file to the current directory.

[root@otrs-centos6 ~]# yum install --nogpgcheck otrs-3.3.*.rpm

Dependencies Resolved

Package Arch  Version Repository Size

Installing:

otrs noarch 3.3.3-01 /otrs-3.3.3-01.noarch
74 M

Installing for dependencies:

apr x86 64 1.3.9-5.el6 2 updates 123 k

procmail x86 64 3.22-25.1.el6 base 163 k

Transaction Summary

Install 26 Package(s)

Total size: 80 M

Total download size: 6.0 M

Installed size: 88 M

Downloading Packages:

(1/25): apr-1.3.9-5.el6 2.x86 64.rpm | 123 kB 00:00

(25/25): procmail-3.22-25.1.e16.x86_64.rpm | 163 kB 00:00
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Total 887 kB/s | 6.0 MB 00:06
Running rpm_check debug

Running Transaction Test

Transaction Test Succeeded

Running Transaction

Installing : apr-1.3.9-5.el6 2.x86 64 1/26
iﬁétalling : otrs-3.3.3-01.noarch 26/26
Check OTRS user ... otrs added.
Next steps:

[httpd services]
Restart httpd 'service httpd restart'

[install the OTRS database]

Make sure your database server is running.
Use a web browser and open this link:
http://myserver.example.com/otrs/installer.pl

[OTRS services]
Start OTRS 'service otrs start' (service otrs {start|stop|status|restart).

((enjoy))
Your OTRS Team

Installed:
otrs.noarch 0:3.3.3-01

Dependency Installed:

Complete!
[root@otrs-centos6 ~]#

Script: Command to install OTRS.

The OTRS installation is complete. Now you should make sure that Apache is started and that
it starts whenever the server reboots.

[root@otrs-centos6 ~]# chkconfig httpd on

[root@otrs-centos6 ~]# service httpd start

Starting httpd: httpd: Could not reliably determine the server's fully qualified domain name,
using 10.x.x.x for ServerName [ OK 1]

[root@otrs-centos6 ~]#

Script: Starting the web server.

1.2.3. Installation of additional perl modules

OTRS needs some more modules than can be installed by the RPM. You can post-install
them manually. You can check what modules you are missing by running the bin/
otrs.CheckModules.pl script located in the /opt/otrs directory. Some modules are only
needed for optional functionality, such as communication with IMAP(S) servers or PDF
generation. On Red Hat or CentOS we recommend installing these modules from the EPEL
repository, a repository maintained by the Fedora project, which provides high quality
packages for RHEL and derivatives. Check for more information the EPEL web site.

If you're on RHEL 6 or CentOS 6, you can get the latest package for EPEL from this site. You
can add this repository to yum it in one go by copying the RPM URL you find on this page
and executing this command:
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[root@otrs-centos6 otrs]# yum -y install http://download.fedoraproject.org/pub/epel/6/i386/
epel-release-6-8.noarch.rpm
Loaded plugins: security
Setting up Install Process
epel-release-6-8.noarch.rpm | 14 kB 00:00
Examining /var/tmp/yum-root-7jrlef/epel-release-6-8.noarch.rpm: epel-release-6-8.noarch
Marking /var/tmp/yum-root-7jrlef/epel-release-6-8.noarch.rpm to be installed
Resolving Dependencies
--> Running transaction check
---> Package epel-release.noarch 0:6-8 will be installed
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Installing:
epel-release noarch 6-8 /epel-release-6-8.noarch 22 k

Transaction Summary

Install 1 Package(s)

Total size: 22 k

Installed size: 22 k
Downloading Packages:
Running rpm_check debug
Running Transaction Test
Transaction Test Succeeded
Running Transaction

Installing : epel-release-6-8.noarch 1/1
Verifying : epel-release-6-8.noarch 1/1
Installed:

epel-release.noarch 0:6-8

Complete!
[root@otrs-centos6 otrs]#

The first time you use yum after you added this repository, you will be prompted to add its
key. Now you can install missing modules like below.

[root@otrs-centos6 otrsl# yum -y install "perl(Text::CSV _XS)"
Loaded plugins: security

Setting up Install Process

Resolving Dependencies

--> Running transaction check

---> Package perl-Text-CSV XS.x86 64 0:0.85-1.el6 will be installed
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Installing:
perl-Text-CSV_XS x86 64 0.85-1.el6 epel 71 k

Transaction Summary

Install 1 Package(s)

Total download size: 71 k
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Installed size: 154 k
Downloading Packages:
perl-Text-CSV XS-0.85-1.el6.x86 64.rpm | 71 kB 00:00
arning: rpmts HdrFromFdno: Header V3 RSA/SHA256 Signature, key ID 0608b895: NOKEY
Retrieving key from file:///etc/pki/rpm-gpg/RPM-GPG-KEY-EPEL-6
Importing GPG key 0x0608B895:
Userid : EPEL (6) <epel@fedoraproject.org>
Package: epel-release-6-8.noarch (@/epel-release-6-8.noarch)
From : /etc/pki/rpm-gpg/RPM-GPG-KEY-EPEL-6
Is this ok [y/N]: y
Running rpm_check debug
Running Transaction Test
Transaction Test Succeeded
Running Transaction

Installing : perl-Text-CSV XS-0.85-1.el6.x86 64 1/1
Verifying : perl-Text-CSV XS-0.85-1.el6.x86 64 1/1
Installed:

perl-Text-CSV XS.x86 64 0:0.85-1.el6

Complete!
[root@otrs-centos6 otrs]#

The next step is to configure OTRS using the web installer, as described in this section.
1.2.4. Installation of Oracle database driver on Red Hat / CentOS

If you want to deploy OTRS on an Oracle database, you'll need to compile and install the
DBD::Oracle database driver. This is slightly more complicated than installing any of the
other packages; this is because Oracle is a proprietary database and Red Hat nor the CentOS
project are allowed to distribute drivers in their RPM repositories.

First of all, we'd need to install gcc, make and CPAN so we can compile and install the driver.
Below you see the command on CentQOS; on other versions it might look a little different.

[root@otrs-centos6 otrs]# yum -y install gcc make "perl(CPAN)"

The next step is to obtain and install the database client. For this you would
need to sign up for a free account at the Oracle website. You can download the
drivers from this page: http://www.oracle.com/technetwork/database/features/instant-
client/index-097480.html Please choose the Linux x86 or x86-64 version corresponding to
the architecture of your system. You can check this with the uname -i. It is either 'x86_64"' for
x86-64 or 'i386' for x86. You should download the packages 'Instant Client Package - Basic',
'Instant Client Package - SQL*Plus', and 'Instant Client Package - SDK'. Save them to a location
on your disk. Now as the root user you can install the packages using the following command:

[root@otrs-centos6 otrs]# yum install oracle-instantclient*

After this you should set two environment variables and compile the DBD::Oracle driver.
Again, perform these tasks as the root user. The steps are outlined below. Please note that
for briefness some lines outputted by the commands have been removed.

[root@otrs-centos6 otrsl# export ORACLE HOME=/usr/lib/oracle/11.2/client64
[root@otrs-centos6 otrsl# export LD LIBRARY PATH=$0RACLE HOME/lib
[root@otrs-centos6 otrs]# cpan

cpan[1]> look DBD::0Oracle
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Fetching with LWP:
http://www.perl.org/CPAN/authors/id/P/PY/PYTHIAN/CHECKSUMS
Checksum for /root/.cpan/sources/authors/id/P/PY/PYTHIAN/DBD-Oracle-1.62.tar.gz ok
Scanning cache /root/.cpan/build for sizes
DONE

Working directory is /root/.cpan/build/DBD-Oracle-1.62-ZH6LNy
[root@localhost DBD-Oracle-1.62-ZH6LNy]# perl Makefile.PL

[root@localhost DBD-Oracle-1.62-ZH6LNy]# make
[root@localhost DBD-Oracle-1.62-ZH6LNy]# make install
cpan[2]> exit

Terminal does not support GetHistory.
Lockfile removed.

Now you should edit the file Kernel/Config.pm to provide ORACLE_HOME. The next step is to
configure OTRS using the web installer, as described in this section.

1.3. Installing OTRS on a Debian system

On the OTRS Wiki you can find detailed instructions for setting up OTRS on a Debian system:
http://wiki.otrs.org/index.php?title=Installation_on_Debian_5.04 lenny .

1.4. Installing OTRS on a Ubuntu system

On the OTRS Wiki you can find detailed instructions for setting up OTRS on an Ubuntu system:
http://wiki.otrs.org/index.php?title=Installation_on_Ubuntu_Lucid_Lynx_(10.4) .

1.5. Installing OTRS on Microsoft Windows systems
1.5.1. Using the Windows Installer

Installing OTRS on a Microsoft Windows system is very easy. Download the latest installer for
Win32 from http://www.otrs.org/downloads/ and save the file to your local file system. Then
simply double-click on the file to execute the installer, and follow the few installation steps to
setup the system. The installation wizard will take care of installing all components for OTRS.
The next step is to configure OTRS using the web installer, as described in this section.

Important

The Windows installer for OTRS contains all needed components for OTRS, i.e. the
Apache web server, the MySQL database server, Perl (with all needed modules) and
cron for Windows. However you can also use it to set up OTRS on the Microsoft IIS
Web Server instead of on Apache. Also you can choose to not let it install the bundled
MySQL, for instance if you want to deploy on a central MySQL database; a PostgreSQL
database, on Microsoft SQL Server or on Oracle.

1.5.2. Installation of Oracle database driver on Windows

If you install OTRS using the Windows Installer, it will automatically configure all Perl modules
you will typically need. There is one exception to this: if you need to deploy OTRS on an
Oracle database, you'll need to post-install the Oracle driver. This is needed because there is
no open source driver for Oracle available; we are not allowed to redistribute it in the OTRS
package. There are two different perls you can use on Windows; you can choose the bundled
Strawberry Perl, which is the default option and is recommended for proof-of-concept setups;
or you can choose Active State perl which is a separate download and install. This last option
is recommended for production setups.
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1.5.2.1. Installation of DBD::Oracle on ActiveState Perl

If you have installed ActiveState Perl it already comes with the Perl database driver
DBD::Oracle only this should be linked to the Oracle C client. OTRS only works on 32-bit
ActiveState Perl. This means you should also download the 32-bit Oracle client. Navigate
to the Oracle client web site Instant Client Downloads for Microsoft Windows (32-bit) and
choose 'Instant Client Package - Basic'. You'll need to sign up for a free Oracle Web account
in order to download the software. Extract the download, a zip file, to the root of your drive,
for instance C:\instantclient 11 2.

Now you should add the client libraries to your path and set an environment variable;
'ORACLE_HOME'. Navigate to Control Panel > System and Security > System, choose
'Advanced System Settings', click on '‘New' under 'System variables', enter 'ORACLE_HOME'
as Variable Name and use 'C:\instantclient_11_2' as the Variable Value. Select the 'PATH'
variable, and append the directory 'C:\instantclient 11 _2' to the path. If you now start a new
cmd.exe session and run the otrs.CheckModules.pl script located in the OTRS directory, you
should see that the DBD::Oracle driver is successfully installed. After this, you should restart
the system in order for the other applications to detect the new environment variables.

1.5.2.2. Installation of DBD::Oracle on Strawberry Perl

In order to compile the DBD::Oracle module, you need to have installed the components of
the OTRS web installer in a path without spaces. It should NOT be in C:\Program Files\0TRS
but it should rather be in C:\OTRSComponents or similar.

On Strawberry Perl you should compile the Oracle driver manually. The OTRS Windows
Installer bundles 32-bit Strawberry Perl. This means you should also download the 32-bit
Oracle client. Navigate to the Oracle client web site Instant Client Downloads for Microsoft
Windows (32-bit) and download the packages 'Instant Client Package - Basic', 'Instant Client
Package - SQL*Plus', and ‘Instant Client Package - SDK'. You'll need to sign up for a free Oracle
Web account in order to download the software. Extract the downloads, all zip files, to the
root of your drive, for instance C:\instantclient 11 2.

Now you should add the client libraries to your path and set an environment variable;
'ORACLE_HOME'. Navigate to Control Panel > System and Security > System, choose
'Advanced System Settings', click on 'New' under 'System variables', enter 'ORACLE_HOME'
as Variable Name and use 'C:\instantclient 11 2' as the Variable Value. Select the 'PATH'
variable, and append the directory 'C:\instantclient 11 2' to the path. After this, you should
restart the system in order for the other applications to detect the new environment variables.

Now you can compile and install the DBD::Oracle module. For this, open a cmd.exe window,
and start the cpan client. Download and extract DBD::Oracle via look DBD::Oracle, then
type perl Makefile.PL, dmake and dmake install. Sample output is below.

C:\Users\max>cpan
cpan shell -- CPAN exploration and modules installation (v1.9800)
Enter 'h' for help.

cpan> look DBD::0Oracle

Database was generated on Thu, 16 May 2013 14:52:41 GMT
Running look for module 'DBD::Oracle'’

Trying to open a subshell in the build directory...

é;iéTRSCO~1\StrawberryPerl\cpan\build\DBD-Oracle-1.62-kq6los>perl Makefile.PL
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Using DBI 1.623 (for perl 5.016003 on MSWin32-x86-multi-thread) installed in C:/
0TRSComponents/StrawberryPerl/perl/vendor/lib/auto/DBI/

Configuring DBD::0racle for perl 5.016003 on MSWin32 (MSWin32-x86-multi-thread)

Checking if your kit is complete...

Looks good

LD RUN PATH=c:/instantclient 11 2/1lib:c:/instantclient 11 2/rdbms/lib

Using DBD::Oracle 1.62.

Using DBD::Oracle 1.62.

Using DBI 1.623 (for perl 5.016003 on MSWin32-x86-multi-thread) installed in C:/
0TRSComponents/StrawberryPerl/perl/vendor/lib/auto/DBI/

Writing Makefile for DBD::Oracle

Writing MYMETA.yml and MYMETA.json

C:\OTRSCO~1\StrawberryPerl\cpan\build\DBD-Oracle-1.62-kg6los>dmake

. lots of output and compiler warnings ...
C:\OTRSCO~1\StrawberryPerl\cpan\build\DBD-Oracle-1.62-kg6los>dmake install
Files found in blib\arch: installing files in blib\lib into architecture depende
nt library tree
Installing C:\OTRSCO~1\StrawberryPerl\perl\site\lib\auto\DBD\Oracle\dbdimp.h
Abbending installation info to C:\OTRSCO~1\StrawberryPerl\perl\lib/perllocal.pod
C:\OTRSCO~1\StrawberryPerl\cpan\build\DBD-Oracle-1.62-kg6los>exit

cpan> quit
Lockfile removed.

C:\Users\max>

1.5.2.3. Configure OTRS using the Web Installer

After this, you can start the web installer to configure OTRS, as described in this section.
2. Installation from source (Linux, Unix)

2.1. Preparing the installation from source

If you want to install OTRS from source, first download the source archive as .tar.gz, .tar.bz2,
or .zip file from http://www.otrs.org/downloads/

Unpack the archive (for example, using tar) into the directory /opt, and rename the directory
from otrs-x.x.x to otrs (see Script below).

linux:/opt# tar xf /tmp/otrs-x.x.x.tar.gz
linux:/opt# mv otrs-x.x.x otrs
linux:/opt# 1s

otrs

linux:/opt#

Script: First steps to install OTRS.

OTRS should NOT be run with root rights. Next you should add a new user for OTRS. The
home directory of this new user should be /opt/otrs. If your web server is not running with
the same user rights as the new 'otrs' user, which is the case on most systems, you will need
to add the new 'otrs' user to the group of the web server user (see Script below).
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linux:/opt# useradd -r -d /opt/otrs/ -c 'OTRS user' otrs
linux:/opt# usermod -G nogroup otrs
linux:/opt#

Script: Adding a new user 'otrs', and adding it to a group.

Next, you have to copy some sample configuration files. The system will later use the copied
files. The files are located in /opt/otrs/Kernel and /opt/otrs/Kernel/Config and have
the suffix .dist (see Script below).

linux:/opt# cd otrs/Kernel/

linux:/opt/otrs/Kernel# cp Config.pm.dist Config.pm
linux:/opt/otrs/Kernel# cd Config

linux:/opt/otrs/Kernel/Config# cp GenericAgent.pm.dist GenericAgent.pm

Script: Copying some sample files.

The last step to prepare the installation of OTRS is to set the proper access rights for the files.
You can use the script otrs.SetPermissions.pl, which is located in the bin directory, in the
home directory of the 'otrs' user. You can execute the script with the following parameters:

otrs.SetPermissions.pl {Home directory of the OTRS user} { --otrs-user=0TRS user}
{ --web-user= Web server user} [ --otrs-group= Group of the OTRS user][ --web-group=
Group of the web server user]

If your web server is running with the same user rights as user 'otrs', the command
to set the proper access rights is otrs.SetPermissions.pl /opt/otrs --otrs-user=otrs
--web-user=otrs. On SUSE systems the web server is running with the user rights of
'wwwrun'. On Debian-based systems this is 'www-data'. You would use the command
otrs.SetPermissions.pl /opt/otrs --otrs-user=otrs --web-user=wwwrun --otrs-
group=nogroup --web-group=www to set the proper access rights.

2.2. Installation of Perl modules

OTRS requires some additional Perl modules, as described in Table 3-1. If you install OTRS
from source, you will need to install these modules manually. This can be done either with the
package manager of your Linux distribution (yast, apt-get) or, as described in this section,
through the Perl shell and CPAN. If you're using ActiveState Perl, for instance on Windows,
you could use PPM, the built-in Perl Package Manager. We recommend using your package
manager if possible.

You can verify which modules you need to install with otrs.CheckModules.pl. This script
is located in the bin directory, in the home directory of the 'otrs' user (see Script below).
Please note that some modules are optional.

linux:~# cd /opt/otrs/bin/
linux:/opt/otrs/bin# ./otrs.CheckModules.pl

(o TN O ok (v3.60)

o Crypt::PasswdMD5................. ok (v1.3)

o Crypt::SSLeay.........ccvvinnnnnn Not installed! (Optional - Required for Generic Interface
SOAP SSL connections.)

o CSS::Minifier............ ... ok (v0.01)

o Date::Format..................... ok (v2.22)

o Date::Pcalc.............. ... ok (v1.2)

Script: Checking needed modules.
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You should strive to install the missing modules from your Linux distribution's package
management system. By doing so, the packages will be automatically updated when new
versions are available or when security issues are found. Please refer to your distribution's
documentation on how to install additional packages. If the (correct version of) the
module is not available from the package repositories, you can also install from CPAN, the
Comprehensive Perl Archive Network.

To install one of the modules from above via CPAN, you have to execute the command perl -e
shell -MCPAN. The Perl shell will be started in interactive mode and the CPAN module will be
loaded. If CPAN is already configured, you can install the modules with the command install
followed by the name of the module. CPAN takes care of the dependencies of a module to
other Perl modules and will let you know if other modules are needed.

Execute also the commands perl -cw bin/cgi-bin/index.plperl -cw bin/cgi-bin/
customer.pl and perl -cw bin/otrs.PostMaster.pl after changing into the directory /opt/
otrs. If the output of both commands is "syntax OK", your Perl is properly set up (see Script
below).

linux:~# cd /opt/otrs

linux:/opt/otrs# perl -cw bin/cgi-bin/index.pl
cgi-bin/installer.pl syntax OK

linux:/opt/otrs# perl -cw bin/cgi-bin/customer.pl
cgi-bin/customer.pl syntax OK

linux:/opt/otrs# perl -cw bin/otrs.PostMaster.pl
bin/otrs.PostMaster.pl syntax OK
linux:/opt/otrs#

Script: Syntax check.
2.3. Configuring the Apache web server
First of all, you should install the Apache2 web server and mod_perl; you'd typically do this

from your systems package manager. Below you'll find the commands needed to set up
Apache on the most popular Linux distributions.

# rhel / centos:
linux:# yum install httpd mod perl

# suse:
linux:# zypper install apache2-mod perl

# debian/ubuntu:
linux:# apt-get install apache2 libapache-mod-perl2

To access the web interface of OTRS via a short URL, Alias and ScriptAlias entries are needed.
Most Apache installations have a conf.d directory included. On Linux systems you can
usually find this directory under /etc/apache or /etc/apache2. Log in as root, change to
the conf.d directory and copy the appropriate template in /opt/otrs/scripts/apache2-
httpd.include.conf to a file called otrs. conf in the Apache configuration directory.

Restart your web server to load the new configuration settings. On most systems you can
start/restart your web server with the command /etc/init.d/apache2 restart (see Script
below).

linux:/etc/apache2/conf.d# /etc/init.d/apache2 restart
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Forcing reload of web server: Apache2.
linux:/etc/apache2/conf.d#

Script: Restarting the web server.

Now your web server should be configured for OTRS.
2.4. Configuring the database
2.4.1. Installing the OTRS database manually

The recommended way to configure the database is to run the Web Installer. If you can't
use this for some reason, you can also configure the database manually, as described in this
chapter. If you can't use the web installer to setup the OTRS database, you have to set it up
manually. Scripts with the SQL statements to create and configure the database are located
in scripts/database, in the home directory of the 'otrs' user (see Script below).

linux:~# cd /opt/otrs/scripts/database/
linux:/opt/otrs/scripts/database# 1s

otrs-initial insert.db2.sql otrs-schema.mysql.sql
otrs-schema.oracle.sql

otrs-initial insert.mssql.sql otrs-schema-post.db2.sql
otrs-initial insert.mysql.sql otrs-schema.postgresql.sql

otrs-initial insert.oracle.sql
otrs-initial insert.postgresql.sql otrs-schema-post.mssql.sql

otrs-initial insert.xml otrs-schema-post.mysql.sql

otrs-schema.db2.sql otrs-schema-post.oracle.sql
otrs-schema-post.postgresql.sql

otrs-schema.mssql.sql otrs-schema.xml

linux:/opt/otrs/scripts/database#

Script: Files needed to create and configure the database.

To setup the database for the different database back-ends, the .sql files must be processed
in a specific order.

Create the OTRS database manually step by step

1. Creating the DB: Create the database that you want to use for OTRS, with your database
client or your database interface.

2.Creating the tables: With the otrs-schema.DatabaseType.sql files (e.g. otrs-
schema.oracle.sql, otrs-schema.postgresql.sqgl) you can create the tables in your
OTRS database.

3. Inserting the initial system data: OTRS needs some initial system data to work
properly (e.g. the different ticket states, ticket and notification types). Depending
on the type of database that you are using, you will need to use one of the
following files: otrs-initial insert.mysql.sql, otrs-initial insert.oracle.sql,
otrs-initial insert.postgresql.sql orotrs-initial insert.mssql.sql .

4. Creating references between tables: The last step is to create the references
between the different tables in the OTRS database. Use the otrs-schema-
post.DatabaseType.sql file to create these (e.g. otrs-schema-oracle.post.sql, otrs-
schema-post.postgresql.sql).

After you have finished the database setup, you should check and set proper access rights
for the OTRS database. It should be enough to grant access to one user. Depending on the
database server you are using, setting up the access rights differs, but it should be possible
either with your database client or your graphical database front-end.
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If your database and the access rights are configured properly, you have to tell OTRS which
database back-end you want to use and how the ticket system can connect to the database.
Open the file Kernel/Config.pm located in the home directory of the 'otrs' user, and change
the parameters shown in the script below according to your needs.

# DatabaseHost
# (The database host.)
$Self->{'DatabaseHost'} = 'localhost';

# Database
# (The database name.)
$Self->{Database} = 'otrs';

# DatabaseUser
# (The database user.)
$Self->{DatabaseUser} = 'otrs';

# DatabasePw
# (The password of database user.)
$Self->{DatabasePw} = 'some-pass';

Script: Parameters to be customized.
2.5. Setting up the cron jobs for OTRS
OTRS needs some cron jobs to work properly. The cron jobs should be run with the same

user rights that were specified for the OTRS modules. That means that the cron jobs must
be inserted into the crontab file of the 'otrs' user.

All scripts with the cron jobs are located in var/cron, in the home directory of the 'otrs' user
(see Script below).

linux:~# cd /opt/otrs/var/cron
linux:/opt/otrs/var/cron# 1ls

aaa_base.dist generic_agent.dist rebuild ticket index.dist
cache.dist pending jobs.dist session.dist
fetchmail.dist postmaster.dist unlock.dist

generic_agent-database.dist postmaster mailbox.dist
linux:/opt/otrs/var/cron#

Script: Files needed to create the cron jobs.

These scripts have a suffix of '.dist'. You should copy them to files with the suffix removed.
If you use bash, you might want to use the command listed in Script below.

linux:/opt/otrs/var/cron# for foo in *.dist; do cp $foo “basename $foo .dist ; done
linux:/opt/otrs/var/cron# 1s

@aaa_base generic_agent-database.dist rebuild ticket index
aaa_base.dist generic_agent.dist rebuild ticket index.dist
cache pending jobs session

cache.dist pending jobs.dist session.dist

fetchmail postmaster unlock

fetchmail.dist postmaster.dist unlock.dist

generic_agent postmaster mailbox

generic_agent-database postmaster mailbox.dist
linux:/opt/otrs/var/cron#

Script: Copying and renaming all the files needed to create the cron jobs.

Table 3-2 describes the different cron jobs.
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Table 2.1. Description of several cron job scripts.

Script Function

aaa_base Sets the basics for the crontab of the 'otrs'
user.

cache Removes expired cache entries from disk.

Clears the loader cache for CSS and
JavaScript files.

fetchmail Used only if new mails will be fetched with
fetchmail into the ticket system.

generic_agent Executes the jobs of the GenericAgent that
are not stored in the database but in own
config files.

generic_agent-database Executes the jobs of the GenericAgent that

are stored in the database.

pending_jobs Checks system for pending tickets, and closes
them or sends reminders if needed.

postmaster Checks the message queue of the ticket
system, and delivers messages that are still
in the queues.

postmaster_mailbox Fetches the mails from the POP3 accounts
that were specified in the admin area, in the
section for "PostMaster Mail Accounts".

rebuild_ticket index Rebuilds the ticket index, which improves the
speed of the QueueView.

session Removes old and no longer needed session
IDs.
unlock Unlocks tickets in the system.

To setup all cron jobs, the script bin/Cron.sh located in the home directory of the 'otrs' user
can be used. When this script is executed, it needs a parameter to specify whether you want
to install, remove, or reinstall the cron jobs. The following parameters can be used:

Cron.sh {start} {stop} {restart} [0TRS user]

Because the cron jobs need to be installed in the crontab file of the 'otrs' user, you need to
be logged in as 'otrs'. If you are logged in as root, you can switch to 'otrs' with the command
su otrs. Execute the commands specified in Script below to install the cron jobs.

Warning

Please note that other crontab entries of the 'otrs' user will be overwritten or removed
by the Cron. sh script. Please change the Cron. sh script to retain other crontab entries
as needed.

linux:/opt/otrs/var/cron# cd /opt/otrs/bin/
linux:/opt/otrs/bin# su otrs

linux:~/bin$ ./Cron.sh start

/opt/otrs/bin

Cron.sh - start/stop OTRS cronjobs

Copyright (C) 2001-2009 OTRS AG, http://otrs.org/
(using /opt/otrs) done
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linux:~/bin$ exit
exit
linux:/opt/otrs/bin#

Script: Installing the cron jobs.

The command crontab -l -u otrs, which can be executed as root, shows you the crontab file
of the 'otrs' user, and you can check if all entries are placed correctly (see Script below).

linux:/opt/otrs/bin# crontab -1 -u otrs
7 S
# cron/aaa base - base crontab package

# Copyright (C) 2001-2013 OTRS AG, http://otrs.com/
7 S

# This software comes with ABSOLUTELY NO WARRANTY.
7 S

# Who gets the cron emails?

MAILTO="root@localhost"

cron/cache - delete expired cache

Copyright (C) 2001-2013 OTRS AG, http://otrs.com/

This software comes with ABSOLUTELY NO WARRANTY.

delete expired cache weekly (Sunday mornings)
0 0 * * 0 $HOME/bin/otrs.CacheDelete.pl --expired >> /dev/null
0 0 * * 0 $HOME/bin/otrs.LoaderCache.pl -o delete >> /dev/null

WN H HF HFHEHH

cron/fetchmail - fetchmail cron of the OTRS
Copyright (C) 2001-2013 OTRS AG, http://otrs.com/

This software comes with ABSOLUTELY NO WARRANTY.

fetch every 5 minutes emails via fetchmail
*/5 * * * x Jusr/bin/fetchmail -a >> /dev/null

HFHEHFEHFHFEHFEHESR

cron/generic_agent - otrs.GenericAgent.pl cron of the OTRS
Copyright (C) 2001-2013 OTRS AG, http://otrs.com/

This software comes with ABSOLUTELY NO WARRANTY.

start generic agent every 20 minutes

*/20 * * * *x ¢HOME/bin/GenericAgent.pl >> /dev/null

# example to execute GenericAgent.pl on 23:00 with

# Kernel::Config::GenericAgentMove job file

#0 23 * * * ¢HOME/bin/otrs.GenericAgent.pl -c "Kernel::Config::GenericAgentMove" >> /dev/null
cron/generic_agent - GenericAgent.pl cron of the OTRS

Copyright (C) 2001-2013 OTRS AG, http://otrs.com/

HFHEHEHFHEHFEHESR

This software comes with ABSOLUTELY NO WARRANTY.

start generic agent every 10 minutes
/10 * * * * $HOME/bin/otrs.GenericAgent.pl -c db >> /dev/null
cron/pending jobs - pending jobs cron of the OTRS

Copyright (C) 2001-2013 OTRS AG, http://otrs.com/

This software comes with ABSOLUTELY NO WARRANTY.

check every 120 min the pending jobs
5 */2 * * * ¢HOME/bin/otrs.PendingJobs.pl >> /dev/null

A HEAEHRHFEERF A HEHFEHEEREES
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cron/postmaster - postmaster cron of the OTRS
Copyright (C) 2001-2013 OTRS AG, http://otrs.com/

This software comes with ABSOLUTELY NO WARRANTY.
check daily the spool directory of OTRS
0 0 * * * $HOME/bin/otrs.ReprocessMails.pl >> /dev/null
cron/postmaster mailbox - postmaster mailbox cron of the OTRS
Copyright (C) 2001-2013 OTRS AG, http://otrs.com/

This software comes with ABSOLUTELY NO WARRANTY.

fetch emails every 10 minutes
/10 * * * * $HOME/bin/otrs.PostMasterMailbox.pl >> /dev/null
cron/rebuild ticket index - rebuild ticket index for OTRS
Copyright (C) 2001-2013 OTRS AG, http://otrs.com/

This software comes with ABSOLUTELY NO WARRANTY.

just every day
1 01 * * * $¢HOME/bin/otrs.RebuildTicketIndex.pl >> /dev/null

OHHFHFHFHFHF FCHEHFEHFEHFEHEEFHFHFERHERERESH

cron/session - delete old session ids of the OTRS
Copyright (C) 2001-2013 OTRS AG, http://otrs.com/

This software comes with ABSOLUTELY NO WARRANTY.

delete every 120 minutes old/idle session ids
5 */2 * * * ¢HOME/bin/otrs.DeleteSessionIDs.pl --expired >> /dev/null

OHFHHHFEHFHH

cron/unlock - unlock old locked ticket of the OTRS
Copyright (C) 2001-2013 OTRS AG, http://otrs.com/

This software comes with ABSOLUTELY NO WARRANTY.

unlock every hour old locked tickets
5 * * * * $HOME/bin/otrs.UnlockTickets.pl --timeout >> /dev/null

WHEHHEHFEHFEHRHR

linux:/opt/otrs/bin#

Script: Crontab file.
2.6. OTRS Scheduler Service

OTRS comes with a scheduler service that is used to perform asynchronous tasks.

The OTRS RPMs will set up the Scheduler Service automatically. If you install from source, you
can install the service by copying the scripts/otrs-scheduler-1linux file to /etc/init.d
and giving it the appropriate permissions. This will make sure the scheduler service starts
when the system starts up.

3. Using the web installer

You can use the OTRS Web Installer, after you installed the OTRS software, to set up and
configure the OTRS database. The Web Installer is a web page you can visit in your browser.
The URL for the web installer is http://localhost/otrs/installer.pl .

When the web installer starts, please follow the following steps to setup your system:

1. Check out the information about the OTRS offices and click on next to continue (see figure
below).
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Step 1 Step 2

Welcome to OTRSI

USA

OTRS Inc.

19925 Stevens Creek Blval
Cupertino, CA 95014-2358
Phone:

Mexico

OTRSSA. deCV.

0s0 127 - 105, Col. Del Valle
03100 Mexico, D.F.

Phone

Malaysia

OTRS Solution Shd Bdn

No 17-1B, Jalan Puteri 2/7, Bandar Puteri, 47100 Puchong
Selangor

Phone

Web site:
Email

Figure: Welcome screen.

2. Read the GNU Affero General Public License (see Figure below) and accept it,

the corresponding button at the bottom

Step 1
License

Step 2 Step3

License (1/4)

Step 3 Step4

Germany
OTRSAG
Norsk-Data-Str. 1
61352 Bad Homburg
Phone:

The Netherlands
OTRSB.V.
Schipholweg 103
2316 XC Leiden
Phone:

Hong Kong

OTRS Ltd

Rm 406, 4iF, Boss Commercial Centre
28 Ferry Street, Jordon

Phone

Next

Top of page @)

by clicking
of the page.

Step4

GNU AFFERQ GENERAL PUBLIC LICENSE
Version 3, 19 November 2007

Copyright (C) 2007 Free Software Foundation, Inc. <hTtp://fsf.org/>
Everyone 1s permitted Lo copy and distribute verbalim coples
of this license document, but changing it is not allowed.

Preamble

The GNU Afferc General Public License is a free, copyleft license &
software and other kinds of works, specifically designed Lo ensure
cooperation With the CORNMNITY in the case of network server soltwal

The licenses for most software and other practical werks are designs
to take away your freedom o share and change che works. By CONTIa:
cur General Public Licenses are intended to guarantee your freedem
share and change all versions of a program--te Zake sure it remaing
software for all its users.

When we speak of Iree sofiware, we are referring Lo freedom, ROt
price. Cur General Fublic Licenses are designed £ Make sure that
have the Ireedom Lo distribute copies of Iree sofiware (and charge

them if you wish), that you receive scurce cede or can get it if you
A n 138 nienea nf 1T in new

or
re.

ed

st,

to
free

vou
for

Accept license

Don'tacceptlicense

Figure: GNU Affero General Public License.

3. Choose the database that you want to
Microsoft SQL Server as a database, you

use with OTRS. If you choose MySQL, PostgreSQL or
can also select here if you want the web installer to

create a database for you or if your database administrator has already created a database
for you that you would like to use. After that, click the Next button (see figure below).

Step 1 Step2 Step 3
License: Database Settings.
. )

Database Selection (2/4)

SQL

Oracle

PostgreSQL

SQL Server (Microsoft)

Figure: Database Selection.

Step 4
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4. Depending of the database you chose and if you wanted the web installer to create a
database or use an existing one in the previous step, this screen might differ a little.

Step 1 Step2 Step 3 Step 4
License: Database Settings.

Configure MySQL (2/4)

root

localnost

Check database setiings

Back Next

Figure: Notification for successful check.

4. Create a new database user, choose a name for the database and click on 'Next' (see
Figure below).

Warning

It is never a good idea to use default passwords. Please change the default password
for the OTRS database!

Database-User (New)

ofrs

localhost
Database

ofrs

Next

Figure: Database settings.

If the database and its user were successfully created, you will receive a setup notification,
as shown in Figure. Click 'Next' to go to the next screen.

Step 1 Step 2 Step 3 Step 4 Step5
License Database Settings

Create Database (2/5)

Done.

Done.
Done.
Done.
Done.

Done.

Figure: Notification indicating successful database setup.

5. Provide all the required system settings and click on 'Next' (see Figure below).
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Step 1 Step3 Step 4 Step §
License.

Step 2
Database Settings. ‘General Specifications and Mail

System Settings (3/5)

SystemiD: |10 »
The identifier ofthe system. Each ticket number and each HTTP session ID contain this
number.
System FQDN: | yourhost example.com
Fully qualified domain name of your system.
minEmail | mb@olrs.com

Email address of the system administrator

Organization: | OTRS
Log
Loglodule: [File v
Log backend to use.
LogFile  foptiotrsharfloglotrs.log
Log file location is only needed for File-Loghodule!
Webfrontend

Defaultlanouage: | English (United States) v
Default language
CheckMXRecord: |Yes v

Email addresses that are manuall
Dontuse this option if your DNS is

ords found in DNS

Next

Figure: System settings.

6. If desired, you can provide the needed data to configure your inbound and outbound mail,
or skip this step by pressing the right button at the bottom of the screen (see Figure below).

Step2 Step 3 Step 4 Step 5
‘Database Settings General Specifications and Mail

Step 1

License
Mail Configuration (3/5)
Configure Outbound Mail

Outbound mai

woe [SMTP v
Select outbound mail type.
Outbound mail port: | 26

Select outbound mail port.

SMTP hos

SMTP host
SMTP authentication: [
Does your SWTP host need authentication?
Configure Inbound Mail
Inbound mail type: | IMAP v

Selectinbound mail type

Inbound mail host

User for inbound mail.

Password for inbound mail

Check mail configuration | Skip tis step

Figure: Mail configuration.

Congratulations! Now the installation of OTRS is finished and you should be able to work
with the system (see Figure below). To log into the web interface of OTRS, use the address
http://localhost/otrs/index.pl from your web browser. Log in as OTRS administrator, using the
username 'root@localhost' and the password 'root'. After that, you can configure the system
to meet your needs.

Warning

Please change the password for the 'root@localhost' account as soon as possible.
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Step2 ep 3 Step 4
License. Database Settings General Specifications and Mail Registration Finish
ettings

Finished (5/5)

root@localnost
root

((enjoy))
Your OTRS Team

Figure: Web installer final screen.

4. Upgrading the OTRS Framework

These instructions are for people upgrading OTRS from version 3.2 to 3.3, and apply both for
RPM and source code (tarball) upgrades.

Note

Please note that OTRS 3.3 requires at least perl version 5.10.0. Make sure before you
plan your upgrade that your server runs this version. You can check the version with
the command perl -v on the command line.The only known Linux distribution that
uses perl 5.8 and is still supported by its vendor is Red Hat Enterprise Linux (RHEL) 5
and its community supported derivative CentQOS 5. If you're on any of these platforms
and you plan to upgrade to OTRS 3.3 you should also plan migrating your operating
system to a version with a supported perl, such as RHEL 6 or CentOS 6.

If you are running a lower version of OTRS you have to follow the upgrade path to 3.1 first
(1.1->1.2->1.3->2.0->2.1->2.2->2.3->2.4->3.0->3.1->3.2->3.3 ...)! You need to perform a
full upgrade to every version in between, including database changes and the upgrading
perl script.

Please note that if you upgrade from OTRS 2.2 or earlier, you must take an extra step; please
read http://bugs.otrs.org/show_bug.cgi?id=6798.

Within a single minor version you can skip patch level releases if you want to upgrade. For
instance you can upgrade directly from OTRS 3.3.1 to version 3.3.4. If you need to do such
a "patch level upgrade", you should skip steps 9 and 13-17.

1. Stop all relevant services.

e. g. (depends on used services):

shell> /etc/init.d/cron stop
shell> /etc/init.d/postfix stop
shell> /etc/init.d/apache stop

2. Backup everything below $OTRS HOME (default: OTRS_HOME=/opt/otrs):
* Kernel/Config.pm
» Kernel/Config/GenericAgent.pm
» Kernel/Config/Files/ZZZAuto.pm
e var/*

e as well as the database
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3. Make sure that you have backed up everything ;-)
4. Setup new system (optional)

If possible, try this install on a separate machine for testing first.
5. Install the new release (tar or RPM).

e With the tarball:

shell> cd /opt

shell> mv otrs otrs-old

shell> tar -xzf otrs-x.x.x.tar.gz
shell> mv otrs-x.x.x otrs

Restore old configuration files

* Kernel/Config.pm

* Kernel/Config/GenericAgent.pm
e Kernel/Config/Files/ZZZAuto.pm
Restore TicketCounter.log

In order to let OTRS continue with the correct ticket number, restore the
TicketCounter.log to $0TRS HOME/var/log/ (default: 0TRS HOME=/opt/otrs). This is
especially important if you use incremental ticketnumbers.

Restore article data

If you configured OTRS to store article data in the filesystem you have to restore the
article folder to $0TRS HOME/var/ (default: 0TRS HOME=/opt/otrs).

* With the RPM:

shell> rpm -Uvh otrs-x.x.x.-01.rpm

In this case the RPM update automatically restores the old configuration files.
6. Own themes

Note: The OTRS themes between 3.2 and 3.3 are NOT compatible, so don't use your old
themes!

Themes are located under $OTRS_HOME/Kernel/Output/HTML/*/*.dtl  (default:
OTRS_HOME=/opt/otrs).

Please also note that dtl-Files must be in utf-8 from OTRS 3.3 on.
7. Set file permissions.

If the tarball is used, execute:

shell> cd /opt/otrs/
shell> bin/otrs.SetPermissions.pl
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with the permissions needed for your system setup.

8. Check needed Perl modules

Verify that all needed perl modules are installed on your system and install any modules
that might be missing.

shell> /opt/otrs/bin/otrs.CheckModules.pl

9. Schema update:

Note: new tables created in the MySQL UPGRADING process will be created with the default
table storage engine setin your MySQL server. In MySQL 5.5 the new default type is InnoDB.
If existing tables, e.g. "users", have the table storage engine, e.g. MyISAM, then an error
will be displayed when creating the foreign key constraints.

You have two options: (1) you can change the default storage engine of MySQL back to
MyISAM so that new tables will have the same engine as the existing tables, or (2) change
the existing tables to use InnoDB as storage engine.

Any problems with regards to the storage engine will be reported by the otrs.CheckDB.pl
script, so please run it to check for possible issues.

shell> cd /opt/otrs/

# MySQL:
shell> bin/otrs.CheckDB.pl
shell> cat scripts/DBUpdate-to-3.3.mysql.sql | mysql -p -f -u root otrs

# PostgreSQL 8.2+:
shell> cat scripts/DBUpdate-to-3.3.postgresql.sql | psql otrs

# PostgreSQL, older versions:
shell> cat scripts/DBUpdate-to-3.3.postgresql before 8 2.sql | psql otrs

Note: If you use PostgreSQL 8.1 or earlier, you need to activate the new legacy driver for
these older versions. Do this by adding a new line to your Kernel/Config.pm like this:

$Self->{DatabasePostgresqlBefore82} = 1;

Run the migration script (as user 'otrs', NOT as root):

shell> scripts/DBUpdate-to-3.3.pl

Do not continue the upgrading process if this script does not work properly for you.
Otherwise data loss may occur.

10Refresh the configuration and delete caches. Please run (as user 'otrs', NOT as 'root'):

shell> bin/otrs.RebuildConfig.pl
shell> bin/otrs.DeleteCache.pl
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11Restart your services.

e. g. (depends on used services):

shell> /etc/init.d/cron start
shell> /etc/init.d/postfix start
shell> /etc/init.d/apache start

Now you can log into your system.

12Check installed packages

In the package manager, check if all packages are still marked as correctly installed or if

any require reinstallation or even a package upgrade.

The following packages are automatically uninstalled after the upgrade process (if they
where installed before):

13Check config settings of OTRSFreeTextFromCustomerUser

OTRSPostMasterFilterExtensions
OTRSFreeTextFromCustomerUser
OTRSExternalTicketNumberRecognition
OTRSDashboardQueueOverview
OTRSImportantArticles
OTRSImportantArticlesITSM
OTRSDashboardTicketCalendar
OTRSMultiServiceSelect
OTRSMultiQueueSelect
OTRSDynamicFieldMultiLevelSelection
OTRSEventBasedTicketActions
OTRSTicketAclEditor
OTRSCustomerProcessSelection
OTRSACLExtensions
OTRSGenericStandardTemplates

OTRSExtendedDynamicDateFieldSearch

OTRSDashboardTicketOverviewFilters

Note: This only applies if you used the package OTRSFreeTextFromCustomerUser
previously.
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If you used this module previously, you need to reconfigure it. The module is automatically
uninstalled by the upgrading script as it is now a part of the OTRS framework.

If you want to keep using it, please enable the setting "Ticket::EventModulePost# # #930-
DynamicFieldFromCustomerUser" to activate this feature and configure the mapping in the
setting "DynamicFieldFromCustomerUser::Mapping".

l4lmport your ACLs to the new ACL editor (optional)

In OTRS 3.3, there is a graphical editor for ACLs in the administration interface. You will
need to import your existing ACLs (e.g. in Config.pm or additional files) to the editor
by using bin/otrs.ImportACLsFromConfig.pl in order to make them available in the editor.
Please make sure to delete any ACLs from Config.pm (or other files) after successfully
finishing the import procedure. Also you will need to use the deploy button in the ACL
administration frontend in order to re-deploy the imported ACLs to your system.

15Update your web server configuration
Note: this applies only if you use the Apache web server, and do not use the configuration
file directly from the OTRS installation directory (e. g. with a symlink from the Apache
configuration directory).

Please update the the Apache configuration file for OTRS as there have been several
changes (see scripts/apache2-httpd.include. conf).

16Update and activate cronjobs
There are several OTRS default cronjobs in $OTRS HOME/var/cron/*.dist. They can be

activated by copying them without the ".dist" filename extension. Do this to make sure
you get the latest versions of the cronjobs and new cronjobs as well.

shell> cd var/cron
shell> for foo in *.dist; do cp $foo "basename $foo .dist ; done

Please check the copied files and re-apply any customizations that you might have made.

To schedule these cronjobs on your system, you can use the script Cron.sh. Make sure to
execute it as the OTRS system user!

shell> /opt/otrs/bin/Cron.sh start

17Activate OTRS Scheduler Service
This only applies if you did not previously configure the OTRS scheduler 