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Digital Signature

Signer’s
Private Key

128 bits
— === ? /%

Encrypted
Message Digest

Hash Algorithm Message Digest

RSA Encryption

- provides data integrity, authentication, non-repudiation
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Digital Envelope !r
DA

DES Encryption A A

Recipient’s
Public Key
Ra n d o m I.l.l.l.l.l.l.l.l.l.ll
DES Key _> e
Encrypted
DES Key

RSA Encryption

> provides privacy (confidentiality)
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PKCS#7 Formats used by SSF

Data
SignedData
EnvelopedData

DigestedData
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PKCS#7 "Signed-data™

* (] (] *

version digestAlgorithms contentinfo certificates crls signerinfos

contentType content

"1 {oid, ...oid} "XXXXXXXXXXXXXXXXXXXXXXXXXXXXX'

/

("]

version | issuerAnd digest authenticated digestEncryption | encrypted | unauthenticated
SerialNumber | Algorithm | Attributes Algorithm Digest Attributes
1" (DN, no) oid {pkcs-9 attributes} | oid "xxxxxxx' | {pkcs-9 attributes}

f
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PKCS#7 "Enveloped-data"

+
version recipientinfos encryptedContentinfo 1
contentType content encryptedContent
Encryption
0 Algorithm

L oid "XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX"

content — 0000000 . » E/K T
.................. A
........ A
content .
Encryption _ i _ o ____ e
Key . TTTTTTTTTTTTTTTTTTTTTTTR e
version | issuerAnd keyEncryption encryptedKey
SerialNumber | Algorithm
'0’ (DN, no) oid "XXXXXXXXXXXXXXXXXXXXXXXXXXXX"
1
_____ [; S ——
u 1
v
>
E
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® SsfEncode ® SsfDecode
® SsfSign ® SsfVerify

® SsfEnvelope ® SsfDevelope
® SsfAddSign ® SsfDigest

® SsfVersion ® SsfProperty
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—»| - - /
CN=jms, OU=Basis, O=SAP, C=DE /

PROFILE

c:\users\ims\pse

PASSWORD

Kkkhkkkkkk

T S T T —
OK UNKNOWN_... INVALID_... NOT_FOUND...
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SSF ABAP Function Modules Hr
DAY

SSF_SIGN
SSF_VERIFY
SSF_ENVELOPE
SSF_DEVELOPE
SSF_ADDSIGN

® SSF_KRN._...

create digital signature(s)
verify digital signature(s)
encrypt for recipient(s)
decrypt for recipient

add a digital signature

done directly by the AS
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call function 'SSF_SIGN'

exporting

ssf_dest ='SAP_SSFATGUI'

str_format = 'PKCS7'

b_inc_certs ="'"'(or ‘X’)

b_detached ="'"'(or ‘X’)

ostr_input_data_| =.. <------------------------oTosooooos
importing

ostr_signed_data_|I = ...

tables

PR

PW RES

ostr_input_data =...

signer_list = ..

ostr_signed_data = ...

exceptions

[1 SAP AG 1999 SSF Technical Information (Michael Friedrich) /10




call function 'SSF_VERIFY'

exporting / —— -

ssf_dest =’'SAP_SSFATGUI'
str_format ='PKCS7'
b_inc_certs ="'"(or ‘X’)
ostr_signed_data_| =... €

-

str_pab =..
str_pab_password

importing

ostr_output_data_|

tables

ostr_signed_data

ostr_input_data -

]
’

signer_result_list = ... .
ostr_output_data =... Ny

exceptions
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call function 'SSF_ENVELOPE'

exporting / —— -
ssf_dest ='SAP_SSFATGUI'

str_format ='PKCS7'

ostr_input_data | =.. <«

~~
=~
-~
~
~
-~
~
~
~~
~

str_pab = Y TTeeal
str_pab_password =... \ ~~~~~~~~

importing
ostr_enveloped_data_Il = ... |

tables

ostr_input_data
recipient_list =.. N
ostr_enveloped_data =...

exceptions
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SSF_DEVELOPE

call function 'SSF_DEVELOPE'

exporting
ssf_dest ='SAP_SSFATGUI'
str_format ='PKCST7'
ostr_enveloped_data_| =..
importing

~ o~
-~
-
-~
-~
-
-
-~
-~
-~
-
-~
-~
-~
-
-
-~
-~
-
-~

ostr_output_data_|

tables AR

ostr_enveloped_data
recipient = .. .

ostr_output_data - ID PR PW RES g

exceptions
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SSF Signer/Recipient Internal Table !
DA

ID PROFILE PASSWORD RESULT
g';';g‘n PS g:UngaSiS’ c:\users\jms\pse R OK
g':;ijseéggEBaSis’ \sc-dev1... Sk UNKNOWN_...
gt‘;z‘;bg:%:;' d:\users\bob\pse Sk INVALID_...
g';';:‘:g‘ vé):L[J)TEBaSiS' \sc-dev2... TR NOT_FOUND...

(DDIC Structure: SSFINFO)
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