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What is default login password of the console, telnet, and FTP?
How to change the password?
How to access the Command Line Interface?

If | forgot the Switch password, how can | reset the password to
default?

How do | configure an IP address?

Is Online Help available on the Web GUI?

How to restart device from Web?

How to check the current running firmware version?

Is the mini GBIC transceiver hot-swappable?

What is so called "Dual-Personality interface" in Ethernet Switching?

Remaining:
Some demonstration in this support note may not use the exact model that you
are using. However, their functions and settings work the same way.
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How to manage & maintain your Switch?

Firmware Upgrade

From Web GUI:

1. Download (and unzipped) the correct model firmware to your computer.

2. Click Management and then Maintenance in the navigator panel to bring
up the following screen.

[ VMlaintenance

Firrmware Lipgrade Click Here
Festore Configuration Click Here
Backup Configuration Click Here
Load Factory Default Chck Here

Fehoot System Chick Here

3. Click on the “Click Here” link of the Firmware Upgrade to bring up the
following screen.

[ irmware Upgrade Maintenance

To upgrade the internal switch firmware, browse to the location of the binary (BIM) file and click Apply
hutton.

4. Browse the firmware located or type in the path into the “File Path” field.
5. Click on the Upgrade button.
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From Console Port:

Download (and unzipped) the correct model firmware to your computer.
Connect to the console port and open the Terminal Emulation Software.
Restarting the switch to enter the debug mode via the terminal.

Enter “ATUR”.

Use X-modem protocol to transfer (Send File) the firmware.

Enter “ATGO” to restart the switch after done uploading the firmware.

2R o

From Command Line FTP:

1. Download (and unzipped) the correct model firmware to your computer.
2. Launch the FTP client on your PC to login to Switch. (From the command
prompt, type “ftp <Switch IP>"

Press “Enter” for the User name

Enter password to get the ftp prompt.

Enter “bin” to set transfer mode to binary.

Use “put” to transfer the firmware from the computer to the switch, for
example: “put firmware.bin ras” transfers the firmware on your computer
(firmware.bin) to the switch and renames it “ras”.

7. Enter “quit” to exit the ftp prompt.

I
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Restore a Configuration File

From Web GUI:
1. Click Management and then Maintenance in the navigator panel to bring
up the following screen.

L Viaintenance

Firmmware Llpgrade Click Here
Restore Caonfiguratian Click Here
Backup Configuration Click Here
Load Factory Default lick Here

Feboot System Click Here

2. Click on the “Click Here” link of the Restore Configuration to bring up the
following screen.

o Restare Configuration Maintenance

To restore the device's canfiguration form a file, browse ta the lacation of the canfiguration file and click
Restore button.

3. Browse to locate the file with the file name or type in the path and the file
name into the “File Path” field.
4. Click on the Restore button.

From Console Port:
1. Connect to the console port and open the Terminal Emulation Software.
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A

Restarting the Switch to enter the debug mode via the terminal.

Enter “ATLC”

Use X-modem protocol to transfer (Send File) the firmware.

Enter “ATGO” to restart the Switch after done uploading the configuration
file.

From Command Line FTP:

1.
2.

IS

Download (and unzipped) the correct model firmware to your computer.
Launch the FTP client on your PC to login to Switch. (From the command
prompt, type “ftp <Switch IP>".

Press “Enter” for the User name

Enter password to get the ftp prompt.

Enter “bin” to set transfer mode to binary.

Use “put” to transfer the the configuration file from the computer to the
switch, for example: “put comfig.rom rom-0” transfers the firmware on your
computer (config.rom) to the switch and renames it “rom-0”.

Enter “quit” to exit the ftp prompt.
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Backing Up a Configuration File

From Web GUI:
1. Click Management and then Maintenance in the navigator panel to bring
up the following screen.

L Viaintenance

Firmmware Llpgrade Click Here
Restore Caonfiguratian Click Here
Backup Configuration Click Here
Load Factory Default lick Here

Feboot System Click Here

2. Click on the “Click Here” link of the Backup Configuration to bring up the
following screen.

[ Sackup Configuration Maintenance

This page allows vau to hack up the device's current configuration to your warkstation. Mow click the
Backup hutton.

3. Click on the “Backup” button to bring up the File Download dialog. Then,
clicking on the Save button to backup the configuration rom file to a proper
location.

From Console Port:

1. Connect to the console port and open the Terminal Emulation Software.
2. Restarting the Switch to enter the debug mode via the terminal.

3. Enter “ATTD”
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4. Use X-modem protocol to transfer (Receive File) the firmware.
5. Enter “ATGO” to restart the Switch after done uploading the configuration
file.

From Command Line FTP:

1. Download (and unzipped) the correct model firmware to your computer.
2. Launch the FTP client on your PC to login Switch. (From the command
prompt, type “ftp <Switch IP>"

Press “Enter” for the User name

Enter password to get the ftp prompt.

Enter “bin” to set transfer mode to binary.

Use “get” to transfer the firmware from the computer to the switch, for
example: “get rom-0 config.rom” transfers the firmware on your computer
(config.rom) to the switch and renames it “config.rom”.

7. Enter “quit” to exit the ftp prompt.

IS
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Load Factory Defaults

From Web GUI:
1. Click Management and then Maintenance in the navigator panel to bring
up the following screen.

L Viaintenance

Firmmware Llpgrade Click Here
Restore Caonfiguratian Click Here
Backup Configuration Click Here
Load Factory Default lick Here

Feboot System Click Here

2. Click on the “Click Here” button of the Load Factory Defaults to bring up
the following screen.

3. Adialog pops up with the message “Are you sure you want to load factory
defaults?”.

Microsoft Internet Explorer E|

? )
“"‘\1/ Are you sure wou wank to load Factory default

[ (o4 |[ Cancel ]

4. Click OK to go to the following dialog.

5. Click on the OK button. Now, all switch configurations has been reset to
the factory defaults and the system will be restarted.

6. Please note that the switch IP address is now 192.168.1.1.

From Console Port:
1. Connect to the console port and open the Terminal Emulation Software.
2. Type in the correct password to bring up the prompt.

Type “erase run” to load the factory default configurations.

10
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Physical Switch connection

How to connect two switches via Fiber Channel

Your Switch may come with one or many mini-Gb ports. ZyXEL offers Small
Form-factor Pluggable (SFP) transceivers for Gigabit Ethernet and Fiber
Channel applications. These small, modular optical interface transceivers offer
a convenient and cost effective solution for the adoption of Gigabit Ethernet
and Fiber Channel in data center, campus, metropolitan area access, ring
networks, and storage area networks. It supports full duplex Gigabit speeds
and hot-pluggable feature.

Scenario

Switch with mini-Gb Switch with mini-Gb

Fiber Cable [LC.l'LC}\ T

Fast Ethemet

PC Alpha PC Delta

In this scenario, two Switch with mini-Gb port connected together via its
mini-GB Port with a LC/LC Fiber cable (62.5/125MM). PC “Alpha” is connected
to the Switch on the left and another PC “Delta” is connected to the Switch on
the right via the RJ45 Port (Cat 5 cable).

What you need here to complete this scenario:

® ZyXEL Switch with Mini-GB port x2

(note: Each ES-3100 Series Switch comes with 2 Mini-GB Port)
® SFP-SX Transceiver x2
® LC/LC Fiber Cable (62.5/125MM) x1

11
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Here is the photo of the SFP-SX Transceiver & the LC/LC Fiber Cable.

Steps to complete this scenario

1. Find both Mini-GB ports on your Switch first.

12
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2. Get one transceiver and plug it into the Mini-GB Port of your Switch

13
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4. Remove both side of the protection cap from the LC/LC Fiber Cable.

If you connected the cable correctly, the LED of the “LINK” will light up.

14
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6. Now, connect the first PC “Alpha” to the Switch on the left and the second
PC “Delta” to the Switch on the right via the regular Ethernet cable.

7. Set the NICs in both computers to the same IP Domain.
(ex, PC “Alpha” :192.168.1.4/24;  PC “Delta” : 192.168.1.5/24)

8. From PC “Alpha”, PING PC “Delta” at 192.168.1.5

C:s2>ping 192.168.1.5

Pinging 192.168.1.5 with 32 hytes of data:c

Reply from 122.168.1.5: hytes=32 time=18msz TTL=254
Reply from 122.168.1.5: hytes=32 time=5m= TTL=254
Reply from 122.168.1.5: hytes=32 time=5m= TTL=254
Reply from 122.168.1.5: hytes=32 time=6m=z TTL=254

Ping statistics for 192.168.1.5:
Packetz: Sent = 4. Received = 4, Lost = 8 (@
Approximate round trip times in milli-—seconds:
Minimum = Sms, Maximum = 1Bms,. Average = bms

9. From PC “Delta”, PING PC” Alpha” at 192.168.1.4
C:s>ping 192.168.1.4
Pinging 192.168.1.4 with 32 bytes of data:
Reply from 122.168.1.4: hytes=32 time=5ms TTL=254
Reply from 1722.168.1.4: hytes=32 time=%ms TTL=254

Reply from 172.168.1.4: hytes=32 time=5ms TTL=254
Reply from 192.168.1.4: hytes=32 time=28ms TTL=254

Ping statistics for 192_.168_1_4:

Packetz: Sent = 4, Received = 4, Lost = @ {Bx lossz>,.
Approximate round trip times in milli-—seconds:

Minimum = Sms, MHaximum = 28ms. Average = 1ims

10.Now you can confirm that the network connection between these two
Switch is up and running.

15
All contents copyright (c) 2006 ZyXEL Communications Corporation.



ZyXEL ES-3100 Series Switch Support Notes

General Networking

DHCP Relay Option 82 Application

ISP may want to limit the number of IP address or deliver some specific IP
addresses according to certain Switch port, VLAN ID and option 82 string.
They can easily to achieve this with DHCP Relay Option 82 feature and a
DHCP server supporting Option 82 function.

16
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How to set up DHCP Relay Option 82 Environment

Here, we will set up an environment to allow a PC to get DHCP IP address in
specific IP pool according to its Switch port, VLAN ID and the option 82 string.
In this case, we are using GS-3012 for the demonstration. PC is behind 25"
Switch port and the option 82 string is a string “GS-3012”. We use the IP
Commander as DHCP server. Its IP is 192.168.1.99 and the IP pool is between
192.168.1.201 and 192.168.1.203 for VID=1, Switch port=25 and the option 82
string is “GS-3012".

1. Switch (GS-3012) settings
Click IP Application, DHCP Relay in the navigation panel to display configuration

screen as shown. You will see the DHCP Relay setup page. Active the DHCP relay
and Option 82 function. Also, click Information to make “GS-3012” as the
Option 82 string. Information is READ ONLY here and it is the same as the
host name of the Switch.

® Status

Active
Remote DHCP Server 1 [
""" i Remote DHCP Server 2

Remote DHCP Server 3
Static Routing sriai i

DHCP Relay Rty Agentinformation TGl OPHONB2 s
Information |G5-3012

Now we can connect PC to the 25™ SWITCH port. Please see former
applications for detailed settings.

17
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3. IP Commander settings
Open IP Commander. Right click “IP commander and then click “connect new
server’.

. Incognito Management Console

File Edit Service View ILmport Help

Iiss- Q9 ?

B P Comrawd-
Co Commander

|P Commander Administrator Configuration Litility
Client Fevision 4.2.11.1
Copyright c 1938 - 2004
Incognito Software Inc.

|l Docl - Micros &) 5 b ] @@L TF 0338

Input the DHCP IP address or domain name and click “ok”. Our IP is
192.168.1.99.

18
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5. Incognito Management Console

Tmals Help

aQ®
s IP Commander

|P Commander Administrator Configuration Litility
Client Fevision 4.2.11.1

Copyright ¢ 1938 - 2004

Incognito Software Inc.

IXZis-s-leEdmp
thEnmmandar

Select Server

Flzaze enter the name of the server with the IP Commander service you
would fike to manage:

Cancel I

il 371 - Mic

&L w10 @~ T

Input user name and password. The default user name is “administrator” and
password is “incognito”.

19
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B -
t IP Commander
s IP Commander

|P Commander Administrator Configuration Litility
Client Fevision 4.2.11.1
Copyright ¢ 1938 - 2004
Incognito Software Inc.

TP Commander

“r'ou must login using an IP Commander service administrator account on
192.168.1.93 [hot a Winnt or Unixz user account).

Login name

V¥ Save Password oK I Cancel

&7 i ]@®--L TF

It will bring up the following screen, please make sure that your DHCP is in

‘online” status. Then click “wizard” in the top tool bars and select “rule
wizard’.

20
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. Incognito Management Console - confignring IP Commander on 192.168.1.99

File Edit Service WView Import Export Tool: Beports Help
— . - Global Settings Wizand
I == é @ o 9 E Subnet Configuration Wizard
= t IP Cammander
= 99 <ONLINE. Stand-alone>

|P Commander Administrator Configuration Uty

O Metwork Visws et oviion 4.2.11.1

i % Fules Copyright c 1998 - 2004
3 Templates 7
) Incognito Saftware Inc.
PFolicies
i Acess Contol o |nfomation
] M anagement
Static Addresse Semver cso1
Client Classes Service Incagrito IP Commander for NT
Hardware Mapp Service revision 42783
5 Active IP Addre Serial number 1000
9 i # of users in license 255
AnttRoaming D Current # of ugers 0
Subscription expiry date End of &pr 2005
Copy type Demo
q DDNS & TFTP | Praduct number o
Service categony 1002
Product key 04<-IPC100-8F44-780 2-9B9C-6CA3
Operating system ‘windows =P Service Pack 1

|~
|»

G 10®--L TF

t IP Cammander
t 152.168.1.99 <ONL & Create Rule

Service Configu
Adrinistrator ¢ General I Fiule Criteriz | High'water Marks | Rule Dptions |
Wetwark Views

Templates
Policies
Access Control
M anagement
Static Addresse | gwer limit
Client Classes ]—
Hardware Mapr -

E Active |P Addre

Anti-Roaming D Default gat

% Fiules Rule Wizard for 192.168.1.99

Description| Creating a rule

A rule consists of an address range and a set of criteria.
DHCF options are zpecified in a template which iz inked
ta the rule

Mame the rule

B view dudits
Statistics Lease time
@ DDNS & TFTP| —
= Enter a description of the le [optional).
[ Unlimites !Demn
Back i Mest > Cancel
Created Last modified
! Aidd ! Search

(@ 2 Ethereal
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Assign a range of IP addresses or just one IP address to this rule. In our case,
we set the IP pool from 192.168.1.201 to 192.168.1.203.

n 192.168.1.99 <ONLINE, Stand-alone>.

IP Cammander
=] t 1892 168.1.99 <ONL Create Rule

+ Service Configu
Adrinistrator ¢ General I Fiule Criteriz | High'water Marks | Rule Dptions |
Wetwark Views

B % Rules Name Rule Wizard for 192.168.1.99 %)

M Templates —
Policies .

. Access Control | DESCiiRtion Address Range Limits

et M anagement

Static Addresse | gwer limit
Client Classes 1—
Hardware Mapr -

=2 Active IP Addre
Anti-Roaming D Default gat

B view dudits
Statistics Lease time

@ DDNS & TFTP| —

[ Unlimites

Mow you must specify the upper and lower limits
of the IP addresses for the rule.

Enter the lower limit:

Enter the upper limit:

192.168.1 .zZ03

< Back ' Mest > Cancel '

Created Last modified

* Aidd I ! Search

- | ek Docl - Micyo.. Incognito Ma.. | (@2 Ethereal = [ e E &5 7w E10@®-- Trun

After input IP pool, we select “DHCP Option” in Keywords combobox.

22
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Ixs5-8-¢BADE-A0(?
= 4B IP Commarder

= t 192 168.1.99 <ONL t Service Configuration for 192.168.1.99 <ONLINE. Stand-alone>

== Service Configu
Adrministrator A

Wetwaork Views

|P Commander Administrator Configuration Uty

i Client revisigesd
[ Rues [ESMIE Rule Wizard for 192.168.1.99
B Templates freroritc s
Policies
E Access Control e T Create the rule criteria
B tdanagement
Static Addresse Server Select rule criteria from the keywords list. and link them using operators
Cliert Classes Service i the operators list. Use parantheses to specify the order of preference.
Hardware Mapp Service rg|
== Active |P Addre Setial nu Kepwards: Operatars:
Arifioaringd | 1O [OHCRGpton = £l
Wi dudits Subscripli
Statistics Copy typel Gateway
(i DDMS & TFTR | Product ni Hardware Type
i Host Name
Poduak] [ Adies
Dperating :_F;I;n;lt Exception
FielapdgentCircuit

< Back 1 Mest > Cancel

il Docl - Microsoft Word neogn B 4‘_;"" i B @@ -1 TF 0342

After select the “DHCP Option”, it will pop up “Add DHCP Option Rule” dialog.
Select “option 82 Relay Agent Information”, sub-option 1, binary data. For port
25, VLAN 1, “GS-3012", please key in “0019000147532d33303132” as the key
value and click OK. Please note that the first 2 bytes define port number, the
second 2 bytes is VLAN ID and the other bytes are the Option 82 string.

23
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IZzs-8-¢eEHEE-QID P

IP Cammander n
t 152.168.1.99 <ONL & Create Rule

2}

Service Configu
Adrinistrator ¢ General I Fiule Criteriz | High'water Marks | Rule Dptions |
Wetwark Views

B Fiules
e Templates
Policies

Rule Wizard for 192.168.1.99

B Access Control S Create the rule criteria
e tdanagement
Static Addresse | qwer limit Select rule criteria from the keywords list. and link them using operators
Cliert Classes I_ inthe operatars list. Use parantheses to specify the order of preference.
Hardware Mapp -
=3} Active |P Addre Kepwords Operatars:
Anti-Roaming D Default - =
B view s Add DHCP Option Rule X

Statistics Lease i

@ DDNS L TFTP|

Option number: Sub-option [optional): D ata type: Enter the data the client must match:
592 IT |Einary Data ;I |"‘ T

82 Relay Agent Information

Cancel I

< Back I Mest > I Cancel I

Created Last modified

Links I Aidd Delete | Search |

Ic Eep Hely
Ixis-8-¢EABDE-QAD P |
= 4B IP Commarder .

& 192182199 ONL /4 Create Rule

Service Configu
Adrinistrator ¢ General I Fiule Criteriz | High'water Marks | Rule Dptions |
Wetwark Views

Bl DU Rule Wizard for 192.168.1.99 X
Templates =

Policies

B Access Control Dty Create the rule criteria
e tdanagement
Static Addresse | qwer limit Select rule criteria from the keywords list. and link them using operators
Cliert Classes | inthe operatars list. Use parantheses to specify the order of preference.
Hardware Mapp -
e Active |P Addre Kepwards: Operatars:
AniRoaming D Defauleay e = |
e Audits
Statistics Lease time Rue cii
@ DDNS & TFTF| = i
iU i OPTIONBINARY(E2.1 , 0019000131323438)
[ Unlimites
< Back I Mest > I Cancel I
Created Last modified
Links I Aidd Delete | Search |

(@ 2 Ethereal 5 E &7 an b @@~ TFO
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Then pop up the following screen and you can just press Next button.

#B8B-09 9

IP Commander
192.168.1.99 <ONL Service Configuration for 192 168.1.99 <ONLINE. Stand-alone>

Service Configu
Administrator 86 o der Administiator Configuration Utility

il Metwork Views — fron reyisigat 2

El-g Rulss BEST R Rule Wizard for 192.168.1.99 %)

H Templates | 2 ]
ncagnito 5

Policies

H Access Control Rule options

Service Inf
e} tdanagement
Static Addresse
Cliert O SEW.Er “You may specify the rule options for
et Lasses Service I Rule is reserved every e that you create.
Hardware Mapp Service rg|

i £ Active P Addre | Serislrumg | = g dopied
Apti-Fioaming O g of usei;s

[ view Audits e
Statistics Copy lyEe
(i DDMS & TFTR | Product ni [~ Requie legal hostname [RFC 1123)
Service c.
Product ki [~ Donot send Host/Domain
Operating

[~ Ping before allocation

[ Shuffle IP addresses allacated fram this e

< Back ' Cancel '

Save I

B temp

Then you can add DHCP template (option) such as gateway, DNS server and
SO on.

25
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Ixis-8-¢EAER-QAD?P |
t IP Cammander
t 192.168.1.99 <ONL t Service Configuration for 192 168.1.99 <ONLINE. Stand-alone>
e Service Configu
Adrministrator A
Wetwaork Views

|P Commander Administrator Configuration Uty

o Bl Client revisi .
i = LI Rule Wizard for 192.168.1.99 [’il
i Jemplatas Incagnito 5 X
Policies
& Access Control g oo il Specifying a Template for the rule
=3} tdanagement
Static Add
CI\Z\T EIaS;e::e galv_er I a rule does not have a template, it is still functional. Requesting clients may still be
i gllocated P addresses, and receive DHCP option datainherited from a parent rule, or
Hardware Mapr Service 19 S R
e 9 Active P Addre | Serial numy 119 NS HERSISMRAE.
Apti-Fioaming O g of ustei;s
i i uner
Wi Audit i
5 e Subseriptid o may use an existing template, or you may create a new template
Statistics Capy type

@ DDNS & TFTP 1 | Product v & Create a new template

Service c. . .
Product k £ Link an existing template to the rule
Operating  Leave the rule without a template

< Back ' Cancel '

Save I

B temp

Ixis-8-¢EAER-QAD?P |
t IP Cammander
t 192.168.1.99 <ONL t Service Configuration for 192 168.1.99 <ONLINE. Stand-alone>
e Service Configu
Adrministrator A
Wetwaork Views

|P Commander Administrator Configuration Uty

il S Client revisi .
& ules (00008 Rule Wizard for 192.168.1.00 ['il
B Templates 7 —
¥ Incogrito S|

Policies
:+: accass Enntlrnl i Selecting DHCP Dptions for the Template
B anagemen when a client satisfies a e, it will receive it's IP address along with the DHCP options

Static Addresse Semver

: in the inked template, or in the global template.
Client Classes Service

Hardware Mapp Service rg|

& B Active P Addre | Serialnumy | Auvailable Options & | Selected Optons |
fiti Roaming D gul uset;s 1 Subnet Mask 3 Gateways
B view Audts urent # 2 Time Difset .
5 Subscripti 4 Time Server SHEE A

Statistics
Copy type 5 Mame Server

@ DONS & TFTP | | Froduct & Domain Server
Service . 7 Log Server &
Pruducil ki 8 Quotes Server
Operating 9 LPR Server i

10 Impress Server

11 ALP Server

12 Hostname

13 Boot File Size

14 Merit Dump File

16 Domain Name o,

Ol Add

Delete

< Back ' Mest > I Cancel '

B temp
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You can apply DDNS service to DHCP server or not.

6 EB-Q9 9

IP Cammander
152.168.1.99 <ONL

Service Configu
Adrministrator A

Service Configuration for 192.168.1.99 <ONLINE. Stand-alone>
|P Commander Administrator Configuration Uty

Client revisigest 3
B Rule Wizard for 192.168.1.99 3]

Incagnito 5

Wetwaork Views

£ Fiules
E Templates
Policies

Access Control

Enabling Updates for Incognito’s DNS Commander

e tdanagement
Static Addresse Server In order to enable automatic DNS Commander updates you must specify the [P
Client Classes Service address of the Domain Mame Server [DHNS)
Hardware Mapp Ssl_vlcs |
= 9 Active IP Addre Serial nu
Arti-Faaming D # of users|
@) view dudits Cunent#4 [~ Enable automatic DNS updates
¥ Subzcripti
o) Statistics Copy type ¥ Inhen atting:
@ DONS & TFTP 1 | Froduct n
Service c. o = DNS I—
Praduct k sedfEli
Operating

< Back ' H Cancel '

Save I

B temp

The rule creation has been finished.

27
All contents copyright (c) 2006 ZyXEL Communications Corporation.



ZyXEL ES-3100 Series Switch Support Notes

t IP Commander
192.168.1.99 <ONL Service Configuration for 192 168.1.99 <ONLINE. Stand-alone>

Service Configu
Administrator 86 o der Administiator Configuration Utility

Metwork Views — fron reyisigat 2
Hibs [ESMIE Rule Wizard for 192.168.1.99 X
Templates =

¥ Incogrito S|
Policies
o _ Tree Wiew
1 azi,zs;eij:(m Senvice Inf You are finished!
Static Addresse Server & Fules
Client Classes Sémice Global Management T?e IUIT W|z|ard nutcu ha;TH Elttlhe rTuuer\:l
Hardware Mape | Service rg Global Access ControlList | 21021  HERE ANETEs (8 2
- i Active P Addre iav;al nu Global Template emplate for pou.
Anti-Raaring D SLuses | ito <01.0.0.0)
e Curnent # H ' ng s __ s Select a component in the tree to view or modify
B view dudits iy | || Template for Incognitn S i
Statistics Cony lyEe it's properties.
DDMS & TFTR
q grnd_uct 9 Once the ule iz created it will immediately
P?D';:f:tﬁ Compaonents are linked together  become active.
Operating in the rules container!

Cancel '

Save I

After finishing all above procedures, your PC will get the IP address
192.168.1.201 when you send a DHCP request.
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Separating a physical network into many virtual
networks

What is Virtual LAN?

. VLAN Overview

A VLAN (Virtual Local Area Network) allows a physical network to be
partitioned into multiple logical networks. Stations on a logical network belong
to one group called VLAN Group. A station can belong to more than one group.
The stations on the same VLAN group can communicate with each other. With
VLAN, a station cannot directly talk to or hear from stations that are not in the
same VLAN group(s); the traffic must first go through a router.

In MTU or IP-DSLAM applications, VLAN is vital in providing isolation and
security among the subscribers. When properly configured, VLAN prevents
one subscriber from accessing the network resources of another on the same
LAN, thus a user will not see the printers and hard disks of another user in the
same building.

VLAN also increases network performance by limiting broadcasts to a smaller
and more manageable logical broadcast domain. A VLAN group is a broadcast
domain. In traditional Layer-2 switched environments, all broadcast packets go
to each and every individual port. With VLAN, all broadcasts are confined to a
specific broadcast domain.

There are two most popular VLAN implementations, Port-based VLAN and
IEEE 802.1q Tagged VLAN. ES-3100 series supports both VLAN
implementations. The most difference between both VLAN implementations is
Tagged VLAN can across Layer-2 switch but Port-based VLAN cannot.

- Port-based VLAN

Port-based VLANs are VLANs where the packet forwarding decision is based
on the destination MAC address and its associated port. You must define
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outgoing ports allowed for each port when using port-based VLANs. Note that VLAN
only governs the outgoing traffic, in the other word, it is unidirectional.
Therefore, if you wish to allow two subscriber ports to talk to each other, e.g.,
between conference rooms in a hotel, you must define the egress (outgoing
port) for both ports. An egress port is an outgoing port, that is, a port through
which a data packet leaves.

There are 5 hosts (Host A, B, C, D and E) connected to a 5-port layer-2 switch
which supported port-based VLAN.

Case 1: Host A and Host B can talk to each other, because they are in the
same VLAN group. But Host A and Host B can't talk to Host C, D, and E.

Layer-2 Switch

— VLAN 1 L,l -|,I3Lf|-% |-%L,|-|‘Ij

A B C D E

7

o=

ML

Port-based VLAN definition:

« Egress port for port 1: port 2
- Egress port for port 2: port 1

Case 2: There are 3 VLAN groups in the physical network. Host A and Host B
can talk to each other; they are in the same VLAN group 1. Host B and Host C
are in VLAN group 2. Host A, Host D and Host E are in VLAN group 3.
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Layer-2 Switch

—— VLAN1 ¢

~——VLAN2 A B C D E
——VIAN3 TT_ T 7 T T

Port-based VLAN definition:

- Egress port for port 1: port 2, port 4, port 5
« [Egress port for port 2: port 1, port 3

« Egress port for port 3: port 2

- Egress port for port 4: port 1, port 5

« [Egress port for port 5: port 1, port 4

. Port-based VLAN across different switch

Port-based VLAN is specific only to the switch on which it was created. Definitely,
Port-based VLAN can't across different switches. As the following network diagram
shown in most MTU case, for the sake of security, subscribers are isolated with each
other except for the gateway. There are two switches, Switch-2 and Switch-3,
supported port-based VLAN and uplink to a none-port-based VLAN switch, Switch-1.
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Switch -1 Gateway

For Switch-2, port 1, port 2, and port 3 are allowed to communicate back and forth
with uplink port 4, but not with other ports.

« Switch-2 VLAN 1 member port: port 1 and port 4
«  Switch-2 VLAN 2 member port: port 2 and port 4
«  Switch-2 VLAN 3 member port: port 3 and port 4

For Switch-3, port 2, port 3, and port 4 are allowed to communicate back and forth
with uplink port 1, but not with other ports.

«  Switch-3 VLAN 1 member port: port 2 and port 1
«  Switch-3 VLAN 2 member port: port 3 and port 1
«  Switch-2 VLAN 3 member port: port 4 and port 1

Host A can't talk to Host B due to the port-based VLAN in Switch-2, and Host C can't
talk to Host D due to the port-based VLAN in Switch-3. But both Switch-2 and
Switch-3 uplink to the none VLAN Switch-1. Host A and Host B will talk to Host C and
Host D via the none VLAN switch because port-based VLAN can't across different
switches.

To achieve the security between different switches, you must put another port-based
VLAN switch for the uplink. Each port on the uplink switch also should be separated
into different VLAN, except for the port to the gateway. So subscribers only can talk to
the gateway for Internet access but not communicate with each other.
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Gateway

Switch -1

For Switch-1, port 1, port2, and port 3 are allowed to communicate back and forth with
uplink port 4, but not with other ports.

«  Switch-1 VLAN 1 member port: port 1 and port 4
«  Switch-1 VLAN 2 member port: port 2 and port 4
«  Switch-1 VLAN 3 member port: port 3 and port 4

How to configure Port-Based VLAN

Port-based VLANs are VLANs where the packet forwarding decision is based
on the destination MAC address and its associated port.
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Scenario

ES-2108-LC

\ Port9,10 i
-

Pon1i]_ PijTHE
o B = =
S S— Y N =
PCA PCB PCC PCD

In this scenario, Port Based VLAN is used to separate one physical Switch into
two smaller logical Switches. Port 1~4 and 9, 10 are in one group. And Port
5~10 are in another group. Port-based VLANs are specific only to the switch

on which they were created.
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Configuring your Switch to fulfill this scenario (GUI)

Connect port 1 with a PC or Notebook via the RJ45 Cable.

By default the MGMT IP on every port is 192.168.1.1/24

Set your NIC to 192.168.1.2/24

Open an Internet browser such as IE and give http://192.168.1.1 on
the URL.

Wb~

5. By default you will need to put “admin” as the username and “1234” as
the password.
6. After you login successfully, you will see a similar screen like below.

B Status B Logout H Help

g EETTED
Systemn Up Time: 22:35:08

Advanced Applicatio

i Port  Link state LacP TxPkts RxPKis Erfors TxKB/s RxKBfs Up Tin

IP Application 1 100MF FORWARDING Disabled 3313 4581 o 0.0 00 2225
Management 2 Down STOP Disabled i 0 0 00 00 000
3 Down STOP Disabled 0 o o 0.0 0.0 0o

1 Down sTOP Disabled [} 0 0 0o 00 000

8 Down STOP Dizahled o o o 0o 00 000

6 Down STOP Disabled o o 0 0.0 0.0 000

I Down STOP Disabled o o o oo 00 o600

g Down STOP Disabled o 0 0 0.0 0.0 000

9 Down STOP Dizabled o 0 0 0.0 0.0 000

10 Down 5TOP Disabled [i 0 0 00 00 oo00d

Poll Interval(s) T‘id | ;
Pont [ALL ]

7. First, we need to tell the Switch to run VLAN as port based instead of
802.1q based. In order to do so, we first click on the “Basic Setting”,
then “Switch Setup”; on your right screen the VLAN Type, choose “Port
Based” instead of “802.1Q”", and click “Apply” to save your changes.

35
All contents copyright (c) 2006 ZyXEL Communications Corporation.



ES-3100 Series Switch Support Notes

Systern Info

General Setup
IF Setup
Fort Setup

@) Switch Setup ]

N
VLAN Type

IGMP Snooping
MAC Address Learning

GARP Timer

Priority Queue Assignment

C a02.10
© PortBased_
Active

Aging Time |300 | seconds

Jain Timer | milliseconds

Leave Timer illiseconds

Leave All Timer

level? E|
levels 3w
levels 2%
leveld i \:
level3 T
lewvel2 i
levelt [0
s '8
R

| milliseconds

B Status B Logout H Help

8. Now, you need to tell the Switch how you are going to separate the
physical Switch into some logical small Switches. Thus, we click
“‘Advanced Application” then “VLAN”. On the right screen, check the
boxes to suit your need. In this case, we need to make port 1~4 and
port 9, 10 in a group in order for them to communicate in both ways.
And port 5~10 in another group but these two groups cannot talk with
each others. Here we also logically defined Port 9 and Port 10 as the
uplink ports. Therefore, both groups can pass data to Port 9 and Port
10. In another word, these two ports belong to both of the groups on
the same time. Please confirm if your setting looks similar to below.
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B Status B Logout H Help

Advanced Application | Setting Wizard Port isclation V| [ADPJS'] ‘

Incoming
5 7

g 7

[<]
<]

5 3 9 jui]
atic MAC Forwarding ! ] nnn !
Filtering 2 O nnn 2
Spanning Tree Protocol 3 O nnn 4

Bandwidth Caontral

Braonad\,zlaststz?rr:DCDntrol ¢ 0 nnn #
Mirraring J O O O O g
Link Aggregation Outgoing & nnnn i
Port Authentication 7 nnnn ?
E e IRERTS DN @ ¥ § B @
 ENCHCHEEES ¥ ¥ © ® @
» IENCHENEREN © © 8 8 @ s

5 ] 9 i

i)

@ Copyright 1995-2005 by Zy<EL Communic

9. Finally, you can now verify your result. If everything works fine, PC A
can ping PC B and PC Z. But it cannot ping PC C or PC D. On the
same time, this should work vice versa.

10.For example,

PC A: 192.168.1.4/24
PC B: 192.168.1.5/24
PC C: 192.168.1.6/24
PC D: 192.168.1.7/24
PC Z: 192.168.1.99/24
11.PING PC B from PC A (Should work)
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C:\>ping 192.168.1.5

Pinging 1?2_168_1.5 with 32 hytes of data:

Reply from 192_168_.1.5: bytes=32 time=12m= TTL=254
Reply from 192_168_.1.5: bytes=32 time=bmsz TTL=254
Reply from 192_168_.1.5: bytes=32 time=Yms= TTL=254
Reply from 192_168_.1.5: bytes=32 time=bmsz TTL=254

Ping statistics for 192.168.1.5:
Packetz: Sent = 4. Received = 4, Lozt = @8 (@
Approximate round trip times in milli-seconds:
Minimum = &6ms. Maximum = 1Zms,. Average = Tms

12.PING PC Z from PC A (Should work)

tsping 19221681 .29
inging 192_.168.1.2? with 32 hytes of data:c

eply from 192.168.1.99: hytes=32 time=15m= TTL=254
eply from 192.168.1.99: hytes=32 time=6mz TTL=254
eply from 192.168.1.99: hytes=32 time=6mz TTL=254
eply from 192.168.1.99: hytes=32 time=7msz TTL=254

ing statistics for 192.168.1.99:

Packets: Sent = 4. Received = 4. Lost = 8 <@ loss>,.
pproximate round trip times in milli—seconds:

MHinimum = 6ms, Maximum = 15ms. Average = 8ms

13.PING PC C from PC A (Should NOT work)

twrping 192.168.1.6
192.168.1.6 with 32 hytes of data:

timed out.
timed out.
timed out.
timed out.

ing statistics for 192.168.1.6:
Packets: Sent = 4, Received = B, Lost = 4 {1@8x loss).
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Configuring your Switch to fulfill this scenario (CLI)

1. Connect the Switch Console port with your PC or Notebook.

2. Open your Terminal program.(Ex, Hyper Terminal in Windows
System)

3. Make sure that your port settings are
bps:9600
Data bits:8
Parity: None
Stop bits:1
Flow control: None:

4. After you connected successfully, give the correct user name and
password.

5. Put “en” or “enable” to go into the privileged mode. Then put “config” to
go into the configuration mode.

6. Put the following commands to setup Port Based VLAN on your Switch
in this
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7.

scenario.

vlan-type port-baged

interface port-channel
no egress met 5-8

exit

interface port-channel
no egress met 5-8

exit

interface port-channel
no egress met 5-8

exit

interface port-channel
no egress met 5-8

exit

interface port-channel
no egress zet 1-4

exit

interface port-channel
no egress zet 1-4

exit

interface port-channel
no egress zet 1-4

exit

interface port-channel
no egress zet 1-4

exit

When all of the above are done, do not forget to give the “write
memory” command under the enable mode to save your configuration.

What is IEEE 802.1Q Tag-based VLAN?

Tag-based VLAN Overview

Regarding IEEE 802.1Q standard, Tag-based VLAN uses an extra tag in the MAC
header to identify the VLAN membership of a frame across bridges. This tag is used
for VLAN and QoS (Quality of Service) priority identification. The VLANs can be
created statically by hand or dynamically through GVRP. The VLAN ID associates a

frame with a specific VLAN and provides the information that switches need to
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process the frame across the network. A tagged frame is four bytes longer than an
untagged frame and contains two bytes of TPID (Tag Protocol Identifier, residing
within the type/length field of the Ethernet frame) and two bytes of TCI (Tag Control
Information, starts after the source address field of the Ethernet frame).

6 hytes 6 hytes 2 bytes variahle

Standard frame

TCI Tagged frame

Priority | CFl | VID

3bits  Lhit 12 hits

« TPID: TPID has a defined value of 8100 in hex. When a frame has the
EtherType equal to 8100, this frame carries the tag IEEE 802.1Q / 802.1P.

« Priority: The first three bits of the TCI define user priority, giving eight (2*3)
priority levels. IEEE 802.1P defines the operation for these 3 user priority bits.

« CFI: Canonical Format Indicator is a single-bit flag, always set to zero for
Ethernet switches. CFl is used for compatibility reason between Ethernet type
network and Token Ring type network. If a frame received at an Ethernet port
has a CFl set to 1, then that frame should not be forwarded as it is to an
untagged port.

« VID: VLAN ID is the identification of the VLAN, which is basically used by the
standard 802.1Q. It has 12 bits and allows the identification of 4096 (2*12)
VLANSs. Of the 4096 possible VIDs, a VID of 0 is used to identify priority
frames and value 4095 (FFF) is reserved, so the maximum possible VLAN
configurations are 4,094.

Note that user priority and VLAN ID are independent of each other. A frame
with VID (VLAN Identifier) of null (0) is called a priority frame, meaning that
only the priority level is significant and the default VID of the ingress port is
given as the VID of the frame.
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. How 802.1Q VLAN works

According to the VID information in the tag, the switch forward and filter the
frames among ports. These ports with same VID can communicate with each
other. IEEE 802.1Q VLAN function contains the following three tasks, Ingress
Process, Forwarding Process and Egress Process.

Filtering
Database

Forwarding
........... P Prucess EsssmmssmEEEn

Ingress Rule Egress Rule

v

.............. Packet Packet
Receive Transmit

1. Ingress Process:

Each port is capable of passing tagged or untagged frames. Ingress Process
identifies if the incoming frames contain tag, and classifies the incoming frames
belonging to a VLAN. Each port has its own Ingress rule. If Ingress rule accept
tagged frames only, the switch port will drop all incoming non-tagged frames. If
Ingress rule accept all frame type, the switch port simultaneously allow the incoming
tagged and untagged frames:

« When a tagged frame is received on a port, it carries a tag header that has a
explicit VID. Ingress Process directly pass the tagged frame to Forwarding
Process.

« An untagged frame doesn't carry any VID to which it belongs. When a
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untagged frame is received, Ingress Process insert a tag contained the PVID
into the untagged frame. Each physical port has a default VID called PVID
(Port VID). PVID is assigned to untagged frames or priority tagged frames
(frames with null (0) VID) received on this port.

Tagged frame Tagged frame
VID | | e »| | VID
Untagged frame Ingress Rule Tagged frame

..................... —

After Ingress Process, all frames have 4-bytes tag and VID information, and
then go to Forwarding Process.

2. Forwarding Process:

The Forwarding Process decides to forward the received frames according to
the Filtering Database. If you want to allow the tagged frames can be
forwarded to certain port, this port must be the egress port of this VID. The
egress port is an outgoing port for the specified VLAN, that is, frames with
specified VID tag can go through this port. The Filtering Database stores and
organizes VLAN registration information useful for switching frames to and
from switch ports. It consists of static registration entries (Static VLAN or
SVLAN table) and dynamic registration entries (Dynamic VLAN or DVLAN
table). SVLAN table is manually added and maintained by the administrator.
DVLAN table is automatically learned via GVRP protocol, and can't be created
and upgraded by the administrator.

The VLAN entries in Filtering Database have the following information:

1. VID: VLAN ID

2. Port: The switch port number

3. Ad Control: Registration administration control. There are 3 type of ad
control, including forbidden registration, fixed registration and normal
registration.
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- Forbidden registration: This port is forbidden to be the egress

port of specified VID..

- Fixed registration: While ad control is fixed registration, it means
this is a static registration entry. This port is the egress port of the
specified VID (a member port of the specified VLAN). The frames
with specified VID tag can go through this port.

« Normal registration: While ad control is normal registration, it
means this is a dynamic registration entry. The forwarding
decision is depended on Dynamic VLAN table.

Egress tag Control: This information is used for Egress Process. The

value may be tagged or untagged. If the value is tagged, the outgoing
frame on the egress port is tagged. If the value is untagged, the tag will be
removed before frame leaves the egress port.

VID
10
10
10
20
20

Port

1

Ad Control Tag Control
Forbidden Tag
Fixed Tag
Normal UnTag
Fixed Tag
Fixed UnTag

Filtering Database

VID
10
10
20

Egress Port
1
2
3

3. Egress Process:

Dynamic VLAN (DVLAN) table

The Egress Process decides if the outgoing frames but be sent tagged or
untagged. The Egress Process refers to the egress tag control information in
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Filtering Database. If the value is tagged, the outgoing frame on the egress
port is tagged. If the value is untagged, the tag will be removed before frame
leaves the egress port.

How to connect two switches using VLAN?

| want to make VLAN on two layer 2 switches, and | want to connect first switch
to second switch with trunk port. There will be 5 VLAN on first Switch and there
will be 7 VLAN on second switch. Trunk port will be port 25 on both switches
as well. | made VLAN s on both switch, but | did not find trunk options on both
switches. How can | use Port 25 as trunk port?

The scenario is described as below:

Uses port 25 to connect this two switches

\ — \ Layer 2

Is_v.é.;lwr!l(tecrh2 / “ switch
—
‘—¢=" e —¢=‘ VLAN 101 VLAN 105

VLAN 101 VLAN 105
Where the configurations of VLAN in this two switches are:
VLAN 2, 3, 4, 5, 6, 7, 8 on switch A
VLAN 2, 3, 4, 5, 6 on switch B
Configuration of VLAN on switch A
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Index YID 2 4 6 8 10 12 14
T T P A e i
1 ] uluJululu]ulu
uluJululu]ulu
U - R R - R R
2 1M
ulul-1-1-1-1-
- [ - - - -
3 102
- I - - - -
- ] 1] - -
4 103
uful-]-
5 104 e
uou
B 105
uou
7 106 ——
B 107
4
2. Configuration of VLAN on switch B
t Number Ot VLAN =6
Port Mumber
Index YID 2 4 65 9 10 12 14 16
0 T O ) I T e
1 1 U U U U U U U u
VI VI VA VA TR VY
uflul-1-1-1-1-17-
2 10
ugfuful--1-1-17-
- fu o] -] -
3 102
- (Y] - - -
- R ooy -
4 103
NI E
- -1u
5 104
u
B 105 -
Answer:

In switch A, add port 25 in each VLAN
VID:101 (port 1,2,3,"25 TAG")
VID:102 (port 4,5,6,,"25 TAG")
VID:103 (port 7,8,9,10,"25 TAG")
VID:104 (port 23,24,"25 TAG")
VID:105 (port 11,12,13,14,"25 TAG")
VID:106 (port 15,16,17,"25 TAG")
VID:107 (port 18,19.20,21,"25 TAG")

A~ A~ o~ o~ A~ o~

In switch B, add port 25 in each VLAN
VID:101 (port 1,2,3,,4,"25 TAG")

16 18 20 22 24 26 ElapsedTime Status =
15 17 19 21 23 25
U U u U u
0:01:45 Static
U U u U u
e e S 0:01:48 Static
e e S S 0:01:49 Static
e E————— 0:01:49 Static
- - R - U ]
0:01:48 Static
-1 -1-1vu
e e S 0:01:49 Static
U .
0:01:48 Static
uful-]- i
-lulul - _
0:01:48 Static
- u oy :
I W
18 20 22 24 26 ElapsedTime Status
17 19 21 23 15
U ouououou _
0:02:24 Static
Uouououu
11 0:02:25 Static
— ] 0:02:25 Static
e e 0:02:25 Static
U - .
0:02:25 Static
U - - -
-luful - _
0:02:24 Static
uouou
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VID:102 (port 6,7,8,9,10,"25 TAG")

VID:103 (port 11,12,13,14,"25 TAG")

VID:104 (port 15,16,17,18,"25 TAG")

VID:105 (port 19,20,21,23,22"25 TAG)

Clients in same VLAN on both switches can communicate each other.
PVID:

® Set PVID on switch 1
Port1,2,3 :101
Port4, 5,6 :102
Port7,8,9,10:103
Port 23, 24: 104

Port 11,12, 13, 14: 105
Port 15, 16, 17: 106

Port 18, 19, 20, 21: 107
port 25: PVID=any

® Set PVID on switch 2:
Port1,2,3,4:101
Port6, 7, 8,9, 10, : 102

Port 11, 12, 13, 14, : 103
Port 15, 16, 17, 18: 104
Port 19, 20, 21, 22, 23: 105

Port 25:PVID=any
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Setting up VLAN Trunking

With the benefit of deploying VLAN trunking, we can connect two switches by a
port that is configured as VLAN trunking port. PC1 with each VLAN tag frames
from switch 1 can communicate with PC2 with another VLAN tag frames in
switch 2 via VLAN trunking port. In our example, we set up port 5 in switch 1 as
the VLAN Trunking port while in switch 2, we set up port 10 as the VLAN
Trunking port.

~1 ..\\-\!__
SWITCH 1 SWITCH 2

In the switch 1, the configuration is:
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LS VLAINT UL OELLily VLA S Lds
GVRP -

Portisolation

Port Ingress Check PVID GVRP Acceptable Frame Type VLAN Trunking

I
‘I
j
I

14 O i (i All -

In the switch 2, the configuration is

[ @) VLAN Port Setting VLAN Status
GVRP O
Port isolation O
Port Ingress Check PVID GVRP Acceptable Frame Type WLAN Trunking

a
a
j
a

-
-
ﬁ

In the switch 1, we set port 2 as VLAN 2 untag
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In the switch 2, we set port 6 as VLAN 2 untag.

The switch 1 IP address: 192.168.1.31

The switch 2 |IP address: 192.168.1.21

After the configuration, we can observe that in the switch 1, the PC4 running on
port 2 can find the PC, running on port 6 in the switch 2.

e CAWINDOWS\System 32'cmd exe - ping 192 1681 21 -t

Approximate round trip timesz in milli-seconds:
Minimum = Bms, Maximum = Bms,. Average = Bms

Control-C

~C

C:~>»ping 192 .168.1.21 -t

Pinging 192.168.1.21 with 32 bytes of data:

from 192 _.168.1.21:- hytes=32 time<{ims TTL=128
from 192.168.1.21: bhytes=32 time<{ims TTL=128
from 192.168.1.21: hyte==32 time<imz TIL=128
from 192.168.1.21: hytes=32 time{ims TTL=128
from 192_168.1.21: hytez=32 time<imz TTL=128
from 192 _.168.1.21:- hytes=32 time<{ims TTL=128
from 192.168.1.21: bhytes=32 time<{ims TTL=128
from 192.168.1.21: hyte==32 time<imz TIL=128
from 192.168.1.21: hytes=32 time{ims TTL=128
from 192_168.1.21: hytez=32 time<imz TTL=128
from 192 _.168.1.21:- hytes=32 time<{ims TTL=128
from 192.168.1.21: bhytes=32 time<{ims TTL=128
from 192.168.1.21: hyte==32 time<imz TIL=128
from 192.168.1.21: hytes=32 time{ims TTL=128
from 192_168.1.21: hytez=32 time<imz TTL=128
from 192 _.168.1.21:- hytes=32 time<{ims TTL=128
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How to configure GVRP?

\ = ipTEmEEEEEy)

— : | Por{ 23
2 GVRP- :
=.% aware PC Floor2
i ANAD
B GVRP- | ﬁ
=- unaware PC :
. Port 3
asssamsssssEsEsEsssEEEs . ..: C Internet
\? )
Pory 24-
: \ij_:mminm::j
: Basement Port2g . .
Description:

In this scenario, PCs belong to different divisions within a single
corporation can not communicate with each other, and we leave some ports of
switches for GVRP-aware PC and others for VLAN-unaware PC. So network
administrator can manage and configure VLAN smartly based on different
devices and requirements. For switches on floor 1 and 2, PC connecting to
port 3 joins VLAN 10 statically; PC connecting to port 4 joins VLAN 20 statically;
and PCs connecting to port 1&2 can join VLAN 10/20/30 which determined by
its configuration on GVRP-aware NIC dynamically. For switch on basement,
PC connecting to port 1 joins VLAN 30 while PC connecting to port 3 can join
VLAN10/20/30 dynamically. Please Note: all clients connecting to switches in
this scenario should be located in the same subnet (in this example, the subnet
is 192.168.1.0/24)

How to configure this scenario:
1. For Switch A on Floor 2:
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Please enter VLAN setting under Advanced Application menu and click “static
VLAN?” to bring up the following screen, adding VLAN 10: port 3, fixed, untag;
port 23, fixed, Tx tagging”.

ZyXEL
e

@ Status B Logout H Help

Basic Setting [ @) Static VLAN ] VLAN Status -
A ! ACTIVE
Routing Protocol — VLAN 10 |
Management
LA Group 1D b
WVLAN
Static MAC Farwarding Port Contral Tagging
Filtering 1 @ Mormal O Fixed O Forhidden Tx Tagging
Spanning Tree Pratocol 2 @ Mormal O Fixed O Forhidden Tx Tagging
ki Criiel 3 O Marmal @ Fixed O Forhidden [ ™ Tagging
:Tr::i;a;l ElornlConing 4 @ Mormal O Fived O Farhidden Tx Tagging
Link Aggragation 5 @ Mormal O Fixed ) Forbidden Tx Tagaing
Fort Authenticatian [ & Mormal ) Fixed ) Forhidden Tx Tagaing
Part Security 7 @ Marral O Fixed O Forbidden Ty Tagging
DHCP g @ Mormal O Fixed O Forhidden Tx Tagging
Access Control 9 @ Marmal O Fixed O Forbidden Tx Tagging
DiffSery 10 & Normal O Fixed ) Forbidden Ty Tagging
Queuing Method 11 @ Marrnal O Fied O Farhidden Tx Tagging
VRRP 12 & Mormal O Fixed ) Forbidden Tx Tagging
13 @ Mormal O Fixed O Forhidden Tk Tagaing
14 @ Mormal O Fixed ) Forbidden Tx Tagaing
14 @ Mormal O Fixed O Forhidden Tx Tagging 3

Add VLAN 20 to this switch, VLAN 20: port 4, fixed, untag; port 23, fixed, Tx
tagging.

ZyXEL
e

@ Status B Logout H Help

Basic Setting L@ Static VLAN ] VLAN Status A~
Advanced Appl ACTIVE
| Name VLANZO |
Management
WLAN Group 1D 0

WVLAN
Static MAC Farwarding Port Contral Tagging
Filtering 1 @ Mormal O Fixed O Forhidden Tx Tagging
Spanning Tree Pratocol 2 @ Mormal O Fixed O Forhidden Tx Tagging
ki Criiel 3 @ Marmal O Fixed O Forhidden Tx Tagaing
:Tr::i;a;l ElornlConing 4 O Maormal @ Fived O Farhidden [ T« Tagging
Link Aggragation 5 @ Mormal O Fixed ) Forbidden Tx Tagaing
Fort Authenticatian [ & Mormal ) Fixed ) Forhidden Tx Tagaing
Part Security 7 ® Mormal O Fined O Forbidden Tw Taoging
DHCP i @ Mormal O Fixed O Forhidden Tx Tagging
Access Control 9 @ Marmal O Fixed O Forbidden Tx Tagging
DiffSery 10 & Normal O Fixed ) Forbidden Ty Tagging
Queuing Method 11 @ Marrnal O Fied O Farhidden Tx Tagging
VRRP 12 & Mormal O Fixed ) Forbidden Tx Tagging

13 @ Mormal O Fixed O Forhidden Tk Tagaing

14 @ Mormal O Fixed ) Forbidden Tx Tagaing

14 @ Mormal O Fixed O Forhidden Tx Tagging 3

yright 1055 Communications Co

Please click VLAN port setting to bring up the following screen, setup PVID 10
for port 3, PVID 20 for port 4, and enable GVRP on the top of the screen and
port 1, port 2, port 23.
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ZyXEL
e

@ Status B Logout H Help

Basic Setting [ @) VLAN P g VLAN Status -
Advanced Ap| SWRP
Portisolation [}
Management
o Port Ingress Check  PVID GVRP Acceptable Frame Type VLAN Trunking
Static MAC Forwarding 1 L] . G < O
Filtering 2 1] 1 All v ]
Spanning Tree Protocol 3 O 10 O AL - O
Bandwidth Control o m
Broadcast Storm Contral . O O 3 O
Mirroring g L] 1 O Al ~ O
Link Aggregation 5 O 1 O Al 3 =]
Part Authentication I Al
Port Security U O O b O
DHCP 8 | 1 O Al v |
Access Control 3 0 1 ] Al v ]
Diffgery
1 Al
Queuing Methad 1 O O b O
VRRP 1 O ! O Al v O
12 O 1 O All v O
13 B 1 B Al v [}
14 O L O Al S O v

2. For Switch B on Floor 1:
Please follow the same steps to adding VLAN 10: port 3, fixed, untag; port
23, fixed, Tx tagging; port 24, fixed, Tx tagging”.

ZyXEL
e

@ Status B Logout H Help

Basic Setting [ @) Static VLAN ] VLAN Status -
Advanced Ap| ACTIVE
. Narme VLAN 10 |
Management
LA Group 1D b

WVLAN
Static MAC Farwarding Port Contral Tagging
Filtering 1 @ Mormal O Fixed O Forhidden Tx Tagging
Spanning Tree Pratocol 2 @ Mormal O Fixed O Forhidden Tx Tagging
ki Criiel 3 O Marmal @ Fixed O Forhidden [ ™ Tagging
:Tr::i;a;l ElornlConing 4 @ Mormal O Fived O Farhidden Tx Tagging
Link Aggragation 5 @ Mormal O Fixed ) Forbidden Tx Tagaing
Fort Authenticatian [ & Mormal ) Fixed ) Forhidden Tx Tagaing
Part Security 7 @ Marral O Fixed O Forbidden Ty Tagging
DHCP g @ Mormal O Fixed O Forhidden Tx Tagging
Access Control 9 @ Marmal O Fixed O Forbidden Tx Tagging
DiffSery 10 & Normal O Fixed ) Forbidden Ty Tagging
Queuing Method 11 @ Marrnal O Fied O Farhidden Tx Tagging
VRRP 12 & Mormal O Fixed ) Forbidden Tx Tagging

13 @ Mormal O Fixed O Forhidden Tk Tagaing

14 @ Mormal O Fixed ) Forbidden Tx Tagaing

14 @ Mormal O Fixed O Forhidden Tx Tagging 3

Add VLAN 20 to this switch, VLAN 20: port 4, fixed, untag; port 23, fixed, Tx
tagging; port 24, fixed, Tx tagging.
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ZyXEL
e

@ Status B Logout H Help

Basic Setting [ @) Static VLAN ] VLAN Status -
Advanced Ap| ACTIVE
| Name VLANZO |
Management
WLAN Group 1D 0

WVLAN
Static MAC Farwarding Port Contral Tagging
Filtering 1 @ Mormal O Fixed O Forhidden Tx Tagging
Spanning Tree Pratocol 2 @ Mormal O Fixed O Forhidden Tx Tagging
ki Criiel 3 @ Marmal O Fixed O Forhidden Tx Tagaing
:Tr::i;a;l ElornlConing 4 O Maormal @ Fived O Farhidden [ T« Tagging
Link Aggragation 5 @ Mormal O Fixed ) Forbidden Tx Tagaing
Fort Authenticatian [ & Mormal ) Fixed ) Forhidden Tx Tagaing
Part Security 7 @ Marral O Fixed O Forbidden Ty Tagging
DHCP g @ Mormal O Fixed O Forhidden Tx Tagging
Access Control 9 @ Marmal O Fixed O Forbidden Tx Tagging
DiffSery 10 & Normal O Fixed ) Forbidden Ty Tagging
Queuing Method 11 @ Marrnal O Fied O Farhidden Tx Tagging
VRRP 12 @ Mormal O Fixed ) Farhidden Tx Tagging

13 @ Mormal O Fixed O Forhidden Tk Tagaing

14 @ Mormal O Fixed ) Forbidden Tx Tagaing

14 @ Mormal O Fixed O Forhidden Tx Tagging 3

Please click VLAN port setting to bring up the following screen, setup PVID 10
for port 3, PVID 20 for port 4, and enable GVRP on the top of the screen
and port 1, port 2, port 23, port 24.

ZyXEL
e

@ Status B Logout H Help

Basic Setting [ @) VLAN P g VLAN Status -
Advanced Ap| SWRP
Portisolation [}
Management
o Port Ingress Check  PVID GVRP Acceptable Frame Type VLAN Trunking
Static MAC Forwarding 1 L] . G < O
Filtering 2 1] 1 All v ]
Spanning Tree Protocol 3 O 10 O AL - O
Bandwidth Control
Broadcast Storm Contral . O e O e 3 O
Wirraring 5 O 1 O All v O
Link Aggregation 5 O 1 O Al 3 =]
Part Authentication I Al
Port Security U O O b O
DHCP 8 | 1 O Al v |
Access Control 3 0 1 ] Al v ]
Diffgery
1 Al
Queuing Methad 1 O O b O
VRRP 11 O 1 O All v O
12 O 1 O All v O
13 B 1 B Al v [}
14 O L O Al S O v

3. For Switch C on Basement:
Please set static VLAN 10: port 23, fixed, untag.
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® Status [ Logout H Help

VLAN Status

Advanced Application ACTIVE

Routing Protocol Name VLANIO |

Management

] VLAN Group I b
WLAR
Static MAC Forwarding Port Control Tagying
Filtering 1 ® Naormal O Fixed O Forhidden Tx Tagging
Spanning Tree Protocol 2 @ Morrnal O Fixed O Forhidden Tx Tagaing
Bandwidth Control 3 @ Mormal O Fixed O Forbidden Tx Tagging
Bl Bl Caie] 4 @ Mormal O Fixed O Forbidden Tx Tagging
HLLOIIN 5 @ Mormal O Fixed O Forbidden Tk Tagaing
Link Aggregation
o . [ @ Narmal O Fixed O Farbidden Tx Tagging
Part Security 7 @ Morrnal O Fixed  Forbidden Tx Tagging
ferras Crm) I @ Mormal O Fived O Forhidden Tx Tagging
Queuing Method ] @ Mormal O Fixed ) Forbidden Tx Tagging
Classifier 10 & Mormal O Fixed ) Forbidden Ty Tagging
Palicy Rule 1 @ Normal O Fixed O Forbidden Tr Tagging
VLAN Stacking 12 @ Normal O Fixed O Forbidden Tx Tagaing
DT RS 13 ® Naormal O Fixed O Forhidden Tx Tagging

14 @ Morrnal O Fixed O Forhidden Tx Tagaing
14 @ Mormal O Fixed O Forhidden Tx Tagging 3

Please set static VLAN 20: port 23, fixed, untag.

ZyXEL

® Status [ Logout H Help

. Ensic suting VLAN Status
Advanced Application ACTIVE
Routing Protocol Name VLANZD |

VLAN Group 1D 20

WLAR
Static MAC Forwarding Port Control Tagying
Filtering 1 @ Marmal ) Fixed O Forhidden Tk Tagoing
Spanning Tree Protocol 2 @ Marmal  Fixed 2 Forbidden Tx Tagging
Bandwidih Control 3 @ Mormal O Fixed O Forhidden Ty Tagging
BradcasiSormlEoiol 4 @ Marmal O Fixed O Forbidden Tx Tagging
hiirretin g 5 @ Mormal O Fixed O Forhidden Tr Tagging
Link Aggregation
o . [ @ Marmal O Fived O Faorbidden Tx Tagging
Part Security T @ Mormal O Fixed O Forbidden Tx Tagging
Access Contral 3 @ Mormal ) Fived ) Forhidden Ti Tagging
Queuing Method ] @ Mormal O Fixed ) Forbidden Tx Tagging
Clagsifier 10 & MNormal O Fixed ) Forbidden Ty Tagging
Poliey Rule 11 @ Marmal O Fixed O Forbidden Ty Tagging
WLAN Stacking 12 @ Mormal O Fixed O Forhidden Tr Tagging
DIAICE? REIEY 13 @ Mormal ) Fixed O Forhidden Tx Tagging

14 @ Marmal  Fixed 2 Forbidden Tx Tagging

14 @ Mormal O Fixed O Forhidden Ty Tagging 3

Please add VLAN 30: port 1, fixed, untag; port23, fixed, untag; port 24,
. .
fixed, Tx tagging.
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ZyXEL
e

B Status B Logout B Help

Basic Setting [ %) VLAN VLAN Stats -
MVI_'WE" Appl | ACTIVE
Routing Protocol | — VLAN3D |

WLAN Group ID b

WVLAN
Static MAC Farwarding Port Contral Tagging
Filtering 1 O Mormal @ Fixed O Forhidden [ T« Tagging
Spanning Tree Pratocol 2 @ Mormal O Fixed O Forhidden Tx Tagging
ki Criiel 3 @ Marmal O Fixed O Forhidden Tr Tagging
:Tr::i;a;l tarrm Control 4 ® Narmal O Fixed © Forhidden Ty Tagging 2
Link Aggragation 5 @ Mormal O Fixed ) Forbidden Tx Tagaing
Fort Authenticatian [ & Mormal ) Fixed ) Forhidden Ti Tagging
Part Security 7 ® Mormal O Fined O Forbidden Tx Tagging
DHCP g @ Mormal O Fixed O Forhidden Tx Tagging
Access Control 9 @ Marmal O Fixed O Forbidden Tx Tagging
DiffSery 10 & Normal O Fixed ) Forbidden Ty Tagging
Queuing Method 11 @ Marrnal O Fied O Farhidden Tx Tagging
VRRP 12 @ Mormal O Fixed ) Farhidden Tr Tagging
13 @ Mormal O Fixed O Forhidden Tx Tagging
14 @ Mormal O Fixed ) Forbidden Tx Tagaing
14 @ Mormal O Fixed O Forhidden Tx Tagging 3

ZyXEL
wew

B Status Bl Logout B Help

Basic Setting L@ VLAN P g VLAN Status i
Advanced Appl GVRP
Part isolation Fl
LR Port Ingress Check  PVID GVRP Acceptable Frame Type VLAN Trunking
Static MAC Forwarding 1 O e 0 e v 0
Filtering 2 O 1 H Al v B
Spanning Tree Protocol 3 0 1 a1 3 0
Bandwidth Control i Al
Broadeast Storm Control . 0 0 v Ol
Wirraring [ 1] L ] All v ]
Link Aggregation g O 1 O Al 3 O B
Port Authentication i ol
Part Security 7 O O 4 O
DHCP 8 O ! O Al v L]
Access Control 9 0 1 0 Al - 0
DiffSers
1 All
Quauing Methad 1 O o b o
VRRF " O 1 O Al v O
12 E 1 H A1 ~ O
13 O 1 O All v O
14 O ! O Al v O v

Then, this scenario is done here.
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IP Multicasting

How to setup IGMP snooping in your switch?

Figure 1: IGMP and IGMP snooping

\ o
—
Media | Multicast IGMP Router
server —~= | Traffic
—_—

0L —
Switch w/ IGMP
Snooping

|
PIRNN
__/ 7 \ N

- - S [ St
Receiver Receiver Receiver Mot a
Receiel

IGMP snooping is designed for application with deployment of multicast traffic.
It operates on the underlying IGMP mechanism where a layer two switch
passively listens to the IGMP Query, Report and Leave (IGMP version 2)
packets transmitted between the IGMP router and clients and collects passing
IGMP messages. After that, the switch records the message’s group
registration information, and configures multicasting information accordingly. If
the multicast group information is unknown (not recorded on the switch), the
switch discards that multicast traffic. Only the registered clients that join the
group will receive multicast stream from the IGMP router. Thus this
significantly reduces the multicast traffic forwarded down to the clients.
Another advantage of IGMP snooping is to allow the intermediate switch to
learn multicast group information without manually configuring switches.
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Configuration of IGMP snooping by web

In this example, we enable the IGMP function on the GS-4024 (an IGMP router)

to connect to a multimedia server. Also, we enable IGMP snooping function on
the ES-3124 or other ZyXEL L2 Switch to connect to the multimedia clients.
Figure 2: IGMP snooping Example

Y

\ ™
-—
= Iledia stream server (2334444
L]

=N

G35-4024 +

N\
l

E5-3124+

=

+

2354444

Hot a mervber:
Grronp Mlerobers

L
Step one: In the GS-4024, click the IP Application, select IGMP where,
Figure 3: IGMP Setup

IGMP function can be enabled and we can select either IGMP-v1 or IGMP-v2.

All contents copyright (c) 2006 ZyXEL Communications Corporation.
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B Status B Logout H Help

_Management

Index Network Version

| static Routing 1 192.168.1.1124 e ]

RIF
QSPF
el forly | Cancel |
DvMRP

IF Multicast

DiffSery

DHCP Iy

YRRP

Step two: In the L2 Switch, click Basic Setting and then Switch Setup
where we can enable IGMP snooping function with WEB-GUI.

Figure 4: IGMP Snooping Setup

B Status B Logout H Help

O ETTEECIT

g02.1a
YLAN Type @
O PortBased
|_Management IGMP Snooping Active
MAC Address Learing Aging Time 300 seconds
Systern Infa GARF Timer Jain Timer 200 Imilliseconds
General Setup L Ti 500 -
Switch Setup CELE LT milliseconds
1P Setup Leave All Timer 2000 | milliseconds
Paort Setup Priority Gueue Assignment level? I
leveld
levels
lewveld
level3
level2
levell

Configuration of IGMP and IGMP snooping by CLI
Step one: Enable IGMP function

In the configure mode

GS-4024(config)# router igmp

Step two: Enable IGMP snooping
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In the configure mode of CLI,
L2Switch(config)# igmp-snooping

Step three: Display the IGMP Status
In the exec mode of CLI
GS-4024# show router igmp

Step Four: Display the IGMP snooping Status
In the exec mode of CLI
L2Switch# show igmp-shooping

Note: One thing needs to be mentioned is that in the IGMP router, we do not
need to enable IGMP snooping function.
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Overview of MVR

MVR refers to Multicast VLAN Registration that enables a media server to
transmit multicast stream in a single multicast VLAN while clients receiving
multicast VLAN stream can reside in different VLANs. Clients in different
VLANSs intend to join or leave the multicast group simply by sending the IGMP
Join/leave message to a receiver port. The receiver port belongs to one of the
multicast group can receive multicast stream from media server. In the Figure
1, without support of MVR, the Multicast stream from media server and
subscriber must reside in the same VLAN. For each VLAN, A media server is
required to transmit multicast stream once and totally, media server transmits 6
times. In the Figure 2, on the contrary, with MVR, a media server is required to
transmit multicast traffic once to clients in different VLANSs.

Figure 1

MOD without MVR

» % ESA074A
MoD server “
With VLAN 1~VLAN 6 /

6 multicast streams \

E5-313 suppors MVR

N N N Nz N Nz

VLAN1 VLAN 2 VLAN3 VLAN4 VLAN 5 VLANM 6
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Figure 2
Q MOD with MVR
—
—
* \ ES40Z4A
I S
—
MoD server
YLAN 20 1 multicast stream
\ E5-313 suppors MVRE
= HEHESEEED
N — = = e e
YLAM 1 YVLAM 2 VLANF YLAM 4 YLANM & YLAN G
MVR Mode

4 Dynamic Mode

If we select the dynamic mode in MVR setting, IGMP report message
transmitted from the receiver port will be forwarded to a multicast router
through its source port. Multicast router knows which multicast groups exist on
which interface dynamically.
4 Compatible mode

If we select the dynamic mode in MVR setting, IGMP report message
transmitted from the receiver port will not be transmitted to a multicast router.
Multicast router must be statically configured.

Operation Mode

€ Join Operation
A subscriber sends an IGMP report message to the switch to join the
appropriate multicast. Whether IGMP report matches the switch
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configured multicast MAC address. If matches, the switch CPU
modifies the hardware address table to include this receiver port and
VLAN as a forwarding destination of the MVLAN

4 Leave Operation
Subscriber sends an IGMP leave message to the switch to leave the
multicast. The switch CPU sends an IGMP group-specific query
through the receiver port VLAN. If there is another subscriber in the
VLAN, subscriber must respond within the max response time. If
there is no subscriber, the switch eliminates this receiver port.

¢ Immediate Leave Operation
Subscriber sends an IGMP leave message to the switch to leave the
multicast. Subscribers do not need to wait the switch CPU to send an
IGMP group-specific query through the receiver port VLAN. The
switch will immediately eliminate this receiver port.
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Scenario of MVR

In the following section, we will provide an example to illustrate how to
configure MVR. In this scenario, the media stream from the media servers will
be transmitted from port 24 of GS-4024 (as an IGMP Router) to ES-3124 (L2
edge Switch) and GS-4012F.(work as L2 edge Switch). On Switch ES-3124
and GS4012F, we enabled the MVR function to allocate the multicast traffic
from GS-4024 to separate VLAN hosts located on ES-3124 and GS-4012F.
Moreover, we created a dummy ip interface for the multicast VLAN (VLAN100)
on GS-4024. VLAN100 will be the Multicast VLAN in this scenario.

lllustration of this scenario

S\ . Vidso Server

— IP: 192.168.2.2/24
—

Port 2 Routing domains:
PVID: 2 1. IP: 192.168.2.1/24 VLAH 2

. 2. 1P: 111.111.111.41124 YLAH 100 1GMP
L3 Switch 5 . 4951681014124 VLAH 101
55-4024 4, IP: 192.168.102.1,24 YLAH 102
5. IP: 192.168.109.1.24 YLAH 109
6. IP: 192.168.110.1.24 YLAN:110

\Support MVR GS-4012F
Support MVR
™
|| f\

192.166.101.224 192.168.102.224
Port Port10:

VLAH109 VLAH110
IP: 192.168.109.2:24  IP: 192.168.110.2/24

!
9-
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Configuration via Web [GS-4024]

1. First of all, you need to create all those IP domains on the GS-4024 Switch.
Once you completed those VLANSs, your VLAN status should looks like the
same as below.

[ @) VLAN Status ] VLAN Port Setting Static VLAN
The Number Of VLAN =7

FPort Mumber
Index YiD 2 4 6 2 10 12 14 16 18 20 22 24 ElapsedTime Status

1 3 5 7 9 11 13 18 17 19 21 23
L e U e O ¥ I ¥ e U VA ¥ )

1 1 0:00:38 Static
[ T ¥ T U R Ve Y

2 2 0:00:38 Static
- - - - - - - - - - - T _

3 100 0:00:37 Static
- - - - - - - - - - - T _

4 1m 0:00:37 Static
- - - - - 0] - - - - - -
- - - - - W] - - - - - T )

|3 102 0:00:37 Static
- - - - - - - - - - - T _

6 109 u 0.00:37 Static
- - - - W] - - - - - - T )

7 110 0.00:37 Static

2. Below are their related PVID settings.
[ @) VLAN Port Setting ] WLAN Status
GVRP 1
Port isolation Fi
Port Ingress Check PVID Acceptable Frame Tynpe VLAN Trunking

03

OO0

O
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3. Right after the VLAN, you should add the IP domains to the related VLANS.

_Advanced Application IP Address

Default Gateway

Systern Info
General Setup

Switch Setup

IP Setup

Fort Setup

IP Interface

IF Address

Hanayenisn - Muuisss

19216801

IP Subnet Mask YD Delete

4. Since this GS-4024 works as an IGMP Router, you need to enable IGMP
V2 on the multicast ip interface (which is the dummy interface). Please
notice that since GS-4024 works here as an IGMP Router, you cannot
enable IGMP Snooping on the same time because IGMP Snooping is a L2
feature.
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B Status [

Index Metwork Version

= T11.411.111.111124 [ IGMP-v2 v ‘

[ax]
o
o
=3
=
a
o
=
=
=
s

2 182.168.1.1/24
3 19216821124
4 192.168.101.1/24
= Wdliraet 5 192.168.102.1/24
DiffSery [N |
i 6 192.168.1009.1/24 Menz v
YRRP 7 182.168.110.1/24 24

Here we have done everything we need on the IGMP Router <GS-4024>.
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Configuration via Web [ES-3124]

1. At the very beginning, you can create your MVR VLAN First (which is
VLAN100). To create this multicast VLAN, we do it in another way. First,
access to the GUI of your Switch. Then click “Advanced Application” on the
left and choose “Multicast”. Finally, you should click MVR on the right frame
to setup your Multicast VLAN.

B Status [ Logout H Help

[ @) Multicast Setting ] Multicast Status IGMP Filtering Profile MVR

- | IGMP Snooping Active N
Routing Protocol IGMP Filtering active [
 Management Unknown Multicast Frame O Flooding & Drop

WLAN

Static MAC Forwarding . o

Fitering Port Immed. Leave Group Limited Max Group Hum. IGMP Filtering Profile

Spanning Tree Protocaol 1 a O 0 Default v

Bandwidth Control 7 ] L} u] Default +

Broad.cast Storrm Control 3 F 0 o Default v

Mirraring

Link Aggregation 4 O ] o Default |~

Paort Authentication 5 ] F 0 Default +

PO SRy B O O i Default +

Access Contral

Queuing Method i o o g Default &8

Classifier g O O 0 Default v

BOlCEL 9 O O 0 Defaull v

WLAR Stacking

Wlicast 10 ] O 0 Default v

DHCP Relay 11 ] O 0 Default +
12 F L] u] Default +

2. Give a name to this Multicast VLAN following by its VLAN ID. Active this
VLAN; Pick port 1 and 2 as the receiver ports; Pick port 27 and 28 as the
Source Port. In this scenario, we need to make the source ports remain the
VLAN “tag”. Thus, we come out the following setting. Click “add” to create
this VLAN. When the VLAN is set, we keep going and click “Group
Configuration” on the upper right corner to create our Multicast Groups.
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[ @ MYVRE = = ] Multicast Setting  Group Configuration
Active
Hame 100
Multicast VLAN ID 100
Mode @ Dynamic O Caompatible
Port Source Port Receiver Port Mone Tagging
1 O ® O L
2 O ® O |
3 O O ® |
4 O o) ® |
5 0 O ® |
fi O O ® L
7 O O ® L
27 ® O O
28 ® O O

3. First of all, please choose the Multicast VLAN ID that we just created
(which is VLAN100). Then give a name to this group, as long as you can
understand. Place the range of Multicast groups here with the start address
and End address. Finally, click “Add” to create this group. (In this scenario,
we use 224.10.10.0 ~ 224.10.10.50)

[ @) Group Configuration MVR
Multicast VLAN ID 100
Hame Start Address End Address
22410100 22410100 224101050

4. At this point we go back to the “Multicast Setting” page, enable “IGMP
Snooping” here. (Since MVR needs IGMP Snooping). For Unknown
Multicast Frame, we prefer “Drop” here in order to avoid any Multicast
Video with no subscriber. (No body joining that multicast group).
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[ Status B Logout H Help

‘Basic Setting | [ @) Multicast Setting ] Multicast Status IGMP Filtering Profile VR
&) : IGMP Sniooping Active

Routing Protocol IGMP Filtering active [

Management =~ ..] Unknown Multicast Frame O Flooding & Drop
WLAR
Static MAC Forwarding
Filteing Port Immed. Leave Group Limited Max Group Hum. IGMP Filtering Profile
Spanning Tree Protocal 1 O | 0 Default v
Bandwidth Cantral 2 .} .} o Default
Broad.cast Starm Caontrol 3 F F 0 Default «
Mirroring
Link Aggregation 4 a a 0 Defautt '+
Port Authentication 5 .} .} 0 Default +
IR B O O 0 Default +
Access control
Queling Method i | | o Default [»
Clagsifier a H H 0 Default +
oy 9 O O 0 Default
WLAR Stacking
Wulicast 10 O O ] Default
DHCP Relay 1 O O i] Default +

12 O O ] Default v

5. Right after that you will need to create all other non-Multicast VLANs on this
Switch. Once you completed those VLANSs, your VLAN status should looks
like the same as below.

[ @) VLAN Status VLAHN Port Setting Static VLAN
The Number Of VLAN = 4
Fart Mumber
Index WD 2 4 G 8 10 12 14 16 18 20 22 24 26 28 ElapsedTime Status
1 3 ] 7 9 11 13 15 17 19 21 23 25 27
Uoouoouu LS ¥ e o e U N O Vv )
1 1 1:36:10 Static
L O e e e O e O Y | Y
U T
2 100 1:36:10 Cther
U T
3 10 1:36:10 Static
] - - - - - - - - - - - - -
4 102 1:36:10 Static

6. Below are their related PVID settings.
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[ @) VLAN P d VLAN Status

Port isolation O

Port Ingress Check PVID GYRP Acceptable Frame Type VLAN Trunking

O

O

™
™
=
4
™

Here we have done everything we need on the Edge Switch <ES-3124>,
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Configuration via Web [GS-4012F]

1. At the very beginning, you can create your MVR VLAN First (which is
VLAN100). To create this multicast VLAN, we do it in another way. First,
access to the GUI of your Switch. Then click “Advanced Application” on the
left and choose “Multicast”. Finally, you should click MVR on the right frame
to setup your Multicast VLAN.

ZyXEL
= —

B Status B Logout H Help

Basic Setting @ Multicast Setting ] Multicast Status  IGMP Filtering Profile
Advanced Application IGMP Snooping e
AP { IGMP Filtering actie [
_Management Unknown Multicast Frame O Flooging @ Drap
WLAN
Static MAC Forwarding
Filtefing Port Immed. Leave Group Limited Max Group Hum. IGMP Filtering Profile IGMP Querier Mode
Spanning Tree Protocol 1 O O o Definlt Ao v
Bandwidth Control 2 O O 0] Diefanlt + Aty
Broadcast Starm Cantral 3 [l O 0 Default Auto |
hirraring S A
Link Aggregation 4 O O o anlt oo
Port Authentication g O O 0 Defanlt + Auto v
QIS ECETIL B O O 0 Defanlt v Ao v
Classifier
Palicy Rule 7 O [ 0] Defanlt w Auts v
Queuing Method 3 . F 0 Defanlt + Anto
LAY il g O O 0 Default v Auo v
Multicast
RhLas 10 O O 0 Defanlt v Auto v
11 [ [ 18] Default w Loty W
12 (] (] 0 Defanlt Auto v

2. Give a name to this Multicast VLAN following by its VLAN ID. Active this
VLAN; Pick port 11 as the receiver port; Pick port 9 and 10 as the Source
Port. In this scenario, we need to make the source port remains the VLAN
“tag”. Thus, we come out the following setting. Click “add” to create this
VLAN. When the VLAN is set, we keep going and click “Group
Configuration” on the upper right corner to create our Multicast Groups.
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[ @& MVE ] Multicast Setting  Group Configuration
N | e
Hame 100
Multicast VLAN ID 100 |
Mode @ Dynamic O Compatible
Port Source Port Hone
Co ©c ..o e .0
___________________ T © S S C SN S S,
___________________ T © S © S SN S S
___________________ S © SN © S SN S S
................... I © S S SN S
................... I © S S SN S S
................... LI © S S SN S S
....... 8 @) ®
9 Q e O N S S
................. 10{}(}
................. 11@ s
....... = = =

3. First of all, please choose the Multicast VLAN ID that we just created
(which is VLAN100). Then give a name to this group, as long as you can
understand. Place the range of Multicast groups here with the start address
and End address. Finally, click “Add” to create this group. (In this scenario,
we use 224.10.10.0 ~ 224.10.10.50)

[ @) Group Configuration MVR
Multicast VLAN ID
Name Start Address End Address
224.10.10.0 224.10.10.0 | 224.10.10.50

4. At this point we go back to the “Multicast Setting” page, enable “IGMP
Snooping” here. (Since MVR needs IGMP Snooping). For Unknown
Multicast Frame, we prefer “Drop” here in order to avoid any Multicast
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Video with no subscriber. (No body joining that multicast group).

@ - Iﬂ @ -I jja ( ej S 4 = ﬂ ;f i a8 x

ZyXEL

Status B Logout H Help

Basic Setting [ @) Multicast Setting ] Multicast Status IGMP Filtering Profile MVR
| Advanced Application

IGMP Snooping Active
IP Application IGMP Filtering Active [
Management Unknown Multicast Frame O Flooding @ Drop

| WLAN
Static MAC Forwarding
Filtering
Spanning Tree Protocol 1
Bandwidth Control 2
Broadcast Starm Contral 3
Mirraring
Link Aggregation 4
Fart Authentication 5
[
7
a
9

HZ0PSD uoIsSuSLIIr

Port  Immed. Leave Group Limited Max Group Mum.  IGMP Filtering Profile  IGMP Querier Mode
£ P T o

il

|

o |

b

o

Port Security 0|
Classifier :
Palicy Rule |
Queuing hethod |
WLAN Stacking b
Multicast :‘
|

|

o

(909 [W £ 0T [T [ [ [
I o o e

A

5. Right after that you will need to create all other non-Multicast VLANs on this
Switch. Once you completed those VLANSs, your VLAN status should looks
like the same as below.

L @) VLAN Status VLAN Port Setting Static VLAN
The Humber Of VLAN = 4

Port Mumber
Index WD 2 4 3] 8 10 12  Elapsed Time Status
1 3 A 7 gq 11
U U U u U U )
1 1 0:10:27 Static
U U U u U U
1) -
2 100 0:10:27 Other
U] T
3 109 e S 0:10:27 Static
- - - - U T
- - - - ] - )
4 110 T 0:10:27 Static

6. Below are their related PVID settings.
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L @) VLAN Port Setting VLAN Status
............................ e S
Port isolation F

Acceptable Frame Type VLAN Trunking

Port Ingress Check PVID

g

a

4 O

_____________ g m—a g
_____________ 0 == g
............. s 5 Em— 5
............. o 5 Em—= 5
____________ g

___________ S oom—Tg

........... e i T -

...... ) = = o

[ Aeply | [ Cancel |

Here we have done everything we need on the Edge Switch <GS-4012F>.
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Configuration via CLI [GS-4024]

Connect the Switch Console port with your PC or Notebook.

8. Open your Terminal program.(Ex, Hyper Terminal in Windows System)

9. Make sure that your port settings are

bps:9600

Data bits:8

Parity: None

Stop bits:1

Flow control: None:

10. After you connected successfully, give the correct user name and
password.

11. Put “en” or “enable” to go into the privileged mode. Then put “config” to go
into the configuration mode.

Issue the following commands to setup your Switch in this scenario.
To Create VLAN2 with its related IP domain:
vlan 2
name server
normal 1,3-24
fixed 2
forbidden ""
untagged 2
ip address 192.168.2.1 255.255.255.0
exit

To Create VLAN100 (Multicast VLAN) with its related IP domain (the
dummy interface):
vlan 100

name MVR

normal 1-23

fixed 24
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forbidden ""

untagged ""

ip address 111.111.111.111 255.255.255.0
exit

To Create VLAN101 with its related IP domain:
vian 101

name 101

normal 1-10,12-23

fixed 11,24

forbidden ""

untagged 11

ip address 192.168.101.1 255.255.255.0
exit

To Create VLAN102 with its related IP domain:
vlan 102

name 102

normal 1-11,13-23

fixed 12,24

forbidden ""

untagged 12

ip address 192.168.102.1 255.255.255.0
exit

To Create VLAN109 with its related IP domain:
vlan 109

name 109

normal 1-8,10-23

fixed 9,24

forbidden ""

untagged 9

ip address 192.168.109.1 255.255.255.0
exit

To Create VLAN110 with its related IP domain:
vlan 110
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name 110

normal 1-9,11-23

fixed 10,24

forbidden ""

untagged 10

ip address 192.168.110.1 255.255.255.0
exit

To enable IGMP Routing:
router igmp
exit

To set PVID of Port 2:

interface port-channel 2
pvid 2

exit

To set PVID of Port 9:

interface port-channel 9
pvid 109

exit

To set PVID of Port 10:

interface port-channel 10
pvid 110

exit

To set PVID of Port 11:

interface port-channel 11
pvid 101

exit

To set PVID of Port 12:

interface port-channel 12
pvid 102

exit
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To enable IGMP v2 on the dummy IP interface:
interface route-domain 111.111.111.111/24

ip igmp v2
exit
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Configuration via CLI [ES-3124]

Connect the Switch Console port with your PC or Notebook.

1. Open your Terminal program.(Ex, Hyper Terminal in Windows System)

2. Make sure that your port settings are

bps:9600

Data bits:8

Parity: None

Stop bits:1

Flow control: None:

3. After you connected successfully, give the correct user name and
password.

4. Put “en” or “enable” to go into the privileged mode. Then put “config” to go
into the configuration mode.

Issue the following commands to setup your Switch in this scenario.

To Setup VLAN 101:
vlan 101
name Data
normal 2-27
fixed 1,28
forbidden ""
untagged 1
exit

To Setup VLAN 102:
vlan 102
name Data
normal 1,3-27
fixed 2,28
forbidden ""
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untagged 2
exit

To enable IGMP Sooping with unknown Multicast “Drop”:
igmp-snooping
igmp-snooping unknown-multicast-frame drop

To set PVID of Port 1:

interface port-channel 1
pvid 101

exit

To set PVID of Port 2:

interface port-channel 2
pvid 102

exit

To create the MVR VLAN 100 with group information:
mvr 100

source-port 27-28

receiver-port 1-2

name 100

tagged 27-28

group 224.10.10.0 start-address 224.10.10.0 end-address 224.10.10.50
exit
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Configuration via CLI [GS-4012F]

Connect the Switch Console port with your PC or Notebook.

1. Open your Terminal program.(Ex, Hyper Terminal in Windows System)

2. Make sure that your port settings are

bps:9600

Data bits:8

Parity: None

Stop bits:1

Flow control: None:

3. After you connected successfully, give the correct user name and
password.

4. Put “en” or “enable” to go into the privileged mode. Then put “config” to go
into the configuration mode.

Issue the following commands to setup your Switch in this scenario.

To Setup VLAN 109:
vlan 109
name 109
normal 1-8,10,12
fixed 9,11
forbidden ""
untagged 9
exit

To Setup VLAN 110:
vlan 110
name 110
normal 1-9,12
fixed 10-11
forbidden ""
untagged 10

82
All contents copyright (c) 2006 ZyXEL Communications Corporation.



ZyXEL ES-3100 Series Switch Support Notes

exit

To enable IGMP Sooping with unknown Multicast “Drop”:
igmp-snooping
igmp-snooping unknown-multicast-frame drop

To set PVID of Port 9:

interface port-channel 9
pvid 109

exit

To set PVID of Port 10:

interface port-channel 10
pvid 110

exit

To create the MVR VLAN 100 with group information:
mvr 100

source-port 11

receiver-port 9-10

name 100

tagged 11

group 100 start-address 224.10.10.0 end-address 224.10.10.50
exit
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To ring a network by building reducdent links and
connections between Switch

What is Spanning Tree Protocol

- Spanning Tree Overview

Spanning-Tree Protocol (STP) is a Layer 2 protocol designed to run on bridges
and switches. The specification for STP is defined in IEEE 802.1d. The main
purpose of STP is to ensure that you do not run into a loop situation when you
have redundant paths in your network. STP detects/disables network loops
and provides backup links between switches or bridges. It allows the device to
interact with other STP compliant devices in your network to ensure that only
one path exists between any two stations on the network.

The redundant topology without STP will cause the following problem:

1. Broadcast storm:

Without Spanning Tree loop avoidance mechanism, each switch will endlessly
flood broadcast packets to all ports. This situation is called broadcast storm.

1.  When Host sends a broadcast frame, like an ARP request to Router,
the frame will be received by Switch A.

2. Switch A identify the destination MAC address field (broadcast
FF:FF:FF:FF:FF:FF) in the frame and determine to flood it onto
Segment B.

3.  When the broadcast frame arrives at Switch B, Switch will repeat
above process, flood it to Segment A.

4. The broadcast frame will endlessly travel around the loop network
even Router has already received this frame.
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Segment B
Switch A Switch B
Segment A
Host J:l, Router
—

2. Filtering Database Instability:
When multiple copies of a frame arrive at different ports of a switch, the MAC
entry instability in Filtering Database will occur.

1. Host sends an unicast frame to Router (source MAC address is
Host's MAC, destination MAC address is Router's MAC). Both
Switch A and Switch B will receive this frame and learn MAC
address of Host on Port 2.

2. Switch A has not yet learned the MAC address of Router. So Switch
A will flood a copy of the received frame to Segment B.

3.  When the copy of the frame from Switch A arrives at Switch B,
Switch B will remove the first entry (Host MAC address on Port 2) in
Filtering Database and add a new mapping of Host MAC address
on Port 1. Switch B incorrectly learn Host MAC address on Port 1.
Switch B can't forward frames properly because the instability of
mapping MAC address to Port.
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SegmentB | - oot Port 1

Switch A Switch B

Port2 Port2
Segment A

Host J:I, Router é

How STP Works

Spanning Tree provide a loop-free network. When a switch supported STP
recognize a loop in the network topology, it blocks one or more redundant
ports. Spanning Tree Protocol continually explore the network, so when the
network topology changes, STP automatically reconfigure switch ports to avoid
the failure by blocking certain port.

Spanning tree algorithm aware switches (bridges) exchange configuration
messages periodically. The configuration message is a multicast frame called
BPDU (Bridge Protocol Data Unit) or Hello message. According to BPDU,
these STP aware will construct a loop free network with "tree" architecture.
STP operation is listed as the following:

1. Select a root bridge

Only one switch/ bridge can be selected as the root bridge in a given network.
All other decisions in the network, such as which port is blocked and which port
is put in forwarding mode, are made regarding this root bridge. The root bridge
is the "root" of the constructed "tree".

1. One of the important field included in the BPDU is the bridge ID.
Each bridge has unique bridge ID. The root bridge is the bridge
with the lowest bridge ID in the spanning tree network.
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2. The bridge ID includes two parts, bridge priority (2 bytes) and
bridge MAC address (6 bytes). The 802.1d default bridge priority is
32768. For example, a switch with default priority 32768 (8000 hex),
MAC address is 00:A0:C5:12:34:56, its bridge ID is
8000:00A0:C512:3456.

3. On the root bridge, all its ports are designated ports. Designated
ports are always in the forwarding state. While in forwarding
state, a port can receive and send traffic.

2. Select a root port for the non-root bridge

For the non-root switch/bridge, there will be one root port. The root port is the

port through which this non-root switch / bridge communicates with the root
bridge (the "leaf" side of the "tree").

1. The root port is the port on the non-root bridge with the lowest path
cost to the root bridge. The root port is normally in forwarding
state.

2. Path cost is the total cost of transmitting a frame on to a LAN
through that port to bridge root. It is assigned according to the
bandwidth of the link. The slower the media, the higher the cost.
Some of the path costs specified in the IEEE 802.1d specification
are listed below.

Recommended  Recommended

Link Speed Cost Cost Range
4Mbps 250 100 to 1000
10Mbps 100 50 to 600
16Mbps 62 40 to 400

100Mbps 19 10 to 60
1Gbps 4 3to 10
10Gbps 2 1tos

3.  When multiple ports have the same path cost to root bridge, the
port with lowest port priority is selected as root port.

3. Select a designated port on each segment
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For each LAN segment (collision domain), there is a designated port. The
designated port has the lowest cost to the root bridge. Designated ports are
normally in the forwarding state to forward and receive traffic to the segment. If
more than one port in the segment have the same path cost, the port on which
bridge has lowest bridge ID is selected as a designated port.

1. How STP works

After STP determines the lowest cost spanning tree, it enables all root ports
and designated ports, and disables all other ports. Network packets are
therefore only forwarded between root ports and designated ports, eliminating
any possible network loops. STP-aware devices exchange Bridge Protocol
Data Units (BPDUs) periodically. When the bridged LAN topology changes, a
new spanning tree is constructed.

Once a stable network topology has been established, all bridges listen for
Hello BPDUs (Bridge Protocol Data Units) transmitted from the root bridge. If a
bridge does not get a Hello BPDU after a predefined interval (Max Age), the
bridge assumes that the link to the root bridge is down. This bridge then
initiates negotiations with other bridges to reconfigure the network to
re-establish a valid network topology.

For example:
Switch A: Switch B: Switch C: MAC =
MAC = 00A0C5111111, MAC = 00A0C5222222, 00A0CS5333333
Priority = 32768 Priority = 32768 Priority = 1

Port1 Port 2 Port1 Port 2 Port 1

Cost |19 100 Cost |19 100 Cost |19
Priority 128 128 Priority 128 128 Priority 128
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Segment B Port 1
(100Base-T) 75 04 Port 1
Switch A Switch B
Segment A Port 2 Port2 -
(10Base-T) !

1. Switch A bridge ID = 8000:00A0:C511:1111, Switch B bridge ID =
8000:00A0:C522:2222, Switch C bridge ID =
0001:00A0:C533:3333. Switch C has the lowest bridge ID, so
Switch C is the root bridge. All ports of the root bridge are
designated ports, so Port 1 is designated port.

2. For non-root bridge Switch A, Port 1 path cost to root bridge is 19,
Port 2 path costis 119, 100 (Switch A Port 2) + 19 (Switch B Port 1).
For Switch B, Port 1 path cost is 19, Port 2 path cost is 119. Root
port = Port 1 of Switch A and Switch B because it has the lowest
path cost to the root bridge Switch C.

3. On Segment A, both Port 2 of Switch A and Switch B have the
same path cost to root bridge. Since Switch A has lower bridge ID
than Switch B, the designated port is selected on Switch A. So Port
2 of Switch A is designated port.

Blocking = Port 2 of Switch B, the non designated port on the segment.
Forwarding = All designated ports and root ports.
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Switching security

MAC freeze

As an added protection against network intrusion attacks, ZyXEL has
implemented the MAC Freeze feature on ES-2108 Series, ES-3124, ES-2024,
ES-3100 Series and ES-4024A. Security has been the focus of our Ethernet
switch design. This feature will also be available for GS-4024, GS-4012F,
GS-3012 Series, GS-2024 and new switch models in future firmware releases.

With the MAC freeze feature enabled, dynamic MAC addresses on specified
ports are stored in the static MAC address table. At the same time, MAC
address learning is disabled on these ports thus denying network access for
computers within unknown MAC addresses.

Without the MAC freeze function, any computer can access the network
through a switch port. The port automatically learns the computer’s MAC
address and stores that to the MAC address table.

Activate the MAC freeze function on a port by entering the port-security [port
number] MAC-freeze command in the CLI.

The following figure shows an example where the MAC freeze feature is
enabled on port 6. The switch automatically copies all dynamically learnt MAC

address on port 6 to the static MAC address.

Figure 1: Enable MAC Freeze Example
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ufg Set WFQ method
E8-3124¢config?# port-security 6 mac—freeze

[port:6 vid:1 mac:08:82:3f:67:17:hel static forwarding
[port:6 vid: mac = tdazaf:3cl static forwarding
[port: 6 vid: mac:0@8:84:88:2h:-78:-881] static forwarding
[port:6 vid: tif:dazfel static forwarding
[port: 6 vid: =13:7d:-841 static forwarding
[port:6 vid: :13:7ezfal static forwarding
[port: 6 vid: =13:=7f:=d31 static forwarding
[port:6 vid: :13:86:811 static forwarding
[port:6 vid: ?Placfll static forwarding
[port:6 vid: :78:d5:e?1 static forwarding
[port:6 vid: mac :AA:Ad:68:80:21:281 static forwarding
[port:6 vid: :Bf:1c:8A1 static forwarding
[port:6 vid: ich:3b:bh1 static forwarding
[port:6 mac:08:Bd:68:ch:-7a:851 static forwarding
[port:6 1d9:43:4f1 static forwarding
[port: 6 tefta%:3c1 static forwarding
[port:6 :75:8%2:db] static forwarding
[port: 6 = 75:8%9:fc1 static arding
[port:6 mac:08:Bf :fe:@F:c?:971 static arding
[port:6 @f:2c:731 static arding
[port:6 :17:45:171 static forwarding
[port:6 mac :AA:=50:8d:36:=3h:261 static forwarding
[port:6 taf:41:fal static forwarding
[port:6 :@1:23:451 static forwarding

N N

You can display the Static MAC Address screen in the web configurator to
view the copied MAC addresses.

Figure 2: Displaying MAC Addresses From MAC Freeze

[ @ Static MAC Forwarding

Active

O
Name l—l
r_____L

MAC Address

viD

Port IF'ort 1 vl

Add | Cancel | Clearl

Index Active Name MAC Address VvID Port Delete
1 es 00:02:3167:17:he 00:02:3167:17:he 1 B -
2 es 00:02e3:daaf3c 00:02e3:daaf3c 1 B -
3 Yes  00:04:80:9b:78:00 00:04:80:9b:78:00 1 B -
4 es 00:08:02:1fdafe 00:08:02:1fdafe 1 B -
5 Yes  00:0aed:13:7d:04 00:0ae4:13:7d:04 1 B -
5] es 00:0aed:13:7efa 00:0aed:13:7efa 1 B -
i Yes  00:0ae4:13:.7fd3 00:0a:e4:13:71d3 1 G O
a Yes  00:0d:B0:13:86:81 00:0d:60:13:86:81 1 B -

After you enabled MAC freeze on port 6 using the CLI command, the switch
automatically disables MAC address learning on that port. Display the Port
Security screen to verify this.

Figure 3: Disabled Automatic MAC Address Learning After MAC Freeze
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“@ Port Securty ) 5

Active ~

Port Active Address Learning Limited Number of Learned MAC Address

: r —
___________ .S N
___________ Coon lD
___________ ErlD
___________ ?I_ID

-
=l
7
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Setting up 802.1x Radius Authentication.

Port-Authentication -- RADIUS settings:
Click Advanced Application, Port Authentication in the navigation

panel to display configuration screen as shown. Click Enable
Authentication Server and set the RADIUS server IP address, UDP
port and shared Secret, which is the same as Radius server. Then click
Apply to make the settings take effect.

& Enable Authentication Server

Config Save UDP Part 1812 0-65535)
Shared Secret [L2345678

WLAN
IGMP Snooping
Static Multicast

Apply

O Enable Local Profile Setting. { Supprot up to 64 profiles)

Filtering
Spanning Tree Protocal Marme | |
Fart Authentication E—— | |
] ECOTITY
DHCP Relay Retype Passwoard to confirm | |
Syslong
C: |
Access Contral
Index Name Delete
1 admin O

Click the 802.1x link to enter the 802.1x settings. Check the Enable
Authentication and click Apply button to enable 802.1x authentication.
Check Enable to turn on 802.1x authentication on that port. You can leave
other settings as default values. Click Apply to save your changes.

L @ 802 1x ______J

Enable Authentication

Routing Protocol

Apply Cancel

Port Enable Control Reauthentication  Reauthentication Period( s)
WLAN 1 |AUTD V| |Dn v| 3600 |[(BO~B5535)
IGMP Shooping 2 O [auTo v [on [s] 3600 [(5O~65535)
Static Multicast
Filtering 3 O |am v [m vl 3500 |t60-65535)
Spanning Tree Protocol 4 O |AUTD v| |Dn "| (50"55535)
Paort Authentication ] ] |AUTD v| |Dn v| (50,.55535)
Fort Security & F |AUTU ,,| |Dn v| (EU~65535)
DHCFP Relay
SysLog 7O |am v [ v 3600 |iB0~65535)
Access Control 8 ¥l |‘)‘UTD "| |°n "| (50"55535)
g [ |am ] [on v 3500 |t60-65535)
10 0O [amo v [ v (3600 |(60~68535)
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RADIUS server setup
Click RADIUS, RADIUS SERVER in the navigation panel to display
configuration screen as shown. You can use the default values or change
the Authentication port, Shared Secret. Remember these values MUST
be the as the settings of client.

vXEL

ADVANCED

SERVER CERTIFICATE
| RADIUS SERVER

USEH ACCOUNT
Authentication Port : 1512 u
MAINTENANCE {ieesse)
— Accountmg Port: TaT3 (1~65535)

MANAGEMENT
Allowed Access Type

LieXsalins © Allow Any IP Address

Shared Secret| 12345678 {may_20 sharacters)

O Allowed Specified IP Address / Network Address

Allowed IP Address (m=x 1)
[No.|  IPAddress | Shared Secret | Description | Action | Delete |

Create User Account

Click RADIUS, USER ACCOUNT in the navigation panel to display
configuration screen as shown. You can use the existed user account or
create the new one by clicking Add New User button. Remember the
client site MUST use the account in RADIUS server.

ZyXEL

ADVANCED

SERVER CERTIFICATE
RADIUS SERVER

USER ACCOUNT

User Account List jmax. 200 fecounts)

MAINTENANCE

MANAGEMENT | No. |  UserName |  Action | Delete |
——— 5

LOGOUT 2 zyxel O

Windows XP(Supplicant) settings:
There are many supplicants we can choose like MeetingHouse Aegis
client, Funk Odyssey client and Microsoft 802.1x client. We take Microsoft
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802.1x client as an example here.

802.1x/MD5-challenge setup
Open the Local Area connection Properties, and then click
Authentication page. Check the Enable IEEE 802.1x authentication for
this network and select the MD5-challenge in EAP type combobox.
Please see the following figure.

- Local Area Connection Propertie: I |

General  Authertication | Advanced I

Select thiz option to pravide authenticated network access for
Etherret networks.

¥ Enable IEEE B02.1% authentication for this netwark:

EAP type: | MDS-Challenge =
Froperties |
[v Authenticate as computer when compLiter infarmation is
savailable i

[T Authenticate a2 guest when uzer or computer information iz
unavailable

Cloze I Lance| |

When the 802.1x starts, it will prompt you to enter the user name and
password. Please see the following figure.
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Elearnine

.. % Network Connections

/. ) search Falders

[y~

o timed out.
‘; timed out.
= timed out.
- timed out.

% L MPING: it failed.
E 4 H it failed,

failed.

[Benlle: Eey Bl : transmit

= transmit

= transmit

: transmit

: transmit
H :

failed.

5] Disabled
@ Control Panel =z [(!:1 Libig Wireless LAN Mini PCL A,

\a My Netwark Places
D My Documents
,J Iy Computer

»

Details

Local Area Connection

| i1 e Hink-Sread Trkavnat

i) Local Area Connection ﬂ

Click here to enter vour user name and password for the
nietwork

# Startl J & @ E i J &2 Metwark Cannections

| 8 pocument1 - Microsoft . | B crwmnDoystsystemaz... | | | B\* ] ¢|{$@ 526 PM
[

After click the icon, there will be a dialog for entering the user name
and password. Click ok after input the correct user name and password
that are in the database of authentication server. The settings of client site
are finished.
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Local Area Connection ﬂﬁl

Uzer name: Izy:-:el

Pazsword: I""'

Logon domair: ||

0k, I Cancel

After finishing the above procedures, we can allow the authenticated
port the access the server. If the switch port doesn’t be authenticated, the
PCs behind the port can’t access the network.
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Setting up Classifier & Policy rule to perform Access

Control on your Switch

Introduction on ACL

ACL (Access Control List) is the name of a combination of Classifier and Policy
Rule. A classifier groups traffic into data flows according to specific criteria
such as the source address, destination address, source port number,
destination port number or incoming port humber. For example, you can
configure a classifier to select traffic from the same protocol port (such as
Telnet) to form a flow. A policy rule ensures that a traffic flow gets the
requested treatment in the network. Please be advised that you must first
configure a classifier in the Classifier screen before you configure a policy rule.

The relative weight of parameters in ACL
In the classifier, there are a lot of parameters that we can set. Each
parameter holds a relative weight. This relative weight is meaningless unless
there is a multiple match (or conflict) on the rules.
Here is the order of weight from lowest to the highest:
1. [ Source-port ]
2. [ Destination-port ]
3. [ Packet-format ]
4. [ Destination-mac ]
5. [ Source — mac ]
6. [ Priority ]
7.[VLAN ID]
8. [ Ethernet-type ]
9. [ DSCP ]
10. [ IP-Protocol ]
11. [ Source-IP ]
12. [ Destination-IP ]
13. [ Source — Socket ]
14. [ Destination — Socket ]
15. [ Establish Only ]
If you choose a combination of parameters as your rules, the rule with a
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higher weight of parameter just gets the highest weight at all. For example, you
have defined the first classifier to have “Source Port” plus “Source Socket” as
your rule parameters; and your second classifier has only “Destination Socket”
as your rule parameter; at this time, since “Destination Socket” has a relative
high weight comparing to “Source Port” or “Source Socket”, thus the second
classifier will have a higher weight.

The higher the weight a classifier has, the higher the priority its related
policy rule can apply. A higher priority of policy rule can always overwrite a
lower priority of policy rule.

ACCESS CONTROL ACL Flow Example

In general, access control is done by assigning a policy for traffic at-large
and a specific policy for a subset. An example is if the network administrator
wants to deny all IP traffic originated from the subnet 192.168.3.xx, except for
ICMP traffic. The ICMP traffic is a subset of generic IP traffic. To implement
this policy, the ACL conflict resolution logic is required to handle this multiple
matching scenario.

In this scenario, all IP traffic originating from the 192.168.3.xx subnet is
discarded. This is implemented by the first rule, with the following:
* Layer 3 protocol type = IP
* IP source address = 192.168.3.0/24
Any packet matched is discarded as specified in ACTION—but if there is ICMP
traffic originated from the 192.168.3.xx subnet, they should be forwarded. This
is supported by the second rule, with the following:
* Layer 3 protocol type = IP
e Layer 4 protocol type = ICMP
* IP source address = 192.168.3.0/24
The action of the second rule is not to discard the packet (Do not drop the
matching frame previously marked for dropping).
When two rules match a packet and the resulting actions are conflicting
(discard versus not-discard), a higher layer rule has priority over lower layer
rule. In this case, the action of the second rule (Layer 4) is carried out because
the first rule is only up to Layer 3.
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QoS ACL Flow Example

Classifiers Policy Rules

Set WLAN=4094 . Feplace Priorityto 7
Set SrohAC=00:0000.00:00:01 L Replace Priorityto 6
Set SroPort=1 Replace priorty to 5
Set SrolP=192.168.1.100 -Replace priorty to 4

Here is another scenario to help you understanding the flow of ACL. There
are totally 4 rules.

First rule contains the following:
* When there is traffic from Layer 2 VLAN ID = 4094
Any matched packet will be set the Priority to 7

Second rule contains the following:
*When there is traffic from Layer 2 Source MAC address = 00:00:00:00:00:01
Any matched packet will be set the Priority to 6

Third rule contains the following:
*When there is traffic from Layer 2 Source Port = 1
Any matched packet will be set the Priority to 5

Fourth rule contains the following:
*When there is traffic from IP source address = 192.168.1.100/32
Any matched packet will be set the Priority to 4

The above four rules are conflicting together since you can have traffic
coming from port 1 and also come with a source IP address of 192.168.1.100.
When two or more rules match a packet and the resulting actions are
conflicting (Set to different priority value), a higher layer rule has priority over
lower layer rule. In this case, the action of the fourth rule (Layer 3) is carried
out because the other rules are only up to Layer 2. Although VLAN, MAC, Port
are all belonging to Layer two, their carrying out priority would be
VLAN>MAC>Port.

In conclusion, every parameter (or rule) in the packet header has a weight.
The deeper the parameter in the packet header, the higher the weight is.
Further more, the deeper parameter in the packet header has much more
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higher weight than shallower parameters.
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ACL Scenario

How should | configure if | only allow certain IP address on a certain port
to forward its traffic but deny all others?

In the beginning, we need to set up the classifier to group traffic into data
flows based on some such as source address, destination address, port
number and packet format. In this example, we specify which format of the
packet that the Switch applies its policy rules. We define three rules. Firstly, we
define a classifier that is coming from port 2 and its source address is coming
from 172.23.3.120; secondly, we specify a classifier that is based on port 2.
Finally we specify a classifier for ARP.

After the classification, we need to define the policy rule to ensure that the
traffic gets the deserved treatment in the network. Here, we also define three
policy rules. The first policy rule is to forward (do not drop the matching frame
previously marked for dropping) only the traffic from port 2 and with the ip
address of 172.23.3.120. The second policy rule is to discard all the traffic from
port 2 on first classifier; and we apply the second policy rule on second
classifier. Moreover, do not forget to apply a policy rule (do not drop the
matching frame previously marked for dropping) for our last classifier.

The logic is like this. Since the first rule has a higher weight (layer 3 V.S.
layer2) then the second rule and third rule, although the second rule says “drop
all from port 27, the first rule will overwrite the action of all other rules since rule
one has the higher weight. Therefore, all other traffic from port 2 will be drop,
but traffic coming from port 2 with 172.23.3.120 will be forward.
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GUI configuration of classifier and policy rule.

Classifier 1
" @ Classifier

Active
Name |AllPort2 |
Format |2 |
VLAN e
o[ ]
@ Any

Priority o
Ethernet @&
Layer 2 Type ] Othersl:I(Hex)
Maz @ Any
Source  Address (O MAC :-:-:-2-:-
o MAT [ AT
Destination Address | O MAC ------
DsCP © any
o |
® [ Establigh Gnly
IP Protocol
O Othersl:I(Dec)

IF
ﬁddressI|

Address
Source Prefix
Layer 3

0.0.00 |

Socket @ Any
Mumber (O

IP
Address i oy L

@ Copwright 1995-200 by Sy XEL O
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Classifier 2
L @) Classifier ]
Active
Name |F'Drt+IF' |
Packet
Format |A” v|
VLAN © AL
9]
® A

Priority
o
Ethernet  ®
Layer 2 Type O others I:I (Hex)

MAC ® Ay

Source —Adiiess O uac T:-:-:-:-:-

. {8 By
e N e . A B B H#A B |
® Ay

N (=Y

@ [All > | [ Establish Only
IP Protocol

O Othersl:I(Dec)

P

Address |

ddreee |172:23:3.120 1|32

Source Prefix
Layer 3

Socket =T ATy

Murnber (O I:l

P

Address I n o L[
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Classifier 3

[ @) Classifier ]
Active
Name |ARP
Packet
Format |A” v|
VLAN © AL
o[ ]
A
Priority g _|Dn\fv
Ethernet | & |ARP N

Layer 2 Tvpe O Others Hex)
MAC ®  Any

MAC © Ay
Address () MAC ------
® any

DSCP
o 1|
® [ Establish Only
IP Protocol
O Othersl:l(Dec)

IP
Address |

Address
Source Prefix

Destination

0000 Ii]

Layer 3
Socket | @ Any

Murnber (O
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Policy Rule Configuration

Policy rule on Classifier 1

@ Policy ]
Active
NHame |Dr0pAIIF’0r‘[2

Classifier(s)

General Metering

Qut-of-Profile
e

Be] —-
(=)
=
—

Parameters o yning packet farmat for Egress port @ Tag O Untag
Priority
DSCP o ]
TOR
Forwarding
) Mo change

(%) Discard the packet |

) Do not drop the matching frame previously marked for dropping
Friority

FEY Rlm s

Policy rule on classifier 2

L @ FPolicy ]
Active
Name  |AllowPor2IP120 |

Classifier(s)

General etering

Dut-of-Profile
E Port Paort 1+

Parameters  qutaning packet format for Egress pont ® Tag O Untag
Priafity
DSCP b ]
TOS

Forwarding

) Machange

O Discard the packet

(®) Do not drop the matching frame previously marked for dropping

FTIOFITY

V&N hlm alhmesn
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Policy rule on classifier 3

[ @) Policy ]
Active

Mame | AllowARP

Classifier(s)

metering

Bandwicth [0 kups
Qut-of-Frofile
b
EgressFort OsSCP D

WLAMN D

| [=] &
= =
- i
— o

Parameters o 4y ning packet farnat for Egress port ® Tag O Untag
Pritity
DSCP o]
TO8
Fomwarding
O Mo change

) Discard the packet
® Do not drop the matching frame previously marked for dropping
Priority

AN hla nlanan

yright 1995-200 by %)
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CLI configuration of classifier and policy rule.

Please logon to the Switch by either telnet, SSH or Console.
Step into the configuration mode and put the follow commands:

Classifier 1
Switch(config)#classifier AllPort2 source-port 2

Classifier 2
Switch(config)#classifier ARP ethernet-type arp source-port 2

Classifier 3
Switch(config)#classifier Port+IP ethernet-type ip source-port 2 source-ip
172.23.3.120 mask-bits 32

Policy rule on classifier 1

Switch(config)#policy AllowARP classifier ARP vlan 1 egress-port 1 priority O
dscp 0 tos 0 bandwidth O outgoing-packet-format tagged out-of-profile-dscp 0
forward-action forward

Policy rule on classifier 2

Switch(config)#policy AllowPort2IP120 classifier Port+IP vlan 1 egress-port 1
priority O dscp O tos 0O bandwidth O outgoing-packet-format tagged
out-of-profile-dscp 0 forward-action forward

Policy rule on classifier 3

Switch(config)#policy DropAllPort2 classifier AllPort2 vlan 1 egress-port 1
priority O dscp O tos 0O bandwidth O outgoing-packet-format tagged
out-of-profile-dscp 0 forward-action drop
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Verifying your result

Connect a PC “A” to the Switch on port2. Connect another PC “B” to the
Switch on port10 with IP 172.23.3.191. First set the IP of PC “A” to
172.23.3.120. At this time, PC “A” can ping PC “B”. However, if you set the IP
of PC “A” to another IP besides 172.23.3.120, it can no longer ping PC “B”.
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Centralized Management

+ Introduction of SNMPc and NetAtlas

With the number of network device increase, the demand to detect and
respond to the network failure or external event in a very short time posts a
great challenge to network administrator. How to easily manage and monitor
network devices across networks becomes more and more important in
network management.

Figure 1 presents main elements of the system architecture. Element
Management System (EMS), NetAtlas provides a centralized remote
management platform and acts as SNMPc manager to perform network
configuration, system management, event/alarm management, performance
management and security for all ZyXEL's Ethernet Switch solutions. SNMPc is
network management software produced by Castle Rock that constantly probe
the network element (NE) and collect information of those NE for EMS.
Underneath the EMS is Postgres SQL, the enterprise relational database
system, provides query for EMS

Figure 1 System Architecture
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Postgre SQL

++ Overview of SNMPc

The following diagram shows the main elements of SNMPc. SNMPc includes

the following function

¢ Main Button Bar: Button and controls to execute commands quickly

¢+ Edit Button Bar: Button to quickly insert map element

¢ Event Log Tool: Button display filtered event log entries

¢ View Window Area: Map View, Mib Tables and Mib Graph windows are
displayed here.

¢ View Window Area: Map View, Mib Tables and Mib Graph windows.

Figure 2 Main elements of SNMPc
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& SNMPc Management Console - [Root Subnet]

i A= Bdt vew Insert Manage Took Confip wWindow  Hep -
# 5] 3 o 2|8 Bl 2| v &l 2l £ 4| & & hersso x| [Bysteminia Ry gl
- @ Root Subnet * s
¥ 1532.188.0.1 @3
2
a
]
=
=]
Map I__Hih I'!'rent_;_Euen.E Manul 3 =
= |Normal 04/20,/2005 (19:33:13 localhost User Administrator at 127.0.8.1 Login OK ;'
3 Comvamert § History Cuzbam | Coodom 2 Cuodon 3 Cusdom 4 Cuxdom 5 Cuxbom E Cusbam T IE\.u:h-mS 4 _ »

+ Overview of EMS

The following diagram illustrates the main elements in EMS. EMS contains the

four main functions.

¢ Menu Shortcut Bar: The buttons execute common commands

¢ Device Panel: This is a graphical device display.

¢ Device List Panel: View devices in a tree structure. The colors of the
device indicate the status of the devices. Green is working and Rd is no
response from the device.

¢ System message Panel: View the alarm Status and port status of the
selected switch.

Figure 3 Overview of EMS
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= ZyXEL NeiAtlas Enterprise EMS

IxBERAD

T Parformance  Faut  Mantemance Tool Help

Menu Shortcut Bar

Dievice IPAddress Descripions

| EIEEE

-~ % Rootrnap Rootmep

Device List Panel

Alarn Stalus | Port Status |

{

TEMP

=
VoL

=
FAN

i1

ALARN

System Message Panel

EME Sarver

+ Configuration of adding a new device via SNMPc

In the following example, we will illustrate how to get started with SNMPc and
Netatlas with adding a new device. Follow the procedures from Step 1 to Step

11.

Step 1: In the edit button bar shown in the Figure 4 where you may select the

icon to insert a new element.
Figure 4 Adding a new Device
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anage Tools Confiz Window Help =& x|

Milél A W L[] 2] 2] <= m]e] 5 | R | [ [ ] —

EE Root Subnet E

l ﬁ 192.168.1 ==

& 10216811

i @ ES-2108 &)

i @ (35-4024 -

k=l

Fxi

=

-Mﬁp Mib | Trend |Event | Menu n -

Hajor 12/21/2005 |20:08:50 |ES-2108 Mo Response to Device Poll
Hajor 12/21/2005 |20:18:39 |ES-2108 Mo Response to Device Poll
Hajor 12/21/2005 |20:28:33 |ES-2108 Mo Response to Device Poll

Step 2: In the map object properties, give the label name and enter the IP
address of the selected device. In this example, we configure 172.23.3.11 as
its IP address of your Switch as shown in Figure 5

Figure 5 Map Object Properties

Map Object Properties

General Iﬂccess | Attrihutesl Dependen.ciesl

Label: [ES-2108 Type: |Device =l
Address: [17223.311 Ieon: [amto.ico e
Group:  [000=Taknown ~]| == |
Deser:

Step 4: In the map object properties, select Access tab to set the parameters
of Read Access Mode to SNMP V2c shown in Figure 6. Change the value of
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Read Access Mode to SNMP V2c.

Figure 6 Read Access mode
Map Object Properties

Cemeral Access |ﬂtﬁibutes| Dependenciesl

Wame: IREB.Ii Lecess Mode

Value: ISHMP Yic j B I
Attrib: | Fame | Valug |
y NP Vi
SNMP Ve
Fead Community public
FeadWrite Commmmnity netman
Trap Cormmnmnity public
W3 Engineid, “anto=
W3 Context Mame “not st

W3 No-Auth Security Hame «nint sete
¥3 AuthPriv Becurity Name «not wte
W3 Auth Pagsued ot gt
W3 Priv Passwd «not st

Step 5: In the map object properties, select Access tab to set the parameters
of Read /Write Access Mode to SNMP V2c shown in Figure 7. Change the
value of Read/write Access Mode to SNMP V2c.

Figure 7 Read/Write Access Mode
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Map Object Properties

W anme:
Value:
Attrib:

Ceneral Acces | Attributes | Dependencies |
IReaJ:l."WIite Aecess Mode
|SHMP Ve j Bx |
Name | Value |
Eead Access Mode SNIMEP Vi
deads Write booess A ol e SHNMP Vi
Eead Community puhlic
Read"Write Comummmity public
Trap Comrnmity puhlic
W3 Engineid <antoe
W3 Context Name annt set
W3 No-Auth Security Hame «nnt et
W3 AuthPriv Fecurity Hame «not @t
W3 Auth Pagsd, annt set
W3 Priv Passed «nnt et
e | mw | @mE |

Step 6: In the map object properties, select Access tab to set the parameters
of Read community to public as shown in Figure 8.
Figure 8 Read Community

Map Object Properties

(feneral Access | A tributes I Depend encies I
Waume: IReaJ:'l (ot
Yalue: |pub]jJ: ;I =E I
Attrib: Name | Walue |
Fead Acces: Mode SHMP Vi
Fead!/Write &coess Mode SHNMP Vi
Fead, _oyumuntty public
Fead/Write Comrmunity puhlic
Trap Commmity public
W3 Enginedd <anto
W3 Context Name «not wet=
V3 No-Auth Security Hame «nnt set
W3 AuthiPriv Security Name «nit et
W3 Auth Pagswd, anit set=
W3 Priv Pasmaed ot mte
BE | EE e |
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Step 7: In the map object propeies, select Access tab to set the parameters of
Read community to public in Figure 9. Change the value of Read//write
Community to Public.

Figure 9 Read/write Community

Map Object Properties

Ceneral Acces |Atl:fihutes| Depenﬂemi&sl

Wane: IRESJ:L"WIite C oty

Value: Ipuh]jj: j B I
Attrib: | Name | Value |

Eead Access Mode SHMP Vi

Fead/Write &coess Mode SHNMP Vi

Fead Community puhlic

Feadd W rite Loty public

Trap Comrndty puhlic

W3 Engineid <antoe

W3 Context Name annt set

W3 No-Auth Security Hame «nnt et
W3 AuthPriv Fecurity Hame «not @t
W3 Auth Pagsd, annt set
W3 Priv Passed «nnt et

e | mw | @mE |

Step 8: In the Selection tool menu, Click the name of your Switch to manage
the device.

Figure 10 Device Selection
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C e biet]
¥i L H: Tool: Confiz Window Help

Ml éllii& 93| | Sl @ ;9| o I |

= T2 Root Subnet
G Discovered Objects
B 1921681

- @ 192.168.1.1 . .
-~ & ES-2108 I I 4
o G GE-4024 Discovered Objects

s
[

x| [DotldStpPoriEntry =l

R

" Map [Mib | Trend | Event | Memn
) T ) EE B oy .

Major 12/27/20085 (13:53:44 192 _168.1.54 No Response to Device Poll

Major 12/27/20085 (13:53:44 192 168.1.1 No Response to Device Poll
HMajor 12/27/2005 (13:53:44 192 _168.1.66 Ho Response to Device Poll

Step 9: After the selection, a pop-up menu will display the NetAtlas switch
manager diagram. Click the Switch Manager to enter the EMS Mapping
shown in Figure 11

Figure 11 Device Selection

Window Admin  Help

Switch Manager

Step 10: In the EMS mapping, it display a logical hierarchy for the device. In
the device list, you may see the devices are added in the Rootmap shown in
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Figure 12.
Figure 12 Rootmap

=
Map View Template Provigoning Pedormance Faunlt Maintensnce Tool Help

JIX OB 5 B
Device IPAddress Descriptions Jledl | o | et

- Ne nterpris

gl Switch-4406 1722315115
g Switch-4504 17223311

Alarm Status | Part Status

Step 11: Click the your Switch to configure the device shown in Figure 13.

Figure 13 Device mapping

68 ZyEEL Nethilas Enterpris

ffap Tiew Template Providoning Performance Fault Maintensnce Tool Help

X OB ERE

Device IPAddress Descriptions CRIl e} MINl Il F

45 Rootmap Rootmap
Switch-4406 172.2315114
450 311

Port Status |
erView Port Status
Port | Linkapeed | state [ Lace | FD
1 0 Mbps STOP Disabled  NiA
ol 12 2 0 Mbps STOP Disabled A
3 100 Mbps FORWARDING Disabled M
4 0 Mbos STOP Disabled __ NiA
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+ VLAN Configuration via EMS

In this section, we will give an example to illustrate how to use EMS to create a
VLANZ2 in GS-4024. Here are the procedures.

Step 1: In the device panel list shown in Figure 12, right-click Configuration,
Switch Configuration and then Switch Setup tab as shown in Figure 12 and
Figure 13.

Step 2: Define the VLAN type, there are two types of VLAN, one is 802.1Q and
the other is Port-based VLAN. Select 802.1Q as the VLAN type and click
Apply in the Figure 14.

Figure 12 Device panel list

@2 ZyXEL Netitlas Enterprize EMS
Map Wiew Template Provisioning Performance Fault Maintenance Tool Help

3 X o5 E B
Device IPAddress Descriptions
E;}, Rootmap Roatmap
[TT | Svitch-4406 1722315115
Switch-4504 17223311

Alarm Status | Port Status |

8 § B O

ALARM TEMF FAN WL

Figure 13 Switch Configuration
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@8 ZyHEL Netd rise EME

Map  View isioning  Performence Faolt Maintenance Tool Help
X oBE R m

Device IPAddress Descriptions

E!Jf} Roaotmap Rootmap

o vitch-1406
.. Switch-4504

Properties
Confignration 4 Systemn Configurstion
Bwitch Configuration
VLAN Configuration
Ethernet Port Configuration
Multicast Configuration
IP Configuration

Confignration Save

Alarm Status | Part Status |

8

ALARN TEMPF FAN WOL

Figure 14 Selecting a VLAN Type

Swit nfiguration
Device Name | IF Address Copyto | Timeout |BD Apply |
(secands)
Filtering I Mac Forwarding I irraring
SwitchSetup | Prioiyuewe | STPCani | LinkAggregation | GARRTimer |
& AN Type - D>
MAC Address Aging Time : seconds

— Gueding Method

Method I j
an | R xl ez =zl a3 | =l

~Active Control
[~ STP Configuration

™ Link Aggregation

™ Bandwidth contral

I Broadcast storm control
™ Mirraring

[~ 802.1%

[ Port Security

[~ GVRP

[~ 802.10 Ingress Check
[~ 802.1q Port Isolation

Apply |

< | >

Close

After the VLAN type selection, a pop-up window indicates that you have
finished the configuration. Then after we have defined the VLAN type to be the
802.1Q, go back to click the Configuration and then VLAN configuration in
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Figure 15.

Figure 15 VLAN Configuration

@8 Zy¥EL Nethflas Enterprize EM3

Map WView Template Provisioning Performance Favlt Maintenance Tool Help
I X o & Ea

Device

IPAddress

Descriptions

=43 Rootmap Rootmap
... 22215115
Ll St

Confizoration Save

Multicast Configuration
IP Configuration

Alatrn Status | Fort Status |

a g

ALARNM TEMP

F 3

FAN WOoL

Click the New button to create a new VLAN ID in Figure 16.

Figure 16 Creating a new VLAN ID

VLAN C
VAN ID | Mame [ status |
1 1 Active
<) Active
<] 1»] e | pelete | modie | Load Template |
—FPort List
1 Jz2z[sJals[e[ sl alaJin]1i]1z]1s[1a[as[6[17[1a]1a]z0]z1[z2]23]za]25]z6]=27]2a]

Close I

Selecting Egress ports and defines them to be tagged or untagged in Figure 17

Figure 17 Selecting the ports
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Fodifwr VLA Dial sitch-G267 0 172 23 2 44 - WLAN ID=2)

WLAN [dentity
[+ Active

WLAM D |2 {1 ~ 40943

WLAN Marme ITest

— Static WA

Egress Forts Forhidden Ports Lintag Pors

FPart 01 -
Fort 02
Fort 03
Fort 04

Fort 05
FPaort 06
Fort 07
Fort 02
Fort 09

i Fart10 =

WLAR Status Preview

1 |z z]alss] =2 |1a0l1a]az]1z]1a]a5] 18] 7
I T o I T T T T

N | |

Cancer_|

For more information, reference the user guide of NetAtlas.
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Cluster Management Overview

Cluster Management allows you to manage up to 24 switches through a single
IP to manage up to 24 switches simultaneously in the same broadcast domain
and the same VLAN group ID. The cluster manager which can manage other
switches is called the master device. The other terminology we use for cluster
management is “istacking”.

- How Cluster Management works

Step 1:
1. HDAP Discover REO
———
N\ \
Cluster manager Cluster member
(Master device) (Slave device)

To discover the clustering members, the clustering Manager broadcasts a
HDAP (Host Discovery and Address assignment Protocol) Discover request.

Step 2:
2. HDAP Discover RSP
N =
Cluster manager Cluster member
(Master device) (Slave device)
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A clustering member listens on UDP port 263. When a clustering member
receives a request with the matching signature, it answers with a HDAP
Discover Response. In the response, the clustering member provides identity
information about itself.

Step 3:
3. HDAP_SET_ADDR_REQ
\ (Address set / Password \
challenge) = e

[

Cluster manager

(Master device) Cluster member

(Slave device)

HDAP_SET_ADDR_REQ (Master device) packet request is used for a
clustering manager to assign an IP address and subnet mask to a clustering
member.

Step 4:

\ = \ =
Cluster Manager , unap SET ADDR RSP Cluster member
(Master device) (Slave device)

e ——

HDPA_SET_ADDR_RSP (Slave device) packet response is for a clustering
member to acknowledge a "Set Address" request. The hardware address
uniquely identifies the sender of this response.

After the processes are done, the cluster master will be able to manage the
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slave switch.

- How to set up Cluster Management in switch

Step 1:

o ) ustering Management Configuration Status
Clustering Manager:

Active =

Clustering Candidate:

D0:a0es: 3oded 3/ES-3024/BE- 3024
00:a0cs ake03:08/ES- 4004 /ES-4024

List
FPassword
Addl Canc:all Rﬁfreshl
Index HwaAddr HName Model Hemove

Go to menu: “Management” - "Cluster Management” - "Clustering
Management Configuration”

In “Clustering Management Configuration” pages, check the “Active” check
box to enable Cluster Manager.

In the middle of this page, there is a table shows all the clustering candidates
which can be selected and added as the clustering members.

Step 2:
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Active [
Mame |M331EI
ViD It

Clustering Candidate:

130%ES-024,ES-4024

List

Select a device in the Clustering Candidate table and enter the password
which is the admin password for the candidate device to add the clustering
member.

Step 3:
| @) Clustering Mahagement Status Configuration
............................ Status  ManEmer
Manager 00:al:caah:03:03

The Humber Of Member =2
Index HwAddr Hame Maodel Status
1 00alcs e de:dd ES-3024 ES-3024 Cnline
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Click on the index number to manage the selected clustering member.

Step 4:

Basic Setting Advanced Applications Routing Protocol Management
Systemn Info VLAN Static Route Setup Maintenance
General Setup Static MAC Forward Diagnostic
Switch Setup Filtering Filtering Database
IP Setup Spanning Tree Protocol ARP Tahle
Port Setup Bandwidth Contral Port Status

Broadcast Storm Control

Mirroring

Link Aggregation

Port Authentication

Port Security

Access Control

Queuing Method

In “Member Menu” pages, you can change any setting of the clustering
member, except Cluster Management, Firmware Upgrade and Restore
Configuration.

Step 5:
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&) ustering Management Status Configuration
___________________________ Status  Manager
_________________________ Manager  0Oalcaamb0R0s |

The Number Of Member =2
Index Hwaddr Hame Model Status

ES-3024(slave) ES-3024

Enter “Management”->"Cluster Management’->"Clustering Management
Status:” In “Clustering Management Status” pages, you can check the status

for each member.

Step 6:

Clustering Candidate:

List
Password
Addl Chmeel | Refiesh |
Index Hwiddr Name Model Remove
1 00:al:ch3c:de:43 ES-3024(slave) ES-3024 O

Rmoue|c;ame1|

Enter “Management”->"Cluster Management’->"Clustering Management
Configuration:” In “Clustering Management Configuration” pages , by
129
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checking the remove checkbox and then, click on the Remove button to
remove a cluster member.
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Overview of RMON

Remote Monitoring (RMON) is a standard monitoring specification that
enables various network monitors and console systems to exchange
network-monitoring data. RMON provides network administrators with more
freedom in selecting network-monitoring probes and consoles with features
that meet their particular networking needs.

RMON was originally developed to address the problem of managing LAN
segments and remote sites from a central location. The RMON specification,
which is an extension of the SNMP MIB, is a standard monitoring specification.
Within an RMON network monitoring data is defined by a set of statistics and
functions and exchanged between various different monitors and console
systems. Resultant data is used to monitor network utilization for network
planning and performance-tuning, as well as assisting in network fault
diagnosis.

RMON solutions are comprised of two components: a probe (or an agent or a
monitor), and a client, usually a management station. Agents store network
information within their RMON MIB and are normally found as embedded
software on network hardware such as routers and switches although they can
be a program running on a PC. Agents can only see the traffic that flows
through them so they must be placed on each LAN segment or WAN link that
is to be monitored. Clients, or management stations, communicate with the
RMON agent or probe, using SNMP to obtain and correlate RMON data.

Now, there are a number of variations to the RMON MIB. For example, the
Token Ring RMON MIB provides objects specific to managing Token Ring
networks. The SMON MIB extends RMON by providing RMON analysis for
switched networks.

RMON Groups

RMON delivers information in nine RMON groups of monitoring elements,
each providing specific sets of data to meet common network-monitoring
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requirements. Each group is optional so that vendors do not need to support all
the groups within the Management Information Base (MIB). Some RMON
groups require support of other RMON groups to function properly. Table 1
summarizes the nine monitoring groups specified in the RFC 1757 Ethernet

RMON MIB.

Table 1: RMON Monitoring Groups

RMON 1
MIB
Group

Statistics

History

Alarm

Host

HostTopN

Function

Contains statistics
measured by the
probe for each
monitored interface
on this device.

Records periodic
statistical samples
from a network and
stores for retrieval.

Periodically takes
statistical samples
and compares them

with set thresholds for

events generation.

Contains statistics
associated with each
host discovered on
the network.

Prepares tables that
describe the top
hosts.

Elements

Packets dropped, packets sent, bytes
sent (octets), broadcast packets,
multicast packets, CRC errors, runts,
giants, fragments, jabbers, collisions,
and counters for packets ranging from
64 to 128, 128 to 256, 256 to 512, 512
to 1024, and 1024 to 1518 bytes.

Sample period, number of samples,
items sampled.

Includes the alarm table and requires
the implementation of the event group.
Alarm type, interval, starting threshold,
stop threshold.

Host address, packets, and bytes
received and transmitted, as well as
broadcast, multicast, and error packets.

Statistics, host(s), sample start and
stop periods, rate base, duration.
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Matrix

Filters

Packet
Capture

Events

Stores and retrieves
statistics for
conversations
between sets of two
addresses.

Enables packets to be
matched by a filter
equation for capturing
or events.

Enables packets to be
captured after they
flow through a
channel.

Controls the
generation and
notification of events
from this device.

Groups of RMON MIB

Source and destination address pairs
and packets, bytes, and errors for each
pair.

Bit-filter type (mask or not mask), filter
expression (bit level), conditional
expression (and, or not) to other filters.

Size of buffer for captured packets, full
status (alarm), number of captured
packets.

Event type, description, last time event
sent

The objects are arranged into the following groups:

Statistics

(iso(1).org(3).dod(6).internet(1).mgmt(2).mib-2(1).rmon(16).statistics(1))

History
Alarm
Hosts
hostTopN
Matrix
Filter

Capture

(1.3.6.1.2.1.16.2)
(1.3.6.1.2.1.16.3)
(1.3.6.1.2.1.16.4)
(1.3.6.1.2.1.16.5)
(1.3.6.1.2.1.16.6)
(1.3.6.1.2.1.16.7)

(1.3.6.1.2.1.16.8)
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Event (1.3.6.1.2.1.16.9)

All groups in this MIB are optional. (MIB-Il is mandatory)

Scenario (ES-3100 Series supports RMON 1.2.3.9)

FMON Management consois
Installed SMNPc Server
- Switek B
— ZyXEL ES-3148
—
Il
Switch A Frobe to generate traffic / eveniz
ZyXEL B 3148

L

Frobe to gensrate traffic f events

In this illustration, SNMPc Enterprise Edition Version 5.1.6c¢ is installed on
the PC. And this PC is defined as “RMON management console”. This PC can
ping both ZyXEL ES-3148 (both Switch A & Switch B). And there are some
probes / networking devices to generate the traffic to the ZyXEL Switches in
order to verify the RMON result. Since the work flow and the technology of
RMON on the two switches are the same, only one of the ZyXEL ES-3148
Switch will be demonstrated at this time.

Since RMON is an extension of the SNMP, SNMP must be enabled first in
the ZyXEL ES-3148. By default SNMP is enabled and it has set Community
(Get,Set, Trap) to “public”. And Trap Destination to 0.0.0.0; It is not mandatory
to change the default value in order for SNMP & RMON to work. Therefore,
modification is not necessary in this case.
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In this scenario, we are going to monitor the Broadcast Packets by using the
RMON MIB. The following will demonstrate the steps to monitor the Broadcast
Packets by using SNMPc Enterprise Edition Version 5.1.6c¢.

1. Methodology of Scenario Verification

1.0pen your SNMPc program first, then pick the ZyXEL-3148 Switch (it is
first named as device “root”) and give it the correct IP information to get
the SNMP information. Also, you can rename it to whatever you want.

M\|é]@i&1@| | L)1 .2] £| &= |54 Esae

E Root Subnet
Lo & ES-3148

LJ ]ElhelSlalsEnlw _'..j '\6"

Map Object Properties

General ]Access] Attributes] Dependencies]
Type: ]Device LJ
dddress: [13216811 lcor: [autnico £

Group: |023=Switch

Descr:

= | Hormal 01/ 085/2086 New Object

=]

B[], Current A History A Custorn 1 A Custorm 2 A Custom 3 A Custom 4 A Custor 3 A Custorn b A Custorn A Custom 8/

Cancel I Help |

You can verify if your configuration is correct by using the “Poll
Object” option. Just right click our mouse on the ES-3148 icon and it is
located inside the “Tools”.

135
All contents copyright (c) 2006 ZyXEL Communications Corporation.



ZyXEL ES-3100 Series Switch Support Notes

=5 SNMPc Server, - Enterprise Edition (Eval) - [Root Subnet]
i File Edit View Insert Manage Tools Config wWindow Help

5|8 ([2 [ B|O|11| 2| L] =& @ e

= Root Subnet
& ES-3148

j |Ether8tatsEntry

o

Paoll Status: |Heceived SHNMF Response Properties...
15:37:02 - SNMP 0K [RFC1213-MIElenterprizes. 830.1.5.8.17) [time <1ms] Y Wiew
15:37:03 - SNMP Ok [RFC121 3-MIBlenterprises. 890.1.5.8.17] [time <1ms]
15:37:04 - SNMP OK [RFC1213-MIBlenterprizes. B30.1.5.8.17] [time <Tms|
15:37:05 - SNMP DK [RFC121 3-MIBlenterprises. 530.1.5.5.17] [ime <1ms] — || e
15:37:06 - SHMP Ok [RFC121 3-MIBlenterprises. 890.1.5.8.17] [time <1ms] i WEB Browser ...
16:37:07 - SHMP OK [RFC1213-MIBlenterprizes 830 1.5.8.17) [time ¢1ms] et Y B Browser. .
15:37:08 - SNMP Ok [RFC121 3-MIBlenterprises. 830.1.5.8.17] [time <1ms] System 3 .
15:37:09 - SNMP DK [RFC121 3-MIBlerterprises. 330.1.5.8.17] [lime <1rs] Interfaces o SN G
15:37:10 - SNMP 0K [RFC1213-MIBlenterprises. 830.1.5.8.17] [time <1rms)
1 SNMP OK (RFC1213-MIElent 01 i Gl
™ Cable Modem 3
Response Stats Repeater 4
Eridge 3
Min: |<1 s Ma: |31 ms Avg |<1 s Transmission L4
Sent: |'I 28 Lost: |D #Loss: |D EES '
Made: ‘ J Foll [): Stop Dione
Map

pr—p— p—— S

[=|Normal  [61/85/2666 |11:63:39 |New Object Device Responding to Foll

2. Secondly, click on the “Mib” tab and expend the SNMP Mibs’ tree. You will
find that there is an “rmon” group over there and again you can expend its
sub-tree.
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=5 SNMPC Server, - Enterprise Edition, (Eval) - [Root Subnet]
,E File Edit Wiew Insert Manage Tools Config Window Help

T e e e e s A e e e |

= B S Vs
+-[_] Custom-Tables
= a migrik
+-[7 system
+-[7] interfaces
-7 at
< Jip
<7 icmp
-7 tep
<27 udp -
+-[1 eqn
+ D transmission

+-[Z7 snmp

(=3 men |
+1-[_7] statistics

420 history
<27 darm
427 hosts
420 hostToph
R
427 Filker
420 capture
420 event

+] D rmon-Traps
427 tokenRing
=771 _rwnbacallie b

Map [|Mo_|[Terd]Evert Mens

ﬂ |EtherStatsEntry

~| B|2|E]%

|s|Normal  [B1/85/2886 [11:83:39 |New Object Device Responding to Poll

Current #, History

3. Right click the “etherStatsTable” and choose “View Table”
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=5 SNMPc Server - Enterprise Edition (Eval) - [Root Subnet]
,E; File Edit Yiew Insert Manage Tools Config Window Help

#( 5] 8|2 B [s3] M| o] 2] 2] ]| m] | Fs3e

+ D Eransmission -~
+-[23 snmp
=23 rmon

-2 skatistics

j |Ether9tatsE ity

e Etherstz

S Etherstz
* EtherSt=  gnsert Table...
x EtherSts Propetties. ..
¥ EthierStacsmmmerpmry
+-[20 tokenRingMLStatsTable
+-[0] tokenRingPStatsTable
#-[27 etherstatszTable
+-[10 tokenRingMLStatszTab
+-[Z7 tokenRingPStatszTable

420 histary

420 alarm

+-[Z] hosts

427 hostTopN

+] D makrix

=20 Filker

+ D caphure

+ D event

+-C3 rmon-Traps

.77 babarDinn __

4 | &

|=|Normal | 01/85/2006 [11:02:39 |New Object Device Responding to Poll

4. Find the interface or port that you are looking for. And you can look at the
corresponding field and therefore find the value that you want to monitor.
In this case, we are looking for the Broadcast Packets.
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=5/ SNMPc Server - Enterprise Edition (Eval) - [EtherStatsEntry (ES-3148)]

==| File Edit Wiew Insert Manage Tools Config Window Help
#h] | &) [a s ey mo o]0 =)= m| ] [esaes v [EtherstatsEnty
=-=3 rman ~ Il BE | L | % 2 :3 sec
=143 statistics Index | DataSowrce | DropEvents Octets Pktz | BroadcastPkls MulticastPkts CRCAlianEmars UndersizePkts
= ? hegts':::;::i':nw 2 |inden33 |0 0 0 0 0 0 0
Y 33 |ifindex 34 [ [ [ [ [ [ [
B == 34 |ifindex35 i [ i [ [ [ [
% stherStatsCropl 35 iflndex. 36 1] 1] 1] 1] 1] 1] 1]
% etherStatsOctel 36 iflndex. 37 1] a 0 1] 0 1] 0
% ethersStatsPkks 37 iflndex. 38 0 a 0 1] a 1] 1]
+% etherStatsBroac 36 |ifindex 33 i [ i [ [ [ [
+¥ etherStatstuki 33 |ifindexd0 0 0 0 0 0 0 0
;‘: :::::g:::zssi 40 |ifirdexd] 0 0 0 0 0 0 0
i e— 41 |ifindex 42 [ [ [ [ [ [ [
& etherstatsFrag 42 index 43 i 5643631 15370 |58 [ [ [
% stherStatslabb 43 iflnidex. 44 1] 1] 1] 1] 1] 1] 1]
% etherstatsColls 44 iflndex. 45 1] a 0 1] 0 1] 0
% etherStatsPhkise 45 iflndex. 45 0 a 0 1] a 1] 1]
+% etherStatsPktse 46 ifindex. 47 0 i 0 i i i i
¥ ctherStatshils 47 |iindends |0 0 0 0 0 0 0
;‘: sheraeper | [8_lindenis o ] b [0 ] 0 ]
e ::h:g::zgkt; 49 |firdex50 |0 0 0 0 0 0 0
B otherstateonms 50 |ifindex51 i [ i [ [ [ [
& abharSkakeShah 51 iflndex.52 0 0 0 1] 0 1] 0
< ¥ 52| ifindex53 [ 0 [ 0 0 0 0

= |Hormal 81/85/72686 (11:808:88 (192.168.1.2 Discovery/Status Agent Connected to Server

= | Hormal B1/85/2886 |[11:88:81 [192.168.1.2 Trend Report Agent Connected to Server
|=|Normal  [61/85/2866 [11:683:39 [New Object Device Responding to Poll

Try to generate some broadcast traffic from the probe or your network
device, then you should see the BroadcastPkts increasing.

+-[_2 snmp
. . . = E
5. In conclusion, if the Switch S atistice

supports RMON, then you can
get the values from the Switch
in the RMON  Group(s),
otherwise, it will return 0 and
always stays 0. Without the
supporting of RMON, then it is
impossible to monitor those
elements in the RMON MIB
Group

+

I W R

+ hisktorsyw
+ alarmm
+ hosk=
+ hostTopMd
+ rakriz
+ Filter
+ Ccapbure
+ ewvenk
+ rmon-Traps
+ EokenRing
+ protocolDir
+ profocolbisk
+ addressrap
+ niHo=k
&+ niFakriz=
+ alHo=sk
+ alakriz=
+ usrHisktary
+ probe”onfig
+ rrnonConformance
=3 iFrMIE
3 appletalk
I==x

e F

)
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FAQ

What is the default setting of the IP parameters?

IP address: 192.168.1.1
Subnet: 255.255.255.0

What is the default login Name and Password of the Web Configurator?

ID: admin
Password: 1234

How to access my SWITCH through the console port?

Connect the male 9-pin end of the console cable to the console port of the
Switch. Connect the female end to a serial port (COM1, COM2 or other COM
port) of your computer, which has terminal emulation software configured to
the follow parameters:

Terminal emulation: VT100

Baud rate: 9600 bps

Data bits: 8

Parity: none

Stop bit: 1

Flow control: none

What is default login password of the console, telnet, and FTP?

Password: 1234
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How to change the password?

Web Configurator is the only place you can change the password. After you log
in for the first time, it is recommended you change the default administrator
password.

From Web Configurator: Click Advanced Application, Access Control, and
then Logins to display the next screen.

L @ Logins Access Control

Administrator

0ld Password
Mewy Passward

Retype to confirm

Please record your new password whenever you change it. The system will lock you out
if you have forgotten your password.

From there you can change a new password.

How to access the Command Line Interface?

There are two ways to access the Command Line Interface. One is “Telnet to
the switch” and another is “Connect a computer to the console port and use
the terminal emulation software.” Please check “How to access the Switch
through the console port?” to set up the parameters.

If you forget the password, how to reset the password to default?

If you forget the password, you will need to reload the factory default

configuration. Please be aware that you will lose all previous configurations.

1. Connect the console cable to your computer and open the terminal
emulation software.
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Power off and then power on the Switch, and press any key to enter the
debug mode when the screen shows “Press any key to enter Debug Mode
within 3 seconds.”

Type “atlc” and press the enter key

When the message “starting XMODEM upload” appears, do XMODEM
upload of the default rom file to the Switch

After it is done uploading the rom file successfully, type “atgo” to leave the
debug mode.

The system will be restarted automatically. After the system is up, you
should be able to log in with the default password “1234” and the IP

address is now 192.168.1.1.

How do | configure an IP address?

From Web Configurator:
Click Basic Setting and then IP Setup to display the next screen.

L@ P Setup

Domain Name Server

In-hand Management IP
Address

Outof-band Management [P
Address

\u.u.n.n

) DHCP Client

(& Static IP Address

Wanagement vID

IP Address

IP Subret Mask
Default Gateway
1

IP Address

IP Subnet Mask

Default Gateway

[Apply ] [ Cancel l

\1 82.168.1.1

\255.255.255.0

\n.n.n.n

192.168.0.1
255.255.255.0
0.0.0.0
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Is Online Help available on the Web Configurator?

Yes, the Web Configurator’s Online Help is available. Clicking on the Help link
will bring up a description of the online help of that screen.

How to restart device from Web?

1. Click Management and then Maintenance in the navigation panel to
display the following screen.

L@ Maintenance __J

Firmmware Llpgrade Click Here
Restore Caonfiguratian Click Here
Backup Configuration Click Here
Load Factory Default lick Here

Feboot System Click Here

2. Click on the “Click Here” button next to the Reboot System will restart the
Switch.

How to check the current running firmware version?

From console, issuing a command, “show system-information” will return the
information of the firmware version installed on the switch.

Is the mini GBIC transceiver hot-swappable?

Yes, it is hot-swappable. You can change transceivers while the switch is

143
All contents copyright (c) 2006 ZyXEL Communications Corporation.



ZyXEL ES-3100 Series Switch Support Notes

operating.
What is so called "Dual-Personality interface" in Ethernet Switching?

Dual-Personality GbE interface means that one 1000Base-T Copper port and
one SFP port share the same physical interface. Only one of them can be used
at one of a time. Dual-Personality interface is also called "Combo Port" in
some cases.
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