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ZyXEL 802.1X Support Note

Overview of 802.1X

IEEE 802.1X is an IEEE standard for port-based Network Access Control and
it is part of the IEEE 802 (802.1) group of protocols. It provides authentication
to devices attached to a LAN port, allows the establishment of a point-to-point
connection or prevents access from that port if authentication fails. IEEE
802.1X is available on certain network switches, and can be configured to
authenticate hosts which are equipped with supplicant software, thus denying
unauthorized access to the network at the data link layer.

Upon detection of a new client (supplicant), the port on the switch
(authenticator) will be enabled and set to the "unauthorized" state. In this state,
only 802.1X traffic will be allowed; other traffic, such as DHCP and HTTP, will
be blocked at the data link layer. The authenticator will send out the
EAP-Request identity to the supplicant which will then send out the
EAP-response packet that the authenticator will forward to the authenticating
server. The authenticating server can accept or reject the EAP-Request; if it
accepts the request, the authenticator will set the port to the "authorized"” mode
and normal traffic will be allowed. When logging off, the supplicant will send an
EAP-logoff message to the authenticator. The authenticator will then set the
port to the "unauthorized" state - once again blocking all non-EAP traffic.

802.1x conversation -
“‘\-E— . Switch .

m

Radius Server

Laptop computer

Port connect

«

"Access blocked
EAPOL-Start EAPOL RADIUS

EAP-Request/|dentity

-

EAP-Response/ldentity Radius-Access-Request
EAP-Request Radius-Access-Challenge

EAP-Response (credentials) Radius-Access-Request
EAP-Success Radius-Access-Accept

Access allowed
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IEEE 802.1X RADIUS Network Example

In the following section, we will provide an example to illustrate how to
configure IEEE 802.1X RADIUS. In this network example, two RADIUS
servers (192.168.2.200 and 192.168.2.201) are installed for loading balancing.
The pre-share key for both RADIUS servers is 1234 .

On the switch, IEEE 802.1X Port Authentication is activated Switch port 1~8.
VLAN assignments and Bandwidth assignment will be supplied to the user
computers after a successful login via 802.1X RADIUS.

For this example, we set up an user account of “abc” on both RADIUS Servers.
This user will be assigned a VLAN ID of 500 and the ingress bandwidth of
100Kbps.

Configuration Overview:

1. Prepare your RADIUS Servers

2. Enable 802.1X RADIUS authentication and configure the RADIUS server
settings on the Switch (Load balance Mode).

3. Enable Port Authentication on ports 1 to 8

Network Example

b
: Switch i Primary Radius Server
ﬁ, Il 192.168.2.200
N~ =
Lantob cor ‘ s W\
aptop computer —
< | Secondly Radius Server
Ml 192.168.2.201

Important Notes:

1. You need to set the VLAN settings on the Switch first before you
configure 802.1X authentication with VLAN assignment. In this example,
you will need to create a VLAN with VID 500 and set the user ports to
“Normal” and the uplink port(s) to “Fixed”. Refer to the 802.1Q (tag
based) support note for more information of VLAN setup.

2. After a user is authenticated by the RADIUS server, you can check the
result of the VLAN assignment by viewing the VLAN Status screen.
However, you cannot check the bandwidth assignment status in the web
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configurator or the CLI on the Switch.
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RADIUS Server Setup Example

You need to use a RADIUS server that supports VLAN and Bandwidth
assignment through IEEE 802.1x. In this example, we will use Microsoft IAS
Server (Internet Authentication Service). The latest version of Microsoft IAS
Server is bundled with the Microsoft Windows 2003 Server.

Follow the steps below to configure remote access policies on IAS server.

1. Open the Microsoft IAS Console and right-click on Remote Access
Policies and then click New > Remote Access Policy.

F' Internet Authentication Service

File  Action Wew Help

«=» | BE DB

@3 Internet Authentication Service (Local) Marne | Crder |
{1 RADIUS Clients EfCa0 TEST 1
{:l Remote Access Logging E% Connections to Microsoft Routing and Remote ... 2

Connections to other access servers 3

Remoke Access Policy

i 4

Refresh
Export List...

Help

2. A welcome screen displays. Click Next.
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Mew Remote Access Policy Wizard g ﬂ

Welcome to the New Remote
Access Policy Wizard

Thiz wizard helpz you set up a remote access policy,
which iz a zet of conditions that determine which
connection requests are granted access by this server,

Tao continue, chick Mest.

Cancel |

3. Select Set up a custom policy and enter a descriptive hame in the

< Back

Policy name field (for example, “test”). Click Next to continue.

Mew Remote Access Policy Wizard x|

Policy Configuration Method
The wizard can create a typical palicy, or you can create a custom policy.

Haow do pou want o zet up this policy?

™ Use the wizard o et up a typical policy for a commaen scenario

* Setup a custom policy

Type a name that describes thiz policy.

Eulicy name: ItESt h

Example: Authentizate all WP connections.

¥

< Back I Hest > I Cancel |

4. Click Add to create a new policy and click Next.
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MNew Remote Access Policy Wizard x|

Policy Conditions fi\l}

To be authenticated, connection requestz must match the conditions you specify, ﬁl

Specify the conditions that connection requests must match to be granted or deried
ACCETE,

FPalicy conditionz:

Add. | Edit. Bemove |

N
< Back I Hest » I Cancel

5. Inthe Set Attribute screen, select NAS-Port-Type.

B Select Attribute 2

Select the type aof attribute ta add. and then click the Add Buttan.
Attribute types:

I ame | D escription -
Authentication-Type Specifies the authentication scheme that iz u
Called-Station-d Specifies the phone number dialed by the us
Calling-5tation-1d Specifies the phane number fram which the ¢
Clignt-Friendly-H arme Specifies the friendly name for the BADILS ¢
Clignt-|P-4ddress Specifies the 1P address of the BADIUS clier
Client-endor Specifies the manufacturer of the BADIUS p
Dap-bind-Time-Restic...  Specifies the time penods and daps of week,
Framed-Pratocal Specifies the pratocal that iz used.
b 5-AAS Afendor D ezcription not yet defined
MaS-ldentifier Specifies the sting that identifies the MNAS th.
MAS-IP-Address Specifies the [P address of the HAS where th
Specifies the twpe of phyzical part that iz use
Service-Type Specifies the type of zervice that the user ha—
Tunnel-Type Specifies the tunneling protocols used. =
".‘.'.."'nrlnl.\lq-ﬁ ranns S narifies tha "..'.."ihrlfnl.\w armnns Hhat Hhe ||<~1i—|

—p Add. | cancel |

6. A screen displays as shown. Select Ethernet in the Available types
list and click Add. Click OK to save the setting.
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NAS-Port-Type ed |

Ayailable wpes: Selected types:

ADSL-CAP - Asummetri - Add s
ADSL-DMT - Asymmet

Azonc [Modem) emove
Cahle =

3.3 Fan

HOLC Clear Channel
IDSL - 1SOM Digital Su
[SOM Azync Y 110

ISOM A, W20 b
4|D |sur‘u: LIJ 4| | _PI

7. Click Next.
MNew Remote Access Policy Wizard x|
Policy Conditions rf\}
To be authenticated, connection requestz must match the conditions you specify, ﬁIJ

Specify the conditions that connection requests must match to be granted or deried
ACCETE,

FPalicy conditionz:

MAS5-Port-Type matches "Ethernet''

Edit... Bemove |

< Back | Hest » | Cancel

8. Select Grant remote access permission and click Next in each
screen. In the last screen, click Finish.
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MNew Remote Access Policy Wizard

Permissions
A remote access policy can either grant or deny access to users who match the

gpecified conditions.

[f & connection request matches the specified conditionz:

" Deny remote access permission

If: i@rant remote access permissior:

/

< Back I Mest > | Cancel |

9. Return to the console screen and double-click on the policy that you

have just created.

"L_::_F' Internet Authentication Service

File  Action Wiew Help

e = | &[m]| E
i@ Internet Authentication Service (Local) Mame / | Crder
Eﬁtest 1

[ RADIUS Clients
{_] Remote Access Logging Cannectiuns to Microsoft Routing and Remote ... 2

‘% Remate Access Policies EF Connections to other access servers 3
D Connection Request Praocessing

.

10.Click Edit Profile.
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test Properties ] ﬂﬂ

Settingz

Specify the conditions that connection requests must match.

Falicy conditions:

gd. | Ed. Remove

[f connection requests match the conditions specified in thiz palicy, the
azsociated profile will be applied to the connection.

Edit Prafile... |

i cesz permizsions are specified in the user prafile, thiz
policy contral: access to the nebwork.

[f & connection request matches the specified conditions:
™ Deny remote access permission

¥ Grant remote access permission

k. I Cancel Smply

11.Click the Advanced tab and Add.

10
All contents copyright (c) 2006 ZyXEL Communications Corporation.



ZyXEL 802.1X Support Note

Edit Dial-in Profile

2%

Diakin Corstrairts | [= | b ualileik: |
Authentication I Encrvption

Specify additional cannection attibutes to be returned ta the Bemate
ACcess server

Attnbutes:

M arme

| Yendor | W allie
RADIUS Standard  Wirtual LaMs [YLAM]

Agd.. |

Cancel Apply

x|

12.In the Add Attribute screen, add the Tunnel-Medum-Type,
Tunnel-Pvt-Group-ID, and Tunnel-Type attributes.

Add Attribute e B

To add an athribute bo the Profile, select the attribute, and then click Add.

To add an attibute that iz not listed, select the Vendor-S pecific attribute.

Attribute:
Mame | ‘Wendor | Dezcription ;I
Login-TCP-Part RADIIS Standard Specifiez the TCP part to which the uzer should connect.
MAS-Partld RADIJS Standard Specifies the port of the NAS that authenticates the user E
Reply-tezzage RaDIUS Standard Specifiez the mezzage dizplayed to the uzer when the autt
Service-Type RADIJS Standard Specifies the type of zervice that the uzer has requested.

Temination-Action
Tunnel-4zsignment-D
Tunnel-Client-2uth-10
Tunnel-Client-E ndpt

RADIUS Standard
RaDIUS Standard
RaDIUs Standard
BaDIUS Standard

Specifiez the action that the HAS should take when servic
Specifies the tunnel ta which a seszion iz assigned.
Specifiez the name uged by the tunnel initiator during the 2
Specifies the [P address of the initiator end of the tunnel.

|TunneI-Medium-T_l,J|:-e

RaDIUS Standard

Specifiez the tranzspart medium used when creating a tunh

TunnelFaszword

RADIUS Standard
RaDIUS Standard
RADILI

Specifies the password used for authenticating to a remote
Specifies the relative preference assigned to each tunnel |
1e Group |D for a tunnele ar,

Tunnel-5eryer-tuth-I0
Tunnel-Server-Endpt

HADTOS Standard
RADIUS Standard

Speches the name used by the funnel termnatar dunng th
Specifiez the IP address of the gerver end of the tunnel.

[Tunnel-Type RADIJS Standard Specifies the tunneling protocols uzed.

Yendor-S pecific RaDIUS Standard Specifiez the support of proprietan MAS features.
Cizco-aY-Pair Cizzo Specifies the Cizco A% Pair W54,

Allowed-Certificate-010 ticrozoft | Specifies the certificate purpose or usage object identifiBjLI
l 3

sdd | [ Cose |

11
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13. For the Tunnel-Type attribute, add a Virtual LANs value.

Multivalued Attribute Information L 21X

Attribute name:

ITunneI-Type

Attribute number;
|s4

Attribute format:

IEnumerator

Attribute values:

‘endar | Walue Maove Lp |
R&DIUS Standard Wirtual LaM s [YLAN)
Mave Daown |
L A

Bemave

Edit |

‘ s

] 4 | LCancel |

14.For the Tunnel-Medium-Type attribute, add a 802 (includes all 802
media...) value.

12
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Multivalued Attribute Information 2] x|

Attribute name:;

ITunneI-M edium-Tupe

Attribute number;
||35

Attribute format;

IEnumeratu:ur

Aftrbute values:

Yendaor | Y alue Move Up |
RaDIUS Standard 802 fincludes all 802 media pluz E
Move Down |

Bemove |

Edit

< 2

ok | Cancel

15.For the Tunnel-Pvt-Group-ID attribute, add the VLAND ID as the
value. In this example, add a VLAN ID of 500.

13
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Multivalued Attribute Information 2] x|

Aftribute name:;

ITunneI-Pvl-Emup-ID

Attribute nurnber:
|e1

Attribute formiat:
IDctelS tring

Aftribute values:

Vendor | Walle
RADIUS Standard A0

tove Lp |

M ove Diowr

Remave

Edit |
‘ »

ak. | Cancel |

16. For bandwidth assignment, add a Vendor Specific attribute.

add Attribute 2=l

To add an attribute ta the Profile, select the attribute, and then click add.

To add at attribute that iz nat lisked, select the Wendaor-S pecific attribute.

Attribute:
Mame | endor | Dezcription ;I
Login-TCP-Port RaDIJS Standard Specifies the TCP port to which the user should connect.
MAS-Portd RaDIUS Standard Specifies the port of the NAS that authenticates the user £

Reply-tezsage
Service-Type
Temination-4ction

Tunnel-Client-E ndpt

Tunnel-Pazzward
Tunnel-Freference

Tunnel-Azsignment-|D
Tunnel-Clisnt-uth1D

Tunnel-tedium-Type

Tunnel-Pvt-GroupD
Tunnel-Server-authlD
Tunnel-Server-Endpt

RaDIUs Standard
RaDIUS Standard
RaDIUS Standard
RaDIUs Standard
Rallus Standard
RaDIUS Standard
RaDIUS Standard
Rallus Standard
RaDIUS Standard
RaDIUS Standard
Rallus Standard
RaDIUS Standard

Specifies the meszage displaved to the user when the auth
Specifies the type of zervice that the uzer has requested.
Specifies the action that the MAS should take when servic
Specifies the tunnel o which a session iz aszigned.
Specifies the name uzed by the tunnel initiatar during the =
Specifies the |P address of the initiator end of the tunnel.
Specifies the tranzport medium used when creating a tunn
Specifies the pazaward uzed far authenticating to a remate
Specifies the relative preference assigned to each tunnel
Specifies the Group 1D for a tunneled session.
Specifies the name uzed by the tunnel terminatar during th
Specifies the |P address of the server end of the tunnel.
ecifiss the Hunne = -

Cizco-AV-Far

Allowed-Certificate-010

Cizco
bicrozoft

Specihes the Cizco 8V Far VsaA.

! Specifies the certificate purpoze or uzage object identifie_lslll
A »

17.Select Enter Vendor Code and enter “890” (for ZyXEL). The select
Yes. It conforms. Click Configure Attribute.

14
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Yendor-Specific Attribute Information ed |

Attribute name;

"Yendor-S pecific

Specify network, access server venhdor,
" Select from list |RADIUS Standard ]

& Enter Vendor Code: IEElﬂ For ZyXEL

Specify whether the attibute confarms to the BADIUS BFC specification for
vendaor specific attributes.

£ “Yes. It conforms.

™ No. It does not conform.

Configure Attribute. ..

k. I Cancel

18.In the Vendor-assigned attribute number field, enter “1” for Ingress
bandwidth control, or enter “2” for Egress bandwidth control. Then
select Decimal in the Attribute format field and enter the PIR
bandwidth allowed in the Attribute value field. as the value. *( Ingress
CIR is not supported)

Configure ¥SA (RFC compliant) el A

‘endor-assigned attribute number: 1 for Ingress
|1 2 for Egress

Attribute farmat;
I Drecimal j

Attribute walue;

|1nu

k. I Cancel

19.Click OK to save the settings. Now you have completed the VLAN and
bandwidth assignment configuration for the policy on the IAS Server.

IMPORTANT: The previous steps only shows you how to configure

policies on the IAS server. You will still need to configure the user

15
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accounts on the IAS server and specify which policy is to be applied on
the accounts and the method the server is to use to authenticate the
clients through IEEE 802.1x. For example, you may enable MD5
authentication on the client’'s network adaptor.

-4 gn&80L Properties i S

Gereral  Authentication | Advanced I

Select thiz option to provide authenticated netwark, access for
Ethernet netwarks.

v ignal:-le IEEE 8021 % authentication for this network

EAP byps: |MD5-Challenge =

Froperties |

¥ authenticate az computer when computer infarmation is
available

[T Authenticate as guest when user or computer information iz
unavailable

| aF. I Cancel

16
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ZyXEL Switch Setup using the Web Configurator

1. Use an Ethernet cable to connect your computer to port 1 on the
ZyXEL switch.

2. By default, the management IP of the ZyXEL switch is 192.168.1.1/24
through any port.

3. Set your computer to use a static IP address in the same subnet (for
example, 192.168.1.2/24).

4. Open an Internet browser such as IE and enter http://192.168.1.1 as
the URL.

5. Enter the user name (“admin” is the default) and the password (“1234”
is the default).

6. After you have logged in successfully, the main screen displays similar
to the one shown below.

B Save W Status B Logout H Help

Port Name Link

State LACP T=Pkis Errors TxKB/s Rx KB/s Up Time

Dowen gToP Disabled 3998 SE48 0 oo oo 0:00:00

1

2 Down gTOP Disahled 0 1} 1} 0o 0o 0:00:00
2 Down gTOP Disahled 0 1} 1} 0o 0o 0:00:00
E Down gTOP Disahled 0 1} 1} 0o 0o 0:00:00
15| Down STOP Disahled 0 1} 1} 0o 0o 0:00:00
b Cown STOP Disahled i) 1] 1] 0.0 0.0 0:00:00
I Cown STOP Disahled i) 1] 1] 0.0 0.0 0:00:00
i Cown STOP Disahled i) 1] 1] 0.0 0.0 0:00:00
E] Down STOP Disabled 1} a a 0.0 0.0 0:00:00
10 Dawn STOP Disabled 1} a a 0.0 0.0 0:00:00
11 1 00MIF FORWARDING Disabled 16 16 a 0.78 0.78 0:00:09
12 Dawn STOP Disabled 1} a a 0.0 0.0 0:00:00
13 Dawn STOP Disabled 1} a a 0.0 0.0 0:00:00
14 Ciown STOP Disahled 1] 1] 1] 0.0 0.0 0:00:00
15 Diown STOP Disahled 1} 1} 1} 0o 0.0 0:00:00
16 Diown STOP Disahled 1} 1} 1} 0o 0.0 0:00:00
17 100MiF FORWARDING Disahled 30740 INs 1} 0o 0.0 14:37:44
18 Diown STOP Disahled 1} 1} 1} 0o 0.0 0:00:00
14 Dowen STOP Disahled 1} 1} 1} 0o 0.0 0:00:00

7. Configure the RADIUS server settings on the ZyXEL switch. There
are two RADIUS servers on the network for load balancing, Set
the primary RADIUS server settings in the web configurator.

In the navigation panel, click Advanced Application > Port
Authentication and click the Click here link for RADIUS.

17
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_Basic Setting [ @) FPort Authentication

RADIUS Click here

802.1x Click here

WLAN

Static MAC Farwarding
Filtering

Spanning Tree Protocol
Bandwidth Cantral
Broadcast Storm Control
Mirraring

Link Aggregation

Port Authentication ‘__
FPort Security

Classifier

Folicy Rule

Cueuing Method

WLAMN Stacking

Multicast

DHCF Relay

8. Enter the IP address, UDP Port, and shared secret of your primary
RADIUS Server in the fields below.

IMPORTANT: You can only set the You must use the CLI to configure
the secondary RADIUS server and the server mode.

L @ RADIUS Port Authentication
Authentication Server
IP Address [192.168.2.200
UDP Port [1812
Shared Secret |1 234

Applyl Cancel |

9. Enable Port Authentication on ports 1 to 8.

Click Advanced Application > Port Authentication click the Click
here link for 802.1X.

18
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B Status

Click here

802.1x Click heref—
WLAN
Static MAC Fonwarding
Filtering

Spanning Tree Protocol
Bandwidth Contral
Broadcast Storm Cantral
Mirraring

Link Aggregation

Port Authentication e
Foart Security

Queuing Methad
Classifier

Policy Rule

Multicast

10. Select the top Active check box to enable 802.1X on the ZyXEL switch.
Then select the Active check boxes for the specific ports (for example,
ports 1 to 8) to enable 802.1X on the ports.

L @) sU2.1x ] Port Authentication
Active v -

Port Active Reauthentication Reauthentication Timer

seconds

1
S
4

<l
o
=
4
r_u|
=
=
=
w
el
Lyl
=1
=
=1
I
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Please note that you need to create VLAN groups on the Switch before
you enable 802.1X authentication with VLAN assignment. In this network
example, you will need to create a VLAN group with a VLAN ID of 500 and
set the user ports to “Normal” and the uplink port(s) to “Fixed”. Refer to the
802.1Q (tag based) support note for more information on VLAN setup.

20
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802.1X and RASIU Setup Using the CLI

1. Connect your computer to the console port on the switch.

2. Open your Terminal program.(Ex, Hyper Terminal in Windows System)
and set the console port settings to the following

bps:9600

Data bits:8

Parity: None

Stop bits:1

Flow control: None:

Note: You can also access the CLI via telnet / SSH using the default in-band IP
of 192.168.1.1 on the Switch.

3. After you have connected successfully, enter the administrator login user
name and password.
4. You should enter the privileged mode in the CLI.

5. Enter configure to enter the configuration mode.

Enter the following commands to configure the RADIUS servers and set the
load balancing mode for the RADIUS servers in this example.

Set the two Radius Servers in the load balancing mode:
Switch(config)# radius-server host 1 192.168.2.200 key 1234
Switch(config)# radius-server host 2 192.168.2.201 key 1234
Switch(config)# radius-server mode round-robin

Enter the following commands to enable Port Authentication on ports 1 to 8.

To enable Port Authentication on port 1 to 8:
Switch(config)# port-access-authenticator
Switch(config)# port-access-authenticator 1-8

21
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Notes:

You can always enter the follow command to check the current RADIUS server
configuration on the Switch.

Switch# show radius-server

22
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