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ZyXEL NetAtlas Support Notes

Introduction of SNMPc and NetAtlas

With the number of network device increase, the demand to detect and respond to the
network failure or external event in a very short time posts a great challenge to network
administrator. How to easily manage and monitor network devices across networks
becomes more and more important in network management.

Figure 1 presents main elements of the system architecture. Element Management
System (EMS), NetAtlas provides a centralized remote management platform and acts
as SNMPc manager to perform network configuration, system management,
event/alarm management, performance management and security for all ZyXEL's
Ethernet Switch solutions. SNMPc is network management software produced by
Castle Rock that constantly probe the network element (NE) and collect information of
those NE for EMS. Underneath the EMS is Postgres SQL, the enterprise relational
database system, provides query for EMS

Figure 1 System Architecture

Postgre SQL
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Installation of Netatlas workgroup

1. Double click the installation file located on the Netatlas CD.

NetAtlas Workgroup Setup E‘

Welcome to the InstallShield Wizard for HetAtlas
Workgoup

The InztallShieldR *wizard will install Netdtas wWarkgoup
on your computer. To continue, click Hest.

Cancel

2. Read the license information, if you agree with the license, click “yes” to continue.
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NetAtlas Workgroup Setup

Licenze Agreement

Pleaze read the following license agreement carefully.

Presz the PAGE DOYWM key to zee the rest of the agreement.

Motice

~
|nfarmation herein iz subject to change without notice. Companies, names, and data used —
in examples herein are fictitious unless othenwize noted. Mo part may be reproduced or -
transmitted in ary form ar by any means, electronic or mechanical, for any purpoze,
except the exprezs written permizzion of £y+EL Communications Corporation.

Thiz Products include PostgreSOL Databaze Server
GHI GEMERAL PUBLIC LICEMSE

Do pou accept all the terms of the preceding License Agreement? [f you choose Mo, the
zetup will close. To install Metatlaz Workgoup, wou must accept this agreement.

< Back e Mo |

At this time, if SNMPc does not exist in your PC, the Netatlas installation program will
install SNMPc for you.

Information

\‘i“) SN Pc does not exist on this computer, start installing SNMPe.

HEE
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SNMPc Network Manager Setup E‘

Welcome to the InstallShield Wizard for the
SHMPc Network Manager

The InstallShieldR ‘wizard will install SHMPc Metwork,
M anager on pour computer. To continue, click Hest,

Cancel
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3. Choose “Server’ and then click “Next”

SNMPe Network Manager Setup

Select Component
Select the SNMPc B.0 component pou would like toinstall. e ?

Wwharkgroup/E nterprize Baze System
S erver Inztall once on your management server. Includes SMNMPc Server, Local
Conzole and Local Poller.

Enterpnze Remote Conzale
Conzole Inztall on one or more LAM-connected systems 2o mulkiple uzers can log
ift to the SMMPC zerver at the same time.

Enterprize Bemote Poller
Faller Install on one or more 'WAMN LAMN connected computers to distribute the
SMHMPe polling load.

¢ Back Cancel

4. Choose the location that you want to install Netatlas, then click “Next”

sNMPc Network Manager Setup

Choose Destination Locabion

Select folder where Setup will install files.

Setup will inztall SHMPc Bazic Svztem in the following folder.

To inztall to this folder, click Next. Toinstall to a different folder, click Browse and select
another folder.

D estination Falder

C:%Program Filez\SHMPe Metwark b anager Browse. ..

< Back Cancel |
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5. Netatlas comes with a feature called “Auto Discovery”, if you are not going to use
this “Auto Discovery” at this time, check the box “Start with Discovery off’. Then click
“Next”

Discovery Seed &‘

“ou must enter the IF addrezs, subnet maszk and community
hame of an SHMP device on vaur netwark. SHMPe will use this
az a starting point for Dizcoveny,

Dizcoven Seed

IF Address: |

Subnet kazk: |

Commurity: |

Startup

Digcoveny iz unrestricted on intial startup and can guickly
dizcover a very large map. Unrestricted device and TCP
port dizcoverny iz sometimes viewed az a a security intrugion,

v Start with Dizcovery off

< Back Mest » Cancel
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6. Here it shows the default program folder that Netatlas is going to install. Click “Next”
to continue.

SNMPe Network Manager Setup

Select Program Folder

Setup will add program icons to the Program Folder listed below. Yo may type a new folder
narme, or zelect one from the existing folders lizt. Click Mest to continue.

Flease zelect a program folder.

Program Folders:
SHMPc Network, b ana

Eizting Folders:

ACD Systerns

Aloohol 1205

Broadcom

Ethereal

GlobalSCAPE

[nztalls hield

Jawva 2 Buntime E nevironiment
Java 'web Start

ME-SOFT MIE Brawser >3

(£

¢ Back Meut » | Cancel |

[nformation

\_i‘) Your SNMPc Network Manager components have been successfully installed.

_ EE

At this moment, the installation of SNMPc is completed.

7. If PostgreSQL does not exist in your PC, the Netatlas installation program will also
install it for you.

InstallPostere SOL §|

\_i‘) PostgreSQL does not exist on this computer, start installing PostgreSOL.

HETE
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8. Please select Postgresql Install Path. Then click “Next”

NetAtlas Workgroup Setup

Choose Destination Locabion

Select folder where Setup will install files.

Pleasze select the destination path to install PostgreS L.

D estination Falder

C:hPostgresql Browse. ..

< Back Cancel |

9. Itis NOT recommend changing the default account/password here. Just click “Apply”
to continue.

Postgre SQL &‘

Window account for dnstalling PostFresQL

Account

Paszword | FE A AR AR

Lpply |
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10. When the installation of PostgreSQL is done, it will pop up the following message.

Information §|

«..i,) Your PostgreSOQL components have been successfully imstalled.

HETE

11. When everything is set, the installation program will start to install Netatlas
Workgroup. Finally, click “finish” to complete the whole installation process.

NetAtlas Workgroup Setup
InztallShield Wizard Complete

Setup haz finished inztaling Metdtlaz \Workgoup on pour
computer.

10
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Overview of SNMPc

The following diagram shows the main elements of SNMPc. SNMPc includes the

following function

¢ Main Button Bar: Button and controls to execute commands quickly

+ Edit Button Bar: Button to quickly insert map element

¢+ Event Log Tool: Button display filtered event log entries

¢+ View Window Area: Map View, Mib Tables and Mib Graph windows are displayed
here.

¢ View Window Area: Map View, Mib Tables and Mib Graph windows.

Figure 2 Main elements of SNMPc

& SNMPc Management Console - [Root Subnet]

lFle Edt ’_ﬂenr lns_ert Nla'lage Took Cc-ll'ﬁg Wwindom Heb
M E| 5l [a gD Bl 21 2 2 «| 4| B @ s x| [Busteminia

- @ Root Subnet
@ 192.158.0.1

[4

m -
@) §
@ =

| ¥

| 3¢ 65|~ 9 |2 m |

MupII_Hih ITrent_;_Euenli Manul

= |Normal 04/20,/2005 (19:33:13 localhost User Administrator at 127.0.8.1 Login OK |

Comvamert § History Cuzbam | Coodom 2 Cuodon 3 Cusdom 4 Cuxdom 5 Cuxbom E Cusbam T Coodom & 4] »
L =

Overview of EMS

The following diagram illustrates the main elements in EMS. EMS contains the four
main functions.

¢ Menu Shortcut Bar: The buttons execute common commands

¢ Device Panel: This is a graphical device display.

¢ Device List Panel: View devices in a tree structure. The colors of the device

11
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indicate the status of the devices. Green is working and Rd is no response from
the device.
+ System message Panel: View the alarm Status and port status of the selected

switch.

Figure 3 Overview of EMS
-z Nctatas Wokgeoupems [l cheesaTamery | © ] 2

xS BE Do

HMap View Torglate Provoionng Parformence Faulk Maitenance Tool Help

Dunici

PAdnEss Dascriptions

= 5§ Rootmap
0 Swich-4T5T

172333180

Rootmap

Mmgﬂhﬂ]w“hml

3 i
i

FAM
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Configuration of adding a new device via SNMPc

In the following example, we will illustrate how to get started with SNMPc and Netatlas

with adding a new device. Follow the procedures from Step 1 to Step 11.
Step 1: In the edit button bar shown in the Figure 4 where you may select the icon to

insert a new element.
Figure 4 Adding a new Device

== SHMPe
%Eﬂe Edit WView Insert M Tools Confizg Window Help

B[ [2 o (8] ML) L]L2] == m]a|]

E-E Root Subnet
B 192.168.1
i @ 192.168.1.1
i @ E3-2108
e @ 05-4024

=] [DotigstPartEniy =l 3

E:

-Mﬁp Mib | Trend |Event | Menu
El

1272172005 (20:08:50 |(ES-2108

Hajor Mo Response to Device Poll

No Response to Device Poll

Hajor 1272172005 (20:18:39 |ES-2108

No Response to Device Poll

Hajor 1272172005 (20:28:33 |ES-2108

Step 2: In the map object properties, give the label name and enter the IP address of
the selected device. In this example, we configure 172.23.3.11 as its IP address of

ES-2108 as shown in Figure 5
Figure 5 Map Object Properties

13
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Map Object Properties
General | Access | Attributes | Dependencies |
Label: [ES-2108 Type: |Device =l
Address: [17223.311 Iecn: [auto.ico ==
Group:  [000=Taknown ~]| == |
Diesr:
[ = | B | s |

Step 4: In the map object properties, select Access tab to set the parameters of Read
Access Mode to SNMP V2c shown in Figure 6. Change the value of Read Access
Mode to SNMP VZ2c.

Figure 6 Read Access mode

Map Object Properties

Cemeral Access |ﬂtﬁibutes| Dependenciesl

Wame: IREB.Ii Lecess Mode

Value: ISHMP Yic j B I
Attrib: | Fame | Valug |
y NP Vi
SNMP Ve
Fead Community public
FeadWrite Commmmnity netman
Trap Cormmnmnity public
W3 Engineid, “anto=
W3 Context Mame “not st

W3 No-Auth Security Hame «nint sete
¥3 AuthPriv Becurity Name «not wte
W3 Auth Pagsued ot gt
W3 Priv Passwd «not st

mE | mw | =i

14
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Step 5: In the map object properties, select Access tab to set the parameters of Read
/Write Access Mode to SNMP V2c¢ shown in Figure 7. Change the value of Read/write
Access Mode to SNMP V2c.

Figure 7 Read/Write Access Mode

Map Object Properties

Ceneral Acces |Atl:fihutes| Depenﬂemi&sl

Wamie: IRESJ:L"WIite Aecess Mode

Value: ISHMP Vi j B I
At [ Wome | Value |
Eead Access Mode SNIMEP Vi

{eads Write Locess Mode SHNMP Vi

Eead Community puhlic
Read"Write Comummmity public
Trap Comrnmity puhlic
W3 Engineid <antoe
W3 Context Name annt set

W3 No-Auth Security Hame «nnt et
W3 AuthPriv Fecurity Hame «not @t
W3 Auth Pagsd, annt set
W3 Priv Passed «nnt et

e | mw | @mE |

Step 6: In the map object properties, select Access tab to set the parameters of Read
community to public as shown in Figure 8.
Figure 8 Read Community

15
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Map Object Properties

(feneral Access |Atl:fihutes|Dependemies

Waume: IReaJ:'l (ot

Value: |pub]jJ: ;I _I”'
Attt [ Tame " Value |
Fead Acces: Mode SNIMEP Vi
Eead/Write Lccess Mode SHNMP Vi

dead oty puhlic
Fead/Write Comrmunity puhlic
Trap Commmity public
W3 Enginedd <anto
W3 Context Name «not wet=

V3 No-Auth Security Hame «nnt set
W3 AuthiPriv Security Name «nit et
W3 Auth Pagswd, anit set=
W3 Priv Passed «nnt sets

e | Ew | e |

In the map object propeies, select Access tab to set the parameters of Read
community to public in Figure 9. Change the value of Read//write Community to Public.

Figure 9 Read/write Community

16
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Map Object Properties

Ceneral Acces |Atl:fihutes| Depenﬂemi&sl
Wame:
Value:
Lttribe

IReaJ:l."WIite Oty
[publi = =
Name | Value |
Eead Access Mode SHMP Vi
Fead/Write &coess Mode SHNMP Vi
Fead Community puhlic
Feadd W rite Loty public
Trap Comrndty puhlic
W3 Engineid <antoe
W3 Context Name annt set

W3 No-Auth Security Hame «nnt et
W3 AuthPriv Fecurity Hame «not @t
W3 Auth Pagsd, annt set
W3 Priv Passed «nnt et

e | mw | @mE |

Step 7: On the SNMPc main window. Select SNMPc->Config->MIB Database menu
function. You need to add (and compile) the following Mib files in order:

v

AN N N N N WA N U N RN

rfc2674.mib
rfc2925.mib
rfc3291.mib
rfc3621.mib
OSPF-MIB.mib
zyxel-ES3124.mib
zyxel-ES3124PWR.mib
zyxel-ES2024A.mib
zyxel-GS2024.mib
zyxel-GS4024.mib
zyxel-GS4012F.mib
zyxel-ES2108.mib
zyxel-ES2108G.mib

Step 8: In the Selection tool menu, Click ES-2108 to manage the device.

Figure 10 Device Selection

17
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C e biet]
¥i L H: Tool: Confiz Window Help

Ml éllii& 93| | Sl @ ;9| o I |

s
[

x| [DotldStpPoriEntry =l

= T2 Root Subnet
G Discovered Objects
B 1921681
- @ 192.168.1.1 . .
- 4 [E3-2108 I I .
o G GE-4024 Discovered Objects

R

" Map [Mib | Trend | Event | Memn
) T ) EE B oy .

Major 12/27/20085 (13:53:44 192 _168.1.54 No Response to Device Poll
Major 12/27/20085 (13:53:44 192 168.1.1 No Response to Device Poll
HMajor 12/27/2005 (13:53:44 192 _168.1.66 Ho Response to Device Poll

Step 9: After the selection, a pop-up menu will display the NetAtlas switch manager
diagram. Click the Switch Manager to enter the EMS Mapping shown in Figure 11

Figure 11 Device Selection

& ZyXEL NetAtlas Element Management System i

Window  Admin  Help

|

Switch Manager

Step 10: In the EMS mapping, it display a logical hierarchy for the device. In the device
list, you may see the devices are added in the Rootmap shown in Figure 12.

18
All contents copyright (c) 2006 ZyXEL Communications Corporation.



ZyXEL NetAtlas Support Notes

Figure 12 Rootmap

Map View Template Provisioning Performance Fault Maintenance Tool Help

SIXBIE R |
Device IPAddress Descriptions ﬂl MI MI M

EWEY - ooirnap
.l Switch-4406 1723316115
. Switch-4504 1722231

Alarm Status | Paort Status

Step 11: Click the ES-2108 to configure the device shown in Figure 13.

Figure 13 Device mapping

blap View Template Providoning Perdormance Fault Maintensnce Tool Help

X B & Bl

Device IPAddress Descriptions CRIl fe) MINl |NF|

-4 Rootmap Rootmap
. Switch-4405 1722316115
P | Cwitch-4504 172.23.3.11

ZyXEL 52108

Port Stalus |

|—F‘0rtView Fart Status
Port | LinkSpeed | state | Lacp | PD
1 0 Mbps STCOP Disahled BIA
2 0 Mbps STOP Disabled  NA
3 100 Mbps FORWARDIMG — Disabled  MiA
1 0 Wbos STOP Disabled  MA

19
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VLAN Configuration via EMS

In this section, we will give an example to illustrate how to use EMS to create a VLAN2

in GS-4024. Here are the procedures.

Step 1: In the device panel list shown in Figure 12, right-click Configuration, Switch
Configuration and then Switch Setup tab as shown in Figure 12 and Figure 13.

Step 2: Define the VLAN type, there are two types of VLAN, one is 802.1Q and the

other is Port-based VLAN. Select 802.1Q as the VLAN type and click Apply in the

Figure 14.

Figure 12 Device panel list

Map View Template Provisiondng Performance Faolt Maintenance Tool Help

SIX OB E R |
Device IPAddress Descriptions
EQ Rootmap Rootmap

H ﬂ Switch-4406 172.23.15.115

[ Switch-4504 17223311

Alarm Status | Port Status |

ALARM TEMF FAMN WoL

Figure 13 Switch Configuration
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Map WView Template Provisioning Pedormance Fault Maintenance Tool Help

S XRB & B |

Cievice IPAddress Cescriplions

agﬁ; Roaotmap Raootmap
BT | wvitch-4406 : 1=

i Switch-2504 Liopsilicy

Ce tion

Configuration Save
Ethemet Port Configuration
Multicast Configuration
IF Confignration

Alarm Status | Port Status |

3 3§ B O

ALARM TEMF FAN WL

Figure 14 Selecting a VLAN Type
Switch Configuration
Device Name | 1P Aodress Copyto | ;Zﬂgﬁﬁg) |BD Apply |
Filtering I Mac Forwarding I irraring
Switch Setup | PriorityQueve | STPConf. | LinkAggregation |  GARP Timer |
& VLAN Type - D
MAC Address Aging Time : seconds

— Gueding Method

Method I j
an | R xl ez =zl a3 | =l

~Active Contral
[~ STP Configuration

™ Link Aggregation

™ Bandwidth contral

I Broadcast storm control
™ Mirraring

[~ 802.1%

[ Port Security
[~ GVRP

[~ 802.10 Ingress Check
[~ 802.1q Port Isolation

Apply |

< | >

Close

After the VLAN type selection, a pop-up window indicates that you have finished the
configuration. Then after we have defined the VLAN type to be the 802.1Q, go back to
click the Configuration and then VLAN configuration in Figure 15.
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Figure 15 VLAN Configuration

Map Wiew Template FProvigoning Performsnce Favlt Maintensnce Tool Help

X oB R

Device IPAddress

Descriptions

Rootrmap

System Configuration
Switch Configuration
VLAN on
Ethermnet Port Confignration
Multicast Configuration

1P Configuration

Confizuration Save

n

Alatm Status | Port Status |

a § & &

ALARM TEMF FAN WOL

Click the New button to create a new VLAN ID in Figure 16.

Figure 16 Creating a new VLAN ID

VLAN
VAN ID | Mame [ status |
1 1 Active
<) Active

< (L3
. Port List

MNeww I

pelete | modie |

Load Template I

1 Jz2z[sJals[e[ sl alaJin]1i]1z]1s[1a[as[6[17[1a]1a]z0]z1[z2]23]za]25]z6]=27]2a]

Close I

Selecting Egress ports and defines them to be tagged or untagged in Figure 17

Figure 17 Selecting the ports
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44 VLAN ID

WLAN [dentity
[+ Active

WLAM D |2 {1 ~ 40943

WLAN Marme ITest

— Static WA

Egress Forts Forhidden Ports Lintag Pors

FPart 01 -
Fort 02
Fort 03
Fort 04
Fort 05
FPaort 06
Fort 07
Fort 02
Fort 09

i Fart10 =

WLAR Status Preview

1 |z z]alss] =2 |1a0l1a]az]1z]1a]a5] 18] 7
I T o I T T T T

N | |

Cancer_|

For more information, reference the user guide of NetAtlas.
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Troubleshooting

Question: SNMPc, EMS and/or PostgreSQL will not install properly.
Answer:
Make sure that the computer on which you want to install the SNMPc, EMS and
PostgreSQL meets the minimum hardware and software requirements.
To install PostgreSQL, make sure your computer is using NTFS file system.
Shut down any running services or applications which may affect the installation.
Remove any previous versions of PostgreSQL and SNMP software from your
computer.
Re-install SNMPc and EMS in that order.

Question: | cannot find my device in the SNMPc Management screen.
Answer:

Check that you have added and compiled the MIBs correctly. Make sure that the
orders are followed exactly.

Check that you have enabled auto-discovery;
- Check that the map object properties are correct for initial installation; Make sure the
IP address entered is the |IP address of the switch you want to manage via the EMS.

Check that the ODBC driver is correctly configured,;

Make sure that PostgreSQL is running.

Make sure that the computer you have installed the EMS on, is connected to the
network where the switch is located.

Make sure your computer’s Ethernet card is working properly.

If the problem still persists, uninstall and re-install the EMS software.

24
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Appendix —

Comparison of NetAtlas Enterprise & NetAtlas WorkGroup
Feature Netatlas Enterprise Netatlas WorkGroup
Management Distributed Local

Architecture Architecture(Client-Server)

Remote Management Yes No

Multiple User Access Yes(concurrent 10 users) | Single User

Database OBDC support (SNMPc) Text only (SNMPc)
Trend Reporting Yes No

SNMPc Online 2005 Yes No

advanced reporting

engine

Live / Standby Backup | Yes No

Server Option

Device Support

Up to 25,000 Network
Devices

Up to 1,000 Network
Devices

All contents copyright (c) 2006 ZyXEL Communications Corporation.

25



