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What is ZyNOS?

How do | accessthe Prestige SMT menu?

What is the default console port baud rate? Moreover, how do | change it?

How do | upload the ZyNOS firmware via console?

How do | upgrade/backup the ZyNOS firmware by using TFTP client program via LAN?
How do | upload ROMFILE via console?

How do | backup/restore SMT configurations by using TFTP client program viaLAN?
Why can't | make Telnet to Prestige from WAN?

What should | doif | forget the system password?

What is SUA? When should | use SUA?

. What is the difference between NAT and SUA?

How many network users can the SUA support?
What are Device filters and Protocol filters?

. Why can't | configure device filters or protocol filters?

How can | protect against | P spoofing attacks?

1. What isZyNOS?

ZyNOS is ZyXEL's proprietary Network Operating System. It is the platform on all Prestige routers that
delivers network services and applications. It is designed in amodular fashion so it is easy for
developersto add new features. New ZyNOS software upgrades can be easily downloaded from our FTP
sites as they become available.

2. How do | accessthe Prestige SMT menu?

The SMT interface is amenu driven interface, which can be accessed viaa RS232 console or a Telnet
connection. To access the Prestige viaSMT console port, a computer equipped with communication
software such as HyperTerminal must be configured with the following parameters.

VT100 termina emulation
9600bps baud rate

. N81 dataformat (No Parity, 8 data bits, 1 stop bit)



The default console port baud rate is 9600bps, you can change it to 115200bpsin Menu 24.2.2 to speed
up the SMT access.

3. What isthe default console port baud rate? Moreover, how do | changeit?

The default console port baud rate is 9600bps. When configuring the SMT, please make sure the
terminal baud rate is also 9600bps. Y ou can change the console baud rate from 9600bps to 115200bpsin
SMT menu 24.2.2.

4. How do | upload the ZyNOS firmwar e code via console?
The procedure for uploading Prestige via console is as follows.

a. Enter debug mode when powering on the Prestige using aterminal emulator
b. Enter 'ATUR' to start the uploading

c. Use X-modem protocol to transfer the ZyNOS code

d. Enter 'ATGO ' to restart the Prestige.

5. How do | upgrade/backup the ZyNOS firmware by using TFTP client program via LAN?

The Prestige allows you to transfer the firmware from/to Prestige by using TFTP program viaLAN. The
procedure for uploading ZyNOS via TFTP is as follows.

a. Usethe TELNET client program in your PC to login to your Prestige.

b. Enter CI command 'sysstdio 0' in menu 24.8 to disable console idle timeout

c. Toupgrade firmware, use TFTP client program to put firmwareinfile'ras in the Prestige. After
datatransfer isfinished, the Prestige will program the upgraded firmware into FLASH ROM and
reboot itself.

d. To backup your firmware, use the TFTP client program to get file'ras from the Prestige.

6. How do | upload ROMFILE via console port?

In some situations, you may need to upload the ROMFILE, such aslosing the system password, or the
need of resetting SMT to factory defaullt.

The procedure for uploading ROMFILE viathe console port is as follows.

a. Enter debug mode when powering on the Prestige using aterminal emulator
b. Enter 'ATLC' to start the uploading

c. Use X-modem protocol to transfer ROMFILE

d. Enter 'ATGO' to restart the Prestige.



7. How do | backup/restore SMT configurations by using TFTP client program via LAN?

a. Usethe TELNET client program in your PC to login to your Prestige.

Enter Cl command 'sysstdio 0" in menu 24.8 to disable console idle timeout.

c. To backup the SMT configurations, use TFTP client program to get file 'rom-0' from the
Prestige.

d. Torestorethe SMT configurations, use the TFTP client program to put your configuration in file
rom-0 in the Prestige.
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8. Why can't | make Telnet to Prestige from WAN?
There are three reasons that Telnet from WAN is blocked.
1. You havedisabled Telnet servicein Menu 24.11.

Source | P= Telnet host

Destination |P= Prestige's WAN IP
Service= TCP/23

Action=Forward

2. Telnet serviceis enabled but your host IP is not the securied host entered in Menu 24.11. In this
case, the error message 'Client |P isnot allowed!" is appeared on the Telnet screen.

3. Thefilter ruleis applied in the Input Protocol field in menu 11.5 to block Telnet service.

4. The console port isin use.

9. What should | doif I forget the system password?

In case you forget the system password, you need to upload ROMFILE to reset the SMT to factory
default. After uploading ROMFILE, the default system password is'1234".

10. What is SUA? When should | use SUA?

SUA (Single User Account) is a unique feature supported by Prestige router which allows multiple
people to access Internet concurrently for the cost of a single user account.

When Prestige acting as SUA receives a packet from alocal client destined for the outside Internet, it
replaces the source addressin the | P packet header with its own address and the source port in the TCP
or UDP header with another value chosen out of alocal pool. It then recomputes the appropriate header
checksums and forwards the packet to the Internet asif it is originated from Prestige using the IP address
assigned by 1SP. When reply packets from the external Internet are received by Prestige, the original 1P



source address and TCP/UDP source port numbers are written into the destination fields of the packet
(sinceit is now moving in the opposite direction), the checksums are recomputed, and the packet is
delivered to its true destination. Thisis because SUA keeps atable of the | P addresses and port numbers
of thelocal systems currently using it.

11. What isthedifference between NAT and SUA?

NAT isageneric name defined in RFC 1631 'The IP Network Address Trandlator (NAT)'.
SUA (Internet Single User Account) is ZyXEL's implementation and trade name for functioning PAT
which is a specific type of NAT. SUA( or PAT for NAT) trandates address into port mapping.

The primary motivation for RFC 1631 isthat there is not enough IP address to go around. In addition,
many corporations simply did not bother to obtain legal (globally unique) IP addresses for their
networks and now finding themselves unable to connect to the Internet.

Basically, NAT isaprocess of translating one address to another. A NAT implementation can be as
simple as substituting an | P address with another. This allows a network to rectify the illegal address
problem mentioned above without going through each and every host.

The design goal of ZyXEL's SUA isto minimize the Internet access cost in a small office environment
by using a single I P address to represent the multiple hosts inside. It does more than | P address
translation, so that multiple hosts on the LAN can access the Internet at the same time.

12. How many network users can the SUA/NAT support?

The Prestige does not limit the number of the users but the number of the sessions. The Prestige 334WT
supports 2048 sessions that you can use the 'ip nat iface enif1l' command in menu 24.8 to view the
current active sessions.

13. What are Devicefiltersand Protocol filters?

In ZyNOS, the filters have been separated into two groups. One group is called 'device filter group’, and
the other is called 'protocaol filter group’. Generic filters belong to the 'device filter group’, TCP/IP and
IPX filters belong to the 'protocaol filter group'.

14. Why can't | configure devicefiltersor protocol filters?

In ZyNOS, you can not mix different filter groups in the same filter set.

15. How can | protect against | P spoofing attacks?

The P-334WT's firewall will automatically detect the IP spoofing and drop it if the firewall is turned on.



If the firewall is not turned on we can configure afilter set to block the I P spoofing attacks. The basic
schemeis asfollows:

For the input datafilter:

. Deny packets from the outside that claim to be from the inside
. Allow everything that is not spoofing us

Filter rule setup:

. Filter type =TCP/IP Filter Rule
. Active=Yes

. Source|P Addr =ab.c.d

. Source P Mask =w.x.y.z

. Action Matched =Drop

. Action Not Matched =Forward

Where a.b.c.d isan IP address on your local network and w.x.y.z is your netmask:
For the output datafilters:

. Deny bounceback packet
« Allow packets that originate from us

Filter rule setup:

. Filter Type=TCP/IP Filter Rule
. Active=Yes

. Destination IP Addr =a.b.c.d

. Destination IP Mask =w.x.y.z

. Action Matched =Drop

. Action No Matched =Forward

Where a.b.c.d isan IP address on your local network and w.x.y.z is your netmask.

All contents copyright (c) 2004 ZyXEL Communications Corporation.



Product FAQ

General FAQ

What isthe P-334WT Internet Access Sharing Router?

Will the P-334WT work with my Internet connection?

What do | need to use the Prestige?

What is PPPoE?

Does the Prestige support PPPOE?

How do | know | am using PPPoE?

Why does my provider use PPPoE?

Which Internet Applications can | use with the Prestige?

How can | configure the Prestige?

What network interface does the Prestige support?

. What can we do with Prestige?

Does Prestige support dynamic |P addressing?

What is the difference between the internal IP and the real |P from my ISP?
How does e-mail work through the Prestige?

What is the main difference between WinGate and the Prestige?

What is the difference between the 'Standard' and 'RoadRunner’ service?
Isit possible to access a server running behind SUA from the outside Internet? If possible, how?
What DHCP capability does the Prestige support?

What to do when Prestige response nothing via Console?

What network interface does the new Prestige series support?
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Advanced FAQ

How does the Prestige support TFTP?

Can the Prestige support TFTP over WAN?

How can | upload data to outside Internet over the one-way cable?

How fast can the data go?

My Prestige can not get an | P address from the | SP to connect to the Internet, what can | do?
How do | make VPN client x work through my Prestige?

What is Multi-NAT?

When do | need Multi-NAT?

What | P/Port mapping does Multi-NAT support?
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10. What isthe difference between SUA and Multi-NAT?

11. What isBOOTP/DHCP?

12. What isDDNS?

13. When do | need DDNS?

14. What DDNS servers does the Prestige support?

15. What is DDNS wildcard?

16. Doesthe Prestige support DDNS wildcard?

17. Can the Prestige's SUA handle | Psec packets sent by the | Psec gateway?
18. How do | setup my Prestige for routing | Psec packets over SUA?

19. Why can't | use video conferencing with MSN 4.67?

20. How can | accessinternal server viapublic |P address assigned on WAN?
21. Should | create any firewall rule to allow incoming traffic when NAT is used?

1. What isthe P-334WT Internet Access Sharing Router ?

The Prestige series fulfills arange of application environments, from small and medium businesses,
SOHO, or Telecommuters, to home user or education applications. The Prestige series provides a robust
Firewall to protect your network. Prestige's design helps users to save expenses, minimize maintenance,
and simultaneously provide a high quality networking environment.

The Prestige series is arobust solution complete with everything needed for providing Internet accessto
multiple workstations through your cable or ADSL modem. The router equipped with 1 auto-MDI/
MDIX 10/100M bps Ethernet WAN port and 4 auto-MDI/MDIX 10/100Mbps Etherent LAN port.

Virtually all-popular applications over Internet, such as Web, E-Mail, FTP, Telnet, Gopher, are
supported.

2. Will the P-334WT work with my Internet connection?

The P-334WT is designed to be compatible with cable and ADSL modems. Most external Cable and
ADSL modems use an Ethernet port to connect to your computer so the Prestigeis placed in theline
between the computer and the External modem. Aslong as your Internet Access device has an Ethernet
port, you can use the Prestige. Besides, if your | SP supports PPPOE you can also use the Prestige,
because PPPoE had been supported in the Prestige.

3. What do | need to usethe Prestige?

Y ou need aADSL modem or cable modem with an Ethernet port to use the Prestige. The Prestige has



two Ethernet ports. LAN port and WAN port. Y ou should connect the computer to the LAN port and
connect the external modem to the WAN port. If the | SP uses PPPOE or RoadRunner Authentication you
need the user account to enter in the Prestige.

4. \What is PPPoE?

PPPoE stands for Point-to-Point Protocol Over Ethernet that isan IETF draft standard specifying how a
computer interacts with a broadband modem (i.e. XDSL, cable, wireless, etc.) to achieve accessto the
high-speed data networks viaa familiar PPP dialer such as 'Dia-Up Networking' user interface. PPPoE
supports a broad range of existing applications and service including authentication, accounting, secure
access and configuration management. There are some service providers running of PPPoE today.
Before configuring PPPOE in the Prestige, please make sure your | SP supports PPPOE.

5. Doesthe Prestige support PPPoE?
Y es. The Prestige supports PPPOE.
6. How do | know | am using PPPoE?

PPPOE requires a user account to login to the provider's server. If you need to configure a user name and
password on your computer to connect to the ISP you are probably using PPPoE. If you are simply
connected to the Internet when you turn on your computer, you probably are not. Y ou can also check
your ISP or the information sheet given by the | SP. Please choose PPPoOE as the encapsulation type in
the Prestige if the ISP uses PPPoE.

7. Why does my provider use PPPoOE?
PPPoE emulates afamiliar Dial-Up connection. It allows your ISP to provide services using their
existing network configuration over the broadband connections. Besides, PPPoE supports a broad range

of existing applications and service including authentication, accounting, secure access and
configuration management.

8. Which Internet Applications can | use with the Prestige?

Most common applications includes MIRC, PPTP, ICQ, Cu- SeeMe, NetMeeting, IP/TV, RealPlayer,
VDOLive, Quake, Quakell, Quakelll, StarCraft, & Quick Time.

9. How can | configurethe Prestige?

» Using Console connection-Menu driven user interface for easy local management
« Telnet remote management- Menu driven user interface for easy remote management
= Web broswer- web server embedded for easy configurations



10. What network interface doesthe Prestige support?

The Prestige supports 10/100M Ethernet to connect to the computer and 10M Ethernet to connect to the
external cable or ADSL modem..

11. What can we do with Prestige?

Browse the World Wide Web (WWW), send and receive individual e-mail, and download software.
These are just afew of many benefits you can enjoy when you put the whole office on-line with the
Prestige Internet Access Sharing Router.

12. Does Prestige support dynamic | P addressing?
The Prestige supports either a static or dynamic | P address from | SP.
13. What isthe difference between theinternal 1P and thereal |P from my | SP?

Internal |Ps are sometimes referred to as virtual 1Ps. They are agroup of up to 255 | Ps that are used and
recognized internally on the local area network. They are not intended to be recognized on the Internet.
Thereal IPfrom ISP, instead, can be recognized or pinged by another real |P. The Prestige Internet

Access Sharing Router works like an intelligent router that routes between the virtual 1P and thereal |P.

14. How does e-mail work through the Prestige?

It depends on what kind of 1P you have: Static or Dynamic. If your company has a domain name, it
means that you have a static | P address. Suppose your company's e-mail address is xxx@mycompany.
com. Joe and Debbie will be able to send e-mail through Prestige Internet Access Sharing Router using
Jjane@mycompany.com and debbie@mycompany.com respectively astheir e-mail addresses. They will
be ableto retrieve their individual private and secure e-mail, if they have been assigned the proper
accessright.

If your company does not have a domain name, it means that your ISP provides you with a dynamic IP
address.

Suppose your company's e-mail address is mycompany @ispname.com. Jane and John will be able to

send e-mail through Prestige Internet Access Sharing Router using "jane"<mycompany @i spname.com>
and "john"<mycompany @i spname.com> respectively astheir e-mail addresses. Again, they will be able
to retrieve their individual private and secured e-mail, if they have been assigned the proper access right.

15. What isthe main difference between WinGate and the Prestige?



1. WinGate is a software only solution that needs to be installed in a dedicated Windows 95 PC
based server. The total cost and complexity are many times over ATI’ s product. The Prestige
Internet Access Sharing Router is a plug-n-play internet appliance.

2. WinGate requires al TCP/IP applications such as Netscape Navigator to be reconfigured to have
the dedicated server as a proxy. The Prestige Internet Access Sharing Router does not require
users to reconfigure any software at all.

3. The Prestige Internet Access Sharing Router uses Network Address Tranglation (NAT) scheme,
which supports all TCP/UDP ports. WinGate only supports limited number of ports, such as http
(80), ftp(21), telnet(23), and pop3(110).

4. WinGate works as a proxy, while the Prestige Internet Access Sharing Router works as a
gateway. The gateway approach is more efficient than the proxy during the processing of TCP/IP
commands. As aresult, the Prestige Internet Access Sharing Router achieves 10% to 20% higher
performance than that of software solutions such as WinGate.

5. The Prestige Internet Access Sharing Router uses Solid State Disk technology. There are no
moving parts in the product. It is much more reliable than any hard disk based system, such asthe
one for WinGate.

16. What isthe difference between the'Standard' and 'RoadRunner' service?

The US Road Runner service requires the user to "log in" to the service before it can send any packets
to the outside network. This is apparently implemented in the TAS (Toshiba Authentication System)
with a packet filtering firewall in the upstream direction. Before login, one can send ICMP packets (e.g.,
ping) to the outside Internet, but nearly all other upstream TCP and UDP packets are blocked. The user
can only speak to the local DNS/login server. Downstream packets do not appear to be filtered or
blocked at any time.

While Standar d service means the cable services which have no login requirement. Prestige supports
both Road Runner & Standard servicesin menu 4 for connecting to cable | SPs.

17. 1sit possibleto access a server running behind SUA from the outside Internet? If possible,
how?

Yes, it is possible because Prestige delivers the packet to the local server by looking up to a SUA server
table. Therefore, to make alocal server accessible to the outside users, the port number and the inside IP
address of the server must be configured in Menu 15 - SUA Server Setup.

18. What DHCP capability doesthe Prestige support?

The Prestige supports DHCP client on the WAN port and DHCP server on the LAN port. The Prestige's
DHCP client allowsi it to get the Internet IP address from | SP automatically. The Prestige's DHCP server
allows it to automatically assign IP and DNS addresses to the clients on the local LAN.



19. What to do when when Prestige response nothing via console ?

When Prestige responses nothing on your terminal (e.g. embedded HyperTerminal), please try following
methods

1. Make sure the CON/AUX (which is close to the power jet) switch of P-334WT is set to CON, not
AUX.

2. Please check whether RS-232 cable iswell connected between Prestige and your computer.
3. Please try any baud rate between 9600 bps to 115200 bps in case the baud has been changed.
20. What network interface doesthe new Prestige series support?

The new Prestige series support auto MDX/MDIX 10/100M Ethernet LAN/WAN port to connect to the
computer on LAN and 10/100M Ethernet to connect to the external cable or ADSL modem on WAN.

Advanced FAQ
1. How doesthe Prestige support TFTP?

In addition to the direct console port connection, the Prestige supports the uploading/download of the
firmware and configuration fileusing TFTP (Trivia File Transfer Protocol) over LAN.

2. Can the Prestige support TFTP over WAN?

Although TFTP should work over WAN aswell, it is not recommended because of the potential data
corruption problems.

3. How can | upload datato outside I nternet over the one-way cable?

A workaround is to use an alternate path for your upstream path, such as a dialup connection to an
Internet service provider. S0, if you can find another way to get your upstream packets to the Internet
you will still be able to receive downstream packets via Prestige.

4. How fast can the data go?

The speed of the cable modem isonly one part of the equation. There are a combination of factors



starting with how fast your PC can handle IP traffic, then how fast your PC to cable modem interfaceis,
then how fast the cable modem system runs and how much congestion there is on the cable network,
then how big a pipe thereis at the head end to the rest of the Internet.

Different models of PCs and Macs are able to handle I P traffic at varying speeds. Very few can handle it
at 30 Mbps.

Ethernet (10baseT) is the most popular cable modem interface standard for the PC. This automatically
limits the speed of the connection to under 10 Mbps even if the cable modem can receive at 30 Mbps.

Most Local Area Networks use 10baseT Ethernet, and athough they are 10 Mbps networks, it takes a
LOT longer than one second to transmit 10 megabits (or 1.25 megabytes) of data from one terminal to
another.

Cable modems on the same node share bandwidth, which means that congestion is created when too
many people are on simultaneously. One user downloading large graphic or video files can use a
significant portion of shared bandwidth, slowing down access for other users in the same neighborhood.

Most independent Internet Service Providers today connect to the Internet using asingle 1.5 Mbps "T1"

telephone line. All of their subscribers share that 1.5 Mbps pipeline. Cable head-ends connecting to the
Internet backbone using a T1 limit their subscribers to an absolute maximum of 1.5 Mbps.

To create the appearance of faster network access, service companies plan to store or "cache" frequently
requested web sites and Usenet newsgroups on a server at their head-end. Storing data locally will
remove some of the bottleneck at the backbone connection.

How fast can they go? In a perfect world (or lab) they can receive data at speeds up to 30 Mbps. In the
real world, with cost conscious cable companies running the systems, the speed will probably fall to
about 1.5 Mbyps.

5. My Prestige can not get an | P address from the | SP to connect to the Internet, what can | do?

Currently, there are various ways that | SPs control their users. That is, the WAN [P is provided only
when the user is checked as an authorized user. The | SPs currently use three ways:

1. Check if the'MAC address isvalid
2. Check if the'Host Name' isvalid, e.g., @home

3. Check if the'User ID' isvalid, e.g., RR-Toshiba Authentication Service, RR-Manager
Authentication Service



If you are not able to get the Internet IP from the ISP, check which authentication method your |SP uses
and troubleshoot the problem as described below.

1. Your ISP checksthe'M AC address

Some ISPs only provide an | P address to the user with an authorized MAC address. This authorized
MAC can be the PC's MAC which is used by the ISP for the authentication. So, if a new network card is
used or the Prestige is attached to the cable modem directly, the ISP will reject the DHCP discovery
from thisMAC, thus no IP is assigned by the I SP.

The Prestige supportsto clone the MAC from the first PC the ISP installed to be its WAN MAC. To
clone the MAC from the PC you need to enter that PC's IP in menu 2. Oncethe MAC is received by the
Prestige, the WAN MAC in menu 24.1 will be updated and used for the | SP's authentication.

Menu 2 - WAN Set up
Li nk Mode= Hal f Dupl ex

MAC Addr ess:

Assi gned By= | P address
attached on LAN

| P Address= 192. 168. 1. 33

Key settings:

. Assigned By, Choose' | P address attached on LAN .

. IPAddress, Enterthe|P address of the PC which isinstalled by the ISP at the first installation.
2. Your ISP checksthe 'Host Name'

Some | SPs take advantage of the 'host name' message in a DHCP packet such as @home to do the
authentication. When first installing, the | SP's tech people configure the host name as the ‘Computer
Name' of the PC in the 'Networking' settings. When the Prestige is attached to the cable modem to
connect to the ISP, we should configure this host name in the Prestige's system (menu 1).



Menu 1 - General Setup

Syst em Nanme= zyxel

Key Setting:
. System Name=, The system name must be the same as the PC's computer name.
3. Your ISP checks'User ID'

This authentication type is used by RoadRunner ISP, currently they use RR-TAS(Toshiba
Authentication Service) and RR-Manager authentications. Y ou must configure the correct 'Service
Type', username and password for your ISP in menu 4.

Menu 4 - Internet Access Setup

| SP' s Nane= ChangeMe

Servi ce Type= RR-Toshi ba Aut hentication Service
Server |P=0.0.0.0

My Logi n=

w PaSSV\Drd: *kkkk*kk*k*

| P Address Assi gnnent = Dynam ¢
| P Address= N A

| P Subnet Mask= N A

Gateway | P Address= N A

RI P Directi on= None

Versi on= N A

Si ngl e User Account= Yes

Edit Filter Set= No

Press ENTER to Confirmor ESC to Cancel:

Key settings.



. Service Type.......Currently, there are two authentication types that Road Runner supports, RR-
TAS and RR-M anager. Choose the correct one for your local | SP.

. Server|P............. The Prestige will find the Road Runner server IP if thisfield is blank, otherwise
enter the authentication server IP addressif you know it.

. My Login Name...Enter the login name given to you by your ISP

« My Password.......Enter the password associated with the login name

« WAN IP Address Assignment...If the ISP did not assign you an explicit IP, select Dynamic,
otherwise, select Static.

. |IPAddress & Subnet Mask & Gateway |P Address...Enter the |P address, subnet mask &
gateway |P when Static Assignment is selected above.

6. How do | make VPN client x work through my Prestige?

The only VPN known for certain to work through the Prestige is Microsoft PPTP.

7. What is Multi-NAT?

NAT (Network Address Trandation-NAT RFC 1631) is the translation of an Internet Protocol address
used within one network to adifferent |P address known within another network. One network is
designated the inside network and the other is the outside. Typically, acompany mapsitslocal inside
network addresses to one or more global outside IP addresses and "unmaps" the global |P addresses on
incoming packets back into local IP addresses. The |P addresses for the NAT can be either fixed or
dynamically assigned by the ISP. In addition, you can designate servers, e.g., aweb server and atelnet
server, on your local network and make them accessible to the outside world. If you do not define any
servers, NAT offers the additional benefit of firewall protection. In such case, al incoming connections
to your network will be filtered out by the Prestige, thus preventing intruders from probing your
network.

The SUA feature that the Prestige supports previously operates by mapping the private |P addressesto a
global IP address. It isonly one subset of the NAT. The Prestige with ZyNOS V 3.00 supports the most
of the features of the NAT based on RFC 1631, and we call thisfeature as'Multi-NAT'. For more
information on I P address trandation, please refer to RFC 1631, The IP Network Address Translator

(NAT).
8. When do | need Multi-NAT?

. Makeloca server accessible from outside I nternet

When NAT is enabled the local computers are not accessible from outside. Y ou can use Multi-NAT to
make an internal server accessible from outside.

. Support Non-NAT Friendly Applications



Some servers providing Internet applications such as some mIRC servers do not allow usersto login
using the same IP address. Thus, users on the same network can not login to the same server
simultaneoudly. In this caseit is better to use Many-to-Many No Overload or One-to-One NAT mapping
types, thus each user login to the server using a unique global |P address.

9. What | P/Port mapping does Multi-NAT support?

NAT supports five types of 1P/port mapping. They are: One to One, Many to One, Many to Many
Overload, Many to Many No Overload and Server. The details of the mapping between ILA and IGA
are described as below. Here we define the local |P addresses as the Internal Local Addresses (ILA) and
the global 1P addresses as the Inside Global Address (IGA),

1. OnetoOne
In One-to-One mode, the Prestige maps one ILA to one IGA.
2. Many to One

In Many-to-One mode, the Prestige maps multiple ILA to one IGA. Thisis equivalent to
SUA (i.e., PAT, port address translation), ZyXEL's Single User Account feature that
previous ZyNOS routers supported (the SUA only option in today's routers).

3. Many to Many Overload

In Many-to-Many Overload mode, the Prestige maps the multiple ILA to shared IGA.
4. Many to Many No Overload

In Many-to-Many No Overload mode, the Prestige maps each ILA to unique |GA.
5. Server

In Server mode, the Prestige maps multiple inside serversto one global IP address. This
allows us to specify multiple servers of different types behind the NAT for outside access.
Note, if you want to map each server to one unique | GA please use the One-to-One mode.

The following table summarizes these types.

NAT Type I[P Mapping
One-to-One ILA1<--->IGA1




Many-to-One ILAl1<--->IGA1l
(SUA/PAT) LAZ2IGAL
ILA1<--->IGA1l
ILA2<--->|GA2
'(\)A\?grﬁgM any ILA3<--->|GA1
ILA4<--->|GA2
ILA1<--->|GA1
ILA2<--->|GA2
E)/I\?;ﬁ;'\"a”y NO ||| A3<—->IGA3
ILA4<--->IGA4
rver Server 1 |P<--->|GA1
Server 2 IP<--->|GA1

10. What isthe difference between SUA and Multi-NAT?

SUA (Single User Account) in previous ZyNOS versionsisaNAT set with 2 rules, Many-to-One and
Server. The Prestige now has Full Feature NAT support to map global 1P addressesto local 1P
addresses of clients or servers. With multiple global |P addresses, multiple severs of the same type (e.g.,
FTP servers) are allowed on the LAN for outside access. In previous ZyNOS versions that supported
SUA 'visible' servers had to be of different types. The Prestige supports NAT sets on aremote node
basis. They are reusable, but only one set is allowed for each remote node. The Prestige supports 2 sets
since there is only one remote node. The default SUA (Read Only) Set in menu 15.1 is a convenient, pre-
configured, read only, Many-to-One mapping set, sufficient for most purposes and helpful to people
already familiar with SUA in previous ZyNOS versions.

11. What isBOOTP/DHCP?

BOOTP stands for Bootstrap Protocol. DHCP stands for Dynamic Host Configuration Protocol. Both are
mechanisms to dynamically assign an | P address for a TCP/IP client by the server. In this case, the
Prestige Internet Access Sharing Router isa BOOTP/DHCP server. Win95 and WIinNT clients use
DHCP to request an internal |P address, while WFW and WinSock clients use BOOTP. TCP/IP clients
may specify their own |P or utilize BOOTP/DHCP to request an | P address.

12. What isDDNS?

The Dynamic DNS service allows you to alias a dynamic | P address to a static hostname, allowing your
computer to be more easily accessed from various locations on the Internet. To use the service, you must
first apply an account from several free Web servers such as WWW.DYNDNS.ORG.



http://www.dyndns.org/

Without DDNS, we always tell the usersto use the WAN [P of the Prestige to reach our internal server.
It isinconvenient for the usersif thisIP is dynamic. With DDNS supported by the Prestige, you apply a
DNS name (e.g., www.zyxel.com.tw) for your server (e.g., Web server) from a DDNS server. The
outside users can aways access the web server using the www.zyxel.com.tw regardless of the WAN |P
of the Prestige.

When the ISP assigns the Prestige a new IP, the Prestige updates this IP to DDNS server so that the
server can update its IP-to-DNS entry. Once the IP-to-DNS table in the DDNS server is updated, the
DNS name for your web server (i.e., www.zyxel.com.tw) is still usable.

13. When do | need DDNS service?

When you want your internal server to be accessed by using DNS name rather than using the dynamic |P
address we can use the DDNS service. The DDNS server allowsto alias a dynamic | P address to a static
hostname. Whenever the | SP assigns you a new | P, the Prestige sends this IP to the DDNS server for its
updates.

14. What DDNS serversdoesthe Prestige support?

The DDNS servers the Prestige supports currently is WWW.DY NDNS.ORG where you apply the DNS
from and update the WAN [P to.

15. What isDDNS wildcard?

Some DDNS servers support the wildcard feature which allows the hostname, * .yourhost.dyndns.org, to
be aliased to the same I P address as yourhost.dyndns.org. This feature is useful when there are multiple
serversinside and you want users to be able to use things such as www.yourhost.dyndns.org and still
reach your hostname.

16. Doesthe Prestige support DDNS wildcard?

Y es, the Prestige supports DDNS wildcard that WWW.DynDNS.ORG supports. When using wildcard,
you simply enter yourhost.dyndns.org in the Host field in Menu 1.1.

17. Can the Prestige SUA handle | Psec packets sent by the | Psec gateway?

Y es, the Prestige's SUA can handle IPsec ESP Tunneling mode. We know when packets go through
SUA, SUA will change the source I P address and source port for the host. To pass | Psec packets, SUA
must understand the ESP packet with protocol number 50, replace the source | P address of the |Psec
gateway to the router's WAN IP address. However, SUA should not change the source port of the UDP


http://www.dyndns.org/
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packets which are used for key managements. Because the remote gateway checks this source port
during connections, the port thusis not allowed to be changed.

18. How do | setup my Prestige for routing | Psec packets over SUA?

For outgoing IPsec tunnels, no extra setting is required. For forwarding the inbound | Psec ESP tunnel, A
'Default’ server set in menu 15 isrequired. It is because SUA makes your LAN appear asasingle
machine to the outside world. LAN users are invisible to outside users. So, to make an internal server for
outside access, we must specify the service port and the LAN IP of this server in Menu 15. Thus SUA is
able to forward the incoming packets to the requested service behind SUA and the outside users access
the server using the Prestige's WAN IP address. So, we have to configure the internal 1Psec as a default
server (unspecified service port) in menu 15 when it acts a server gateway.

19. Why can't | use video conferencing with M SN 4.67?

Thisis because MSN 4.6 require support of UPnP (Universal plug n’ play). To be able to use MSN
through Prestige, you have to enable the UPNnP feature under Advanced-> UPNP and Check the enable
UPNP check box and press " Apply button” to make it active.

20. How can | accessinternal server via public I P address assigned on WAN?

Y ou should be able to access your internal server viait'sinternal IP address when SUA is on, to access
your internal server viathe public | P address assigned on WAN, you can enter CI command "ip nat
loopback on" in SMT Menu 24.8, To make the configuration permanently, you need to add this
command to the system boot file (autoexec.net). You can refer to Product Support Note section on www.

zyxel.com for configuration details.

21. Should | create any firewall rule by myself to allow incoming traffic when NAT isused ?

Built-in firewall function is supported in P-334WT. When a session isinitiated from a user located in P-
334WT's LAN network, incoming traffic will be allowed by Stateful Inspection mechanism. However, if
the session isinitiated from WAN side and there is no related access rule for the incoming traffic, the
traffic will be blocked by P-334WT. To help users get rid of the problem and configuration tasks, P-
334WT will create firewall policy automatically to allow incoming traffic if NAT is enabled in the P-
334WTs. Following NAT types ,including: Port Mapping, One-to-one, Many one-to-one, Server Type
are supported with automatic ACL rule creation function for incoming traffic. Therefore, users don't
have to configure any access rule by themselves to support FTP, WEB, TELNET ...etc services.

All contents copyright © 2004 ZyXEL Communications Corporation.


http://www.zyxel.com/
http://www.zyxel.com/

Firewall FAQ

1. Genea
2. Logand Alert

Back to Main Menu of

the P-334WT Support

Note

General

What is a network firewall?

What makes P-334WT secure?

What are the basic types of firewalls?

What kind of firewall isthe P-334WT?

Why do you need afirewall when your router has packet filtering and NAT built-in?
What is Denials of Service (DoS)attack?

What is Ping of Death attack?

What is Teardrop attack?

What is SYN Flood attack?

What is LAND attack?

. What is Brute-force attack?

. What is | P Spoofing attack?

. Why traffic redirect/static/policy route be blocked by P-334WT?

© N~ WDNPRE

=
©

-
[

=
N

=
w

1. What isa network firewall?

A firewall isasystem or group of systems that enforces an access-control policy between two
networks. It may aso be defined as a mechanism used to protect a trusted network from an untrusted
network. The firewall can be thought of two mechanisms. One to block the traffic, and the other to
permit traffic.

2. What makes P-334WT secure?

The P-334WT is pre-configured to automatically detect and thwart Denia of Service (DoS) attacks
such as Ping of Death, SYN Flood, LAND attack, IP Spoofing, etc. It also uses stateful packet
inspection to determine if an inbound connection is allowed through the firewall to the private LAN.
The P-334WT supports Network Address Trandation (NAT), which tranglates the private local
addresses to one or multiple public addresses. This adds alevel of security since the clients on the
private LAN areinvisible to the Internet.

3. What arethe basic types of firewalls?
Conceptually, there are three types of firewalls:

1. Packet Filtering Firewall
2. Application-level Firewall
3. Stateful Inspection Firewall

Packet Filtering Firewalls generally make their decisions based on the header information in
individual packets. These header information include the source, destination addresses and ports of
the packets.

Application-level Firewalls generally are hosts running proxy servers, which permit no traffic
directly between networks, and which perform logging and auditing of traffic passing through them.
A proxy server is an application gateway or circuit-level gateway that runs on top of general
operating system such as UNIX or Windows NT. It hides valuable data by requiring usersto
communicate with secure systems by mean of aproxy. A key drawback of thisdeviceis
performance.



Stateful Inspection Firewalls restrict access by screening data packets against defined access rules.
They make access control decisions based on |P address and protocol. They aso ‘inspect’ the session
data to assure the integrity of the connection and to adapt to dynamic protocols. The flexible nature
of Stateful Inspection firewalls generally provides the best speed and transparency, however, they
may lack the granular application level access control or caching that some proxies support.

4. What kind of firewall isthe P-334WT?

1. The P-334WT'sfirewall inspects packets contents and IP headers. It is applicable to all
protocols, that understands data in the packet is intended for other layers, from network layer
up to the application layer.

2. The P-334WT'sfirewall performs stateful inspection. It takes into account the state of
connections it handles so that, for example, alegitimate incoming packet can be matched
with the outbound request for that packet and allowed in. Conversely, an incoming packet
masquerading as a response to a nonexistent outbound request can be blocked.

3. The P-334WT'sfirewall uses session filtering, i.e., smart rules, that enhance the filtering
process and control the network session rather than control individual packetsin a session.

4. The P-334WT'sfirewall isfast. It uses a hashing function to search the matched session
cache instead of going through every individual rule for a packet.

5. The P-334WT'sfirewall provides email service to notify you for routine reports and when
alerts occur.

5. Why do you need a firewall when your router has packet filtering and NAT built-in?

With the spectacular growth of the Internet and online access, companies that do business on the
Internet face greater security threats. Although packet filter and NAT restrict access to particular
computers and networks, however, for the other companies this security may be insufficient, because
packets filters typically cannot maintain session state. Thus, for greater security, afirewal is
considered.

6. What is Denials of Service (DoS)attack?

Denial of Service (DoS) attacks are aimed at devices and networks with a connection to the Internet.
Their goal is not to steal information, but to disable a device or network so users no longer have
access to network resources.

There are four types of DoS attacks:

1. Thosethat exploits bugsin a TCP/IP implementation such as Ping of Death and Teardrop.

2. Those that exploits weaknesses in the TCP/IP specification such as SYN Flood and LAND
Attacks.

3. Brute-force attacks that flood a network with useless data such as Smurf attack.

4. |P Spoofing

7. What is Ping of Death attack?

Ping of Death usesa'PING' utility to create an | P packet that exceeds the maximum 65535 bytes of
data allowed by the I P specification. The oversize packet is then sent to an unsuspecting system.
Systems may crash, hang, or reboot.

8. What is Teardrop attack?

Teardrop attack exploits weakness in the reassemble of the | P packet fragments. As datais

transmitted through a network, |P packets are often broken up into smaller chunks. Each fragment
looks like the original packet except that it contains an offset field. The Teardrop program creates a



series of 1P fragments with overlapping offset fields. When these fragments are reassembled at the
destination, some systems will crash, hang, or reboot.

9. What isSYN Flood attack?

SY N attack floods atargeted system with a series of SYN packets. Each packet causes the targeted
system to issue a SYN-ACK response, While the targeted system waits for the ACK that follows the
SYN-ACK, it queues up al outstanding SYN-ACK responses on what is known as a backlog queue.
SYN-ACKs are moved off the queue only when an ACK comes back or when an internal timer
(which is set arelatively long intervals) terminates the TCP three-way handshake. Once the queue is
full , the system will ignore all incoming SY N requests, making the system unavailable for
legitimate users.

10. What isLAND attack?

InaLAN attack, hackers flood SY N packets to the network with a spoofed source IP address of the
targeted system. This makesit appear asif the host computer sent the packets to itself, making the
system unavailable while the target system tries to respond to itself.

11 What is Brute-for ce attack?

A Brute-force attack, such as 'Smurf' attack, targets a feature in the | P specification known as
directed or subnet broadcasting, to quickly flood the target network with useless data. A Smurf
hacker flood a destination I P address of each packet is the broadcast address of the network, the
router will broadcast the ICM P echo request packet to all hosts on the network. If there are
numerous hosts, thiswill create alarge amount of ICM P echo request packet, the resulting ICMP
traffic will not only clog up the 'intermediary’ network, but will also congest the network of the
spoofed source | P address, known as the 'victim' network. This flood of broadcast traffic consumes
all available bandwidth, making communications impossible.

12. What is P Spoofing attack?

Many DoS attacks also use IP Spoofing as part of their attack. |P Spoofing may be used to break into
systems, to hide the hacker's identity, or to magnify the effect of the DoS attack. IP Spoofing isa
technigue used to gain unauthorized access to computers by tricking arouter or firewall into
thinking that the communications are coming from within the trusted network. To engagein IP
Spoofing, a hacker must modify the packet headers so that it appears that the packets originate from
atrusted host and should be alowed through the router or firewall.

13. Why traffic redirect/static/policy route be blocked by P-334WT?

P-334WT is asecure gateway for all data passing between the Internet and the LAN. For
some reasons (load balance or backup line), users may want traffic to be re-routed to another
Internet access devices while still be protected by Prestige. In such case, the network topology
is the most important issue. Here is a common example that people mis-deploy the LAN
traffic redirect and static route.
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The above figure indicates the "triangle route" topology. It works fine if you turn off firewall
function on P-334WT box. By default, your connection will be blocked by firewall because of the
following reason.

Step 1. Being the default gateway of PC, P-334WT will receive all "outgoing" traffic from
PC.

Step 2.  And because of Static route/Traffic Redirect/Policy Routing, P-334WT
forwards the traffic to another gateway (ISDN/Router) which isin the same segment as P-
334WT's LAN.

Step 3. However the return traffic won't go back to P-334WT, in stead, the "another
gateway (ISDN/Router)" will send back the traffic to PC directly. Because the gateway
(say, P201) and the PC are in the same segment.

By default, P-334WT will check the outgoing traffic by ACL and create dynamic sessions to
alow return traffic to go back. To achieve Anti-DoS, P-334WT will send RST packetsto the
PC and the peer since it never receives the TCP SYN/ACK packet. Thus the connection will
always be reset by P-334WT.

Solutions.

(A) Deploying your second gateway in IP alias segment is a better solution. In this way, your
connection can be always under control of firewall. And thus there won't be Triangle Route problem.
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(B) Deploying your second gateway on WAN side.
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(C) Toresolve this conflict, we add an option for usersto alow/disallow such Triangle
Route topology in both CI command and Web configurator . Y ou can issue this command,
"sysfirewall ignoretriangleall on" , to alow firewall bypass triangle route checking. In
Web GUI, you can find this option in firewall setup page.

But wewould liketo notify that if you allow Triangle Route, any traffic will be easily injected
into the protected network through the unprotected gateway. In fact, it'sa security holein
protected your network.

All contents copyright (c) 2004 ZyXEL Communications Corporation.
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1. What isa network firewall?

A firewall isasystem or group of systems that enforces an access-control policy between two networks.
It may also be defined as a mechanism used to protect a trusted network from an untrusted network. The
firewall can be thought of two mechanisms. One to block the traffic, and the other to permit traffic.

2. What makes P-334WT secure?

The P-334WT is pre-configured to automatically detect and thwart Denial of Service (DoS) attacks such
as Ping of Death, SYN Flood, LAND attack, IP Spoofing, etc. It also uses stateful packet inspection to
determine if an inbound connection is allowed through the firewall to the private LAN. The P-334WT
supports Network Address Transation (NAT), which trandlates the private local addresses to one or
multiple public addresses. This adds alevel of security since the clients on the private LAN areinvisible
to the Internet.

3. What arethe basic types of firewalls?
Conceptually, there are three types of firewalls:

1. Packet Filtering Firewall
2. Application-level Firewall



3. Stateful Inspection Firewall

Packet Filtering Firewalls generally make their decisions based on the header information in individual
packets. These header information include the source, destination addresses and ports of the packets.

Application-level Firewalls generally are hosts running proxy servers, which permit no traffic directly
between networks, and which perform logging and auditing of traffic passing through them. A proxy
server is an application gateway or circuit-level gateway that runs on top of genera operating system
such as UNIX or Windows NT. It hides valuable data by requiring users to communicate with secure
systems by mean of a proxy. A key drawback of this device is performance.

Stateful Inspection Firewalls restrict access by screening data packets against defined access rules. They
make access control decisions based on IP address and protocol. They aso 'inspect’ the session data to
assure the integrity of the connection and to adapt to dynamic protocols. The flexible nature of Stateful
Inspection firewalls generally provides the best speed and transparency, however, they may lack the
granular application level access control or caching that some proxies support.

4. What kind of firewall isthe P-334WT?

1. The P-334WT's firewall inspects packets contents and |P headers. It is applicable to all protocols,
that understands data in the packet isintended for other layers, from network layer up to the
application layer.

2. The P-334WT'sfirewall performs stateful inspection. It takes into account the state of
connections it handles so that, for example, alegitimate incoming packet can be matched with the
outbound request for that packet and allowed in. Conversely, an incoming packet masquerading
as aresponse to a nonexistent outbound request can be blocked.

3. The P-334WT's firewall uses session filtering, i.e., smart rules, that enhance the filtering process
and control the network session rather than control individual packetsin a session.

4. The P-334WT'sfirewall isfast. It uses a hashing function to search the matched session cache
instead of going through every individual rule for a packet.

5. The P-334WT'sfirewall provides email service to notify you for routine reports and when alerts
occur.

5. Why do you need a firewall when your router has packet filtering and NAT built-in?

With the spectacular growth of the Internet and online access, companies that do business on the Internet
face greater security threats. Although packet filter and NAT restrict access to particular computers and
networks, however, for the other companies this security may be insufficient, because packets filters

typically cannot maintain session state. Thus, for greater security, afirewall is considered.

6. What is Denials of Service (DoS)attack?



Denia of Service (DoS) attacks are aimed at devices and networks with a connection to the Internet.
Their goal isnot to steal information, but to disable a device or network so users no longer have access
to network resources.

There are four types of DoS attacks:

1. Those that exploits bugsin a TCP/IP implementation such as Ping of Death and Teardrop.

2. Those that exploits weaknesses in the TCP/IP specification such as SYN Flood and LAND
Attacks.

3. Brute-force attacks that flood a network with useless data such as Smurf attack.

4. 1P Spoofing

7. What isPing of Death attack?

Ping of Death usesa'PING' utility to create an | P packet that exceeds the maximum 65535 bytes of data
allowed by the I P specification. The oversize packet is then sent to an unsuspecting system. Systems
may crash, hang, or reboot.

8. What is Teardrop attack?

Teardrop attack exploits weakness in the reassemble of the IP packet fragments. As data is transmitted
through a network, I P packets are often broken up into smaller chunks. Each fragment looks like the
original packet except that it contains an offset field. The Teardrop program creates a series of |P
fragments with overlapping offset fields. When these fragments are reassembled at the destination, some
systems will crash, hang, or reboot.

9. What is SYN Flood attack?

SY N attack floods atargeted system with a series of SY N packets. Each packet causes the targeted
system to issue a SY N-ACK response, While the targeted system waits for the ACK that follows the
SYN-ACK, it queues up al outstanding SY N-ACK responses on what is known as a backlog queue.
SYN-ACKs are moved off the queue only when an ACK comes back or when an internal timer (which
Is set arelatively long intervals) terminates the TCP three-way handshake. Once the queue isfull , the
system will ignore all incoming SY N requests, making the system unavailable for legitimate users.

10. What isLAND attack?

InaLAN attack, hackers flood SYN packets to the network with a spoofed source I P address of the
targeted system. This makes it appear asif the host computer sent the packets to itself, making the
system unavailable while the target system tries to respond to itself.

11 What is Brute-for ce attack?



A Brute-force attack, such as 'Smurf" attack, targets afeature in the I P specification known as directed or
subnet broadcasting, to quickly flood the target network with useless data. A Smurf hacker flood a
destination I P address of each packet is the broadcast address of the network, the router will broadcast
the ICMP echo request packet to all hosts on the network. If there are numerous hosts, thiswill create a
large amount of ICMP echo request packet, the resulting ICMP traffic will not only clog up the
'intermediary' network, but will also congest the network of the spoofed source | P address, known as the
'victim' network. This flood of broadcast traffic consumes all available bandwidth, making
communications impossible.

12. What is | P Spoofing attack?

Many DoS attacks also use | P Spoofing as part of their attack. |P Spoofing may be used to break into
systems, to hide the hacker's identity, or to magnify the effect of the DoS attack. |P Spoofing isa
technique used to gain unauthorized access to computers by tricking arouter or firewall into thinking
that the communications are coming from within the trusted network. To engage in | P Spoofing, a
hacker must modify the packet headers so that it appears that the packets originate from atrusted host
and should be allowed through the router or firewall.

13. Why traffic redirect/static/policy route be blocked by P-334WT?

P-334WT is asecure gateway for all data passing between the Internet and the LAN. For some
reasons (load balance or backup line), users may want traffic to be re-routed to another Internet
access devices while still be protected by Prestige. In such case, the network topology is the most
important issue. Here is a common example that people mis-deploy the LAN traffic redirect and
static route.
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The above figure indicates the "triangle route" topology. It works fineif you turn off firewall function



on P-334WT box. By default, your connection will be blocked by firewall because of the following
reason.

Step 1. Being the default gateway of PC, P-334WT will receive all "outgoing" traffic from PC.

Step 2. And because of Static route/Traffic Redirect/Policy Routing, P-334WT forwards
the traffic to another gateway (ISDN/Router) which isin the same segment as P-334WT's
LAN.

Step 3. However the return traffic won't go back to P-334WT, in stead, the "another gateway
(ISDN/Router)" will send back the traffic to PC directly. Because the gateway (say, P201) and
the PC are in the same segment.

By default, P-334WT will check the outgoing traffic by ACL and create dynamic sessionsto
alow return traffic to go back. To achieve Anti-DoS, P-334WT will send RST packets to the PC
and the peer since it never receives the TCP SYN/ACK packet. Thus the connection will always
be reset by P-334WT.

Solutions.

(A) Deploying your second gateway in IP alias segment is a better solution. In thisway, your connection
can be always under control of firewall. And thus there won't be Triangle Route problem.
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(B) Deploying your second gateway on WAN side.
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(C) To resolve this conflict, we add an option for usersto alow/disallow such Triangle Route
topology in both CI command and Web configurator . Y ou can issue this command, "sys firewall
ignoretriangleall on" , to allow firewall bypass triangle route checking. In Web GUI, you can
find this option in firewall setup page.

But we would liketo notify that if you allow Triangle Route, any traffic will be easily injected into
the protected network through the unprotected gateway. In fact, it's a security holein protected
your network.

All contents copyright (c) 2004 ZyXEL Communications Corporation.
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1. When doesthe P-334WT generatethefirewall log?

The P-334WT generates the log immediately when DOS attack is detected.

2. What iscontained in P-334WT firewall log ?

By default, P-334WT pre-configures 4 ACLs, 1)LAN-to-WAN (SET1) 2)WAN-to-LAN (SET2) 3) LAN-to-LAN/P324 (SET7)
4) WAN-to-WAN/P324(SET8). Default policy of set 1 is"forward" and default policy of set 2 is"block". There are four types
including No Log, Log Forward, Log Block and Log All options which users can choose which packets to log via WEB
Configurator. Both set 7 & 8 areinvisible to the users. Default policy of set 7 is"forward" and default policy of set 8 is"block".
The log mechanism of set 8 will follow the same configuration as that of set 2.

LAM to WAN

All traffic ariginating from the LAN is forwarded unless you hlock certain services in the Services screen. All

blocked LAM-to-YWAN packets are considered alers.

PacketstoLog |Molog =]

Mo Log
WAN to LAN Log Al

All traffic ariginating fram the WWAR is blocked unless you configure port fonwarding rules, One-to-One
mapping rules, Mamy-0One-to-One mapping rules and/or allow remote management. Forsarded WisR-t0-

LAM packets are not considered alerts.

PacketstoLog |Log Al |

Apply

3.How do | view thefirewall log?

Reset |

The log keeps 128 entries, the new entries will overwrite the old entries when the log has over 128 entries. The firewall log can be

viewed via Web Configurator.



All logs generated in P-334WT, including firewall logs and system logs are migrated to centralized logs. So you can view firewall
logsin Centralized logs.

Before you can view firewall logs there are two steps you need to do,
1. Enable log function in Centralized logs setup via either one of the following methods,

. Web configuration: Advanced/L ogs/L og Settings, check Access Control and Attacks options depending on your real
situation.
. Cl command: syslogs category [access | attack]

2. Enablelog function in firewall default policy or in firewall rules.
After the above two steps, you can view firewall logsvia

1. Web Configurator: Advanced/L ogs
2. View thelog by ClI command: syslogs disp

Y ou can also view Centralized logs viamail or syslog, please configure mail server or Unix Syslog server in Advanced/L ogy/
L og Settings.

4. When does the Prestige generate thefirewall alert?

The Prestige generates the alert when an attack is detected by the firewall and sendsit via Email. So, to send the alert you must
configure the mail server and Email address using Web Configurator. Y ou can aso specify how frequently you want to receive
the alert viaWeb Configurator.

5. What doesthe alert show to us?

The aert shown in the Email is actually the evens of the attack. So, the Reason column shows Attack and the attack type. Please
see the example shown below.

# Tine Packet | nfornmation Reason Acti on

127\ Mar 15 0 | From 192.168.1.1 To: 192.168.1.1 |attack |block
| 03:04:54|1Cw type: 00008 code: 00000 | I and |

6. What isthe difference between thelog and alert?

A log entry isjust added to the log inside the P-334WT and e-mailed together with all other log entries at the scheduled time as
configured. An alert is e-mailed immediately after an attacked is detected.

All contents copyright (c) 2004 ZyX EL Communications Corporation.



Content Filter FAQ

1. What types of content filter does P-334WT provide?
2. How many URL keyword does P-334WT support?
3. What kinds of URL checking method does P-334WT support ?

1. What types of content filter does P-334WT provide?
P-334WT supports three types of content filterings.

- Restrict Web Dataincluding ActiveX, Java Applet, Cookie, Web proxy
- URL keywords

2. How many URL keywords does P-334WT support?

64 keywords are supported.

3. What kinds of URL checking methods does P-334WT support?

Full path URL checking is supported by P-334WT. Now it can parse full URL path for blocking, and the
URL checking can be case insensitive. To check URL by domain and directory, users can use a Cl
commands “ip urlfilter customize actionFlags act5 enable/ disable” in menu 24.8. To check domain,
directory and filename (* .htm), users have to use another CI command “ip urlfilter customize
actionFlags act6 enable/ disable’.



|PSec FAQ

VPN Overview

What is VPN?

Why do | need VPN?

What are most common VPN protocols?

What is PPTP?

What isL2TP?

What is |PSec?

What secure protocols dose | PSec support?

What are the differences between "Transport mode' and 'Tunnel mode?
What is SA?

What is IKE?

. What is Pre-Shared Key?

. What are the differences between IKE and manual key VPN?
. What isPhase 1 ID for?

What is FODN?
. When should | use FODN?
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P-334WT VPN

Does my P-334WT support IPSec VPN?

How do | configure P-334WT VPN?

How many VPN connections does P-334WT support?

What VPN protocols are supported by P-334WT VPN?

What types of encryption does P-334WT VPN support?

What types of authentication does P-334WT VPN support?

| am planning my P-334WT-to-ZyWALL VPN configuration. What do | need to know?

Does P-334WT VPN support NetBIOS broadcast?

Why does VPN throughput decrease when staying in SMT menu 24.17?

How do | configure P-334WT with NAT for internal servers?

. | am planning my P-334WT behind a NAT router. What do | need to know?

. Where can | configure Phase 1 ID in P-334WT?

. How to configure P-334WT V3.60 that supports FODN so that it can cooperate with ZyWALL V3.50 ?

If | have NAT router between two VPN gateways, and | would like to use |P type as Phase 1 1D, what should | know?
. How can | keep atunnel alive?

. Can the whole LAN behind P-334WT be protected by VPN/IPSec tunnel ?

. Can P-334WT support | PSec passthrough?

. Can P-334WT behave as a NAT router supporting | PSec passthrough and an | PSec gateway simultaneously?
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1. What isVPN?

A VPN gives users a secure link to access corporate network over the Internet or other public or private networks without the expense of
lease lines. A secure VPN is acombination of tunneling, encryption, authentication, access control and auditing technol ogies/services used
to transport traffic over the Internet or any insecure network that uses the TCP/IP protocol suite for communication.

2. Why do | need VPN?



There are some reasons to use a VPN. The most common reasons are because of security and cost.
Security

1). Authentication

With authentication, VPN receiver can verify the source of packets and guarantee the data integrity.
2). Encryption

With encryption, VPN guarantees the confidentiality of the original user data.

Cost

1). Cut long distance phone charges

Because users typically dial the their local ISP for VPN, thus, long distance phone charge is reduced than making along direct connection
to the remote office.

2).Reducing number of access lines

Many companies pay monthly charges for two types access lines: (1) high-speed links for their Internet access and (2) framerelay, ISDN
Primary Rate Interface or T1 linesto carry data. A VPN may allow a company to carry the data traffic over its Internet access lines, thus
reducing the need for some installed lines.

3. What are most common VPN protocols?

There are currently three major tunneling protocols for VPNs. They are Point-to-Point Tunneling Protocol (PPTP), Layer 2 Tunneling
Protocol (L2TP) and Internet Protocol Security (1PSec).

4. What is PPTP?

PPTPisatunneling protocol defined by the PPTP forum that allows PPP packets to be encapsulated within Internet Protocol (IP) packets
and forwarded over any IP network, including the Internet itself. The PPTP is supported in Windows NT and Windows 98 already. For
Windows 95, it needs to be upgraded by the Dial-Up Networking 1.2 upgrade.

5. What isL2TP?

Layer Two Tunneling Protocol (L2TP) is an extension of the Point-to-Point Tunneling Protocol (PPTP) used by an Internet service provider
(ISP) to enable the operation of avirtual private network (VPN) over the Internet.

6. What is | PSec?

IPSec is aset of |P extensions developed by IETF (Internet Engineering Task Force) to provide security services compatible with the
existing IP standard (IPv.4) and also the upcoming one (IPv.6). In addition, IPSec can protect any protocol that runs on top of IP, for
instance TCP, UDP, and ICMP. The IPSec provides cryptographic security services. These services alow for authentication, integrity,
access control, and confidentiality. |PSec allows for the information exchanged between remote sites to be encrypted and verified. You can
create encrypted tunnels (VPNS), or just do encryption between computers. Since you have so many options, IPSec is truly the most
extensible and compl ete network security solution.

7. What secure protocols does | PSec support?

There are two protocols provided by |PSec, they are AH (Authentication Header, protocol number 51) and ESP (Encapsulated Security
Payload, protocol number 50).

8. What arethe differences between 'Transport mode' and 'Tunnel mode?

The IPSec protocols (AH and ESP) can be used to protect either an entire IP payload or only the upper-layer protocols of an | P payload.



Transport mode is mainly for an IP host to protect the data generated locally, while tunnel mode is for security gateway to provide |PSec
service for other machines lacking of |PSec capability.

In this case, Transport mode only protects the upper-layer protocols of 1P payload (user data). Tunneling mode protects the entire | P
payload including user data.

Thereis no restriction that the 1PSec hosts and the security gateway must be separate machines. Both |PSec protocols, AH and ESP, can
operate in either transport mode and tunnel mode.

9. What isSA?

A Security Association (SA) isacontract between two parties indicating what security parameters, such as keys and algorithms they will
use.

10. What isIKE?

IKE is short for Internet Key Exchange. Key Management allows you to determine whether to use IKE (ISAKMP) or manual key
configuration to set up a VPN.

There are two phasesin every IKE negotiation- phase 1 (Authentication) and phase 2 (Key Exchange). Phase 1 establishes an IKE SA and
phase 2 uses that SA to negotiate SAsfor |PSec.

11. What isPre-Shared Key?

A pre-shared key identifies a communicating party during aphase 1 IKE negotiation. It is called 'Pre-shared' because you have to share it
with another party before you can communicate with them over a secure connection.

12. What arethedifferences between IKE and manual key VPN?
The only difference between IKE and manual key is how the encryption keys and SPIs are determined.

. For IKE VPN, the key and SPIs are negotiated from one VPN gateway to the other. Afterward, two VPN gateways use this
negotiated keys and SPIs to send packets between two networks.

. For manual key VPN, the encryption key, authentication key (if needed), and SPIs are predetermined by the administrator when
configuring the security association.

IKE is more secure than manual key, because IKE negotiation can generate new keys and SPIs randomly for the VPN connection.
13. What isPhase 11D for?

In IKE phase 1 negotiation, |P address of remote peer is treated as an indicator to decide which VPN rule must be used to serve the
incoming request. However, in some application, remote VPN box or client software isusing an |P address dynamically assigned from ISP,
s0 P-334WT needs additional information to make the decision. Such additional information is what we call phase 1 ID. In the IKE
payload, there are local and peer ID field to achieve this.

14. What isFQDN?

FQDN(Fully Qualified Domain Name), IKE standard takes it as one type of Phase 1 ID.

Aswe mentioned, Phase 1 ID is an identification for each VPN peer. The type of Phase 1 ID may be IP/FQDN(DNS)/Ueser FQDN(E-
mail). The content of Phase 1 ID depends on the Phase 1 ID type. The following is an example for how to configure phase 1 ID.

ID type Content

IP202.132.154.1
DNS www.zyxel.com



E-mail support@zyxel.com.tw

Please note that, in P-334WT, if "DNS" or "E-mail" typeis chosen, you can still use arandom string as the content, such as "this is P-
334WT". It's not necessary to follow the format exactly.

By default, P-334WT takes |P as phase 1 ID type for itself and it's remote peer. But if it's remote peer isusing DNS or E-mail, you have to
adjust the settings to pass phase 1 ID checking.

15. When should | use FQDN?

If your VPN connection is P-334WT to P-334WT/ZyWALL, and both of them have static IP address, and thereis no NAT router in
between, you can ignore this option. Just leave Local/Peer ID type as | P, then skip this option.

If either side of VPN tunneling end point is using dynamic | P address, you may need to configure ID for the one with dynamic I P address.
Andinthis case, "Aggressive mode" is recommended to be applied in phase 1 negotiation .

1. Does my P-334WT support [PSec VPN?

IPSec VPN is available for P-334WT since ZyNOS V 3.60.

2. How do | configure P-334WT VPN?

Y ou can configure P-334WT for VPN using SMT or Web configurator.
3. How many VPN connections does P-334WT support ?

P-334WT supports 2 tunnels.

4. What VPN protocols are supported by P-334WT ?
P-334WT supports ESP (protocol number 50) and AH (protocol number 51).

5. What types of encryption does P-334WT VPN support?

P-334WT supports 56-bit DES and 168-bit 3DES.

6. What types of authentication does P-334WT VPN support?
VPN vendors support a number of different authentication methods. P-334WT VPN supports both SHA1 and MD5.

AH provides authentication, integrity, and replay protection (but not confidentiality). Its main difference with ESP isthat AH also secures
parts of the |P header of the packet (like the source/destination addresses), but ESP does not.

ESP can provide authentication, integrity, replay protection, and confidentiality of the data (it secures everything in the packet that follows
the header). Replay protection requires authentication and integrity (these two go always together). Confidentiality

(encryption) can be used with or without authentication/integrity. Similarly, one could use authentication/integrity with or without
confidentiality.

7.1 am planning my P-334WT-to-ZyWALL VPN configuration. What do | need to know?
First of al, P-334WT is designed for Telecommutor and it works as a client side of the VPN.
If your P-334WT and ZyWALL support VPN, you can find the VPN optionsin Advanced>VPN tab.

For configuring a'box-to-box VPN', there are some tips:
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If thereisaNAT router running in the front of P-334WT, please make sure the NAT router supports to pass through | PSec.

2. In NAT case (either run on the frond end router, or in P-334WT VPN box), only IPSec ESP tunneling mode is supported since NAT
against AH mode.

3. Source | P/Destination | P-- P-334WT only supports SINGLE for Local Addr Typeinits VPN rules. Therefore, only one PC
assigned in the Local IP Addr of VPN rule can be protected via VPN/IPSec. Remote IP Addr can be a Subnet, Range or single host.

4. Secure Gateway | P Address -- Thismust be apublic, routable IP address, private |P is not allowed. That meansit can not bein the

10.x.x.x subnet, the 192.168.x.x subnet, nor in the range 172.16.0.0 - 172.31.255.255 (these address ranges are reserved by internet

standard for private LAN numberings behind NAT devices). It isusually a static |P so that we can pre-configureit in P-334WT for

making VPN connections. If it isadynamic IP given by ISP, you still can configure this | P address after the remote P-334WT/

ZyWALL ison-lineand itsWAN IP isavailable from I SP.

8. Does P-334WT VPN support NetBI OS broadcast?

Yes, P-334WT supports NetBIOS broadcast over IPSec VPN tunnel. Use CI command “ipsec config netbios active <yesno>" in SMT
menu 24.8 to enable/disable this function.

9. Why does VPN throughput decrease when stayingin SMT menu 24.1?

If P-334WT staysin menu 24.1 and 24.8 a certain of memory is allocated to generate the required statistics. So, we do not suggest to stay
in menu 24.1 and 24.8 when VPN isin use.

10. How do | configure P-334WT with NAT for internal servers?

Generally, without 1PSec, to configure an internal server for outside access, we need to configure the server private IP and its service port in
SUA/NAT Server Table.

However, if both NAT and IPSec is enabled in P-334WT, the edit of the tableis necessary only if the connection is a non-secure
connections. For secure connections, none SUA server settings are required since private | P is reachable in the VPN case.

For example:

host----P-334WT(NAT)----ADSL Modem----Internet----Secure host
\
\
Non-secure host

11. I am planning my P-334WT behind a NAT router. What do | need to know?
Sometipsfor this:

1. The NAT router must support to pass through IPSec protocol. Only ESP tunnel mode is possible to work in NAT case. Inthe NAT
router is P-334WT NAT router supporting 1PSec pass through, default port and the P-334WT WAN IP must be configured in SUA/
NAT Server Table.

WAN IP of the NAT router is the tunneling endpoint for this case, not the WAN IP of P-334WT.

If firewall isturned on in P-334WT, you must forward | KE port in Internet interface.

If NAT are aso enabled in P-334WT, NAT server isrequired for non-secure connections, NAT server is not required for secure
connections and the physical private IPis used.

el S

For example:

host----P-334WT----NAT Router----I nternet----Secure host
\
\
Non-secure host

12. Wherecan | configurePhase 11D in P-334WT?



Phase 1 ID can be configured in VPN setup menu as following. Note that you can make such configuration in either web configurator or
SMT menu.

My IP Address [o.ono

Local ID Type [P =l
Local Content |

Secure Gateway Address |III.III.III.III

Peer ID Type [P =l
Peer Content |

13. How to configure P-334WT that supportsso that it can cooperate with ZyWALL V3.50 ?

ZyWALL with firmware version V3.50 in prefix can only support phase 1 1D as IP type. And ID checking mechanism is actually bypassed.
So to work smoothly, please apply IP typein P-334WT. The following is an example for your reference.

In this example, we presume that the network environment is as following,

P-334WT (V3.60) is using dynamic | P address, and it have DDNS to register it's current dynamic | P address. ZyWALL (V3.50) isusing
static |P adderss, and since it's peer's | P address is dynamic, so the secure gateway is configured in DDNS format.

Old ZyWALL (V3.50) P-334WT (V3.60)
My IP=212.125.177.2 k/lo;f"P'E%pg; P
Secure gateway Addr= P-334WT.dyndns.org Peer ID type = IP

(DDNS name of P-334WT) Secure gateway Addr= 212.125,177.2

Old ZzyWALL will usethe "P-334WT.dyndns.org" to find the P-334WT's current WAN |P address. And then use it for phase 1 1D content.
14. 1f | have NAT router between two VPN gateways, and | would like to use | P type as Phase 1 I D, what should | know?

We presume your environment may ook like this,

IPSec Tunnel — I:I_
] — 2
) = S
VPN -
: P334
client NAT Router

VPN client: 10.1.33.33
NAT router WAN IP: 202.132.154.2
P-334WT WAN: 202.132.154.3

Since the VPN client isbehind aNAT router, it must have a private | P address in most case. This may cause the VPN client to send it's



private | P address as the content of it's phase 1 ID. So you have to configure P-334WT's secure gateway's phase 1 ID as the private IP
address of the VPN client. The configuration will be like this,

Secure Gateway Address |2EIE.1 32.168.202
Peer ID Type [P I
Peer Content ]192.1 Ga.1 .33|

(&N

15. How can | keep atunnel alive?

To keep atunnel alive, you can check "keep alive" option when configuring your VPN tunnel. With this option, whenever phase 2 SA
lifetimeis due, IKE negotiation procedure will be invoked automatically even without traffic to make the connection stay.

But to reduce the consumption of system resource, if VPN tunnels get disconnected either manually, by idle timer, or because of power
cycle, packet triggering is still necessary to make the tunnel up.

16. Can thewhole LAN behind P-334WT be protected by VPN/IPSec tunnel?

No, it can't. P-334WT is designed for Telecommuter. Only one PC assigned in the Local IP Addr of VPN rule can be protected viaVPN/
| PSec.

17. Can P-334WT support I PSec passthrough?

Yes, P-334WT can support | PSec passthrough. P-334WT doesn't only support |PSec/VPN gateway, it can also be aNAT router supporting
| PSec passthrough.

If the VPN connection isinitiated from the security gateway behind P-334WT, no configuration is necessary for NAT nor Firewall.

If the VPN connection isinitiated from the security gateway outside of P-334WT, NAT port forwarding and Firewall forwarding are
necessary.

To configure NAT port forwarding, please go to WEB interface, Setup/ " SUA/NAT", put the secure gateway's | P address in default server.

To configure Firewall forwarding, please go to WEB interface, Setup/Firewall, select Packet Direction to WAN to LAN, and create a
firewall rule the forwards IKE(UDP:500).

18. Can P-334WT behave asa NAT router supporting | PSec passthrough and an | PSec gateway simultaneously ?

No, current P-334WT can't support them simultaneously. Y ou need to choose either one. If P-334WT isto support 1PSec passthrough, you
have to disable the VPN function on P-334WT. To disable it, you can either deactivate each VPN rule or issue a Cl command, “ipsec
switch off" from SMT menu 24.8. Y ou can get into SMT menu via either telnet or console connection. P-334WT may support both of them
in the future, please refer to the release note.



WirelessFAQ

General FAQ
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What isaWirelessLAN ?

What are the main advantages of Wireless LANS ?
What are the disadvantages of Wireless LANS ?
Where can you find wireless 802.11 networks ?
What is an Access Point ?

What is |[EEE 802.11 ?

What is |EEE 802.11b ?

How fast is802.11b ?

What is |EEE 802.11a?

What is |EEE 802.11g ?

. Isit possible to use products from a variety of vendors ?

What is Wi-Fi ?

What types of devices use the 2.4GHz Band ?

Does Bluetooth interfer with wireless 802.11 LAN ?
Can radio signals pass through walls ?

What are potential factors that may cause interference among WLAN products ?

What's the difference between aWLAN and a WWAN ?

Advanced FAQ
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What is Ad Hoc mode ?
What is Infrastructure mode ?
How many Access Points are required in agiven area ?

What is Direct-Seguence Spread Spectrum Technology — (DSSS) ?

What is Freqguency-hopping Spread Spectrum Technology — (FHSS) ?

Do | need the same kind of antenna on both sides of alink ?

Why the 2.4 Ghz Frequency range ?
What is Server Set ID (SSID) ?
What is an ESSID ?




Security FAQ

How do | secure the data across an Access Point's radio link?

What is WEP ?

What is the difference between 40-bit and 64-bit WEP ?

What isaWEP key ?

Will 128-bit WEP communicate with 64-bit WEP ?

Can the SSID be encrypted ?

By turning off the broadcast of SSID, can someone still sniff the SSID ?

What are Insertion Attacks?

What is Wireless Sniffer ?

What is the difference between Open System and Shared Key of Authentication Type ?
. What is802.1x ?

What is the difference between force-authorized, force-unauthorized and auto?
What isAAA ?

What isRADIUS ?
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Basic FAQ

1. What isaWirelessLAN ?

Wireless LANs provide al the functionality of wired LANS, without the need for physical connections
(wires). Datais modulated onto aradio frequency carrier and transmitted through the ether. Typical bit-
rates are 11Mbps and 54Mbps, although in practice data throughput is half of this. Wireless LANs can
be formed simply by equipping PC's with wireless NICs. If connectivity to awired LAN isrequired an
Access Point (AP) isused as abridging device. AP's are typically located close to the centre of the
wireless client population.

2. What arethe advantages of WirelessLANs ?

a. Mobility:

Wireless LAN systems can provide LAN users with access to real-time information anywhere in their
organization. This mobility supports productivity and service opportunities not possible with wired
networks.

b. Installation Soeed and Smplicity:
Installing awireless LAN system can be fast and easy and can eliminate the need to pull cable through
walls and ceilings.



c. Installation Flexibility:
Wireless technology allows the network to go where wire cannot go.

d. Reduced Cost-of-Owner ship:

While theinitial investment required for wireless LAN hardware can be higher than the cost of wired
LAN hardware, overall installation expenses and life-cycle costs can be significantly lower. Long-term
cost benefits are greatest in dynamic environments requiring frequent moves and changes.

e. Scalability:

Wireless LAN systems can be configured in avariety of topologies to meet the needs of specific
applications and installations. Configurations are easily changed and range from peer-to-peer networks
suitable for a small number of usersto full infrastructure networks of thousands of users that enable
roaming over a broad area.

3. What arethe disadvantages of WirelessLANs ?

The speed of Wireless LAN isstill relative slower than wired LAN. The most popular wired LAN is
operated in 100Mbps, which is almost 10 times of that of Wireless LAN (10Mbps). A faster wired LAN
standard (1000M bps), which is 100 times faster, becomes popular as well. The setup cost of Wireless
LAN isrelative high because the equipment cost including access point and PCMCIA Wireless LAN
card is higher than hubs and CAT 5 cables.

4. Where can you find wireless 802.11 networks ?

Airports, hotels, and even coffee shops like Starbucks are deploying 802.11 networks so people can
wirelessly browse the Internet with their laptops. As these types of networks increase, thiswill create
additional security risk for the remote user if not properly protected.

5. What isan Access Point ?

The AP (access point also known as a base station) is the wireless server that with an antennaand a
wired Ethernet connection that broadcasts information using radio signals. AP typically act asabridge
for the clients. It can passinformation to wireless LAN cards that have been installed in computers or
laptops allowing those computers to connect to the campus network and the Internet without wires.

6. What is|EEE 802.11 ?

The IEEE 802.11 isawireless LAN industry standard, and the objective of IEEE 802.11 is to make sure
that different manufactures wireless LAN devices can communicate to each other.802.11 provides 1 or
2 Mbps transmission in the 2.4 GHz | SM band using either FHSS or DSSS.

7. What is802.11b ?

802.11b isthefirst revision of 802.11 standard allowing data rates up to 11Mbpsin the 2.4GHz ISM
band. Also known as 802.11 High-Rate and Wi-Fi. 802.11b only uses DSSS, the maximum speed of
11Mbps has fallbacks to 5.5, 2 and 1M bps.



8. How fast is802.11b ?

The IEEE 802.11b standard has a nominal speed of 11 megabits per second (Mbps). However,
depending on signal quality and how many other people are using the wireless ethernet through a
particular Access Point, usable speed will be much less (on the order of 4 or 5 Mbps, which is still
substantially faster than most dialup, cable and DSL modems).

9. What is802.11a ?

802.11athe second revision of 802.11 that operates in the unlicensed 5 GHz band and allows
transmission rates of up to 54Mbps. 802.11a uses OFDM (orthogonal frequency division multiplexing)
as opposed to FHSS or DSSS. Higher data rates are possible by combining channels. Due to higher
frequency, range is less than lower frequency systems (i.e., 802.11b and 802.11g) and can increase the
cost of the overall solution because a greater number of access points may be required. 802.11ais not
directly compatible with 802.11b or 802.11g networks. In other words, a user equipped with an 802.11b
or 802.11g radio card will not be able to interface directly to an 802.11a access point. Multi-mode NICs
will solve this problem.

10. What is802.11g ?

802.11g is an extension to 802.11b. 802.11qg increases 802.11b's data rates to 54 Mbps and still utilise
the the 2.4 GHz ISM. Modulation is based upon OFDM (orthogonal frequency division multiplexing)
technology. An 802.11b radio card will interface directly with an 802.11g access point (and vice versa)
at 11 Mbps or lower depending on range. The range at 54 Mbpsisless than for 802.11b operating at 11
Mbps.

11. Isit possible to use products from a variety of vendors ?

Yes. Aslong as the products comply to the same |EEE 802.11 standard. The Wi-Fi logo is used to
define 802.11b compatible products. Wi-Fi5 is a compatibility standard for 802.11a products running in
the 5GHz band.

12. What isWi-Fi ?

The Wi-Fi logo signifies that a product is interoperable with wireless networking equipment from other
vendors. A Wi-Fi logo product has been tested and certified by the Wireless Ethernet Compatibility
Alliance (WECA). The Socket Wireless LAN Card is Wi-Fi certified, and that means that it will work
(interoperate) with any brand of Access Point that is aso Wi-Fi certified.

13. What types of devicesusethe 2.4GHz Band ?

Various spread spectrum radio communication applications use the 2.4 GHz band. Thisincludes
WLAN systems (not necessarily of the type IEEE 802.11b), cordless phones, wireless medical telemetry
equipment and Bluetooth™ short-range wirel ess applications, which include connecting printers to
computers and connecting modems or hands-free kits to mobile phones.

14. Doesthe 802.11 interfere with Bluetooth devices?
Any time devices are operated in the same frequency band, thereis the potential for interference.



Both the 802.11b and Bluetooth devices occupy the same2.4-t0-2.483-GHz unlicensed frequency range-
the same band. But a Bluetooth device would not interfere with other 802.11 devices much more than
another 802.11 device would interefere. While more collisions are possible with the introduction of a
Bluetooth device, they are also possible with the introduction of another 802.11 device, or anew 2.4
GHz cordless phone for that matter. But, BlueT ooth devices are usually low-power, so the effects that a
Bluetooth device may have on an 802.11 network, if any, aren't far-reaching.

15. Can radio signals pass through walls ?

Transmitting through awall is possible depending upon the material used in its construction. In general,
metals and substances with a high water content do not allow radio waves to pass through. Metal s reflect
radio waves and concrete attenuates radio waves. The amount of attenuation suffered in passing through
concrete will be afunction of its thickness and amount of metal re-enforcement used.

16. What ar e potential factorsthat may causes interference among WLAN products ?

Factorsof interference:

1. Obstacles: walls, ceilings, furniture... etc.

2. Building Materials: metal door, aluminum studs.

3. Electrical devices. microwaves, monitors, electric motors.

Solution :

1.Minimizing the number of walls and ceilings

2.Antennais positioned for best reception

3.Keep WLAN products away from electrical devices, eg: microwaves, monitors, electric motors,..., etc.
4. Add additional APsif necessary.

17. What's the difference between a WLAN and a WWAN ?

WLANSs are generally privately owned, wireless systems that are deployed in a corporation, warehouse,
hospital, or educational campus setting. Data rates are high and there are no per-packet charges for data
transmission.

WWANSs are generally publicly shared data networks designed to provide coverage in metropolitan
areas and along traffic corridors. WWANSs are owned by a service provider or carrier. Datarates are low
and charges are based on usage. Specialized applications are characteristically designed around short,

burst messaging.

Advanced FAQ

1. What isAd Hoc mode ?
A wireless network consists of a number of stations without access points. Without using an access point
or any connection to awired network.



2. What isInfrastructure mode ?

Infrastructure mode implies connectivity to a wired communications infrastructure. If such connectivity is
required the Access Points must be used to connected to the wired LAN backbone. Wireless clients have
their configurations set for "infrastructure mode" in order to utilise access points relaying.

3. How many Access Pointsarerequired in agiven area ?

This depends on the surrounding terrain, the diameter of the client population, and the number of clients.
If an areaislarge with dispersed pockets of populations then extension points can be used for extend
coverage.

4. What is Direct-Sequence Spread Spectrum Technology — (DSSS) ?

DSSS spreads its signal continuously over awide frequency band. DSSS maps the information bearing bit-
pattern at the sending station into a higher data rate bit sequence using a"chipping" code. The chipping
code (also known as processing gain) introduces redundancy which allows data recovery if certain bit
errors occur during transmission. The FCC rules the minimum processing gain should be 10, typical
systems use processing gains of 20. IEEE 802.11b specifies the use of DSSS.

5. What is Frequency-hopping Spread Spectrum Technology — (FHSS) ?

FHSS uses a narrowband carrier which hops through a predefined sequence of several frequencies at a
specific rate. This avoids problems with fixed channel narrowband noise and ssmple jamming. Both
transmitter and recelver must have their hopping sequences synchronized to create the effect of asingle
"logical channel". To an unsynchronised receivers an FHSS transmission appears to be short-duration
impulse noise. 802.11 may use FHSS or DSSS.

6. Do | need the samekind of antenna on both sides of alink ?
No. Provided the antennais optimally designed for 2.4GHz or 5GHz operation. WLAN NICs often
include an internal antenna which may provide sufficient reception.

7. Why the 2.4 Ghz Frequency range ?

This frequency range has been set aside by the FCC, and is generally labeled the ISM band. A few years
ago Apple and several other large corporations requested that the FCC allow the development of wireless
networks within this frequency range. What we have today is a protocol and system that allows for
unlicensed use of radios within a prescribed power level. The ISM band is populated by Industrial,
Scientific and Medical devicesthat are all low power devices, but can interfere with each other.

8. What is Server Set ID (SSID) ?

SSID isaconfigurable identification that allows clients to communicate to the appropriate base station.
With proper configuration, only clients that are configured with the same SSID can communicate with
base stations having the same SSID. SSID from a security point of view acts as a simple single shared

password between base stations and clients.

9. What isan ESSID ?
ESSID stands for Extended Service Set Identifier and identifies the wireless LAN. The ESSID of the



mobile device must match the ESSID of the AP to communicate with the AP. The ESSID is a 32-character
maximum string and is case-sensitive.

Security FAQ

1. How do | securethe data acrossan Access Point'sradio link ?
Enable Wired Equivalency Protocol (WEP) to encrypt the payload of packets sent across aradio link.

2. What isWEP ?

Wired Equivalent Privacy. WEP is a security mechanism defined within the 802.11 standard and designed
to make the security of the wireless medium equal to that of a cable (wire). WEP data encryption was
designed to prevent access to the network by "intruders' and to prevent the capture of wireless LAN traffic
through eavesdropping. WEP allows the administrator to define a set of respective "Keys' for each
wireless network user based on a"Key String" passed through the WEP encryption algorithm. Accessis
denied by anyone who does not have an assigned key. WEP comes in 40/64-bit and 128-bit encryption key
lengths. Note, WEP has shown to have fundamental flawsin its key generation processing.

3. What isthe differ ence between 40-bit and 64-bit WEP ?

40 bit WEP & 64 bit WEP are the same encryption level and can interoperate. The lower level of WEP encryption
uses a 40 bit (10 Hex character) as "secret key" (set by user), and a 24 bit " Initialization Vector " (not under user

control) (40+24=64). Some vendors refer to this level of WEP as 40 bit, others as 64 bit.

4. What isaWEP key ?
A WEP key is auser defined string of characters used to encrypt and decrypt data.

5. Will 128-bit WEP communicate with 64-bit WEP ?

No. 128-bit WEP will not communicate with 64-bit WEP. Although 128 bit WEP also uses a 24
bit Initialization Vector, but it uses a 104 bit as secret key. Users need to use the same encryption
level in order to make a connection.

6. Can the SSID be encrypted ?

WEP, the encryption standard for 802.11, only encrypts the data packets not the 802.11 management
packets and the SSID isin the beacon and probe management messages. The SSID is not encrypted if
WEP isturned on. The SSID goes over the air in clear text. This makes obtaining the SSID easy by
sniffing 802.11 wireless traffic.

7. By turning off the broadcast of SSID, can someone still sniff the SSID ?
Many APs by default have broadcasting the SSID turned on. Snifferstypicaly will find the SSID in the



broadcast beacon packets. Turning off the broadcast of SSID in the beacon message (a common practice)
does not prevent getting the SSID; since the SSID is sent in the clear in the probe message when a client
associatesto an AP, a sniffer just hasto wait for avalid user to associate to the network to see the SSID.

8. What areInsertion Attacks?
The insertion attacks are based on placing unauthorized devices on the wireless network without going
through a security process and review.

9. What isWireless Sniffer ?

An attacker can sniff and capture legitimate traffic. Many of the sniffer tools for Ethernet are based on
capturing the first part of the connection session, where the data would typically include the username and
password. An intruder can masquerade as that user by using this captured information. An intruder who
monitors the wireless network can apply this same attack principle on the wireless.

10. What isthe difference between Open System and Shared Key of Authentication Type?

Open System:

The default authentication service that simply announces the desire to associate with another station or
access point. A station can authenticate with any other station or access point using open system
authentication if the receiving station designates open system authentication.

ShareKey:

The optional authentication that involves a more rigorous exchange of frames, ensuring that the
requesting station is authentic. For a station to use shared key authentication, it must implement WEP.

11. What is 802.1x?

|EEE 802.1x Port-Based Network Access Control is an |EEE (Institute of Electrical and Electronics
Engineers) standard, which specifies a standard mechanism for authenticating, at the link layer (Layer
2), users access to |EEE 802 networks such as Ethernet (1EEE 802.3) and Wireless LAN (IEEE 802.11).
For IEEE 802.11 WLAN, IEEE 802.1x authentication can be based on username/password or digital
certificate.

12. What isthe difference between for ce-authorized, for ce-unauthorized and auto ?

for ce-authorized—disables 802.1X and causes the port to transition to the authorized state without any
authentication exchange required. The port transmits and receives normal traffic without 802.1X -based
authentication of the client.

for ce-unauthorized—causes the port to remain in the unauthorized state, ignoring all attempts by the
client to authenticate. The switch cannot provide authentication services to the client through the
interface.

auto—enables 802.1X and causes the port to begin in the unauthorized state, allowing only EAPOL
frames to be sent and received through the port. The authentication process begins when the link state of
the port transitions from down to up, or when an EAPOL -start frame is received. The switch requests the
identity of the client and begins relaying authentication messages between the client and the
authentication server. Each client attempting to access the network is uniquely identified by the switch
by using the client's MAC address.



13. What isAAA ?

AAA isthe acronym for Authentication, Authorization, and Accounting and refers to the idea of
managing subscribers by controlling their access to the network, verifying that they are who they say
they are (vialogin name and password or MAC address) and accounting for their network usage.

14. What isRADIUS ?
RADIUS stands for Remote Authentication Dial-1n User Service. RADIUS is a standard that has been

implemented into several software packages and networking devices. It allows user information to be
sent to a central database running on a RADIUS Server, whereit is verified. RADIUS also provides a
mechanism for accounting.

All contents copyright © 2004 ZyX EL Communications Corporation.



Prestige 334WT Application Notes

Internet Connection
Setup Prestige for PPPoE Connections
Setup Prestige as a PPTP Client
Using Multi-NAT
NAT Notes
- Configure PPTP Server Behind NAT
- Configure Server Behind NAT
- Tested NAT Applications
About Filter & Filter Examples
Setup Syslog on UNIX
Using SNMP
Using DDNS
Using IP Alias
Upload Firmware and Configuration Files Using FTP
Uploading Firmware and Configuration FilesUsing TFTP
Using Traffic Redirect

Using UPnP

v v vy rv¥.w

b . . . . A . .

All contents copyright (c) 2004 ZyX EL Communications Corporation.



I nternet Connection

A typical Internet access application of the Prestige is shown below. For asmall office, there are some components needs to be
checked before accessing the Internet.

. Beforeyou begin

. Setting up the Windows

. Setting up the Prestige router
. Troubleshooting

SOHO Metwork

......................................... Internet

Cable Modem
or ADSL Modem

Figure: Internet Access Using Prestige

. Beforeyou begin
The Prestige is shipped with the following factory default:
1. IP address = 192.168.1.1, subnet mask = 255.255.255.0 (24 hits)

2. DHCP server enabled with IP pool starting from 192.168.1.33
3. Default SMT menu password = 1234

. Setting up the Windows
1. Ethernet connection
All PCs must have an Ethernet adapter card installed.

. If you only have one PC, connect the PC's Ethernet adapter to the Prestige's LAN port with a crossover (red one) Ethernet
cable.

. If you have more than one PC, both the PC's Ethernet adapters and the Prestige's LAN port must be connected to an external
hub with straight Ethernet cable.

2. TCP/IP Installation


file:///C|/Documents%20and%20Settings/user/Desktop/Stuff/P334WT/trbst/ip_tsh.htm

You must first install TCP/IP software on each PC before you can use it for Internet access. If you have already installed TCP/IP,
go to the next section to configure it; otherwise, follow these stepsto install:

. Inthe Control Panel/Networ k window, click Add button.

. Inthe Select Network Component Type windows, select Protocol and click Add.

. Inthe Select Network Protocol windows, select Microsoft from the manufacturers, then select TCP/I P from the Networ k
Protocols and click OK.

3. TCP/IP Configuration
Follow these steps to configure Windows TCF/IP:

. Inthe Control Panel/Network window, click the TCP/I P entry to select it and click Proper ties button.
. Inthe TCP/IP Properties window, select Obtain an | P address automatically.

Note: Do not assign arbitrary 1P address and subnet mask to your PCs, otherwise, you will not be able to access the Internet.

. Click the WINS configuration tab and select Disable WINS Resolution.

. Click the Gateway tab. Highlight any installed gateways and click the Remove button until there are none listed.

. Click the DNS Configuration tab and select Disable DNS.

. Click OK to save and close the TCP/I P properties window

. Click OK to close the Network window. Y ou will be prompted to insert your Windows CD or disk. When the drivers are
updated, you will be asked if you want to restart the PC. Make sure your Prestige is powered on before answering Y esto the
prompt. Repeat the above steps for each Windows PC on your network.

. Setting up the Prestigerouter

The following procedure is for the most typical usage of the Prestige where you have a single-user account (SUA). The Prestige
supports embedded web server that allows you to use Web browser to configure it. Before configuring the router using Browser
please be sure there is no Telnet or Console login.

1. Retrieve Prestige Web

Please enter the LAN |P address of the Prestige router in the URL location to retrieve the web screen from the Prestige. The default
LAN IP of the Prestige is 192.168.1.1. See the example below.

2. Loginfirst

To restrict only the adminstrator can configure the router, there is alogin procedure prompted for asking User Name and Password.
The default User Name is'admin' and the default password is the default SMT password, '1234'.

3. Configure Prestige for Internet access by using WIZARD SETUP. The Web screen shown below takes PPPOE as the example.



= WIZARD SETUP

ISP Parameters for Internet Access

Encapsulation | PPF over Ethernet j

Service Mame |

User Name |

Passwaord I--------

" Hailed-Up Connection

g E,a,:k W NEH A

Key Settings:

Option Description

Encapsulation Select the encapsulation type your ISP supports

Service Name Enter the 'Service Name' for the ISP

User Name Enter the login user name given by the ISP

Password Enter the password given by the ISP

ldle Timeout Thisval ue spec?fi% the time in seconds that can elapse before the Prestige
automatically disconnects the PPPOE connection.

4. WAN IP Address Assignment

Check 'Get automatically from 1SP" if the | SP provides the IP dynamically, otherwise check 'Use fixed | P address and enter the
static IPin the'I P Address field.




~—WIZARD SETUR

WAN IP Address Assignment

¥ Get automatically from ISP {Default)
" Use fixed IP address

My WAN IP Address j0.0.0.0
My WAN IP Subnet Mask jo.0.00
Gateway IP Address |n.o.oo

DMNS Server Address Assignment

First DNS Server [Fromisp =] froz.168.2
Second DNS Server [Fromisp [ |o.0.00
Third DNS Server [Fromisp  =]fo0o0

5. Check if the connection is up by clicking the ADVANCED/MAINTENANCE menu.
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Setup the Prestige for PPPoE Connections

. Introduction

PPP over Ethernet is an |ETF draft standard specifying how a host personal computer (PC) interacts with a
broadband modem (i.e. xXDSL, cable, wireless, etc.) to achieve access to the high-speed data networks via a familiar
PPP dialer such as 'Dial-Up Networking' user interface. PPPOE supports a broad range of existing applications and
service including authentication, accounting, secure access and configuration management. There are several major
service providers running evaluations of PPPOE today. Before using PPPoE feature of the Prestige, please make
sure your |1SP supports PPPoOE.

@
— ahe N o 7op

Cable Maodem Access Concentrator
G—

Figure1: Prestige as a PPFPoE Client

. Setup the Prestige for Internet Access using PPPoE

1. Configure Encapsulation/IP Address Assignment/NAT in SMT Menu 4



Menu 4 - Internet Access Setup

| SP' s Nanme= ChangeMe
Encapsul ati on= PPPoE
Service Type= N A
My Logi n= ras@ppoellc
IW PaSSV\DI'd: *xkk*k*kk*k*
| dl e Ti neout= 100

| P Address Assi gnnent= Dynam c
| P Address= N A
| P Subnet Mask= N A
Gateway | P Address= N A
Net wor k Address Transl ati on= SUA-Only

Press ENTER to Confirmor ESC to Cancel:

Key Settings for making a PPPOE connection:

Option Description

Encapsulation Set 'PPPOE' as the encapsulation.

My Login Enter the login name that the | SP provided.

My Password Enter the password that the | SP provided.

ldle Timeout Thisvd ue spec_ifies the time in seconds that can elapse before the Prestige
automatically disconnects the PPPoE connection.

: Choose 'Dynamic' if the ISP provides the | P dynamically, otherwise

P Address Assgnment choose 'Stgtic' and enter the sFt)atic IPinthe'l PyAddresgyfield.
Set thisfield to 'SUA Only' if you want all clients share one | P to Internet.
Set to 'Full Feature' if there are multiple | P addresses given by ISP and

Network Address Tranglation can assigned to your clients.
Set to 'None' if you clients use Internet | P addresses and thus do not need
NAT function.

2. Configure'Server Name' for the PPPoE connection in Menu 11.1




Menu 11.1 - Remote Node Profile

Rem Node Name= MyISP Route= IP

Active= Yes

Apply Alias= None

Encapsulation= PPPoE Edit IP=No

Service Type= Standard Telco Option:

Service Name= Allocated Budget(min)=0
Outgoing: Period(hr)=0

My Login= test Schedules=

My Password= ******** Nailed-Up Connection= No

Retype to Confirm= *****x**

Authen= CHAP/PAP
Session Options:
Edit Filter Sets= No
Idle Timeout(sec)= 100

Edit Traffic Redirect= No

All contents copyright (c) 2004 ZyXEL Communications Corporation.



Setup the Prestige 334WT asa PPTP Client

. What is PPTP Client?

Microsoft's Point-to-Point Tunneling Protocol (PPTP) is a network protocol that enables the secure
transfer of data from aremote client to a private enterprise server by creating a VPN across TCP/IP
network. PPTP supports on-demand, multi-protocol, virtual private networking over public networks,
such as the Internet.

Thisimplementation of PPTP client is specifically for the French market where Alcatel's ANT (ADSL
Network Termination) is deployed. Most, if not al, broadband modems (ADSL and cable modem) are
equipped with Ethernet instead of RS-232 because RS-232 istoo slow. It is therefore impossible to use
them in the same way as the traditional analog modem and ISDN TA. A mechanism is needed to
transport the PPP frames from a PC to the broadband modem over Ethernet. Before PPPoE was
formalized, Alcatel came up with the idea of building PPTP into their ANT for this purpose.

Instead of using the Internet to transport PPP frames anywhere in the world as originally envisioned,
Alcatel's solution uses PPTP only over the short haul between the PC and the modem over Ethernet. For
the rest of the connection, the PPP frames are transported with PPP over AALS5 (RFC 2364). The PPP
connection, however, is still between the PC and the | SP.

The various connections in this setup are depicted in the following diagram.

e SOHD Nebwork
: ATM over ADSL
. Prestige ADSL Modem
PETP Client PFTP Server
G
* = PPTP =- H ....... RFC 2364 cassssssnn: ...

Figurel: Prestige as a PPTF Client




The PPTP client feature means the PPTP connection isinitialized by the Prestige 334WT router, so this
connection is transparent to the PPTP clients on the network. This eliminates the settings of every clients
and does not matter whether the computers on the network are Windows, Macintosh or even UNIX, all
that isrequired is a standard TCP/IP protocol stack. In fact,

users are unaware that they are on aVVPN, since the Prestige 324 does all the VPN work.

. Setup the Prestige 324 as a PPTP client

Menu 4 - Internet Access Setup

| SP's Nanme= ChangeMe
Encapsul ati on= PPTP
Service Type= N A
My Logi n=
W PaSSV\DI’dZ *kk*kkk k%
I dl e Ti meout= 100

| P Address Assignnent= Dynam c
| P Address= N A
| P Subnet Mask= N A
Gateway | P Address= N A
Net wor K Addr ess Transl ati on= SUA-Only

Press ENTER to Confirmor ESC to Cancel:

Key Settings:

Option Description

Encapsulation Set 'PPTP' asthe encapsulation.

My Login Enter the login name to login the PPTP server.

My Password Enter the password associated with the login name above.




Choose 'Dynamic' if the PPTP server provides the IP dynamically,

P Address Assgnment otherwise choose ' Static'.

IP Address Ente_r the | P address supplied by the PPTP server if it providesthe IP
stactically.

Network Address Set thisfieldto'Yes' to enable the Single User Account feature for your

Trandation Prestige 324. Use the space bar to toggle between 'Yes and 'No'.

All contents copyright © 2004 ZyX EL Communications Corporation.




Using Multi-NAT

. What is Multi-NAT?
. How NAT works
. NAT Mapping Types
. SUA Veasus NAT
. SMT Menus
1. Applying NAT inthe SMT Menus
2. Configuring NAT
3. Address Mapping Sets and NAT Server Sets
. NAT Server Sets
. Examples
1. Internet Access Only
2. Internet Access with an Internal Server
3. Using Multiple Global |P addresses for clients and servers
4. Support Non NAT Friendly Applications

« What is Multi-NAT?

NAT (Network Address Trandation-NAT RFC 1631) is the trandlation of an Internet Protocol address
used within one network to a different | P address known within another network. One network is
designated the inside network and the other is the outside. Typically, a company mapsitslocal inside
network addresses to one or more global outside | P addresses and "unmaps' the global |P addresses on
incoming packets back into local |P addresses. The IP addresses for the NAT can be either fixed or
dynamically assigned by the ISP. In addition, you can designate servers, e.g., aweb server and atelnet
server, on your local network and make them accessible to the outside world. If you do not define any
servers, NAT offers the additional benefit of firewall protection. In such case, all incoming connections
to your network will be filtered out by the P-334WT, thus preventing intruders from probing your
network.

The SUA feature that the P-334WT supports previously operates by mapping the private |P addresses to
aglobal IP address. It is only one subset of the NAT. The P-334WT supports the most of the features of
the NAT based on RFC 1631, and we call this feature as'Multi-NAT'. For more information on IP



address trand ation, please refer to RFC 1631, The IP Network Address Translator (NAT).

. How NAT works

If we define the local IP addresses as the Internal Local Addresses (ILA) and the global |P addresses as
the Inside Global Address (IGA), see the following figure. The term 'inside’ refers to the set of networks
that are subject to trandation. NAT operates by mapping the ILA to the IGA required for
communication with hosts on other networks. It replaces the original 1P source address (and TCP or
UDP source port numbers) and then forwards each packet to the Internet | SP, thus making them appear
asif they had come from the NAT system itself (e.g., the P-334WT router). The P-334WT keeps track
of the original addresses and port numbers so incoming reply packets can have their original values
restored.

@ LAN
A: Inside Local Addresses
IL
® ILA IGA: Inside Global Addresses
Figure1: Local/Global IP Addresses

. NAT Mapping Types
NAT supports five types of 1P/port mapping. They are:
1. Oneto One

In One-to-One mode, the P-334WT maps one ILA to one IGA.



2. Many to One

In Many-to-One mode, the P-334WT maps multiple ILA to one IGA. Thisis equivalent to
SUA (i.e., PAT, port address trandation), ZyXEL's Single User Account feature that
previous ZyNOS routers supported (the SUA only option in today's routers).

3. Many to Many Overload

In Many-to-Many Overload mode, the P-334WT maps the multiple ILA to shared IGA.
4. Many to Many No Overload

In Many-to-Many No Overload mode, the P-334WT maps each ILA to unique |GA.
5. Server

In Server mode, the P-334WT maps multiple inside serversto one global IP address. This
allows us to specify multiple servers of different types behind the NAT for outside access.
Note, if you want to map each server to one unique | GA please use the One-to-One mode.

The following table summarizes these types.

NAT Type IP Mapping
One-to-One ILA1<--->|GA1
ILA1<--->|GA1
Many-to-One
(SUA/PAT) ILA2<--->|GA1
ILA1<--->|GA1
ILA2<--->|GA2
g"\f‘;ﬁg'\"a”y ILA3<-—->IGA1
ILA4<--->|GA2
ILA1<--->|GA1
ILA2<--->|GA2
'(\)"\‘;"Qrﬁ’;:;\"a”y NO ||| A3<.->IGA3
ILA4<--->|GA4
Server Server 1 IP<--->IGA1
Server 2 IP<--->IGA1




. SUA VersusNAT

SUA (Single User Account) in previous ZyNOS versionsisaNAT set with 2 rules, Many-to-One and
Server. The P-334WT now has Full Feature NAT support to map global 1P addressesto local 1P
addresses of clients or servers. With multiple global |P addresses, multiple severs of the same type (e.g.,
FTP servers) are allowed on the LAN for outside access. In previous ZyNOS versions (that supported
SUA 'visible' servers had to be of different types. The P-334WT supports NAT sets on aremote node
basis. They are reusable, but only one set is allowed for each remote node. The P-334WT supports 2 sets
since there is only one remote node. The default SUA (Read Only) Set in menu 15.1 is a convenient, pre-
configured, read only, Many-to-One mapping set, sufficient for most purposes and helpful to people
already familiar with SUA in previous ZyNOS versions.

. SMT Menus

1. Applying NAT inthe SMT Menus
2. Configuring NAT
3. Address Mapping Sets and NAT Server Sets

1. Applying NAT inthe SMT Menus

You apply NAT viamenus 4 and 11.3 as displayed next. The next figure how you apply NAT for
Internet access in menu 4. Enter 4 from the Main Menu to go to Menu 4-Internet Access Setup.



Menu 4 - Internet Access Setup

| SP's Nane= ChangeMe
Encapsul ati on= Et her net
Servi ce Type= Standard
My Login= N A
My Password= N A
Login Server |IP= NA

| P Address Assi gnnment = Dynani c
| P Address= N A
| P Subnet Mask= N A
Gateway | P Address= N A
Net wor kK Address Transl ati on= SUA Only

Press ENTER to Confirmor ESC to Cancel :

The following figure shows how you apply NAT to the remote node in menu 11.3.

Menu 11.3 - Renpte Node Network Layer QOptions

| P Address Assi gnnent= Dynam c
| P Address= N A

| P Subnet Mask= N A

Gateway | P Addr= N A

Net wor K Address Transl ati on= SUA Only
Metric= NVA
Private= NN A
RIP Direction= Both
Version= R P-1

Enter here to CONFI RM or ESC t o CANCEL:




Step 1. Enter 11 from the Main Menu.
Step 2. Move the cursor to the Edit IP field, press the [SPACEBAR] to toggle the default No to Y es,
then press [ENTER] to bring up Menu 11.3-Remote Node Network Layer Options.

The following table describes the options for Network Address Translation.

Field

Options

Description

Network Address
Trandation

Full Feature

When you select this option the SMT will use
Address Mapping Set 1 (Menu 15.1-see later for
further discussion).

None

NAT isdisabled when you select this option.

SUA Only

When you select this option the SMT will use
Address Mapping Set 255 (Menu 15.1-see later for
further discussion). This option use basically Many-to-
One Overload mapping. Select Full Feature when
you require other mapping types. It isaconvenient,
pre-configured, read only, Many-to-One mapping set,
sufficient for most purposes and helpful to people
already familiar with SUA in previous ZyNOS
versions. Note that thereis also a Server type whose
IGA is0.0.0.0in this s&t.

Table: Applying NAT in Menu 4 and Menu 11.3

2. Configuring NAT

To configure NAT, enter 15 from the Main Menu to bring up the following screen.

o D [

Menu 15 - NAT Setup

Addr ess Mappi ng Sets
Port Forwardi ng Setup
Trigger Port Setup




3. Address Mapping Setsand NAT Server Sets

Use the Address Mapping Sets menus and submenus to create the mapping table used to assign global
addressesto LAN clients. Each remote node must specify which NAT Address Mapping Set to use. The
P-334WT has one remote node and so allows you to configure only 1 NAT Address Mapping Set. You
can seetwo NAT Address Mapping setsin Menu 15.1. You can only configure Set 1. Set 255 is used for
SUA. When you select Full Featurein menu 4 or 11.3, the SMT will use Setl. When you select SUA
Only, the SMT will use Set 255. For the P100IH, there are 8 remote nodes and so allows you to
configure 8 NAT Address Mapping Sets.

The NAT Server Setisalist of LAN side servers mapped to external ports. To use this set (one set for

the P-334WT), aserver rule must be set up inside the NAT Address Mapping set. Please see NAT
Server Sets for further information on these menus.

Enter 1 to bring up Menu 15.1-Address Mapping Sets

Menu 15.1 - Address Mapping Sets

1. NAT_SET
255. SUA (read only)

Enter Set Nunber to Edit:

Let'sfirst look at Option 255. Option 255 is equivalent to SUA in previous ZyXEL routers. Thefieldsin
this menu cannot be changed. Entering 255 brings up this screen.

Menu 15.1.1 - Address Mappi ng Rul es

Set Nanme= SUA (Read Only)

| dx Local Start IP Local End IP d obal Start IP dobal End
| P Type
1. 0.0.0.0 255. 255. 255. 255
0.0.0.0 M 1
2.




COPOND U A WO
o
o

o

Server

Press ESC or RETURN to Exit:

The following table explains the fields in this screen. Please note that the fields in this menu are read-

only.

Field Description Option/Example

Set Name Thisisthe name of the set you selected in Menu 15.1 or enter SUA
the name of a new set you want to create.

[dx Thisisthe index or rule number. 1

Local Start IP|Thisisthe starting local IP address (ILA). 0.0.0.0 for the Many-to-

Onetype.

Thisisthe starting local IP address (ILA). If theruleisfor all

Local End IP |local IPs, then the Start IPis0.0.0.0 and the End IPis 255.255.255.255
255.255.255.255.

Global Start |Thisisthe starting global 1P address (IGA). If you have a 0.0.00

IP dynamic IP, enter 0.0.0.0 asthe Global Start IP. R

lcli")ba' End  rhisisthe ending global |P address (IGA). N/A

Type Thisisthe NAT mapping types. Many-to-One and Server

Please note that the fields in this menu are read-only. However, the settings of the server set 1 can be

modified in menu 15.2.1.

Now let'slook at Option 1in Menu 15.1. Enter 1 to bring up this menu.




Menu 15.1.1 - Address Mapping Rul es
Set Nanme= NAT_SET
| dx Local Start IP Local End IP d obal Start IP d obal End
| P Type
1.
2.
3.
4.
5.
6.
7.
8.
9.
10.
Action= Edit , Select Rule= 0
Press ENTER to Confirmor ESC to Cancel :

We will just look at the differences from the previous menu. Note that, this screen is not read only, so
we have extra Action and Select Rule fields. Not aso that the [?] in the Set Name field means that thisis
arequired field and you must enter a name for the set. The description of the other fieldsis as described
above. The Type, Local and Global Start/End IPs are configured in Menu 15.1.1 (described later) and
the values are displayed here.

Field Description Option
Set Name Enter aname for this set of rules. This_ isarequj red field. Please note Rulel

that if thisfield isleft blank, the entire set will be deleted.

They are 4 actions. The default is Edit. Edit means you want to edit a

selected rule (see following field). Insert Before means to insert a new Edit

rule before the rule selected. The rule after the selected rule will then be Insert Before
Action moved down by one rule. Delete means to del ete the selected rule and Delete

then al the rules after the selected one will be advanced one rule. Save Save Set

Set means to save the whole set (note when you choose this action the

Select Rule item will be disabled).




When you choose Edit, Insert Before or Save Set in the previous field
Select Rule |the cursor jumps to thisfield to allow you to select the rule to apply the |1
action in question.

Note: Save Set in the Action field means to save the whole set. Y ou must do thisif you make any
changes to the set-including deleting arule. No changes to the set take place until this action is taken. Be
careful when ordering your rules as each rule is executed in turn beginning from the first rule.

Selecting Edit in the Action field and then selecting a rule brings up the following menu, Menu
15.1.1.1-Address M apping Rule in which you can edit an individual rule and configure the Type, Local
and Global Start/End IPs displayed in Menu 15.1.1.

Menu 15.1.1.1 - - Rule 1

Type: One-to-One

Local | P:
Start=0.0.0.0
End = NA

d obal | P:
Start= 0.0.0.0
End = NA

Press ENTER to Confirmor ESC to Cancel :

The following table describes the fields in this screen.

Field Description Option/Example

One-to-One
Many-to-One
Many-to-Many Overload
Many-to-Many No
Overload

Server

Press [SPACEBAR] to toggle through atotal of 5 types.
Type These are the mapping types discussed above plus a server
type. Some examples follow to clarify these alittle more.

Start |Thisisthe starting local IP address (ILA) 0.0.0.0
Local




P Thisisthe ending local IP address (ILA). If theruleisfor all
End |local IPs, then put the Start IP as 0.0.0.0 and the End IP as 255.255.255.255
255.255.255.255. Thisfield is N/A for One-to-Onetype.

Start Thisisthe starting global 1P address (IGA). If you have a

Global dynamic IP, enter 0.0.0.0 asthe Global Start IP. 0000

P Thisisthe ending global 1P address (IGA). Thisfieldis N/A

End for One-to-One, Many-to-One and Server types. 172.16.23.55

Note: For all Local and Global 1Ps, the End 1P address must begin after the IP Start address, i.e., you
cannot have an End | P address beginning before the Start | P address.

. NAT Server Sets

The NAT Server Setisalist of LAN side servers mapped to external ports (similar to the old SUA menu
of before). If you wish, you can make inside servers for different services, e.g., Web or FTP, visibleto
the outside users, even though NAT makes your network appears as a single machine to the outside
world. A server isidentified by the port number, e.g., Web service is on port 80 and FTP on port 21.

As an example (see the following figure), if you have aWeb server at 192.168.1.36 and a FTP server at
192.168.1.33, then you need to specify for port 80 (Web) the server at |P address 192.168.1.36 and for
port 21 (FTP) another at | P address 192.168.1.33.

FTP Server
192.168.1.33

Web Server Py
192.168.1.36

= -

Global IP assigned by the ISP

o—

Figure: Configure Multiple Servers behind NAT

Please note that a server can support more than one service, e.g., a server can provide both FTP and Mall
service, while another provides only Web service.



The following procedures show how to configure a server behind NAT.

Step 1. Enter 15 in the Main Menu to go to Menu 15-NAT Setup.

Step 2. Enter 2to go to Menu 15.2-NAT Server Setup.

Step 3. Enter the service port number in the Port# field and the inside | P address of the server inthe | P
Addressfield.

Step 4. Press [SPACEBAR] at the 'Press ENTER to confirm..." prompt to save your configuration after
you define all the servers or press ESC at any time to cancel.

Menu 15.2 - NAT Server Setup

Rule Start Port No. End Port No. | P Address

1. Def aul t Def aul t 0.0.0.0
2. 80 80 192. 168. 1. 33
3. 21 21 192.168.1. 34
4. 0 0 0.0.0.0
5. 0 0 0.0.0.0
6. 0 0 0.0.0.0
7. 0 0 0.0.0.0
8. 0 0 0.0.0.0
9. 0 0 0.0.0.0
10. 0 0 0.0.0.0
11. 0 0 0.0.0.0
12. 0 0 0.0.0.0

Press ENTER to Confirmor ESC to Cancel :

The most often used port numbers are shown in the following table. Please refer RFC 1700 for further
information about port numbers.

Service Port Number
FTP 21
Telnet 23
SMTP 25
DNS (Domain Name Server) 53




www-http (Web) 80

PPTP (Point-to-Point Tunneling 1723
Protocol)
. Examples
1. Internet Access Only
2. Internet Access with an Internal Server
3. Using Multiple Global |P addressesfor clients and servers
4. Support Non NAT Friendly Applications

1. Internet Access Only

In our Internet Access example, we only need one rule where all our ILAs map to one IGA assigned by
the ISP. See the following figure.

Client 1: TLA]

Client 2: ILAZ @—

e -
Client 3: TLA3 \

IGA Assigned by TSP

Client 4: TLA4 @—

Internet Access Using NAT Many-to-One Mapping




Menu 4 - Internet Access Setup

| SP''s Nane= ChangeMe
Encapsul ati on= Et her net
Servi ce Type= Standard
My Login= N A
My Password= N A
Login Server |IP= NA

| P Address Assi gnnent= Dynam c
| P Address= N A
| P Subnet Mask= N A
Gateway | P Address= N A
Net wor K Address Transl ati on= SUA Only

Press ENTER to Confirmor ESC to Cancel :

From Menu 4 shown above simply choose the SUA Only option from the NAT field. Thisisthe Many-
to-One mapping discussed earlier. The SUA read only option from the NAT field in menu 4 and 11.3is
specifically pre-configured to handle this case.

2. Internet Accesswith an Internal Server



Client 1: ILA1 @—

Client 2: TLAZ @

Client 3: ILA3 @— \

L&A Assigned by ISP

FTP Server: ILA4@—

Internet Access using NAT Many-to-One plus a Server Set

In this case, we do exactly as above (use the convenient pre-configured SUA Only set) and also go to
Menu 15.2.1-NAT Server Setup (Used for SUA Only) to specify the Internet Server behind the NAT
as shown in the NAT as shown below.

Menu 15.2 - NAT Server Setup

Rule Start Port No. End Port No. | P Address

1. Def aul t Def aul t 0.0.0.0
2. 80 80 192. 168. 1. 33
3. 21 21 192. 168. 1. 34
4. 0 0 0.0.0.0
5. 0 0 0.0.0.0
6. 0 0 0.0.0.0
1. 0 0 0.0.0.0
8. 0 0 0.0.0.0
9. 0 0 0.0.0.0
10. 0 0 0.0.0.0
11. 0 0 0.0.0.0
12. 0 0 0.0.0.0

Press ENTER to Confirmor ESC to Cancel :




3. Using M ultiple Global | P addressesfor clientsand servers (One-to-One, Many-to-One, Server
Set mapping types ar e used)

General Server {fj—
192.168.1.20

Crther Clients |jm—

192.168.1.%
FTP Server 1 \

192.168.1.10

3 IGAs Assigned by ISP

FTP Server 2 ffp——

192.168.1.11

Mapping Multiple 1GAs for clients and servers

In this case we have 3 IGAs (IGA1, IGA2 and IGA3) from the | SP. We have two very busy internal FTP
servers and also an internal general server for the web and mail. In this case, we want to assign the 3
|GAs by the following way using 4 NAT rules.

« Rule 1 (One-to-Onetype) to map the FTP Server 1 with ILA1 (192.168.1.10) to IGA1.

= Rule 2 (One-to-Onetype) to map the FTP Server 2 with ILA2 (192.168.1.11) to IGA2.

« Rule 3 (Many-to-One type) to map the other clientsto IGA3.

« Rule4 (Server type) to map aweb server and mail server with ILA3 (192.168.1.20) to IGA3.
Type Server alows us to specify multiple servers, of different types, to other machines behind
NAT onthe LAN.

Step 1.

In this case, we need to configure Address Mapping Set 1 from M enu 15.1-Address Mapping Sets.
Therefore we must choose the Full Featur e option from the NAT field in menu 4 or menu 11.3.



Menu 4 - Internet Access Setup

| SP''s Nane= ChangeMe
Encapsul ati on= Et her net
Servi ce Type= Standard
My Login= N A
My Password= N A
Login Server |IP= NA

| P Address Assi gnnent= Dynam c
| P Address= NN A
| P Subnet Mask= N A
Gateway | P Address= N A
Net wor k Address Transl ati on= Ful | Feature

Press ENTER to Confirmor ESC to Cancel :

Step 2:

Go to menu 15.1 and choose 1 (not 255, SUA this time) to begin configuring this new set. Enter a Set
Name, choose the Edit Action and then select 1 from Select Rulefield. Press[ENTER] to confirm. See
the following setup for the four rulesin our case.

Rule 1 Setup: Select One-to-Onetype to map the FTP Server 1 with ILA1 (192.168.1.10) to IGA L.

Menu 15.1.1.1 - - Rule 1

Type: One-to-One

Local | P:
Start= 192. 168. 1. 10
End = NA

d obal |P:
Start= [ Enter | GAl]
End = NA

Press ENTER to Confirmor ESC to Cancel :




Rule 2 Setup: Selecting One-to-One typeto map the FTP Server 2 with ILA2 (192.168.1.11) to IGA2.

Menu 15.1.1.2 - - Rule 2
Type: One-to-One
Local |P;
Start= 192. 168. 1. 11
End = NA
d obal | P:
Start= [Enter | GA2]
End = NA
Press ENTER to Confirm or

ESC to Cancel :

Rule 3 Setup: Select Many-to-One type to map the other clientsto IGA3.

Menu 15.1.1.3 - - Rule 3
Type: Many-to- One
Local IP:

Start= 0.0.0.0

End = 255. 255. 255. 255
A obal I P:

Start= [ Enter | GA3]

End = NA

Press ENTER to Confirm or

ESC to Cancel :




Rule 4 Setup: Select Server type to map our web server and mail server with ILA3 (192.168.1.20) to

IGAS.

Menu 15.1.1.4 - - Rule 4

Type: Server

Local |P;
Start= N A
End = NA

d obal | P:

Start=[ Enter | GA3]
End = NA

Press ENTER to Confirmor ESC to Cancel:

When we have configured all f

our rules Menu 15.1.1 should look as follows.

Set Nane= Exanpl e3

| dx Local Start IP
| P Type

1. 192.168.1.10
[ 1 GA1]

2. 192.168.1.11
[ 1 GAZ]

3. 0.0.0.0

Menu 15.1.1 - Address Mapping Rul es

Local End IP d obal Start IP d obal

1-1

1-1
255. 255, 255. 255 [ | GA3]

End




] Server

Press ESC or RETURN to Exit:

Step 3:

Now we configure all other incoming traffic to go to our web server aand mail server from Menu 15.2.2
- NAT Server Setup (not Set 1, Set 1 isused for SUA Only case).

Menu 15.2 - NAT Server Setup

Rule Start Port No. End Port No. | P Address

1. Def aul t Def aul t 0.0.0.0
2. 80 80 192. 168. 1. 10
3. 21 21 192.168.1. 11
4. 0 0 0.0.0.0
5. 0 0 0.0.0.0
6. 0 0 0.0.0.0
7. 0 0 0.0.0.0
8. 0 0 0.0.0.0
9. 0 0 0.0.0.0
10. 0 0 0.0.0.0
11. 0 0 0.0.0.0
12. 0 0 0.0.0.0

Press ENTER to Confirmor ESC to Cancel :




4. Support Non NAT Friendly Applications

Some servers providing Internet applications such as some mIRC servers do not allow usersto login
using the same I P address. In this case it is better to use Many-to-Many No Overload or One-to-One
NAT mapping types, thus each user login to the server using a unique global IP address. The following
figureillustrates this.

User 1: ILA] i

192.168.1.10

User 2: TLA2 @———RBASIIEE » ISP

192.168.1.11 \

User 3: ILA3 @
192 168112 3 IGAs

3 ILAs <--> 3 IGAs

3 ILAs map to 3 IGAs using Many-to-Many No Overload or One-to-One type

One rule configured for using M any-to-M any No Overload mapping type is shown below.

Menu 15.1.1.1 - - Rule 1
Type: Many-to- Many No Overl oad

Local |P;
Start= 192.168.1.10
End = 192.168.1.12

A obal IP:
Start= [ Enter | GAl]
End = [Enter | GA3]

Press ENTER to Confirmor ESC to Cancel :




The three rules configured for using One-to-One mapping type is shown below.

Menu 15.1.1.1 - - Rule 1
Type: One-to-One
Local I|P;:
Start= 192. 168. 1. 10
End = NA
d obal | P:
Start= [ Enter | GAl]
End = NA
Press ENTER to Confirmor ESC to Cancel:
Menu 15.1.1.2 - - Rule 2
Type: One-to-One
Local |P:
Start= 192.168.1. 11
End = NA
d obal | P:
Start= [ Enter | GA2]
End = NA
Press ENTER to Confirmor ESC to Cancel :




Menu 15.1.1.3 - - Rule 3

Type: One-to-One

Local | P:
Start= 192.168.1.12
End = NA

d obal |P:
Start= [ Enter | GA3]
End = NA

Press ENTER to Confirmor ESC to Cancel :

All contents copyright (c) 2004 ZyXEL Communications Corporation.




Configure a PPTP server behind SUA

. Introduction

PPTP isatunneling protocol defined by the PPTP forum that allows PPP packets to be encapsulated within Internet
Protocol (1P) packets and forwarded over any IP network, including the Internet itself.

In order to run the Windows9x PPTP client, you must be able to establish an IP connection with atunnel server such as
the Windows NT Server 4.0 Remote Access Server.

Windows Dial-Up Networking uses the Internet standard Point-to-Point (PPP) to provide a secure,optimized multiple-
protocol network connection over dial-up telephone lines. All data sent over this connection can be encrypted and
compressed, and multiple network level protocols (TCP/IP, NetBEUI and IPX) can be run correctly. Windows NT
Domain Login level security is preserved even across the Internet.

IP,IPX, |, o IPLIPX,
NEBF NEF
FPFP |4 » FPPP
FETF | s PPTF

IF " - IP IF - . IP

FFF  |a . FFF * L E *

W3, ete, [ P 3 et B - * %
IF

RAS NT RAS
! _ ISP _ TAAN F |

Client L AN Server

Window95 PPTP Client / Internet / NT RAS Server Protocol Stack

PPTP appears as new modem type (Virtual Private Networking Adapter) that can be selected when setting up a
connection in the Dial-Up Networking folder. The VPN Adapter type does not appear el sewhere in the system. Since
PPTP encapsulates its data stream in the PPP protocol, the VPN requires a second dial-up adapter. This second dial-up
adapter for VPN is added during the installation phase of the Upgrade in addition to the first dial-up adapter that provides
PPP support for the analog or ISDN modem.

The PPTP is supported in Windows NT and Windows 98 already. For Windows 95, it needs to be upgraded by the Dial-
Up Networking 1.2 upgrade.

. Configuration



This application note explains how to establish a PPTP connection with a remote private network in the Prestige 324 SUA
case. In ZyNOS, all PPTP packets can be forwarded to the internal PPTP Server (WIinNT server) behind SUA. The port
number of the PPTP hasto be entered in the SMT Menu 15 for Prestige 324 to forward to the appropriate private |P
address of Windows NT server.

Prestige

e

III_

PPTP Client
PPTP Server

. Example

The following example shows how to dial to an ISP viathe Prestige 334WT and then establish a tunnel to a private
network. There will be three items that you need to set up for PPTP application, these are PPTP server (WinNT), PPTP
client (Win9x) and the Prestige 324.

o PPTP server setup (WinNT)
» Add the VPN service from Control Panel>Network
« Add an user account for PPTP logged on user
« Enable RAS port
« Select the network protocols from RAS such as IPX, TCP/IP NetBEUI
» Set the Internet gateway to Prestige 324

o PPTP client setup (Win9x)

« Add one VPN connection from Dial-Up Networking by entering the correct username & password
and the | P address of the Prestige 324's Internet | P address for logging to NT RAS server.
« Set the Internet gateway to the router that is connecting to ISP

o Prestige 334WT router setup

. Before making a VPN connection from Win9x to WinNT server, you need to connect Prestige 334WT router to
your ISP first.

. Enter the IP address of the PPTP server (WinNT server) and the port number for PPTP as shown below.




Menu 15 - SUA Server Setup
Port # | P Address
1. Defaul t 0.0.0.0
2. 1723 192.168.1.10
3. 0 0.0.0.0
4. 0 0.0.0.0
5. 0 0.0.0.0
6. O 0.0.0.0
7. 0 0.0.0.0
8. 0 0.0.0.0
9. 0 0.0.0.0

When you have finished the above settings, you can ping to the remote Win9x client from WinNT. This ping
command is used to demonstrate that remote the Win9x can be reached across the Internet. If the Internet
connection between two LANSs s achive, you can place a VPN call from the remote Win9x client.

For example:
C:\ping 203.66.113.2

When a dial-up connection to ISP is established, a default gateway is assigned to the router traffic through that
connection. Therefore, the output below shows the default gateway of the Win95 client after the dial-up connection
has been established.

Before making a VPN connection from the Win9x client to the NT server, you need to know the exact Internet |P
address that the | SP assigns to Prestige 324 router in SUA mode and enter this IP address in the VPN dial-up
dialog box. You can check this Internet | P address from PNC Monitor or SMT Menu 24.1. If the Internet IP
addressis afixed |P address provided by ISP in SUA mode, then you can always use this IP address for reaching
the VPN server.

In the following example, the IP address '140.113.1.225' is dynamically assigned by ISP. Y ou must enter this IP
addressin the 'VPN Server' dialog box for reaching the PPTP server. After the VPN link is established, you can
start the network protocol application such as P, IPX and NetBEUI.



# Connect To

1401131225

All contents copyright © 2004 ZyX EL Communications Corporation.



Configure an Internal Server Behind SUA

Prestige

e

III_

Remote client
Web Server

. Introduction

If you wish, you can make internal servers (e.g., Web, ftp or mail server) accessible for outside users, even though SUA
makes your LAN appear as a single machine to the outside world. A serviceisidentified by the port number. Also, since
you need to specify the IP address of a server in the Prestige, a server must have afixed | P address and not be a DHCP
client whose IP address potentially changes each time it is powered on.

In addition to the servers for specific services, SUA supports a default server. A service request that does not have a server
explicitly designated for it is forwarded to the default server. If the default server is not defined, the service request is
simply discarded.

. Configuration
To make aserver visible to the outside world, specify the port number of the service and the inside address of the server in
'Menu 15', Multiple Server Configuration. The outside users can access the local server using the Prestige's WAN | P

address which can be obtained from menu 24.1.

. For example (Configuring an internal Web server for outside access) :




Menu 15 - SUA Server Setup

Port # | P Address
1. Defaul t 0.0.0.0
2. 80 192. 168. 1. 10
3. 0 0.0.0.0
4. 0 0.0.0.0
5. 0 0.0.0.0
6. 0 0.0.0.0
7. 0 0.0.0.0
8. 0 0.0.0.0
. Port numbers for some services
Service Port Number
FTP 21
Telnet 23
SMTP 25
DNS (Domain Name Server) 53
www-http (Web) 80

All contents copyright (c) 2004 ZyXEL Communications Corporation.




Tested SUA/NAT Applications (e.g., Cu-SeeMe, ICQ, NetM eeting)

Prestige

Cu-SeeMe Plaver Cu-oeeMe Plaver

. Introduction

Generally, SUA makesyour LAN appear as a single machine to the outside world. LAN users are invisible to outside users.
However, some applications such as Cu-SeeMe, and |CQ will need to connect to the local user behind the Prestige. In such case, a
SUA server must be entered in menu 15 to forward the incoming packets to the true destination behind SUA. Generally, we do not
need extra settings of menu 15 for an outgoing connection. But for some applications we need to configure the menu 15 to make the
outgoing connection work. After the required menu 15 settings are completed the internal server or client applications can be
accessed by using the Prestige's WAN | P address.

. SUA Supporting Table

The following are the required menu 15 settings for the various applications running SUA mode.

1
ZyXEL SUA Supporting Table

Required Settingsin Menu 15
e Port/IP
Application
Outgoing Connection Incoming Connection
HTTP None 80/client IP
FTP None 21/client IP
TELNET None 23/client IP
(and remove Telnet filter in WAN
port)
POP3 None 110/clinet IP
SMTP None 25/client IP




None for Chat.

mIRC For DCC, please set
Default/Client IP
Windows PPTP None 1723/client IP
ICQ 99a None for Chat. Default/client IP
For DCC, please set:
ICQ -> preference -> connections -> firewall
and set the firewall time out to 80 secondsin
firewall setting.
ICQ 2000b None for Chat None for Chat
ICQ Phone 2000b None 6701/client IP
Cornell 1.1 Cu-SeeMe None 7648/client IP
White Pine 3.1.2 Cu-SeeM € 7648/client IP & Default/client IP
24032/client IP
White Pine 4.0 Cu-SeeMe 7648/client IP & Default/client IP
24032/client IP
Microsoft NetMeeting 2.1 & 3.01° None 1720/client IP
1503/client IP
Cisco IP/TV 2.0.0 None
RealPlayer G2 None
VDOLive None
Quakel.06* None Default/client |P
Quakel 12.30° None Default/client |P
Quakell11.05 beta None
StartCraft 6112/client IP
Quick Time 4.0 None
5631/client IP
pcAnywhere 8.0 None 5632/client IP
22/client IP
IPsec (ESP tunneling mode, : .
NAT-T tunnel/transport) None (one client only) Default/Client
Microsoft Messenger Service 3.0 6901/client IP 6901/client IP

Microsoft Messenger Service 4.6/ 4.7/

None for Chat, File transfer ,Video and Voice

Nonefor Chat, File transfer, Video

5.0 (none UPnP)° and Voice
Net2Phone None 6701/client IP
Network Time Protocol (NTP) None 123 /server IP
Win2k Terminal Server None 3389/server IP
Remote Anything None 3996 - 4000/client IP
5500/client IP
Virtual Network Computing (VNC) None 5800/client IP
5900/client IP

AIM (AOL Instant Messenger)

Nonefor Chat and IM

Nonefor Chat and IM

e-Donkey None 4661 - 4662/client IP
POLY COM Video Conferencing None Default/client IP
iVISTA 4.1 None 80/server IP




Microsoft Xbox Live’ None N/A

! Since SUA enables your LAN to appear as a single computer to the Internet, it is not possible to configure similar servers on the
same LAN behind SUA. For example, you can have two WEB servers using TCP:80 in the same LAN. They must have different
port numbers.

* Because White Pine Cu-SeeMe uses dedicate ports (port 7648 & port 24032) to transmit and receive data, therefore only one local
Cu-SeeMeis allowed within the same LAN.

% In SUA mode, the remote NetMeeting user is allowed to connect only one local user, it is because the outsiders can not distinguish
between local users using the same internet |P. However, the local user can connect to multiple remote users.

* Certain Quake servers do not allow multiple users to login using the same unique | P, so only one Quake user will be allowed in this
case. Moreover, when a Quake server is configured behind SUA, Prestige will not be able to provide information of that server on
the internet.

®> Quake |1 has the same limitations as that of Quake |.

6 Prestige series support MSN Messenger 4.6/ 4.7/ 5.0 video/ voice pass-through NAT. In addition, for the Windows OS supported UPnP (Universal Plug and Play), such as Windows X P and Windows ME,
UPnP supported in Prestige is an alternative solution to pass through MSN Messenger video/ voice traffic. The following model and firmware support UPnP function. For mote detail, please refer to UPnP.
application note

’ Prestige series support Microsoft Xbox Live since VV3.52 firmware version. If your firmware is too old to support such function,
you may have awork-around solution, please refer to ZyX EL website -> Support -> Xbox Live service http://www.zyxel.com/

support/xbox.htm

« Notes

1. In1.5x and 2.2x versions, if a SMTP (port 25) server is configured in menu 15 the POP3 ( port 110) packets will also be
forwarded to the same SMTP server by the Prestige automatically. There is no need to configure additional POP3 server in
menu 15, unlike 2.2x and 1.5x versions, SMTP & POP3 servers are handled by the Prestige separately in V2.3 and above
versions. So, two ports (25 & 110) must be configured in menu 15 to support both SMTP and POP3 services.

2. NetMeeting, RealPlayer, IP/TV and Quick Time are supported in V2.3 and above versions.

« Configurations
For example, if the workstation operating Cu-SeeMe has an | P of 192.168.1.34, then the default SUA server must be set to

192.168.1.34. The peer Cu-SeeMe user can reach this workstation by using Prestige's WAN | P address which can be obtained from
menu 24.1.

Menu 15 - SUA Server Setup

Port # | P Address
1. Def aul t 192. 168. 1. 34
2. 0 0.0.0.0
3. 0 0.0.0.0
4. 0 0.0.0.0
5. 0 0.0.0.0
6. 0 0.0.0.0



http://www.zyxel.com/support/xbox.htm
http://www.zyxel.com/support/xbox.htm
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Using UPnP

1. What isUPnP
2. Use UPnPin ZyXEL devices
3. View dynamic ports opened by UPnP

1. What isUPnP

UPNnP (Universal Plug and Play) makes connecting PCs of all form factors, intelligent appliances, and wireless devicesin the home, office, and everywhere in between
easier and even automatic by leveraging TCP/IP and Web technologies. UPnP can be supported on essentially any operating system and works with essentially any type of
physical networking media jV wired or wireless.

UPNP also supports NAT Traversal which can automatically solve many NAT unfriendly problems. By UPnP, applications assign the dynamic port mappings to Internet
gateway and del ete the mappings when the connections are compl ete.

The key components in UPnP are devices, services, and control points.

. Devices. Network devices, such as networking gateways, TV, refrigerators, printers...etc, which provides services.

. Services. Services are provided by devices, such astime services provided by alarm clocks. In UPnP, services are described in XML format. Control points can set/
get services information from devices.

. Controal points: Control points can manipulate network devices When you add a new control point (in this case, alaptop) to a network, the device may ask the
network to find UPnP-enabled devices. These devices respond with their URL s and device descriptions.



LAPTOP

Control ,
Point ~/ Device
‘ Device
DEVICE
| .
Iy
DEVICE DEVICE

UPnP Operations

. Addressing: UPnPv1 devices MAY support IPv4, IPv6, or both. For IPv4, each devices should have DHCP client, when the device gets connected to the network,

it will discover DHCP server on network to get an IP address. If not, then Auto-IP mechanism should be supported so that the device can give itself an IP address.
(169.254.0.0/16)

. Discovery: Whenever adevice is added on the network, it will advertise it's service over the network. Control point can also discover services provided by devices.

. Description: Control points can get more detailed service information from devices description in XML format. The description may include product name, model
name, serial number, vendor ID, and embedded services...etc.

. Control: Devices can be manipulated by control points through Control message.
. Eventing: Devices can send event message to notify control pointsif there is any update on services provided.

. Presentation: Each device can provide their own control interface by URL link. So that users can go to the device's presentation web page by the URL to control
this device.

2. Use UPnP in ZyXEL devices

In this example, we will introduce how to enable UPnP function in ZyXEL devices. Currently, Microsoft MSN is the most popular application exploiting UPnP, so we take
Microsoft MSN application as an example in this support note. Y ou can learn how MSN benefit from NAT traversal feature in UPnP in this application note.

In the diagram, suppose PC1 and PC2 both signin MSN server, and they would like to establish avideo conference. PC1 is behind PPPoE dial-up router which supports
UPnP. Since the router supports UPnP, we don't need to setup NAT mapping for PC1. Aslong as we enable UPnP function on the router, PC1 will assign the mapping to
the router dynamically. Note that since PC1 must support UPnP, we presume that it's OS is Microsoft WinME or WinXP.



TTEnF Enahled
Dynamic NAT port
mapping _

-' MSN Server

|

/- -
Lt ' —
PPPOE dial-up ADSL modem
Router
PC1
PC?2 N

Device: PPPoE Dia-up Router

Service: NAT function provided by PPPoE Dial-up Router

Control Point: PC1

1. Enable UPnP function in ZyXEL device

Go to Advanced->UPnP, check two boxes, Enable PnP feature and Allow usersto make...

Thefirst check box enables UPnP function in this device.

The second check box allow users' application to change configuration in this device. For instance, if you enable this item, then user's MSN application can assign dynamic
port mapping to the router. So that network administrator don't need to setup SUA port mapping in the router.



+ SYSTEM

» LAN

» WIRELESS

- WAN Device Name: ZyXEL P-334WT Internet Sharing Gateway

» SUANAT

» STATIC ROUTE [¢ Enable the Universal Plug and Play (UPhP) Feature

» FIREWAL L

» CONTENT FILTER

» REMOTE MGHNT " Allow UPNP to pass through Firewall

+ WYPH

» UPHP

» TMSS

» LOGS

» BANDWIDTH
MGMT

MAINTENANCE

" Allow users to make configuration changes through UPnP

Maote: For UPnP to function pormatly, the HTTE sendce must be available for AN computers naing UPRP.

LOGOUT ;

2. After getting IP address, you can go to open M SN application on PC and sign in MSN server.



4 Windows Messenger -10] x|

File #&ctions Tools Help
F |

Signing In...

3. Start a Video conversation with one online user.



_loix

File &cktions Tools Help

[y Skatus:

+ Laker? iEe Right Back) net

o~ 5o ko ey e-mail inbos
# Online (1)

A

# Mot Online {1

‘S Laker

5end an Instant Message
Skart a Voice Conversation

Start a Yideo Conversation

Send a File or Photo...

Send E-mail {evales@hotmail, com)
Send a Message to a Mobile Device
Make a Phone Call

Ask for Remate Assistance
Start Application Sharing
a Start Whiteboard

+ add a Contact
A 5end an Instant

Block,
Zopy, onback b

y :.;. Send a File aor PF
%, Make a Phane C.

4. On the opposite side, your partner select Accept to accept your conversation request.

Mowe Zankack bo
Remowve Contact From Group

! @otoChat Roon Delete Contack Delete
More Wiew Profile
Properties




.ﬁ Laker2 - Conversation

File Edit “iew Actions Help
To: Laker? <lakertw2{@hotmail. com> Start Camera

to Accept (Al+T) or Decline (Alt+D) the Start Talking
invitation? u

Invike Someone bo
# “You have accepted the request from this Conversation
Lakerd to hawe avideo and waoice |- Send a File or Photo
comsersation. ] Send E-mail
— Ask For Remote
H The video and voice conversation with Assistance
LakerZ has ended. ¥, Make a Phone Call
I £ gkart Application
A8 | alker? would like to hawve a video and Sharing
wolce comversation with you, Do yau want @ Stark whiteboard

to Accapt (Alt+T) or Decline (Alt+0) the
invitati%
Messages that have been sent and received

@ Block:, A Fonk E‘_E;vEmu:utin:-:uns

Send

Last message received on 10/22/2002 at §:04 P,

5. Finally, your video conversation is achieved.



;‘E' evalee@hotmail.com - Conversation - - 10| x|

File Edit “iew Actions Help

To: evalee@hotmail com Stop Camera

A TR R T T THSUL LT g S L T
requestto hawve awvideo and voice
comversation.

H The video and wvoice conversation with
evaleei@hotmail.com has ended.

®*vou have asked to have a video and voice
conversation with evalee@hotmail.com.
Flease wait for a response ar Cancel (Alt+01)
the pending irvitation.

B evaleel@hatmail com has accepted your Speakers
requestto have awvideo and voice =
conwversation.

Microphone

@ Block. A Font  ¥% -Ematicons

Invite Someone ko this
Send Conversation

More

| ¥, Connection established A

3. View dynamic ports opened by UPnP

When using UPnP, if the ZyXEL deviceis configured as"Allow user s to make configuration changes through UPnP", the device will accept any port opening request
sent by UPnP protocol. And actually, such behaviour also add some risks to your internal LAN. For security sake, we provide a Cl command for usersto view currently
opened ports.

Please go to SMT menu, and type this command, "ip nat server disp" to display the dynamic port mappings. Please note that, the UPnP dynamic port mappings start from
item 13 to 35.



ras> i p nat server disp

Server Set:

Rul e

1

| P LeasedTi ne
| P Range

Server
Renot e Host

P Range
P Range

Svr
I nt Svr

nane

pr ot ocol

Acti ve

0.0.0.0

0
0

0.0.0.0
0.0.0.0 -

def aul t

ALL

0.0.0.0

0.0.0.0
0

0.0.0.0 -

ALL

0.0.0.0

0.0.0.0
0

0.0.0.0 -

ALL

0.0.0.0

0.0.0.0
0

0.0.0.0 -

ALL

0.0.0.0

0.0.0.0
0

0.0.0.0 -

ALL

0.0.0.0

0.0.0.0
0

0.0.0.0 -

ALL

0.0.0.0

0.0.0.0
0

0.0.0.0 -

ALL

0.0.0.0

0.0.0.0
0

0.0.0.0 -

ALL

0.0.0.0

0.0.0.0
0

0.0.0.0 -

ALL

0.0.0.0

0.0.0.0
0

0.0.0.0 -

ALL

0.0.0.0

0.0.0.0
0

0.0.0.0 -

ALL

0.0.0.0

10

0.0.0.0
0

0.0.0.0 -

ALL

0.0.0.0

11

0.0.0.0
0

0.0.0.0 -

ALL

0.0.0.0

12

0.0.0.0

0.0.0.0 -

35313

ALL
(192.168. 1. 33:12288) 35

0

192.168. 1. 33

35313 -

12288

13 nmsnnsgr

0.0.0.0

0.0.0.0 -

36061

12288 -

UDP

(192.168. 1. 33: 7173) 360

YES
14 nmsnnsgr

0

192.168. 1. 33

36061 -

7173

0.0.0.0
0

0.0.0.0 -
0.0.0.0

7173 -

TCP

YES

15

0.0.0.0
0

0.0.0.0 -

ALL

0.0.0.0

16

0.0.0.0
0

0.0.0.0 -

ALL

0.0.0.0

17

0.0.0.0
0

0.0.0.0 -

ALL

0.0.0.0

18
<del et ed. ..

>







Filter

. How does ZyXEL filter work?

. Filter Examples
o A filter for blocking the web service

o A Filter for blocking the FTP connection from WAN
o A filter for blocking a specific client

o A filter for blocking a specific MAC address

o A filter for blocking the NetBIOS packets
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Filter

How does ZyXEL filter work?

. Filter Structure

The P-334WT allows you to configure up to twelve filter setswith six rules in each set, for atotal of 72 filter
rulesin the system. Y ou can apply up to four filter setsto a particular port to block multiple types of packets.
With each filter set having up to six rules, you can have a maximum of 24 rules active for asingle port. The
following diagram illustrates the logic flow when executing afilter rule.

WINZK to ZyWALL Properties ' 7| x|

Fules | Leneral |

@]  Secunty rules for communicating with other cormputers

P Secunty Bules:
|F Filter List Filter Achion Authentication... | Tu
] e Sial L OWIMZE b SwiaLL k.erberoz, Pres...

£Dynamics Default Response F.erberoz M




1| | |

pdd.. Edt. | Bemove | 1 Useaddwiad

‘ Cloze I Cancel

. Filter Typesand SUA

Conceptually, there are two categories of filter rules: device and protocol. The Generic filter rules belong to
the device category; they act on the raw data from/to LAN and WAN. The IP and IPX filter rules belong to
the protocol category; they act on the P and IPX packets.

In order to allow usersto specify the local network |P address and port number in the filter rules with SUA
connections, the TCP/IP filter function has to be executed before SUA for WAN outgoing packets and after
the SUA for WAN incoming I P packets. But at the same time, the Generic filter rules must be applied at the
point when the P-334WT isreceiving and sending the packets; i.e. the ISDN interface. So, the execution
sequence has to be changed. The logic flow of the filter is shown in Figure 1 and the sequence of the logic
flow for the packet from LAN to WAN is:

1. LAN device and protocol input filter sets.
2. WAN protocol call and output filter sets.
3. If SUA isenabled, SUA converts the source | P address from 192.168.1.33 to 203.205.115.6 and port
number from 1023 to 4034.
4. WAN device output and call filter sets.
The sequence of the logic flow for the packet from WAN to LAN is:
5. WAN deviceinput filter sets.

6. If SUA isenabled, SUA converts the destination | P address from 203.205.115.6 to 92.168.1.33 and
port number from 4034 to 1023.

7. WAN protocol input filter sets.

8. LAN device and protocol output filter sets.



Protocol Filter

Device Filter Sets

203 205115 /40734 @ L AN Filier Sets

e B ONE
(4 ‘ - 192 162 1 334023
«—

. BR — —

—™ —» e

203.205 115 61403 ET™ (2]

®) - = L

1921651 33/1023

Figure 1 Packet LogcFlow in St 03

Genericand TCP/IP (and | PX) filter rules arein different filter sets. The SMT will detect and prevent the
mixing of different category rules within any filter set in Menu 21. In the following example, you will receive
an error message 'Protocol and devicefilter rules cannot be active together' if you try to activate a TCP/IP
(or IPX) filter rule in afilter set that has already had one or more active Generic filter rules. Y ou will receive
the same error if you try to activate a Generic filter rule in afilter set that has already had one or more active
TCP/IP (or IPX) filter rules.

Menu 21.1.1:

Menu 21.1.1 - Generic Filter Rule

Filter #: 1,1

Filter Type= Ceneric Filter Rule
Active= Yes

Ofset=0

Lengt h= 0

Mask= N A

Val ue= N A

More= No Log= None

Acti on Mat ched= Check Next Rul e
Action Not Mt ched= Check Next Rul e

Menu 21.1.2:



Menu 21.1.2 - TCP/IP Filter Rule

Filter #: 1,2
Filter Type= TCP/IP Filter Rule
Active= Yes
| P Protocol= 0 | P Source Route= No
Destination: |IP Addr= 0.0.0.0

| P Mask= 0.0.0.0

Port #= 0

Port # Conp= None
Source: |P Addr= 0.0.0.0

| P Mask= 0.0.0.0

Port #= 0

Port # Conp= None
TCP Estab= N A
More= No Log= None
Acti on Mat ched= Check Next Rule
Action Not Mt ched= Check Next Rul e

Press ENTER to Confirmor ESC to Cancel :
Saving to ROM Pl ease wait...
Prot ocol and device rul e cannot be active together

To separate the device and protocol filter categories; two new menus, Menu 11.5 and Menu 13.1, have been
added, as well as some changes made to the Menu 3.1, Menu 11.1, and Menu 13. The new fields are shown
below.

Menu 3.1:

Menu 3.1 - Ceneral Ethernet Setup

I nput Filter Sets:
protocol filters=
device filters=
Qutput Filter Sets:
protocol filters=
device filters=

Menu 11.1:



Menu 11.1 - Renpte Node Profile

Rem Node Nane= LAN Route= | P
Active= Yes Bri dge= No
Encapsul ati on= PPP Edit PPP Options=
No

| ncom ng: Rem | P Addr= ?
Rem Logi n= t est Edit | P/1PX

Bri dge= No

Rem Passwor d= ******x*

Qut goi ng: Session Opti ons:
My Logi n= testt Edit Filter
Sets= Yes

My Password= *****
Aut hen= CHAP/ PAP

Press ENTER to Confirmor ESC to Cancel :

Menu 11.5:

Menu 11.5 - Renpte Node Filter

I nput Filter Sets:
protocol filters=
device filters=
Qutput Filter Sets:
protocol filters=
device filters=

SMT will also prevent you from entering a protocol filter set configured in Menu 21 to the devicefilters
fieldin Menu 3.1, 11.5, or entering a device filter set to the protocol filtersfield. Even though SMT will
prevent the inconsistency from being entered in ZyNQOS, it is unable to resolve the intermixing problems
existing in the filter sets that were configured before. Instead, when ZyNOS trandlates the old configuration
into the new format, it will verify the filter rules and log the inconsistencies. Please check the system log
(Menu 24.3.1) before putting your device into use.



In order to avoid operational problemslater, the P-334WT will disableitsrouting/bridging functionsif
thereisan inconsistency among itsfilter rules.
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Filter Example

A filter for blocking the web service

. Configuration
Before configuring afilter, you need to know the following information:

1. The outbound packet type (protocol & port number)
2. The source | P address

Generally, the outbound packets for Web service could be as following:

a. HTTP packet, TCP (06) protocol with port number 80
b. DNS packet, TCP (06) protocol with port number 53 or
c. DNS packet, UDP (17) protocol with port number 53

For all workstation on the LAN, the source IP address will be 0.0.0.0. Otherwise, you have to enter an IP
Address for the workstation you want to block. See the procedure for configuring this filter below.

o Create afilter setin Menu 21, eg., set 1

o Create threefilter rulesin Menu 21.1.1, Menu 21.1.2, Menu 21.1.3
= Rule 1- block the HTTP packet, TCP (06) protocol with port number 80
= Rule 2- block the DNS packet, TCP (06) protocol with port number 53
= Rule 3- block the DNS packet, UDP (17) protocol with port number 53

o Apply thefilter setin menu 4

1. Create afilter set in Menu 21



Menu 21 - Filter Set Configuration
Filter Filter
Set # Comment s Set # Comment s
1 Web Request 7
2 8
3 9
4 10
5 11
6 12
Enter Filter Set Nunmber to Configure= 1
Edit Comment s=
Press ENTER to Confirmor ESC to Cancel :

2. Rule onefor (a). http packet, TCP(06)/Port number 80

Menu 21.1.1 -

Filter #: 1,1
Filter Type= TCP/IP Filter

TCP/IP Filter

Rul e

Active= Yes
| P Protocol =
Desti nati on:

Sour ce:

TCP Est ab= No
More= No

Rul e
6 | P Source Route= No
| P Addr= 0.0.0.0
| P Mask= 0.0.0.0
Port #= 80
Port # Conp= Equal
| P Addr= 0.0.0.0
| P Mask= 0.0.0.0
Port #=
Port # Conp= None

Log= None




Action Matched= Drop
Action Not Mt ched= Check Next Rul e

Press ENTER to Confirmor ESC to Cancel :

3.Rule 2 for (b).DNS request, TCP(06)/Port number 53

Menu 21.1.2 - TCP/IP Filter Rule

Filter #: 1,2
Filter Type= TCP/IP Filter Rule
Active= Yes
| P Protocol = 6 | P Source Route= No
Destination: |IP Addr= 0.0.0.0
| P Mask= 0.0.0.0
Port #= 53
Port # Conp= Equal
Source: |IP Addr= 0.0.0.0
| P Mask= 0.0.0.0
Port #=
Port # Conp= None
TCP Estab= No
More= No Log= None
Acti on Matched= Drop
Action Not Matched= Check Next Rul e

Press ENTER to Confirmor ESC to Cancel :

4. Rule 3 for (c). DNS packet UDP(17)/Port number 53



Menu 21.1.2 - TCP/IP Filter Rule

Filter #: 1,2
Filter Type= TCP/IP Filter Rule
Active= Yes
| P Protocol = 17 | P Source Route= No
Destination: |IP Addr= 0.0.0.0
|P Mask= 0.0.0.0
Port #= 53
Port # Conp= Equal
Source: |IP Addr= 0.0.0.0
| P Mask= 0.0.0.0
Port #=
Port # Conp= None
TCP Est ab= No
More= No Log= None
Action Matched= Drop
Action Not Matched= Forward

Press ENTER to Confirmor ESC to Cancel :

5. After the three rules are completed, you will see the rule summary in Menu 21.

Menu 21.1 - Filter Rules Summary

# A Type Filter Rules Mmn
1 YIP Pr=6, SA=0.0.0.0, DA=0.0.0.0, DP=80 N DN
2 YIP Pr=6, SA=0.0.0.0, DA=0.0.0.0, DP=53 N DN
3YIP Pr=17, SA=0.0.0.0, DA=0.0.0.0,DP=53 NDF

6. Apply thefilter set in the 'Output Protocol Filter Set' of menu 11.5 for activating it.



Menu 11.5 - Renote Node Filter

I nput Filter Sets:
protocol filters=
device filters=
Qutput Filter Sets:
protocol filters=
device filters=

Call Filter Sets:
protocol filters=
device filters=

Press ENTER to Confirmor ESC to Cancel :




Filter Example

A filter for blocking the FTP connections from WAN

. Introduction

The P-334WT supports the firmware and configuration files upload using FTP connections via LAN and
WAN. So, it is possible that anyone can make a FTP connection over the Internet to your P-334WT. To
prevent outside users from connecting to your P-334WT via FTP, you can configure afilter to block
FTP connections from WAN.

. Beforeyou begin
Before configuring afilter, you need to know the following information:

1. Theinbound packet type (protocol & port number): Inthiscase, itis TCP(06) protocol with
port 20 or 21.

2. ThesourcelP address. In this case, we block all connections from outside so the source IPis
0.0.0.0.

3. Thedestination IP address. Itisthe P-334WT's IP address, but it is not available in SUA case
since most WAN IP address is dynamically assigned by the ISP. So, we can only enter 0.0.0.0 as
the destination I P in the filter rule. Once 0.0.0.0 is set as the destination IP, no FTP connections
are alowed to reach the P-334WT nor the FTP server on the LAN. For the LAN-to-LAN
connection, you enter the P-334WT's LAN IP as the destination IP in the filter rule. After the
FTP filter is applied to the remote node, it only blocks the FTP connection to the P-334WT but
still permits the FTP connection to the local FTP server.

. Configuration

o Create afilter setin Menu 21, e.g., set 4
o Create two filter rulesin Menu 21.4.1 and Menu 21.4.2
= Rule 1- block the inbound FTP packet, TCP (06) protocol with port number 20
= Rule 2- block the inbound FTP packet, TCP (06) protocol with port number 21
o Apply thefilter set in remote node, Menu 11

. Create afilter set in Menu 21



Menu 21 - Filter Set Configuration

Filter Filter
Set # Comment s Set # Comment s
_""";L"""I_\I_e;BICB_V\AN 7
2 Net Bl OS_LAN 8
3 Tel net _WAN 9
4 FTP_WAN 10
) 11
6 12

Enter Filter Set Nunber to Configure= 4
Edit Comments= FTP WAN

Press ENTER to Confirmor ESC to Cancel :

. Rule 1- block the inbound FTP packet, TCP (06) protocol with port number 20

Menu 21.4.1 - TCP/IP Filter Rule

Filter #: 4,1
Filter Type= TCP/IP Filter Rule
Active= Yes
| P Protocol = 6 | P Source Route= No
Destination: |IP Addr= 0.0.0.0
| P Mask= 0.0.0.0
Port #= 20
Port # Conp= Equal
Source: |IP Addr= 0.0.0.0




| P Mask= 0.0.0.0
Port #=
Port # Conp= None
TCP Estab= No
More= No Log= None
Acti on Matched= Drop
Action Not Matched= Check Next Rul e

Press ENTER to Confirmor ESC to Cancel :

« Rule 2- block the inbound FTP packet, TCP (06) protocol with port number 21

Menu 21.4.2 - TCP/IP Filter Rule

Filter #: 4,2
Filter Type= TCP/IP Filter Rule
Active= Yes
| P Protocol = 6 | P Source Route= No
Destination: |IP Addr= 0.0.0.0
| P Mask= 0.0.0.0
Port #= 21
Port # Conp= Equal
Source: |IP Addr= 0.0.0.0
| P Mask= 0.0.0.0
Port #=
Port # Conp= None
TCP Estab= No
More= No Log= None
Acti on Matched= Drop
Action Not Matched= Forward

Press ENTER to Confirmor ESC to Cancel :

. When two rules are completed, you can see the rule summary in Menu 21.1



Menu 21.4 - Filter Rules Sunmmary

# A Type Filter Rules Mmn
Y | P Pr=6, SA=0.0.0.0, DA=0.0.0.0, DP=20 N DN
| P Pr=6, SA=0.0.0.0, DA=0.0.0.0, DP=21 NDF

OO RrWNE !
2222 <

. Choose the remote node number where you want to block the inbound FTP connections and
apply thefilter set in menu 11.5 by selecting the 'Edit Filter Sets to'Yes.

« Put thefilter set number '4' to the "I nput Protocol Filter Set' in menu 11.5 for activating the
FTP_WAN filter.

Menu 11.5 - Renote Node Filter

I nput Filter Sets:
protocol filters= 4
device filters=
Qutput Filter Sets:
protocol filters=
device filters=

All contents copyright © 2004 ZyX EL Communications Corporation.



Filter Example

A filter for blocking a specific client

Configuration

1. Create afilter setin Menu 21, e.g., set 1

Menu 21 - Filter Set Configuration

Filter Filter
Set # Conmment s Set # Conmment s

Bl ock a client

Enter Filter Set Nunmber to Configure= 0
Edit Comment s=

Press ENTER to Confirmor ESC to Cancel :

2. Onerulefor blocking al packets from this client



Menu 21.1.1 - TCP/IP Filter Rule

Filter #: 1,1
Filter Type= TCP/IP Filter Rule
Active= Yes
| P Protocol= 0 | P Source Route= No
Destination: |IP Addr= 0.0.0.0
| P Mask= 0.0.0.0
Port #=
Port # Conp= None
Source: | P Addr= 192.168.1.5
| P Mask= 255. 255. 255. 255
Port #=
Port # Conp= None
TCP Estab= N A
More= No Log= None
Action Matched= Drop
Action Not Matched= Forward

Press ENTER to Confirmor ESC to Cancel :

Key Settings:

Source IP addr................ Enter theclient IPin thisfield

IPMasK......ccccovrerriennnenn, here the IP mask is used to mask the bits of the IP address given in the ' Sour ce
I|P Addr="field, for one workstation it is 255.255.255.255.

Action Matched................ Set to 'Drop' to drop all the packets from this client

Action Not Matched......... Set to 'Forward' to allow the packets from other clients

3. Apply the filter set number '1' in the 'Output Protocol Filter Set' field of SMT menu 11.5 for
activating it.



Menu 11.5 - Renote Node Filter

I nput Filter Sets:
protocol filters=
device filters=
Qutput Filter Sets:
protocol filters=
device filters=

Call Filter Sets:
protocol filters=
device filters=

Press ENTER to Confirmor ESC to Cancel :

After thisfilter set is applied to thisfield, the client (192.168.1.5) will not be allowed to access
the Internet.

All contents copyright © 2004 ZyX EL Communications Corporation.



Filter Example

A filter for blocking a specific MAC address

This configuration example shows you how to use a Generic Filter to block a specific MAC address of
the LAN.

Before you Begin

Before you configure the filter, you need to know the MAC address of the client first. The MAC address
can be provided by the NICs. If thereisthe LAN packet passing through the P-334WT you can identify
the uninteresting MAC address from the P-334WT's LAN packet trace. Please have alook at the
following example to know the trace of the LAN packets.

ras> sys trcp channel enetO bot hway
ras> sys trcp sw on

Now a client on the LANis trying to ping P-334W.......

ras> sys trcp sw off
ras> sys trcp disp

TIME: 37¢c060 enet0-RECV |len:74 call=0
0000: [0O0 a0 c5 01 23 45] [00 80 c8 4c ea 63] 08 00 45 00
0010: 00 3c eb Oc 00 00 20 01 e3 ea ca 84 9b 5d ca 84
0020: 9b 63 08 00 45 5¢c 03 00 05 00 61 62 63 64 65 66
0030: 67 68 69 6a 6b 6C 6d 66 6f 70 71 72 73 74 75 76
0040: 77 61 62 63 64 65 66 67 68 69

TIME: 37¢c060 e€enetO-XMT len:74 call=0
0000: [0OO 80 c8 4c ea 63] [00 a0 c5 01 23 45] 08 00 45 00
0010: 00 3c 00 07 00 OO0 fe 01 fO ef ca 84 9b 63 ca 84
0020: 9b 5d 00 00 4d 5¢c 03 00 05 00 61 62 63 64 65 66
0030: 67 68 69 6a 6b 6C 6d 6 6f 70 71 72 73 74 75 76
0040: 77 61 62 63 64 65 66 67 68 69




The detailed format of the Ethernet Version Il:

+ Et hernet Version ||

- Address: 00-80-C8-4C-EA-63 (Source MAC) ----> 00-A0-C5-23-45
(Destination MAC)
- Ethernet |l Protocol Type: |IP

+ I nternet Protocol

- Version (MsSB 4 bits): 4

- Header length (LSB 4 bits): 5

- Service type: Precd=Routine, Delay=Normal, Thrput=Normal,
Rel i =Nor mal

- Total length: 60 (Cctets)

- Fragnent ID. 60172

- Flags: May be fragnented, Last fragnent, O fset=0 (0x00)

- Tinme to live: 32 seconds/hops

- | P protocol type: |ICW (0x01)

- Checksum OxE3EA

- | P address 202.132.155.93 (Source |IP address) ---->
202.132. 155. 99(Desti nation | P address)
- No option

+ Internet Control Message Protocol
- Type: 8 - Echo Request
- Code: O
- Checksum 0x455C
- ldentifier: 768
- Sequence Nunber: 1280
- Optional Data: (32 bytes)

Configurations

From the above first trace, we know aclient istrying to ping request the P-334WT router. And from the
second trace, we know the P-334WT router will send areply to the client accordingly. The following
sample filter will utilize the '‘Generic Filter Rule' to block the MAC address [00 80 ¢8 4c ea 63].

1. First, from the incoming LAN packet we know the uninteresting source MAC address starts at the 7th
Octet



TIME: 37c060 enet0-RECV |en:74 call =0
0000: [00 80 c8 4c ea 63] 08 00 45 00
0010: 00 3c eb Oc 00 00 20 01 e3 ea ca 84 9b 5d ca 84
0020: 9b 63 08 00 45 5¢ 03 00 05 00 61 62 63 64 65 66
0030: 67 68 69 6a 6b 6C 6d 66 6f 70 71 72 73 74 75 76
0040: 77 61 62 63 64 65 66 67 68 69

2. We are now ready to configure the 'Generic Filter Rule' as below.

Menu 21.1.1 - CGeneric Filter Rule

Filter #: 1,1

Filter Type= Ceneric Filter Rule
Active= Yes

Ofset= 6

Lengt h= 6

Mask= ffffffffffff

Val ue= 0080c84ceab3

Vore= No Log= None
Action Matched= Drop

Action Not Matched= Forward

Key Settings:

. Generic Filter Ruls
Set the 'Filter Type' to 'Generic Filter Rule

. Active
Turn'Active' to'Yes

. Offset (in bytes)
Set to '6' since the source MAC address starts at 7th octets we need to skip the first octets of the
destination MAC address.

. Length (in bytes)
Set to '6' since MAC address has 6 octets.

. Mask (in hexadecimal)
Specify the value that the P-334WT will logically qualify (logical AND) the data in the packet.
Since the Length is set to 6 octets the Mask for it should be 12 hexadecimal numbers. In this



case, we intent to set to 'ffffffffffff' to mask the incoming source MAC address, [00 80 c8 4c ea
63].

. Value (in hexadecimal)
Specify the MAC address [00 80 c8 4c ea 63] that the P-334WT should use to compare with the
masked packet. If the result from the masked packet matches the 'Value', then the packet is
considered matched.

. Action Matched=
Enter the action you want if the masked packet matches the 'Value'. In this case, we will drop it.

. Action Not Matched=
Enter the action you want if the masked packet does not match the 'Valu€'. In this case, we will
forward it. If you want to configure more rules please select 'Check Next Rul€e' to start
configuring the next new rule. However, please note that the 'Filter Type' must be also 'Generic
Filter Rule' but not others. Because the Generic and TCPIP (1PX) filter rules must be in different
filter sets.

Menu 21.1.2 - CGeneric Filter Rule

Filter #: 1,2

Filter Type= CGeneric Filter Rule
Active= Yes

Ofset= 6

Lengt h= 6

Mask= ffffffffffff

Val ue= 0080c810234a

More= No Log= None
Action Matched= Drop

Action Not Matched= Forward

Y ou can now apply it to the'General Ethernet Setup' in Menu 3.1. Please note that the 'Generic
Filter' can only be applied to the 'Device Filter' but not the 'Protocol Filter' that isused for
configuring the TCPIP and IPX filters.



Menu 3.1 - General Ethernet Setup

Input Filter Sets:
protocol filters=
device filters=1
Qutput Filter Sets:
protocol filters=
device filters=
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Filter Example

A filter for blocking the NetBIOS packets

. Introduction

The NETBIOS protocol is used to share a Microsoft comupter of aworkgroup. For the security concern,
the NetB1OS connection to a outside host is blocked by P-334WT router as factory defaults. Users can
remove the filter sets applied to menu 3.1 and menu 4.1 for activating the NetBlOS services. The details
of the filter settings are described as follows.

. Configuration

The packets need to be blocked are as follows. Please configure two filter setswith 4 and 2 rules
respectively based on the following packetsin SMT menu 21.

Filter Set 1:

Rule 1-Destination port number 137 with protocol number 6 (TCP)
Rule 2-Destination port number 137 with protocol number 17 (UDP)
Rule 3-Destination port number 138 with protocol number 6 (TCP)
Rule 4-Destination port number 138 with protocol number 17 (UDP)
Rule 5-Destination port number 139 with protocol number 6 (TCP)
Rule 6-Destination port number 139 with protocol number 17 (UDP)

O O O O O O

Filter Set 2:

o Rule 1-Source port number 137, Destination port number 53 with protocol number 6
(TCP)

o Rule 2-Source port number 137, Destination port number 53 with protocol number 17
(UDP)

Before starting to set the filter rules, please enter aname for each filter set in the 'Comments field first.



Menu 21 - Filter Set Configuration

Filter Filter
Set # Comment s Set # Comment s
1 Net Bl OS_WAN 7
2 Net Bl OS_LAN 8
3 9
4 10
5 11
6 12

Enter Filter Set Nunmber to Configure= 1
Edit Conmment s=
Press ENTER to Confirm or ESC to Cancel:

Configure the first filter set 'NetBIOS WAN' by selecting the Filter Set number 1.

. Rule 1-Destination port number 137 with protocol number 6 (TCP)

Menu 21.1.1 - TCP/IP Filter Rule

Filter #: 1,1
Filter Type= TCP/IP Filter Rule
Active= Yes
| P Protocol = 6 | P Source Route= No
Destination: |IP Addr= 0.0.0.0

| P Mask= 0.0.0.0

Port #= 137

Port # Conp= Equal

Source: |IP Addr= 0.0.0.0

| P Mask= 0.0.0.0

Port #= 0

Port # Conp= None
TCP Estab= No
More= No Log= None
Action Matched= Drop
Action Not Mtched= Check Next Rule




Press ENTER to Confirmor ESC to Cancel :

« Rule 2-Destination port number 137 with protocol number 17 (UDP)

Menu 21.1.2 - TCP/IP Filter Rule

Filter #: 1,2
Filter Type= TCP/IP Filter Rule
Active= Yes
| P Protocol = 17 | P Source Route= No
Destination: |IP Addr= 0.0.0.0
| P Mask= 0.0.0.0
Port #= 137
Port # Conp= Equal
Source: |IP Addr= 0.0.0.0
| P Mask= 0.0.0.0
Port #= 0
Port # Conp= None
TCP Estab= N A
More= No Log= None
Acti on Matched= Drop
Action Not Matched= Check Next Rul e

Press ENTER to Confirmor ESC to Cancel :

. Rule 3-Destination port number 138 with protocol number 6 (TCP)



Menu 21.1.3 - TCP/IP Filter Rule

Filter #: 1,3
Filter Type= TCP/IP Filter Rule
Active= Yes
| P Protocol = 6 | P Source Route= No
Destination: |IP Addr= 0.0.0.0

| P Mask= 0.0.0.0

Port #= 138

Port # Conp= Equal

Source: |IP Addr= 0.0.0.0

| P Mask= 0.0.0.0

Port #= 0

Port # Conp= None
TCP Estab= No
More= No Log= None
Action Matched= Drop
Action Not Matched= Check Next Rul e

Press ENTER to Confirmor ESC to Cancel :

« Rule 4-Destination port number 138 with protocol number 17 (UDP)

Menu 21.1.4 - TCP/IP Filter Rule

Filter #: 1,4
Filter Type= TCP/IP Filter Rule
Active= Yes
| P Protocol = 17 | P Source Route= No
Destination: |IP Addr= 0.0.0.0
| P Mask= 0.0.0.0
Port #= 138
Port # Conp= Equal
Source: |IP Addr= 0.0.0.0
| P Mask= 0.0.0.0
Port #= 0




Port # Conp= None
TCP Estab= N A
More= No Log= None
Action Matched= Drop
Action Not Matched= Check Next Rule

Press ENTER to Confirmor ESC to Cancel :

« Rule 5-Destination port number 139 with protocol number 6 (TCP)

Menu 21.1.5 - TCP/IP Filter Rule

Filter #: 1,5
Filter Type= TCP/IP Filter Rule
Active= Yes
| P Protocol = 6 | P Source Route= No
Destination: |IP Addr= 0.0.0.0

| P Mask= 0.0.0.0

Port #= 139

Port # Conp= Equal

Source: |IP Addr= 0.0.0.0

| P Mbsk= 0.0.0.0

Port #= 0

Port # Conp= None
TCP Estab= No
More= No Log= None
Action Matched= Drop
Action Not Matched= Check Next Rul e

Press ENTER to Confirmor ESC to Cancel :

. Rule 6-Destination port number 139 with protocol number 17 (UDP)



Menu 21.1.6 - TCP/IP Filter Rule

Filter #: 1,6

Filter Type= TCP/IP Filter
Active= Yes

| P Protocol = 17 | P Source Route= No

Destination: IP Addr= 0.0.0.0
| P Mask= 0.0.0.0

Rul e

Port #= 139
Port # Conp= Equal
Source: |IP Addr= 0.0.0.0
| P Mask= 0.0.0.0
Port #= 0
Port # Conp= None
TCP Estab= N A
More= No Log= None

Action Matched= Drop
Action Not Mt ched= Forward

Press ENTER to Confirm or

ESC to Cancel :

. After thefirst filter set isfinished, you will get the complete rules summary as below.

Menu 21.2 - Filter Rules Summary

Filter Rules M m
Pr=6, SA=0.0.0.0, DA=0.0.0.0, DP=137 N D
Pr=17, SA=0.0.0.0, DA=0.0.0.0, DP=137 N D
Pr =6, 0.0.0.0, DA=0.0.0.0, DP=138 N D
Pr=17, SA=0.0.0.0, DA=0.0.0.0, DP=138 N D
Pr=6, SA=0.0.0.0, DA=0.0.0.0, DP=139 N D
Pr=17, 0.0.0.0, DA=0.0.0.0, DP=139 N D

5
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. Apply thefirst filter set 'NetBIOS WAN' to the 'Output Protocol Filter' in menu 11.5 for
activating it.

Menu 11.5 - Renote Node Filter

| nput Filter Sets:
protocol filters=
device filters=
Qutput Filter Sets:
protocol filters=
device filters=
Call Filter Sets:
protocol filters=
device filters=

Press ENTER to Confirmor ESC to Cancel :

Configure the second filter set 'NetBIOS LAN' by selecting the Filter Set number 2.

« Rule 1-Source port number 137, Destination port number 53 with protocol number 6 (TCP)

Menu 21.2.1 - TCP/IP Filter Rule

Filter #: 2,1
Filter Type= TCP/IP Filter Rule
Active= Yes
| P Protocol = 6 | P Source Route= No
Destination: |IP Addr= 0.0.0.0
| P Mbsk= 0.0.0.0
Port #= 53
Port # Conp= Equal
Source: |IP Addr= 0.0.0.0
| P Mask= 0.0.0.0
Port #= 137
Port # Conp= Equal




TCP Est ab= No

More= No Log= None

Acti on Matched= Drop

Action Not Matched= Check Next Rule

Press ENTER to Confirmor ESC to Cancel :

« Rule 2-Source port number 137, Destination port number 53 with protocol number 17 (UDP)

Menu 21.2.2 - TCP/IP Filter Rule

Filter #: 2,2
Filter Type= TCP/IP Filter Rule
Active= Yes
| P Protocol = 17 | P Source Route= No
Destination: |IP Addr= 0.0.0.0
| P Mask= 0.0.0.0
Port #= 53
Port # Conp= Equal
Source: |IP Addr= 0.0.0.0
| P Mask= 0.0.0.0
Port #= 137
Port # Conp= Equal
TCP Estab= N A
More= No Log= None
Acti on Matched= Drop
Action Not Matched= Forward

Press ENTER to Confirmor ESC to Cancel :

. After thefirst filter set isfinished, you will get the complete rules summary as below.



Menu 21.2 - Filter Rules Summary

# A Type Filter Rules Mmn

1 YIP Pr=6, SA=0.0.0.0, SP=137, DA=0.0.0.0, DP=53 N DN
2YIP Pr=17, SA=0.0.0.0, SP=137, DA=0.0.0.0, DP=53 NDF

. Apply thefilter set 'NetBIOS LAN' inthe'Input protocol filters=" in the Menu 3 for blocking
the packets from LAN

Menu 3.1 - General Ethernet Setup

| nput Filter Sets:
protocol filters= 2
device filters=
Qutput Filter Sets:
protocol filters=
device filters=
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Setting Up the Syslog

. Prestige Setup
« UNIX Setup

The Prestige is able to send four types of system log to a Syslog deamon such as Unix Syslogd.

. Prestige Setup

Menu 24.3.2 - System Mai ntenance - Sysl og Loggi ng

Sysl og:

Active= Yes

Sysl og Server | P Address= 192.168.1. 34
Log Facility= Local 1

Configuration:

1. Active, use the space bar to turn on the syslog option.
2. Syslog I P Address, enter the IP address of the UNIX server that you wish to send the syslog.

« UNIX Setup
1. Make sure that your syslogd is started with -r argument.

-r, this option will enable the facility to receive message from the network using an Internet domain
socket with the syslog services. The default setting is not enabled.



2. Edit the file /etc/syslog.conf by adding the following line at the end of the /etc/syslog.conf file.
| ocal 1. * /var/ |l og/zyxel .|l og
Where /var/log/zyxel.log is the full path of the log file.

3. Restart syslogd.

All contents copyright (c) 2004 ZyX EL Communications Corporation.



Network Management Using SNMP

1. SNMP Overview

The Smple Network Management Protocol (SNMP) is an applications-layer protocol used to exchange
the management information between network devices (e.g., routers). By using SNMP, network
administrators can more easily manage network performance, find and solve network problems. The
SNMP isamember of the TCP/IP protocol suite, it uses the UDP to exchange messages between a
management Client and an Agent, residing in a network node.

There are two versions of SNMP: Version 1 and Version 2. ZyXEL supports SNMPv2. Most of the
changesintroduced in Version 2 increase SNMP's security capabilities. SNMP encompasses three main
areas.

1. A small set of management operations.
2. Definitions of management variables.
3. Data representation.

The operations alowed are: Get, GetNext, Set, and Trap. These functions operates on variables that
exist in network nodes. Examples of variables include statistic counters, node port status, and so on. All
of the SNMP management functions are carried out through these simple operations. No action
operations are available, but these can be simulated by the setting of flag variables. For example, to reset
anode, a counter variable named 'time to reset' could be set to a value, causing the node to reset after the
time had elapsed.

SNMP variables are defined using the OSI Abstract Syntax Notation One (ASN.1). ASN.1 specifies how
avariableis encoded in atransmitted dataframe; it is very powerful because the encoded datais self-
defining. For example, the encoding of atext string includes an indication that the data unit is a string,
along with its length and value. ASN.1 is aflexible way of defining protocols, especially for network
management protocols where nodes may support different sets of manageable variables.

The net of variables that each node supportsis called the Management | nformation Base (MIB). The
MIB is made up of several parts, including the Standard M1B, specified as part of SNMP, and Enterprise
Specific MIB, which are defined by different manufacturer for hardware specific management.

The current Internet-standard MI1B, MIB-II, is defined in RFC 1213 and contains 171 objects. These
objects are grouped by protocol (including TCP, 1P, UDP, SNMP, and other categories, including
'system’ and 'interface.’



The Internet Management Model is as shown in figure 1. Interactions between the NM S and managed
devices can be any of four different types of commands:

1. Reads

Read is used to monitor the managed devices, NM Ss read variables that are maintained by the
devices.

2. Writes

Write is used to control the managed devices, NM Ss write variables that are stored in the
managed devices.

3. Traversal operations

NM Ss use these operations to determine which variables a managed device supports and to
sequentially gather information from variable tables (such as | P routing table) in managed
devices.

4. Traps

The managed devices to asynchronously report certain events to NM Ss use trap.



zer
Irterface
[
MIS
Application
] e
F F Y
Aoerd Agerd Azert
LIE LIE MIE
—_— —_— —
Ilataged Ilataged Ilanaged
desrice desrice desrice
Figure 1: SNMP Management Model

2. ZyXEL SNMP I mplementation

ZyXEL currently includes SNMP support in some Prestige routers. It isimplemented based on the
SNMPv1, so it will be able to communicate with SNMPv1 NM Ss. Further, users can also add ZyXEL's
private MIB in the NMS to monitor and control additional system variables. The ZyXEL's private MIB
treeis shown in figure 3. For SNMPv2 operation, ZyX EL permits one community string so that the
router can belong to only one community and allows trap messages to be sent to only one NMS
manager.

Some traps are sent to the SNM P manager when anyone of the following events happens:

1. coldStart (defined in RFC-1215) :



If the machine coldstarts, the trap will be sent after booting.

. warmStart (defined in RFC-1215) :

If the machine warmstarts, the trap will be sent after booting.

. linkDown (defined in RFC-1215) :

If any link of IDSL or WAN is down, the trap will be sent with the port number . The port
number isitsinterface index under the interface group.

. linkUp (defined in RFC-1215) :

If any link of IDSL or WAN is up, the trap will be sent with the port number . The port number is
its interface index under the interface group.

. authenticationFailure (defined in RFC-1215) :

When receiving any SNMP get or set requirement with wrong community, thistrap is sent
to the manager.

. whyReboot (defined in ZY XEL-MIB) :

When the system is going to restart (warmstart), the trap will be sent with the reason of
restart before rebooting.

(i) For intentional reboot :

In some cases (download new files, CI command "sys reboot”, ...), reboot is done
intentionally. And traps with the message " System reboot by user " will be sent.

(i) For fatal error :

System has to reboot for some fatal errors. And traps with the message of the fatal code
will be sent.
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3. Configure the Prestige for SNMP

NR S

The SNMP related settings in Prestige are configured in menu 22, SNMP Configuration. The following
steps describe a simple setup procedure for configuring all SNMP settings.



Menu 22 - SNWP Configuration

SNIVP:
Get Conmmuni ty= public
Set Communi ty= public
Trusted Host= 192.168. 1. 33
Tr ap:
Communi ty= public
Destination= 192. 168. 1. 33

Press ENTER to Confirmor ESC to Cancel :

Key Settings:

Option

Descriptions

Get Community

Enter the correct Get Community. This Get Community must match the 'Get-' and
'‘GetNext' community requested from the NMS. The default is'public'.

Set Community

Enter the correct Set Community. This Set Community must match the 'Set-
community requested from the NMS. The default is‘public'.

Enter the IP address of the NMS. The Prestige will only respond to SNM P messages

Trusted Host coming from this IP address. If 0.0.0.0 isentered, the Prestige will respond to all
NM S managers.

Trap Enter the community name in each sent trap to the NMS. This Trap Community

Community must match what the NM S is expecting. The default is 'public'.

Trap Enter the IP address of the NM S that you wish to send the trapsto. If 0.0.0.0is

Destination entered, the Prestige will not send trap any NM S manager .
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Using the Dynamic DNS (DDNS)

. What isDDNS?

The DDNS service, an |P Registry provides a public central database where information such as email
addresses, hostnames, | Ps etc. can be stored and retrieved. This solves the problems if your DNS server
uses an | P associated with dynamic I Ps.

Without DDNS, we aways tell the users to use the WAN [P of the Prestige to access the internal server.
It isinconvenient for the usersif this P isdynamic. With DDNS supported by the Prestige, you apply a
DNS name (e.g., www.zyxel.com.tw) for your server (e.g., Web server) from a DDNS server. The
outside users can always access the web server using the www.zyxel.com.tw regardiess of the WAN [P
of the Prestige.

When the ISP assigns the Prestige a new IP, the Prestige must inform the DDNS server the change of
this | P so that the server can update its |P-to-DNS entry. Once the IP-to-DNS table in the DDNS server
IS updated, the DNS name for your web server (i.e., www.zyxel.com.tw) is still usable.

The DDNS server stores password-protected email addresses with |Ps and hostnames and accepts
gueries based on email addresses. So, there must be an email entry in the Prestige menu 1.

The DDNS servers the Prestige supports currently is WWW.DY NDNS.ORG where you apply the DNS
from and update the WAN I[P to.

« Setup the DDNS

1. Before configuring the DDNS settings in the Prestige, you must register an account from the
DDNS server such as WWW.DY NDNS.ORG first. After the registration, you have a hostname
for your internal server and a password using to update the | P to the DDNS server.

2. Toggle'Configure Dynamic DNS optionto'Yes and press ENTER for configuring the settings
of the DDNSin menu 1.1.



http://www.dyndns.org/
http://www.ddns.org/

Menu 1 - General Setup

Syst em Nane= P- 334WI
Donmai n Nane=

First System DNS Server= From | SP
| P Address= N A

Second System DNS Server= From | SP
| P Address= N A

Third System DNS Server= From | SP
| P Address= N A

Edit Dynam c DNS= Yes

Menu 1.1 - Configure Dynam c DNS

Servi ce Provider= WWV DynDNS. ORG
Active= Yes

Host Nane 1=

Host Nane 2=

Host Nane 3=

User nane=

PaSSV\DrdZ *kkk*kkk*k %k

Enabl e Wl dcard Opti on= No
Enable Of Line Option= NA

| P Address Update Policy:

DDNS Server Auto Detect |P Address=

Use Specified | P Address= No
Use | P Address= NV A

Key Settings for using DDNS function:

Option

Description




Service Provider

Enter the DDNS server in thisfield. Currently, we support WWW.DY NDNS.
ORG.

Active Toggleto'Yes.

Host Enter the hostname you subscribe from the above DDNS server. For example,
zyxel.com.tw.

User Enter the user name that

Password Enter the password that the DDNS server gives to you.

Enable Wildcard

Enter the hostname for the wildcard function that the WWW.DY NDNS.ORG

supports. Note that Wildcard option is available only when the provider is
WWW.DYNDNS.ORG.

All contents copyright © 2004 ZyXEL Communications Corporation.
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Using IP Alias

. WhatisIPAlias?

In atypical environment, aLAN router is required to connect two local networks. The Prestige supports to
connect three local networksto the ISP or aremote node, we call thisfunction as'IP Alias'. In this case,
an internal router is not required. For example, the network manager can divide the local network into
three networks and connect them to the Internet using Prestige's single user account. See the figure below.

LANL: 192.168.1.0/24

LANZ: 192.168.2.0/24

ISP

LAN3: 192.168.3.0/24

The Prestige's 1P Alias connects three local networks to the Internet

The Prestige supports three virtual LAN interfaces viaits single physical Ethernet interface. The first
network can be configured in menu 3.2 as usual. The second and third networks that we call 'IP Alias 1'
and 'IP Alias 2' can be configured in menu 3.2.1-IP Alias Setup.

There arethreeinternal virtual LAN interfaces for the Prestigeto route the packets from/to the three
networks correctly. They are enifO for the major network, enif0:0 for the IP alias 1 and enif0:1 for the IP
alias 2. Therefore, three routes are created in the Prestige as shown below when the three networks are
configured. If the Prestige's DHCP is also enabled, the IP pool for the clients can be any of the three
networks.
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ras> ip ro st

Dest FF Len Interface Gateway Metric stat Tiner
Use

192.168. 3.0 00 24 enif0:1 192.168. 3.1 1 041b O 0
192.168.2.0 00 24 enif0:0 192.168.2. 1 1 041b O 0
192.168.1.0 00 24 enifO 192.168.1.1 1 041b O 0
ras>

Two new protocol filter interfacesin menu 3.2.1 allow you to accept or deny LAN packets from/to the IP
alias 1 and IP alias 2 go through the Prestige. The filter set in menu 3.1 is used for main network
configured in menu 3.2.

. IPAlias Setup

1. Edit the first network in menu 3.2 by configuring the Prestige's first LAN I P address.

Menu 3.2 - TCP/IP and DHCP Et hernet Setup

DHCP= Server TCP/| P Set up:
Cient |P Pool:

Starting Address= 192.168. 1. 33 | P Address= 192.168.1.1
Size of dient |IP Pool= 32 | P Subnet Mask=

255. 255.255. 0

First DNS Server= From | SP RIP Direction= Both

| P Address= N A Version= R P-1

Second DNS Server= From | SP Mul ti cast = None

| P Address= N A Edit IP Alias= Yes

Third DNS Server= From | SP
| P Address= N A
DHCP Server Address= N A

Key Settings:

If the Prestige's DHCP server is enabled, the IP pool for the clients can be any of the

|DHCP Setup |three networks.



TCP/IP Setup

Enter thefirst LAN IP address for the Prestige. Thiswill create the first route in the
enifO interface.

Edit IP Alias

Toggleto 'Yes to enter menu 3.2.1 for setting up the second and third networks.

2. Edit the second and third networks in menu 3.2.1 by configuring the Prestige's second and third LAN 1P

addresses.
Menu 3.2.1 - |P Alias Setup
|P Alias 1= Yes
| P Address= 192.168. 2.1
| P Subnet Mask= 255. 255. 255. 0
RI P Directi on= None
Version= RIP-1
| ncom ng protocol filters=
Qut goi ng protocol filters=
| P Alias 2= Yes
| P Address= 192. 168. 3. 1
| P Subnet Mask= 255. 255. 255. 0
RI P Directi on= None
Version= RIP-1
| ncom ng protocol filters=
Qut goi ng protocol filters=
Enter here to CONFIRM or ESC to CANCEL:
Key Settings:
: Toggleto 'Yes and enter the second LAN IP address for the Prestige. Thiswill create
IPAlias1 : NS
the second route in the enif0:0 interface.
. Toggleto 'Yes and enter the third LAN IP address for the Prestige. Thiswill create the
IP Alias2 . : o
third route in the enifO: 1 interface.

All contents copyright © 1999 ZyXEL Communications Corporation.




Using FTP to Upload the Firmwar e and Configuration Files

In addition to upload the firmware and configuration file via the console port and TFTP client, you can
also upload the firmware and configuration files to the Prestige using FTP.

To use this feature, your workstation must have a FTP client software. There are two examples as shown
below.

1. Using FTP command in ter minal
2. Using FTP client software

1. Using FTP command in terminal

Use FTP client from your workstation to connect to the Prestige by entering the | P address of

Step 1 the Prestige.

Step 2 |Press'Enter' key to ignore the username, because the Prestige does not check the username.

Step 3 |Enter the SMT password as the FTP login password, the default is'1234'.

Step 4 |Enter command 'bin' to set the transfer type to binary.

Step 5 |Use'put’ command to transfer the file to the Prestige.

Note: The remote file name for the firmware is'ras and for the configuration fileis'rom-0' (rom-zero,
not capital o).

Example:

C\tenp>ftp 202. 132. 155. 97

Connected to 202.132. 155. 97.

220 FTP version 1.0 ready at Thu Jan 1 00:02:09 1970
User (202.132.155.97:(none)): <Enter>

331 Enter PASS conmand

Passwor d: ****

230 Logged in

ftp> bin

200 Type | X

ftp> put p312.bin ras

200 Port command okay

150 Opening data connection for STOR ras
226 File received K




ftp: 924512 bytes sent in 4.83Seconds 191. 41Kbyt es/ sec.

ftp>

Here, the 'p312.bin' isthelocal file and 'ras isthe remote file that will be saved in the Prestige.

The Prestige reboots automatically after the uploading is finished.

2. Using FTP client software

Rename the local firmware and configuration filesto 'ras and 'rom-0', because we can not
specify the remote file namein the FTP client software.

Use FTP client from your workstation to connect to the Prestige by entering the | P address of
the Prestige.
Step 3 |Enter the SMT password as the FTP login password. The default is'1234".

Step 1

Step 2

itep Press'OK' key to ignore the username, because the Prestige does not check the username.

Example:

1. Connect to the Prestige by entering the Prestige's IP and SMT password in the FTP software. Set the
transfer typeto 'Auto-Detect’ or 'Binary'.



Edit Host ]|

General |ﬁ'u:|~.fan|::ed|

Site Label Hoszt Tepe
ZydaL L Anto-Detect j
Host Address [nitial Remote Directony
2021325089
Uzer 1D Fassword Hemote Directon Filker

e W Local Filkering
— Login type —— — Transfer lupe Initial Local Directory
&+ Mormal & ASCI J
" Anorgmous | | O Image Lacal Directary Filter
" Double & auto-Detect

aFk. Cancel | Sl Help

2. Press'OK' to ignore the 'Username’ prompt.

Enter user name

Cancel |

3. To upload the firmware file, we transfer the local 'ras file to overwrite the remote 'ras file.
To upload the configuration file, we transfer the local 'rom-0' to overwrite the remote 'rom-0' file.



H zpwall [202.132.50.89) - CuteFTP 2.8
ETF Seszion Bookmarks Commands

Hueue “iew Diectory  Macro Window  Help

DESXNR D

G @ €D

226 File sent OK a]
STATUS:> Done. |
| Bl
Mame Sizel Date | Time | Aftr
FELS 1020902 072/01,/00 12:00 —w—w—u-
_____ 320wal RTF = rom-0 16364 07/01/00 12:.00  -riv-ra-ra-
readme.td
1 | o]
[T 4

4.The Prestige reboots automatically after the uploading is finished.
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Firmwar e/Configurations Uploading and Downloading using TFTP

. Using TFTP client software

« Using TFTP command on Windows NT

. Using TFTP command on UNIX

. Downloading Walusoft TFTP from http://www.wal usoft.co.uk

. Using TFTP client software
o Upload/download ZyNOSvia LAN

o Upload/download SMT configurationsvia L AN

Using TFTP to upload/download ZyNOSvia LAN

o TELNET to your Prestige first before running the TFTP software

o Typethe Cl command 'sys stdio O' to disable console idle timeout in Menu 24.8 and stay
in Menu 24.8

o Runthe TFTP client software

o Enter the IP address of the Prestige

o Toupload the firmware, please save the remote fileas'ras to Prestige. After the transfer
Is complete, the Prestige will program the upgraded firmware into FLASH ROM and
reboot itself.

o Todownload the firmware, please get the remote file 'ras from the Prestige.

T -TFTP32 M= E3
File  Optionz  Help
Hast [192.168.1.1 Part [69°
Tirneaut IW [T Send timeout to Server Black Size
Send | Fetch | |7| a12 '_‘I

An example:

Lacal File | zywall10.bin

Match Files [ Binary v w.i‘:};.“f.;ﬂ

Remote File I[ag

Ahark | |

Prezs F1 for Help 16:44:18



http://www.walusoft.co.uk/

The 192.168.1.1 isthe IP address of the Prestige. The local file isthe source file of the ZyNOS firmware
that is available in your hard disk. The remote file is the file name that will be saved in Prestige. Check
the port number 69 and 512-Octet blocks for TFTP. Check 'Binary' mode for file transfering.

Using TFTP to upload/download SMT configurationsvia LAN

o TELNET to your Prestige first before running the TFTP software

o Typethe Cl command 'sys stdio O' to disable console idle timeout in Menu 24.8 and stay
in Menu 24.8

o Runthe TFTP client software

o Todownload the SMT configuration, please get the remote file'rom-0' from the Prestige.

o Toupload the SMT configuration, please save the remote file as 'rom-0' in the Prestige.

*f _TFTP32 P |
File  Options Help
Host [152768.1 1 Port [63
Timeaout W [ Send timeout to Server Block Size
Send I Fetch I |7|512 "_‘I
An Example: _
Laocal File | Zywvall 0. rom
Match Files [ Binary v w.i‘:};.“f;ﬂ

Rernote File |ru::m-[1

Ahort | |

Prezz F1 for Help 16:46: 06

« The192.168.1.1isthe |P address of the Prestige.

« Thelocal fileisthe source file of your configuration file that is available in your hard disk.
« Theremotefileisthe file name that will be saved in Prestige.

« Check the port number 69 and 512-Octet blocks for TFTP.

« Check 'Binary' mode for file transfering.

Using TFTP command on Windows NT

Befor e you begin:



1. TELNET to your Prestige first before using TFTP command
2. Typethe Cl command 'sys stdio O' to disable console idle timeout in Menu 24.8 and stay in
Menu 24.8

Upload ZyNOSvia LAN

c:\tftp -i [PrestigelP] put [localfile]
ras

Download ZyNOSvia LAN

c:\tftp -i [Prestige IP] get ras
[local file]

Upload SMT configurationsvia LAN

c:\tftp -i [Prestige IP] put
[localfile] romO

Download SMT configurationsvia LAN

c:\tftp -i [Prestige IP] get romO
[local file]

. Using TFTP command on UNIX
Before you begin:

1. TELNET to your Prestige first before using TFTP command
2. Typethe Cl command 'sys stdio O' to disable console idle timeout in Menu 24.8 and stay in
Menu 24.8

Example:



[cppwu@ ael i nux cppwu] $ telnet 192.168.1.1
Trying 192.168.1.1...

Connected to 192.168.1.1.
Escape character is ""]"'.

Password; ****

Cor p.

Copyright (c) 1994 - 2004 ZyXEL Conmuni cati ons

Prestige 334WI' Mai n Menu

Getting Started

1.

Set up

2.
3.
4.

General Setup

WAN Set up
LAN Set up
I nternet Access Setup

Advanced Applications
11. Renote Node Setup
12. Static Routing Setup
15. NAT Set up

Advanced Managenent

21.

22.
23.
24.
26.
27.

99. Exit

Filter and Firewal

SNVP Confi guration
System Security
Syst em Mai nt enance
Schedul e Set up
VPN | PSec Set up

Enter Menu Sel ection Nunber: 24

Menu 24 - System
Mai nt enance

1. System St atus

2. System I nformation
and Consol e Port Speed

3. Log and Trace
4. Di agnhostic




Copyright (c) 1994 -

5. Backup

Configuration

6. Restore

Configuration
7. Firmvare Upl oad

8. Command
| nterpreter
9. Call

Mbde
Cont r ol

10. Tine and Date

Setting
11.
Set up

Ent er

ras> sys stdio O
ras> (press Crl+] to escape to Tel net pronpt)
tel net> z

[1] +

St opped

[ cppwu@ ael i nux cppwu] $ tftp

tftp>
tftp>
tftp>
tftp>
tftp>
tftp>

connect 192.168.1.1

bi nary <-
get romO [l ocal -ronj <-
get ras [l ocal-firmare] <-
put [local-rom romO <-
put [l ocal -firmvare] ras <-

Renot e Managenent

Menu Sel ecti on Number: 8

2004 ZyXEL Conmmuni cations Cor p.

tel net 192.168.1.1

change to bi nary node
downl oad confi gurations
downl oad firmvare

upl oad configurations
upl oad firnmnare
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Using Traffic Redirect

. What is Traffic Redirect ?
. How to deploy backup gateway?
. Areyou using Prestige family?

. What is Traffic Redirect ?

Traffic redirect forwards WAN traffic to a backup gateway when Prestige cannot connect to the Internet through it's normal
gateway. Thus make your backup gateway as an auxiliary backup of your WAN connection. Once Prestige detectsit's WAN
connectivity is broken, Prestige will try to forward outgoing traffic to backup gateway that users specify in traffic redirect
configuration menu.

. How to deploy backup gateway?
Y ou can deploy the backup gateway on the WAN or LAN of Prestige. However, if you would like to deploy the backup gateway on

the WAN of Prestige, please make sure that your Prestige has a static WAN |P address at first. Otherwise, we recommend you to
deploy the backup gateway on the LAN of Prestige.

Static [P
address on
| [ WAN port

— / Normal gateway
-

- Prestige

Backup gateway

Traffic Redirect on WAN port

When Prestige has adynamic | P address on it's WAN port, it may be easier to connect backup gateway to the LAN of Prestige.



Dynamic [P
address on

@ ] WAN port

@ ] Prestige  Normal gateway
Backup
gateway

Traffic Redirect on LAN port

. Traffic Redirect Setup

Configure parameters that determine when Prestige will forward WAN traffic to the backup gateway using SMT Menu 11.6-
Traffic Redirect Setup.

Menu 11.1 - Remote Node Profile

Menu 11.6 - Traffic Redirect Setup

Active= Yes

Configuration:

Backup Gateway | P Address= 192.168.1.50
Metric= 15

Check WAN | P Address= 202. 132.154.1
Fail Tol erance= 5

Peri od(sec)= 30

Ti meout (sec) = 2

Press ENTER to Confirmor ESC to Cancel :

Key Settings:

Active Press [Space BAR] and select Yes (to enable) or No (to disable) traffic redirect setup.

Backup Gateway [The|P address of your backup gateway. Prestige automatically forwards outgoing traffic to this 1P address if
IP Address Prestige's Internet connection terminates.

Metric Enter anumber from 1 to 15 to give your traffic redirect route a priority number. The smaller the number, the
higher priority the route has.

Check WAN | P Configure areliable server on Internet (for example, your 1ISP's DNS server address) for Prestige to check it's

WAN connectivity periodically. If you leave thisfield as 0.0.0.0, Prestige will check it's default gateway IP
Address :
address instead.




Fail Tolerance Specify the number of times your Prestige may attempt and fail to connect to Internet before triggering traffic
redirect connection.

Period Specify the period that Prestige would check it's WAN connectivity.

Timeout Specify the seconds that Prestige would wait for a response from the reliable server.

Y ou can aso configure traffic redirect viaweb configuration. The configuration pageisin ADVANCED/WAN/Traffic Redirect.

= WAN
R:.i]i.l?E'! WAN ISP WAN IP WAN MAC Traffic Redirect
¥ Active
Backup Gateway IP Address |1 92 168.1.40
Metric |1 ]
Check WAN IP Address |2|]2.11|II.213.11

Fail Tolerance |5|
Period (sec) I5 (in seconds)
Timeout {sec) |3 {in seconds)

. Areyou using Prestige family?

In case your are using Presitge with firewall function turns on, it's strongly recommended that you deploy the backup gateway in IP
alias segment. Y ou can refer to here for how to use IP aiasin Prestige, and firewall FAQ for the reason why we make such
suggestion.

All contents copyright © 2004 ZyXEL Communications Corporation.



VPN Application Notes

. Using P-334WT IPSec VPN
« P-334WT to ZyWALL Tunneling
« Suecure Gateway with Dynamic WAN |P
Address
« Configure NAT for internal servers
« Configure P-334WT behind a NAT router
« Relaying NetBIOS Broadcast over | PSec tunnel

All contents copyright (c) 2004 ZyX EL Communications Corporation.


file:///C|/Documents%20and%20Settings/user/Desktop/Stuff/P334WT/app/IPSec.htm

P-334WT to ZyWALL Tunneling

1. Setup P-334WT
2. Setup ZyWALL
3. Troubleshooting

4. View Log

This page guides usto setup a VPN connection between P-334WT and ZyWALL router. Please note that, in addition to P-334WT to
ZyWALL, P-334WT can also talk to other VPN hardwards. The tested VPN hardware are shown below.

« Cisco 1720 Router, 10S 12.2(2)XH, IPPADSL/FW/IDS PLUS IPSEC 3DES
. NetScreen 5, ScreenOS 2.6.0r6

. SonicWALL SOHO 2

. WatchGuard Firebox |1

. ZyXEL ZyWALL

. AvayaVPN

. NetopiaVPN

. Il VPN

Asthe figure shown below, the tunnel between P-334WT and ZyWALL ensures the packets flow between PC 1 and PC 2 are
secure. Because the packets go through the IPSec tunnel are encrypted. To achieve this VPN tunnel, the settings required for each P-
334WT and ZyWALL are explained in the following sections.

LAN1 LAN 2

[PSec Tunnel

The IP addresses we use in this example are as shown below.

PC1 P-334WT ZyWALL LAN 2
LAN: 192.168.1.1 LAN: 192.168.2.1
192.168.1.33 WAN: 202.132.154.1 WAN: 168.10.10.66 192.168.2.0/24

Note:

1. The following configurations are supposed both two VPN gateways have fixed |P addresses. If one of VPN gateways uses
dynamic IP, we enter 0.0.0.0 as the secure gateway |P address. In this case, the VPN connection can only be initiated from dynamic
side to fixed side to update its dynamic IP to the fixed side. However, if both gateways use dynamic | P addresses, it is no way to
establish VPN connection at all.



2. In this example, we presume that P-334WT's model name is P-334WT. And sinceit's P-334WT, so only 1 PC can use the tunnel.
3. In this example, we presume that ZyWALL's model nameis ZyWALL10W.

1. Setup P-334WT

1. Using aweb browser, login P-334WT by giving the LAN IP address of P-334WT in URL field. Default LAN IPis
192.168.1.1, default password to login web configurator is 1234.

2. Click Advanced, and click VPN tab on the | eft.
3. Onthe SUMMARY menu, Select a policy to edit by clicking Edit.
4. On the Rule-Setup menu, check Active check box and give a name to this policy.
5. Local Addressis PC1's P address.
6. Remote Address Start is
7. Destination | P Address Start and Destination | P Address End are PC 2 IP in this example. (the secure remote host)
8. My IP Addr isthe WAN IP of P-334WT.
9. Secure Gateway | P Addr isthe remote secure gateway IP, that isZyWALL WAN I[P in this example.
10. Select Encapsulation Modeto Tunnel.
11. Check the ESP check box. (AH can not be used in SUA/NAT case)
12. Select Encryption Algorithm to DES and Authentication Algorithm to M D5, as we configured in ZyWALL.
13. Enter the key string 12345678 in the Preshared Key text box, and click Apply.
See the screen shot:

V¥ Active " Keep Alive
¥ MAT Traversal

IPSec Keying Mode

Local Address

Remote Address Start
Remote Address EndMask

DMHS Server (for IPSec YPH)

My IP Address

Local ID Type

Local Content

Secure Gateway Address
Peer ID Type

Peer Content

Encapsulation Mode
IPSec Protocol

Dra Sharod Wosr

IKE =

| <PC1=

| =2 WAN=
[ 256.256.255.0

|o.0.0.0

| <P334WT WWAN =

[P F2

| <7 VAN

[P =

ITunneI 'I
IESF‘ 'I

Ho2 s To



Encapsulation Mode i Tunnel s I

IPSec Protocol ESF =
Pre-Shared Key [12345678
Encryption .n.lg_urithm | DES 'I

2. Setup ZyWALL
Similar to the settings for P-334WT, ZyWALL is configured in the same way.

Using aweb browser, login ZyWALL by giving the LAN IP address of ZyWALL in URL field.
Click Advanced, and click VPN tab on the | ft.
Onthe SUMMARY menu, Select apolicy to edit by clicking Edit.
On the CONFIGURE-IKE menu, check Active check box and give a name to this policy.
Select | PSec Keying Modeto IKE and Negotiation M ode to Main, as we configured in P-334WT.
Source | P Address Start and Source | P Address End are PC 2 IP in this example. (the secure host behind ZyWALL)
Destination IP Address Start and Destination | P Address End are PC 1 IP in this example. (the secure remote host)
Note: You may assign arange of Local/Remote | P addresses for multiple VPN sessions.
8. My IP Addr isthe WAN IP of ZyWALL.
9. Secure Gateway | P Addr isthe remote secure gateway IP, that is P-334WT's WAN [P in this example.
10. Select Encapsulation Modeto Tunnel.
11. Check the ESP check box. (AH can not be used in SUA/NAT case)
12. Select Encryption Algorithm to DES and Authentication Algorithm to M D5, as we configured in P-334WT.
13. Enter the key string 12345678 in the Preshared K ey text box, and click Apply.

NoOogAWDNE

See the screen shot:
zyXEL ¥ Active ™ Keep alive
Tt INTERKET AGGE J
Name [vFM
MAIN MENU Key Management |IKE j

ADVANCED

Negotiation Mode |Main *I
SYSTEM

LAN Local : Address Type ISuhnet Addressj
WIRELESS LAN IP Address Start |<ZyWALL LAN:

WAN End / Subnet Mask [255.255.255.0
SUAMNAT

STATIC ROUTE
FIREWAL L Remote : Address Type ISingIe Addressj

CONTENT FILTER IP Address Start |<PC1>

VPN
REMOTE MGNT End / Subnet Mask IEEE.EEE.EEE.D

UPNP
LOGS Local ID Type [P~

L Content |0.0.0.0
My IP Address |<ZyWWALL WAN>
Peer ID Type |IF A
Content |0.0.0.0
Secure Gateway Addr [<P334 VWAN:

Encapsulation Mode ITunneI 'I

* ESP " AH




Encapsulation Mode ITunneI 'I

&+ ESP " AH
Authentication Algorithm
Encr}fptinnﬂlgurithmlDES 'I IMDE ,,I
Authentication Algorithm
IMDE 'I

Pre-Shared Key |123455?B
Advanced

3. Troubleshooting
Q: How do we know the above tunnel works?
A If the connection between PC 1 and PC 2 is ok, we know the tunnel works.

Please try to ping from PC 1 to PC 2 (or PC 2to PC 1). If PC 1 and PC 2 can ping to each other, it means that the |PSec tunnel has
been established successfully. If the ping fail, there are two methods to troubleshoot IPSec in P-334WT.

. Menu 27.2, SA Monitor

Through menu 27.2, you can monitor every |PSec connections running in P-334WT presently. The second column of each entry
indicates the IPSec rule name. So, if you can't see the name of your IPSec rule, it means that the SA establishment fails. Please go
back Menu 27 to check your settings.

Menu 27.2 - SA Monitor

# Nanme Encap. | PSec ALgorithm

ZyWALL ca24f 1eb6616b7c4 732c211ae9b01a0f Tunnel ESP DES- SHAL

=
o

Sel ect Command= Refresh
Sel ect Connection= N A

Press ENTER to Confirm or ESC to Cancel:




. Using CI command 'ipsec debug 1'

Please enter 'ipsec debug 1' in Menu 24.8. There should be lots of detailed messages printed out to show how negotiations are taken
place. If IPSec connection fails, please dump ‘ipsec debug 1' for our analysis. The following shows an example of dumped

messages.

P- 334W'> | psec debug 1

| PSEC debug | evel 1

P- 334WI> catcher(): recv pkt nunPkt<1>

get _hdr nxt_payl oad<l> exchMbde<2> m.i d<0> | en<80>

f 76af 206 bl187aae3 00000000 00000000 01100200 00000000 00000050 00000034
00000001 00000001 00000028 01010001 00000020 01010000 80010001 80020001
80040001 80030001 800b0001 800c0OelO

In isadb_get _entry, nxt_pyld=1, exch=2

New SA

I n responder

i sadb_create_entry(): RESPONSOR:

##ent eri ng spCet Peer ByAddr . .

<del et ed>

4. View Log

To view the log for IPSec and IKE connections, please enter menu 27.3, View |PSec Log. The log menu is also useful for
troubleshooting please capture to usif necessary. The example shown below is a successful 1PSec connection.

I ndex: Date/ Tine: Log:

001 01 Jan 10:23: 22 I'l Cannot find outbound SA for rule <1>
002 01 Jan 10: 23: 22 Send Mai n Mode request to <168. 10.10. 66>
003 01 Jan 10: 23: 22 Send: <SA>

004 01 Jan 10: 23: 22 Recv: <SA>

005 01 Jan 10:23: 24 Send: <KE><NONCE>

006 01 Jan 10: 23: 24 Recv: <KE><NONCE>

007 01 Jan 10: 23: 26 Send: <I D><HASH>

008 01 Jan 10: 23: 26 Recv: <I D><HASH>

009 01 Jan 10: 23: 26 Phase 1 | KE SA process done

010 01 Jan 10: 23: 26 Start Phase 2: Quick Mde

011 01 Jan 10: 23: 26 Send: <HASH><SA><NONCE><| D><I| D>

012 01 Jan 10: 23: 26 Recv: <HASH><SA><NONCE><I| D><| D>

013 01 Jan 10:23: 26 Send: <HASH>




Secur e Gateway with Dynamic WAN | P Address

. P-334WT static WAN IP v.s. peer side dynamic |P
« P-334WT dynamic WAN |IPv.s. peer side static |P

Most of the cases, static | P addresses are used for VPN tunneling endpoints. But for SOHO users, generally, it isadynamic case. In this
case, this IP will not be available to pre-defined in the VPN box. There are some tips when configuring ZyWALL in any dynamic case.

. ZYWALL static WAN IP v.s. peer side dynamic IP

Static
Dynamic WAN IP
[P add. add.

r &
E{_ — Internet I~ %

R [PSec Tunnel

— —

SSH/
SoftPK/
3rd party VPN client

1. In VPN settings of P-334WT, please specify the |P address of Secure Gateway as 0.0.0.0.



V Active ™ Keep Alive
¥ MAT Traversal

IPSec Keving Mode IKE -

Local Address [:: PC1=

Remote Address Start jo.00.0

Remote Address EndMask IIII.IZI.III.III

DHS Server (for IPSec YPH) |III.IZI.III.III

My IP Address [154.21.12.11
Local ID Type [P ]
Local Content [154.21.12.11
Secure Gateway Address IIII.IZI.IZI.EI

Peer ID Type [P =
Peer Content |

Encapsulation Mode ITunneI *I
IPSec Protocol I ESF TI
Pre-Shared Key |12345678
Encryption Algorithim I DES = i
Authentication Algorithim I SHAT *I

2. Inremote side, generally speaking, most VPN clients will bind PPP/Ethernet adapter's dynamic | P address to |PSec
automatically . The only thing you need to concern is to specify the interface you want to apply IPSec/VPN correctly.
The rest parts are similar with that in static cases.

3. Afterward, the VPN connection can ONLY be initiated from dynamic side to static side in order to update its
dynamic IP to the static side.

4. In peer side, Areyou using Win2K built-in |PSec? In this case, W2K won't capture the dynamic | P address
automatically for you. Y ou have to obtain your dynamic IP address and then go back to IPSec configuration to setup
your current | P address.

« P-334WT dynamic WAN IP v.s. peer side static IP



Static

WAN IP —
add. ynamic

[ |
Oo—r
PC 1 [PSec Tunnel

SSH/ [
SoftPK/
3rd party VPN client

Internet

— —

1. In VPN settings of P-334WT, please specify the |P address of My | P as 0.0.0.0. P-334WT will automatically bind it's
current WAN P addressto | PSec.

V Active ™ Keep Alive

¥ NAT Traversal

IPSec Keving Mode IKE -

Local Address jo.0.0.0

Remote Address Start |192.1EE.2.D
Remote Address EndMask |255.255.255.D
DNS Server (for IPSec YPHN) |III.IJ.III.III

My IP Address [o.00.0

Local ID Type [P =
Local Content I

Secure Gateway Address |2EIIZI.1 A1

Peer ID Type [P =
Peer Content %

IPSec Protocol ESF &%

Encapsulation Mode ITunneI vI

Pre-Shared Key |1 2345673
Encryption Algorithm DES |~

i

Authentication Algorithm SHAT >



2. IPSec tunnel in this case, can ONLY beinitiated from P-334WT.



Configure NAT for Internal Servers

Sometips for this application:

Generally, without | PSec, to configure an internal server for outside access, we need to configure the
server private IP and its service port in SUA/NAT Server Table. The NAT router then will forward the
Incoming connections to the internal server according to the service port and private | P entered in SUA/
NAT Server Table.

However, if both NAT and IPSec is enabled in P-334WT, the edit of the table is necessary only if the
connection is a non-secure connections. For secure connections, none SUA server settings are required

since private IP isreachablein the VPN case. Remember, |PSec is an IP-in-1P encapsulation, the internal
| P header is not translated by NAT.

For example:

Internal Server----P-334WT(NAT+IPSec)-----ADSL Modem----Internet----Remote Network



Configure P-334WT Behind a NAT Router

Sometips for this application:

1. The NAT router must support to pass through |PSec protocol. Only ESP tunnel mode is possible
towork in NAT case. If the NAT router is ZyXEL NAT router (P300 series, P643, P642, or
P202) supporting | PSec pass through, default port and the P-334WT WAN IP must be configured
in their SUA/NAT Server Table.

WAN IP of the NAT router is the tunneling endpoint for this case, not the WAN IP of P-334WT.
If firewall isturned onin P-334WT, you must forward | KE port in Internet interface.

If NAT are also enabled in P-334WT, NAT server isrequired for non-secure connections, NAT
server is not required for secure connections and the phyical private IPis used.

N

> w

host----P-334WT----NAT Router----Internet----Secure host
\
\
Non-secure host



Relaying NetBI OS Broadcast over | PSec tunnel.

i@

FaadwWT

PC 1 q“! __é i
PC1 find PC2 by
broadcast

over the tunnel

L

Relay the broadcast

-

PC 2 hears the
broadcast, reply to PC1

L

By NetBIOS broadcast supported in VPN tunnel, users of Microsoft Windows can search computers in remote VPN
network by " Computer Name" . Users doniit need to pre-edit Imhosts in his’her local computer nor setup WINS server in

between.

ras> ipsec load 1

ras> ipsec disp

---------- IPSec Setup ----------

Index #= 1 Active= Y es KegpAlive= No Protocol= 0
Name= 1

My IP Addr= 0.0.0.0

Local ID Type= 1P Addr

Peer ID Type =P Addr

Local ID Content = 0.0.0.0

Peer ID Content = 0.0.0.0

Secure Gateway Addr=0.0.0.0

Local: Addr Type= SINGLE

IP Addr Start= 192.168.1.33 End= N/A

Port Start= 0 End= N/A

Remote: Addr Type= N/A

IP Addr Start= N/A End= N/A

Port Start= N/A End= N/A

Enable Replay Detection= No Key Management= IKE
---------- IKE Setup ----------

Phase 1 - Negotiation Mode= Main

Pre-Shared Key= 12345678

Encryption Algorithm= DES Authentication Algorithm= MD5
SA Life Time (Seconds)= 28800

Key Group= DH1




Phase 2 - Active Protocol= ESP

Encryption Algorithm= DES Authentication Algorithm= MD5
SA Life Time (Seconds)= 28800

Encapsulation= Tunnel

Perfect Forward Secrecy (PFS)= None

---------- NetBios Setup ----------

Broadcast Pass Through [* <--e--- broadcast is not
turned on yet.*/

Status: Inactive

Group: none

ras> ipesc disp

Valid commands are:

sys exit ether ip

ipsec cnm

ras> ipsec config netbios active on

ras> ipsec save

ras>ipsec load 1

ras> ipsec disp

---------- IPSec Setup ----------

Index #= 1 Active= Y es KegpAlive= No Protocol= 0

Name= 1

My IP Addr=0.0.0.0

Local ID Type =P Addr

Peer ID Type=IP Addr

Local ID Content = 0.0.0.0

Peer ID Content = 0.0.0.0

Secure Gateway Addr=0.0.0.0

Local: Addr Type= SINGLE

IP Addr Start= 192.168.1.33 End= N/A

Port Start= 0 End= N/A

Remote: Addr Type= N/A

IP Addr Start= N/A End= N/A

Port Start= N/A End= N/A

Enable Replay Detection= No Key Management= IKE
---------- IKE Setup ----------

Phase 1 - Negotiation Mode= Main

Pre-Shared Key= 12345678

Encryption Algorithm= DES Authentication Algorithm= MD5
SA Life Time (Seconds)= 28800

Key Group= DH1

Phase 2 - Active Protocol= ESP

Encryption Algorithm= DES Authentication Algorithm= MD5
SA Life Time (Seconds)= 28800

Encapsulation= Tunnel

Perfect Forward Secrecy (PFS)= None

---------- NetBios Setup ----------

Broadcast Pass Through [* <------ broadcast is
turned on.*/

Status: Active

Group: none




Wireless Application Notes

. Infrastructure Mode

. Wireless MAC Address Filtering
. WEP Configurations

. |EEE 802.1x

. Site Survey
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Configuring Infrastructure mode

. Infrastructure Introduction

. Configure wireless access point to | nfrastructure mode with SMT

. Configure wireless access point to Infrastructure mode with Web configurator
. Configure wireless station to Infrastructure mode

. Introduction
What is Infrastructure mode ?
Infrastructure mode, sometimes referred to as Access Point mode, is an operating mode of an 802.11b/Wi-Fi client unit. In

infrastructure mode, the client unit can associate with an 802.11b/Wi-Fi Access Point and communicate with other clientsin
infrastructure mode through that access point.

Wireless AP

o

RE HEW RF signal

j¥-'$ A

Wireless Station Wireless Station Wireless Station

Configuration Wireless Access Point to I nfrastructure mode using SMT.
To configure Infrastructure mode of your P-334WT wireless AP please follow the steps below.

1. From the SMT main menu, enter 3 to display Menu 3 iV LAN Setup.



2. Enter 5to display Menu 3.5 jV Wireless LAN Setup.

Menu 3.5 - Wireless LAN Setup

ESSID= ZyXEL

Hide ESSID= No

Channel ID= CHO1 2412MHz Edit MAC Address Filter= No
RTS Threshold= 4096 Edit Roaming Configuration= No
Frag. Threshold= 4096

WEP Encryption= N/A Preamble= Long

Default Key= N/A 802.11Mode= Mixed
Keyl=N/A

Key2=N/A

Key3=N/A

Key4=N/A

Authen. Method= N/A

i@

3. Configure ESSID, Channel 1D, WEP, Default Key and Keys as you desire.

Configuration Wireless Access Point to | nfrastructure mode using Web configurator.
To configure Infrastructure mode of your P-334WT please follow the steps below.

1. From the web configurator main menu, go to Main Menu/Wireless LAN/Wireless.



[¥ Enable Wireless LAN

Name{(SSID) |zEL

" Hide Name(S5ID)

Choose Channel ID [ Channel-01 2412MHz 7]

RTS/CTS Threshold 4096 (0~ 2432, 4086 when G+ Enhancad)
Fragmentation Threshold |4DQE (266 ~ 2432, 40968 when &+ Enhanced)
Security Mo Security ;i

Preamble I Long 'I

802.11 Mode | Mixed ]

¥ G+ Enhanced

3. Configure the desired configuation on P-334WT.

4. Finished.

. Configuration Wireless Station to | nfrastructure mode
To configure Infrastructure mode on your ZyAIR B-100/B-200/B-300 wireless NIC card please follow the following steps.
1. Double click on the utility icon in your windows task bar the utility will pop up on your windows screen.

2. Select configuration tab.



IEEEBO2.11b WLAN PCI Card Utility

Link Info Configuration ] Site Sur'-.-'e_l,l] Enn:r_l,lptin:un] .ﬁ.dvanced] Ahot ]

Frafile

default j | | |

Configuration
Operating Mode Ulnfrastructure j]
Service Set |dentifier Tﬂﬂ_'r' ]
(S510]
Transfer Rate |.ﬂ.ut|:u Rate ﬂ

Charnel |
Power 5 aving Mode |DiS-E||:I|Ed -

Festare Defaultz | Unhda Changes | ﬁ.pplthange& |

K Cancel | Help

3. Select Infrastructure from the operation mode pull down menu, fill inan SSID or leave it as any if you wish to connect to any
AP than press Apply Change to take effect.

4. Click on Site Survey tab, and press search al the available AP will be listed.



IEEEB02.11b WLAN PCI Card Utility

Link Infn:u] Configuration  Site Survey lEncr_l,lptinn] .ﬁ.dvanced] Ahot ]

The ligt containg available Access Pointz and their features. To
update the list, click 'Search’ buttan, ¥'ou can select a desired
Access Point from the list, and click 'Connect’ button to connect to
the zpecified Access Point,

551D | BSSID | Signal | Channel | WEF |
2000 00-40-Ch-4F-FE-38 100% 11 Mo

[
|

| Search I Connect

K | Cancel | Help

5. Double click on the AP you want to associated with.

IEEEBO2.11b WLAN PCI Card Utility

Link, Info l Eunfiguratinn] Site Sur'-.-'e_l,l] Enn:r_l,lptin:un] .ﬁ.dvanced] Ahot ]

State |I:|:|nnected -BSSID = 00-AQ-Ch-4F-FE-23

Current Channel IW Re-Scan

Current Transfer R ate IW kbps

Current Service Set ldentifier |E=2EIEII:I

T hroughput [Bytez/Second)
Tranzmitted Received

B9 3

Link. Quality: Excellent [100%)
AEEEEEENEEENEENNENNNENNENNNEEEEENENEEN
Signal Strength:  Excellent [100%)
AEEEEEENNEENENNNENNNENNENNNEEEEEENEEN

EIIR | Cancel Help
J45 -




6. After the client have associated with the selected AP. Thelinked AP's channel, current linkup rate, SSID, link quality, and
signal strength will show on the Link Info page. Y ou now successfully associate with the selected AP with Infrastructure Mode.



MAC Filter

. MAC Filter Overview
. ZyXEL MAC Filter Implementation
. Configurethe WLAN MAC Filter

1. MAC Filter Overview

Users can use MAC Filter as a method to restrict unauthorized stations from accessing the APs. ZyXEL's APs provide the
capability for checking MAC address of the station before alowing it to connect to the network. This provides an additional layer
of control layer in that only stations with registered MAC addresses can connect. This approach requires that the list of MAC
addresses be configured.

>TA1l MAC:11:11:11:11:11:11

i

= H i

\-\'ﬁ"
"‘% Filter List

MAC Access Policy
I:00:00:00:00:10 | Allow

STA2 MAC: 22:22:22:22:22:22

12:22:22:22:22:22 | Block

2. ZyXEL MAC Filter Implementation

ZyXEL'sMAC Filter Implementation allows users to define alist to allow or block association from STAs. Thefilter set allows
usersto input 12 entriesin thelist. If Allow Association is selected, all other STAswhich are not on the list will be denied.
Otherwise, if Deny Association is selected, all other STAswhich are not on the list will be allowed for association. Users can
choose either way to configure their filter rule.

3. Configurethe WLAN MAC Filter

The MAC Filter related settingsin ZyXEL APs are configured in menu 3.5.1, WLAN MAC Address Filter Configuration. Before
you configure the MAC filter, you need to know the MAC address of the client first. If not knowing what your MAC addressis,
please enter acommand "ipconfig /all" after DOS prompt to get the MAC (physical) address of your wireless client.

If you use SMT management, the MAC Address Filter configuration are as shown below.

Enter the MAC Addresses of wireless cardsin the filter set to alow or deny association from these cards.



= 00: :
10= 00: 00: 00: 00: 00: 00 22= 00: 00: 00: 00: 00: 00
11= 00: 00: 00: 00: 00: 00 23= 00: 00: 00: 00: 00: 00
12= 00: 00: 00: 00: 00: 00 24= 00: 00: 00: 00: 00: 00

Enter here to CONFI RM or ESC t o CANCEL:

00:

Acti ve= No
Filter Action=

00:

00:

Menu 3.5.1 - WLAN MAC Address Filter

Al | oned Associ ati on

: 00 20= 00: 00: 00: 00: 00: 00 32= 00: 00: 00: 00: 00: 00
00:

00 21= 00: 00: 00: 00: 00: 00

Key Settings:
Option Descriptions
Allow or block association from MAC addresses contained in thislist. If Allow Association is selected in
Filter Action thisfield, hosts with MAC addresses configured in thislist will be allowed to associate with AP. If Deny
Association is selected in thisfield, hosts with MAC addresses configured in this list will be blocked.
MAC Address Thisfield specifiesthose MAC Addresses that you want to add in the list.

If you use WEB configuration, the MAC Address Filter configuration are as shown below.

1

Using aweb browser, login AP by giving the LAN IP address of APin URL field. Default LAN 1P is192.168.1.1, default

password to login web configurator is 1234.

g LN

go to Main Menu/Wireless LAN/MAC Filter and select Yesin the Active field to enable MAC Filter.
Select the Filter Action to alow or deny association from hostsin the list.

Enter the MAC Addresses which you may want to apply the filter to allow or block associations from.
Click Apply to make your setting work.




MAC Filter OTIST =_

MAC Address Filter

Active
Filter Action

10
11

I‘fes "-I

|Allnwﬂssnciatinnj

MAC Address

[Do:ames1:22:33

[po:00:00:00:00:00

[oo:0o:omonoon

[po:00:00:00:00:00

[po:00:00:00:00:00

[po:00:00:00:00:00

[po:00:00:00:00:00

[oo:00:0000:00:00

[po:00:00:00:00:00

[oo:0n:omonomon

[po:0o:00:00:00:00

18
19
20
21
21
23
24
24
26
27

17

MAC Address

|noon:ooomonon

|po:oo:00:00:00:00

|ooonooomonon

|po:00:00:00:00:00

|Do:00:00:0000:00

|po:00:00:00:00:00

|po:0o:00:0000:00

|oo:onooononon

|po:o0:00:0000:00

|ooon:omomonon

|po:oo:0o:00:00:00

All contents copyright (c) 2004 ZyX EL Communications Corporation.



Setup WEP (Wired Equivalent Privacy)

. Introduction
. Setting up the Access Point
. Setting up the Station

I ntroduction
The 802.11 standard describes the communication that occurs in wireless LANS.

The Wired Equivalent Privacy (WEP) algorithm is used to protect wireless communication from eavesdropping, because wireless
transmissions are easier to intercept than transmissions over wired networks, and wireless is a shared medium, everything that is
transmitted or received over awireless network can be intercepted.

WEP relies on a secret key that is shared between a mobile station (e.g. alaptop with awireless Ethernet card) and an access
point (i.e. a base station). The secret key is used to encrypt packets before they are transmitted, and an integrity check is used to
ensure that packages are not modified during the transition. The standard does not discuss how the shared key is established. In
practice, most installations use a single key that is shared between al mobile stations and access points APs.

WEP employs the key encryption algorithm, Ron's Code 4 Pseudo Random Number Generator (RC4 PRNG). The samekey is
used to encrypt and decrypt the data.

Initialization IV (24 bits)
Vector (IV) ——™ ] | Seed e Key Sequen-::*
Secret key (K)——» @ —»
| » Cipher-
Message (M) — N | | (e
I—’ CRC-32 > P=M||CRC
Transmitted (T)

WEP has defences against this attack. To avoid encrypting two cipher texts with the same key stream, an Initialisation Vector
(IV) is used to augment the shared WEP key (secret key) and produce a different RC4 key for each packet, the IV isaso
included in the package. WEP key (secret key) are available in two types, 64-bits and 128-bits. Many times you will see them
referenced as 40-bits and 104-bits instead. The reson for this misnomer is that the WEP key ( 40/104 bits) is concatenated with
theinitialisation vector ( 24 bits) resulting in a 64/128 bit total key size.



- Plaintext -
Message CRC

I Key Sequence = HC#(N k)

.~

Ciphertext
- Transmitted Data ———

Setting up the Access Point

Wireless AP

RF 51;11%/ RF signal

. .ﬁ

Wireless Station Wireless Station Wireless Station

/

Most access points and clients have the ability to hold up to 4 WEP keys simultaneously. Y ou need to specify one of the 4 keys
as default Key for data encryption. To set up the Access Point, you will need to set the one of the following parameters:

o 64-bit WEP key (secret key) with 5 characters

o 64-bit WEP key (secret key) with 10 hexadecimal digits
o 128-bit WEP key (secret key) with 13 characters

o 128-bit WEP key (secret key) with 26 hexadecimal digits

Y ou can set up the Access Point by SMT or Web configurator




. Setting up the Access Point from SMT Menu 3.5

B1000 hold up to 4 WEP Keys. Y ou have to specify one of the 4 keys as default Key which be used to encrypt wireless data
transmission.
For example,

Menu 3.5 - Wireless LAN Setup

ESSID= B1000
Hide ESSID= No
Channel ID= CHO1 2412MHz
RTS Threshold= 2432
Frag. Threshold= 2432
WEP= 64-bit WEP
Default Key=3
Keyl= 2e3f4
Key2=5y7js
Key3= 24fg7
Key4= 98jui
Edit MAC Address Filter= No
Edit Roaming Configuration= No

Key settings

Hexadecimal digits have to preceded by '0x’,

WEP Key type Example
Keyl= 2e3f4
" . Key2=5y7js
64-bit WEP with 5 characters Key3= 24fq7
Key4= 98jui
Keyl= 0x123456789A
64-bit WEP with 10 hexadecimal digits Key2= 0x23456789AB
('0-9,'A-F) Key3= 0x3456789ABC

Key4= 0x4567/89ABCD

Keyl= 2e3f4w345ytre
Key2= 5y7jse8r4i038

Key3= 24fg700kx3fr7
Key4= 98jui2wss35u4

Keyl= 0x112233445566778899AABBCDEF

128-bit WEP with 26 hexadecimal digits Key2= 0x2233445566778899AABBCCDDEE
('0-9,'A-F) Key3= 0x3344556677889900AABBCCDDFF
Key4= 0x44556677889900AABBCCDDEEFF

128-bit WEP with 13 characters

Select one of the WEP key as default Key to encrypt wireless data transmission.
The receiver will use the corresponding key to decrypt the data.

For example, if access point use Key 3 to encrypt data, then station will use Key 3 to decrypt data.



So, the Key 3 of station hasto equal to the Key 3 of access point.
Though access point use Key 3 as default key, but the station can use the other Key as its default key to encrypt wireless data
transmission.

Access Point (encrypt data by Key 3) -------- > Station (decrypt data by Key 3)
Access Point (decrypt data by Key 2) <-------- Station (encrypt data by Key 2)

In this case, access point transmits data to station which encrypt data by Key 3 of access point. The station will decrypt the data
by itsKey 3.

At the same time, when the station transmits data to access point which encrypt data by Key 2.
The access point will decrypt the data by itsKey 2.

. Setting up the Access Point with Web configurator

Security | Static wEP =]

Passphrase | Generate |
WEP Encryption | 6a-bitwer =]

Authentication Method | Auto [~

? s gdpit WWER: Enter § characters or 10 a’!g.@:{”ﬂ—ﬁ*’, CA-FY) for each Reyl -4,
T 128 hit WWER: Enter 13 characters or 26 ol ("0-9% “4-F*) for egch Kewli-4).
ZEe-pit WER: Enter 29 characters or 58 oigit ("0-9", "A-F")for each Key{1-4).

s foelect one WER key as an active key to encrynt wireless data transmission.)

& asc " Hex
@ Key1 [12345

O Key2 [54321

O Key3 [13245

O Key4 [32415

Key settings

Select one WEP key as default key to encrypt wireless data transmission.

Setting up the Station

1. Double click on the utility icon in your windows task bar or right click the utility icon then select 'Show Config Utility'.



Show Config Utility

The utility will pop up on your windows screen.

TIEEES02.11b WLAN Card Utility X
Link Info | Confignration | Site Survey | Encryption | Advenced | £4] ¥

wtate iCﬂ:&mﬂ = =[-A0-C5-4F-FE-DE

Cumrent Channel [7

Current Tmnsfer Rate |11  Mbps

Current Service Set Identifier |ZvWALL

Throughpuot (ErtesSecomnd
Tramsmitted ————  — Recenved
’7 II} |3549

signal Strength:  Excellent (100%5)
NN RN RN EERNEEENRNENNENNDEERNERE

L RiH =n.EH

Note: If the utility icon doesn't exist in your task bar, click Start -> Programs -> |[EEE802.11b WLAN Card -> I[EEE802.11b
WLAN Card.

2. Select the 'Encryption' tab.
Select encryption type correspond with access point.
Set up 4 Keys which correspond with the WEP Keys of access point.
And select on WEP key as default key to encrypt wireless data transmission.



IEEES02.11b WLAN Card Utility X

Link Info | Confignration | Sits Survey  Encryption | Advanced | 241 »]

Tour encryphion settings must match those of your network, or your
computer will be wnable to commmmcate.

Encryption |l54 Bitz ;I

— WEF Eexv Entryr
" Create with Passphrass

Passphrase |**#****#****#

& banual Entry v ARCII
Kev 1 |mmm
Hexadecimal digits
Few 2 |[#tkes
| WEP key

Kev3 | ok

Kevd | ool

Default Tx K IE TI

Eestore Defanlts | Tndo Changes I Applr Chmge3|

IEFES02.11b WLAN Card Utility |

Link Info | Contiguration | Site Survey Encryption | Advanced | 441

Wour encryphion sethings must match those of wonr networl, o wour
computer will be tnable to commnicate.

Encryption |64 Bits =
— WEF Eev Entor

" Create with Passphoas
Passphrase  [#dAesmssssan

¢ Manual Entry [T ABCII
Keyl [#eeerorres Characters

WEP key

Key 2 |*mm*mm

Key 3 |*mm*mm

Kevd I**********

Diefault Tx Key IE "I

Restore Defanlts I Mndo Changes | Appler Chaulgesl

Key settings

The WEP Encryption type of station has to equal to the access point.

Check "ASCI 1" field for characters WEP key or uncheck 'ASCI 1" field for Hexadecimal digits WEP key.



Hexadecimal digits don't need to preceded by '0x'.
For example,

64-bits with characters WEP key :
Keyl= 2e3f4

Key2= 5y7js

Key3= 24fg7

Key4= 98jui

64-bits with hexadecimal digits WEP key :
Keyl= 123456789A

Key2=23456789AB

Key3= 3456789ABC

Key4= 456789ABCD

All contents copyright (c) 2004 ZyXEL Communications Corporation.



Setup |EEE 802.1x Access Control (Authentication and Accounting)
. What is|EEE 802.1x ?

« |EEE 802.1x Introduction
« Authentication Port State and Authentication Control

« Re-Authentication
« EAPOL
. Setup 802.1x in Wireless Access Point

« Enable 802.1x

« Using Internal Authentication Server

« Using External RADIUS Authentication Server
. Setup 802.1x client in the Station

. |EEE 802.1x I ntroduction

|EEE 802.1x port-based authentication is desired to prevent unauthorized devices (clients) from gaining access to the network. As
LANSs extend to hotels, airports, and corporate |obbies, insecure environments could be created. 802.1x port-based network access
control makes use of the physical access characteristics of IEEE 802 L AN infrastructures, such as 802.3 Ethernet, 802.11 Wireless
LAN and VDSL LRE (Long Reach Ethernet), in order to provide a means of authenticating and authorizing devices attached to aLAN
port that has point-to-point connection characteristics, and of preventing access to that port in cases the authentication process fails.

Authentication
Sarver (RADIUS)

Existing LAN

; Wireless AP

Unauthorized ﬂ.u‘lhl.l'lfi?Eﬂ :.""--. ! .
o A . "=——=& (Authenticator)

; ﬁ}/ Station/
; : Application server
| Wireless
_/{V _fj. ‘% Wireless Host
j j i _' (Supplicants)

User name : zyxel
Password : 1234

|EEE 802.1x authentication is a client-server architecture delivered with EAPOL (Extensible Authentication Protocol over LAN). The
authentication server authenticates each client connected to a Access Point (For Wireless LAN) or switch port (for Ethernet) before
accessing any services offered by the Wireless AP. 802.1x contains tree major components :

1. Authenticator :



The device (i.e. Wireless AP) facilitates authentication for the supplicant (Wireless client) attached on the Wireless network.
Authenticator controls the physical access to the network based on the authentication status of the client. The authenticator acts as an
intermediary (proxy) between the client and the authentication server (i.e. RADIUS server), requesting identity information from the
client, verifying that information with the authentication server, and relaying a response to the client.

2. Supplicant :

The station (i.e. Wireless client) is being authenticated by an authenticator attached on the Wireless network. The supplicant requests
access to the LAN services and responds to the requests from the authenticator. The station must be running 802.1x-compliant client
software such as that offered in the Microsoft Windows XP operating system, Meeting House AEGIS 802.1x client and Odyssey
802.1x client.

3. Authentication Server :

The device (i.e. RADIUS server) provides an authentication service to an authenticator. This service determines, from the credentials
provided by the supplicant, whether the supplicant is authorized to access the services provided by the authenticator. The authentication
server performs the actual authentication of the client. It validates the identity of the supplicant. Because the authenticator acts as the
proxy, the authentication service is transparent to the supplicant.

Some Wireless AP (i.e. ZyXEL Wireless AP) have built-in authentication server, external RADIUS authentication server is not needed.
In this case, Wireless AP is acted as both authenticator and authentication server.

. Authentication Port State and Authentication Control

The port state determines whether or not the supplicant (Wireless Client) is granted access to the network behind Wireless AP. There
are two authentication port state on the AP, authorized state and unauthorized state.

By default, the port starts in the unauthorized state. While in this state, the port disallows all incoming and outgoing data traffic except
for 802.1x packets. When a supplicant is successfully authenticated, the port transitions to the authorized state, allowing all traffic for
the client to flow normally. If a client that does not support 802.1x is connected to an unauthorized 802.1x port, the authenticator
reguests the client’ sidentity. In this situation, the client does not respond to the 802.1x request, the port remains in the unauthorized
state, and the client is not granted access to the network.

When 802.1x is enabled, the authenticator controls the port authorization state by using the following control parameters. The following
three authentication control parameter are applied in Wireless AP.

202.1x
,‘K ........... > client e [LLCITCPTEPIEPIE PP EPPEPPPD e

Authenticator Authenticator

' T None | 4..........0
% ™ | 802.1x client | ™ K>

Force Unauthorized 1 1 Auto

Authenticator

¥ , 4
Force Authorized




1. Force Authorized : Disables 802.1x and causes the port to transition to the authorized state without any authentication exchange
required. The port transmits and receives normal traffic without 802.1x-based authentication of the client. Thisisthe default port
control setting. While AP is setup as For ce Authorized, Wireless client (supported 802.1x client or none-802.1x client) can always
access the network.

2. Force Unauthorized : Causesthe port to remain in the unauthorized state, ignoring al attempts by the client to authenticate. The
authenticator cannot provide authentication services to the supplicants through the port. While AP is setup as For ce Unauthorized,
Wireless clients (supported 802.1x client or none-802.1x client) never have the access for the network.

3. Auto : Enables 802.1x and causes the port to begin in the unauthorized state, allowing only EAPOL frames to be sent and received
through the port. The authentication process begins when the link state of the port transitions from down to up, or when an EAPOL -
start frame is received requests the identity of the client and begins relaying authenti cation messages between supplicant and the
authentication server. Each supplicant attempting to access the network is uniquely identified by the authenticator by using the client’s
MAC address. While AP is setup as Auto, only Wireless client supported 802.1x client can access the network.

. Re-Authentication

The administrator can enable periodic 802.1x client re-authentication and specify how often it occurs. When re-authentication time out,
Authenticator will send EAP-Request/ |dentity to reinitiate authentication process.

In ZyXEL Wireless AP 802.1x implementation, if you do not specify atime period before enabling re-authentication, the number of
seconds between re-authentication attempts is 1800 seconds (30 minutes).

. EAPOL (Extensible Authentication Protocol over LAN)

Authenticators and supplicants communicate with one another by using the Extensible Authentication Protocol (EAP, RFC-2284). EAP
was originally designed to run over PPP and to authenticate dial-in users, but 802.1x defines an encapsulation method for passing EAP
packets over Ethernet frames. This method is referred to as EAP over LANSs, or EAPOL. Ethernet type of EAPOL is 88-8E , two
octetsin length. EAPOL encapsul ations are described for IEEE 802 compliant environment, such as 802.3 Ethernet, 802.11 Wireless
LAN and Token Ring/FDDI.

........................................... ..._ i
EAPOL
Wireless Client Wireless AP
(802.1x client) (Authenticator)

The EAP protocol can support multiple authentication mechanisms, such as MD5-challenge, One-Time Passwords, Generic Token
Card, TLSand TTLS etc. Typicaly, the authenticator will send an initial Identity Request followed by one or more Requests for
authentication information. When supplicant receive the EAP request, it will reply associated EAP response. So far, ZyXEL Wireless
AP only supports MD-5 challenge authentication mechanism, but will support TLS and TTLSin the future.

EAPOL Exchange between 802.1x Authenticator and Supplicant

The authenticator or the supplicant can initiate authentication. If you enable 802.1x authentication on the Wireless AP, the authenticator
must initiate authentication when it determines that the Wireless link state transitions from down to up. It then sends an EAP-request/
identity frame to the 802.1x client to request its identity (typically, the authenticator sends an initial identity/request frame followed by
one or more requests for authentication information). Upon receipt of the frame, the supplicant responds with an EAP-response/identity
frame.



However, if during bootup, the supplicant does not receive an EAP-request/identity frame from the Wireless AP, the client can initiate
authentication by sending an EAPOL -Start frame, which prompts the switch to request the supplicant’ s identity. In above case,
authenticator co-locate with authentication server. When the supplicant suppliesitsidentity, the authenticator directly exchanges
EAPOL to the supplicant until authentication succeeds or fails. If the authentication succeeds, the port becomes authorized. If the
authentication fails, the port becomes unauthorized. When the supplicant does not need Wirel ess access any more, it sends EAPOL -

L ogoff packet to terminate its 802.1x session, the port state will become unauthorized. The following figure shows the EAPOL

exchange ping-pong chart.

] Authenticator /
Supplicant Authentication Server

EAPOL-Start

EAP-Requestidentity

-~

EAP-Response/ldentity 'i[)dl(l%)

EAP-Request-Challenge

|

EAP-Response-Challenge

-
o EAP-SUCCRSS )
Authentication success 4 Peort autherized
EAP-F il
Authentication fail - Port unauthorized
EAPOL-Lagoff :
Authentication terminated J » | Portunauthorized

The EAPOL packet contains the following fields: protocol version, packet type, packet body length and packet body. Most of the fields
are obvious. The packet type can have four different values, and these val ues are described below:



Erherner Frame

Destination

(O FROC2 (NI

Source

Twpe
(N8-RE)

Daia

CRC

e e
-

EAPOL-Logofl (2)

EAPOL-Key (3)

g

: Protocol Packet Packet body Packet Body

EAPOL packet o L . e RO

Version Fype, length
7
(/) T
e &
AT

. EAP-Packet (i) |,/' /'/
- EAPOL-Start ( [) /"/
-
-

the supplicant after TLS negotiation has completed between the supplicant and the RADIUS server.

EAP-Packet : Both the supplicant and the authenticator send this packet when authentication is taking place. Thisis the packet
that contains either the MD5-Challenge or TLS information required for authentication.

EAPOL-Start : This supplicant sends this packet when it wants to initiate the authentication process.
EAPOL-Logoff : The supplicant sends this packet when it wants to terminate its 802.1x session.

EAPOL-Key : Thisisused for TLS authentication method. The Wireless AP uses this packet to send the calculated WEP key to

|EEE 802.1x Configuration in ZyXEL Wireless Access Point

. Enable802.1x in AP

When the |EEE 802.1x authentication is enabled, the wireless client must be authenticated by the ZyXEL AP beforeit can

communicate on your network through ZyXEL AP. By default, the 802.1x function is disabled (A uthentication Control= Force

Authorized) to allow all wireless client. Y ou can use SMT or Web Configuration to configure it.

Enter SMT Menu 23.4 to setup the 802.1x authentication control.

Menu 23.4 - System Security - IEEE802.1X

Authentication Control= Auto/ For ce Authorized/ Force UnAuthorized
ReAuthentication Timer (in second)= 1800

Key Settings:

Option

Descriptions




Control

Press [SPACE BAR] to select from Force Authorized, For ce UnAuthorized or Auto. The default is Force
Authorized.

Auto : Enables 802.1x function to authorize all wireless client, only the wireless client supported 802.1x
Authentication client can access the network.

Force Authorized : Disable 802.1x function, allow any wireless client access to your wireless network
without authentication.

Force UnAuthorized : Deny all wireless client access to your wireless network.

ReAuthentication Specify the time internal between authentication server's checks of wireless users connected to the network.
Timer The default time interval is 1800 seconds. Thisfield is configurable when Authentication Control = Auto.

If you use WEB Configuration,

1. From the Web Configurator main menu, go to Main Menu/Wireless.

2. Select 802.1x authentication function.
3. Click Apply to make your setting work.

= WIREEESSLEAN

Wireless

[¥ Enahble Wireless LAN

Mame(S5SID)

" Hide Name(SSID)

Choose Channel ID

RTSICTS Threshold

Fragmentation Threshold

Security

Pre-Shared Key

Refuthentication Timer

lddle Timeourt

WPA Group Key Update Timer

Roaming

|zyEL

| Channel-01 2412MHz =]

|4E|95 (0~ 232, 096 when G+ Enhanced)
|4E|95 (266 ~ 2432, J006 when G+ Enhanced)

WPA-PSK |

Mo Security
Static WEP
WEA-PSK
WPA

T TIn Secondz]




. Using External RADIUS Authentication Server

In addition to the internal authentication server inside ZyXEL AP, you can use external RADIUS authentication server to centrally
manage the user account profile. RADIUS is based on a client-server model that supports authentication, authorization and accounting.
Thewireless AP isthe client and the server isthe RADIUS server.

The authenticator includes the RADIUS client, which is responsible for encapsulating and decapsulating the Extensible Authentication
Protocol (EAP) frames and interacting with the authentication server. When the authenticator receives EAPOL frames and relays them
to the authentication server, the Ethernet header is stripped and the remaining EAP frame is re-encapsulated in the RADIUS format.
The EAP frames are not modified or examined during encapsulation, and the authentication server must support EAP within the native
frame format. When the authenticator receives frames from the authentication server, the server’ s frame header is removed, leaving the
EAP frame, which is then encapsulated for Ethernet and sent to the supplicant.

EAPOL EAF over UDP (I Us)
. . GCECEITEILLLLCETTEIELE » _:.-‘- - -
Supplicant Authenticator
{(802.1x client) { RADIUS client) Authentication Server
(RADIUS server)
e < EAPOL .
.................... —_—
Supplicant
(802.1x client)

When the client suppliesitsidentity, the authenticator beginsits role as the intermediary, passing EAP frames between the supplicant
and the authentication server until authentication succeeds or fails. If the authentication succeeds, the switch port becomes authorized.
The specific exchange of EAP frames depends on the authentication method being used. The figure below shows a message exchange
initiated by the client using the MD5 Challenge authentication method with a RADIUS server.



Supplicant Authenticator Authentication Server
Radius server)
EAPOL-Start

EAP-Requestidentity

|

EAP-Fesponseddentity (il
P il I;I Fadius-Access-Fequest

>

Radius-ACcess-Challenge
EAP-Reguest-Challenge (MDA |

EAP-Fesponse-Challenge (MDS) )
> Fadius-Access-Feguest

b=
Fadius-ACcess-Accept
Authentication EAP-SUCcCcess ]
SUCcess -4 Port authorized
Fadius-Access-Heject
Authentication fail EAP-F ail ]
- Port unautherized
Authentication EAFPOL-Logoff
tarminated d » |[Port unauthorized

1. From the SMT main menu, enter Menu 23.2 to setup System Security - RADIUS Server to setup the RADIUS authentication server.

Menu 23.2 - System Security - RADIUS Server

Authentication Server:
Active= Yes
Server Address= 192.168.1.100
Port #= 1812
Shared Secret= *****

Accounting Server:
Active= Yes
Server Address= 192.168.1.100
Port #= 1813
Shared Secret= ******

Press ENTER to Confirm or ESC to Cancel:

K ey settings for authentication server:

Option Descriptions

User Name Enter a username up to 31 aphanumeric characters long.




Press [SPACE BAR] to select Yes and press [Enter] to enable 802.1x user authentication through an external
Active RADIUS authentication server. Select No to enable authentication using ZyXEL AP internal authentication

Server.
Server Address Enter the | P address of the external RADIUS authentication server.

The default port of RADIUS server for authentication is 1812. Y ou need not change this value unless your
Port o .

network administrator instructs you to do so.

Specify a password (up to 31 characters) as the key to be shared between external RADIUS authentication
Shared Secret server and ZyXEL AP (RADIUS client). The key is not send to the network. This key must be the same on the

external RADIUS authentication server and ZyXEL AP.

2. If accounting is reguired, you must setup the external RADIUS accounting server. Normally, RADIUS authentication server and
RADIUS accounting server are put in the same machine. However, they own separated UDP port and shared secret, you can separate
authentication and accounting service in two different RADIUS servers. Y ou can refer to RADIUS authentication configuration.

If you use WEB Configurator, from the Web Configurator main menu, go to Main Menu/Wireless LAN/RADIUS to setup the RADIUS
authentication and accounting server configuration.

Security

Refuthentication Timer

ldle Timeout

Authentication Server
IP Address

Port Humber

Shared Secret
Accounting Server
I Active
IP Address
Port Humber

Shared Secret

| 80213 + Mo WEP

!1E“:”:| {In Seconds)
|35|:”:I {In Seconds)

joooo
1812

[

i

jo.0.0.0

|1B13
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Setup 802.1x client in the station

. Setup Windows XP 802.1x client

. Setup MeetingHouse AEGIS 802.1x client

. Setup 802.1x client in the station

The EAP protocol can support multiple authentication mechanisms, such as MD5-challenge, One-Time
Passwords, Generic Token Card, TLSand TTLS etc. So far, ZyXEL Wireless AP only supports MD-5
challenge authentication mechanism, but will support TLS and TTLS in the future. Here we just take
MD-5 challenge authentication mechanism as a example.

« Setup Windows XP 802.1x client

Please install Windows XP that support 802.1x MD-5 challenge authentication mechanism. Don't
upgrade to Service Pack 1, it support TL S authentication mechanism by default, instead of MD-5
challenge. ZyXEL Wireless AP will support TLSand TTLS in the future.

1.1n the Networ k windows, choose Wir eless Networ k Connection entry and click the Properties
button.

2. In Wireless Networ ks tab, check use windows to configure my wir eless networ k.

3. In Preferred Networksfield, from the AP list found, move up the AP shmin (e.g.) that you want to
use to the top by clicking on the M ove up button (Windows XP will automatically detect the AP's
ESSID and show it in Available networksfield). If the AP is not shown in Available networksfield,
you can use the Add... button in Preferred networ ks to add the target AP into the list.



L. Wireless Network Connection 2 Properties

| Gemral] wireless Networks | Authentication | ".ﬂ;q—:l;.-'amed_l
Usze Windows to configure my wireless network settings

Ay aillable nebworks:

To connect to an available netwaork., click Configure.

@ shminkao A | | Configure
4 shmn
1 wnhuang2 ~ l Refresh

Preferred networks:

Automatically connect to avalable network s in the order isted
below:

T éhmhkan

PO e LI

[ Move down

Add. 1 I_ Remowve | L FProperties _I

Leamn about setting up wireless network
configuration, Advanced ]

[ ok || Ccancel

4. In Authentication tab, check Enable networ k access control using | EEE 8021.x and choose the
M D5-Challengein the EAP type: list, as shown below.



4~ Wireless Network Connection 2 Properties E|3_(

' General | Wireless Nalwnrkﬂi Authentication | Advanced

Select this option to provide authenticated network. access for
wired and wireless Ethemet network.s.

Enable network access control using IEEE 802.1

EAP type: I MD5-Challenge w

[ ] Authenticate as computer when computer information is available

| ] Authenticate as guest when user or computer information is
unavailable

L OK ] l Cancel

5. Connect to ZyXEL AP, in Wireless Networ k Connection, choose View Available Wireless
Networks



LAN or High-Speed Internet

wWireless Network Connection 2
e - 1
! Disable

| I'F'4 FE e Ii:'l L' ‘fl | I E’ t'! =2 wyire | =
| Status
Repair

Bridge Connections

Create Shortcuk

Rename

Properties

6. In the Connect to Wireless Networ k window, select the AP you would like to connect in the
Available networ ks field then click Connect button for connection.



Connect to Wireless Network

The following network(s]) are available. To access a network, select
it from the list, and then click Connect.

Available netwarks:

4 szcrews
shirmin

If you are having difficulty connecting to a network, chck Advanced.

Advanced... | Connect I Cancel

7. Windows XP will show you the message "Click hereto enter your user name and password for
the network <AP_name>" where the <AP_name> is the AP's name you chose on previous step. Click
on the message box or the icon shown on the icon list.

s )
,,il,l Wireless Network Connection 2 x

Click here to enter your user name and password for the

network shmin
L

8. Inthe Wireless Networ k Connection window, enter the <user _name> in the User namefield and
<pass_word> in the Password field that are already set in AP for login. Click OK to finish the
connection.



Wireless Metwork Connection 2

User name: | shrnin

Fassword: asses '|

Logon domair:

Lancel

9. Windows XP completes the negotiation and changes the status for you automatically as shown on
following figure.

~ LAN or High-Speed Internet

- Wireless Network Connection 2

Authentication succeeded

L Y ORINOCO PC Card (5 volt)

. Setup MeetingHouse AEGI S 802.1x client



1. Please connect your wireless client to AP before configuring AEGIS 802.1x client.

ZyXEL IEEEA02 11b WLAN Card Utllity =

]

Link Info | Canfiguration  Site Survey | Encryption | Advanced | 2.4/ ¥

The list contatns avadable Access Points and their featores. To update
the lizt, chick Bearch' button. Yon can select a desired Access Point
from the list, and click Commect' button fo connect to the specified

Access Pomnt,

mall) BisID Signal | Channel | WEF

NDTESTWEPD 00-40-96-53-1C-47 6% a Yes
00-40-C5-37-AC  13% _ 2 Ho

ZWIW =

Od-L0-25-33-CF.

1 | i
T B | =68

2. Open AEGI S Client- Running window, choose Client --> Configure --> Select User settingstag --
> Type the username into the | dentity field --> Select M D5-Challenge authentication type --> Type
password into Passwor d field --> Click Apply button to save your configuration and return to AEGIS

Client window.



" AEGIS Client - Running =]
Client Wiew Help

Port atate
TEEESDZ. 11h WLAN PC Card v3 .0 - Determiniztic Network Enhance stopped
| LonteliF ) PROVI004+ MindPCT - Determintstic Network Enhancer i stopped

For Help, press Fl | | | e

ABGLE Client

User settings | syrstem settings | merver ety |

[demtity
||:lean

J}_}Hhe.n.ﬁs&tign.h_,.:pi___

frscuing =]
Pazzwo

|***ﬂ

[T A4sk credentials at anthentication e
[raloe tirmecnt (e IEEI :ll

[ | = client certificate
— Client Certificate
[zzned fo;
[zzued bar
Exmpires o

Friendly name: Chenge... |

— Tunneled authentication
[dentity Pagsyord

Luthentication protocal: JCHAE -




3. Right click the specified wireless client adapter in the AEGIS Client --> Select Start to start the
802.1x authentication on the specified wireless clinet adapter.

" AEGIE Client - Running - 0] x|
Chent Wiew Help
Port atate
JEEES02.11b WLAN PC " ; gt Metwork Enhance wiarted
| LnteliB) PROVO0+ MindPC s::j ork Enhancer M1 stopped
B
Configure
[elete
For Help, press Fl | | | o

4. AEGIS 8021.x client completes the negotiation and changes status automatically.

Before 802.1x authentication :

N B A Trosm

After 802.1x authentication is completed :

Ll S EEE Tronm



" AEGIS Client - Running =]
Clhent Wiew Help
Port atate
FZ|IEEES0Z 11b WLAN PC Card v3.0 - Deterministic Network Enhance Authenticated
§I]1telll_1:-'. T PEOVIO0+ MindPCT - Determdndztic Network Enhamncer b1 stopped
For Help, presz Fl | | | o

5. 1f AEGIS 802.1x client does not start to negotiate with wireless AP, please perform Step 1 again.
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Site Survey

. Site survey introduction

. Preparation
. Survey on site

. Introduction
What is Site Survey?
An RF site survey isaMAP to RF contour of RF coverage in a particular facility. With wireless system it isvery
difficult to predict the propagation of radio waves and detect the presence of interfering signals. Walls, doors,
elevator shafts, and other obstacles offer different degree of attenuation. Thiswill cause the RF coverage pattern

beirregular and hard to predict.

Site survey can help us overcome these problem and even provide us a map of RF coverage of the facility.

Preparation
Below are the step to complete a simple site survey with simple tools.
1. First you will need to Obtain afacility diagram, such as ablueprints. Thisisfor you to mark and take record on.

2. Visually inspect the facility, walk through the facility to verify the accuracy of the diagram and mark down any
large obstacle you see that may effect the RF signal such as metal shelf, metal desk, etc on the diagram.

3. Identify user's area, when doing so ask a question where is wireless coverage needed and where does not, and
note and take note on the diagram thisisinformation is needed to determine the number of AP required.

4. Determine the preliminary access point location on the facility diagram base on the service area needed,
obstacles, power wall jack considerations.

Survey on Site

1. With the diagram with al information you gathered in the preparation phase. Now you are ready to make the
survey.



2. Install an access point at the preliminary location.

3. User anotebook with wireless client installed and run it's utility. An utility will provide information such as
connection speed, current used channel, associated rate, link quality, signal strength and etc information as shown
in utility below.

IEEEB02.11b WLAN PCI Card Utility X

Lirk: Info |Emhgurat'rnn] Site Survey | Ern::lppt'rnn] ﬁdwranc:edl Abouk |

Slate |Enmeu:lu:| - B3510 = 00-A0-C3-4F-FE-38

Currert Channel F Re-Scan

Current Tranzfer Rate I? Mbps

Curent Service Set [dentifier |E_','WP.I.L

Throughput [Bytes/Second]
Traremitted Recened

[55 [13

Link: Guality: Ewxcellent [100%)
ANEEEENEEENENEENNEEENENENEENEENEEERER
Signal Strength:  Excellent [100%]
AEEREENEEENEEEENRENNNENEENERNNEEEREEER

1] Cancel Help

4. It'saways agood ideato start with putting the access point at the corner of the room and walk away from the
access point in a systematic manner. Record down the changes at point where transfer rate drop and the link
quality and signal strength information on the diagram as you go alone.
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6. Repeat step 1~5 and now you should be able to mark an RF coverage area asillustrated in above picutre.
site survey
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from corner of the room.

8. Repeat step 1~6 of survey on
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TMSS Application Notes

. Registration Steps(Demo)
. FAQ
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TMSS

. TMSS Introduction
. TMSS Registration Demo

« TMSSIntroduction
What is TMSS?
Help to identify vulnerabilities and to protect PCs and networks that are connected to the Internet via a router.

Integrated with chosen hardware partners, TMSS is designed to address the security needs of PCs that access the Internet via broadband
routers.

TMSS provides benefits which includes the following :
1. Security Report via Security Scan

2. Trend Micro Internet Security
3. Parental Controls

TMSS Registration Demo.

1. In Web GUI Advance/ TMSS, enable the TMSS service. Also you can configure the interval time for displaying TMSS web page. (before
this procedure, please make sure that the setting for Internet accessis proper.)

Parental Controls £

Service Settings Virus Prufﬁ::tiun

Ffﬁﬁend Micro Security Senivces

Security Services Display Interval e
Automatically display TMSS Web page eveny 1 day i
Cuornndinm | ird

2. Client under LAN of the device open the Web Browser (IE), there will pop-up one window to instruct you to install Active-X from TMSS.
After you install the Active-X, the window will change as below. (Please notice some program or Win XP SP2 will block pop-up window, so
before registration, please turn off this kind of function.)



Congratulations! You have successfully installed your router and connected to the Internet.

Trend Micro Security Services are integrated with chosen hardware routers and once activated help protect multiple
PCs an a network from wituses and other Internet threats. Trend Micro Security Services are specifically designed to
address the security needs of multiple PCs accessing the Internetvia a broadband router.

Click Continue to start taking advantage of Trend Micro Security Senices that were included with your router.

| Continue == I

@ Iplg E |nq D Home Network zyXE'_

= ; A
0 Security services Unisash Nitworking Powsr

3. When you apply "Continue" button, the web page will redirect to TM SS dashboard as bel ow.



Adees - Micromoft Internet Explorer

@% END. Home Network Security Services @
Humle Parental Controls

Home routers provide an enhanced Internet experience, but the likelihood of attacks also

increases. Trend Micrao Security Services are designed to address the unigque security needs of
PCs accessing the Internet via home routers.,

Home Metwork : Internet Security :
Security Check Antivirus

: Anti-spam
Personal Firewall

Router-based
Parental Controls

1 to ch
and othe

Trend Micro Incorporated is a global leader in network antivirus and
Internet content security software and services,

[T Dont show Trend Micro Security Services on this computer next time.

About Trend Micro | Legal Motice | Privacy Policy | Contact Us
Copyright 2004 Trend Micro, Inc All rights reserved.

o
In partnership wichyXEL

4. Click "Service Summary", in this page you can activate the TM SS service. (Y ou can pressthe "?' mark in the page for more detail
information)




Home Service Summary ec:uri',r Scan Parental Controls
Service Summary % Sl Top Threats in the World
- ! L | m WORM METSKY.P
My SERICES is a medium risk alert
@ You still need to activate yvour services and anly have 60 days to continue o F"Ezlﬁk |
using Security Scan. Activate now to take full advantage of Trend Micro Is 2o Pk Sl
Security Services including unlimited use of Security Scanl : B HTML WETSkY.P
] is a low risk alert

Service Hame Status Action HOWORM METSkY.D
! is a medium risk alert
Security Scan (60-day trialy | 60 days left

O Javs BYTEVER.A

Internet Security: antivirus, is alow risk alert

anti-spam, personal firewsall R e T
Wiew all

Parental Controls Mot activated by =t

Online Support

Mot activated Activate My Services |

My Router Technical Support
DEL router, model PEEOHW *Search our Knowledge Base
Trend Micro Security Services version 1.0 Build 107573 600IMN.0) Y

Installation Date: 1001772004 Antivirus RESOUrCES
Lodin to router Weh console (use your router Wehb consaole user name and o I
password). : infected, what should T do?
#Antivirus and Security Tips
#*Subscribe to our FREE
Mewsletters

.,

Copyright 2004 Trend Micro, Inc All rights reserved. About Trend Micro | Legal MNotice | Privacy Palicy | Contact Us

5. Click "Activate My Services', you will receive the pages below. (Please follow instruction in the page to finish the steps of registration.)
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" @)1ReNe Home Network Security Services

Home Service S:ummar',r E'éc:urit Scan Parental Controls

Three Easy Steps to Activate Your Service:

Register a Trend Micro Customer Account, which allowes you to easily manage different licenses
underthe same account .

Validate vour ermail address by following the instructions in the ernail.

Download & Install Trand Micro Internet Security Service on your horme netwark PCS.

<< Back | MNext == |

L ° "
Copyright 2004 Trend Micro, Inc All rights reserved, About Trend Micro | Legal Notice | Privacy Policy | Contact Us




Home Service Summary Security Scan Parental Controls

‘ Register a Trend Micro Customer Account % ‘

Please enter the following: Already Registered with Trend
.................................................................................................................................... Micro? SIGH IN HOwW!

First name: I (U=zer ID iz the same as your
Trend Micro Customer Care Center ID)

Last name: I
) User ID:
Lzer D (Ema|lj:| |
Enter a valid email address to activate
wour accourt immediately P

Passwnrd:| |

minimum & characters

Login Maow I
Forgot User 1D ¥ Password?
Cuuntrg.rfreginn:|_—-Se|ect-- j ., .

Canfirm passwnrd:|

Preferred Ianguage:|Eninsh j
Subscriptions {(optional):

[T Virus Alerts: Be informed ofvirls outhreaks, as they happen

[T Weekhy Virus Report: Learn aboutviruses that are circulating and infecting systems LI



Home Service Summary Security Scan Parental Controls

‘ Register a Trend Micro Customer Account (Registifation Sent) ‘

e will send an activation email to your email address. Please follow instructions in the email to immediately
validate your account registration.

After you validate your customer account, we will activate your Trend Micro Home Metwaork Security Services and wou can
hegin using Trend Micro Internet Security for B0 days.

kKeepyour user D and password in a secure place for future reference. This information will help our technical support
tearm provide assistance.

Cantinue Preyvigwing

[Rermember to validate vour email addreszs by clicking the link in the sent email to fully activate Security Services.)

Mote: To access Security Services, clickthe icon = i % an vaur hroveser toalbar ar locate Security Services

link on your ' Windows Start Menu.

p -
Caopyright 2004 Trend Micro, Inc All rights reserved, About Trend Micro | Legal Naotice | Privacy Palicy | Contackt Us

6. After you receive the registration mail from TMSS, please follow the instruction in the mail to validate your account. After you validate
your account, you will be redirect to the page below and you can download T1S 60 days trial version. (Trend Micro Internet Security )



Account Validated

I
by

Thank wou For walidating wour Trend Micro Customer Accounk, Your Trend Micro Security Services have been
activated and vaou can beqgin using Trend Micra Internet Security Service For 60 days,

Product: Trend Micro Internet Security (60 -day Trial)
Download Now ==
Mame: Baran Lin
User ID:  baron.lin@zyxel com.bw
Serial Number: TS5Z5-0018-1476-7995-6063

Expiration Date: 12/17/2004

You can always review and manage your Trend Micra produck subscripkion ak Cusktomer Care Center - My
Product,

Motice:

1. Please keep a record af vour registered User ID {email address) and passward For at least one yvear,

2, If wou need support For produck ar virus problems, please visit our Web site:
hiktpe e Erendricro. com For more information,

Copyright 2004 Trend Micro, Inc, All rights reserved,

7. You can back to TM SS dashboard, you can see the status already change. (If you want extend you TMSS service after Trial expired, please
check the Online Support or press"?' mark for more detail information.)
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Parental Controls

Security Scan

Service Summary

3 My Account

Marme: Baron Lin
User|D: baron ling@zyxel.corm e
Laogin to Trend Micro Customer Account

0 My Services
Service Hame Status Action
Security Scan Activated
T porena | i Actveted
: ) -60d left
(50-day trial) e Buy / Renew |
Parental Controls (60-day Trial Actrirated
trial) - 60 days left

L

My Houter

Iv¥EL router, model P334WT

Trend Micro Security Services version 1.0 Build 11175360000
Installation Date: 1001 872004

Lonin to router Weh console (use your router Weh consale user name and
password).

LS

Top Threats in the World

TWoORM MNETSEYLR

iz a medium risk alert
O PE ZAFI.B

is a low risk alert
O HTML MET=EY.P

i5 a low risk alert
0 PE FUMNLOVE.4099

iz a medium risk alert
TR M METSKY.D

i a medium risk alert

Miew all
L =y

Online Support

Technical Support

*Search our Knowledge Base
*FAQ

Antivirus Resources

*1 think my computer is
infected, what should I do?
*antivirus and Security Tips

#Subscribe to our FREE
Mews|etters

Caopyright 2004 Trend Micra, Inc &ll rights reserved, About Trend Micro | Legal Motice | Privacy Palicy | Contack Us

8. You can use "Security Scan" for security scan on your PC or the entire PCsin your network (under LAN of the device.) After security scan

isfinished, the TMSS will generate a report to indicate the result of security scan.




L

Home Service Summary Security Scan

Security Scan

@ Step 1. For My PC
3 Perform a security scan on your PC

Scan PC for known security holes. After
scan completion, instructions on how to
patch holes and tips to improve your PC's
secutity are pravided.

Scan Mow | ‘_._

Step 2. For My Entire Hetwork

Generate a report that consolidates all
the results from the security scans

Yiew a consolidated security repart for
FPCs that have been scanned far security
holes, only those computers that have
been scanned are included in the report.

Generate Report | '*-.__

[ate: Trend Micro Security Services does MNOT callect any personal infarmation.

Coperight 2004 Trand Micro, Inc All vights reserved, About Trend Micro | Legal Notice | Privacy Policy | Contact Us
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| €

Home SEI'H.il::E Summary Sec:uri.t',r Scan Parental Controls

Security Scan in Progress

%Frend Micro Home Metwork Security Services is now scanning your computer for exposure to hackers and other
online threats. When the scan is complete, you will receive a security repart for this PC.

Scanning your computer for Trojan horse programs...

cancel

LS A
Copyright 2004 Trend Micro, Inc All rights reserved. About Trend Micro | Legal Motice | Privacy Policy | Contack Us

9. Before you validate your account, the status of Parental Control will like below.



- Microsoft Internet Explorer

/2l httpi211.76.136.195 - Tre k Security Services - Micros

Parental Controls

FParental Caontrols intercept requests to view Wehb sites from a user's Internet brovwser and based on specified restricted
categories, determines whether to allowe or hlock the requested Web site content.

@ You must activate your services to use the Parental Controls service. After activation, you can use Parental Controls
far B0 days after which vou must renew this service by purchasing itlnnline to continue use.

@) 1mene. Home Network Security Services a |

Parental Controds

Bk 4 2 Il of compuiers B are suiect 10 Famial Conbols. Chok on Te Ccompuier
AETIE 1 R & el nipord

#i g LU

mags Drugh

gy Maine LcEssen T Pl B e Wit
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Mo ohodTob e 1% g

Nt ghECuRbin Akl n [ |
Bamisng |

Vishinc e sivm |
Dt

S

bouk Trend Mere. | Lagsl Rotics | Prpgcs Pobey

Crees Us

L

Activate My Services | ‘\

10. Below is the page which you validate your account.

Copyright 2004 Trend Micro, Inc All rights reserved. About Trend Micro | Legal Motice | Privacy Policy | Contact Us




Home Service Summary

Parental Controls B tyRouter ]
The table below provides the number of attermpts and actual times a Web site belonging To change these
to a cerain category was accessed. : settings, login to
: router Web console
; (use your router
As of 10/18/2004 Web console user
Category Hame Access Attempts Actual Accesses [ narme and
Fornography 0 oll . passwoard), )
AlcoholTabacco 1] 1]
egalituestionable i 1]
Gambling 1] 1]
WiolenceiHatelRacism 1] 1]
Ahortion 1] 1]
lleaal Drugs i 1
L =

Copyright 2004 Trend Micra, Inc All rights reserved, About Trend Micro | Legal Motice | Privacy Palicy | Contack Us

11. After you finish your TMSS registration and install the TIS software, in Web GUI will display as below. (the information of Client
Antivirus Protection Status and the setting column of Parental Control.)



Service Settings Virus Protection Parental Controls

Check for Trend I‘lil:l‘l] Internet Security

Hote: Only check for Trend Micro Internet Security version 11.35 or higher

Vv Automatically check for update components
Check for update components every

Scan Engine 7.100
Wirus Pattern 2.202.00

Client Antivirus Protection Status

m IP Address Antivirus Software m

1 192.168.1.33 BAROM Internet Security 2.168.00

¥ Enable Parental Controls

R

Blocking Schedule

Day to Block

¥ Everyday

¥ sun ¥ mMon ¥ Tue ¥ wed ¥ Thu ¥ Fri ¥ sat
Time of Dayto Block ¢z4-Hour Formaty

¥ all day

5’taart|'_:I | (hour) IU | (miny  End IU | (hour IU L eming

Select Categories

¥ Pornography ¥ Alcohol Tobacco
¥ llegal/Questionable v Gambling
¥ ViolenceMateRacism v Abortion

¥ Iegal Drugs

Exception List

' Enforce Parental Control policies for all computers
' Include specified address ranges in the Parental Control enforcement

" Exclude specified address ranges from the Parental Control enforcement

‘ScanEngine | Status

L ta
7.100 e
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' Include specified address ranges in the Parental Control enforcement

' Exclude specified address ranges from the Parental Control enforcement

Available IP Addresses Selected IP Addresses
192.168.1.33




TMSSFAQ

1. Entire network result will never be "Risk Free".

2. If user setsincorrect DNS setting for router, parental controls will not work.
3. If router's web server does not use port 80, TMSS service will not work.

4. The scanning result will be sent to default gateway.

5. If theclient isin exception list but router reboots, web console will not display this client.
6. Downloading Internet Security (27MB) will cost much time.

7. VA did not localized into DE and FR.

8. If user has proxy, only http(port:80) will be redirected to Dashboard web site.
9. When upgrading ActiveX, it prompts to ask user to reboot.

10. Strange characters are displayed at detailed scanning result (win98 SE).

11. IE 5.0 treats our ActiveX as an expired components.

12. TMSSwill not update the client information before DOQM time out reaches.
13. If port 40116(UDP) is used by another program, discovery would be failed.
14. When Box's client table isfull, new client is not allowed to access internet.
15. Redirected page will be blocked by google'stool & XP sp2.

16. Script error when using |E5 to view other client's report.

17. If user register his namein Chinese, it won't be shown in the verification mail, and become ?7?
instead.

1. Entire network result will never be" Risk Free".

If user has TIS installed and updated, the statusis"Low Risk"
-> entire network status will never be "Risk Freej§

2. 1T user setsincorrect DNS setting for router, parental controlswill not work.

Router needs the DNS setting to query ASP server for URL rating.

3. If router'sweb server does not use port 80, TM SS service will not work.

Reproduce steps :

1. change the port of web server from 80 to 8080 at router's web console (if the router support this
function)

2. TMSS service will not work with this router since the expected port 80 does not response



4. The scanning result will be sent to default gateway.

If our network topology is using multiple routers,

e.g. ADSL-----TMSS router------ router2(default gateway)------ PC
It will assume that the default gateway isthe TMSSrouter. In hence, datawill not go to the true TMSS
router.

5. If theclient isin exception list but router reboots, web console will not display thisclient.
Until it has first http traffic viarouter.
6. Downloading I nternet Security (27MB) will cost much time.

When user clicks the "Start Download & Install” button, he has to wait for about 30 minutes with
512kbps ADSL to see the security warning message pops up.

7. VA did not localized into DE and FR.
Now we only have VA XML filein English.
8. If user has proxy, only http(port:80) will beredirected to Dashboard web site.

If user has to setup a proxy to connect to internet, the proxy must use port 80. So TMSS router can
redirect to Dashboard web server.
9. When upgrading ActiveX, it promptsto ask user to reboot.

It is caused by IE's behavior that will prompt users to reboot the computer, so that the updated ActiveX
Control can be actually installed.

The reboot message is from system. However, New ActiveX Control is still useable. Although users
don't reboot, the reboot message will keep prompting until usersrestart | E or reboot the machine.Users
can restart | E to complete the updating process.

10. Strange charactersaredisplayed at detailed scanning result (win98 SE).

Due to the Win9X don't support Unicode, and the tmvainfo.xml use utf8 format to describe the messages.

11. IE 5.0treatsour ActiveX asan expired components.
12. TMSSwill not update the client information before DQM time out reaches.

If client installed TIS or updates pattern, TMSS will not get those information into client-info because



TMSS will not send DQM to query client status before DOM time(30 mins) out reach.

13. If port 40116(UDP) isused by another program, discovery would be failed.

14. When Box'sclient tableisfull, new client isnot allowed to access inter net.
15. Redirected page will be blocked by google'stool & XP sp2.

Google's tool will block any "pop up" window by default.

Windows XP sp2 will release at 8/04/2004 that it will also block the pop up window TMSS 1.0
introduced.

16. Script error when using IE5 to view other client'sreport.

No error happensif running |E version 5.5 or later.
17. If user register hisnamein Chinese, it won't be shown in the verification mail, and
become ??7? instead.

All contents copyright (c) 2004 ZyX EL Communications Corporation.



Cl Command List

Command ClassList Table
System Related Command Exit Command Device Related Command
Ethernet Related Command POE Related Command PPTP Related Command
Configuration Related Command  ||P Related Command | PSec Related Command
Firewall Related Command Wireless LAN Related Command Bridge Related Command
Radius Related Command 802.1x Related Command

To issue the ClI commands, you can either use telnet or console connection, and then go to SMT menu 24.8.
Command Syntax and General User Interface
Cl hasthe following command syntax:

command <iface | device > subcommand [param]
command subcommand [param]

command ? | help

command subcommand ? | help

Genera user interface:

1.? Shows the following commands and all major (sub)commands

2.|exit Returnsto SMT




System Related Command

Command Description
ST
adjtime retrive date and time from Internet
callhist
display display call history
remove <index> remove entry from call history
countrycode [countrycode] set country code
date [year month date] set/display date
domainname display domain name
edit <filename> edit atext file
extraphnum maintain extra phone numbers for
outcalls
add <set 1-3> <18t phone num> [2"d  ladd extra phone numbers
phone num]|
display display extra phone numbers
node <num> set all extend phone number to remote
node <num>
remove <set 1-3> remove extra phone numbers
reset reset flag and mask
feature display feature bit




hostname [hostname] display system hostname
logs

category
access [0:none/1:log/2:a ert/3:both] [record the access control logs
attack [0:none/1:log/2:aert/3:both] |record and alert the firewall attack logs
display display the category setting
error [0:none/1:log/2:alert/3:both] |record and alert the system error logs
ipsec [0:none/1:log/2:a ert/3:both] [record the access control logs
ike [0:none/1:1og/2:al ert/3:both] record the access control logs
javablocked [0:none/1:1og] record the java etc. blocked logs
mten [0:none/1:1og] record the system maintenance logs
upnp [0:none/1:1og] record upnp logs
urlblocked [0:none/1:1og/2:alert/3: |record and alert the web blocked logs
both]
urlforward [0:none/1:1og] record web forward logs

clear clear log

display [access|attack|error|ipsec|ike] display all logs or specify category logs
j avabl ocked|mten|url blocked|urlfor
ward]

errlog
clear display log error




disp

clear log error

online turn on/off error log online display
load load the log setting buffer
mail
alertAddr [mail address] send alerts to this mail address
display display mail setting
logAddr [mail address] send logs to this mail address
schedule display display mail schedule
schedule hour [0-23] hour time to send the logs
schedule minute [0-59] minute time to send the logs
schedule policy [O:full/1:hourly/2: |mail schedule policy
daily/3:weekly/4:none]
schedul e week [0:sun/1:mon/2: weekly time to send the logs
tue/3:wed/4:thu/5:fri/6:sat]
server [domainName/| P mail server to send the logs
subject [mail subject] mail subject
save save the log setting buffer
syslog

active [0:no/1:yes)

active to enable unix syslog

display

display syslog setting

facility [Local 1D(1-7)]

log the messages to different files




server [domainName/| P

syslog server to send the logs

log
clear clear log error
disp display log error
online [on|off] turn on/off error log online display
resolve Resolve mail server and syslog server
address
mbuf
link link list system mbuf link
pool <id> [type] list system mbuf pool
status display system mbuf status
disp <address> display mbuf status
cnt
disp display system mbuf count
Cclear clear system mbuf count
debug [on|off]
pwderrtm [minute] Set or display the password error
blocking timeout value.
m
load <entry no.> load remote node information
disp <entry no.>(0:working buffer) display remote node information




nat <none|suajfull_feature> config remote node nat
nailup <nolyes> config remote node nailup
mtu <value> set remote node mtu
save [entry no.] save remote node information
smt not support in this product
stdio [minute] change terminal timeout value
time [hour [min [sec]]] display/set system time
trcdisp monitor packets
trclog
trcpacket
syslog
server [destIP] set syslog server |P address
facility <FacilityNo> set syslog facility
type [type] set/display syslog type flag
mode [on]off] set syslog mode
vVersion display RAS code and driver version
View <filename> view atext file
wdog
switch [on|off] set on/off wdog
cnt [value] display watchdog counts value: 0-34463




romreset restore default romfile
server

access <tel net|ftp|web|icmp|snmp|dns> Set server access type

<value>

load load server information

disp display server information

port <tel net|ftp|web|snmp> <port> set server port

save save server information

secureip <tel net|ftp|web|icmp|snmp|dns> Set server secureip addr

<ip>

fwnotify

load load fwnotify entry from spt

save save fwnotify entry to spt

url <url> set fwnotify url

days <days> set fwnotify days

active <flag> turn on/off fwnotify flag

disp display firmware notify information

check check firmware notify event

debug <flag> turn on/off firmware notify debug flag
cmgr

trace




disp <ch-name>

show the connection trace of this
channel

clear <ch-name>

clear the connection trace of this
channel

cnt <ch-name> show channel connection related counter
socket display system socket information
filter
netbios
roadrunner
debug <level> enable/disable roadrunner service
0: diable <default>
1: enable
display <iface name> display roadrunner information
iface-name: enifO, wanifO
restart <iface name> restart roadrunner
ddns
debug <level> enable/disable ddns service
display <iface name> display ddns information
restart <iface name> restart ddns
logout <iface name> logout ddns
cpu
display display CPU utilization

filter




netbios
upnp
active [0:no/1:yes)| Activate or deactivate the saved upnp
settings
config [O:deny/1:permit] Allow users to make configuration
changes. through UPnP
display display upnp information
firewall [O:deny/1:pass] Allow UPnP to pass through Firewall.
load save upnp information
save save upnp information
Exit Command Home
Command Description
exit exit smt menu
Device Related Command Home
Command Description
dev
channel

drop <channel_name>

drop channel




‘ dial <node#t> dial to remote node
Ethernet Related Command
Home
Command Description
ether
config display LAN configuration information
driver
cnt
disp <name> display ether driver counters
loctl <ch_name> Uselessin this stage.
status <ch_name> see LAN status
\version see ethernet device type
pkttest
disp
packet <level> set ether test packet display level
event <ch> [on|off] turn on/off ether test event display
sap [ch_name] send sap packet
arp <ch_name> <ip-addr> send arp packet to ip-addr
debug




disp <ch_name> display ethernet debug infomation
level <ch_name> <level> set the ethernet debug level
level O: disable debug log
level 1:enable debug log (default)
edit
load <ether no.> load ether data from spt
mtu <value> set ether data mtu
accessblock  [<O:disable 1:enable> block internet access
save save ether data to spt
POE Related Command Home
Command Description
poe
status [ch_name] See poe status
dial <node> dial aremote node
drop <node> drop a pppoe call
ether [rfc|3com] set /display pppoe ether type
PPTP Related Command Home
Command Description

pptp




dial

<rn-name>

dial aremote node

drop

<rn-name>

drop aremote node call

tunnel

<tunnel id>

display pptp tunnel information

Configuration Related Command

Home

Command

Description

config

The parameters of config are listed
below.

edit

firewall

active
<yesjno>

Activate or deactivate the saved firewall
settings

retrieve

firewall

Retrieve current saved firewall settings

Save

firewall

Save the current firewall settings

display

firewall

Displays al the firewall settings

Set <set#>

Display current entries of a set
configuration; including timeout values,
name, default-permit, and number of
rulesin the set.

Set <set#>

rule <rule#>

Display current entries of arulein a set.

attack

Display al the attack alert settingsin
PNC

e-mail

Display all the e-mail settingsin PNC

Display all the available sub commands




e-malil mail-server Edit the mail server |Pto send the alert
<mail server
P>
return-addr <e- Edit the mail address for returning an
mail address> email alert
e-mail-to <e- Edit the mail address to send the aert
mail address>
policy <full | Edit email schedule when logisfull or
hourly |daily | per hour, day, week.
weekly>
day <sunday | Edit the day to send the log when the
monday | email policy is set to Weekly
tuesday |
wednesday |
thursday |
friday |
saturday>
hour <0~23> Edit the hour to send the log when the

email policy is set to daily or weekly
minute <0~59> Edit the minute to send to log when the
email policy is set to daily or weekly

Subject <mail Edit the email subject
subject>

attack send-alert <yes| Activate or deactivate the firewall DoS

no>

attacks notification emails

block <yes|no>

Y es; Block the traffic when exceeds the
tcp-max-incomplete threshold

No: Delete the oldest half-open session
when exceeds the tcp-max-incomplete
threshold

block-minute
<0~255>

Only valid when sets 'Block’ to yes. The
unit is minute




minute-high

The threshold to start to delete the old

<0~255> half-opened sessions to minute-low
minute-low The threshold to stop deleting the old
<0~255> half-opened session
max- The threshold to start to delete the old
incomplete- half-opened sessions to max-incompl ete-
high <0~255> low
max- The threshold to stop deleting the half-
incomplete-low opened session
<0~255>
tcp-max- The threshold to start executing the block
incomplete field
<0~255>

set <set#> |name <desired Edit the name for a set
name>
default-permit Edit whether a packet is dropped or
<forward| allowed when it does not match the
block> default set
icmp-timeout Edit the timeout for an idle ICMP session
<seconds> beforeit is terminated
udp-idle- Edit the timeout for an idle UDP session
timeout beforeit is terminated
<seconds>
connection- Edit the wait time for the SYN TCP
timeout sessions before it is terminated
<seconds>
fin-wait- Edit the wait time for FIN in concluding
timeout a TCP session before it is terminated
<seconds>
tcp-idle- Edit the timeout for an idle TCP session
timeout beforeit is terminated

<seconds>




pnc <yesno> PNC is allowed when 'yes is set even
thereisaruleto block PNC

log <yes|no> Switch on/off sending the log for
matching the default permit

rule<rule#> |permit <forward|block> [Edit whether a packet is dropped or

allowed when it matches thisrule

active <yes|no>

Edit whether aruleis enabled or not

protocol <0~255>

Edit the protocol number for arule.
1=ICMP, 6=TCP, 17=UDP...

log <nonelmatch|not-
match|both>

Sending alog for arule when the packet
nonejmatches|not match|both the rule

alert <yesjno>

Activate or deactivate the notification
when a DoS attack occurs or thereisa
violation of any alert settings. In case of
such instances, the function will send an
email to the SM TP destination address
and log an alert.

srcaddr-single <ip
address>

Select and edit a source address of a
packet which compliesto thisrule

srcaddr-subnet <ip
address> <subnet mask>

Select and edit a source address and
subnet mask if a packet which complies
to thisrule.

srcaddr-range <start ip
address> <end ip
address>

Select and edit a source address range of
a packet which compliesto thisrule.

destaddr-single <ip
address>

Select and edit a destination address of a
packet which compliesto thisrule

destaddr-subnet <ip
address> <subnet mask>

Select and edit a destination address and
subnet mask if a packet which complies
to thisrule.




destaddr-range <start ip
address> <end ip
address>

Select and edit a destination address
range of a packet which compliesto this
rule.

tcp destport-single
<port#>

Select and edit the destination port of a
packet which comply to thisrule. For
non-consecutive port numbers, the user
may repeat this command line to enter
the multiple port numbers.

tcp destport-range <start
port#> <end port#>

Select and edit a destination port range of
a packet which comply to thisrule.

udp destport-single
<port#>

Select and edit the destination port of a
packet which comply to thisrule. For
non-consecutive port numbers, users may
repeat this command line to enter the
multiple port numbers.

udp destport-range
<start port#> <end
port#>

Select and edit a destination port range of
a packet which comply to thisrule.

desport-custom <desired
custom port name>

Typein the desired custom port name

delete firewall |e-mail Remove all email alert settings
attack Reset al alert settingsto defaults
Set <set#> Remove a specified set from the firewall
configuration
Set <set#> rule <rule#> Remove a specified rule in a set from the
firewall configuration
insert firewal |e-mail Insert email alert settings
attack Insert attack alert settings
et <set#> Insert a specified rule set to the firewall

configuration




set <set#> rule <rule#> Insert a specified rulein a set to the
firewall configuration
cli Display the choices of command list.
debug <1|0> Turn on|off trace for firewall debug
information.
IP Related Command Home
Command Description
ip
address [addr] display host ip address
alias <iface> aliasiface
aliasdis <0|1> disable alias
ap
status <iface> display ip arp status
dhcp <iface>
client
release release DHCP client IP
renew renew DHCP client IP
status [option] show dhcp status
dns
query




server <primary> [secondary] [third] [set dns server
stats
clear clear dns statistics
disp display dns statistics
httpd
icmp
status display icmp statistic counter
discovery <iface> [on|off] set icmp router discovery flag
ifconfig [iface] [ipaddr] [broadcast configure network interface
<addr> |mtu <value>|dynamic]
ping <hostid> ping remote host
route
status [if] display routing table
add <dest_addr|defaul t>[/<bits>] add route
<gateway> [<metric>]
addiface <dest_addr|default>[/<bits>] add an entry to the routing table to iface
<gateway> [<metric>]
addprivate <dest_addr|default>[/<bits>] add private route
<gateway> [<metric>]
drop <host addr> [/<bits>] drop aroute
smtp
status display ip statistic counters




stroute

display [rule # | buf] display rule index or detail message in
rule.
load <rule#> load static route rule in buffer
save save rule from buffer to spt.
config
name <site name> set name for static route.
destination <dest addr>[/<bits>] |set static route destination address and
<gateway> [<metric>] gateway.
mask <IP subnet mask> Set static route subnet mask.
gateway <IP address> set static route gateway address.
metric <metric #> Set static route metric number.
private <yes|no> set private mode.
active <yes|no> Set static route rule enable or disable.
traceroute <host> [ttl] [wait] [queries] send probes to trace route of aremote
host
Xparent
join <ifacel> [<iface2>] join iface2 to ifacel group
break <iface> break iface to leave ipxparent group
ave anti-virus enforce

urlfilter




reginfo

display display urlfilter registration information
name set urlfilter registration name
eMail <size> set urlfilter registration email addr

country <size>

set urlfilter registration country

clearAll clear urlfilter register information
category

display display urlfilter category

webFeature [ block/nonblock] block or unblock webfeature

[activex/javalcookei/webproxy]

logAndBlock [log/ set log only or log and block

logAndBlock]

blockCategory [block/nonblock] [block or unblock type

[all/type(1-14)]

timeOfDay [always/hh:mm] [hh: |set block time

mm]|

clearAll clear al category information
listUpdate

display display listupdate status

actionFlags [yes/no| set listupdate or not

schedul eFlag [pending] set schedule flag

dayFlag [pending] set day flag




time [pending]

set time

clearAll clear al listupdate information
exemptZone
display display exemptzone information
actionFlags [type(1-3)][enable/ |set action flags
disable]
add [ipl] [ip2] add exempt range
delete [ipl] [ip2] delete exempt range
clearAll clear exemptzone information
customize
display display customize action flags
logFlags [type(1-3)][enable/  |set log flags
disable]
add [string] [trust/untrust/ add url string
keyword]
delete [string] [trust/untrust/ delete url string
keyword)]
clearAll clear all information
logDisplay display cyber log
ftplist update cyber list data
listServerlP <ipaddr> set list server ip
listServerName  [<name> set list server name




tredir

failcount <count> set tredir failcount

partner <ipaddr> set tredir partner

target <ipaddr> set tredir target

timeout <timeout> Set tredir timeout

checktime <period> set tredir checktime

active <on|off> set tredir active

save save tredir information

disp display tredir information

debug <value> set tredir debug value

nat

server
disp display nat server table
load <set id> load nat server information from ROM
save save nat server information to ROM
clear <set id> clear nat server information

edit active <yes|no>

set nat server edit active flag

edit svrport <start port> [end
port]

Set nat server server port

edit intport <start port> [end
port]

set nat server forward port




edit remotehost <start ip> [end
ip]

set nat server remote host ip

edit |easetime [time]

Set nat server lease time

edit rulename [name]

set nat server rule name

edit forwardip [ip]

Set nat server server ip

edit protocol [protocol id]

set nat server protocol

edit clear clear one rule in the set
service
irc [on|off] turn on/off irc flag
resetport reset al nat server table entries
incikeport [on|off] turn on/off increase ike port flag
igmp
debug [level] set igmp debug level
forwardall [on|off] turn on/off igmp forward to all interfaces
flag
querier [on|off] turn on/off igmp stop query flag
iface

<iface> grouptm <timeout>

set igmp group timeout

<iface> interval <interval>

set igmp query interval

<iface> join <group>

join agroup on iface

<iface> |leave <group>

leave a group on iface




<iface> query

send query on iface

<iface> rgptime [time]

set igmp response time

<iface> start

turn on of igmp on iface

<iface> stop

turn off of igmp on iface

<iface> ttl <threshold>

set ttl threshold

<iface> vlcompat [on|off]

turn on/off vlcompat on iface

robustness <num> set igmp robustness variable
status dump igmp status
pr
| PSec Related Command Home
Command Description
ipsec
debug <1|0> turn onloff trace for 1Psec debug
information
ipsec_log_disp show 1PSec log, same as menu 27.3
route lan <on|off> After a packet is |PSec processed and

will be sent to LAN side, this switch
isto control if this packet can be
applied |PSec again.

Remark: Command available since
3.50(WA.3)




vwan

<on|off>

After a packet is |PSec processed and
will be sent to WAN side, this switch
isto control if this packet can be
applied |PSec again.

Remark: Command available since
3.50(WA.3)

show_runtime

Sa

display runtime phase 1 and phase 2
SA information

spd

When a dynamic rule accepts a
request and atunnel is established, a
runtime SPD is created according to
peer local |P address. This command
IS to show these runtime SPD.

switch

<on|off>

As long as there exists one active
IPSec rule, all packets will run into

I PSec process to check SPD. This
switch isto control if a packet should
do this. If it isturned on, even there
exists active | PSec rules, packets will
not run |PSec process.

timer

chk_my ip

<1~3600>

- Adjust timer to check if WAN IPin
menu is changed

- Interval isin seconds

- Default is 10 seconds

- 0isnot avaid value

chk_conn.

<0~255>

- Adjust auto-timer to check if any
| Psec connection has no traffic for
certain period. If yes, system will
disconnect it.

- Interval isin minutes

- Default is 2 minuets




- 0 means never timeout

update peer

<0~255>

- Adjust auto-timer to update 1PSec
rules which use domain name as the
secure gateway |P.

- Interval isin minutes

- Default is 30 minutes

- 0 means never update

Remark: Command available since
3.50(WA.3)

updatePeerlp

Force system to update | PSec rules
which use domain name as the secure
gateway IP right away.

Remark: Command available since
3.50(WA.3)

dial

<rule #>

Initiate | PSec rule <#> from
ZyWALL box

Remark: Command available since
3.50(WA.3)

display

<rule #>

Display IPSec rule #

remote

key

<string>

| add a secured remote access tunnel
with pre-shared key. It isadynamic
rule with local: the route’s WAN |P.
The algorithms with it are fixed to
phasel: DES+MD5, DH1 and SA
lifetime 28800 seconds; phase2: DES
+MD5, PFS off, no anti-replay and
SA lifetime 28800 seconds. The
length of pre-shared key is between 8
to 31 ASCII characters.

switch

<on|off>

Activate or de-activate the secured
remote access tunnel.




keep alive <rule #> <on|off> Set ipsec keegp_aliveflag
load <rule#> Load ipsec rule
save Save ipsec rules
config netbios active <on|off> Set nethios active flag
group <group index1, group [Set nethbios group
index2...>
name <string> Set rule name
name <string> Set rule name
keeyAlive <Yes No> Set keep alive or not
IcldType <0:IP| 1:DNS | 2:Email> Set local ID type
|cldContent <string> Set local ID content
mylpAddr <|P address> Set my |P address
peerldType <0:IP| 1:DNS | 2.Email> Set peer ID type
peerldContent <string> Set peer ID content
secureGwAddr <|P address | Domain name> |Set secure gateway address or
domain name
protocol <1:ICMP|6:TCP|17:UDP> |Set protocol
IcAddrType <0:single| 1l:range | 2:subnet> |Set local address type
|cAddrStart <IP> Set local start address
IcAddrEndMask  <IP> Set local end address or mask
|cPortStart <port> Set local start port




|cPortEnd <port> Set local end port

rmAddrType <0:single | 1l:range | 2:subnet> |Set remote address type
rmAddrStart <IP> Set remote start address
rmAddrEndMask  <IP> Set remote end address or mask
rmPortStart <port> Set remote start port

rmPortEnd <port> Set remote end port

antiReplay <Yes|No> Set anitreplay or not

keyManage <0:IKE | 1:Manual> Set key manage

ike negotiationMode <0:Main | 1. |Set negotiation mode in phase 1in

Aggressive>

IKE

preShareK ey <string>

Set pre shared key in phase 1in IKE

plEncryAlgo <0:DES |
1:3DES>

Set encryption algorithm in phase 1
in IKE

plAuthAlgo <O:MD5 | 1:
SHA1>

Set authentication agorithm in phase
1inlIKE

plSalifeTime <seconds>

Set salifetimein phase 1in IKE

plKeyGroup <O0:DH1 | 1:
DH2>

Set key group in phase 1 in IKE

activeProtocol <O:AH | 1:
ESP>

Set active protocol in phase 2 in IKE

p2EncryAlgo <O:Null | 1:DES
| 2:3DES>

Set encryption algorithm in phase 2
in IKE

p2AuthAlgo <0:MD5 | 1:
SHA1>

Set authentication algorithm in phase
2inIKE




p2Sal ifeTime <seconds>

Set salifetimein phase 2in IKE

encap <0:Tunnel | 1:
Transport>

set encapsulation in phase 2 in IKE

pfs<0:None | 1:DH1 | 2.2DH2>

set pfsin phase 2 in IKE

manual activeProtocol <0:AH | 1: Set active protocol in manual
ESP>
manual ah encap <O0:Tunnel | 1: Set encapsulation in ah in manual
Transport>
Spi <decimal> Set spi in ah in manual
authAlgo <0:MD5 | 1:SHA1> |Set authentication algorithminahin
manual
authK ey <string> Set authentication key in ahin
manual
manual esp encap <O0:Tunnel | 1: Set encapsulation in esp in manual
Transport>
Spi <decimal> Set spi in esp in manual

encryAlgo <O:Null | 1:DES|
2:3DES>

Set encryption algorithminespin
manual

encryKey <string>

Set encryption key in esp in manual

authAlgo <O:MD5 | 1:SHA1>

Set authentication algorithminespin
manual

authK ey < string>

Set authentication key inespin
manual

Firewall Related Command




Command Description
SyS Firewal
acl
disp Display specific ACL set #rule#, or all ACLs.
active <yesjno> Active firewall or deactivate firewall
clear Clear firewall log
cnt
disp Display firewall log type and count.
clear Clear firewall log count.
disp Display firewall log
online Set firewall log online.
pktdump Dump the 64 bytes of dropped packet by firewall
update Update firewall
dynamicrule
tcprst
rst Set TCP reset sending on/off.
rst113 Set TCP reset sending for port 113 on/off.
display Display TCP reset sending setting.
icmp
dos




smtp Set SMTP DoS defender on/off
display Display SMTP DoS defender setting.
ignore Set if firewall ignore DoS in lan/wan/dmz/wlan
ignore
dos Set if firewall ignore DoS in lan/wan/dmz/wlan
triangle Set if firewall ignore triangle route in lan/wan/dmz/wlan
Wireless LAN Related Command Home
Command Description
wlan
active [on|off] set on/off wlan
association display association list
chid [channel id] set channel
diagnose self-diagnostics
essid [essid] set ESSID
version display WLAN version information
Bridge Related Command
Command Description




Bridge
cnt related to bridge routing statistic table
Disp display bridge route counter
Clear clear bridge route counter
stat related to bridge packet statistic table
Disp display bridge route packet counter
Clear clear bridge route packet counter

Radius Related Command

Command Description
Radius
auth show current radius authentication server
configuration
acct show current radius accounting server
configuration
802.1x Related Command
Command Description
8021x
debug Level [debug level] set ieeeB02.1x debug message level




Trace show all supplicationsin the supplication
table
User [username] show the specified user statusin the

supplicant table

All contents copyright (c) 2004 ZyXEL Communications Corporation.




Prestige 334WT Troubleshooting

. Unableto get the WAN IP from the ISP
. Unableto run applications

. Embedded packet trace

. Debug PPPoE connection




My P-334WT can not get an | P address from the | SP to connect to the Internet, what can | do?

Currently, there are various ways that | SPs control their users. That is, the WAN [P is provided only
when the user is checked as an authorized user. The | SPs currently use three ways:

1. Check if the'MAC address isvalid
2. Check if the 'Host Name' isvalid, e.g., @home

3. Check if the'User ID' isvalid, e.g., RR-Toshiba Authentication Service, RR-Manager
Authentication Service

If you are not able to get the Internet | P from the | SP, check which authentication method your ISP uses
and troubleshoot the problem as described below.

1. Your ISP checksthe'M AC address

Some ISPs only provide an | P address to the user with an authorized MAC address. This authorized
MAC can be the PC's MAC which is used by the | SP for authentication. So, if anew network card is
used or the P-334WT is attached to the cable modem directly, the ISP will reject the DHCP discovery
from thisMAC, thus no IP is assigned by the ISP.

The problem can be simply solved if the ISP allows you to use anew MAC, and you just tell them the
WAN MAC of the P-334WT. The WAN MAC of the P-334WT can be obtained from menu 24.1.

In case the ISP does not allow you to use anew MAC, the P-334WT can clone the MAC from the first
PC you installed as the WAN MAC and send it to the | SP. To clone the MAC from the PC you need to
enter that PC's IP in menu 2. Oncethe MAC is received by the P-334WT, the WAN MAC in menu 24.1
will be updated.



Menu 2 - WAN Set up
Li nk Mode= Hal f Dupl ex

MAC Addr ess:

Assi gned By= | P address
attached on LAN

| P Address= 192. 168. 1. 33

i@

Key settings:
. AssignedBy=, Choose' | P address attached on LAN .

. IPAddress=, Enter the IP address of the PC which isinstalled by the | SP at the first
installation.

2. Your |SP checksthe'Host Name

Some | SPs take advantage of the ‘host name' message in a DHCP packet such as @home to do the
authentication. When first installing, the | SP's tech people configure the host name as the ‘Computer
Name' of the PC in the 'Networking' settings. When the P-334WT is attached to the cable modem to
connect to the ISP, we should configure this host name in the P-334WT's system (menu 1).

i@
Menu 1 - General Setup

System Nane= zyxel

Key Setting:

. System Name=, The system name must be the same as the PC's computer name.



3. Your ISP checks'User 1D

This authentication type is used by RoadRunner ISP, currently they use RR-TAS(Toshiba
Authentication Service) and RR-Manager authentications. Y ou must configure the correct 'Service
Type, username and password for your ISP in menu 4.

i@
Menu 4 - Internet Access Setup

| SP' s Nane= ChangeMe

Servi ce Type= RR-Toshi ba Aut hentication Service
Server IP=0.0.0.0

My Logi n=

w PaSSV\Drd: *kk*k*kk*k*k

| P Address Assi gnnent = Dynam ¢
| P Address= N A

| P Subnet Mask= N A

Gateway | P Address= N A

RI P Directi on= None

Versi on= N A

Si ngl e User Account= Yes

Edit Filter Set= No

Press ENTER to Confirmor ESC to Cancel:

Key settings:

. Service Type.......Currently, there are two authentication types that Road Runner supports, RR-
TAS and RR-Manager. Choose the correct one for your local 1SP.

. Server IP............. The P-334WT will find the Road Runner server IP if thisfield is blank,
otherwise enter the authentication server IP addressif you know it.

. My Login Name...Enter the login name given to you by your ISP

. My Password.......Enter the password associated with the login name

« WAN IP Address Assignment...If the ISP did not assign you an explicit IP, select Dynamic,



otherwise, select Static.
. |IPAddress & Subnet Mask & Gateway |P Address...Enter the |P address, subnet mask &
gateway |P when Static Assignment is selected above.



If any application does not work behind P-334WT's SUA

1. Currently, the applications supported in SUA mode are listed in the ZyXEL SUA Support Table.

Please check all the required settings suggested in the table to configure your P-334WT.
2. If your application is not in the table or it isin the table but still does not work, please configure
the workstation which runs the applications as the SUA default server in SMT 15 and try again.
3. If it still does not work then please provide the application name, version and the following trace

for our analysis.

P324>ip sua ifa enifl




Embedded Packet Trace

The P-334WT packet trace records and analyzes packets running on LAN and WAN interfaces. It is
designed for users with technical backgrounds who are interested in the details of the packet flow on
LAN or WAN end of P-334WT. It isaso very helpful for diagnosticsif you have compatibility problems

with your ISP or if you want to know the details of a packet for configuring afilter rule.
The format of the display is as following:

Packet:

0 11880. 160 ENETO- R 0062] TCP 192. 168. 1. 2: 1108->192. 31. 7. 130: 80

[index] [timer/second][channel-receive/transmit][length] [protocol] [sourcel P/port] [destl P/port]
There are two ways to dump the trace:

1. Online Trace--display thetracereal time on screen
2. Offline Trace--capturethetracefirst and display later

The details for capturing the trace in SMT menu 24.8 are as follows.
Online Trace

1. Trace LAN packet
2. Trace WAN packet

1. Trace LAN packet

1.1 Disable to capture the WAN packet by entering: sys trcp channel enetl none
1.2 Enable to capture the LAN packet by entering: sys trcp channel enet0 bot hway
1.3 Enable thetrace log by entering: sys trcp sw on & sys trcl sw on

1.4 Display the brief trace online by entering: sys trcd bri ef

or

1.5 Display the detailed trace online by entering: sys trcd parse

Exanpl e:



P324> sys trcp channel enetl none

P324> sys trcp channel enet0 bot hway

P324> sys trcp sw on

P324> sys trcl sw on

P324> sys trcd bri ef
0 11880. 160 ENETO- R[ 0062] TCP 192. 168. 1. 2: 1108->192. 31.
1 11883. 100 ENETO- R[ 0062] TCP 192.168.1.2: 1108->192. 31.
2 11883. 330 ENETO- T[ 0058] TCP 192. 31. 7. 130: 80->192. 168.
3 11883. 340 ENETO- R[ 0060] TCP 192. 168. 1. 2: 1108->192. 31.
4 11883. 340 ENETO- R[ 0339] TCP 192. 168. 1. 2: 1108->192. 31.
5 11883. 610 ENETO- T[ 0054] TCP 192. 31.7.130: 80->192. 168.
6 11883. 620 ENETO- T[ 0102] TCP 192. 31. 7. 130: 80->192. 168.
7 11883. 630 ENETO- T[ 0054] TCP 192. 31.7.130: 80->192. 168.
8 11883. 630 ENETO- R[ 0060] TCP 192.168.1.2:1108->192. 31.
9 11883. 650 ENETO- R[ 0060] TCP 192. 168. 1. 2: 1108->192. 31.
10 11883. 650 ENETO- R[ 0062] TCP 192.168.1.2: 1109->192. 31.

P324> sys trcd parse

01010 > e I

LAN Frane: ENETO-RECV  Size: 62/ 62 Ti me: 12089. 790 sec

Frame Type:

Et her net Header:
Desti nati on MAC Addr
Sour ce MAC Addr
Net wor k Type

| P Header:
| P Ver sion
Header Length
Type of Service
Total Length
| detification
Fl ags
Fragnment O f set
Tine to Live
Pr ot oco
Header Checksum
Source |IP
Destination |IP

TCP Header:
Sour ce Port

TCP 192.168. 1. 2: 1116->192. 31. 7. 130: 80

00A0C5921311
0080C84CEA63
0x0800 (TCP/ | P)

4
20

0x00 (0)

0x0030 ( 48)

0x330B (13067)

0x02

0x00

0x80 (128)

0x06 ( TCP)

0x3E71 (15985)

0xCOA80102 (192. 168. 1. 2)
0xC01F0782 (192.31. 7. 130)

0x045C (1116)

SN EEPEE

130: 80
130: 80
2:1108
130: 80
130: 80
2:1108
2:1108
2:1108
130: 80
130: 80
130: 80




Destination Port
Sequence Nunber
Ack Nunber
Header Length

Fl ags

W ndow Si ze
Checksum

Urgent Ptr

Opt i ons
0000: 02 04 05 B4 01

RAW DATA:

0000: 00 A0 C5 92 13 11 00
c..E

0010: 00 30 33 OB 40 00 80

0020: 07 82 04 5C 00 50 00
P........ p.
0030: 20 00 BE C3 00 00 02

02

QOOOL>= = = = = = = = = mmm il

LAN Franme: ENETO-XM T  Si ze:
Frame Type: TCP 192.31.7.130:

Et her net Header:
Desti nati on MAC Addr
Sour ce MAC Addr
Net wor k Type

| P Header:
| P Version
Header Length
Type of Service
Total Length
| deti fication
Fl ags
Fragnment O f set
Tinme to Live

Pr ot ocol =

Header Checksum
Source | P
Destination |IP

0x0050 ( 80)
0x00BD15A7 (12391847)
0x00000000 (0)

28

0x02 (....S.)

0x2000 (8192)

OxBEC3 (48835)

0x0000 (0)

o
|_\
o
~
o
N

80-C8 4C EA

06-3E 71 Q0

BD- 15 A7 00

04-05 B4 01

80->192. 168.

63 08 00 45 00

A8 01 02 CO 1F

00 00 00 70 02

01 04

58/ Ti me: 12090. 020 sec

1.2:1116

58

0080C84CEAG3
00A0C5921311
0x0800 (TCP/ | P)

4
20

0x00 (0)
0x002C (44)
0x57F3 (22515)
0x02

0x00

OXED (237)

0x06 ( TCP)

OXACSC (44172)
0xCO1F0782 (192.31.7.130)
0xCOA80102 (192. 168. 1. 2)




TCP Header:
Sour ce Port
Desti nati on Port
Sequence Nunber
Ack Nunber
Header Length
Fl ags
W ndow Si ze
Checksum
Urgent Ptr

Opt i ons

0x0050 ( 80)

0x045C (1116)
Ox4ADLB57F (1255257471)
0x00BD15A8 (12391848)
24

0x12 (. A .S.)

OXFAFO (64240)

0xF877 (63607)

0x0000 (0)

0000: 02 04 05 B4

RAW DATA:

0000: 00 80 C8 4C EA 63 00 AO0-C5 92 13 11 08 00 45 00

C.o . v v v .. E

0010: 00 2C 57 F3 40 00 ED 06-AC 8C CO 1F 07 82 CO A8 ., W

0020: 01 02 00 50 04 5C 4A Di1-B5 7F 00 BD 15 A8 60 12

\J.......

0030: FA FO F8 77 00 00 02 04-05 B4

LAN Franme: ENETO- RECV
Frame Type: TCP 192. 168.

Et her net Header:
Desti nati on MAC Addr
Sour ce MAC Addr
Net wor k Type

| P Header:
| P Ver sion
Header Length
Type of Service
Total Length
| detification
Fl ags
Fragnent O f set
Tine to Live
Pr ot oco
Header Checksum

Size: 60/ 60 Ti me: 12090. 210 sec
1.2:1116->192.31.7.130: 80

00A0C5921311
0080C84CEAG3
0x0800 (TCP/IP)

4
20

0x00 (0)
0x0028 (40)
0x350B (13579)
0x02

0x00

0x80 (128)
0x06 ( TCP)
0x3C79 (15481)




Source | P
Destination I P

0xC0A80102 (192. 168. 1. 2)
0xC01F0782 (192.31.7.130)

TCP Header:
Sour ce Port
Desti nati on Port
Sequence Nunber

0x045C (1116)
0x0050 ( 80)
0x00BD15A8 (12391848)

Ack Number = O0x4AD1B580 (1255257472)
Header Length = 20

Fl ags = 0x10 (. A ...)

W ndow Si ze = 0x2238 (8760)

Checksum = OXE8BED (59629)

Urgent Ptr = 0x0000 (0)

TCP Data: (Length=6, Captured=6)
0000: 20 20 20 20 20 20

RAW DATA:

0000: 00 A0 C5 92 13 11 00 80-C8B 4C EA 63 08 00 45 00
c..E

0010: 00 28 35 0B 40 00 80 06-3C 79 CO A8 01 02 O 1F

0020: 07 82 04 5C 00 50 00 BD-15 A8 4A D1 B5 80 50 10
J... P
0030: 22 38 E8 ED 00 00 20 20-20 20 20 20

2. Trace WAN packet

1.1 Disable to capture the LAN packet by entering: sys trcp channel enetO none
1.2 Enable to capture the WAN packet by entering: sys trcp channel enetl bot hway

1.3 Enable the trace log by entering: sys trcp sw on & sys trcl sw on
1.4 Display the brief trace online by entering: sys trcd bri ef

or

1.5 Display the detailed trace online by entering: sys trcd parse

Exanpl e:




P324
P324
P324
P324
P324

>202.

~N~No oo b~ wNBE

>202
P324

<000

LAN Franme: ENET1- RECV
Frame Type:

Et

> sys trcp channel
> sys trcp channel

> sys trcp sw on
> sys trcl sw on
> sys trcd brief

12367. 680 ENET1- R[ 0070]

132. 155. 255: 520

12370. 980 ENET1- T[ 0062]
12373. 940 ENET1- T[ 0062]
12374. 930 ENET1- R} 0064]
12374. 940 ENET1- T[ 0054]
12374. 940 ENET1- T[ 0438]
12375. 320 ENET1- R} 0064]
12375. 360 ENET1- R[ 0090]

. 132. 155. 255: 520
> sys trcd parse

none
bot hway

UDP 202. 132. 155. 95: 520-

TCP 202. 132. 155. 97: 10261->192. 31.
TCP 202. 132. 155. 97: 10261->192. 31.
TCP 192. 31. 7. 130: 80->202. 132. 155.
TCP 202. 132. 155. 97: 10261->192. 31.
TCP 202. 132. 155. 97: 10261->192. 31.
TCP 192. 31. 7. 130: 80->202. 132. 155.
UDP 202. 132. 155. 95: 520-

7.130: 80
7.130: 80
97: 10261
7.130: 80
7.130: 80
97:10261

0 = = = m  mm e e e e oo

her net Header:

Desti nati on MAC Addr

Sour ce MAC Addr
Net wor k Type

| P Header:

| P Ver sion
Header Length
Type of Service
Total Length

| detification
Fl ags

Fragnment O f set
Time to Live

Pr ot oco

Header Checksum
Source | P
Destination |IP

TCP Header:

Sour ce Port
Desti nati on Port

TCP 192. 31. 7. 130:

1181/ 96 Time: 12387. 260 sec
80->202. 132. 155. 97: 10270

00A0C5921312
00A0C5012345
0x0800 (TCP/IP)

4
20

0x00 (0)

0x048B (1163)

0xB139 (45369)

0x02

0x00

OXEE (238)

0x06 (TCP)

OXA9AB (43435)

OxCO01F0782 (192.31.7.130)
0xCA849B61 (202.132.155. 97)

0x0050 ( 80)
0x281E (10270)




Sequence Nunber OxD3E95985 (3555285381)

Ack Number = Ox00C18F63 (12685155)
Header Length = 20

Fl ags = 0x19 (.AP..F)

W ndow Si ze = OxFAFO (64240)
Checksum = 0x3735 (14133)

Urgent Ptr = 0x0000 (0)

TCP Data: (Length=1127, Captured=42)
0000: DF 33 AF 62 58 37 52 3D-79 99 A5 3C 2B 59 E2 78 .3.bX7R=y..<
+Y. X

0010: A7 98 8F 3F A9 09 B4 OF-26 14 9C 58 3E 95 3E E7 ...7?7....6&. .
x>, >,

0020: FC 2A 4C 2F FB BE 2F FE-EF DO JRL L.

RAW DATA:

0000: 00 A0 C5 92 13 12 00 AO-C5 01 23 45 08 00 45 00 ..........
H#E. . E.

0010: 04 8B Bl 39 40 00 EE 06-A9 AB CO 1F 07 82 CA
84 ...9@..........

0020: 9B 61 00 50 28 1E D3 E9-59 85 00 C1 8F 63 50 19 .a.P(...Y....
cP.

0030: FA FO 37 35 00 00 DF 33-AF 62 58 37 52 3D 79 99 ..75...3.
bX7R=y.

0040: A5 3C 2B 59 E2 78 A7 98-8F 3F A9 09 E4 OF 26 14 .<+Y.

0050: 9C 58 3E 95 3E E7 FC 2A-4C 2F FB BE 2F FE EF DO . X>.>..

LAN Franme: ENET1-XM T Size: 54/ 54 Time: 12387.490 sec
Frame Type: TCP 202.132.155.97:10270->192. 31. 7. 130: 80

Et her net Header:
Desti nati on MAC Addr
Sour ce MAC Addr
Net wor k Type

00A0C5012345
00A0C5921312
0x0800 (TCP/ | P)

| P Header :
| P Version =4
Header Length = 20
Type of Service = 0x00 (0)

Total Length 0x0028 (40)




| detification Ox7A0C (31244)

Fl ags = 0x02

Fragment O f set = 0x00

Time to Live = OxX7F (127)

Pr ot ocol = 0x06 (TCP)

Header Checksum = 0x543C (21564)

Source |IP = OxCA849B61 (202.132.155.97)

Destination IP OxC01F0782 (192.31.7.130)

TCP Header:
Sour ce Port

Destination Port
Sequence Nunber

0x281E (10270)
0x0050 ( 80)
0X00CL8F63 (12685155)

Ack Number = OxD3E95DE9 (3555286505)
Header Length = 20
Fl ags = 0x10 (. A ...)
W ndow Si ze = Ox1DD5 (7637)
Checksum = Ox7A12 (31250)
Urgent Ptr = 0x0000 (0)
RAW DATA:

0000: 00 A0 C5 01 23 45 00 AO-C5 92 13 12 08 00 45 00
#HE. . ... ... E.
0010: 00 28 7A 0C 40 00 7F 06-54 3C CA 84 9B 61 O 1F .(z.@..T<...

0020: 07 82 28 1E 00 50 00 Ci1-8F 63 D3 E9 5D E9 50 10 ..(..P..
c..].P.
0030: 1D D5 7A 12 00 00 N

LAN Frame: ENET1-XM T Size: 54/ 54 Time: 12387. 490 sec
Frame Type: TCP 202.132.155.97:10270->192. 31. 7. 130: 80

Et her net Header:
Desti nati on MAC Addr
Source MAC Addr

00A0C5012345
00A0C5921312

Net wor k Type 0x0800 (TCP/ I P)
| P Header:

| P Version =4

Header Length = 20

Type of Service = 0x00 (0)

Total Length 0x0028 (40)




| detification

Fl ags

Fragment O f set
Tine to Live

Pr ot ocol

Header Checksum
Source | P
Destination |IP

TCP Header:
Sour ce Port
Desti nati on Port
Sequence Nunber
Ack Nunber
Header Length
Fl ags
W ndow Si ze
Checksum
Urgent Ptr

RAW DATA:

#HE. .. ... .. E.

0030: 1D D5 7A 11

0000: 00 A0 C5 01 23 45 00
0010: 00 28 7B 0OC 40 00 7F

0020: 07 82 28 1E 00 50 00

00 00

0x7B0C (31500)
0x02

0x00

OX7F (127)
0x06 (TCP)
0x533C (21308)

0xC01F0782 (192.31. 7. 130)

0x281E (10270)

0x0050 ( 80)

0x00C18F63 (12685155)
0xD3E95DE9 ( 3555286505)
20

0x11 (. A ..F)

0x1DD5 (7637)

Ox7A11 (31249)

0x0000 (0)

AO-C5 92 13 12 08 00 45 00

06-53 3C CA 84 9B 61 C0 1F

Cl-8F 63 D3 E9 5D E9 50 11

OxCA849B61 (202.132. 155. 97)

({.@..S<...

Offline Trace

1. Trace LAN packet
2. Trace WAN packet

1. Trace LAN packet

1.1 Disable to capture the WAN packet by entering: sys trcp channel
1.2 Enable to capture the LAN packet by entering: sys trcp channel

1.3 Enable thetrace log by entering: sys trcp sw on & sys trcl sw on
1.4 Wait for packet passing through P-334WT over LAN

enet 1 none
enet O bot hway




1.5 Disable thetrace log by entering: sys trcp sw of f & sys trcl sw off
1.6 Display the trace briefly by entering: sys trcp bri ef
1.7 Display specific packetsby using: sys trcp parse <from.i ndex> <to_i ndex>

Exmapl e:

P324> sys trcp channel enetl none

P324> sys trcp channel enetO0 bot hway

P324> sys trcp sw on

P324> sys trcl sw on

P324> sys trcp sw of f

P324> sys trcl sw off

P324> sys trcp bri ef
0 10855. 790 ENETO- T[ 0141] TCP 192. 31.7.130: 80->192.168. 1. 2: 1102
1 10855. 800 ENETO- R 0060] TCP 192.168.1.2:1102->192. 31.7.130: 80
2 10855. 810 ENETO- R 0062] TCP 192.168.1.2:1103->192. 31.7.130: 80
3 10855. 840 ENETO- R 0062] TCP 192.168.1.2:1104->192. 31.7.130: 80
4 10856. 020 ENETO- T[ 0054] TCP 192. 31.7.130: 80->192. 168. 1. 2: 1102
5 10856. 030 ENETO- T[ 0058] TCP 192. 31.7.130: 80->192.168.1.2:1103
6 10856. 040 ENETO- R 0060] TCP 192.168.1.2:1103->192. 31.7.130: 80

P324> sys trcp parse 5 5

000 L S I e

Frame Type:

Net wor k Ty

| P Header:

| P Version
Header Len

Type of Service

Et her net Header:
Desti nati on MAC Addr
Sour ce MAC Addr

pe

gth

Total Length

| deti ficat
Fl ags

Fragnment O f set

i on

Time to Live

Pr ot oco

Header Checksum

LAN Franme: ENETO-XM T Si ze:
TCP 192. 31. 7. 130: 80->192. 168. 1. 2: 1103

58/

58 Ti me: 10856. 030 sec

0080C84CEAG3
00A0C5921311
0x0800 (TCP/IP)

4
20
0x00

(0)

0x002C (44)
0x7F02 (32514)

0x02
0x00

OXED (237)

0x06

(TCP)

0x857D (34173)




Source |IP = OxCO1F0782 (192.31.7.130)
Destination I P = OxCOA80102 (192.168.1.2)
TCP Header:
Source Port = 0x0050 (80)
Destination Port = 0x044F (1103)
Sequence Nunber = 0xD91B1826 (3642431526)
Ack Nunber = 0x00AA405F (11157599)
Header Length = 24
Fl ags = 0x12 (. A .S.)
W ndow Si ze = OxFAFO (64240)
Checksum = OxDCEF (56559)
Urgent Ptr = 0x0000 (0)
Opt i ons =
0000: 02 04 05 B4
RAW DATA:
0000: 00 80 C8 4C EA 63 00 AO-C5 92 13 11 08 00 45 00 ...L.
Covvvenns E.
0010: 00 2C 7F 02 40 00 ED 06-85 7D CO 1F 07 82 CO A8 .,..
@...}......
0020: 01 02 00 50 04 4F D9 1B-18 26 00 AA 40 5F 60 12 ...P.O..&..
@ .
0030: FA FO DC EF 00 00 02 04-05B4 ...
P324>

2. Trace WAN packet

1.1 Disable to capture the LAN packet by entering: sys trcp channel enet0 none

1.2 Enable to capture the WAN packet by entering: sys trcp channel enetl bot hway
1.3 Enable thetrace log by entering: sys trcp sw on & sys trcl sw on

1.4 Wait for packet passing through P-334WT over WAN

1.5 Disablethetracelog by entering: sys trcp sw of f & sys trcl sw off

1.6 Display the trace briefly by entering: sys trcp bri ef

1.7 Display specific packetsby using: sys trcp parse <from.i ndex> <to_i ndex>

Exanpl e:



P324> sys trcp channel enetO none
P324> sys trcp channel enetl bot hway
P324> sys trcl sw on
P324> sys trcp sw on
P324> sys trcl sw off
P324> sys trcp sw of f
P324> sys trcp bri ef
0 12864. 800 ENET1-T[0411] TCP 202. 132.155.97:10278-
>204.217.0. 2: 80
1 12864. 890 ENET1- R[ 0247] TCP 204.217.0. 2: 80-
>202. 132. 155. 97: 10282
2 12864. 900 ENET1-T[0416] TCP 202. 132.155.97:10282-
>204.217.0. 2: 80
3 12865. 120 ENET1- R[ 0247] TCP 204.217.0. 2: 80-
>202. 132. 155. 97: 10278
4 12865. 130 ENET1-T[ 0411] TCP 202. 132.155.97:10278-
>204.217.0. 2: 80
5 12865. 220 ENET1- R[ 0247] TCP 204. 217.0. 2: 80-
>202. 132. 155. 97: 10282
P324> sys trcp parse 3 4
N[00 S e R
LAN Frane: ENET1-RECV  Size: 247/ 96 Time: 12865. 120 sec
Frame Type: TCP 204.217.0. 2: 80->202. 132. 155. 97: 10278

Et her net Header:
Desti nati on MAC Addr
Sour ce MAC Addr
Net wor k Type

00A0C5921312
00A0C5591284
0x0800 (TCP/ | P)

| P Header :
| P Version 4
Header Length 20
Type of Service 0x00 (0)

Total Length
| detification

0Xx00E5 (229)
0xE93B (59707)

Fl ags 0x02

Fragment O f set 0x00

Time to Live OxFO (240)

Pr ot ocol 0x06 (TCP)

Header Checksum Ox6E15 (28181)

Source IP 0xCCD90002 (204.217.0.2)

Destination |IP 0xCA849B61 (202.132.155. 97)




TCP Header:
Sour ce Port
Desti nati on Port
Sequence Nunber
Ack Nunber
Header Length
Fl ags
W ndow Si ze
Checksum
Urgent Ptr

TCP Dat a:

Not

0010: 20 4D 6F 64 69 66 69 65-64 0D

Dat e:

0020: 20 57 65 64 2C 20

RAW DATA:

0000: 00 A0
Y....E

0010: 00 E5

92 13 12

E9 3B 40 00

00 50 28 26
0030: 22 38

HTTP/ 1.1 3
0040: 30 34

Modi fi ed.
0050: OA 44

07 J

AB 57 00 00

20 4E 6F 74

61 74 65 3A

LAN Franme: ENET1-XM T Si ze:

Frame Type:

Et her net Header:
Destinati on MAC Addr
Sour ce MAC Addr
Net wor k Type

| P Header:

30 37-20

00 AO-C5

FO 06-6E

4D 71-3D

48 54-54

20 4D- 6F

20 57-65

0x0050 ( 80)

0x2826 (10278)
0x4D713D8A (1299266954)
0x00C8C015 (13156373)

20

0x18 (. AP...)
(8760)
(43863)

0x2238
OxAB57

0x0000 (0)

(Lengt h=193, Captured=42)
0000: 48 54 54 50 2F 31 2E 31-20 33

30 34

OA 44

4A

59 12 84

15 CC D9
8A 00 C8
50 2F 31
64 69 66
64 2C 20

411/ 96

00A0C5591284
00A0C5921312

20

61

08

00

2E

69

30

0x0800 (TCP/IP)

4E

74

00

02

15

31

65

37

6F

65

45

50

20

64

20

Ti me: 12865.
TCP 202. 132. 155. 97: 10278->204. 217. 0. 2: 80

74 HTTP/1.1 304

3A Modified..
Wed, 07 J

00 .........

84 @, .

18 a.P

33 "8.W.

OD 04 Not

4A . Date: Wed,

130 sec




| P Version

Header Length

Type of Service

Total Length

| deti fication

Fl ags

Fragnment O f set

Time to Live
Pr ot oco

Header Checksum

Source | P

Destination | P

TCP Header:
Sour ce Port

Desti nati on Port
Sequence Nunber

Ack Nunber

Header Length

Fl ags

W ndow Si ze
Checksum
Urgent Ptr

4
20

20

0x0000

TCP Data: (Length=357, Captured=42)
0000: 47 45 54 20 2F 70 69 63-74 75

pi ctures/ m

0010: 67 61 7A 69 6E 65 5F 6C-6F 67

best
0020: 6F 66 74

RAW DATA:

0000: 00 A0 G5
) E.

0010: 01 8D F2
a. .

0020: 00 02 28
My>GP.

0030: 1E 87 43
pictu

0040: 72 65 73
magazi ne_| og

0050: 6F 2F 62

69 6D

59 12

0C 40

26 00

74 00

2F 6D

65 73

65

84

00

50

00

61

74

73

00

7F

00

47

67

6F

2E-67

AO- C5

06- D5

C8- Q0

45- 54

61- 7A

66- 74

69

92

9C

15

20

69

69

0x00 (0)
0x018D (397)
0xF20C (61964)
0x02

0x00

OX7F (127)
0x06 ( TCP)
0xD59C (54684)
0xCA849B61 (202.132. 155. 97)
0xCCD90002 (204. 217. 0. 2)

0x18 (.AP...)
OXx1E87
0x4374

(7815)

0x2826 (10278)
0x0050 ( 80)
0x00C8C015 (13156373)
0x4D713E47 (1299267143)

(17268)

(0)

72 65

6F 2F

13 12
CA 84
4D 71
2F 70
6E 65

6D 65

73

62

08

9B

3E

69

SF

73

2F

65

00

61

47

63

6C

2E

6D

73

45

50

74

6F

67

61

74

00

18

75

67

69

GET /
gazi ne_I| ogo/

of ti mes. gi




best of ti nes. gi
P324>

i@

All contents copyright ?1999 ZyX EL Communications Corporation.



Debug PPPoE Connection

The P-334WT supports traces when there is problem to connect your | SP using PPPoE protocol. Please
follow the procedure below to collect the trace for our troubleshooting.

Al A

ol

Remove the LAN cable attached on the P-334WT
Enter SMT using console port
Enter Menu 24.8-Cl command mode
Type the following commands:

« Systrcp sw on (turn on packet trace)

« Syserrctl 3 (save crash information and make system enter debug mode after the crash)

= poe debug 1 (turn on pppoe debug)

» dev dia 1 (dia remote node 1)
After al, if the P-334WT crashes and you can do nothing, please send the above log back to us.
If the P-334WT crashes and you are able to enter commands, please type 'atds in debug mode to
dump the log and send the log to us.
If the P-334WT does not crash but just can not dial out, please capture the following further log
and send us the log.

« Systrcp sw off (turn off packet trace)

« Syslogdispi (capture system error log)

« Systrcp parse (parse the trace in detail)

Example- A trace with system crashes

ras> sys trcp sw on

ras> sys errctl 3

ras> poe debug 1

ras> dev dial 1

Start dialing for node <GPM >. ..

poeNet CndExe: chann poeO event x420
poeChannDi al : start session, peer<GPM >
bdcastinit: pch poeO

poePut 1Sr vcNane:

len O

host -uni g 31303030 len 4
put PoeHdr: ver 1 type 1 code x09 sess-id O len 12(x0000)



bdcast Sendl ni t:
poePut 1Sr vcNane:

len O

host -uni g 31303030 len 4

put PoeHdr :

ver

### Ht any key to continue. ###
$$$ DI ALI NG dev=6 ch=0..........
poel / C. ver

poeGet Tags()

sServi
servi
servi
servi
sServi
sServi
sServi
Servi
Servi
Servi
Servi
Servi
Servi
Ser Vi
Ser Vi
Servi
Servi
Servi
Ser Vi

ce- nane
ce- nane
ce- nane
ce- nane
ce- nane
ce- nane
ce- nane
ce- nane
ce- nane
ce- nane
ce- nane
ce- nane
ce- nane
ce- nane
ce- nane
ce- nane
ce- nane
ce- nane
ce- nane

1 type 1 code x07 sessld x0000 |l en 274(x0112)
poeCrll/C pkt

| en 274

telstra

bpa

| primus

paci fi ci nt er net
I nt egrationisp
bpa- dev

bpa-si f

tel strarna
gpneyst ens
CImux

| auncest on- br oadband
Vi vanet
n1234567k00

bi gpond
n7061992k
n3068223k
n2155202k
n7061995k

AC- nane vet 1-exhi biti on-bsn-1
host -uni g 31303030 len 4

PADO

recv' d,

chann enetl

procPADO for poe chann poeO
Chann poeO sendi ng request

poePut 1Sr vcNane:

len O

host -uni g 31303030 len 4

put PoeHdr :
Undef i ned Address :
Undefi ned Data :

r 0= OxE3F045C4

OxX56FF54FF

r4= OxE3F045C4

0x60000093

r8= 0x00000000

ver

OxE3F045C4
OxX56FF54FF

| 1. pkt Tx() failed, pch poeO ch enetO

1 type 1 code x09 sess-id 0 len 12(x000C)

1 type 1 code x19 sess-id 0 len 12(x000C)

r1= 0x0001FFCO r2= 0x000000E5

r 5= OxE5BDBFEC r6= 0x0001C468

r9= O0xE3550000 r 10=0xE3550000



0x00000000
r 12=0x56FF54FF
0x00013954

sp= Ox0001EDBC

| r= 0x00004F64

00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF

e5bdbf e0:

j...n

e5bdbf f O:

j...n

e5bdc000:

j...n

e5bdc010:

j...n

e5bdc020:

j...n

e5bdc030:

j...n

e5bdc040:

j...n

e5bdc050:

j...n

e5bdc060:

j...n

e5bdc070:

j...n

e5bdc080:

j...n

e5bdc090:

j...n

e5bdc0a0:

j...n

e5bdcO0bO0:

j...n

e5bdcO0cO:

j...n

e5bdc0dO:

j...n

e5bdc0e0:

j...n

e2

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

8f

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

Boot base Ver si on:

RAM Size
| nt el

FLASH:

RAS Ver si on:

06

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

ed

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

V1.12 |
4096 Kbyt es
8M
V3.20(M 01) b2 |

d5

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

20

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

06

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

ed

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

d5

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

20

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

Oa

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

1/ 27/ 2000 11: 00: 09

ed

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

8/ 18/ 2000 14: 05: 08

d5

01

01

01

01

01

01

01

01

01

01

01

01

01

01

01

01

20

ed

ed

ed

ed

ed

ed

ed

ed

ed

ed

ed

ed

ed

ed

ed

ed

pc=

Oe ...

2b ...

2b ...

2b ...
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Ent er Debug Mde

at go

Boot base Version: V1.12 | 1/27/2000 11:00:09
RAM Size = 4096 Kbytes

FLASH:. Intel 8M

RAS Version: V3.20(M 01)b2 | 8/18/2000 14:05: 08

Press any key to enter debug node within 3 seconds.

initialize ch =0, ethernet address: 00: a0:c5:el: ee:d8
initialize ch =1, ethernet address: 00: a0:ch:el:ee:d9
Press ENTER to conti nue.. .

Enter Password : XXXX
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