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Federal Communications Commission
(FCC) Interference Statement

This device complies with Part 15 of FCC rules. Operation is subject to the following two conditions:
e  This device may not cause harmful interference.

e This device must accept any interference received, including interference that may cause undesired
operations.

This equipment has been tested and found to comply with the limits for a Class B digital device pursuant to
Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference in a commercial environment. This equipment generates, uses, and can radiate radio frequency
energy, and if not installed and used in accordance with the instructions, may cause harmful interference to
radio communications.

If this equipment does cause harmful interference to radio/television reception, which can be determined by
turning the equipment off and on, the user is encouraged to try to correct the interference by one or more of
the following measures:

1. Reorient or relocate the receiving antenna.
2. Increase the separation between the equipment and the receiver.

3. Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

4. Consult the dealer or an experienced radio/TV technician for help.
Notice 1

Changes or modifications not expressly approved by the party responsible for compliance could void the
user's authority to operate the equipment.

Certifications

Refer to the product page at www.zyxel.com.

FCC Statements iii
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ZyXEL Limited Warranty

ZyXEL warrants to the original end user (purchaser) that this product is free from any defects in materials
or workmanship for a period of up to two years from the date of purchase. During the warranty period, and
upon proof of purchase, should the product have indications of failure due to faulty workmanship and/or
materials, ZyXEL will, at its discretion, repair or replace the defective products or components without
charge for either parts or labor, and to whatever extent it shall deem necessary to restore the product or
components to proper operating condition. Any replacement will consist of a new or re-manufactured
functionally equivalent product of equal value, and will be solely at the discretion of ZyXEL. This warranty
shall not apply if the product is modified, misused, tampered with, damaged by an act of God, or subjected
to abnormal working conditions.

Note

Repair or replacement, as provided under this warranty, is the exclusive remedy of the purchaser. This
warranty is in lieu of all other warranties, express or implied, including any implied warranty of
merchantability or fitness for a particular use or purpose. ZyXEL shall in no event be held liable for indirect
or consequential damages of any kind of character to the purchaser.

To obtain the services of this warranty, contact ZyXEL's Service Center for your Return Material
Authorization number (RMA). Products must be returned Postage Prepaid. It is recommended that the unit
be insured when shipped. Any returned products without proof of purchase or those with an out-dated
warranty will be repaired or replaced (at the discretion of ZyXEL) and the customer will be billed for parts
and labor. All repaired or replaced products will be shipped by ZyXEL to the corresponding return address,
Postage Paid. This warranty gives you specific legal rights, and you may also have other rights that vary
from country to country.

Safety Warnings
1. To reduce the risk of fire, use only No. 26 AWG or larger telephone wire.
2. Do not use this product near water, for example, in a wet basement or near a swimming pool.

3. Avoid using this product during an electrical storm. There may be a remote risk of electric shock from
lightening.

iv ZyXEL Warrenty
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Customer Support

Please have the following information ready when you contact customer support.

Product model and serial number.
Warranty Information.
Date that you received your device.

Brief description of the problem and the steps you took to solve it.

METHOD E-MAIL TELEPHONE/FAX WEB SITE/ FTP SITE REGULAR MAIL
SUPPORT/SALES
LOCATION
WORLDWIDE support@zyxel.com.tw +886-3-578-3942 www.zyxel.com ZyXEL Communications Corp.,

www.europe.zyxel.com

6 Innovation Road Il, Science-
Based Industrial Park, Hsinchu
300, Taiwan

sales@zyxel.com.tw +886-3-578-2439 ftp.europe.zyxel.com
NORTH support@zyxel.com +1-714-632-0882 www.zyxel.com ZyXEL Communications Inc.,
AMERICA 800-255-4101 1650 Miraloma Avenue,
Placentia, CA 92870, U.S.A.
sales@zyxel.com +1-714-632-0858 ftp.zyxel.com
SCANDINAVIA support@zyxel.dk +45-3955-0700 www.zyxel.dk ZyXEL Communications A/S,
Columbusvej 5, 2860 Soeborg,
sales@zyxel.dk +45-3955-0707 ftp.zyxel.dk Denmark
GERMANY support@zyxel.de +49-2405-6909-0 www.zyxel.de ZyXEL Deutschland GmbH.
Adenauerstr. 20/A2 D-52146
sales @zyxel.de +49-2405-6909-99 Wouerselen, Germany

Customer Support
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Preface

Congratulations on your purchase of the Prestige 623 series Dual-link ADSL Router.

There are two Prestige 623 models, one for ADSL over POTS (Plain Old Telephone System) and one for
ADSL over ISDN (Integrated Synchronous Digital System). Both models are discussed together in this
guide.

About This User's Guide

This user's guide covers all aspects of Prestige’s operations and shows you how to get the best out of the
multiple advanced features of your Prestige using the web configurator. It is designed to guide you through
the correct configuration of your Prestige for various applications.

Related Documentation
> Supporting Disk

More detailed information and examples can be found in the included disk (as well as on the
zyxel.com web site).

> Quick Start Guide

The Quick Start Guide is designed to help you get up and running right away. It contains a detailed
easy-to-follow connection diagram, default settings, handy checklists and information on setting up
your network and configuring for Internet access.

> ZyXEL Glossary and Web Site

Please refer to www.zyxel.com for an online glossary of networking terms and additional support
documentation.

Syntax Conventions
o  “Select” or “Choose” means for you to use one predefined choices.

e For brevity’s sake, we will use “e.g.,” as a shorthand for “for instance”, and “i.e.,” for “that is” or “in
other words” throughout this manual.

e  The Prestige 623 Dual-link ADSL Router may be referred to simply as the Prestige in this user’s guide.

The following section offers some background information on DSL. Skip to
Chapter 1 if you wish to begin working with your router right away.
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What is DSL?

DSL (Digital Subscriber Line) technology enhances the data capacity of the existing twisted-pair wire that
runs between the local telephone company switching offices and most homes and offices. While the wire
itself can handle higher frequencies, the telephone switching equipment is designed to cut off signals above
4,000 Hz to filter noise off the voice line, but now everybody is searching for ways to get more bandwidth
to improve access to the Web - hence DSL technologies.

There are actually seven types of DSL service, ranging in speeds from 16 Kbits/sec to 52 Mbits/sec. The
services are either symmetrical (traffic flows at the same speed in both directions), or asymmetrical (the
downstream capacity is higher than the upstream capacity). Asymmetrical services (ADSL) are suitable for
Internet users because more information is usually downloaded than uploaded. For example, a simple
button click in a web browser can start an extended download that includes graphics and text.

As data rates increase, the carrying distance decreases. That means that users who are beyond a certain
distance from the telephone company’s central office may not be able to obtain the higher speeds.

A DSL connection is a point-to-point dedicated circuit, meaning that the link is always up and there is no
dialing required.

What is ADSL?

It is an asymmetrical technology, meaning that the downstream data rate is much higher than the upstream
data rate. As mentioned, this works well for a typical Internet session in which more information is
downloaded, for example, from Web servers, than is uploaded. ADSL operates in a frequency range that is
above the frequency range of voice services, so the two systems can operate over the same cable.

What is DSL? XVii






Getting Started

Part I:

GETTING STARTED

This part is structured as a step-by-step guide to help you connect, install and set up your
Prestige to operate on your network and to access the Internet. Described are Key Features and
Applications, Hardware Installation, Initial Setup and Getting Started with the Web Configurator.
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1.1

Chapter 1
Introduction

This chapter describes the key features and applications of your Prestige.

Prestige 623 Dual-link ADSL Router

Your Prestige integrates a high-speed 10/100Mbps auto-negotiating LAN interface, a USB port and one
high-speed DSL port into a single package. The Prestige is ideal for high-speed DSL Internet browsing and
making LAN-to-LAN connections to remote networks.

1.2

Features of the Prestige

Your Prestige is packed with a number of features that give it the flexibility to provide a complete
networking solution for almost anyone.

Support Multi-Mode standard (ANSI T1.413, Issue 2; G.DMT (G.992.1); G.Lite (G992.2)) with
auto detection.

Supports transparent bridging as specified in IEE 802.1d
Supports bridged PDU encapsulation(Spanning tree)

One auto-sensing 10/100M Ethernet interface

Support Multi-protocol over AALS (RFC1483)

Support PPP over ATM AALS (RFC 2364)

Support PPP over Ethernet (RFC2516)

DHCP Client, Sever and Relay

Supports Internet Protoocol Configuration Protocol (IPCP)
RIP I/ RIP II supported.

PAP or CHAP for user authentication

Support UBR, CBR, and GFR (Guaranteed Frame Rate) service classes
Embedded firewall includes NAT, IP filtering and raw filtering
Supports up to 8 Virtual Channel Connections (VCCs)
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e Connection admission control (CAC)--Prevents network users from allocating more bandwidth than

the network can provide.

e Support for OAM F5 AIS, RDI and loopback cells

e Management access via SNMP and embedded web configurator.

e  Supports most major applications including: FTP, SNMP, ICMP, H.323, L2TP, Quake, ICQ and

CUSeeMee

e USB Support Windows98/98SE, Windows 2000, Windows ME and Windows XP.

1.3 Internet Access Application for The Prestige

The Prestige is the ideal high-speed Internet access solution. Your Prestige supports the TCP/IP protocol,
which the Internet uses exclusively. It is compatible with all major ADSL DSLAM (Digital Subscriber
Line Access Multiplexer) providers. A DSLAM is a rack of ADSL line cards with data multiplexed into a
backbone network interface/connection (for example, T1, OC3, DS3, ATM or Frame Relay). Think of it as
the equivalent of a modem rack for ADSL. A typical Internet access application is shown below.

=

.y

USB Connection

A e e
==_ 10/100M o —

LAN Connection Presti ge

' Internet
)

Figure 1-1 Internet Access Application

1.4 Additional Requirements
In order to use your Prestige, you must have the following:
e DSL service up and running on your telephone line.

e A computer with a network card or a USB port.

e  An Ethernet hub/switch, if you are connecting the Prestige to more than one computer through the

Ethernet ports.

e For web configurator: a web browser such as Internet Explorer v5.0 or later with JavaScript®

enabled.

1-2
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Chapter 2
Hardware Installation and Initial Setup

This chapter describes the physical features of the Prestige and how to make cable connections.

2.1  Front Panel

The LEDs indicate the real-time status of the Prestige.

FRESTIGE

600 sRis

Figure 2-1 Prestige Front Panel
The following table describes the LEDs on the front panel.
Table 2-1 Front Panel LED Description

LED COLOR | STATUS FUNCTION

PWR Green On The Prestige is receiving power.
Off The Prestige is not receiving power.

SYS Green On The Prestige is functioning properly.
Off The Prestige is not ready or has malfunctioned.

Orange On The Prestige is in reset mode.
USB Green On A computer is connected to the USB port on the Prestige.
Blinking The Prestige is sending or receiving data to or from the attached
computer through the USB port.

Off No computer is connected to the USB port on the Prestige.
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Table 2-1 Front Panel LED Description

LED COLOR | STATUS FUNCTION
10/100M | Green On The Prestige has a successful LAN connection at 10Mbps.
(10M) Off The Prestige does not have a LAN connection.
Blinking The Prestige is sending or receiving data to or from the attached
computer through the LAN port at 10Mps.
Orange On The Prestige has a successful LAN connection at 100Mbps.
(100M) Off The Prestige does not have a LAN connection.
Blinking The Prestige is sending or receiving data to or from the attached
computer through the LAN port at 100 Mbps.
DSL Green On The Prestige is linked successfully to a DSL line.
Off The line is down.
Bg?gwg The Prestige is waiting for the DSL connection to initialize.
Blli:nking The DSL connection is initializing.
ast
ACT Green Off No data is being transmitted.
Blinking The Prestige is receiving or sending data through the DSL line.

2.2 Rear Panel and Connections of the Prestige

The following figure shows the rear panel of your Prestige.

Figure 2-2 Prestige Rear Panel
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Table 2-2 Rear Panel Description

LABEL DESCRIPTION
ON/OFF Switches the unit on and off.
POWER Connects to the power source using the power adapter for your region.

LAN 10/100M

Connect to a computer using a crossover Ethernet cable or a hub/switch using a straight-
through Ethernet cable.

RESET Resets the Prestige to the manufacturer’s default configuration.
USB Connects to the USB port on your computer.
DSL Connects to a telephone jack using the telephone wire.

The following figure illustrates the hardware connections.
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WALL QUTLET

WALL PHONE JACK

USB PORT

Figure 2-3 Prestige Rear Panel Connection

2.2.1 DSL Port

Connect the Prestige directly to the telephone wall jack using the included telephone wire.

2.2.2 10/100M Ethernet Ports

Connect to a computer using a crossover Ethernet cable or to a hub using a straight-through Ethernet cable.
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2.2.3 Power Port
Connect the power adapter to the port labeled POWER on the back of your Prestige.

To avoid damage to the Prestige, make sure you use only the included power
adapter. Refer to the Power Adapter Specifications Appendix for more
information.

2.2.4 USB Port

The USB port is useful if you have a USB-enabled computer that does not have a network interface card for
attaching to your Ethernet network. The USB driver supports Windows 98/98 SE/Me/2000/XP. Refer to the
Quick Start Guide for instructions.

2.2.5 Reset Button

If you have forgotten the Prestige’s IP address or administrative password, use the RESET button to reset
the Prestige back to factory default settings. Use a pointed object to press the RESET button three times to
reset the Prestige. The administrative password will reset to “1234” and the Prestige IP addresses are reset
to “192.168.1.1” (LAN port) and “192.168.1.2” (USB port).

Resetting the Prestige erases all your custom configuration.

2.3 Prestige with POTS

Sections 2.3.1 and 2.3.2 relate to people who use the Prestige with ADSL over POTS (analog telephone
service) only.

2.3.1 Connecting a POTS Splitter

This is for the Prestige that follows the Full Rate (G.dmt) standard only. One major difference between
ADSL and dial-up modems is the optional telephone splitter. This device keeps the telephone and ADSL
signals separated, giving them the capability to provide simultaneous Internet access and telephone service
on the same line. Splitters also eliminate the destructive interference conditions caused by telephone sets.
The purchase of a POTS splitter is optional.

Noise generated from a telephone in the same frequency range as the ADSL signal can be disruptive to the
ADSL signal. In addition the impedance of a telephone when off-hook may be so low that it shunts the
strength of the ADSL signal. When a POTS splitter is installed at the entry point, where the line comes into
the home, it will filter the telephone signals before combining the ADSL and telephone signals transmitted
and received. The issues of noise and impedance are eliminated with a single POTS splitter installation.
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A telephone splitter is easy to install as shown in the following figure.

Wall
Jack

Figure 2-4 Connecting a POTS Splitter

Step 1. Connect the side labeled “Phone” to your telephone.
Step 2. Connect the side labeled “Modem” to your Prestige.
Step 3. Connect the side labeled “Line” to the telephone wall jack.

2.3.2 Telephone Microfilters

Telephone voice transmissions take place in the lower frequency range, 0 - 4KHz, while ADSL
transmissions take place in the higher bandwidth range, above 4KHz. A microfilter acts as a low-pass filter,
for your telephone, to ensure that ADSL transmissions do not interfere with your telephone voice
transmissions. The purchase of a telephone microfilter is optional.

Step 1. Connect a phone cable from the wall jack to the single jack end of the Y- Connector.

Step 2. Connect a cable from the double jack end of the Y-Connector to the “wall side” of the
microfilter.

Step 3. Connect another cable from the double jack end of the Y-Connector to the Prestige.

Step 4. Connect the “phone side” of the microfilter to your telephone as shown in the following figure.
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]| Y - connector

Wall
Jack

Microfilter
Wall Side Phone Side

Figure 2-5 Connecting a Microfilter

2.4 Prestige With ISDN

This section relates to people who use their Prestige with ADSL over ISDN (digital telephone service) only.
The following is an example installation for the Prestige with ISDN.

ISDN-NT

Ethernet | -J
1c|,'1c|0|3aseTrE:.1
s FH|

Figure 2-6 Prestige with ISDN

2.5 Setting Up Your USB Computer’s IP Address

By default, the Prestige automatically assigns all required Internet settings to your computer(s). You need
only to configure the computer(s) to accept the information when it is assigned.
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You must configure the USB computer so that its IP properties place it on the same subnet as the Prestige’s
USB port. There are two ways to do this:

» Use the DHCP Server feature on the Prestige to assign IP address dynamically to your
USB computer

» Assign a static IP address to you USB computer.
Follow the steps to set up your USB computer’s IP address. Windows 2000 screen shots are shown. Steps
and screen shots may vary depending on the version of Windows.
Step 1.  Click Start, Control Panel and Network and Dial-up Connections. the icon that corresponds
to your new USB connection (not the one that corresponds to your Ethernet NIC).

Step 2.  Right-click on the icon that corresponds to your new USB connection (not the one that
corresponds to your Ethernet NIC) and select Properties.

% Network and Dial-up Connections :
J File Edit View Favorites Tools Advanced Help

J G Back + = - | {Qsearch [y Folders £ HHistory ||ﬁ Lr i e | e

J Address I@ Metwork, and Dial-up Connections

Mame # | Tvpe | Status | Device Marme
E Make Mew Connection
-Local Area Connection LAM

Metwork, cable unplugged 10/100 Adapter
Local Area Connection 2 LAM Enabled

Disable
Status

Zy¥EL USE LAN Modem #5

Create Shortout
DElete
Rename

Figure 2-7 USB Computer: IP Setup

Step 3. In the Properties screen, make sure the Connect Using field displays “ZyXEL USB LAN
Modem #n” (where n is a number).
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Local Area Connection 2 Properties 2lxl

General I Sharing |

Connect using:
B3 Zu<EL USE LAM Modem HE

Components checked are uzed by thiz connection:

T NwiLink MetBIDS |
T NewiLink IP/5 P/ MetBIOS Compatible Transpart Proto

% Irtemet Protocol [TCPAP)

-
4| | B
Inztall... Urinztall | Properties |
— Diescription

Transmizsion Contral Protocol/Intemet Probocol. The default

wide area network, protocol that provides communication

across diverse interconnected networks.

™ Show icon in tazkbar when connected

oK I Cancel |

Figure 2-8 USB Computer: Local Area Connection Properties
Step 4.  Select Internet Protocol (TCP/IP) and click Properties. Refer to the Setting Up Your
Computer’s IP Address appendix for more information.

Step 5.

The USB port on the Prestige is pre-configured with these properties (you cannot change these
values):

USB port IP address: 192.168.1.2
USB port subnet mask: ~ 255.255.255.0

If you want to assign your USB computer a static (fixed) IP address, your computer must be
configured as follows:

IP address: 192.168.1.n where n is a number from 3 to 34.
Subnet mask: 255.255.255.0
Default gateway: 192.168.1.2

2.6 Configuring the Prestige

The Prestige is pre-configured with default settings for use with a typical home or small office network.
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The Prestige Default Settings table below lists important default settings (others are described in the
subsequent chapters). Verify that they meet the needs of your network, or follow the instructions to change

them if necessary.

Before modifying any settings, review Chapter 3 for general information about using the web configurator.
You don’t need to make changes to the default settings unless your ISP supplies you with additional

information.
Table 2-3 Prestige Default Settings
OPTION DEFAULT SETTING EXPLANATIONS/INSTRUCTIONS
Web Login user name: admin The login user name and password allow you to login
Configurator Login password: 1234 and configure the embedded web configurator on your

Prestige.

ATM Properties

One ATM interface
defined with these
properties:
Supports aal5
VPI=8
VCI =35
MUX type: LLC

The VPI and VCI values determine the path of your
connection to your ISP. You don’t need to change the
default settings unless your ISP instructs you with
additional information. See chapter on ATM VCC for
additional instructions.

Host
Configuration
Protocol)

DHCP (Dynamic

DHCP server enabled with
a pool of addresses (for
LAN and USB ports):

192.168.1.3 through
192.168.1.34

(subnet mask =
255.255.255.0)

The Prestige maintains a pool of private IP addresses
for dynamic assignment to your LAN/USB computers.
To use this service, you must have set up your
computers to accept IP information dynamically, as
described in the Setting Up Your Computer’s IP
Address appendix. See later chapter for an
explanation of the DHCP service.

NAT (Network
Address
Translation)

napt rule enabled

Your computers’ private IP addresses (see DHCP
above) will be translated to your public IP address
whenever they access the Internet. See chapter on
NAT service.

LAN/USB Port

Assigned static IP

This is the IP address of the LAN port on the Prestige.

IP Address address: 192.168.1.1 The LAN port connects the Prestige to your Ethernet
network. Typically, you will not need to change this
address. See section on changing the Prestige LAN IP

subnet mask: address.
255.255.255.0
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Table 2-3 Prestige Default Settings

subnet mask:
255.255.255.0

OPTION DEFAULT SETTING EXPLANATIONS/INSTRUCTIONS
USB Port Assigned static IP This is the IP address assigned to the USB port on the
IP Address address: 192.168.1.2 Prestige.

ISP Connection
Properties

Login user name:
Login password:
(as supplied by your ISP)

The login user name and password are used to
authenticate you as a customer of your ISP using the
Point-to-Point protocol (PPP). See the chapter on
configuring your PPP for instructions on changing
these and other PPP values.

2.7 Testing Your Installation

After you have connected the Prestige and set basic configuration as described in the Quick Start Guide,
test the Internet connection.

To test the connection, turn on the Prestige, wait about 10 seconds, and then verify that its LEDs are
illuminated. Refer to the LED descriptions in Section 2.1.

If the LEDs illuminate as expected, test your Internet connection from a LAN computer (and from the USB
computer, if applicable): Open your web browser, and type the URL of any external website (such as
http://www.zyxel.com). The ACT LED should be blinking rapidly and may appear solid as the Prestige

connects to the site.

If the LEDs do not illuminate as expected or the web page does not display:

o  Ensure that the default settings are appropriate for your network setup.

o See Troubleshooting for tips on correcting a variety of common problems.

e Contact your ISP customer support for assistance.

Hardware Installation and Initial Setup
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Chapter 3
Getting Started with the Web
Configurator

This chapter describes how to use the web configurator.

3.1 Introduction

The web configurator makes it easy to configure and manage the Prestige. Access the web configurator
from any computer connected to the Prestige via the LAN or the USB port.

Your Prestige may already be configured to provide Internet connectivity for your
network. If it works properly with the pre-configured settings, then you may not
need to use the web configurator. You don’t need to change the settings unless

your ISP instructs you with additional information.

3.2 Accessing the Web Configurator

To access the web configurator, you need a computer connected to the LAN or USB port on the Prestige
and a web browser installed on the computer. The web configurator is designed to work best with Microsoft
Internet Explorer® version 5.0, Netscape Navigator® version 4.7, or later versions.

You can access the program from any computer connected to the Prestige via the LAN or USB ports.

Step 1. Make sure your Prestige hardware is properly connected.
Step 2. Prepare your computer to connect to the Prestige (refer to the Setting Up Your Computer’s IP
Address appendix).
Step 3. Launch your web browser.
Step 4. Enter either “192.168.1.1” or “192.168.1.2” as the web site address.
J File Edit Yiew Favorites Tools Help Web site address.

J =Eack - = - & [2] & | i@ 5earch E‘QFM- Hiseorr———=r—=r =

| Address | 192.168.1.1

Figure 3-1 Internet Explorer: Enter Address

Step 6.  Enter the user name (“admin” is the default), password (“1234” is the default) and click OK.
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Default User Name: admin
Default Password: 1234

Enter Network Password

? Please type your user name and password,
Site: 192.168.1.1

Fisaim

e T
User ame

Eassword i
™| Save this password in your passward list

Coeat_|

Figure 3-2 Web Configurator: Login Screen

You can change the password at any time (see Error! Reference source not found.).
The default user name cannot be changed.

3.3 Navigating the Web Configurator

You can use these page elements to navigate through the web configurator:

3.3.1 Navigation Tab

The navigation tab that displays at the top of all web configurator screens provides a consistent way to
access all screens.

Home

Figure 3-3 Web Configurator: Task Bar

On certain web configurator screens, you have a selection of links as shown below. There can be more than
one way to access some of the web screens.

WAN

DSL | ATM YCC | PPP | EDA | IPDA

Figure 3-4 Web Configurator: Links
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3.3.2 Commonly used buttons

The commonly used buttons that display at the bottom of each page take action related to the currently
displayed task.

Table 3-1 Web Configurator- Button Description

BUTTON DESCRIPTIONS

Submit Click this button to store, in temporary system memory, any changes you have made on
the current page. See Committing Your Changes discussed later for instructions on
storing changes permanently.

Refresh Click this button to redisplay the current page with updated statistics.

clear When accumulated statistics are displaying, click this button to reset the statistics to their
— initial values.
Help | Click this button to launch the online help for the current topic in a separate browser

window. Help is available for any main topic page.

3.4 Viewing Basic System Information
The System View screen displays when you first access the web configurator. It is the home page.

The System View table provides a snapshot of your system configuration. You can click on the table
headings that are highlighted in red to display more details on those settings or the configuration page for
that feature. The following table describes the groups of data shown on the System View screen and, where
appropriate, refers you to the appropriate chapters in this user’s guide for more information.
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Home ¢ N AN Bridging.- Rnuting'

Home | Quick Configuration

System View

nfiguration
Device DSL
Model: PEZ3-43 Operational Status: \; Startup Handshake
H/W Version: §1001a Last State: 0x0
5/W Version: 1.38(IR.0)b2 DSEL Version: V1.4.2
Serial Number: |1 Standard: Multirmode
Mode: Routing And Bridging Up Down
Up Time: |[2:4111 Speed Latency Speed Latency
Time: Thu Jan 01 02:04:11 1970 0 kbps - 0 kbps -
Time Zone: GMT
Daylight Saving Time: OFF

Mame: =

Domain Name: 2

WAN Interfaces

Interface | Encapsulation IP Address Mask Gateway Lower Interface YPIfYCI status

eoa-0 |Bridged 0.0.0.0 0.0.0.0 0.0.0.0 aals-0 8/35 "]

LAN Interface

Interface Mac Address IP Address Mask Lower In_tl_arﬁa'l:e Speed Duplex Status
eth-0 00:A0:0C5:41:84:52 |192.168.1.1 255.255.255.0 |- Auto Auto a
usbh-0 |- 182.168.1,2  |255.255.255.0 |- - : 5]

Services Summary

Interface NAT 1P Filter RIP DHCP Relay DHCP Client |DHCP Server| IGMP
eth-0 v inside x x X x v x
ena-0 ~ autzide X x p. 4 x x 4
ush-0 ~ inzide X x X x g *

oty [ rereesn [ ol

Figure 3-5 System Information

The following table describes the fields in this screen.
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Click on the name in the table heading to display the corresponding configuration
screen.

Table 3-2 System Information

FIELD DESCRIPTION
Device This table displays basic information about the Prestige hardware and software
versions, the system uptime (since the last reboot) and the pre-configured operating
mode.
DSL This table displays performance statistics for the DSL line. Click the DSL in the table

header to view additional DSL settings. Refer to the chapter on DSL.

WAN Interfaces | This table displays the various settings for the interfaces on the Prestige that
communicate with your ISP via DSL. Although you only have one physical DSL port,
multiple software-defined interfaces can be configured to use it. See the PPP, ATM
VCC, EOA, and IPoA chapters for more information about the interfaces defined on
your system.

LAN Interfaces | This table displays the various settings for the interfaces on the Prestige that
communicate directly with your network. These typically include at least one Ethernet
interface, named eth-0, and may include a USB interface named usb-0. You can
configure some properties of the Ethernet interface. The USB interface properties are
not configurable.

Services This table displays the following service that the Prestige performs to help you
Summary manage your network:

Translating private IP addresses to your public IP address. See the chapter on NAT.

Setting up filtering rules that accept or deny incoming or outgoing data. See the
chapter on IP filters.

Enabling router-to-router communication. See the chapter on RIP.

Dynamic assignment or receipt of IP. See the chapter on DHCP and appendix for
TCP/IP settings.

Message forwarding based on Internet Group assignment (IGMP, not configurable).

You can display the System View screen from other locations in the program by clicking the Home tab.

3.5 Quick Configuration

The Quick Configuration screen displays the settings you are most likely to need to change when you first
set up your Prestige for Internet access. Your ISP should have given you most of the information you need
to change.
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To open the Quick Configuration screen, click Home on the task bar and then the Quick Configuration
link.

WAN Admin

Home

Bridging ~ Routing  Services

Home | Quick Configuration

Quick Configuration

Use this page to qui

ATM Interface:

‘Operation Mode:

I Enabled --I

Encapsulation:

| 1483 Bridged IP LLC

=]

VPL:

VCr:

E
—

Bridge:

IEnahIed v]

IGMP:

|Disab|ed --l

IP Address:

FF F

Subnet Mask:

o o

Default Route:

|Disab|ed vl

Gateway IF Address:

[l ol

pp

Username:

Password:

Use DNS:

{* Enable
{~ Disable

NS

Primary DNS Server:

[l ol ol

Secondary DNS Server:

FF F

Figure 3-6 Quick Configuration

The following table describes the fields in this screen.
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Table 3-3 Quick Configuration

FIELD

DESCRIPTION

ATM Interface

Select an ATM interface from the drop-down list menu.

Operation Mode

Select Enabled from the drop-down list menu to set the Prestige to provide routing
function and act as an Internet gateway for your LAN.

Otherwise select Disabled.

Encapsulation

Select the encapsulation method your ISP uses from the drop-down list menu. See
chapter on Configuring the ATM VCC.

NOTE: If you select IPoA (starts with 1483) encapsulation types, you must configure
the default gateway and default route in the IPoA Configuration page. See chapter
on Configuring IPoA Interfaces.

VPI/ VCI Enter the unique data path your modem uses to communicate with your ISP. See
chapter on Configuring the ATM VCC.

Bridge Select Enabled from the drop-down list menu to activate bridging between your
Prestige and ISP. Otherwise select Disabled.

Your ISP may also refer to this using "RFC 1483" or "Ethernet over ATM". See
chapter on bridging for more information.

IGMP Depending on your ISP, select Enabled from the drop-down list menu to activate
IGMP (Internet Group Management Protocol) which some ISPs may use to perform
remote configuration on your Prestige. Otherwise select Disabled.

IP Address and If your ISP given a public IP address to you, enter the IP address and the associated

Subnet Mask subnet mask in the fields provided.

Default Route

Select Enabled from the drop-down list menu to set the IP address specified above
as the default route for your LAN.

Otherwise select Disabled. This is the default setting.

Gateway IP Address

Enter the IP address of the default gateway (or your ISP server).

PPP

Username | Enter the username provided by your ISP. (Note: this is not the same as the user
name and password you used to log in to Configuration Manager.)
Password | Enter the password associated with the username above.
Use DNS | Select Enable if your ISP provides you with DNS (Domain Name Service)

information. Otherwise, select Disable.

DNS

Getting Started with the Web Configurator

3-7




Prestige 623 Series Dual-link ADSL Router

Table 3-3 Quick Configuration

FIELD DESCRIPTION

Primary/Secondary | If you select Yes in the Use DNS field, enter the IP address(es) of the DNS
DNS | server(s) provided by your ISP.

Click Submit to confirm your changes. Refer to the section on Committing Your Changes and Rebooting the
Prestige to save your changes to permanent memory and make your changes take effect.

3.6 Port Settings

Your ISP may also have special circumstances that require changing the HTTP, Telnet or FTP port
numbers. You do not have to make the changes unless your ISP informs you with the necessary port
information.

To display Port Settings screen, click the Admin tab and then Port Settings.

LAN  WAN  Bridging  Routing ~ Sevices Admin

User Config | Commit & Reboot | Image Upgrade | Alarm | Diagnostics | Port Settings

Port Settings
This page is used to modify various port settings ac

HTTP Port:
(80, 61000-62000)

Telnet Port:
(23, 61000-62000)

FTP Port:
(21, 61000-62000)

netresh | relp|
Figure 3-7 Port Settings

Enter the port number in the corresponding fields.

After you have made the changes, click Submit to confirm your changes. Refer to the section on
Committing Your Changes and Rebooting the Prestige to save your changes to permanent memory and
make your changes take effect.
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3.7 System Date and Time

The Prestige keeps a record of the current date and time, which it uses to calculate and report various

performance data.

Changing the Prestige date and time does not affect the date and time on your

computer(s).

To display the System — Modify screen, click Home and then Modify at the bottom of the page

System - Modify

System Parameters
Date: | mi EEE I B W B
Time: r 1z == |es =]

Time Zone: IGMT +0000 Greenwich Mean

o oM

Daylight Saving Time: & OFF

Name:

Domain Name:

Figure 3-8 System: Modify

Table 3-4 System: Modify

FIELD DESCRIPTION

Date Specify a new date from the drop-down list boxes.

Time Specify a new time from the drop-down list boxes.

Time Zone Select the time difference between your time zone and the Greenwich Mean Time
from the drop-down list menu.

Daylight To use Daylight Saving Time (DST), Select On. Otherwise select Off.

Saving Time Daylight Saving Time is a period from late spring to early fall when many countries set
their clocks ahead of normal local time by one hour to give more daylight time in the
evenings.

Name Specify the name of your computer.

Domain Name | Specify the domain name of your ISP.

Click Submit to confirm your changes. Refer to the section on Committing Your Changes and Rebooting

the Prestige to save your changes to permanent memory and make your changes take effect.
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3.8 Managing Prestige User Accounts

You can create up to four user accounts to access the web configurator on the Prestige. The first time you
log into the web configurator, you use the default user name (admin) and password (1234). This is the
administrator account on the Prestige. You cannot change the administrator account username.

There are two privilege levels: root and user. The privilege levels determine to what extend the user can
modify the system configuration on the Prestige.

Root level — full access rights including creating, modifying and deleting Prestige user accounts and
changing all Prestige system configuration.

User level — With this account type, no modification of system configuration allowed. You can only view
the system settings.

3.8.1 Creating User Accounts

Step 1.  Click Admin in the task bar. The User Configuration screen displays by default. If not, click
User Config.

LAN -~ WAN  Bridging ~ Routing Services Admin

User Config | Commit & Reboot | Image Upgrade | Alarm | Diagnostics | Port Settings

User Gonfiguration

This page displays user information, Use this pag ] ange your password, Your new username/password can
be up

User ID |Privilege | Action(s)

admin |R00t

[nda [ roteesh I ol

Figure 3-9 User Configuration

Step 2.  Click Add to display the configuration screen as shown.
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User Config - Add

New User Information

User ID:

Privilege:

Password:

Confirm Password:

el |
Figure 3-10 User Configuration: Add

The following table describes the fields in this screen.

Table 3-5 User Configuration: Add

FIELD DESCRIPTION
User ID Enter the username for this account.
Privilege Select the access rights for this account. Choices are Root and User.

Old Password Enter a password associated with the username specified in this field.

Confirm Enter the password again for confirmation.
Password

Click Submit to confirm your changes. Refer to the section on Committing Your Changes and Rebooting the
Prestige to save your changes to permanent memory and make your changes take effect.

3.8.2 Changing User Account Password

In the User Configuration screen, click # in the Action(s) column for the user account you wish to
change. A screen displays as shown.

User Config - Modify

User Password Modification

User ID: test

MNew Password:

Confirm New:

Figure 3-11 User Configuration: Modify
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The following table describes the fields in this screen.

Table 3-6 User Configuration: Modify

FIELD DESCRIPTION

User ID This read-only field displays the username for this account.

New Password | Enter a new password associated with the username specified in this field.

Confirm New Enter the new password again for confirmation.
Password

Click Submit to confirm your changes. Refer to the section on Committing Your Changes and Rebooting the
Prestige to save your changes to permanent memory and make your changes take effect.

3.9 Committing Your Changes and Rebooting the Prestige

Whenever you use the web configurator to change system settings, the changes are initially placed in
temporary storage (called random access memory or RAM). Your changes are made effective when you
submit them, but will be lost if the Prestige is turned off.

Submitting changes saves them only until the Prestige is reset or powered down.
Committing changes saves them permanently.

3.9.1 Committing Your Changes

To save your changes for future use, you can use the commit function. This function saves your changes to
permanent storage (called flash memory).

Step 1.  Click Admin and then click Commit & Reboot to display the Commit & Reboot screene.

LAN WAN Bridging ~ Routing Services Admin

User Config | Commit & Reboot | Image Upgrade | Alarm | Diagnostics | Port Settings

Commit & Reboot

Use this page to commit changes m memory and re with different configurations.

| retresh [ el |
Figure 3-12 Commit & Reboot
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Step 2.  Click Commit to save the changes to permanent storage.

The previous settings are copied to backup storage so that they can be recalled if your new settings do not
work properly (see the rebooting instructions next).

3.9.2 Rebooting the Prestige Using the Web Configurator

If you change the LAN IP address information, you must reboot the system after committing the changes in
order to activate them. All other changes are activated when you commit them (no reboot is needed).

If, after rebooting the Prestige, you find that it does not operate properly with the new configuration, you
can reboot using options that reactivate a previous configuration or the manufacturer’s default
configuration.

To reboot the Prestige, display the Commit & Reboot screen (see Figure 3-12), select the appropriate
reboot mode from the drop-down menu, and then click Reboot.

The following table describes the reboot options available.

Table 3-7 Web Configurator Reboot Options

OPTION DESCRIPTION
Reboot From Last Select this option to reboot the Prestige using the latest saved configuration.
Configuration
Reboot From Select this option to reboot the Prestige using settings stored in backup
Backup memory. These are the settings that were in effect before you committed new
Configuration settings in the current session.
Reboot From Select this option to reboot the Prestige to default settings provided by your ISP
Default or the manufacturer. Choosing this option erases any custom settings.
Configuration

Reboot From Clean

Configuration This option is reserved for experienced technicians only.

Select this option to reboot the Prestige with zero configuration. All configuration
is erased including the factory default settings. Your computer cannot
communicate with the Prestige through the LAN or USB port. You should have
a serial port connection to the Prestige.

Reboot From
Minimum
Configuration

This option is reserved for experienced technicians only.

Select this option to reboot the Prestige with minimum configuration. The
Ethernet interface and administrative user account are configured for telnet
login only.
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Do NOT reboot the Prestige using the RESET button on the rear panel of the
Prestige to activate new changes. This button resets the Prestige settings to the
manufacturer’s default values. Any custom settings will be lost.
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Chapter 4
Setting the LAN IP Address

This chapter describes how to change the Prestige’s LAN IP address, or configure it to be
assigned automatically.

4.1 What is the LAN IP Address?

Your Prestige communicates with your network through its LAN port. To allow for Internet
communication, the LAN port must be identified by a unique IP address, like your computers. The IP
address associated with this port is called the LAN IP address.

The public IP address assigned to you by your ISP is not your LAN IP address.
The public IP address identifies the WAN (ADSL) port on your Prestige to the
Internet.

Your Prestige is pre-configured with a default LAN IP address of 192.168.1.1. You can change the default
address to reflect the set of IP addresses that you want to use with your network.

You can also configure the Prestige to use a LAN IP address that is assigned dynamically from a DHCP
server on your network. When IP information is assigned by another device, the Prestige is said to be acting
as a DHCP client of that device.

The Prestige itself can function as a DHCP server for your LAN computers, as
described in later chapters, but not for its own LAN port.

42 IGMP

Traditionally, IP packets are transmitted in one of either two ways - Unicast (1 sender — 1 recipient) or
Broadcast (1 sender — everybody on the network). Multicast is a third way to deliver IP packets to a group
of hosts on the network - not everybody.

IGMP (Internet Group Multicast Protocol) is a network-layer protocol used to establish membership in a
multicast group - it is not used to carry user data. IGMP version 2 (RFC 2236) is an improvement over
version 1 (RFC 1112) but IGMP version 1 is still in wide use. If you would like to read more detailed
information about interoperability between IGMP version 2 and version 1, please see sections 4 and 5 of
RFC 2236. The class D IP address is used to identify host groups and can be in the range 224.0.0.0 to
239.255.255.255. The address 224.0.0.0 is not assigned to any group and is used by IP multicast computers.
The address 224.0.0.1 is used for query messages and is assigned to the permanent group of all IP hosts
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(including gateways). All hosts must join the 224.0.0.1 group in order to participate in IGMP. The address
224.0.0.2 is assigned to the multicast routers group.

The Prestige supports both IGMP version 1 and version 2 . At start up, the Prestige queries all directly
connected networks to gather group membership. After that, the Prestige periodically updates this
information.

4.3 Changing the LAN IP Address

Click on the LAN tab to display the LAN Configuration screen as shown next.

WAN  Bridging Routing - Services Admin

LAN Config | DHCP Mode | DHCP Server | DHCP Relay

LAN Configuration
Use this page to set the LAN configuration, which determines how your de s identified on the network,

LAN Configuration

System Mode: Routing And Bridging

= Manual
Get LAN Address: {~ External DHCP Server
¢ Internal DHCP Server

LANM IP Address: |192 |168 Il Il
LAN Network Mask: |255 |255 |255 |D

{~ Enable
(» Disable

IGMP:

'USB Configuration

USB IP Address: |192 |168 |1 |2
USB Network Mask: |255 |255 |255 ID

™~ Enable
(* Disable

IGMP:

suomic [ concer [ nerees [ vt |

Figure 4-1 LAN Configuration

The following table describes the fields in this screen.
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Table 4-1 LAN Configuration

FIELD

DESCRIPTION

LAN Configuration

Set the fields below to configure the LAN port on the Prestige.

System Mode

This field displays the pre-configured mode for the Prestige. This field is read-only.

Get LAN Address

To specify a static IP address to the LAN port, select Manual and enter an IP
address in the IP Address field.

To accept a dynamic IP address from your ISP’s DHCP server, select External
DHCP Server.

To accept a dynamic IP address from a DHCP server on your network, select
Internal DHCP Server.

LAN IP Address

Enter an IP address if you select Manual in the Get LAN Address field.

This is the IP address your computers use to identify the LAN port of the Prestige.
The public IP address assigned to you by your ISP is NOT your LAN IP address.
The public IP address identifies the WAN (ADSL) port on your ADSL/Ethernet
router to the Internet.

LAN Network Mask

Enter the subnet mask that identifies which parts of the LAN IP address refer to
your network as a whole and which parts refer to specific nodes on the network.

IGMP

Select Enable to activate IGMP on the LAN port. Otherwise, select Disable.

USB Configuration

Set the fields below to configure the USB port on the Prestige.

USB IP Address

Specify the IP address for the USB port on the Prestige.
If you changed the USB IP address through USB connection, then the connection
will be terminated.

USB Network Mask

Specify the subnet mask for the USB port on the Prestige. If necessary, change
the IP address of the computer’s USB port to be in the same subnet of the
Prestige’s USB port.

IGMP

Select Enable to activate IGMP on the USB port. Otherwise, select Disable.

Click Submit to confirm your changes. Refer to the section on Committing Your Changes and Rebooting the
Prestige to save your changes to permanent memory and make your changes take effect.
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Chapter 5

Viewing System IP Information and
Performance Statistics

This chapter describes how to view system and network data for your Prestige

5.1 Introduction

The interfaces on your Prestige that communicate with other network and Internet devices are identified by
unique Internet Protocol (IP) addresses. You can use the web configurator to view the list of IP addresses
that your Prestige uses, and to view other system and network performance data.

See the /P Addresses, Network Masks and Subnets Appendix for a description of IP addresses and masks.

5.2 Viewing Your Prestige’s IP Addresses
Click Routing in the task bar and then click the IP Addr link. The IP Address Table screen displays.

Bridging » Routing ¢ Services %{ Admin

IP Route | IP Addr | LAN Config | DSL | ATM vC | PPP | EOA | IPOA

IP Address Table

display all IP addr cluding the LAN {Ethernet) port and

IP Address | Netmask
127.0.0.1  |255.0.0.0

192.168.1.1 |255.255.255.0
192.168.1.2 |255.255.255.0

| retresh M ey |
Figure 5-1 IP Address Table

The following table describes the fields in this screen.
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Table 5-1 IP Address Table Field Descriptions

FIELD DESCRIPTION

IP This field displays the IP address of the ports.
Address

Netmask This field displays the subnet mask of the ports.

IF Name This field displays the interface names of the ports.

eth-0: the LAN (Ethernet) port of the Prestige.

usb-0: the USB port. The IP address for the USB port is assigned automatically at start-up.
ppp-0 or eoa-0: the WAN (ADSL line) port of the Prestige.

lo-0: the loopback port. This is a special address that enables the Prestige to keep any data
addressed directly to it, rather than route the data through the WAN or LAN port.

Global Click Global Stats to view global IP statistics. Refer to Section 5.3.
Stats

Refresh Click Refresh to update the screen.

Help Click Help to display on-line HTML help.

If your Prestige has additional IP-enabled interfaces, the IP addresses of these will be displayed.

5.3 Viewing IP Global Statistics

You can view statistics on the processing of Internet protocol packets (a packet is a collection of data that
has been bundled for transmission). You will not typically need to view this data, but you may find it
helpful when working with your ISP to diagnose network and Internet data transmission problems.

To view global IP statistics, click Global Stats in the IP Address Table screen to display the IP Global
Statistics screen as shown next.
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IP Global Statistics

IP Datagrams Statistic

Yalues

IP Received:

1139 Packets

IP Received w/f Header Error:!

0 Packets

IP Received w/ Wrong Address:

0 Packets

IP Received w/ Unknown Protocol:

0 Packets

IP Routing Discarded:

0 Packets

IP Datagrams Forwarded

Forwarded Datagrams:

218 Packets

Input IP Datagrams

Input IFP Discarded:

0 Packets

Input IP Delivered To User-Protocol:

921 Packets

Cutput IP Datagrams

IP Requests For Transmission w/ User-Protocol:

g81 Packets

Quiput IP Discarded:

0 Packets

Output IP Discarded w/ No Route:

218 Packets

IF Datagrams / Reassemnble

Maximumn # of Seconds IP Waits For Reassemble:

60 Second{s)

IP Received Which Needed To Be Reassembled:

0 Packets

IP Successiully Re-assembled:

0 Packets

IP Fails To Re-Assemble:

0 Packets

IP Datagrams / Fragment

IP Successfully Fragmented:

0 Packets

IP Fails To Fragment:

0 Packets

IF Fragmenis Created:

0 Packets

Figure 5-2 IP Global Statistics

Click Refresh to display updated statistics showing any new data since you opened the page. Click Close to

close the window.
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Chapter 6
Configuring IP Routes

This chapter describes basic routing concepts and provides instructions for creating routes

6.1 Overview of IP Routes

The essential challenge of a router is: when it receives data intended for a particular destination, which next
device should it send that data to? When you define IP routes, you provide the rules that a Prestige uses to
make these decisions.

Most users do not need to define IP routes.

6.1.1 Comparing IP Routing to Telephone Switching
IP routing decisions are similar to those made by switchboards that handle telephone calls.

When you dial a long distance telephone number, you are first connected to a switchboard operated by your
local phone service carrier. All calls you initiate go first to this main switchboard.

If the phone number you dialed is outside your calling area, the switchboard opens a connection to a higher-
level switchboard for long distance calls. That switchboard looks at the area code you dialed and connects
you with another switchboard that serves that area. This new switchboard, in turn, may look at the prefix in
the number you dialed (the middle set of three numbers) and connect to a more localized switchboard that
handles numbers with that prefix. This final switchboard can then look at the last four digits of the phone
number to open a connection with the person or company you dialed.

In comparison, when your computer initiates communication over the Internet, such as viewing a web page
connecting to a web server, the data it sends out includes the IP address of the destination computer (the
“phone number”). All your outgoing requests first go to the same router at your ISP (the first
“switchboard”). That router looks at the network ID portion of the destination address (the “area code”) and
determines which next router to send the request to. After several such passes, the request arrives at a router
for the destination network, which then uses the host ID portion of the destination IP address (the local
“phone number”) to route the request to the appropriate computer.

With both the telephone and the computer, all transactions are initially sent to the same switchboard or
router, which serves as a gateway to other higher- or lower-level devices. No single device knows at the
outset the eventual path the data will take, but each uses a specific part of the destination address/phone
number to make a decision about which device to connect to next.
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6.1.2 Hops and Gateways

Each time Internet data is passed from one Internet address to another, it is said to take a #op. A hop can be
a handoff to a different port on the same device, to a different device on the same network, or to a device on
an entirely different network.

When a hop passes data from one type of network to another, it uses a gateway. A gateway is an IP address
that provides initial access to a network, just as a switchboard serves as a gateway to a specific set of phone
numbers. For example, when a computer on your LAN requests access to a company’s web site, your ISP
serves as a gateway to the Internet. As your request reaches its destination, another gateway provides access
to the company’s web servers.

6.1.3 Using IP Routes to Define Default Gateways

IP routes are defined on computers, routers, and other IP-enabled devices to instruct them which hop to
take, or which gateway to use, to help forward data along to its specified destination.

If no IP route is defined for a destination, then IP data is passed to a predetermined default gateway. The
default gateway serves like a higher-level telephone switchboard; it may not be able to connect directly to
the destination, but it will know a set of other devices that can help pass the data intelligently. If it cannot
determine which of these devices provides a good next hop (because no such route has been defined), then
that device will forward the data to izs default gateway. Eventually, a high level device, using a predefined
IP route, will be able to forward the data along a path to its destination.

6.1.4 Dol Need to Define IP Routes?

Most users do not need to define IP routes. On a typical small home or office LAN, the existing routes that
set up the default gateways for your LAN computers and for the Prestige provide the most appropriate path
for all your Internet traffic.

e  On your LAN computers, a default gateway directs all Internet traffic to the LAN port on your
Prestige. Your LAN computers know their default gateway either because you assigned it to them
when you modified their TCP/IP properties, or because you configured them to receive the
information dynamically from a server whenever they access the Internet. (Each of these processes
is described in the Hardware Installation and Initial Setup chapter.)

e  On the Prestige itself, a default gateway is defined to direct all outbound Internet traffic to a router
at your ISP. This default gateway is assigned automatically by your ISP whenever the device
negotiates an Internet connection. (The process for adding a default route is described later.)

You may need to define routes if your home setup includes two or more networks or subnets, if you connect
to two or more ISP services, or if you connect to a remote corporate LAN. For example, the Prestige knows
about network N2 in the following figure through remote node router R1. However, the Prestige is unable
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to route a packet to network N3 because it does not know that there is a route through remote node router
R1 (via router R2). IP routes allow you to tell the Prestige about the networks beyond the remote nodes.

R

L
A —

—

.
.
[ .

N1

N\

Prestige

N2
€ == —
= R2
e
R1

Figure 6-1 IP Route Example

6.2 Viewing the IP Routing Table

All IP-enabled computers and routers maintain a table of IP addresses that are commonly accessed by their
users. For each of these destination IP addresses, the table lists the IP address of the first hop the data
should take. This table is known as the device’s routing table. To view the Prestige’s routing table, click
Routing in the task bar. The IP Route Table displays by default.

LAN

WAN Brtdgmg Routing

IP Route | IP Addr | LAN Config | DSL | ATM vC | PPP | EDA | IPDA

Destination

Netmask

IP Route Table

NextHop

IF Mame

Route Type

Route Origin

Services Admin

1z27.0.0.0

255.0.0.0

127001

la-0

Direct

Dynarnic

19z.1658.1.0

255.255.255.0

19z2.168.1.1

eth-0

Direct

Dynamic

19218811

255.255.255.255

1z7.001

Direct

Dynamic

192.165.1.2

255.255.255.255

127004

Direct

| aad] el |
Figure 6-2 IP Route Table

Dynarmic

end data to a

Configuring IP Routes

6-3



Prestige 623 Series Dual-link ADSL Router

The IP Route Table displays a row for each existing route. These include routes that were predefined on
the device, routes you may have added, and routes that the device has identified automatically through
communication with other devices. The routing table should reflect a default gateway, which directs
outbound Internet traffic to your ISP. This default gateway is shown in the row containing destination
address 0.0.0.0.

The following table defines the fields in the IP Route Table.
Table 6-1 IP Routing Table

FIELD DESCRIPTION

Destination | This field specifies the IP address of the destination computer. The destination can be
specified as the IP address of a specific computer or an entire network. It can also be
specified as all zeros to indicate that this route should be used for all destinations for
which no other route is defined (this is the route that creates the default gateway).

Netmask This field indicates which parts of the destination address refer to the network and which
parts refer to a computer on the network. Refer to IP Address, Network Masks and
Subnets appendix for more information. The default gateway uses a netmask of 0.0.0.0.

NextHop This field specifies the next IP address to send data to when its final destination is that
shown in the destination column.

IFName This field displays the name of the interface on the device through which data is forwarded
to the specified next hop.

Route This field displays whether the route is direct or indirect. In a direct route, the source and

Type destination computers are on the same network, and the router attempts to directly deliver

the data to the computer. In an indirect route, the source and destination computers are
on different networks, and the router forwards data to a device on another network for
further handling.

Route This field displays how the route was defined. Dynamic indicates that the route was
Origin created automatically or predefined by your ISP or the manufacturer. Routes you create
are labeled Local. Other routes can be created automatically (using RIP, as described in
later chapter), or defined remotely through various network management protocols (LCL
or ICMP).

Action This field displays an icon ('ﬁ') you can click on to delete a route.

6.3 Adding IP Routes

Follow these instructions to add an IP route to the routing table.

Step 1.  In the IP Route Table screen, click Add. The IP Route — Add page displays.
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Step 2.

Step 3.

Step 4.

IP Route - Add

IP Route Information

Destination: ID ID ID ID

MNetmask: |255 |255 |255 ID
Gateway /Nextiop: ID ID ID ID

| submit | elp|
Figure 6-3 IP Route: Add

Specify the destination, network mask, and gateway or next hop for this route.

To create a route that defines the default gateway for your LAN, enter 0.0.0.0 in both the
Destination and Net Mask ficlds. Enter your ISP’s IP address in the Gateway/NextHop ficld.

Note that you cannot specify the interface name, route type or route origin. These parameters
are used only for routes that are identified automatically as the Prestige communicates with
other routing devices. For routes you create, the routing table displays system default values in
these fields.

Click Submit to confirm your changes.
The IP Routing Table will now display the new route.

Follow the instructions in the section on Committing Your Changes and Rebooting the Prestige
to save your changes to permanent memory and make your changes take effect.
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Chapter 7
Configuring Dynamic Host Configuration
Protocol

This chapter provides an overview of DHCP and instructions for implementing it on your
network.

7.1 Overview of DHCP

7.1.1 What Is DHCP?

DHCP is a protocol that enables network administrators to centrally manage the assignment and distribution
of IP information to computers on a network.

When you enable DHCP on a network, you allow a device — such as your Prestige or a router located with
your ISP — to assign temporary IP addresses to your computers whenever they want to use the Internet. The
assigning device is called a DHCP server, and the receiving device is a DHCP client.

If you follow the instructions in the Setting Up Your Computer’s IP Address
appendix, you either configured each LAN computer with an IP address, or you
specified that it will receive IP information dynamically (automatically). If you
chose to have the information assigned dynamically, then you configured your
computers as DHCP clients that will accept IP addresses assigned from a DCHP
server such as the Prestige.

The DHCP server draws from a defined pool of IP addresses and “leases” them for a specified amount of
time to your computers when they request an Internet session. It monitors, collects, and redistributes the
addresses as needed.

On a DHCP-enabled network, the IP information is assigned dynamically rather than statically. A DHCP
client can be assigned a different address from the pool each time it initiates a new Internet connection.

7.1.2 Why Use DHCP?

DHCEP allows you to manage and distribute IP addresses throughout your network from a central computer.
Without DHCP, you would have to configure each computer separately with IP addresses and related
information. DHCP is commonly used with large networks and those that are frequently expanded or
otherwise updated.
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7.1.3 Prestige DHCP modes

The Prestige can be configured as a DHCP server, DHCP relay agent, or, in some cases, a DHCP client.

If you configure the Prestige as a DHCP server, it will maintain the pool of addresses and
distribute them to your LAN computers. If the pool of addresses includes private IP addresses, you
must also configure the Network Address Translation service, so that the private addresses can be
translated to your public IP address on the Internet

If your ISP performs the DCHP server function for your network, then you can configure the
Prestige as a DHCP relay agent. When the Prestige receives a request for Internet access from a
computer on your network, it contacts your ISP for the necessary IP information, and then relays
the assigned information back to the computer.

If you have another computer or device on your network that is already performing the DHCP
server function, then you can configure the LAN port on the device to be a DHCP client of that
server (as are your computers). This configuration is not discussed in this chapter. See the chapter
on LAN IP settings.

You can input settings for both DHCP server and DHCP relay mode, and then

activate either mode at any time. De-activated settings are retained for your future

use.

7.2

Configuring DHCP Server

Before you begin, determine the pool of IP addresses you want to make available for distribution to your
computers. These addresses can be multiple public addresses that you have purchased from your ISP, but
are typically private addresses that you create. (Network administrators often create private IP addresses for
use only on their networks. See Overview of NAT section.)

By default, the Prestige is configured as a DHCP server, with a predefined IP
address pool of 192.168.1.3 through 192.168.1.34 (subnet mask 255.255.255.0).
Refer to the Setting Up Your Computer’s IP Address appendix.

The following sections describe the three steps in configuring DHCP server for you Prestige.

Create IP pool
Enable Prestige as DHCP server

Configure your computer to accept the assigned IP address from the Prestige.
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7.2.1 Creating IP Address Pools

Step 1.  Click LAN in the task bar, the click DHCP Server. The DHCP Server Configuration screen
displays.

.~ WAN  Bridging  Routing  Services  Admin

LAN Config | DHCP Mode | DHCP Server | DHCP Relay

Dynamic Host Gonfiguration Protocol (DHCP) Server Gonfiguration

Use this page if yo

S'tart-'iP_nddress End IP Address Domain Name Gateway Address étatus _M_tionts)
192,168.1.3 |192.168.1.34 = |Enab|ed|4f’1ﬁ,‘~3

Address Table Refresh

Figure 7-1 DHCP Server Configuration

Each pool you create displays in a row on the table on this screen. You can create up to eight pools. In this
example, one pool has been created for the LAN interface and another for the USB interface. Additional
pools may be needed when the Prestige is configured with multiple LAN interfaces.

To add an IP address pool, click Add ro display the DHCP Server Pool — Add screen.
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DHCP Server Pool - Add

DHCP Pool Information

Start Ip Address: ([ [ [ [ |
End Ip Address: || [ [ [ |
Mac Address: |[o0 | oo | oo oo oo foo
wetmask: [ [ [ [
pomain Wame: [
Gateway Address: |0 [0 [0 [0 |
oNS address: [ oo o |
soNs address: ([0 o [0 o |
sMTp Address: ([0 o o o |
POP3 Address: ([0 o o o |
MNTP Address: ([0 o o [0 |
Wwww address: ([0 [0 [0 [0
IRC Address: ([ o o [0 |
WiNs Address: (o o o [0 |
SWINS address: ([ [0 [0 [0

|_submit || cancel | relp |

Figure 7-2 DHCP Server Pool: Add

Fill in the required Start IP Address, End IP Address, Net Mask, and Gateway Address; the others are
optional. The following table describes the fields in this screen.

Table 7-1 DHCP Server Pool: Add

FIELD DESCRIPTION
Start/End IP Type the starting and ending addresses in the pool in these fields.
Addresses
Mac Address Use this field only if you want to assign a specific IP address to a specific computer

(that is, you are creating an exception to the dynamic assignment of addresses). The
IP address you specify will be assigned to the computer that corresponds to this MAC
address. (A MAC address is a manufacturer-assigned hardware ID that is unique for
each device on a network.)

If you type a MAC address here, you must have specified the same IP address in
both the Start IP Address and End IP Address fields.
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Table 7-1 DHCP Server Pool: Add

FIELD

DESCRIPTION

Net Mask

Specifies which portion of each IP address in this range refers to the network and
which portion refers to the host (computer).

For a description of network masks and LAN network masks, see the appendix. You
can use the network mask to distinguish which pool of addresses should be
distributed to a particular subset of computers on your LAN (called a subnet).

Domain Name

Enter a user-friendly name that refers to the group of computers (subnet) that will be
assigned addresses from this pool.

Gateway Enter the address of the default gateway for computers that receive IP addresses
Address from this pool.
The default gateway is the IP address that the computers first contact to
communicate with the Internet. Typically, it is the Prestige’s LAN port IP address. See
previous section for an explanation of gateway addresses.
DNS Enter the IP address of the Domain Name Server (DNS) to be used by computers
that receive IP addresses from this pool.
The DNS translates common Internet names that you type into your web browser into
their equivalent numeric IP addresses. Typically, this server is located with your ISP.
SDSN...SWINS | Enter the IP addresses of devices that perform various services for computers that
(optional) receive IP addresses from this pool. Typically, these devices are servers located with

your ISP.

Click Submit to confirm your changes. Refer to the section on Committing Your Changes and
Rebooting the Prestige to save your changes to permanent memory and make your changes take effect.

7.2.2 Enabling DHCP Server Mode
After you have defined a DHCP pool, you set the Prestige to operate in DHCP server mode. (It may already

be set, by default.)

Step 1. Inthe LAN tab, click DHCP Mode to display the DHCP Configuration screen. Select DHCP
Server from the DHCP Mode drop-down list and then click Submit. A screen displays to
confirm the change.
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LAN Config | DHCP Mode | DHCP Server | DHCP Relay

DHCP Configuration

Use this

mm

Copyright © L, Inc. all rights reserved. reserved,

Figure 7-3 DHCP Configuration: Mode

Step 2.  Refer to the section on Committing Your Changes and Rebooting the Prestige to save your
changes to permanent memory and make your changes take effect.

You must configure the computer to obtain IP address dynamically. Refer to the
Setting Up Your Computer’s IP Address appendix.

7.2.3 Viewing, Modifying, and Deleting Address Pools

To view, modify, or delete an existing address pool, display the DHCP Server Configuration screen by
clicking the DHCP Server link, and click the following icons in the corresponding row in the address pool
table.

Table 7-2 Action Buttons

TO PERFORM THIS A :TION ...CLICK THIS ICON:
Delete an IP address pool o
Modify an IP address pool &
View details for an IP addres: pool j=)

You can modify an address pool to change the domain name associated with the pool or to exclude IP
addresses within its range from distribution. You may want to exclude an address if you have already
designated it for fixed use with a specific device, or for any other reason you do not want to make it
available to your network. To change any other properties of the pool, such as the starting and ending IP
addresses, you must delete the pool and create a new one.
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DHCP Server Pool - Modify

DHCP Pool Information

Start IP Address:

192.1658.1.3

End IP Address:

192.168.1.34

Netmask:

£55.255.255.0

Domain Name:

—

Status:

{+ Enable
{~ Disable

Excluded IP:

Excluded IP Address | Action

Mo Excluded IP!

Foe e || aad]

[suemie [l cancen [ eio|

Figure 7-4 DHCP Server Pool: Modify

To exclude an address from the distribution list, type the address in the Excluded IP field and click Add.

After you have made the changes, click Submit to confirm your changes. Refer to the section on
Committing Your Changes and Rebooting the Prestige to save your changes to permanent memory and

make your changes take effect.

7.2.4 Viewing Current DHCP Address Assignments

When your Prestige functions as a DHCP server for your LAN, it keeps a record of any addresses it has
leased to your computers. To view a table of all current IP address assignments, display the DHCP Server
Configuration screen, and then click Address Table.

IP Address

DHCP Server Address Table

Netmask

Mac Address

Pool Start

Address Type

Time Remaining

192.168.1.3

255.255.255.0

00:A0C5:d1:84:53

192.165.1.3

Dynamic

2582961 Second(s)

192.165.1.4

255.255.255.0

00:00:ES:86:26:56

192.168.1.3

Dynamic

25683494 Second(s)

192.1658.1.5

255.255.255.0

n0:aDCEFFi01:01

192.168.1.3

Dynamic

2583043 Second(s)

192.168.1.6

255.255.255.0

00:5mBAIZ4:EA:90

192.168.1.3

Dynamic

0 Second(s)

192.168.1.7

255.,255.255.0

00:5mBAIAD:AFE1

192.168.1.3

Dynamic

2589658 Second(s)

Figure 7-5 DHCP Server Address Table

The DHCP Server Address Table lists any IP addresses that are currently leased to LAN devices. For each
leased address, the table lists the following information:
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Table 7-3 DHCP Server Address Table

FIELD DESCRIPTION
IP Address This field displays the address that has been leased from the pool.
Netmask This field displays the network mask associated with the leased address, which

identifies the network ID and host ID portions of the address. See IP Addresses,
Network Masks and Subnets Appendix for more information.

Mac Address This field displays a hardware ID for the device to which the number has been
assigned.
Pool Start This field displays the lower boundary of the address pool (provided to identify the

pool from which the leased number came).

Address Type This field displays the type of address, Static or Dynamic, assigned to the specific
device. Static indicates that the IP number has been assigned permanently.
Dynamic indicates that the number has been leased temporarily for a specified
length of time.

Time Remaining The amount of time left for the device to use the assigned address.

7.3 Configuring DHCP Relay

Some ISPs perform the DHCP server function for their customers’ home/small office networks. In this case,
you can configure the Prestige as a DHCP relay agent. When a computer on your network requests Internet
access, your Prestige contacts your ISP to obtain an IP address (and other information), and then forwards
that information to the computer.

Before you begin, be sure to have the IP address and network mask of your ISP’s DHCP server.
The following sections describe the three steps in configuring DHCP relay for you Prestige.

e  Defining the DHCP relay interface

e  Enable Prestige as DHCP relay server

e Configure your computer to accept the assigned IP address from the Prestige.

7.3.1 Defining the DHCP Relay Interface(s)

First, you specify the IP address of the DHCP server and select the interfaces on your network that will be
using the relay service.

Step 1.  Launch the web configurator, click LAN in the task bar, and then click DHCP Relay to display
the DHCP Relay Configuration screen.
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Step 2.

Step 3.

Step 4.
Step 5.

 WAN © Bridging ~ Routing  Services Admin

LAN Config | DHCP Mode | DHCP Server | DHCP Relay
Dynamic Host Configuration Protocol (DHCP) Relay Configuration

mputer requ
wuters, This tab

Interfaces Running DHCP Relay

20a-0

|eth-0 'I

[ suomic [l concer [l norresn [ o]

Figure 7-6 DHCP Relay Configuration
Type the IP address of your ISP’s DHCP server in the DHCP Server Address field.

If you do not have this number, it is not essential to enter it here. Requests for IP information
from your LAN will be passed to the default gateway, which should route the request
appropriately.

If the interface named eth-0 is not already displayes, select it from the drop-down list and click
Add.

The eth-0 interface specifies that your default Ethernet (LAN) interface is running DHCP relay
for your LAN. Typically, this is the only interface you need to specify here. If your Prestige has
additional interfaces that you want to perform DHCP relay, you can select and add them.

You can delete an interface from the table by clicking T in the Action column.

Click Submit to confirm your changes. A page displays to confirm your changes.

Follow the steps in the section on Committing Your Changes and Rebooting the Prestige to save
your changes to permanent memory and make your changes take effect.

7.3.2 Enabling DHCP relay mode

Step 1.

Click DHCP Mode to display the DHCP Mode screen (see Figure 7-3). From the DHCP

Mode drop-down list menu, select DHCP Relay and click Submit. A page displays to confirm
the change.
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Step 2.  Refer to the section on Committing Your Changes and Rebooting the Prestige to save your
changes to permanent memory and make your changes take effect.

You must configure the computer to obtain IP address dynamically. Refer to the
Setting Up Your Computer’s IP Address appendix.
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Chapter 8
Configuring Network Address
Translation

This chapter provides an overview of Network Address Translation (NAT) and instructions for
modifying the default configuration on your device.

8.1 Overview of NAT

Network Address Translation is a method for disguising the private [P addresses you use on your LAN as
the public IP address you use on the Internet. You define NAT rules that specify exactly how and when to
translate between public and private IP addresses.

In a typical NAT setup, your ISP provides you with a single public IP address to use for your entire
network. Then, you assign each computer on your LAN a unique private IP address. (Or, you define a pool
of private IP addresses for dynamic assignment to your computers, as described in the chapter on
Configuring Dynamic Host Configuration Protocol.) On the Prestige, you set up a NAT rule to specify that
whenever one of your computers communicates with the Internet, (that is, it sends and receives IP data
packets) its private IP address — which is referenced in each packet — will be replaced by the LAN’s public
IP address.

An IP data packet contains bits of data bundled together in a specific format for efficient transmission over
the Internet. Such packets are the building blocks of all Internet communication. Each packet contains
header information that identifies the IP address of the computer that initiates the communication (the
source IP address), the port number that the router associates with that computer (the source port number),
the IP address of the targeted Internet computer (the destination IP address), and other information.

When the NAT rule is applied, because the source IP address is swapped out, it appears to other Internet
computers as if the data packets are coming from the computer assigned your public IP address (in this
case, the Prestige).

The NAT rule could further be defined to disguise the source port in the data packet (i.e., change it to
another number), so that outside computers will not be able to determine the actual port from which the
packet originated. Data packets that arrive in response contain the public IP address as the destination IP
address and the disguised source port number. The Prestige changes the IP address and source port number
back to the original values (having kept track of the changes it made earlier), and then routes the packet to
the originating computer.
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NAT rules such as these provide several benefits:

e  They eliminate the need for purchasing multiple public IP addresses for computers on your LAN.
You can make up your own private IP addresses at no cost. These addresses are not useful on the
Internet, however.

e They provide a measure of security for your LAN by enabling you to assign private IP addresses.
The Prestige prevents external access to your privately addressed computers (except when using an
rdr rule discussed later). In addition, the private addresses are replaced in all outbound data
packets, so external computers never see the private addresses anyway.

The type of NAT function described above is called network address port translation (napt). You can use
other types, called flavors, of NAT for other purposes; for example, providing outside access to your LAN
or translating multiple private addresses to multiple public addresses.

8.2 Your Default NAT Setup

By default, NAT is enabled, with an napt rule configured to perform the following translation:

Table 8-1 NAPT Rule

THESE PRIVATE IP .
ADDRESSES: ...ARE TRANSLATED TO:
192.168.1.3
192.168.1.4
. Your ISP-assigned
public IP address
192.168.1.34

This default NAT setup assumes that, on each LAN computer, you configured TCP/IP properties as
follows:

e  You selected the check box that enables them to receive their IP addresses automatically (that is, to
use a DHCP server);

or,

e You assigned static IP addresses to your computers in the range 192.168.1.3 through 192.168.1.34.

If your computers are not configured in one of these ways, you can either change the IP addresses on your
computers to match the NAT setup, or delete this NAT rule and add a new one that matches the addresses
you assigned to your computers (see Adding NAT Rules section).
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8.3 Viewing Your NAT Configuration

To view your NAT settings, click Services in the task bar, and then click NAT. The Network Address
Translation (NAT) Configuration screen displays as shown.

WAN  Bridging / Routing ~  Services <  Admin

NAT | RIP | Firewall | IP Filter | DNS | Blocked Protocols

Network Address Translation (NAT) Configuration

Use this page to configure Nety . al in which the es the IP addr f your LAN
efi ing data out o

NAT Options: NEYREllE{R G -RES

o Enable @ Disable

MNAT Global Information

TCFP Idle Timeout(sec):

TCP Close Wait{sec):

TCP Def Timeout(sec):

UDP Timeout(sec):

ICMP Timeout{sec):

GRE Timeout{sec):

Default Nat Age(sec):

NAPT Port Start:
NAPT Port End:

ito |
Figure 8-1 NAT Configuration

The Network Address Translation (NAT) Configuration page contains the following elements:

e The NAT Options drop-down list, which provides access to the Global Information page (shown
by default), the Network Address Translation (NAT) Rule Configuration page, and the NAT
Translations page, which shows current translations.

e Enable/Disable buttons allow you to turn the NAT feature on or off.

e The NAT Global Information table displays settings that apply to all NAT rule translations.
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e Buttons you use to submit or cancel changes, display global statistics, and access help.

Table 8-2 NAT Configuration

FIELD

DESCRIPTION

TCP Idle Timeout
(sec)

Enter the number of seconds. For a NAT translation session on data that uses
the TCP protocol, the translation will no longer be performed if no matching data
packets are received after the specified time has elapsed.

TCP Close Wait (sec)

Enter the number of seconds. For a NAT translation on data using the TCP
protocol, after a communication session has been closed, the translation will no
longer be performed if no matching data packets are received after the specified
time has elapsed.

TCP Def Timeout
(sec)

Enter the number of seconds. For a NAT translation session on data that uses
the TCP protocol, the translation will no longer be performed if no matching data
packets are received after the specified time has elapsed.

UDP Timeout (sec) Same as TCP Idle Timeout, but for UDP packets.
ICMP Timeout (sec) Same as TCP Idle Timeout, but for ICMP packets.
GRE Timeout (sec) Same as TCP Idle Timeout, but for GRE packets.

Default Nat Age (sec)

For all other NAT translation sessions, the number of seconds after which a
translation session will no longer be valid.

NAPT Port Start/End

When an napt rule is defined, the source ports will be translated to sequential
numbers in this range.

Click Submit to confirm your changes. Refer to the section on Committing Your Changes and Rebooting
the Prestige to save your changes to permanent memory and make your changes take effect.

Click Global Stats to view accumulated data on how many NAT rules have been invoked and how much

data has been translated.

8-4
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NAT Rule Global Statistics

Total NAT Sessions

Total Transiation Sessions: 0 Sessions

Number of FTP ALG Sessions: 0 Sessions

Number of SNMP ALG Sessions: 0 Sessions

Number of Real Audio ALG Sessions: 0 Sessions

Number of Remote-Command Sessions: 0 Sessions

Number Of L2TP ALG Sessions: 0 Sessions

Number Of MIRC ALG Sessions: 0 Sessions
Nuember Of ICQ ALG Sessions: 0 Sessions
Number Of CHCME ALG Sessions: 0 Sessions
Number Of H323 Q231 ALG Sessions: 0 Sessions
Number Of 323 RAS ALG Sessions: 0 Sessions §

Figure 8-2 NAT Rule Global Statistics

The table provides basic information for each NAT rule you have set up. You can click Clear to restart the
accumulation of the statistics at their initial values.

8.4 Viewing NAT Rules and Rule Statistics

To view the NAT rules currently defined on the Prestige, select NAT Rule Entry from the NAT Options
drop-down list menu. The Network Address Translation (NAT) Rule Configuration screen displays as
shown.

WAN  Bridging - Routing ©  Services < Admin
NAT | RIP | Firewall | 1P Filter | DNS | Blocked Protocols

Network Address Translation (NAT) Rule Configuration
Each row in the table rule for translating ade for instructions on creating MAT r
wAT Options: [NEUEGEERS G e

Rule ID | IF Name |Rule Flavor Protocol |Local IP From | Local IP To Action

‘ALL ‘NAPT ‘ﬁ\NY ‘D.D.D.D ‘255.255.255.25 fi /2 Stats

naa [ rerresn (M el |

Figure 8-3 NAT Rule Configuration
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The Network Address Translation (NAT) Rule Configuration screen displays a row containing basic
information for each rule. For a description of these fields, refer to section 8.6.

Click Add to add a new rule, or use the icons in the Action column to delete (i) or view details on (/=) a
rule. To view often a specific NAT rule has been used, click Stats in the Action column.

NAT Rule Statistics

MNAT Rule Statistic

Rule ID: ak

Total! Number of Transiation w/ This Rule: 0 Sessions

Total Number of Inbound Packels w/ This Rule: a

Total Number of Outhound Packets w/ This Rule: a

MAT Rule Status

Active Transiation w/ This Rule: |IZI Sessions

Figure 8-4 NAT Rule Statistics

The statistics show how many times this rule has been invoked and how many currently active sessions are
using this rule. You can click Clear to reset the statistics to zeros and Refresh to update the screen.

8.5 Viewing Current NAT Translations

To view a list of NAT translations that have recently been performed and which remain in effect (for any of
the defined rules), select NAT Translations from the NAT Options drop-down list. The NAT
Translations screen displays as shown.
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NAT | RIP | Firewall | IP Filter | DNS | Blocked Protocols

NAT Translations

L Eg e MAT Translations

Trans Index |Rule ID |Interface |Protocol |Alg Type |NAT Direction | Entry Age | Action
Mo MAT Translations!

reiros [l Heio|

Figure 8-5 NAT Translation

The following table describes the fields in this screen.

Table 8-3 NAT Translation Table Fields

FIELD DESCRIPTION

Trans Index This field displays the sequential number assigned to the IP session used by this NAT
translation session.

Rule ID This field displays the number of the NAT rule invoked.

Interface This field displays the device interface on which the NAT rule was invoked (from the rule
definition).

Protocol This field displays the IP protocol used by the data packets that are undergoing
translations (from the rule definition) Example: TCP, UDP, ICMP.

Alg Type This field displays the Application Level Gateway (ALG), if any, that was used to enable

this NAT translation (ALGs are special settings that certain applications require in order
to work while NAT is enabled).

NAT Direction

This field displays the direction (incoming or outgoing) of the translation (from the port
definition).

Entry Age

This field displays the elapsed time, in seconds, of the NAT translation session.

Click & in the Action column to view additional details about a NAT translation session.

The following table describes the NAT translation related fields in the NAT Translation -Details screen.
For other fields, refer to Table 8-3.
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Table 8-4 NAT Translation Details Fields

FIELD DESCRIPTION

Translated InAddress This field shows the public IP address to which the private IP address was
translated.

In Address This field shows the private IP address that was translated.

Out Address This field shows the IP address of the outside destination (web, ftp site, etc.)

In/Out Packets This field indicates the number of incoming and outgoing IP packets that have
been translated in this translation session.

In Ports This field indicates the actual port number corresponding to the LAN computer.

Out Ports This field indicates the port number associated with the destination address.

Translated In Ports This field shows the port number to which the LAN computer’s actual port

number was translated.

8.6 Adding NAT Rules

This section explains how to create rules for the various NAT flavors.

You cannot edit existing NAT rules. To change a rule setup, delete it and add a
new rule with the modified settings.

Depending on the flavor you choose, the screen may look different.

8.6.1 The NAPT rule: Translating Between Private and Public IP Addresses

Follow these instructions to create a rule for translating the private IP addresses on your LAN to your public
IP address. This type of rule uses the NAT flavor napt, which was used in your Prestige’s default
configuration. The napt flavor translates private source IP addresses to a single public IP address. The napt
rule also translates the source port numbers to port numbers that are defined on the NAT Global
Configuration screen. The Introduction to NAT section describes how the napt rule works.

By default, the device is configured with a napt rule that translates all LAN-side IP
addresses to a public address assigned to the WAN port.

Step 1. From the Network Address Translation (NAT) Configuration page, click Add. The NAT
Rule — Add screen displays.
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Step 2.
Step 3.

Step 4.

Step 5.

Step 6.

NAT Rule - Add

NAT Rule Information

Rule Flavor: INAPT 'I
Rufe ID: I

iF Name: ALL -

Local Address From: ID ID ID ID
Local Address To: |255 |255 |255 |255
Global Address: ID ID ID ID

[ uomic [l concer [ et

Figure 8-6 NAT Rule: Add (NAPT flavor)

Select NAPT from the Rule Flavor drop-down list menu.
Enter a unique number to the rule in the Rule ID field for identification purposes.

The Rule ID determines the order in which rules are invoked (the lowest numbered rule is
invoked first, and so on). In some cases, two or more rules may be defined to act on the same set
of IP addresses. Be sure to assign the Rule ID so that the higher priority rules are invoked
before lower-priority rules. Once a data packet matches a rule, the data is acted upon according
to that rule and is not subjected to higher-numbered rules.

From the IFName drop-down list, select the interface on the Prestige to which this rule applies.

Typically, NAT rules apply to communication between your LAN and the Internet. Because the
device uses the WAN interface (which may be named ppp-0 or eoa-0 in the Web Configurator)
to connect your LAN to your ISP, it is the usual IF Name selection.

In the IFName drop-down list, select a protocol to which this rule applies, or choose ALL.

This selection specifies which type of Internet communication will be subject to this translation
rule. You can select ALL if the rule applies to all data.

By associating a protocol with this type of NAT rule, you ensure that all data using that protocol
is sent to the Internet referencing the public Internet address as the source computer. However,
data packets that use protocols not specified here will not undergo translation; their packet
headers will reflect the true source address of the LAN computer (and, because they contain
private IP addresses, these packets will not be routable on the Internet).

In the Local Address From field and Local Address To fields, type the starting and ending IP
addresses, respectively, of the range of private addresses you want to be translated. Or type the
same address in both fields to specify a single value.
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To specify that data from all LAN addresses should be translated, type 0 (zero) in each From
field and 255 in each To field.

If you use non-sequential private addresses, you can create an additional napt rule for each
separate range of addresses.

These addresses should correspond to private addresses already in use on your network (either
assigned statically to your computers, or assigned dynamically using DHCP, as discussed in

chapter on DHCP).

Step 7. When you have completed entering all information, click Submit. A page displays to confirm
the change.

Step 8.  Click Close to return to the NAT Configuration page. The new rule should display in the NAT
Rule table.

Step 9. On the NAT Configuration page, ensure that the Enable radio button is turned on and click
Submit. A page displays to confirm your changes. Refer to the section on Committing Your
Changes and Rebooting the Prestige to save your changes to permanent memory and make your
changes take effect.

8.6.2 The RDR Rule: Allowing External Access to a LAN Computer

You can create an rdr rule to make a computer on your LAN, such as a Web or FTP server, available to
Internet users without requiring you to obtain a public IP address for that computer. The computer’s private
IP address is translated to your public IP address in all incoming and outgoing data packets.

Without an rdr rule (or bimap rule described on page 8-76), the Prestige blocks
attempts by external computers to access your LAN computers.

The following example illustrates using the rdr rule to provide external access to your web server:

Your Prestige receives a packet from the Internet containing a request for access to your
Web server. The packet header contains your public IP address (which is assigned to the
Prestige’s WAN port) as the destination IP address, and 80 as the destination port number.
Port 80 is commonly used for web servers. Because you have set up an rdr rule for
incoming packets with destination port 80, the Prestige recognizes the data as a request
for Web server access. The Prestige changes the destination IP address in the packet to
the private IP address assigned to your Web server and forwards the data packet to it.

Your Web server sends data packets in response. Before the Prestige forwards these
packets to the Internet, it changes the source IP address in the data packets from the Web
server’s private address to your LAN’s public address. To an external Internet user, then, it
appears as if your Web server uses your public IP address.

Follow these instructions to add an rdr rule:
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Step 1.  In the NAT Rule — Add Page, type in a unique Rule ID, and select RDR as the Rule Flavor.

NAT Rule - Add

NAT Rule Information

Rule Flavor:

Rufe ID:

IF Name:

FProtocol:

Local Address From:

Local Address To:

Global Address From:

Global Address To:

Destination Port From: IAny other port = | IU

Pestination Port To: IAny ather port = | |65535

Local Port: |Any other port x| IU

Figure 8-7 NAT Rule: Add (RDR flavor)

Step 2.  Select the interface and, if desired, a protocol that this rule applies to.

Step 3. In the Local Address From and Local Address To fields, type the same private IP address, or
the lowest and highest addresses in a range:

e Ifyou type the same IP address in both fields, incoming traffic that matches the criteria you
specify in steps 4 and 5 will be redirected to that IP address.

e Ifyou type a range of addresses, incoming traffic will be redirected to any available
computer in that range. This option would typically be used for load balancing, whereby
traffic is distributed among several redundant servers to help ensure efficient network
performance.

These addresses should correspond to private addresses already in use on your network (either
assigned statically to your computers or assigned dynamically using DHCP, as discussed in
Configuring Dynamic Host Configuration Protocol chapter).

Step 4. In the Global Address From and Global Address To fields, type the public IP address
assigned to you by your ISP.
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Step 5.

Step 6.

If you have multiple WAN interfaces, in both fields type the IP address of the interface to which
this rule applies. This rule will not be enforced for data that arrives on WAN interfaces not
specified here.

If you have multiple WAN interfaces and want the rule to be enforced on a range of them, type
the starting and ending IP addresses of the range.

Enter a destination address (or a range) and port ID (or a range) as criteria for incoming traffic.

Depending on which other fields you define in this step, incoming traffic that meets this criteria
will be redirected to the address(es) specified in step 3 (assuming it comes through the interface
specified in step 2).

e Enter a starting and ending IP address in the Destination Address From and Destination
Address To fields if incoming traffic destined for these addresses should be redirected.

You can also enter a single address in both fields.

When your Prestige receives a data packet intended for these destination addresses, it
replaces the destination IP addresses with the private IP address(es) you specified in step 3.
The edited packet can then be forwarded to the new destination address—the LAN
computer(s).

e  Enter a starting and ending port number in the Destination Port From and Destination
Port To fields if incoming traffic destined for these port types should be redirected to the
address(es) specified in step 3. Or enter the same address in both fields.

For example, if you grant public access to a Web server on your LAN, you would expect
that incoming packets destined for that computer would contain the port number 80. This
setting serves as a filter; data packets not containing this port number would not be
forwarded internally.

If the LAN computer that you are making publicly available is configured to use a non-standard
port number for the type of traffic it receives, type the non-standard port number in the Local
Port field.

This option translates the standard port number in packets destined for your LAN computer to
the non-standard number you specify. For example, if your Web server uses (non-standard) port
2000, but you expect incoming data packets to refer to (standard) port 80, you would enter 2000
in the Local Port ficld and 80 in the Destination Port ficlds. The headers of incoming packets
destined for port 80 will be modified to refer to port 2000. The packet can then be routed
appropriately to the web server.

After making the changes, click Submit to confirm your changes. Refer to the section on Committing Your
Changes and Rebooting the Prestige to save your changes to permanent memory and make your changes

take effect.
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8.6.3 The Basic Rule: Performing 1:1 Translations

The basic flavor translates the private (LAN-side) IP address to a public (WAN-side) address, like napt
rules. However, unlike napt rules, basic rules do not also translate the port numbers in the packet header;
they are passed through un-translated. Therefore, the basic rule does not provide the same level of security
as the napt rule.

Step 1. Inthe NAT Rule — Add page, type in a Rule ID, and select BASIC from the Rule Flavor drop-
down list menu.

MNAT Rule - Add

NAT Rule Information

Rule Flavor: IBASIC 'I
Rule ID: |

IF Mame: ALL -

Protocol: | ANY = I

Local Address From: ([0 o o [
Local Address To: |[255 [z55 [z55 [e55
Global Address From: ([0 [0 [0 [0
Global Address To: o o [0 o

Csuonic [ cancel o

Figure 8-8 NAT Rule: Add (BASIC flavor)

Step 2.  Select the interface and, if desired, a protocol that this rule applies to, as explained previously.

Step 3. In the Local Address From and Local Address To fields, type the starting and ending IP
addresses that identify the range of private addresses you want to be translated. Or type the
same address in both fields.

If you specify a range, each address will be translated in sequence to a corresponding address in
a range of global addresses (which you specify in step 4).

The address (or range of addresses) should correspond to a private address (or addresses)
already in use on your network These may be assigned statically to your computers, or assigned
dynamically using DHCP, as discussed in previous chapter on Configuring DHCP.

Step 4. In the Global Address From and Global Address To fields, type the starting and ending
address that identify the pool of public IP addresses to which to translate your private addresses.
Or, type the same address in both fields (if you also specified a single address in step 3).
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After making the changes, click Submit to confirm your changes. Refer to the section on Committing Your
Changes and Rebooting the Prestige to save your changes to permanent memory and make your changes
take effect.

8.6.4 The Filter Rule: Configuring a Basic Rule with Additional Criteria

Like the basic flavor, the filter flavor translates public and private IP addresses on a one-to-one basis. The
filter flavor extends the capability of the basic rule. Refer to The Basic Rule in the previous section for a
general description.

You can use the filter rule if you want an address translation to occur only when your LAN computers
initiate access to specific destinations. The destinations can be identified by their IP addresses, server type
(such as FTP or Web server), or both.

Follow these instructions to add a filter rule:

Step 1.  In the NAT Rule — Add page, type a Rule ID, and select FILTER from the Rule Flavor drop-
down list menu.

NAT Rule - Add

NAT Rule Information

Rufe Flavor: IFILTER vi

Rule ID:

IF Name:

Protocol: I ANT > l
tocal Address From: ID ID ID ID
Local Address To: |255 |255 |255 |255

Global Address From: [0 [0 [0 o |
Global Address 1o: ([0 [0 o [o
Destination Address From: ([0 [0 o o |
Destination Address To: IE IE IE IE

Destination Port From: |Any other port = | IU

Destination Port To:  |[Any other port =] [65535

Submit Cancel

Figure 8-9 NAT Rule: Add (FILTER flavor)

Step 2.  Select the interface in the IF Name drop-down list and, if desired, a protocol that this rule
applies to.
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Step 3. In the Local Address From and Local Address To ficlds, type the starting and ending IP
addresses that identify the range of private addresses you want to be translated. Or, type the
same address in both fields.

If you specify a range, each address will be translated in sequence to a corresponding address in
a range of global addresses (which you specify in step 4).

The address (or range of addresses) should correspond to a private addresses (or addresses)
already in use on your network. These may be assigned statically to your computers or assigned
dynamically using DHCP, as discussed in the previous chapter.

Step 4. In the Global Address From and Global Address To fields, type the starting and ending
addresses that identify the range of public IP addresses to translate your private addresses to. Or,
type the same address in both fields (if you also specified a single address in step 3).

Step 5.  Specify a destination address or addresses, destination port (or ports), or both. You can specify a
single value by entering that value in both fields.

e  Specify a destination address (or range) if you want this rule to apply only to outbound
traffic to the address (or range).

If you enter only the network ID portion of the destination address, then the rule will apply
to outbound traffic to all computers on the network.

e  Specify a destination port (or range) if you want this rule to apply to any outbound traffic to
the types of servers identified by that port number.

For example, if you do not specify a destination address, but specify a destination port
from/to of 21, then this translation will occur on all accesses by your LAN to all external
FTP servers (that is, when one of your LAN computers communicates with an external FTP
server, the source IP address in the packet headers is changed to the public address, not the
initiator’s private IP address).

Common port numbers include:

20, 21—FTP (file transfer protocol) server
25—SMTP (simple mail transfer protocol) server
80—HTTP (World Wide Web) server

e  Specify both a destination address (or range) and a destination port (or range) if you want
this translation rule to apply to accesses to the specified server type at the specified
location.

After making the changes, click Submit to confirm your changes. Refer to the section on Committing Your
Changes and Rebooting the Prestige to save your changes to permanent memory and make your changes
take effect.
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8.6.5 The Bimap Rule: Performing Two-way Translations

Unlike the other NAT flavors, the bimap flavor performs address translations in both the outgoing and
incoming directions.

In the incoming direction, when the specified Prestige interface receives a packet with your public IP
address as the destination address, this address is translated to the private IP address of a computer on your
LAN. To the external computer, it appears as if the access is being made to the public IP address, when, in
fact, it is communicating with a LAN computer.

In the outgoing direction, the private source IP address in a data packet is translated to the LAN’s public IP
address. To the rest of the Internet, it appears as if the data packet originated from the public IP address.

Bimap rules can be used to provide external access to a LAN device. They do not provide the same level of
security as rdr rules, because rdr rules also reroute incoming packets based on the port ID. Bimap rules do
not account for the port number, and therefore allow external access regardless of the destination port type
specified in the incoming packet.

To add a bimap rule, follow these instructions:

Step 1.  Display the NAT Rule — Add Page, choose a Rule ID, and select BIMAP from the Rule
Flavor drop-down list menu.

NAT Rule - Add

MAT Rule Information

Rule Flavor: IBIMAP vl
Rule ID: I

IF Name: ALL &

tocal Address: I I I I
Global Address: ID ID ID ID

Figure 8-10 NAT Rule: Add (BIMAP flavor)

Step 2.  Select the interface and, if desired, a protocol that this rule applies to.

Step 3. In the Local Address field, type the private IP address of the computer to which you are
granting external access.

Step 4. In the Global Address field, type the address that you want to serve as the publicly known
address for the LAN computer.
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After making the changes, click Submit to confirm your changes. Refer to the section on Committing Your
Changes and Rebooting the Prestige to save your changes to permanent memory and make your changes
take effect.

8.6.6 The pass rule: Allowing specific addresses to pass through un-
translated

You can create a pass rule to allow a range of IP addresses to remain un-translated when another rule would
otherwise do so.

The pass rule must be assigned a rule ID that is a lower number than the ID assigned to the rule it is
intended to pass. In you want a specific IP address or range of addresses to not be subject to an existing
rule, say rule ID #5, then you can create a pass rule with ID #1 through 4.

To add a pass rule, follow these instructions:

Step 1. Inthe NAT Rule — Add page, type a Rule ID, and select Pass from the Rule Flavor drop-
down list menu.

NAT Rule - Add

NAT Rule Information

Rule Flavor: IPASS vl
Rule ID: I

IF Name: ALL -

Local Address From: ID ID ID ID
Ltocal Address To: |255 |255 |255 |255

submit | et
Figure 8-11 NAT Rule: Add (PASS flavor)

Step 2.  Select the interface and, if desired, a protocol that this rule applies to.

Step 3. In the Local Address From and Local Address To fields, type the lowest and highest IP
addresses that define the range of private address you want to be passed without translation.
If you want the pass rule to act on only one address, type that address in both fields.

After making the changes, click Submit to confirm your changes. Refer to the section on Committing Your
Changes and Rebooting the Prestige to save your changes to permanent memory and make your changes
take effect.
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Chapter 9
Configuring the Routing Information
Protocol

This chapter describes how to configure the Routing Information Protocol (RIP) on your Prestige.

9.1 RIP Overview

RIP is an Internet protocol you can set up to share routing table information with other routing devices on
your LAN, at your ISP’s location, or on remote networks connected to your network via the ADSL line.
Generally, RIP is used to enable communication on autonomous networks. An autonomous network is one
in which all of the computers are administered by the same entity. An autonomous network may be a single
network, or a grouping of several networks under the same administration. An example of an autonomous
network is a corporate LAN, including devices that can access it from remote locations, such as the
computers telecommuters use.

Using RIP, each device sends its routing table to its closest neighbor every 30 seconds. The neighboring
device in turn passes the information on to its next neighbor and so on until all devices in the autonomous
network have the same set of routes.

9.1.1 When Should You Configure RIP?

Most small home or office networks do not need to use RIP; they have only one router, such as the Prestige,
and one path to an ISP. In these cases, there is no need to share routes, because all Internet data from the
network is sent to the same ISP gateway.

You may want to configure RIP if any of the following circumstances apply to your network:

®  Your home network setup includes an additional router or RIP-enabled computer (other than the
Prestige). The Prestige and the router will need to communicate via RIP to share their routing
tables.

*  Your network connects via the ADSL line to a remote network, such as a corporate network. In
order for your LAN to learn the routes used within your corporate network, they should both be
configured with RIP.

e  Your ISP requests that you run RIP for communication with devices on their network.
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9.2 Configuring the Prestige’s Interfaces with RIP

The following instructions describe how to enable RIP on your Prestige.

In order for the Prestige to communicate with other devices using RIP, you must
also enable the other devices to use the same protocol. See the product

documentation for those devices.

Click Services in the task bar, and then click RIP.

.: WAN Bridging b4 Routing »  Services Admin

NAT | RIP | Firewall | 1P Filter | DNS | Blocked Protocols

Routing Information Protocol {RIP) Configuration

Routers on your LARN

@ Enable o Disabie

Age(seconds): k]

Update Time(seconds):

IF Name Send Mode Receive Mode

ppp-0 RIFL RIF1

|eth-o =] |rIP1COMPAT =| |[RIPL =]

Figure 9-1 RIP Configuration

CES On your

The page contains option buttons for enabling or disabling the RIP feature and a table listing
interfaces on which the protocol is currently running. The first time you open this page, the table

may be empty.

Step 1.  Ifnecessary, change the Age and Update Time. These are global settings for all interfaces that

use RIP.

e Age is the amount of time in seconds that the device’s RIP table will retain each route that

it learns from adjacent computers.

e Update Time specifies how frequently the Prestige will send out its routing table its

neighbors.
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Step 2.  In the IFName column, select the name of the interface on which you want to enable RIP.

For communication with RIP-enabled devices on your LAN, select eth-0 or the name of the
appropriate virtual Ethernet interface. For communication with your ISP or a remote LAN,
select the corresponding ppp, eoa, or other WAN interface.

Step 3.  Select a metric value for the interface.

RIP uses a “hop count” as a way to determine the best path to a given destination in the
network. The hop count is the sum of the metric values assigned to each port through which data
is passed before reaching the destination. Among several alternative routes, the one with the
lowest hop count is considered the fastest path.

For example, if you assign this port a metric of 1, then RIP will add 1 to the hop count when
calculating a route that passes through this port. If you know that communication via this
interface is slower than through other interfaces on your network, you can assign it a higher
metric value than the others.

You can select any integer from 1 to 15.
Step 4. Seclect a send and receive modes.

The Send Mode setting indicates the RIP version this interface will use when it sends its route
information to other devices.

The Receive Mode setting indicates the RIP version(s) in which information must be passed to
the Prestige in order for it to be accepted into its routing table.

RIP version 1 is the original RIP protocol. Select RIP1 if you have devices that communicate
with this interface that understand RIP version 1 only.

RIP version 2 is the preferred selection because it supports “classless” IP addresses (which are
used to create subnets) and other features. Select RIP2 if all other routing devices on the
autonomous network support this version of the protocol.

Step 5. Click Add.The new RIP entry will display in the table.
Step 6.  Click the Enable option button to enable the RIP feature.

If you disable the RIP feature, the interface settings you have configured will
remain available for future activation.

Step 7. When you are finished defining RIP interfaces, click Submit.A page displays to confirm your
changes.

Step 8.  Follow the instructions in the section on Committing Your Changes and Rebooting the Prestige
to save your changes to permanent memory and make your changes take effect.
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9.3 Viewing RIP Statistics

From the RIP Configuration page, you can click Global Stats to view statistics on attempts to send and
receive route table data over RIP-enabled interfaces on your Prestige.

RIP Global Statistics

RIP Active Sessions

Request Sent: 0 Packets

Response Sent: 0 Packets

Regquest Received: 0 Packets
RIP Packets w/ Error
Packets Received w/ Bad Version: 0 Packets

FPackets Received w/ Bad Address Family: 0 Packets

Packets Received w/ Bad Request Format: 0 Packets
Packels Received w/ Bad Metrics: 0 Packets

Packets Received w/ Bad Response Format: 0 Packets
FPackets Received w/ Invalid Fort: 0 Packets
Packets Rejected: 0 Packets

Response Received: 0 Packets

Unknown Packets Received: 0 Packets

Fackets Received from Mon-Neighbor Router: 0 Packets

Packets Rejected for Authentication Failure: 0 Packets
Packets w/ Route Changed: 0 Packets

clear [ close B refresh | Help |

Figure 9-2 RIP Global Statistics

Click Clear to reset all statistics to 0 and Refresh to display any newly accumulated data.
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Chapter 10
System Alarm and Diagnosis

This chapter shows you the alarm and diagnostics features in the Prestige.

10.1 About the System Alarm

System alarms, also called traps, are caused by a variety of system events, including connection attempts,
resets, and configuration changes.

Although you will not typically need to view this information, it may be helpful in working with your ISP
to troubleshoot problems you encounter with the Prestige. (Despite their name, not all alarms indicate
problems in the functioning of the system.)

10.2 Viewing the System Alarm Table

To display the Alarm page, log into the web configurator, click Admin, and then click Alarm.

LAN WAN ..':3:: © Bridging ~ Routing  Services Admin

User Config | Commit & Reboot | Image Upgrade | Alarm | Diagnostics | Port Settings

Alarm

The alarms shown in the table hay Help for a list «
Refresh Rate: [UIGENEHBES

Alarms fTraps Information
Thu Jan 01 00:00:06 1970 ; STATUS ALARM @ System Up

Ccicar [l rorresn M et |

Figure 10-1 Alarm

Each row in the table displays the time and date that an alarm occurred, the type of alarm, and a brief
statement indicating its cause. To remove all entries from the list, click Clear. New entries will begin
accumulating and will display when you click Refresh.
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10.3 Diagnostics

The diagnostics feature executes a series of test of your system software and hardware connections. Use this
feature to troubleshoot connection problems to your ISP. Follow the steps below to begin the diagnostics

program.
Step 1.
Step 2.

Step 3.

WAN  Bridging = Routing

Diagnostics
This page i for performing diagno

Testing Connectivity to modem

To open the Diagnostics page, click the Admin tab and then click Diagnostics.

From the Virtual Circuits drop-down list, select the name of your ATM interface (see chapter

Click Submit to start the diagnostic test. The test result is displayed as shown.

Services Admin

User Config | Commit & Reboot | Image Upgrade | Alarm | Diagnostics | Port Settings

Testing Ethernet connection

Testing ADSL line for sync

Testing Ethernet connection to ATM

Testing Telco Connectivity

Testing ATM OAM segment ping

Testing ATM ©AM end to end ping

Testing ISP Connectivity

Testing PPPoE server connectivity

Testing PPPoE server session

Testing authentication with server

‘alidating assigned IP address 0.0.0.0

Testing Internet Connectivity

Ping default gateway 0.0.0.0

Ping Primary Domain Mame Server

Guery DNS for www.globespanvirata.com

Ping www .globespanvirata.com

Figure 10-2 Diagnostics
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The diagnostics utility will run a series of test to check whether the device's connections are up and
working. This will take only a few seconds. The program will report whether the test passed, failed, or was
skipped. A test may be skipped if the program determines that no suitable interface is configured on which
to run the test. You can click Help in the right column of the output table to display an explanation of each
test.
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Chapter 11
Configuring Your PPP Connection

This chapter describes how to configure the PPP protocol. Contact your ISP to determine if you
will need to change the default settings in order to connect to their server.

When the Prestige is turned on, it initiates a connection through your DSL line to
your ISP. The Prestige communicates with your ISP’s server using the Point-to-
Point Protocol (PPP).

11.1 Overview of PPP

The PPP protocol is commonly used between ISPs and their customers to identify and control various
communication properties, including:

o Identifying the type of service the ISP provides to a given customer
e Identifying the customer to the ISP through a username and password

e  Enabling the ISP to assign Internet information to the customer’s computers

11.2 Viewing Your Current PPP Configuration

To view your current PPP setup, click WAN or Routing in the task bar, then click PPP. The Point to Point
Protocol (PPP) Configuration screen displays as shown.
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Interface Sec
Type P

WAN

© Bridging

Routing Services Admin

IP Route | IP Addr | LAN Config | DSL | ATMvC | PPP | EDA | TPDA

Point to Point Protocol {PPP) Configuration
This page is used to Configure and WYiew PPP intert:

Inactivity TimeOut(mins) for startondata PPP Interfaces: _
Ignore WAN to LAN traffic while monitoring inactivity: §

Gateway

Mo PPP Interface Entry!

Figure 11-2 PPP Configuration

PPP is configured as a group of software settings associated with the ADSL port. Although the device has
only one physical ADSL port, the Prestige can be defined with more than one group of PPP settings. Each
group of settings is called a PPP interface and is given a name.

Table 11-1 PPP Configuration

FIELD DESCRIPTION

Inactivity TimeOut | Enter the number of minutes of inactivity on the PPP interface after which the link

(mins) for will need to be reestablished. After timing out, you will need to log in to your ISP

starondata PPP again to re-establish service.0 timeout means the internet connection will not be

Interface. disconnected.

Ignore WAN to When enabled, data traffic traveling in the incoming direction - from the WAN port

LAN traffic while to the LAN port - will not count as activity on the WAN port. That is. it will not

monitoring prevent the connection from being terminated if inactive for the specified time.

inactivity.

Interface This field displays the predefined name of the PPP interface.

VC The Virtual Channel (VC) connection over which this PPP data is sent. The VCC
identifies the physical path the data takes to reach your ISP. See the chapter on
Configuring ATM VCC for more information.
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Table 11-1 PPP Configuration

FIELD DESCRIPTION
Interface Sec This field displays the interface that the IP firewall is effective on.
Type A public interface connects to the Internet. A private interface connects to your

LAN, such as the Ethernet interface. The term DMZ (de-militarized zone), in
Internet networking terms, refers to computers that are available for both public
and in-network accesses (such as a company's public Web server).

Protocol The type of PPP protocol used. Your ISP may use PPP-over-Ethernet (PPPoE) or
PPP-over-ATM (PPPoA).

WAN IP This field displays the IP address currently assigned to your WAN (DSL) port by
your ISP.

Gateway IP This field displays the IP address of the server at your ISP that provides you
access to the Internet. See the chapter on ATM VCC for a description of gateway
addresses.

Default Route This field displays Enabled when the Prestige is set to use the default route

configured. Otherwise this field displays Disabled. (Refer to the chapter on IP
routes for more information).

Use DHCP This field displays Enabled when the Prestige gets IP information from the ISP’s
DHCP server. Otherwise it is Disabled.
Use DNS This field displays Enabled when the Prestige is set to distribute DNS address

learned from the PPP connection to the connected computer(s) on the LAN. This
feature is useful when the Prestige is acting as a DHCP server on the LAN.

Oper. Status This field indicates whether the link is currently up or down.
Actions You can use these icons to edit (& ), delete (1), and view (A=) details on a PPP
interface.

Click Submit to confirm your changes. Refer to the section on Committing Your Changes and
Rebooting the Prestige to save your changes to permanent memory and make your changes take
effect.

11.2.1 Viewing PPP Configuration Details

In the Point to Point Protocol (PPP) Configuration screen, click £~ to display the PPP Interface - Detail
screen as shown next.
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PPP Interface - Detail

Basic Information

PPP Interface:

ppp-0

ATM VVC:

aals-0

Interface Sec Type:

Fublic

Status:

Start

Protocolf:

FRFQE

Service Mame:

test

se DRCP:

Disable

iise DNS:

Disable

Default Route:

Enable

Oper. Status:

Link Down

Last Fail Cause:

VT down

FPP IP Status

WAN IP Address:

0.0.0.0

Gateway IP Address:

0.0.0.0

DNS:

0.0.0.0

SDNS:

0.0.0.0

Security Information

Security Protocol:

PP

Login Name:

Close

Figure 11-1 PPP Interface: Detail

The following table describes the fields in this screen.

test

etresn M el |

Table 11-2 PPP Interface: Detail

FIELD

DESCRIPTION

PPP IP Status

PPP Interface

The field displays the name of the PPP interface.

ATM VC | This field displays the name of the virtual channel.
Interface Sec | This field displays the name of the interface on which the firewall is effective.
Type
Status | Indicates whether the interface has been specified in the system as:

rebooted.

interface.

Start: A connection will be established for use when the device is turned on or

Stop: The PPP interface cannot currently be used.
StartOnData: The PPP connection will be made only when data is sent to the

11-4

Configuring Your PPP Connection




Prestige 623 Series Dual-link ADSL Router

Table 11-2 PPP Interface: Detail

FIELD

DESCRIPTION

Protocol

This field displays the type of PPP protocols used.

Service Name

This field displays the name of the ISP service you are using with this PPP
connection. ISPs may offer different types of services (for example, for online gaming
or business communications), each requiring a different login and other connection
properties.

Default Route

This field indicates whether the Prestige should use the IP address assigned to this
connection as its default route. It can be either Enable or Disable. See the chapter on
IP Routes for an explanation of default routes.

Last Fail Cause

This field indicates the cause of the last failed operation.

No Valid PADO Recvd: The Prestige has initiated a PPPoE handshake but did not
receive a reply from the ISP.

No Valid PADS Recvd: After the initial handshake, the Prestige did not receive a
confirmation from the ISP.

Stopped by User: The user stopped the connection (for example, by changing the
settings for the PPP interface in the web configurator.)

No Activity: The PPP communication timed out, in accordance with the timeout
period specified in the Point to Point Protocol (PPP) Configuration screen.

Auth Failure: The ISP could not authorize the connection based on the user name
and/or password provided.

PADT recvd: The ISP issued a special packet type to terminate the PPP connection.
VC down: The virtual circuit between the Prestige and the ISP is down.

Internal failure: A system software failure occurred.

PPP IP Status

WAN IP | This field displays the WAN IP address of the Prestige. This is different from the LAN
Address | or USB IP addresses.
Gateway IP | This field displays the IP address of the gateway device.
Address
DNS | This field displays the IP address of the DNS server (located with your ISP) used on
this PPP connection.
SDNS | This field displays the IP address of the secondary DNS server (located with your ISP)

used on this PPP connection.
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Table 11-2 PPP Interface: Detail

FIELD

DESCRIPTION

Security Information

Security | This field displays the type of PPP security your ISP uses: PAP (Password
Protocol | Authentication Protocol) or CHAP (Challenge Handshake Authentication Protocol).
Login Name | This field displays the name you use to log in to your ISP each time this PPP
connection is established.

11.3 Adding a PPP Interface Definition

If you intend to use more than one type of service from your ISP, the device may be configured with
multiple PPP interfaces, each with unique logon and other properties. Follow this procedure to define

properties for a PPP interface:
Step 1.  Click Add in the Point to Point Protocol (PPP) Configuration screen.
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PPP Interface - Add

Basic Information

PPP Interface: Im

armve:  |[aal5-0 <]

Interface Sec Type: lm
Status: Im

¢ PPPOA
& PPPoE

Service Name: I

Enable
Disable

Protocol:

iise DHCP:

Enable

UseDNS: + Disable

+ Enable

Default Route: Dicable

Security Information

& PAP
 CHAP

Security Protocol:

Login Name:

Password:

Figure 11-2 PPP Interface: Add

Step 2.  Select a PPP interface name from the PPP Interface drop-down list. Refer to Table 11-2 to
configure the other fields.

You can create multiple PPP interfaces only if you are using the PPPoA protocol.
You can define only one PPP interface if you are using PPPoE. Check with your
ISP about which version of the protocol they require.

Step 3.  Click Submit. A screen displays to confirm your changes.

Step 4.  Follow the instructions in the section on Committing Your Changes and Rebooting the Prestige
to save your changes to permanent memory and make your changes take effect.

11.4 Modifying PPP Interfaces

To modify a PPP interface, click & for the interface you want to modify in the Point to Point Protocol
(PPP) Configuration screen. The PPP Interface — Modify screen displays as shown next.

Configuring Your PPP Connection 11-7



Prestige 623 Series Dual-link ADSL Router

PPP Interface - Modify

Basic Information

PPFP Interface: ppp-0
ATM VC: aals-0

Protocol: FPPoE

Service Name: test

Default Route: Enabled

Status: I Start = l

Security Information

& PP
 CHAP

Login Name: Itest
Password: I****

[ suomic [ concel [ el |

Figure 11-3 PPP Interface: Modify

Security Protocol:

You can change the status, security protocol, your login name, and your password only. To modify the
other settings, you must delete the interface and create a new one. Refer to Table 11-1 for field descriptions.

After making the changes, click Submit to confirm your changes. Refer to the section on Committing Your
Changes and Rebooting the Prestige to save your changes to permanent memory and make your changes
take effect.

11.5 Deleting a PPP interface

Do not delete a PPP interface unless you have received instructions to do so from
your ISP. Without an appropriately defined PPP interface, you will not be able to
connect to your ISP.

To delete a PPP interface, click T in the Action column for the interface you want to delete.

After making the changes, click Submit to confirm your changes. Refer to the section on Committing Your
Changes and Rebooting the Prestige to save your changes to permanent memory and make your changes
take effect.
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Chapter 12
Configuring the ATM

This chapter describes how to configure the ATM virtual channel (VC) connection, which defines
the path the Prestige uses to communicate with your ISP over the ATM network.

12.1 Introduction

As your LAN computers access the Internet via the Prestige, data is exchanged with your ISP through a
complex network of telephone switches, Internet routers, servers, and other specialized hardware. These
various devices communicate using a common language, or protocol, called Asynchronous Transfer Mode
(ATM). On the Wide Area Network (WAN) that connects you to your ISP, the ATM protocol performs
functions like those that the Ethernet protocol performs on your LAN.

12.2 Viewing Your ATM Setup

To view your current configuration, click WAN and then ATM VC to display the ATM VC
Configuration screen.

Bridging ¢ Routing ~ Services | Admin

Bridging | LAN Config | DSL | ATM ¥C | RFC 1483 Interface(EoA)

ATM VG Configuration

[ aaa) etp|
Figure 12-1 ATM VCC Configuration

The ATM VC Configuration screen displays a row for each VC interface currently configured (usually
only one). Each set of VC properties is considered as an interface because it defines a data path to the
Prestige over the ATM network. VC interfaces are completely defined in the Prestige firmware, and then
associated with the DSL (WAN) port.
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Your Prestige may already be pre-configured with the necessary ATM VC interface
properties, or the screen may contain placeholder values that you must change
before using the Prestige. Only change these values if your ISP gives you
different ones.

To delete an ATM interface, click T in the Action column.

12.3 Adding and Changing ATM Properties

You may need to change the ATM VC properties if your ISP provides settings that differ from those that
were pre-configured. To change the properties associated with a VCC interface, you must delete the VC
interface, and then add a new interface of the same name with new settings.

You may need to create more than one VC interface if you use multiple services with your ISP.

Before creating a new VC interface, make sure you have the following information from your ISP or
telephone company:

e VPI
e V(I
e  Mux Type: (LLC or VC)
In the ATM VCC Configuration screen, click Add. The ATM VC — Add screen displays.

ATM VC - Add

Basic Information

VC Interface:

eI

wCi:

Mux Type:

Max Proto per AALS:

[ cancet M o |
Figure 12-2 ATM VC: Add

The following table describes the fields in this screen.
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Table 12-1 ATM VC: Add

FIELD DESCRIPTION
VC Interface Select an interface name from the drop-down list menu.
VPI/NCI Enter the VPI and VCI number provided by your ISP.
Mux. Type Select LLC or VC from the drop-down list menu.

Max Proto per
AALS5

If you are using an AAL5-type of interface, enter number of higher level interfaces that
the VC can support (the higher level interfaces can be PPP, EoA, or IPoA interfaces).

Click Submit to confirm your changes. Refer to the section on Committing Your Changes and Rebooting the
Prestige to save your changes to permanent memory and make your changes take effect.

The new interface should now display in the ATM VC Configuration table. Verify that the new settings
work by accessing the Internet from a LAN/USB computer.
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Chapter 13
Viewing DSL Parameters

13.1 DSL Parameters

To view displays current information on the DSL line performance, click WAN and DSL to display the
DSL Status screen. You can also get the same screen in Bridging or Routing

WAN © Bridging ¢ Routing .( Services  Admin

Bridging | LAN Config | DSL | ATM VC | RFC 1483 Interface(EoA)

DSL Status
This page disp s Information
Refresh Rate: PURIeslla R

Remote
Intrlvd | Fast

Counters

FEC:
CRC:
DSL Status NCD:
oCco:

@ Startup Handshake
Operational Status: HEC:

Loop Stop | SEF:

Last Failed Status: 0x0 LOS:
Last Failed Status: 0x0 LOS:

Startup Progress: Failures
NCD:
SEF:
LOS:
LCD:

DSL Param Refresh

Figure 13-1 DSL Status

The screen refreshes about every 10 seconds. You can click Clear to reset all counters to zero, and Refresh
to redisplay the screen with newly accumulated values.
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Although you generally will not need to view this data, it may be helpful when troubleshooting connection
or performance problems with your ISP.

Click DSL Param to display the configuration of the DSL line.
DSL Parameter

DSL Parameters and Status
Vendor ID: |00BSGSPN

Revision Murmber: (V142

Down

Serial Number: |1 Config Data
Intrlvd | Fast

Ltocal Tx Power: |0.0 dB

ASO(kbps): |- - ]
ASIfkbps): |- - 1]
Ls0(kbps):
L51Ifkbps):

RValue:

Remote Tx Power: (0.0 dB

Local Line Aften.: (0.5 dB

Remote Line Aften.: (0.5 dB

Local SNR Margin: (0.0 dB
Remote SNR Margin: |0.0 dB
Self Test: |Passed

SValue:

DValue:

DSL Standard: |T1.413

Trellis Coding: |Disable

Framing Structure: |Framing-0

Figure 13-2 DSL Parameters

The DSL Parameters and Status table displays pre-configured settings.

The Config Data table lists various types of error and defect measurements on the DSL line.

13.2 DSL Performance Statistics

In the DSL Status screen, click Stats to display DSL line performance statistics.
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DSL Statistics

~o. of 15 Min. Valid Data Intervals: O
Mo, of 15 Min. Invalid Data Intervals: O

Current 15-Min Interval Statistics
Elapsed Time(MM:55): a:0

Errored Seconds:

Severely Errored Seconds:

Unavailable Seconds:

Current Day Statistics
Efapsed Time(HH:MM:55):

Errored Seconds:

Severely Errored Seconds:

Unavailable Seconds:

Previous Day Statistics
Monitored Time(HH:MM:55):

Errored Seconds:

Severely Errored Seconds:

Unavailable Seconds:

Detailed Interval Statistic {Past 24 hrs)
1-4|5-89-12 13-16 |17-20 |21-24

Refresh

Figure 13-3 DSL Statistics

The DSL Statistics screen displays error data for the last 15-minute interval, the current day, and the
previous day.

Click on the link in the Detailed Interval Statistic (Past 24 Hrs) table to display detailed statistics for each
15-minute interval in the past 24 hours. For example, when you click 1-4, a screen displays to show
statistics for the 15-minute intervals (there are 16 of these) that make up the previous 4 hours as shown
next.
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DSL Interval Statistics

15-Min Interval Errored Severely Errored Unavailable valid

No. Seconds Seconds Seconds Data
1 a 1] a Mo
2 a 1] a Mo
3 a o a Mo
L) a 0 a Mo
g n] ] u] Mo
] o o u] Mo
7 1] o o Mo
g i} ] o Mo
9 a 1] o Mo
10 1] 1] u] Mo
11 o o u] Mo
iz o o u] Ma
13 o] ] u] Mo
14 o] ] u] Mo
15 a 1] o Mo
16 o 0 a Mo

Detailed Interval Statistic {Past 24 hrs)

1-4|5-8 |9-1

3-1617-20 |21-24

Figure 13-4 DSL Interval Statistics
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Chapter 14
Firewall

This chapter describes the firewall feature and instructions for configuring the feature on your
Prestige.

14.1 Overview of IP Firewall

IP firewall protects the computers and other network device behind the router (your Prestige) from
malicious attacks originating from WAN hosts. Various attacks are known to cause disruption to regular
service for hosts behind the router, or cause damage to computers on the LAN. The firewall feature detects
and protects against such common attacks and reports to network administrators for appropriate actions.

The Prestige firewall offers the following types of protection:

e Attack Protection against use of malicious IP address, network packet flooding or OS
vulnerabilities.

e Denial of Service (DOS) Protection against the flooding of the modem with large number of
packets denying service to genuine connections.

e Service Protection by blocking certain services or protocols that may be misused by hackers.

¢ Router Protection prevents common attacks on routers such as the Ping of Death, IP Spooling,
Tear Drop, Smurf and Fraggle or the Land Attack.

14.2 Firewall Global Configuration

To configure general firewall settings, click Service and then FireWall to display the FireWall
Configuration screen.
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Figure 14-1 Firewall Configuration
The following table describes the fields in this screen.

Table 14-1 Firewall Configuration

FIELD DESCRIPTION

Blacklist Status The blacklist feature adds the IP address of a malicious host to the blacklist
table.

Select Enable (default) to turn on the blacklisting function. Otherwise select
Disable.
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Table 14-1 Firewall Configuration

FIELD

DESCRIPTION

Blacklist Period (min)

Enter the time duration (in minutes) after which the external host IP address
will be removed from the blacklist.

Attack Protection

Select Enable to protect against the use of malicious IP address hijacked by
hackers, network packet flooding or OS vulnerabilities.

Otherwise select Disable.

Dos Protection

Select Enable to protect against Denial of Service (DoS) attacks. Otherwise
select Disable.

Max Half open TCP
conn.

Sets the percentage of concurrent IP sessions that can be in the half-open
state.

In ordinary TCP communication, packets are in the half-open state only briefly
as a connection is being initiated; the state changes to active when packets
are being exchanged, or closed when the exchange is complete.

TCP connections in the half-open state can use up the available IP sessions. If
the percentage is exceeded, then the half-open sessions will be closed and
replaced with new sessions as they are initiated.

Max ICMP conn.

Specifies a maximum number of ICMP connections allowed. Newer ICMP
packets are allowed by removing older ICMP sessions.

Max Single Host conn.

Specifies a maximum number of connection sessions allowed. All further
connection requests are dropped until the older sessions time-out.

Log Destination

Specifies how attempted violations of the firewall settings will be tracked.
Select Trace to send records of such events via Ethernet to a system utility.

Select Email to e-mail the logs to the administrators) specified below.

E-Mail ID of Admin 1 - 3

If you select Email in the Log Destination field, enter the e-mail address(es)
to which the logs are sent.

Click Submit to confirm your changes. Refer to the section on Committing Your Changes and Rebooting
the Prestige to save your changes to permanent memory and make your changes take effect.

14.2.1 Black List Hosts

In the Firewall Configuration screen, click Black List to view the list of malicious hosts.

Firewall
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Firewall Blacklisted Hosts

Host IP Address |[Reason |IPF Rule ID | Action(s)
Mo Black Listed Host!

close [ Refresh [ Help |

Figure 14-2 Firewall Blacklisted Hosts

The following table describes the fields in this screen.

Table 14-2 Firewall Blacklisted Hosts

FIELD

DESCRIPTION

Host IP Address

This field displays the IP address of the computer that sent the packet(s) which
caused the violation

Reason This field displays a short description of the type of violation. If the packet violated
a rule, the custom text from the Log Tag field of the IP filter will be displayed (refer
to Table 15-1).

IPF Rule ID If the packet violated an IP Filter rule, this field displays the ID assigned to the rule.

Action(s) Click T to remove the entry from the list prior to its automatic timed expiration.

14.3 Blocking Protocols

Your Prestige is capable of sending and receiving information in a variety of protocol formats. The Blocked
Protocols feature prevents the Prestige from passing any data that uses a particular protocol. Unlike IP
filtering, you cannot specify additional criteria for blocked protocols, such as particular users or
destinations. However, when you are certain that a particular protocol is not needed or wanted on your
network, this feature provides a convenient way to discard such data before it is passed.

Blocking certain protocols may disrupt or disable your network communication
or Internet access. If you are unfamiliar with how your network or Internet
connection uses these protocols, contact your ISP before doing so.

Click the Service tab and then click Blocked Protocols.

14-4
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Figure 14-3 Blocked Protocols

The following table describes the protocol options in this screen.

Table 14-3 Blocked Protocols

PROTOCOL

DESCRIPTION

PPPOE

Many DSL modems use Point-to-Point Protocol over Ethernet ( PPPoE) to establish and
maintain a connection with an ISP. PPPoE provides a means of logging in to the ISP’s
server so that they can authenticate you as a customer and provide you access to the
Internet. Check with your ISP before blocking this protocol.

IP Multicast

IP Multicast is an extension to the IP protocol. It enables individual packets to be sent to
multiple hosts on the Internet, and is often used for handling e-mail mailing lists and
teleconferencing/videoconferencing.

RARP

Reverse Address Resolution Protocol (RARP) is an IP protocol that provides a way for
computers to determine their own IP addresses when they only know their hardware
address (i.e., MAC addresses). Certain types of computers, such as diskless
workstations, must use RARP to determine their IP address before communicating with
other network devices.

Firewall
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Table 14-3 Blocked Protocols

PROTOCOL DESCRIPTION
AppleTalk A networking protocol used in for Apple Macintosh® networks.
NetBEUI On many LAN operating systems, the NetBIOS Enhanced User Interface (NetBEUI)

protocol provides the method by which computers identify themselves to and
communicate with each other.

IPX Internetwork Packet Exchange (IPX) is a networking protocol used on Novell Netware ®-
based LANs.
BPDU Bridge Protocol Data Units ( BPDUs) are data messages that are exchanged across the

switches between LANs that are connected by a bridge. BPDU packets contain
information on ports, addresses, priorities and costs, and are exchanged across bridges
to detect and eliminate loops in a network.

ARP Computers on a LAN use Address Resolution Protocol (ARP) to learn the hardware
addresses (i.e., MAC addresses) of other computers when they know only their IP
addresses.

IPV6 IP Multicasting under IP Protocol version 6. See IP Multicast above.

Multicast

802.1.Q This IEEE specification defines a protocol for virtual LANs on Ethernet networks. A virtual

LAN is a group of PCs that function as a local area network, even though the PCs may
not be physically connected. They are commonly used to facilitate administration of large
networks.

Click Submit to confirm your changes. Refer to the section on Committing Your Changes and Rebooting
the Prestige to save your changes to permanent memory and make your changes take effect.
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Chapter 15
Configuring IP Filters

The IP filter feature enables you to create rules that control the forwarding of incoming and
outgoing data between your LAN and the Internet. This chapter explains how to create IP filter
rules.

15.1 Overview of IP Filters

IP filters enable you to control the types of data that pass to and from your network. You can create IP filter
rules to block certain computers on your LAN from accessing certain types of data or Internet locations.
You can also block incoming access to computers on your LAN.

When you define an IP filter rule and enable the feature, you instruct the Prestige to examine each data
packet it receives to determine whether it meets criteria set forth in the rule. The criteria can include the size
of the packet, the network or internet protocol it is carrying, the direction in which it is traveling (for
example, from the LAN to the Internet or vice versa), the IP address of the sending computer, the
destination IP address, and other characteristics of the packet data.

If the packet matches the criteria established in a rule, the packet can be either accepted (forwarded towards
its destination), or denied (discarded), depending on the action specified in the rule.

No IP filter rules are predefined and the feature is disabled by default on the
Prestige. All valid data packets are accepted and forwarded to their destination.

15.2 Viewing Your IP Filter Configuration

To view your current IP filter configuration, click Services in the task bar and IP Filter. The IP Filter
Configuration screen displays.
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Figure 15-1 IP Filter Configuration

This screen displays the pre-configure IP filter rules, security level options and actions for each interface.

e  Security Level: This setting determines which IP Filter rules take effect, based on the security level
specified in each rule. For example, when High is selected, only those rules that are assigned a security
value of High will be in effect. The same is true for the Medium and Low options. Select None to
disable IP filtering.
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e Private/Public/DMZ Default Action: This setting specifies a default action to be taken (Accept or
Deny) on private, public, or DMZ-type device interfaces when they receive packets that do not match
any of the filtering rules. You can specify a different default action for each interface type. (You
specify an interface's type when you create the interface; see the Point to Point Protocol (PPP)
Configuration screen.)

A public interface typically connects to the Internet. PPP, EoA, and IPoA interfaces are typically
public. Packets received on a public interface are subject to the most restrictive set of firewall
protections defined in the software. Typically, the global setting for public interfaces is Deny, so that
all accesses to your LAN initiated from external computers are denied (discarded at the public
interface), except for those allowed by a specific IP filter rule.

A private interface connects to your LAN, such as the Ethernet interface. Packets received on a private
interface are subject to a less restrictive set of protections because they originate within the network.
Typically, the global setting for private interfaces is Accept, so that LAN computers have access to the
ADSL/Ethernet routers' Internet connection.

The term DMZ (De-Militarized Zone), in Internet networking terms, refers to computers that are
available for both public and in-network accesses (such as a company's public Web server). Packets
received on a DMZ interface - whether from a LAN or external source - are subject to a set of
protections that is in between public and private interfaces in terms of restrictiveness. The global
setting for DMZ-type interfaces may be set to Deny so that all attempts to access these servers are
denied by default; the administrator may then configure IP Filter rules to allow accesses of certain

types.

15.3 Create New IP Filter Rules

To create an IP filter rule, you set the criteria that must be met in order for the rule to be invoked. Use these
instructions to add a new IP filter rule, and refer to the examples described later for assistance:

in the main IP Filter Configuration screen, click Add to display the IP Filter Rule — Add screen.
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The following table describes the fields in this screen.

Table 15-1 IP Filter Rule: Add

FIELD DESCRIPTION

Enable/Disable | Select Enable to activate IP filtering. This is the default setting.

Select Disable de-activate IP filtering. If you disabled the feature, existing rules are
retained for future use.

Rule ID Enter a unique number for identification and prioritization purposes.

Rules are processed from lowest to highest on each data packet, until a match is
found. It is recommended that you assign rule IDs in multiples of 5 or 10 (e.g., 10, 20,
30) so that you leave enough room between them for inserting a new rule if
necessary.

Action Select Accept to forward a packet to a destination when the packet matches the rule
criteria.

Select Deny to discard the packet that match the rule criteria.

Direction Specify whether the rule should apply to incoming or outgoing data packets on the
selected interface.

Incoming refers to packets coming from the LAN, and Outgoing refers to packets
going to the Internet.

You can use rules that specify the incoming direction to prevent outside accesses to
your LAN. You can use rules that specify the outgoing direction to block LAN
accesses to the Internet.

Interface Specifies the interface on the Prestige on which the rule will take effect.

In Interface Specifies the interface from which packets must have been forwarded to the interface
specified in the previous selection. This option is valid only for the outgoing direction
and is useful only when the Prestige is configured with both a LAN and a USB
interface, or with multiple LAN or WAN interfaces.

For example, if your Prestige connects to two subnets (that is, it has two LAN
interfaces, eth-0 and eth-1) and you want to block one of the subnets (say, eth-1) from
accessing the web, you would create an outgoing rule on the WAN interface that
denies HTTP accesses. You would specify the eth-1 as the incoming interface.

Log Option Select Enable to create a log for any packets that match the criteria. The log entry will
include the time of the violation, the source address of the computer responsible for
the violation, the destination IP address, the protocol used, the source and destination
ports, and the number violations occurred in the previous x minutes. (Logging may be
helpful when troubleshooting.) This information can also be e-mailed to designated
administrators. Otherwise select Disable.
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Table 15-1 IP Filter Rule: Add

FIELD DESCRIPTION

Security Level | Specify the security level that must be enabled globally for this rule to take affect. A
rule will be active only if its security level is the same as the globally configured setting
(shown on the main IP Filter Configuration screen).

For example, if the rule is set to Medium and the global firewall level is set to
Medium, then the rule will be active; but if the global firewall level is set to High or
Low, then the rule will be inactive.

Blacklist Status | Specify whether or not a violation of this rule will result in the offending computer's IP
address being added to the black list, which blocks the ADSL/Ethernet router from
forwarding packets from that source for a specified period of time.

Log Tag Type a description (up to 16 characters) to be recorded in the log in the event that a
packet violates this rule.

Note: You must select Enable in the Log Option field if you enter a tag in this field.

Src IP Address | Enter the IP address (or a range of IP addresses) of the source computer(s) from
which the packet originates. Then in the drop-down list, select the rule to be invoked
on packets containing:

any: any source |IP address.
It: any source IP address that is numerically less than the specified address.

Iteq: any source IP address that is numerically less than or equal to the specified
address.

gt: any source IP address that is numerically greater than the specified address.
eq: any source IP address that is numerically equal to the specified address.
neq: any source IP address that is not equal to the specified address.

range: any source |P address that is within the specified range, inclusive.

out of range: any source IP address that is outside the specified range.

Dest IP Enter the IP address (or a range of IP addresses) of the destination computer(s) to
Address which the packet is being sent.

Then select the rule option from the drop-down list menu. Refer to Src IP Address
field for the description of the options.
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Table 15-1 IP Filter Rule: Add

FIELD DESCRIPTION

Protocol Specify the basic IP protocol criteria that must be met for a rule to be invoked. Using
the options in the drop-down list, you can specify that packets must contain the
selected protocol (eq), that they must not contain the specified protocol (neq), or that
the rule can be invoked regardless of the protocol (any). TCP, UDP, and ICMP are
commonly IP protocols; others can be identified by number from 0-255, as defined by
the Internet Assigned Numbers Authority (IANA).

Store State If this option is enabled, then stateful filtering is performed and the rule is also applied
in the other direction on the given interface during an IP session.

Source Port Specify the port number of the source computer(s) from which the packet originates.
You may either select the port number from the drop-down list menu or enter the port
number in the field provided. These two fields will be dimmed (unavailable for entry) if
you have not specified a protocol criteria. See the description of Src IP Address for
the selection options.

The fields are only available if you specified that the protocol be equal to TCP or UDP
in the Protocol field.

Dest Port Specify the port number of the type of computer to which the packet is being sent. In
addition to the options described for the Src IP Address field, the following option is
available:

bcast: specifies that the rule will be invoked for any packets sent to the broadcast

address for the receiving interface. (The broadcast address is used to send packets to
all hosts on the LAN or subnet connected to the specified interface.) When you select
this option, you do not need to specify the address, so the address fields are dimmed.

You may either select the port number from the drop-down list menu or enter the port
number in the field provided. The fields are only available if you specified that the
protocol be equal to TCP or UDP in the Protocol field.

TCP Flag Specify whether the type of TCP protocol should be restricted to only those packets
containing synchronous (SYN) TCP or only those that do not use synchronous (NON-
SYN) TCP. You can also select ALL to apply all restrictions.

This field is only available if you specified that the protocol must equal TCP in the
Protocol field.

ICMP Code Specify whether the value in the code field in ICMP packet headers will be used as a
criterion. The code value can be any decimal value from 0-255. You can specify that
the value must equal (eq), or not equal the specified value, or you can select any to
enable the rule to be invoked regardless of the ICMP code field.

This field is only available if you specified that the protocol must equal ICMP in the
Protocol field.
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Table 15-1 IP Filter Rule: Add

FIELD

DESCRIPTION

ICMP Type

Specifies whether the value in the type field in ICMP packet headers will be used as a
criteria. The code value can be any decimal value from 0-255. You can specify that
the value must equal (eq) or not equal (neq) to the specified value, or you can select
any to enable the rule to be invoked regardless of the ICMP type field.

This field is only available if you specified that the protocol must equal ICMP in the
Protocol field.

IP Frag. Pkt

Specify how the rule should apply to IP packets that contain fragments. Select from
the following options:

Yes: The rule will be applied only to packets that contain fragments.
No: The rule will be applied only to packets that do not contain fragments.

Ignore: (Default) The rule will be applied to packets whether or not they contain
fragments, assuming that they match the other criteria.

IP Option Pkt

Specify whether the rule should apply to IP packets that have options specified in their
packet headers.

Yes: The rule will be applied only to packets that contain header options.
No: The rule will be applied only to packets that do not contain header options.

Ignore: (Default) The rule will be applied to packets whether or not they contain
header options, assuming that they match the other criteria.

Packet Size

Specify that the IP filter rule will take affect only on packets whose size in bytes
matches this criteria. (It = less than, gt = greater than, Iteq = less than or equal to,
etc.)

TOD Rule
Status

The TOD (Time Of Day) Rule Status determines how the Start Time and End Time
settings are used.

Enable: (Default) The rule is in effect for the specified time period.

Disable: The rule is not in effect for the specified time period, but is effective at all
other times.

Click Submit to confirm your changes. Refer to the section on Committing Your Changes and
Rebooting the Prestige to save your changes to permanent memory and make your changes take effect.
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15.4 Modify IP Filter Rules

A red dot displays in the Oper. Status column indicates that the rule is currently disabled. You can modify
the rule to enable it.

In the IP Filter Rule table, click & in the Actions column to display the IP Filter Rule — Modify screen.

IP Filter Rule - Modify

Basic Information
Rule ID: 10

{+ Enable
¢~ Disable

Status:

¢~ Enable
= Disable

uomit [l Cancor [l et

Figure 15-3 IP Filter Rule: Modify

Log Option:

The following table describes the fields in this screen.

Table 15-2 IP Filter Rule: Modify

FIELD DESCRIPTION
Rule ID This field displays the index of the IP filter rule.
Status Select Enable to activate the filter rule. When the filter rule is enabled, a green bullet

will be displayed in the Status column in the IP Filter Configuration screen.

Log Option Select Enable to create a log entry when the filter rule is violated.

Click Submit to confirm your changes. Refer to the section on Committing Your Changes and Rebooting the
Prestige to save your changes to permanent memory and make your changes take effect.

Do not enable the IP filter feature unless you have defined rules and specified a
default action. Doing so may result in filtering out content that you intend to let
pass.

15.5 IP filter rule examples

Example 1. Blocking a specific computer on your LAN from using accessing web servers on the Internet.
The specified computer will not be able to access the Web, but will be able to access FTP Internet sites (and
any others that use destination port numbers other than 80).
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Step 1.  Define a rule for outgoing packets on the ppp-0 interface from any incoming interface (this
would include the eth-0 and usb-0 interfaces, for example).

Step 2.  Specify that the packets must contain the source port associated with the computer you want to
block. Alternatively, if the computer is assigned a static IP address, you could specify that value
as the criteria.

Step 3.  Specify that the packet must be destined for port 80, which is the well-known port number for
web servers.

Step 4.  Click Submit to save the changes to your Prestige, and then click # to modify the rule and
enable it.

Step 5. Choose a default action, enable the IP filtering feature.

Step 6.  Follow the instructions in the section on Committing Your Changes and Rebooting the Prestige
to commit your changes to permanent memory and make your changes take effect.
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Example 2. Blocking Telnet accesses to the Prestige:

Step 1.  Define a new rule for incoming packets incoming on the
ppp-0 interface.

Step 2.  Specify that the packet must contain the TCP protocol, and must be destined for port 23, the
well-known port number for Telnet communication.

Step 3.  Click Submit to confirm the changes to your Prestige, and then click & to modify the rule and
enable it.

Step 4. Choose a default action, enable the IP filtering feature.

Step 5.  Follow the steps in the section on Committing Your Changes and Rebooting the Prestige to
save your changes to permanent memory and make your changes take effect.
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15.6 Viewing IP Filter Statistics

For each rule, you can view statistics on how many packets were accepted or denied. Click Stats in the
corresponding row in the IP Filter Rule table.

IP Filter Rule - Statistics

IP Filter Rule Statistic
Rule ID: 10

MNumber of Packets Maching this Rule: 0 Packets

Figure 15-6 IP Filter Rule: Statistics

Click Clear to reset the count to zero or click Refresh to update the screen.
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Chapter 16
Configuring EOA Interfaces

This chapter describes how to configure an EOA (Ethernet over ATM) interface on the Prestige, if
one is needed to communicate with your ISP.

16.1 Overview of EOA

The EOA protocol is commonly used to carry data between local area networks that use the Ethernet
protocol and wide-area networks that use the ATM protocol. Many telecommunications industry networks
use the ATM protocol. ISPs who provide DSL services often use the EOA protocol for data transfer with
their customers’ DSL modems.

EOA can be implemented to provide a bridged connection between a DSL modem and the ISP. In a bridged
connection, data is shared between the ISP’s network and their customer’s as if the networks were on the
same physical LAN. Bridged connections do not use the IP protocol. EOA can also be configured to
provide a routed connection with the ISP, which uses the IP protocol to exchange data.

Before creating an EOA interface or modifying the default settings, make sure you know the type of
protocol your ISP uses.

16.2 PPP vs. EOA

Your ISP may use a protocol other than EOA for communication with your Prestige, such as the point-to-
point protocol (PPP). One type of PPP, named PPP over Ethernet (PPPoE), actually works “on top” of the
EOA protocol. The other type, PPP over ATM (PPPoA), does not. However, if your ISP uses either type of
PPP, you do not need to create an EOA interface. See the chapter on Configuring PPP Connection for
instructions on configuring a PPP interface.

16.3 Viewing Your EOA Setup

To view your current EOA configuration, click WAN in the task bar and EQA. You can also get this same
screen through Bridging or Routing.
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DSL | AtMvC | PPP | EDA | IPDA

RFC1483/Ethernet over ATM(EoA) Config
This Page is used to View, &dd, Modify and Delete EOA Interfaces.

Interface Sec Lower Confg IP Gateway

LEicgias Type Interface Address Address

eoa-0 Fublic aals-0 |D.D.D.D |D.D.D.D |Disable |Disab|e 0.0.0.0

haa et |
Figure 16-1 EOA

The following table describes the fields in this screen.

Table 16-1 EOA

FIELD DESCRIPTION

Interface The name the software uses to identify the EOA interface.

Interface Sec Type | This field displays the interface that the IP firewall is effective on.

A public interface connects to the Internet. A private interface connects to your
LAN, such as the Ethernet interface. The term DMZ (De-Militarized Zone), in
Internet networking terms, refers to computers that are available for both public
and in-network accesses (such as a company's public web server).

Lower interface EOA interfaces are defined in software, and then associated with lower-level
software and hardware structures (at the lowest level, they are associated with a
physical port — the WAN port). This field should reflect an interface name defined in
the next lower level of software over which the EOA interface will operate. This will
be an ATM VCC interface, such as aal5-0, as described in the ATM VCC chapter.

Config IP Address The IP address and network mask you want to assign to the interface. If the

and Net Mask interface will be used for bridging with your ISP and you will not be using the
Prestige as a router on your LAN, then you do not need to specify IP information. If
you enable DHCP for this interface, then the Configured IP address will serve only
as a request to the DHCP server. The actual address that is assigned by the ISP
may differ if this address is not available.
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Table 16-1 EOA

FIELD DESCRIPTION

Use DHCP When this option is Enable in the Add screen, this setting instructs the device to
accept IP information assigned dynamically by your ISP’s DHCP server. If the
interface will be used for bridging with your ISP and you will not be routing data
through it, select Disable for this option.

Default Route Indicates whether the Prestige should use the IP address assigned to this
interface, if any, as its default route for your LAN. This can be Enable or Disable.
See the chapter on IP Routes for an explanation of default routes.

Gateway Address This field displays the IP address of the gateway device.

Status A green or red dot will display to indicate that the interface is currently enabled or
disabled, respectively. You cannot manually enable or disable the interface; a
disabled interface may indicate a problem with the DSL connection.

Action Icons you can click on to edit (& ) or delete (T the associated EOA interface.

16.4 Adding EOA Interfaces

In the RFC 1483/ Ethernet over ATM (EoA) Config screen click Add to display the EOA Interface —
Add screen as shown next.

EOA Interface - Add

EDA Information

EQA Interface: Im
Interface Sec Type: Im
Lower Interface: Im
Conf. IP Address: ID_ ID_ ID_ ID_

Netmask: ID_ ID_ ID_ ID_

{~ Enable

ifse DHCP: & Disable

{+ Enable
~ Disable

Gateway IP Address: I I I I

Default Route:

Submit Cancel

Figure 16-2 EOA Interface: Add

The following table describes the fields in this screen.
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Table 16-2 EOA Interface: Add

FIELD

DESCRIPTION

EOA Interface

Select a predefined interface name from the drop-down list.

Interface Sec
Type

Select the level of IP filter rule to be applied to from the drop-down list.

Lower Interface

Select the interface name over which this protocol is being configured from the drop-
down list. Typically, an EOA interface is configured to operate over an aal5 interface,
such as aal5-0.

Conf. IP If you are using the Prestige as a router on your LAN, enter the IP address for the
Address interface.
You do not have to enter the IP address if you are using the Prestige as a bridge or when
your Prestige gets the IP address from your ISP automatically.
Netmask If you are using the Prestige as a router on your LAN, enter the network mask for the
interface.
You do not have to enter the network mask if you are using the Prestige as a bridge.
Use DHCP Select Enable to get an IP address from a DHCP server.

Default Route

Select Enable to set a default route through your Prestige for your LAN to access the
Internet.

Gateway
Address

Enter the IP address of the gateway device.

Click Submit to confirm your changes. Refer to the section on Committing Your Changes and Rebooting the
Prestige to save your changes to permanent memory and make your changes take effect.
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Chapter 17
Configuring Bridging

This chapter describes how to configure the Prestige to operate as a bridge.

17.1 Introduction

You can configure your Prestige to act as a bridging device between your LAN and your ISP. Bridges are
devices that enable two or more networks to communicate as if they are two segments of the same physical
LAN.

Before changing your bridge configuration, make sure you know which of
connection your ISP uses to exchange data with their customer’s DSL modems
(such as Ethernet bridging or IP routing).

17.2 Overview of Bridges

A bridge is a device used to connect two or more networks so they can exchange data. A bridge learns the
unique manufacturer-assigned hardware IDs of each computer or device on both (or all) networks. It learns
that some of the IDs represent computers attached via one of the device’s interfaces and others represent
computers connected via other interfaces. It stores the ID list and the interfaces associated with each in its
bridge forwarding table.

When the bridge receives a data packet, it compares its destination hardware ID to the entries in the bridge
forwarding table. When the packet’s ID matches one of the entries, it forwards the packet through the
interface that connects to the network where that device resides. Note that the bridge does not send the data
directly to the receiving computer, but broadcasts it to the receiving network, making it available to any
node on the network. On the receiving network, a LAN protocol such as Ethernet takes over, helping the
packet reaches its destination.

When the bridge does not recognize a packet’s destination hardware ID, it broadcasts the packet through all
of its interfaces — to each network it is attached to.

17.3 Bridges vs. Routers

The essential difference between a bridge and a router is that a router uses a higher-level protocol (such as
the IP) to determine how to pass data. IP data packets contain IP addresses that specifically identify the
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destination computer. Routers can read this information and pass the data to the destination computer, or
determine which next router to send the data to if the destination is not on a connected network.

Bridges cannot read or use IP information, but instead use the manufacturer-assigned hardware 1Ds to
determine the port through which it should send the data packet.

Routers are considered more intelligent and flexible devices than bridges, and often provide a variety of
security and network administration services.

17.4 Using the Prestige’s Bridging Feature

Although the Prestige is pre-configured to serve as a router to provide Internet connectivity to your LAN,
there are several instances in which you may also want to configure bridging:

e  Your ISP may use protocols that require bridging with your LAN. The Prestige can be configured to
appear as a bridge when communicating with your ISP, while continuing to provide router functionality
for your LAN.

e  Your LAN may include computers that communicate using “layer-3” protocols other than the Internet
Protocol. These include IPX® and AppleTalk®. In this case, the Prestige can be configured to act as a
bridge for packets that use these protocols while continuing to serve as a router for IP data.

In both cases, you need to specify the Prestige’s interfaces as bridge interfaces.

17.5 Defining Bridge Interfaces

To enable bridging, specify the Prestige interfaces on which you want to bridge data and then enable
bridging mode.

Step 1.  Click Bridging to display the Bridge Configuration screen. The table may be empty if bridging
has not yet been established.
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WAN  Bridging © Routing  Services ~  Admin

Bridging | LAN Config | DSL | ATM VC | RFC 1483 Interface(EoA)

Bridge Configuration
Use this page to Add and Maodify Bridging information
Bridging: g Enable @ Disable

WAN to WAN Bridging: @ Enable g Disable
ZIPs: @ Enable o Disable

:In’t‘él;'face_'i:_\ia"me
eth-0

e0a-0

ush-0

Ieth-D 'I
et |

Figure 17-1 Bridge Configuration

The following table describes the fields in this screen.

Table 17-1 Bridge Configuration

FIELD DESCRIPTION

Bridging Select Enable to activate bridge mode on the Prestige.

WAN to WAN Select Enable to allow WAN to WAN bridging. This is the default setting.

Bridging Activating WAN to WAN bridging may not be desirable in situations where security or
bandwidth is a major concern.

ZIPB Select Enable to activate the Zero Installation PPPoE Bridge (ZIPB) mode so your ISP
does not have to install a PPPoE client on your computer(s). Further more, you don’t
have to set up NAT (Network Address Translation) on the Prestige. ZIPB combines the
advantages of routing and bridging modes.

Configuring Bridging
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Table 17-1 Bridge Configuration

FIELD

DESCRIPTION

Interface Name

From the drop-down list menu, select the interface name on which you wan t to
perform bridging and click Add.

For example, select eth-0 (LAN) and eoa-0 (WAN) interfaces. If you use such
protocols on a USB-connected computer, you can also select usb-0.

If you do not have an eoa-0 interface, but instead have an interface named ppp-0 or
ipoa-0, your Prestige is not currently configured with a WAN interface that allows
bridging with your ISP. You may want to check with your ISP to determine whether
they use this protocol. See the chapter on Configuring EOA for instructions on creating
an EOA interface.

If you enable bridging on an interface that has already been assigned an IP address,
then it is considered IP-enabled and will route (rather than bridge) IP packets received
on the interface. The interface will bridge non-IP data it receives, however.

You can determine whether the Ethernet (eth-0) and USB (usb-0) interfaces have
been assigned IP addresses by displaying the IP Address Table (click Routing in the
task bar and then click IP Addr). These interfaces will display in the table only if they
have been assigned IP addresses.

You can check whether the eoa-0 interface has been assigned an IP address by
displaying the EOA configuration table (in the advanced task bar, click EOA). If the
Config IP Address field is empty and the Use DHCP field contains the word Disable,
then no IP address has been assigned.

Action

Click T to remove the selected interface from the list. This prevents the selected
interface from performing bridging.

Click Add to include the select interface in the list. This allows bridging on the selected
interface.

Click Submit to confirm your changes. Refer to the section on Committing Your Changes and Rebooting the
Prestige to save your changes to permanent memory and make your changes take effect.
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Chapter 18
Configuring IPoA Interfaces

This chapter describes how to configure an IPoA (Internet Protocol over ATM) interface on the
Prestige.

18.1 Introduction

An IPoA interface can be used to exchange IP packets over the ATM network, without using an underlying
Ethernet over ATM (EOA) connection. You may use this type of interface in product development
environments to eliminate unneeded variables when testing IP layer processing.

18.2 Viewing Your IPoA Interface Setup
To configure an IPoA interface, click the WAN tab and then IPoA.

Bridging > Routing  { Serviees b Admin

IP Route | IP Addr | LAN Config | DSL | ATMVC | PPP | EDA | TPOA

IP over ATM (IPoA) Configuration
This Page is used to View, Add and Delete IPoA Interfaces.

Interface Sec Lower Confg IP Gateway ¥
Interface Type Interface Address Netmask Address ARG SR

ipoa-0 Public = + 192.168.20.20 255.255.0.0 [192.168.10.10

Figure 18-1 IPoA

The following table describes the fields in this screen.
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Table 18-1 IPoA

FIELD DESCRIPTION

Interface This field displays the name the Prestige uses to identify the IPoOA interface

Interface Sec Type | This field displays the interface that the IP firewall is effective on.

A public interface connects to the Internet. A private interface connects to your
LAN, such as the Ethernet interface. The term DMZ (De-Militarized Zone), in
Internet networking terms, refers to computers that are available for both public
and in-network accesses (such as a company's public web server).

RFC 1577 This field displays Yes if the IPoA interface is of type 1577. This means that one
IPOA interface can have multiple VC mappings.

Lower Interface IPoA interfaces are defined in software, and then associated with lower-level
software and hardware structures (at the lowest level, they are associated with a
physical port — the WAN port). This field should reflect an interface name defined in
the next lower level of software over which the IPoA interface will operate. This will
be an ATM VCC interface, such as aal5-0, as described in the ATM VCC chapter.

Peer IP Address This field displays the IP address of the remote computer that the Prestige is
connected to via the WAN connection.

Config IP Address The two fields display the IP address and network mask you want to assign to the
and Net Mask interface.

Gateway Address This field displays the IP address of the gateway for this interface.

Status A green or red dot will display to indicate that the interface is currently enabled or
disabled, respectively. You cannot manually enable or disable the interface; a
disabled interface may indicate a problem with the DSL connection.

Action Click & to delete the selected IPoA interface,
Click T to delete the selected IPoA interface.
Click Map to specify the mapping of the IPoA interface with a VC.

18.3 Adding IPoA Interfaces

Step 1. Click Add in the IP over ATM (IPoA) Configuration screen. The IPoA Interface — Add
screen displays.
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IPoA Interface - Add

IPoA Information

IPoA Interface: Iipoa-D 'I

Conf. IP Address:

Interface Sec Type:

Metmask:

RFC 1577:

Hse DHCP:

Enable

Default Route: Beibia

Gateway IP Address:

Figure 18-2 IPoA Interface: Add
The following table describes the fields in this screen.

Table 18-2 IPoA Interface: Add

FIELD DESCRIPTION
IPoA Interface Select a pre-defined interface from the drop—down list menu.
Conf. IP Address Enter the IP address to assign to the IPoA interface.
Interface Sec Type Select the security type from the drop-down list menu to assign to the IPoA
interface.
Netmask Enter the subnet mask for the IPoA interface.
RFC 1577 \S/(élect Yes to configure the IPoA interface as type RFC 1577 to support multiple
Use DHCP Select Enable to use the DHCP server from the ISP.
Default Route Select Enable to use a default route.
Gateway IP Address Enter the IP address of the gateway device.

Click Submit to confirm your changes. Refer to the section on Committing Your Changes and Rebooting the
Prestige to save your changes to permanent memory and make your changes take effect.
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18.4 Creating IPoA Mapping

To create IPoA mapping on the selected interface, click Map in the Action column in the IP over ATM
(IPoA) Configuration screen.

IPoA Interface - Map

IPoA Map Information
IPoA Interface: ipoa-0
Lawer L/F

aals-7

IaaIS-D vl

tower Interface:

Figure 18-3 IPoA Interface: Map
The following table describes the fields in this screen.

Table 18-3 IPoA Interface: Map

FIELD DESCRIPTION

IPOA Interface This read-only field displays the interface name.

Lower Interface

Lower I/F | This field displays the ATM VC to which this interface is associated (or mapped).

Action | Click [ to delete existing mapping.
Click Add to map the interface to the selected VC.

18.5 IPoA Mapping Table

To display the global mapping table, click the Map button in the IP over ATM (IPoA) Configuration
screen.

IPoA Interface - Global Map

Interface Lower Interface |[Peer IP Address |Action

ipoa-0 |aa|5—? |u.0.0.0 |1ﬁ

Figure 18-4 IPoA Interface: Global Map
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The following table describes the fields in this screen.

Table 18-4 IPoA Interface: Global Map

FIELD DESCRIPTION

Interface This field displays the interface name.

Lower Interface | This field displays the lower interface (or VC) to which the interface is associated.

Peer IP Address | This field displays the IP address of the remote computer that the Prestige is connected
to via the WAN connection through this interface.

Action Click T to delete existing mapping.
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Chapter 19
Configuring DNS Relay

This chapter describes how to configure DNS (Domain Name System) Relay on your Prestige.

19.1 Overview

An IP address uniquely identifies a host on the Internet. Since IP addresses are difficult to remember, a
user-friendly domain name is used often instead. A domain name is a unique name that identifies an
Internet site. The Domain Name System (DNS) maps a domain name to an IP address. When you access a
web site, you can type either the IP address or the domain name. As your LAN computers access the
Internet, domain names are converted to IP addresses on the DNS server.

With your Prestige configured as a DNS relay server, Internet access requests received from the LAN
computers will be forwarded to the actual DNS servers at your ISP.

19.2 Viewing Your DNS Relay Setup

To view your current DNS relay configuration, launch the web configurator, click Services and DNS to
display the DNS Configuration screen. DNS relay is enabled by default.

LAN Config | DHCP Mode | DHCP Server | DHCP Relay

Dynamic Host Configuration Protocol (DHCP) Relay Configuration

Interfaces Running DHCP Relay

e0a-0

|eth-El 'I

| submit | et
Figure 19-1 Dynamic Host Configuration Protocol (DHCP) Relay Configuration
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The following table describes the fields in this screen.

Table 19-1 Dynamic Host Configuration Protocol (DHCP) Relay Configuration

FIELD DESCRIPTION
DHCP Server Enter the IP address of the ISP’s DHCP server.
Address If this field is 0.0.0.0, request for IP information from your LAN will pass through the default
gateway which will route the request appropriately.
Interfaces This field displays the interfaces that are currently configured with DHCP relay.

Running DHCP
Relay

To set an interface to use DHCP relay, select the interface from the drop-sown list menu
and click Add.

Action Click T to disable DHCP relay on the select interface and remove the entry from the
table.
Click Add to set the selected interface to use DHCP relay.
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Chapter 20
Firmware Upgrade

This chapter shows you how to upgrade the system firmware on the Prestige.

20.1 Filename Convention

Download the latest firmware from www.zyxel.com. The system firmware is contained in a single file, also
known as an image. The firmware is composed of several distinct parts, each of which implements a
different set of functions. You can use either the web configurator or FTP to upgrade the firmware.

Rename the firmware file to “TEPatch.bin” before uploading to your Prestige.

DO NOT turn off the Prestige during the file transfer. See section on Recover from
Firmware Upload Failure, in case the file transfer is interrupted.

The Prestige automatically restarts after a successful firmware upgrade.

20.2 Firmware UpgradeUsing the Web Configurator
Step 1. Download the latest firmware and rename it to “TEPatch.bin”.
Step 2. In the web configurator, click Admin on the task bar and then Image Upgrade.

Admin

User Config | Commit & Reboot | Image Upgrade | Alarm | Diagnostics | Port Settings

Image Upgrade

This page is used to upload a new image to the system,

Hpgrade File: | Browse... |

Upload Refresh

Diagram 1 Image Upgrade
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Step 2.  Click Browse to specify the location of the firmware.

Step 3.  Click Upload to start the file transfer process. The following screen displays during the
firmware upload process.

LAN  WAN  Bridging ~ Rowing ~ Services = Admin

User Config | Commit & Reboot | Image Upgrade | Alarm | Diagnostics | Port Settings

Image Upgrade

This page is used to upload a new image to t

Loading New Software
Please do not interrupt the upgrade process, A status page will appear automatically when loading is completed (about 1 minute),

Figure 20-1 Image Upgrade: In Progress
Step 4. Ifthe file is transferred successfully, the following screen displays.

LAN ~ WAN  Bridging = Routing ~ Services  Admin

User Config | Commit & Reboot | Image Upgrade | Alarm | Diagnostics | Port Settings

Image Upgrade

This page is used to upload a new image to th

Figure 20-2 Image Upgrade: Successful

Step 5. The Prestige automatically reboots after a successful firmware upload.

20.3 Image Upgrade Using FTP

Follow the steps below to upgrade the firmware using FTP.

Step 1. Rename the new firmware file name to “TEPatch.bin”.
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Step 2.  Launch an FTP client on your computer.

Step 3.  Enter “open” and the IP address of your Prestige. The default for LAN IP address is 192.168.1.1
and for USB port is 192.168.1.2.

Step 4. Enter “admin” as the username and then enter the password. The default password is “1234”.
Step 5.  Enter “bin” to set the transfer mode to be binary.

Step 6.  Enter “put TEPatch.bin” to transfer the file from the computer to the Prestige. Waite for a
moment for the file transfer process to complete.

Step 7.  Enter “quit” or “bye” to exit the ftp prompt.

D:\>ftp

ftp> open 192.168.1.1

Connected to 192.168.1.1.

220 FTP Server (Version 1.0) ready.

User (192.168.1.1: (none)): admin

331 User name okay, need password.

Password:

230 User logged in, proceed.

ftp> bin

200 Command okay.

ftp> hash

Hash mark printing On ftp: (2048 bytes/hash mark) .
ftp> put TEPatch.bin

200 Command okay.

150 File status okay; about to open data connection.

226 Closing data connection. Requested file action successful.
ftp: 1462032 bytes sent in 43.71Seconds 33.45Kbytes/sec.
ftp> quit

Figure 20-3 FTP Session Example

Step 8. The Prestige automatically reboots after a successful firmware upload. Waite until the SYS LED
turns off and on again. The new image will now be in effect.

20.4 Recover from Firmware Upload Failure

When the image file transfer process is interrupted, the SYS, USB, DSL and ACT LEDs blink after the
Prestige is restarted. At this point, the Prestige is inaccessible. You must use TETP to upload the firmware
to the Prestige.

Since TFTP does not have any security checks, no username or password is required. To upload the image
file using TFTP, follow the steps below.

Step 1. Launch the TFTP client on your computer and connect to the Prestige. Set the transfer mode to
binary before starting data transfer.
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Step 2.  The file name for the image file must be renamed to “TEPatch.bin”. Use the TFTP client to
transfer files between the Prestige and the computer.

For details on TFTP commands (see following example), please consult the
documentation of your TFTP client program. For UNIX, use "put" to transfer from
the Prestige to the computer and "binary" to set binary transfer mode.

20.4.1 TFTP Command Example

The following is an example TFTP command:

tftp [-1] host put image.bin TEPatch.bin

where "i" specifies binary image transfer mode (use this mode when transferring binary files), "host" is the
Prestige’s IP address, "put" transfers the file source on the computer (image.bin — name of the image file on
the computer) to the file destination on the Prestige (TEPatch.bin — name of the image file on the Prestige).

20.5 GUl-based TFTP Clients

The following table describes some of the fields that you may see in GUI-based TFTP clients.

Table 2 General Commands for GUl-based TFTP Clien s

COMMAND DESCRIPTION

Host Enter the IP address of the Prestige. 192.168.1.1 is the Prestige’s default IP address
when shipped.

Send/Fetch Use "Send" to upload the file to the Prestige and "Fetch" to back up the file on your
computer.

Local File Enter the path and name of the image file (*.bin extension) on your computer.

Remote File This is the filename on the Prestige. The filename for the image must be "TEPatch.bin".

Binary Transfer the file in binary mode.

Abort Stop file transfer.
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Chapter 20
Troubleshooting

This chapter suggests solutions for problems you may encounter in installing or using your
Prestige, and provides instructions for using several IP utilities to diagnose problems.

Contact Customer Support if these suggestions do not resolve the problem.

20.1 Problems Starting Up the Prestige
Table 20-1 Troubleshooting the Start-Up of Your Prestige

PROBLEM CORRECTIVE ACTIONS

The PWR LED is off. Verify that you use the included power adapter and that it is securely
connected to the Prestige and a wall socket/power strip.

Make sure that the wall socket or the power strip is turned on and is
receiving power.

The SYS LED is off. Make sure you are using the correct power adapter and that it is
connected to an adequate power supply.

Turn the Prestige off and on. If the SYS LED is still not on after 5 ~10
seconds, you may have a hardware problem. Contact your local vender.

The USB LED is off. Check the USB connect between the computer and the Prestige.

Turn the Prestige off and on.
Reinstall the USB driver. Refer to the Quick Start Guide.

The 10/100M LED is Verify that the Ethernet cable is securely connected to your LAN hub or
off. computer and to the Prestige. Make sure the computer and/or hub is
turned on.

Verify that your cable is sufficient for your network requirements. A 100
Mbit/sec network (10BaseTx) should use cables labeled Cat 5. 10Mbit/sec
cables may tolerate lower quality cables.

The DSL LED is off. Check the connection between the Prestige and the wall telephone jack.
Wait for about 30 seconds to allow the Prestige to negotiate a connection
with your ISP.

Troubleshooting 20-1



Prestige 623 Series Dual-link ADSL Router

20.2 Problems with Web Configurator
Table 20-2 Troubleshooting the Web Configurator

PROBLEM CORRECTIVE ACTIONS
You have forgotten the If you have not changed the password from the default, try using “1234”
administrator’s login as the password. The username by default is “admin” which you can’t
password. change.

If you have created another account with administrative rights, login using
that account.

Otherwise, you can reset the Prestige to the default configuration by
pressing the RESET button three times (using a pointed object such as a
pen tip). Then login using the default username and password shown
above.

Resetting the Prestige removes any custom settings
and returns all settings to their default values.

Cannot access the web | Use the ping utility (refer to the appendix) to check whether your
configurator program computer can communicate with the Prestige. If it cannot, check the LAN
from your browser. or USB connection or restart the Prestige.

The web configurator is best viewed with Internet Explorer version 5.0 or
later. Support for Java® and JavaScript® should be enabled in your
browser.

Verify that the computer’s IP address is defined as being on the same
subnet as the IP address assigned to the LAN or USB port on the

Prestige.
Changes to web Be sure to use the Commit function after any changes. Refer to the
configurator are not section on the commit function.

being retained.
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20.3 Problems with Internet Access

Table 20-3 Troubleshooting the Internet Access

PROBLEM CORRECTIVE ACTIONS
Computer(s) cannot Use the ping utility (refer to the appendix) to check whether your
access Internet. computer can communicate with the Prestige. If it cannot, check the

LAN or USB connection or restart the Prestige.

If you assigned a fixed (static), private IP address to the computer, (not
a registered public address), verify the following:

Check that the gateway IP address on the computer is your public IP
address (see the appendix on TCP/IP for instructions on viewing the IP
information.) If it is not, correct the address or configure the computer to
receive IP information. Verify with your ISP that the DNS server
specified for the computer is valid. Correct the address or configure the
computer to receive this information automatically.

Verify that a Network Address Translation (NAT) rule has been defined
on the Prestige to translate the private address to your public IP
address. The assigned IP address must be within the range specified in
the NAT rules (see the chapter on NAT). Or configure the computer to
accept an address assigned by another device (see the chapter on NAT
or the appendix on TCP/IP). The default configuration includes a NAT
rule for all dynamically assigned addresses within a predefined pool (see
the instructions in chapter on NAT to view the address pool).

computers cannot display | Verify that the DNS server specified on the computers is correct for your

web pages on the ISP, as discussed in the item above. You can use the ping utility,
Internet. discussed in the following section, to test connectivity with your ISP’s
DNS server.
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Appendix A
Diagnosing Problem Using IP Utilities

ping

Ping is a command you can use to check whether your computer can recognize other computers on your
network and the Internet. A ping command sends a message to the computer you specify. If the computer
receives the message, it sends messages in reply. To use it, you must know the IP address of the computer
you are trying to communicate with.

On Windows-based computers, you can execute a ping command from the Start menu. Click the Start
button, and then click Run. In the Open text box, type a statement such as the following:

ping 192.168.1.1

Click OK. You can substitute any private IP address on your LAN or a public IP address for an Internet site,
if known.

If the target computer receives the message, a Command Prompt window displays like that shown.

mmand Prompkt

Cix>ping 192.168.8.1
Pinging 192 _168_8.1 with 32 bytes of data:

Reply from 209.191.13.254: TTL expired in transit.
Reply from 207.191.13.254: TTL expired in transit.
Reply from 209.191.13.254: TTL expired in transit.
Reply from 209.191.13.254: TTL expired in transit.

Ping statistics for 192.168.08.1:
t

Packe Sent = 4, Received = 4, Lost = @ (B
fpproximate round trip times in milli-seconds:
Minimum = Bms,. Maximum = Oms,. Average = Bms

(HER

Diagram 1 Using the ping Utility
If the target computer cannot be located, you will receive the message Request timed out.

Using the ping command, you can test whether the path to your Prestige is working (using the preconfigured
default LAN IP address 192.168.1.1) or another address you assigned.

You can also test whether access to the Internet is working by typing an external address, such as that for
www.yahoo.com (216.115.108.243). If you do not know the IP address of a particular Internet location, you
can use the nslookup command, as explained in the following section.

From most other IP-enabled operating systems, you can execute the same command at a command prompt or
through a system administration utility.

Diagnosing Problems Using IP Utilities A
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nslookup

You can use the nslookup command to determine the IP address associated with an Internet site name. You
specify the common name, and the nslookup command looks up the name on your DNS server (usually
located with your ISP). If that name is not an entry in your ISP’s DNS table, the request is then referred to
another higher-level server, and so on, until the entry is found. The server then returns the associated IP
address.

On Windows-based computers, you can execute the nslookup command from the Start menu. Click the
Start button, and then click Run. In the Open text box, type the following:

nslookup

Click OK. A Command Prompt window displays with a bracket prompt (>). At the prompt, type the name of
the Internet address your are interested in, such as www.zyxel.com.

The window will display the associate IP address.

[ Command Prompt - nslookup

ritative answer:
s -microsoft.akadns .net

287.46.230.218, 207.46.230.229, 2087.46.131.91, 207.46.197.182
wy .nicrosoft.con

Diagram 2 Using the nslookup Utility

There may be several addresses associated with an Internet name. This is common for web sites that receive
heavy traffic; they use multiple, redundant servers to carry the same information.

To exit from the nslookup utility, type “exit” and press <Enter> at the command prompt.
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Appendix B
Enable Java Support in Internet Explorer

If the pages of the web configurator does not display properly in Internet Explorer, follow the steps below to
enable the Java security option. Screen shots for Internet Explorer 5 are shown. Steps may vary depending on
your version of Internet Explorer.

Step 1.  From Internet Explorer, click Tools and then Internet Options .

/2§ about:blank - Microsoft Internet Explorer ] -8 =l

| Fle Edt iew Favorites | Tools  Help |

J =tack - = - @ ¢ Mal and News & Sla abowt:blank j 6o
Synchraorize. .,
‘Windows Update ;I
Shiw Related Links

Diagram 3 Internet Explorer 5.0

Step 2.  Select the Security tab in the Internet Options window. Then click Trusted Sites.
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General  Security |C0ntent I Connections I Programs I Advanced I

Select a Wweb content zone to specify its security settings.

®

Internet Local intranet it

Feestricted
sites

Trusted sites

This zone contains Web sites that Sitee |

wou trusk not to damage your

computer or data, Mo sites are in this zone,
—Security level For this zone

Mave the slider ko set the security level Far khis zone,

= - Low

- Minimal safeguards and warning prompts are provided
- Most content is downloaded and run without prompts
- All active content can run

- - - Appropriate for sites that you absalutely trust

Cuskom Level, .. I Default Leve] |

OF I Cancel I Apply |

Diagram 4 IE 5.0: Internet Options

Step 3.  Click Sites and type the IP address of the Prestige with the prefix “https://”. For example,
https://190.168.1.1. Click Add and then OK to retrun to the Internet Options window.

You can add and remove Web sites from this zone. &ll Web sites
in this zone will use the zone's security settings.

add this Web site ko the 2one:

| hitps:fj192.168.1.1]

weh sites:

Remove

¥ Require server verification (httpst) For all sites in this 2one

oK | Caniel |

Diagram 5 IE 5.0: Add Trusted Site IP Address
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Step 4. In the Internet Options window, click Custom Level.

Step 5.  Scroll down to the Microsoft VM option. Under Java Permissions select Custom. Then click
the Java Custom Settings button that displays.

Security Settings J =zl x|

Setkings:

{ Disatle ;I
(& Enable

O Prompt
Eéa Microsaft WM
@ Jawva permissions

Custamm
O Disable Java J
O High safety
O Low safety
O Mediurn safety
18] Miscellaneous
@ #fccess data sources across domains

O Disatle

Aol it
1| | »
—Reset custom setkings

Reset to: |L:.w j Reset |
Jawa Custorn Setkings... J QK I Cancel |

Diagram 6 IE 5.0: Security Settings

Step 6.  Click the Edit Permission tab.
Step 7.  Select Enable under the Run Unsigned Content option. Then click OK.
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Step 8.

Trusted sites ]

Yiew Permissions  Edit Permissians |

2]

@ Unsigned Content
-B Run Unzigned Content
0 Fun in sandbox
2 Dizable
o
@ Additional Unsigned Permizsions
ﬁ Access to all Files
() Disable
(¥} Enable
ﬁ Access to all Network Addresses
() Disable
(¥} Enable
ﬁ Execute
() Disable
(#) Enable
@ Dialogs

.|

Feset to: ISaved peErmizsions j Reset |

"Hesetdava Permnizzions

ag I Cancel |

Diagram 7 IE 5.0: Edit Permissions

Click Yes to change the security settings then click OK to close all settings windows.
waring x|

& Are wou sure you wank ko change the security settings For this zone?

fes | Mo I

Diagram 8 IE 5.0: Internet Security Change Verification
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Appendix C
Setting Up Your Computer’s IP Address

All computers must have a 10M or 100M Ethernet adapter card and TCP/IP installed.

Windows 95/98/Me/NT/2000/XP, Macintosh OS 7 and later operating systems and all versions of
UNIX/LINUX include the software components you need to install and use TCP/IP on your computer.
Windows 3.1 requires the purchase of a third-party TCP/IP application package.

TCP/IP should already be installed on computers using Windows NT/2000/XP, Macintosh OS 7 and later
operating systems.

After the appropriate TCP/IP components are installed, configure the TCP/IP settings in order to
"communicate" with your network.

If you manually assign IP information instead of using dynamic assignment, make sure that your computers
have IP addresses that place them in the same subnet as the Prestige's LAN port.

Windows 95/98/Me
Click Start, Settings, Control Panel and double-click the [Notwork 21
Network icon to open the Network window. Corfiguration | |denification | Acsess Contol|

The following network. components are installed:

B Z0Al R 100 Wireless PCMCIA ;I
4 WDISWAN -> <nothings

Chot
-
4| | »

Add... | Remove | Properties |

Primary Metwork, Logan:
IEI\ent Far Microsoft Metworks j

FEile and Print Sharing... |

Description

TCP/F is the protacal you use ta connect ta the Intermet and
widz-area netwaorks.

Cancel
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Installing Components

The Network window Configuration tab displays a list of installed components. You need a network
adapter, the TCP/IP protocol and Client for Microsoft Networks.

If you need the adapter:

a. In the Network window, click Add.

b. Select Adapter and then click Add.

c. Select the manufacturer and model of your network adapter and then click OK.
If you need TCP/IP:

a. In the Network window, click Add.

b. Select Protocol and then click Add.

C. Select Microsoft from the list of manufacturers.

d. Select TCP/IP from the list of network protocols and then click OK.
If you need Client for Microsoft Networks:

a. Click Add.

b. Select Client and then click Add.

C. Select Microsoft from the list of manufacturers.
d. Select Client for Microsoft Networks from the list of network clients and then click OK.
e. Restart your computer so the changes you made take effect.
Configuring IP Address
1. In the Network window Configuration tab, select your network adapter's TCP/IP entry and click
Properties.
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Click the IP Address tab.

-If your IP address is dynamic, select Obtain an
IP address automatically.

-If you have a static IP address, select Specify
an IP address and type your information into
the IP Address and Subnet Mask fields.

Click the DNS Configuration tab.

-If you do not know your DNS information, select
Disable DNS.

-If you know your DNS information, select
Enable DNS and type the information in the
fields below (you may not need to fill them all
in).

TCFPAIP Properties

2|

Bindngs | dvanced Metgios |
DS Configuration I Gateway I 'WINS Configuration [P Address

An P address can be automatically azsigned to this computer.
If your network, does not automatically assign IP addresses, ask
wour network administrator for an address, and then type it in
the space below,

& Obtain an [P address automaticalie

" Specify an IP address:

1P &ddress:

¥ Detect connection to network media

TCP/IP Properties

Bindings | Advanced | Ne®IDS |
DNS Configuration | G ateway I WwINS Configuration I IP Address I

(" Enable DNS

Hiost: I

S Senver Search Order

r 1 1 sid |
’ Eemave |

[omain Suffiz Seanch Hrder

Add |

’ Femove |

[ramait; I

o]

Cancel |
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4. Click the Gateway tab. TCP/IP Properties 2xl
-If you do not know your gateway’s IP address, Bindngs | Advanced | MemIDS |
remove previously installed gateways. DMS Configuration G ateway IW’INS Configuration I IP Address
- it i The first gateway in the Installed Gateway list will be the default.

If you have a gateway IP gddress, type itin the The address onder in the list will be the order in which these
New gateway field and click Add. machines are used,
Mew gatewan:

... add |

Inztalled gateways:

| Eemowe |

oK I Cancel

5. Click OK to save and close the TCP/IP Properties window.
6. Click OK to close the Network window. Insert the Windows CD if prompted.
7. Turn on your Prestige and restart your computer when prompted.
Verifying Settings
1. Click Start and then Run.

In the Run window, type "winipcfg" and then click OK to open the IP Configuration window.

Select your network adapter. You should see your computer's IP address, subnet mask and default
gateway.
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Windows 2000/NT/XP

1.  For Windows XP, click start, Control Panel. In
Windows 2000/NT, click Start, Settings, Control

Panel.

4 Internet Explorer _,) Riy Hoehiments
@ Outlook Express :

B My Recent Documents

Paink
w _f) My Pictures
¥ Files and Settings Transfer W...
W .

B8 “ormmand Prompt =/ My Music
Acrobat Reader 4.0 'gl Py Emputer
&) Tour Windaws P
Qﬁ ‘indows Movie Maker - Control Panel

Lﬁ; Frinters and Faxes

@) Help and Support

,:) Search

All Programs D E Rur...
@| Log GfF @| Turn OFF Comp|
14 start i unkitled - Paint
2. For Windows XP, click Network 3.  Right-click Local Area Connection and
Connections. For Windows 2000/NT, click then click Properties.

Network and Dial-up Connections.

*s Network Connections

& Control Panel

File Edit Wiew Favorites  Tools  Help File Edit View Favorites  Tools  Advanced  Help
— 2 & e 2
\:.J ack e - L@ /"_}Saarch [~ Folders v @Back M 7 | 1_@ /-]SEE’Eh i Folders '

address | & Netwark Cannections

g i Network Tasks

Add Hardware Create a new

connection
| iy
ﬁ Set up 2 home or small ﬁ [
office network.

Address E} Control Panel

#| LAN or High-Speed Internet

B’ Control Panel 2

[} Swikch ko Category Yiew

Disable

Stat
‘@ & Dissble this network. S
See Also device Repait
Game | o
Controllers R Repair this connection Bridge Connections

‘windows Update

®ji Rename this cannection
) View status of this
connection

Change settings of this
connection

Create Shorkout

Delete

Renarne:
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4. Select Internet Protocol (TCP/IP) (under the
General tab in Win XP) and click Properties.

- Local Area Connection Properties

General | authentication | Advanced

Connect using:

B8 standard PCI Fast Ethernet Adapter

This connection uses the following items;
g Client for Microsoft Networks

g File and Printer Sharing for Microsoft Networks
= 03 Packst Scheduler

L |ntermet P
Description

Transmizsion Control Protocol/ntemet Protocol. The default
wide area network. protocol that provides communication
across diverse interconnected netwaorks.

[ Show icon in notification area when connected

5. The Internet Protocol TCP/IP Properties Internet Protocol (TCP/IP) Properties
window opens (the General tab in Windows XP).

General | Altemate Configuration

-If yOU haVe a dynamiC |P addreSS CliCk Obtaln “You can get [P settings assigned automatically if your network supports

A thiz capability. Otherwize, you need to ask vour network administrator for
an IP address automatically. fE et

-If you have a static IP address click Use the ® Obtain an 1P address automatically

following IP Address and fill in the IP address, ) Use the follaving IP address:
Subnet mask, and Default gateway fields.
Click Advanced.

(%) Obtain DMNS server addiess automatically
() Use the following DMS server addresses:
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6. -If you do not know your gateway's IP address, Advanced TCP/IP Settings 633

remove any previously installed gateways in the T T T
IP Settings tab and click OK.

IP addresses

Do one or more of the following if you want to IP address Subnet mask
configure additional IP addresses: DCE Ensbled

-In the IP Settings tab, in IP addresses, click

Add.

-In TCP/IP Address, type an IP address in IP Dty

address and a subnet mask in Subnet mask, BELED i

and then click Add.

-Repeat the above two steps for each IP address
you want to add.

Add.

-Configure additional default gateways in the IP T

Settings tab by clicking Add in Default
gateways.

-In TCP/IP Gateway Address, type the IP
address of the default gateway in Gateway. To
manually configure a default metric (the number
of transmission hops), clear the Automatic
metric check box and type a metric in Metric.

-Click Add.
-Repeat the previous three steps for each default gateway you want to add.

-Click OK when finished.
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7. Inthe Internet Protocol TCP/IP Properties Internet Protocol (TCP/IP) Properties 2)X
window (the General tab in Windows XP): s T
'CI|Ck Obtaln DNS server address “ou can get P settings assigned automaticaly if your netwark supports
automatica"y |f yOU dO nOt knOW yOUr DNS m:;;E;ﬂ'g&ﬁgi;ﬁ%fu need ta ask your netwark. administratar for
server IP address(es).
(%) Obtain an IP address automatically
-If you know your DNS server IP address(es), © Use the folowing IP address
click Use the following DNS server addresses,
and type them in the Preferred DNS server and
Alternate DNS server fields.
If you have preViOUSIy Conﬁgured DNS servers, () Obtain DMS server address automatically
click Advanced and then the DNS tab to order U e lownG DN e e
them.
8. Click OK to close the Internet Protocol (TCP/IP) Properties window.
9. Click OK to close the Local Area Connection Properties window.
10.  Turn on your Prestige and restart your computer (if prompted).
Verifying Settings
1. Click Start, All Programs, Accessories and then Command Prompt.
2. Inthe Command Prompt window, type "ipconfig" and then press [ENTER]. You can also open
Network Connections, right-click a network connection, click Status and then click the Support tab.
H Setting Up Your Computer’s IP Address
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Macintosh OS 8/9

1. Click the Apple menu, Control Panel and double-click th':”:;‘fm;‘ezerw‘"“"w Special Help
TCPI/IP to open the TCP/IP Control Panel. -

_@ Apple System Profiler
Calculator

2 Chooser ADSL Control and Status
Appearance
[fj, Favorites »  Apple Menu Options
Key Caps AppleTalk
Network Browser ColorSync
Gl Recent Applications | ALy
[l Recent Documents b g:::\:;:::'e
i Remote Access Status T
{El Scrapbook Extensions Manager
& Sherlock 2 File Exchange
[ Speakable Items M  File Sharing
G Sstickies General Controls
Internet
Keyboard
Keychain Access
Launcher
Location Manager
Memaory
Modem
Monitors
Mouse
Multiple Users
Numbers
QuickTime™ Settings
Remote Access
Software Update
Sound
Speech
Startup Disk
Text
USB Printer Sharing
2. Select Ethernet built-in o TCP/IP H
from the Connect via list.
Connest via: [ Ethernet j]
— Setup
Configure: [ Uzing DHCP Server =l
DHCF Clisnt 0: | |

IF sddress: < will be supplied by server »
Suoretmask: £ will be supplied by server >

Router address: < will be supplied by server >

Szarch domans:

Marre server addi : < will be supplied by server »

-

3. For dynamically assigned settings, select Using DHCP Server from the Configure: list.
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4. For statically assigned settings, do the following:
-From the Configure box, select Manually.
-Type your IP address in the IP Address box.
-Type your subnet mask in the Subnet mask box.
-Type the IP address of your Prestige in the Router address box.
5. Close the TCP/IP Control Panel.
6. Click Save if prompted, to save changes to your configuration.
7. Turn on your Prestige and restart your computer (if prompted).
Verifying Settings
Check your TCP/IP properties in the TCP/IP Control Panel window.

Macintosh OS X

1. Click the Apple menu, and click System Preferences
to open the System Preferences window.

K8 Grab File Edit Capty

About This Mac
Get Mac OS X Software. ..

System Preferences. ..
Dock >

Location >
2. Click Network in the icon bar. 8o Network =]
; S w |

- Select Automatic from the Location list. e Nﬁ g
- Select Built-in Ethernet from the Show list. Location: | Automatic s,
- CI|Ck the TCPIIP tab Show:  Built-in Ethernet a

fFTcP/iPY pppok | AppleTalk | Proxies

Configure: | Using DHCP 'y

Domain Name Servers (Optional)

IP Address: 192.168.11.12 168.95.1.1
(Provided by DHCP Server)

Subnet Mask: 255.255.254.0

Router: 192.168.10.11 I 2. i Oprional

DHCP Client ID:
(Optionaly

Example: apple.com, earthlink.net
Ethernet Address: 00:05:02:43:93:ff

P
3/ Click the lock to prevent further changes. Apply Now
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3. For dynamically assigned settings, select Using DHCP from the Configure list.
4.  For statically assigned settings, do the following:
-From the Configure box, select Manually.
-Type your IP address in the IP Address box.
-Type your subnet mask in the Subnet mask box.
-Type the IP address of your Prestige in the Router address box.
5.  Click Apply Now and close the window.
6.  Turn on your Prestige and restart your computer (if prompted).
Verifying Settings
Check your TCP/IP properties in the Network window.
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Appendix D
IP Addresses, Network Masks, and
Subnets

This section pertains only to IP addresses for IPv4 (version 4 of the Internet
Protocol). IPv6 addresses are not covered. This section assumes basic knowledge
of binary numbers, bits and bytes.

IP Addresses

IP addresses, the Internet's version of telephone numbers, are used to identify individual nodes (computers or
devices) on the Internet. Every IP address contains four numbers, each from 0 to 255 and separated by dots
(periods), e.g. 20.56.0.211. These numbers are called, from left to right, field1, field2, field3, and field4.

This style of writing IP addresses as decimal numbers separated by dots is called dotted decimal notation.
The IP address 20.56.0.211 is read "twenty dot fifty-six dot zero dot two-eleven."

Structure of an IP address

IP addresses have a hierarchical design similar to that of telephone numbers. For example, a 7-digit telephone
number starts with a 3-digit prefix that identifies a group of thousands of telephone lines, and ends with four
digits that identify one specific line in that group.

Similarly, IP addresses contain two kinds of information.
e Network ID Identifies a particular network within the Internet or intranet

e Host ID Identifies a particular computer or device on the network

The first part of every IP address contains the network ID, and the rest of the address contains the host ID.
The length of the network ID depends on the network's class (see following section).

Diagram 9 IP Address structure

Field1 Field2 Field3 Field4
Class A | Network ID Host ID
Class B Network ID Host ID
Class C Network 1D Host ID
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Here are some examples of valid IP addresses:

Class A: 10.30.6.125 (network = 10, host = 30.6.125)
Class B: 129.88.16.49 (network = 129.88, host = 16.49)
Class C: 192.60.201.11 (network = 192.60.201, host = 11)

Network classes

The three commonly used network classes are A, B, and C. (There is also a class D but it has a special use
beyond the scope of this discussion.) These classes have different uses and characteristics.

Class A networks are the Internet's largest networks, each with room for over 16 million hosts. Up to 126 of
these huge networks can exist, for a total of over 2 billion hosts. Because of their huge size, these networks
are used for WANs and by organizations at the infrastructure level of the Internet, such as your ISP.

Class B networks are smaller but still quite large, each able to hold over 65,000 hosts. There can be up to
16,384 class B networks in existence. A class B network might be appropriate for a large organization such
as a business or government agency.

Class C networks are the smallest, only able to hold 254 hosts at most, but the total possible number of class
C networks exceeds 2 million (2,097,152 to be exact). LANs connected to the Internet are usually class C
networks.

Some important notes regarding IP addresses:

e The class can be determined easily from field1:
field1 = 1-126: Class A
field1 = 128-191: Class B
field1 = 192-223: Class C
(field1 values not shown are reserved for special uses)

e A host ID can have any value except all fields set to 0 or all fields set to 255, as those values are
reserved for special uses.

Subnet masks

A mask looks like a regular IP address, but contains a pattern of bits that tells what parts of an IP address are
the network ID and what parts are the host ID: bits set to 1 mean "this bit is part of the network ID" and bits
set to 0 mean "this bit is part of the host ID."

Subnet masks are used to define subnets (what you get after dividing a network into smaller pieces). A
subnet's network ID is created by "borrowing" one or more bits from the host ID portion of the address. The
subnet mask identifies these host ID bits.

For example, consider a class C network 192.168.1. To split this into two subnets, you would use the subnet
mask:

255.255.255.128

N IP Addresses, Network Masks, and Subnets



Prestige 623 Series Dual-link ADSL Router

It's easier to see what's happening if we write this in binary:
T1111111. 11111111, 11111111.10000000

As with any class C address, all of the bits in field1 through field 3 are part of the network ID, but note how
the mask specifies that the first bit in field 4 is also included. Since this extra bit has only two values (0 and
1), this means there are two subnets. Each subnet uses the remaining 7 bits in field4 for its host IDs, which
range from 0 to 127 (instead of the usual 0 to 255 for a class C address).

Similarly, to split a class C network into four subnets, the mask is:
255.255.255.192 or 11111111.11111111.11111111.11000000

The two extra bits in field4 can have four values (00, 01, 10, 11), so there are four subnets. Each subnet uses
the remaining six bits in field4 for its host IDs, ranging from 0 to 63.

Sometimes a subnet mask does not specify any additional network ID bits, and thus no subnets. Such a mask
is called a default subnet mask. These masks are:

Class A:255.0.0.0
Class B: 255.255.0.0
Class C: 255.255.255.0

These are called default because they are used when a network is initially configured, at which time it has no
subnets.

IP Addresses, Network Masks, and Subnets 0]
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Appendix E
Binary Numbers

Binary Numbers
Binary numbers are numbers written using only the two digits 0 and 1, e.g., 110100.

In everyday life, we use the decimal system of numbers. In decimal, numbers are written using the ten digits
0,1,2,3,4,5,6,7,8, and 9. Computers, however, do not use decimal. Instead, they use binary.

Just as each digit in a decimal number represents a multiple of 10 (1, 10, 100, 1000, 10,000, etc.), each digit
in a binary number represents a multiple of 2 (1, 2, 4, 8, 16, etc.). For example:

Decimal Binary
1,000's 100's 10's 1's 8's 4's 2's 1's
- - 1 3 = 1 1 0 1

Also, since binary uses only two digits to represent all numbers, a binary number has more digits than the
same number in decimal. In the example above, you can see that the decimal number 13 is the same as the
binary number 1101 (8 +4 + 1 =13).

Bits and bytes
Computers handle binary numbers by grouping them into units of distinct sizes. The smallest unit is called a
bit, (a bit is a single binary digit, i.e., 0 or 1) and the most commonly used unit is called a byte.

A byte is a group of eight consecutive bits (the number of bits can vary with computers, but is almost always
eight), e.g., 11011001. The value of a byte ranges from 0 (00000000) to 255 (11111111). The following
shows the values of the eight digits in a byte along with a sample value:

128's  64's 32's 16's 8's 4's 2's 1's
1 0 1 0 1 1 0 1

The decimal value of this byte is 173 (128 + 32+ 8 +4 +1=173).

Binary Numbers Q
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Appendix F
PPPoE

PPPoE in Action

An ADSL modem bridges a PPP session over Ethernet (PPP over Ethernet, RFC 2516) from your PC to an
ATM PVC (Permanent Virtual Circuit) which connects to a xXDSL Access Concentrator where the PPP
session terminates (see the next figure). One PVC can support any number of PPP sessions from your LAN.
PPPoE provides access control and billing functionality in a manner similar to dial-up services using PPP.

Benefits of PPPoE
PPPoE offers the following benefits:
1. It provides you with a familiar dial-up networking (DUN) user interface.

2. It lessens the burden on the carriers of provisioning virtual circuits all the way to the ISP on multiple
switches for thousands of users. For GSTN (PSTN and ISDN), the switching fabric is already in place.

3. Tt allows the ISP to use the existing dial-up model to authenticate and (optionally) to provide
differentiated services.

Traditional Dial-up Scenario

The following diagram depicts a typical hardware configuration where the PCs use traditional dial-up
networking.

ISP 1

Prastige

LEEAR LN 1]

Access

Concentrator
ISP 2

LEELRL N 2]

Diagram 10 Single-PC per Router Hardware Configuration

PPPoE S
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How PPPoE Works

The PPPoE driver makes the Ethernet appear as a serial link to the PC and the PC runs PPP over it, while the
modem bridges the Ethernet frames to the Access Concentrator (AC). Between the AC and an ISP, the AC is

acting as a L2TP (Layer 2 Tunneling Protocol) LAC (L2TP Access Concentrator) and tunnels the PPP
frames to the ISP. The L2TP tunnel is capable of carrying multiple PPP sessions.

With PPPoE, the VC (Virtual Circuit) is equivalent to the dial-up connection and is between the modem and
the AC, as opposed to all the way to the ISP. However, the PPP negotiation is between the PC and the ISP.

Prestige as a PPPoE Client

When using the Prestige as a PPPoE client, the PCs on the LAN see only Ethernet and are not aware of
PPPoE. This alleviates the administrator from having to manage the PPPoE clients on the individual PCs.

ooioio

Prastige | ATM i Access ISP 2
Concentrator
Ethernet ADSL
Diagram 11 Prestige as a PPPoE Client
T PPPoE
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Appendix G
Virtual Circuit Topology

ATM is a connection-oriented technology, meaning that it sets up virtual circuits over which end systems
communicate. The terminology for virtual circuits is as follows:

® Virtual Channel Logical connections between ATM switches
®  Virtual Path A bundle of virtual channels
®  Virtual Circuit A series of virtual paths between circuit end points

virtual circuit

ATM switch virtual path

Diagram 12 Virtual Circuit Topology

Think of a virtual path as a cable that contains a bundle of wires. The cable connects two points and wires
within the cable provide individual circuits between the two points. In an ATM cell header, a VPI (Virtual
Path Identifier) identifies a link formed by a virtual path; a VCI (Virtual Channel Identifier) identifies a
channel within a virtual path.

The VPI and VCI identify a virtual path, that is, termination points between ATM switches. A series of
virtual paths make up a virtual circuit.

Your service provider should supply you with VPI/VCI numbers.

Virtual Circuit Topology U
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Appendix H
Power Adapter Specifications

NORTH AMERICAN PLUG STANDARDS

AC Power Adapter Model

DV-121AACS

Input Power

AC120Volts/60Hz/23W max.

Output Power

AC12Volts/1.0A

Power Consumption

8w

Safety Standards

UL, CUL (UL 1310, CSA C22.2 No.223)

NORTH AMERICAN PLUG STANDARDS

AC Power Adapter Model

AA-121A

Input Power

AC120Volts/60Hz/18W max.

Output Power

AC12Volts/1.0A

Power Consumption

8w

Safety Standards

UL, CUL (UL 1310, CSA C22.2 No.223)

EUROPEAN PLUG STANDARDS

AC Power Adapter Model

DV-121AACCP-5716

Input Power AC230Volts/50Hz/100mA
Output Power AC12Volts/1.0A
Power Consumption 8w

Safety Standards

TUV-GS, CE (EN 60950)

EUROPEAN PLUG STANDARDS

AC Power Adapter Model

AA-121ABN

Input Power AC230Volts/50Hz/140mA
Output Power AC12Volts/1.0A
Power Consumption 8W

Safety Standards

ITS-GS, CE (EN 60950)

Power Adapter Specifications



Prestige 623 Series Dual-link ADSL Router

UNITED KINGDOM PLUG STANDARDS

AC Power Adapter Model AA-121AD

Input Power AC230Volts/50Hz/140mA
Output Power AC12Volts/1.0A

Power Consumption 8W

Safety Standards

ITS-GS, CE (EN 60950, BS 7002)

CHINESE PLUG STANDARDS

AC Power Adapter Model

DV-121AACCP-5720

Input Power AC220Volts/50Hz/18W
Output Power AC12Volts/1.0A
Power Consumption 8W

Safety Standards

CCEE (GB8898)

CHINESE PLUG STANDARDS

AC Power Adapter Model

BH-48 (AA-121AP)

Input Power AC220Volts/50Hz
Output Power AC12Volts/1.0A
Power Consumption 8W

Safety Standards

CCEE (GB8898)

Power Adapter Specifications



Prestige 623 Series Dual-link ADSL Router

A
ADSL, What iS 1t?.......cccoeevvieeieieieeeeeeeeeee. xvii
Alarm Page......cecveeeeeriieiieieee et 10-1
Alarms
defined .......ooveiieiieieee e 10-1
Asynchronous Transfer Mode................ See ATM
ATM
viewing configuration ...........cecceeeereenenne. 12-1
ATM VCC — Add page.....ccccevevveeieeeennennen. 12-3
B
BASIC NAT flavor......ccccoeeevvenieeeieeeene 8-13
BIMAP NAT flavor.....c.cccveveceveneinicieenee 8-16
Binary numbers..........c.ccoeeevieiieiineeeeeeens Q
BitS .o Q
Bridge Configuration page...........ccccecuevueeenee. 17-2
BYeS oo Q
C
Configuration Manager
troubleshooting ..........cccceveevieveeneeneeee 20-2
COPYIIGNL c.eeeiieieeee e ii
CUSTOMET SUPPOTTE ..eevvvreereeireeireeieeerieeereeeveeeenes v
D
Date and time
changing in the system........c..ccccecuevencncnnens 39
Default configuration...........ccoeceeveereecenienncnns 2-9
Default gateway .......ccocoeeveenieieieieeeeeeee 6-2
DHCP
defined ......coooiiiiiii 7-1
device MOdes........cceeeeieieniineiieieeee 7-2
DHCP Address Table page........ccccecveeveervenenns 7-7
DHCEP client
defined ......ooeviniiiiii 7-1

Index

DHCEP relay
configuring device as........ccceverererereeeennnne 7-2
Configuring the device as.........ccoceevereeeeneee 7-8
DHCP Relay Configuration page ............. 7-8,7-9
DHCP server
configuring the device as.........ccccevvervrennnne 7-2
using a LAN device aS.......coeevevervenieecnennnnne 7-2
using the device as........cccevvevvecvieienienieennen. 7-2
viewing assigned addresses ...........ccoceeeenen. 7-7
DHCP Server
defined.......ccooeevienieieee e 7-1
DHCP Server Pool—Add page .........ccccceueenee.e. 7-3
DiagnostiCs .....coeerueeniieiieiinienieneeeee e 10-2
Digital Subscriber Line Access Multiplexer.....1-2
DSL (Digital Subscriber Line).........c...cccueue.. Xvii
DSL Interval Statistics page ........ccceevervvevennen. 13-4
DSL Parameters page ......ccocceevvveerveeneveenenennne 13-2
DSL StatistiCs Page.......cecvveveeeververreerveesvennnns 13-3
DSL Status page .....cccceeveveerveenieenieenieeneeenn 13-1
DSL, What ISIt?......ccooveeiiiieeeeeeeeeeee XVvii
DSLAM......... See Digital Subscriber Line Access
Multiplexer
Dynamically assigned IP addresses................... 7-1
E
EOA Interface — Add page ......ccoeovvvvevevennennen. 16-4
EOA PAZe c.eveeeiieieeeeeeeeeeeee 16-2
Eth-0 interface
defined......ccoooeeieiieie e, 2-10
F
FCC e il
FILTER NAT flavor.....c..ccccecveevenienicnencnennene 8-14
Firmware Uload
GUI-based TFTP Clients........ccccocererennenee. 20-4
Firmware Upgrade.........cccceevveenenceneeenee. 20-1
Web Configurator..........ccooceevveieeenceenne 20-1

Index



Prestige 623 Series Dual-link ADSL Router

Firmware Upload .........cccovevvieienieiieiecieen, 20-1 CXAMPICS ..ot 15-9
Filename Convention..........cccceccevueruenuennene 20-1 IP filters
FTP oo 20-2 VIEWINg StatistiCs......vevvveverererieeieerenieeneens 15-14
recover from failure ...........coccoeevevveneenenne. 20-3 IP Global Statistics Page.......ccceevervverververeeneenns 5-3
TFTP Command Example ......................... 20-4 IP Route Table page ......cccceevveeevervenienieeieeens 6-3
Frame Relay.......coocoeviiiiiiiniieeeeees 1-2 IP routes
Front panel.........cccoooiiiiiiniiees 2-1 AAAING .ooeveieeie e 6-4
Full Rate......cccooiieieieee e 2-5 manually configuring..........ccccevveiirenennnen. 6-2
IP Routes
G defined.......ccooiiiiiiniiiccc, 6-1
IP Static ROULE.....cceevviiiiiiiiiiciceiececeee 6-3
Gateway TP ULIHES oo A
defined ......ooovveieiieeieceee e 6-2 IPoA Interface — Add Page .....c..ovverevererve. 18-4
General Commands for GUI-based TFTP Clients TPOA PAZE ..c.veveeeeiniiieiiieeeeeceeee e 18-1
------------------------------------------------------------------- 20-4 ISDN oeeeeeeeesesnssssssssssssesesessssssssseennn 27
ISP
H aS DHCP SEIVET ......oevvevveveveeeeceeeeeeeeeeenaenn 7-2
Hop
defined .......cooviniiiniiiii 6-2 L
Hop count........ccooceniiniiniiniiiiiiiicicneees 9-3 LAN interface .o 7.9
HOSt ID ..o M configuring Multiple ............ooovveveevvevereeenn, 5.2
LAN IP address ......ccccooevueeeeienienenenenencenene 4-1
1 AefaULt ..o 4-1
Internet Access. ... 11,12 LAN POt e 4-1
LEDs
IP address :
. . . troubleshooting ..........ccceeveecereenienieenee. 20-1
in device's routing table ............cccceeevieienenns 6-4 )
IP address pools Logn .
) to Configuration Manager...........cccccceeueennen. 3-1
CIEALINE «vveenvreeiieeiieeniteerite ettt rite e e 7-3
excluding addresses ..........ccccveeververvenieennen. 7-7
IP Address Table page .......c.ccoecvevveiereieniennenns 5-1 N
IP addresses NAT
explained........ccccovoieiieniiiie e M Adding rules - OVErVIeW ........covevervvereee, 3-8
VIEWING dEVICE'S ovvvvvivviiiiiiis 5-1 BASIC flavor........cooovveerveereesesesesesrinnes 8-13
IP filter BIMAP flavor............cooevveoereeeeneereennennnes 8-16
OVEIVIEW oooooiiiisiiiisiiisiisinae 15-1 AefiNed ......o..eoocveeeeeeeeeeeeeeeeeeeeeeeeeeeene 8-1
IP Filter Configuration page ..............ccccocco.... 15-2 FILTER flavor ..........ccoovrvvvvvvveessnrrrersonnnnns 8-14
IP Filter Rule — Modify Page...........ccoooo........ 15-9 PASS flaVOT ..o 8-17
IP Filter Rule — Statistics page..................... 15-14 RDR flavor ....cc.coeviveniiinieceieeeeee, 8-10
IP Filter Rule — Add Page..........cocoovnininninne 15-4 NAT Configuration page ..............occovvevrervnene. 8-3
IP filter rules NAT Rule Configuration page......................... 8-5
addlng ........................................................ 15-3 NAT Rule Global Statistics PALE.eeeeiiieeeieenn 8-5
4 Index



Prestige 623 Series Dual-link ADSL Router

NAT Rule—Add page - bimap...................... 8-16 NAT Rule Configuration.............ccoeeveevrennenne 8-5
NAT Rule—Add page - filter ...........ccueeennee. 8-14 NAT Rule Global Statistics ...........cccceevennenne 8-5
NAT Rule—Add page - pass.......cceeeeerveenenne. 8-17 NAT Translations .......c..ccceeevevvereerreeneeenenne 8-7
NAT Translations page.........cceeceeevverveervernennnn. 8-7 PPP Configuration...........ccceevveverieenieeennnen. 11-2
NaVIGALING....ecvverieiieieeieeieeieeee e 3-2 PPP Interface - Add......ccccvevveieiieiien, 11-7
Network Address Translation ................. See NAT PPP Interface - Modify ......ccccoeverveirnnnnnen. 11-8
Network classes ........cceevereerieiienienieneeeeee e N RIP Global Statistics.........cceveeereereereenireennne 9-4
Network ID ....cooueeieieeeeeeeeee e, M PASS - NAT flavor......cccoceeveeiieieeieceeeene, 8-17
Network mask ......coooeveriieniiiieeeee e N Password
NSIOOKUP ..ottt C Changing ........ccooveviiiiiiieeeee e, 3-10
default.......coooiiiii 3-2
P Performance Statistics.........cceverveerenreeerennencnne 5-2
PNttt A
Packets Point to Point Protocol..............ccooeveeeevnnne. See PPP
1L v1 T OO 15-1 Point-to-Point ...........c.coevevevereecieeeeeeereennns xvii
Pages Port numbers
AlArm e 10-1 using non-standard................coo.cooeeeervvcenene.. 8-12
ATM VCC - Add ..o 12-3 POTS SPIEET ... 2-6
Bridge Configuration .............cccooooeeviieneins 17-2 PPP Configuration page.........cccceeeeereereeneennee. 11-2
DHCP Address Table..........cccceceveeienieniennens 7-7 PPP interface
DHCP Relay Configuration................... 7-8,7-9 WIth NAT oo 8-9
DHCP Server Pool - Add........ccccooerinnnnne. 7-3 PPP Interface — Add page......cc.coevevrveverernennns 11-7
DHCP Server Pool- Modify..........ccccunneee. 17 PPP Interface — Modify page.......c.ccccevveennennee. 11-8
DSL Interval StatiSticS .........cceveververerennnne. 13-4 Protocols
DSL Parameters .........coevveevveeneeenieeneennnne. 13-2 IP See IP
DSL Statistics «......ooovvvvevissrnrrinin 13-3 PPP ..o See PPP
DSL StatusS ....ccveeeeeeiieeeie e 13-1 selecting for NAT rules ..........ooooeevvrevenneen. 8-9
EOA .o 16-2
EOA Interface - Add......c.cccoeeviiiinnne 16-4 0
IP Address Table.......cccoooireriiiniieieeee 5-1
IP Filter Configuration..........ccccceceeeeeenee. 15-2 Quick Start Guide ......ccceeeeeeeieeieceeeceee 3-1
IP Filter Rule - Add .....coocvevveiieiieen, 15-4
IP Filter Rule - Modify ......c.coccceenveinnenenn 15-9 R
IP Filter Rule - Statistics..........ccecvrvennenne 15-14
IP Global StatiStics..........rrvvvvevrrsrrrrrneeeen 5-3 RDR (NAT flavor)........cooooovvviinnvvmmiiviiinns 8-10
IP Route Table oo 6-3 Read Me First .....ccooooeiiiiiiiiiceieeeeeeeeee, XV
IPOA oo 18-1 Rear Panel.........cccoooiiiiiiii 2-2
IPoA Interface....ooo 18-4 RebOOLING ...oveiiiiieieiieeiee e 3-13
NAT Configuration.............coevvvereeervernennnss 8-3 Recover from Firmware Upload Failure......... 20-3
NAT Rule Add - bimap.........oovvveveerernnnes 8-16 Related Documentation ............cccoceevveeveeerennnne. XV
NAT Rule Add - filter....ooooo 814 Reset button .........ccevvevereneninieieeenecee 3-14
NAT Rule Add - Pass......cveereeerreereeenenenn. 8-17 Reset Button ........cceevceeeviienieeniieieeiceeeee, 2-5
RIP
Index AA



Prestige 623 Series Dual-link ADSL Router

configuring on device ..........cceevvevvrereeeennnnns 9-2 Internet ACCeSS ....ccvevvverveeveereriieieeie e 20-3
OVEIVIEW .vveeuveeereeeieieieseeesieenseeseessesssensnenseens 9-1 Start-Up of Your Prestige.......c.ccevvevennnne 20-1
VIEWINg StatisStiCS....cuevvvervrereerierierierieeaeennn 9-4 Web Configurator..........ccceeeveeieeneneeneeenne. 20-2
Routing Information Protocol................... See RIP
U
S USB
SETVICE .envienteeiieiiie et iv configuring IPon PC.........cocooiiviiininne 2-8
SPILEETS 1.ttt 2-5 Username
Statically assigned IP addresses....................... 7-1 default.......ccooevieiieieieecee e 3-2
Submitting vs committing.............cceeeveevennene 3-12
Subnet Masks ........ccoeeereniiineneeeee N w
Supporting DisK .........cccoceveierienieieieeieeieins XV
Syntax CONVENtions ............ccoveveevrrervreersrnnnnes XV WAN interface
System requirements configuring multiple ...........cccooveriiincnennnne. 5-2
for Configuration Manager ............c...ccov.... 3-1 Web br.owser
SyStem reqUIreMents: .............o...vveevvererreenenn. 1-2 TEQUITEIMENTS ...eovveiiiiieieeieeee et 1-2
VErsSioNn reqUIrCMENtS. ......ccveeveeverrerreerseenenns 3-1
T Web browsers
compatible Versions ..........cceeveeeerevervenerennnne 3-1
Task bar .....cccooevirinieicienc 3-2
Telephone Microfilters.........ccoceeereeieienennnn 2-6 VA
Testing installation............cccoeeevieieeneneennen. 2-11
Time and date ZyXEL Limited Warranty
changing in the SYStem.............ooocovveerevenn, 3.9 INOE et e v
TIPS ceveveeeeeeeee e See Alarms
Troubleshooting ..........cccooeeveenieniiiiniinienene 20-1
BB Index



	Copyright
	Federal Communications Commission (FCC) Interference Statement
	ZyXEL Limited Warranty
	Customer Support
	List of FiguresFigure 1-1 Internet Access Application1-2Figure 2-1 Prestige Front Panel2-1Figure 2-2 Prestige Rear Panel2-2Figure 2-3 Prestige Rear Panel Connection2-4Figure 2-4 Connecting a POTS Splitter2-6Figure 2-5 Connecting a Microfilter2-7Figure 2-
	List of TablesTable 2-1 Front Panel LED Description2-1Table 2-2 Rear Panel Description2-3Table 2-3 Prestige Default Settings2-10Table 3-1 Web Configurator- Button Description3-3Table 3-2 System Information3-5Table 3-3 Quick Configuration3-7Table 3-4 Syst
	Preface
	What is DSL?
	Introduction
	Prestige 623 Dual-link ADSL Router
	Features of the Prestige
	Internet Access Application for The Prestige
	Additional Requirements

	Part1.pdf
	Hardware Installation and Initial Setup
	Front Panel
	Rear Panel and Connections of the Prestige
	DSL Port
	10/100M Ethernet Ports
	Power Port
	USB Port
	Reset Button

	Prestige with POTS
	Connecting a POTS Splitter
	Telephone Microfilters

	Prestige With ISDN
	Setting Up Your USB Computer’s IP Address
	Configuring the Prestige
	Testing Your Installation

	Getting Started with the Web Configurator
	Introduction
	Accessing the Web Configurator
	Navigating the Web Configurator
	Navigation Tab
	Commonly used buttons

	Viewing Basic System Information
	Quick Configuration
	Port Settings
	System Date and Time
	Managing Prestige User Accounts
	Creating User Accounts
	Changing User Account Password

	Committing Your Changes and Rebooting the Prestige
	Committing Your Changes
	Rebooting the Prestige Using the Web Configurator


	Setting the LAN IP Address
	What is the LAN IP Address?
	IGMP
	Changing the LAN IP Address

	Viewing System IP Information and Performance Statistics
	Introduction
	Viewing Your Prestige’s IP Addresses
	Viewing IP Global Statistics


	Part2.pdf
	Configuring IP Routes
	Overview of IP Routes
	Comparing IP Routing to Telephone Switching
	Hops and Gateways
	Using IP Routes to Define Default Gateways
	Do I Need to Define IP Routes?

	Viewing the IP Routing Table
	Adding IP Routes

	Configuring Dynamic Host Configuration Protocol
	Overview of DHCP
	What Is DHCP?
	Why Use DHCP?
	Prestige DHCP modes

	Configuring DHCP Server
	Creating IP Address Pools
	Enabling DHCP Server Mode
	Viewing, Modifying, and Deleting Address Pools
	Viewing Current DHCP Address Assignments

	Configuring DHCP Relay
	Defining the DHCP Relay Interface(s)
	Enabling DHCP relay mode


	Configuring Network Address Translation
	Overview of NAT
	Your Default NAT Setup
	Viewing Your NAT Configuration
	Viewing NAT Rules and Rule Statistics
	Viewing Current NAT Translations
	Adding NAT Rules
	The NAPT rule: Translating Between Private and Public IP Addresses
	The RDR Rule: Allowing External Access to a LAN Computer
	The Basic Rule: Performing 1:1 Translations
	The Filter Rule: Configuring a Basic Rule with Additional Criteria
	The Bimap Rule: Performing Two-way Translations
	The pass rule: Allowing specific addresses to pass through un-translated


	Configuring the Routing Information Protocol
	RIP Overview
	When Should You Configure RIP?

	Configuring the Prestige’s Interfaces with RIP
	Viewing RIP Statistics

	System Alarm and Diagnosis
	About the System Alarm
	Viewing the System Alarm Table
	Diagnostics


	Part3.pdf
	Configuring Your PPP Connection
	Overview of PPP
	Viewing Your Current PPP Configuration
	Viewing PPP Configuration Details

	Adding a PPP Interface Definition
	Modifying PPP Interfaces
	Deleting a PPP interface

	Configuring the ATM
	Introduction
	Viewing Your ATM Setup
	Adding and Changing ATM Properties

	Viewing DSL Parameters
	DSL Parameters
	DSL Performance Statistics

	Firewall
	Overview of IP Firewall
	Firewall Global Configuration
	Black List Hosts

	Blocking Protocols

	Configuring IP Filters
	Overview of IP Filters
	Viewing Your IP Filter Configuration
	Create New IP Filter Rules
	Modify IP Filter Rules
	IP filter rule examples
	Viewing IP Filter Statistics

	Configuring EOA Interfaces
	Overview of EOA
	PPP vs. EOA
	Viewing Your EOA Setup
	Adding EOA Interfaces

	Configuring Bridging
	Introduction
	Overview of Bridges
	Bridges vs. Routers
	Using the Prestige’s Bridging Feature
	Defining Bridge Interfaces

	Configuring IPoA Interfaces
	Introduction
	Viewing Your IPoA Interface Setup
	Adding IPoA Interfaces
	Creating IPoA Mapping
	IPoA Mapping Table

	Configuring DNS Relay
	Overview
	Viewing Your DNS Relay Setup

	Firmware Upgrade
	Filename Convention
	Firmware UpgradeUsing the Web Configurator
	Image Upgrade Using FTP
	Recover from Firmware Upload Failure
	TFTP Command Example

	GUI-based TFTP Clients


	Part4.pdf
	Troubleshooting
	Problems Starting Up the Prestige
	Problems with Web Configurator
	Problems with Internet Access

	Appendix A Diagnosing Problem Using IP Utilities
	Appendix B Enable Java Support in Internet Explorer
	Appendix C Setting Up Your Computer’s IP Address
	Appendix D IP Addresses, Network Masks, and Subnets
	Appendix E Binary Numbers
	Appendix F PPPoE
	Appendix G Virtual Circuit Topology
	Appendix H Power Adapter Specifications
	Index




