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Intr oduction

Welcometo the RedHat EnterpriseLinux RefeenceGuide

The RedHat EnterpriseLinux RefeenceGuide containsusefulinformationaboutthe Red Hat En-
terpriseLinux system.From fundamentakonceptssuchasthe structureof the le system,to the
ner pointsof systemsecurityandauthenticatiortontrol,we hopeyou nd this bookto beavaluable
resource.

This guideis for youif you wantto learnabit moreabouthow the RedHat EnterpriseLinux system
works. Topicsthatyou canexplore within this manualincludethefollowing:

- Thebootprocess

- The le systemstructure
« TheX Window System
+ Network services

« Securitytools

1. Changes To This Manual

This manualhasbeenreoiganizedor clarity andupdatedor thelatestfeaturesof RedHat Enterprise
Linux 4. Someof thechangesnclude:

A New SambaChapter
The new Sambachapterexplains various Sambadaemonsand con guration options. Special
thanksto John Terpstra for his hardwork in helpingto completethis chapter
A New SELinuxChapter
The nev SELinuxchapterexplains various SELinux les and con guration options. Special
thanksto Karsten Wade for his hardwork in helpingto completethis chapter
AnUpdatedproc File SystenChapter
Theproc le systemchapterincludesupdatednformationin regardsto the 2.6 kernel.Special
thanksto Arjan van de Ven for his hardwork in helpingto completethis chapter
AnUpdatedNetworkFile System{NFS)Chapter
TheNetworkFile Systen{NFS)chaptethasbeenrevisedandreoganizedo includeNFSv4.

AnUpdatedTheX Window SystenChapter

TheX Window Systenthapterhasbeenrevisedto includeinformationon the X11R6.8release
developedby the X.Org team.

Beforereadingthis guide,you shouldbe familiar with the contentsof the RedHat EnterpriseLinux
InstallationGuideconcerningnstallationissuesthe RedHat EnterpriseLinux Introductionto System
Administationfor basicadministratiorconceptsthe RedHat EnterpriseLinux SystenAdministation
Guidefor generalcustomizatiorinstructions,andthe RedHat EnterpriseLinux SecurityGuide for
securityrelatedinstructions This guidecontainsnformationabouttopicsfor advancedusers.

HTML, PDF, andRPM versionsof themanualsareavailableon the RedHat EnterpriseLinux Docu-
mentationCD andonlineat http://wwwredhat.com/docs/.
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' ; Note

Although this manual re ects the most current information possible, read the Red Hat Enterprise
Linux Release Notes for information that may not have been available prior to our documenta-
tion being nalized. They can be found on the Red Hat Enterprise Linux CD #1 and online at
http://www.redhat.com/docs/.

2. Architecture-specic  Information

Unlessotherwisenoted,all information containedin this manualapply only to the x86 processor
andprocessorgeaturingthe Intel® ExtendedMlemory 64 Technology(Intel® EM64T) andAMD64
technologiesFor architecture-speci énformation,referto the RedHat EnterpriseLinux Installation
Guidefor yourrespectie architecture.

3. Finding Appr opriate Documentation

You needdocumentatiorthatis appropriateto your level of Linux expertise.Otherwise,you might
feel overwhelmedor maynot nd the necessarynformationto answerary questionsThe RedHat
EnterpriseLinux RefeenceGuide dealswith the more technicalaspectsand optionsof a Red Hat
EnterpriseLinux system.This sectionhelpsyou decidewhetherto look in this manualfor theinfor-
mationyou needor to considemtherRedHat EnterpriseLinux manualsjncludingonline sourcesin
your search.

Threedifferentcateyoriesof peopleuseRedHat Enterprise_inux, andeachof thesecatgyoriesrequire
differentsetsof documentatioandinformative sourcesTo helpyou gure outwhereyoushouldstart,
determineyour own experiencdevel:

New to Linux

This type of user has never used ary Linux (or Linux-like) operating system before
or has had only limited exposure to Linux. They may or may not have experience
using other operating systems (such as Windows). Is this you? If so, skip aheadto
Section3.1 Documentatiorior First-TimeLinux Users.

SomeLinux Experience

This type of userhasinstalledandsuccessfullyusedLinux (but not RedHat EnterpriseLinux)
beforeor may have equivalent experiencewith other Linux-like operatingsystemsDoesthis
describeyou?If so,turnto Section3.2 For the More Experienced

ExperiencedJser

This type of userhasinstalledand successfulljusedRed Hat EnterpriseLinux before.If this
describegou, turnto Section3.3 Documentatioror Linux Gurus

3.1. Documentation For First-Time Linux Users

For someonenew to Linux, the amountof information available on ary particularsubject,suchas
printing, startingup the systemor partitioninga harddrive, canbe overwhelming It helpsto initially
stepbackandgain a decentbaseof information centeredaroundhow Linux works beforetackling
thesekindsof adwancedissues.
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Your rst goalshouldbeto obtainsomeusefuldocumentationThis cannotbe stresse@nough With-
out documentationyou only becomefrustratedat your inability to geta RedHat EnterpriseLinux
systemworking theway you want.

You shouldacquirethe following typesof Linux documentation:

« Abrief historyof Linux— Mary aspect®f Linux aretheway they arebecausef historicalprece-
dent.TheLinux cultureis alsobasedn pastevents,needspr requirementsA basicunderstanding
of the history of Linux helpsyou gure out how to solve mary potential problemsbeforeyou
actuallyseethem.

+ An explanationof how Linux works— While delving into the mostarcaneaspectof the Linux
kernelis not necessaryit is a goodideato knov somethingabouthow Linux is puttogetherThis
is particularlyimportantif you have beenworking with otheroperatingsystemsas someof the
assumptionyou currentlyhold abouthon computerswvork may not transferfrom that operating
systemto Linux.

+ Anintroductorycommandverviev (with examples)— Thisis probablythe mostimportantthing
to look for in Linux documentationThe underlyingdesignphilosophyfor Linux is thatit is better
to usemary small commandsonnectedogetherin differentwaysthanit is to have a few large
(andcomple) commandghat do the whole job themseles. Without examplesthatillustratethis
approachto doing things,you may nd yourselfintimidatedby the sheemumberof commands
availableon a RedHat EnterpriseLinux system.

Keepin mind thatyou do not have to memorizeall of the available Linux commandsDifferent
techniquesxist to helpyou nd the speci c commandyou needto accomplisha task. You only
needto know thegeneralway in which Linux functions,whatyou needto accomplishandhow to
accesshetool thatgivesyouthe exactinstructionsyou needto executethe command.

The RedHat EnterpriseLinux Installation Guide andthe RedHat EnterpriseLinux StepBy Step
Guideareexcellentreferencedor helpingyou geta RedHat EnterpriseLinux systemsuccessfully
installedandinitially con gured.TheRedHat EnterpriseLinuxIntroductionto SystenAdministation

is a greatplaceto startfor thoselearningthe basicsof systemadministration Startwith thesebooks

andusethemto build the baseof your knonvledgeof RedHat EnterpriseLinux. Beforelong, more

complicatedconceptsegin to make sensebecauseg/ou alreadygraspthe generalideas.

Beyond readingthe Red Hat EnterpriseLinux manuals,several other excellent documentatiorre-
sourcesareavailablefor little or nocost:

3.1.1. Introduction to Linux Websites

« http://wwwredhat.com/— On the Red Hat website,you nd links to the Linux Documentation
Project(LDP), onlineversionsof the RedHat EnterpriseLinux manualsFAQs (FrequentlyAsked
Questions)adatabas®hichcanhelpyou nd aLinux UsersGroupnearyou,technicainformation
in theRedHat SupportKnowledgeBase andmore.

« http://wwwlinuxheadquaetrs.com/— The Linux Headquartersvebsitefeatureseasyto follow,
step-by-steguidesfor avariety of Linux tasks.

3.1.2. Introduction to Linux Newsgroups

Youcanparticipatdn nevsgroupsy watchingthediscussionsf othersattemptingo solve problems,
or by actiely askingor answeringguestionsExperienced.inux usersare knowvn to be extremely
helpful whentrying to assistnew userswith variousLinux issues— especiallyif you are posing
questionsdn theright venue.If you do not have accesgo a news readerapplication,you canaccess
thisinformationvia the Webat http://groups.google.combozensof Linux-relatednenvsgroupsexist,
includingthefollowing:
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- linux.help— A greatplaceto gethelpfrom fellow Linux users.
« linux.redhat— This nevsgroupprimarily coversRedHat EnterpriseLinux-speci ¢ issues.

« linux.redhat.instal— Poseinstallationquestiongo this nevsgroupor searcht to seehow others
solvedsimilar problems.

- linux.redhat.mise— Questionr requestdor helpthatdo notreally t into traditionalcatgyories
gohere.

« linux.redhat.rpm— A goodplaceto goif you arehaving troubleusingRPM to accomplishpartic-
ular objectves.

3.2. For the More Experienced

If you have usedotherLinux distributions,you probablyalreadyhave a basicgraspof the mostfre-
guentlyusedcommandsYou may have installedyour own Linux systemandmaybeyou have even
downloadedandbuilt softwareyou foundonthe Internet.After installing Linux, however, con gura-
tion issuescanbevery confusing.

The RedHat EnterpriseLinux SystemAdministation Guideis designedo help explain the various
ways a Red Hat EnterpriseLinux systemcan be con gured to meetspeci ¢ objecties. Use this
manualto learnaboutspeci c con gurationoptionsandhow to puttheminto effect.

When you are installing software that is not covered in the Red Hat Enterprise Linux System
Administation Guide it is often helpful to see what other people in similar circumstances
hare done. HOWTO documents from the Linux Documentation Project, available at

http://wwwredhat.com/mirrors/LDP/H@TO/HOWTO-INDEX/howtos.html, document particular

aspectof Linux, from low-level kernel esotericchangedo usingLinux for amateuradio station

work.

If you areconcernedvith the ner pointsandspeci cs of the RedHat EnterpriseLinux systemthe
RedHat EnterpriseLinux RefeenceGuideis a greatresource.

If you areconcernedaboutsecurityissuesthe RedHat EnterpriseLinux SecurityGuideis a great
resource— explainingin concisetermsbeststrat@iesandpracticedor securingRedHat Enterprise
Linux.

3.3. Documentation for Linux Gurus

If you areconcernedvith the ner pointsandspeci cs of the RedHat EnterpriseLinux systemthe
RedHat EnterpriseLinux RefeenceGuideis a greatresource.

If youarealong-timeRedHat EnterpriseLinux user you probablyalreadyknow thatoneof the best
waysto understana particularprogramis to readits sourcecodeand/orcon guration les. A major
adwantageof RedHat EnterpriseLinux is the availability of the sourcecodefor aryoneto read.

Obviously, noteveryoneis a programmersothe sourcecodemay not be helpful for you. However, if
you have theknowledgeandskills necessaryo readit, the sourcecodeholdsall of theanswers.

4. Document Conventions

Whenyou readthis manual,certainwords are representedn differentfonts, typefaces,sizes,and
weights.This highlightingis systematicgifferentwordsarerepresenteth the samestyleto indicate
their inclusionin a speci c catgory. The typesof wordsthat are representedhis way include the
following:
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command

Linux commandgandotheroperatingsystemcommandswhenused)arerepresentethis way.
This style shouldindicateto you that you can type the word or phraseon the commandline
andpress[Enter] to invoke a command.Sometimes commandcontainswords thatwould be
displayedn adifferentstyleontheirown (suchas le names)In thesecasesthey areconsidered
to bepartof thecommandsotheentirephrases displayedasa commandFor example:

Usethecat testfile commando view thecontentf a le, namedestfile ,inthecurrent
working directory

file name

File namesdirectorynamespathsandRPM packageamesarerepresentethis way. Thisstyle
shouldindicatethataparticular le or directoryexistsby thatnameon your systemExamples:

The.bashrc le in yourhomedirectorycontainsbashshellde nitions andaliasedor yourown
use.

The/etc/fstab le containsnformationaboutdifferentsystemdevicesand le systems.
Installthewebalizer RPMif youwantto useaWebsenerlog le analysisprogram.

application

This styleindicatesthatthe programis anend-usemrpplication(asopposedo systemsoftware).
For example:

UseMozilla to browsethe Weh

[key]
A key onthekeyboardis shavn in this style. For example:

To use[Tab]completion typein acharacteandthenpressthe [Tab] key. Yourterminaldisplays
thelist of les in thedirectorythatstartwith thatletter

[key]-[combination]
A combinationof keystrolesis representeéh this way. For example:

The[Ctrl]-[Alt]- [Backspacekey combinationexits your graphicalsessiorandreturnyouto the
graphicallogin screeror theconsole.

text found on a GUI interface

A title, word, or phrasefound on a GUI interfacescreernor window is shawvn in this style. Text
shavn in this style is beingusedto identify a particularGUI screenor an elementon a GUI
screern(suchastext associateavith acheckboxor eld). Example:

SelectheRequire Password checkboxf youwouldlike yourscreenszerto requireapassverd
beforestopping.

top level of amenuon a GUI screenor window

A word in this styleindicatesthatthe word is the top level of a pulldovn menu.If you click on
theword onthe GUI screentherestof the menushouldappearFor example:

Under File on a GNOME terminal, the New Tab option allows you to open multiple shell
promptsin the samewindow.

If you needto type in a sequenceof commandsfrom a GUI menu,they are shavn like the
following example:

Goto Main Menu Button (onthe Panel)=> Programming => Emacsto startthe Emacstext
editor
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button on a GUI screenor window
Thisstyleindicateghatthetext canbefoundonaclickablebuttononaGUI screenFor example:
Click onthe Back buttonto returnto thewebpageyou lastviewed.

computer output

Text in this styleindicategtext displayedto a shellpromptsuchaserror messageandresponses
to commandsFor example:

Thels commandisplaysthe contentsf a directory For example:
Desktop about.html logs paulwesterberg.png
Mail backupfiles mail reports

The outputreturnedin responséo the command(in this case the contentsof the directory)is
shavniin this style.
prompt

A prompt,whichis acomputers way of signifying thatit is readyfor you to input somethingijs
shawn in this style.Examples:

$

#

[stephen@maturin stephen]$
leopard  login:

user input

Text thatthe userhasto type, eitheronthe commandine, or into atext box ona GUI screenjs
displayedn this style.In thefollowing example,text is displayedn this style:

To bootyour systeminto the text basednstallationprogram,you musttypein thetext com-
mandattheboot: prompt.
replaceable

Text usedfor exampleswhichis meanto bereplacedvith dataprovidedby theuser is displayed
in this style.In thefollowing example,< version-number > is displayedn this style:

The directory for the kernel source is /usr/src/ < version-number >/, where
<version-number > is theversionof thekernelinstalledon this system.

Additionally, we useseveraldifferentstratgiesto drav yourattentionto certainpiecesof information.
In orderof how critical the informationis to your system,theseitems are marked as a note, tip,
important,caution,or warning.For example:

' ; Note

Remember that Linux is case sensitive. In other words, a rose is not a ROSE is not a rOsE.

@

The directory /usr/share/doc/ contains additional documentation for packages installed on your
system.
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Impor tant

If you modify the DHCP con gur ation le, the changes do not take effect until you restart the DHCP
daemon.

@Caution

Do not perform routine tasks as root — use a regular user account unless you need to use the root
account for system administration tasks.

&Warning

Be careful to remove only the necessary Red Hat Enterprise Linux partitions. Removing other parti-
tions could result in data loss or a corrupted system environment.

5. Activ ate Your Subscription

Beforeyou canaccessserviceand software maintenancénformation, and the supportdocumenta-
tion includedin your subscriptionyou mustactiate your subscriptiorby registeringwith RedHat.
Reagistrationincludesthesesimplesteps:

+ Provide aRedHatlogin
+ Provide asubscriptiomumber
« Connectyour system

The rst time you bootyour installationof RedHat EnterpriseLinux, you are promptedto register
with Red Hat usingthe Setup Agent. If you follow the promptsduring the Setup Agent, you can
completetheregistrationstepsandactivate your subscription.

If you cannot completeregistrationduring the Setup Agent (which requiresnetwork access)you
canalternatvely completethe RedHatregistrationproces®onlineat http://wwwredhat.com/igiste/.

5.1. Provide a Red Hat Login

If you do not have an existing RedHat login, you cancreateonewhen promptedduring the Setup
Agent or onlineat:

https://www.redhat.com/apps/activate/newlogin.ht ml
A RedHatlogin enablesyour accesgo:
- Softwareupdateserrataandmaintenanceia RedHat Network

- RedHattechnicalsupportresourcesdocumentationandKnowledgebase
If you have forgottenyour RedHatlogin, you cansearchor your RedHatlogin onlineat:

https://rhn.redhat.com/help/forgot_password.pxt
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5.2. Provide Your Subscription Number

Your subscriptiomumberis locatedin the packagehatcamewith your order If your packagedid not
includea subscriptiomumbey your subscriptionvasactivatedfor you andyou canskip this step.

You can provide your subscriptionnumberwhen promptedduring the Setup Agent or by visiting
http://wwwredhat.com/mgister/

5.3. Connect Your System

TheRedHat Network RegistrationClient helpsyou connectyour systemsothatyou canbegin to get
updatesaandperformsystemsnanagementTherearethreewaysto connect:

1. Duringthe SetupAgent— Checkthe Sendhardware information andSendsystempackage
list optionswhenprompted.

2. After the Setup Agent hasbeencompleted— Fromthe Main Menu, goto SystemTools then
selectRed Hat Network.

3. After the SetupAgent hasbeencompleted— Enterthefollowing commandrom thecommand
line astheroot user:

« Jusr/bin/up2date --register

6. Using the Mouse

RedHat EnterpriseLinux is designedo usea three-lutton mouse f you have a two-button mouse,
youshouldhave selectedhree-littonemulationduringtheinstallationprocesslf youareusingthree-
buttonemulation pressingboth mousebuttonsat the sametime equatedo pressinghe missingthird
(middle) button.

In thisdocumentif youareinstructedo click with themouseon somethingthatmeanslick theleft
mousebutton.If you needto usethe middle or right mousebutton, thatwill beexplicitly stated(This
will bereversedf youhave con guredyour mouseto be usedby aleft handedberson.)

The phras€e'drag anddrop" may be familiar to you. If you areinstructedto draganddrop anitem
onyour GUI desktopclick on somethingandhold the mousebuttondown. While continuingto hold
down themousebutton,dragtheitem by moving themouseto anew location.Whenyou have reached
thedesiredocation,releasehe mousebuttonto droptheitem.

7. Copying and Pasting Text With X

Copying andpastingtext is easyusingyour mouseandthe X Window SystemTo copy text, click and
dragyour mouseover the text to highlightit. To pastethe text somavhere,click the middle mouse
buttonin the spotwherethetext shouldbeplaced.

8. More to Come

The RedHat EnterpriseLinux RefeenceGuideis partof RedHat's commitmentto provide useful
andtimely supportto RedHat EnterpriseLinux users Futureeditionsfeatureexpandednformation
onchangeso systenstructureandorganizationnen andpowerful securitytools,andotherresources
to helpyou extendthe power of the RedHat Enterpriselinux system— andyour ability to useit.
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Thatis whereyou canhelp.

8.1. We Need Feedback!

If you nd anerrorin the RedHat EnterpriseLinux RefeenceGuide or if you have thoughtof a
way to make this manualbetter we would love to hearfrom you! Pleasesubmitareportin Bugzilla
(http://tugzilla.redhacom/bugdial) againsthe componenthel-rg.

Be sureto mentionthemanuals identi er:
rhel-rg(EN)-4-Print- RHI (2004-09-30T17:13)

If you mentionthemanuals identi er, we know exactly which versionof the guideyou have.

If you have a suggestiorfor improving thedocumentationtry to beasspeci c aspossiblewhende-
scribingit. If you have foundanerror, pleasencludethe sectionnumberandsomeof the surrounding
text sowe can nd it easily
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I. System Reference

To managehesystemeffectively, it is crucialto know aboutits componentsndhow they t together
This part outlinesmary importantaspectf the system.lt covers the boot processthe basic le
systemlayout, the location of crucial system les and le systemsand the basicconceptshehind
usersandgroups.Additionally, the X Window Systemis explainedin detail.
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Chapter 1.
Boot Process, Init, and Shutdo wn

An importantandpowerful aspecbf RedHat EnterpriseLinux is theopen,usercon gurablemethod
it usesfor startingthe operatingsystem.Usersarefree to con gure mary aspectf the boot pro-
cessjncludingspecifyingthe programdaunchedat boot-time.Similarly, systenshutdevn gracefully
terminateprocesses anorganizedandcon gurableway, althoughcustomizatiorof this processs
rarelyrequired.

Understandindiow the boot and shutdevn processesvork not only allows customizationput also
malesit easierto troubleshooproblemsrelatedto startingor shuttingdown the system.

1.1. The Boot Process

Below arethebasicstage®f thebootprocesdor anx86 system:

1. ThesystemBIOS checksthe systemandlauncheghe rst stagebootloaderonthe MBR of the
primaryharddisk.

2.The rst stagebootloaderloadsitself into memoryandlauncheghe secondstagebootloader
fromthe/boot/  partition.

3. The secondstagebootloaderloadsthe kernelinto memory which in turn loadsary necessary
modulesandmountstheroot partitionread-only

4. Thekerneltransferscontrol of the bootprocesgo the/sbin/init program.

5. The /sbin/init programloadsall servicesand userspacetools, and mountsall partitions
listedin /etc/fstab

6. Theuseris presentedvith alogin screerfor thefreshlybootedLinux system.

Becauseon guration of the boot processs more commonthanthe customizatiorof the shutdavn
processthe remaindeof this chapterdiscusse@ detailhow the bootprocessvorksandhow it can
becustomizedo suitespeci c needs.

1.2. A Detailed Look at the Boot Process

The beginning of the boot processvariesdependingon the hardware platform beingused.However,
oncethekernelis foundandloadedby the bootloader the default bootprocesss identicalacrossall
architecturesThis chapteffocusegprimarily onthe x86 architecture.

1.2.1. The BIOS

Whenan x86 computeris booted,the processotooks at the end of systemmemoryfor the Basic
Input/OutputSystenor BIOS programandrunsit. The BIOS controlsnot only the rst stepof the
boot processput alsoprovidesthe lowestlevel interfaceto peripheraldevices. For this reasonit is
written into read-only permanentemoryandis alwaysavailablefor use.

Otherplatformsusedifferentprogramso performlow-level tasksroughly equivalentto thoseof the
BIOS onanx86 systemFor instanceltanium-basedomputersisethe Extensiblé=irmware Interface
(EFI) Shell

Onceloaded,the BIOS teststhe system looks for and checksperipheralsandthenlocatesa valid
device with which to boot the system.Usually it checksary diskette drives and CD-ROM drives
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presentfor bootablemedia,then, failing that, looks to the systems hard drives. In mostcasesthe
orderof thedrivessearchedvhile bootingis controlledwith a settingin the BIOS, andit lookson the
masterDE device on the primary IDE bus. The BIOS thenloadsinto memorywhatever programis
residingin the rst sectorof thisdevice, calledtheMasterBootRecod or MBR TheMBR is only 512
bytesin sizeand containsmachinecodeinstructionsfor bootingthe machine calleda boot loader
alongwith the partitiontable.Oncethe BIOS nds andloadsthe bootloaderprograminto memory
it yieldscontrolof thebootprocesdo it.

1.2.2. The Boot Loader

This section looks at the default boot loader for the x86 platform, GRUB.
Depending on the system$ architecture, the boot process may differ slightly. Refer to
Sectionl.2.2.1BootLoades for OtherArchitectues for a brief overviev of non-x86boot loaders.
For moreinformationaboutcon guring andusingGRUB, seeChapter2 TheGRUB BootLoader.

A bootloaderfor thex86 platformis brokeninto atleasttwo stagesThe rst stageis asmallmachine
codebinaryonthe MBR. Its solejob is to locatethe secondstagebootloaderandloadthe rst part
of it into memory

GRUB hastheadwantageof beingableto readext2 andext3 * partitionsandloadits con guration le
— /boot/grub/grub.conf — atboottime. Referto Section2.7 GRUB MenuCon guration File
for informationon how to editthis le.

@

If upgrading the kernel using the Red Hat Update Agent, the boot loader con gur ation le is up-
dated automatically. More information on Red Hat Network can be found online at the following URL:
https://rhn.redhat.com/.

Oncethe secondstagebootloaderis in memory it presentshe userwith a graphicalscreershaving
the differentoperatingsystemsor kernelsit hasbeencon gured to boot. On this screena usercan
usethearrow keys to choosewhich operatingsystemor kernelthey wishto bootandpress[Enter]. If
no key is pressedthe bootloaderloadsthe default selectionafter a con gurable period of time has
passed.

; Note

If Symmetric Multi-Processor (SMP) kernel support is installed, more than one option is presented
the rst time the system is booted. In this situation GRUB displays Red Hat Enterprise Linux
( < kernel-version >-smp, which is the SMP kernel, and Red Hat Enterprise Linux
(< kernel-version >, which is for single processors.

If any problems occur using the SMP kernel, try selecting the a non-SMP kernel upon rebooting.

Oncethe secondstagebootloaderhasdeterminedvhich kernelto boot, it locatesthe corresponding
kernelbinary in the /boot/  directory The kernel binary is namedusing the following format—
/boot/vmlinuz- < kernel-version > le (where< kernel-version > correspondso the ker-
nelversionspeci edin thebootloaders settings).

1. GRUB readsext3 le systemsasext2, disrggardingthe journal le. Referto the chaptertitied The ext3
File Systenin the RedHat EnterpriseLinux SystemAdministation Guidefor moreinformationon theext3 le
system.
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For instructionson using the boot loaderto supply commandline agumentsto the kernel, refer
to Chapter2 TheGRUB BootLoader. For informationon changingthe runlevel at the boot loader
prompt,refer Section2.8 ChangingRunlevelsat Boot Time.

Thebootloaderthenplacesoneor moreappropriatanitramfsimagesinto memory Next, the kernel
decompressahesamagesrom memoryto /boot/ , aRAM-basedvirtual le systemyiacpio . The
initramfs  is usedby the kernelto load driversandmodulesnecessaryo bootthe system.This is
particularlyimportantif SCSlharddrivesarepresenor if thesystemaisetheext3 le system.

Oncethekernelandtheinitramfs ~ image(s)areloadedinto memory the bootloaderhandscontrol
of thebootprocesgo thekernel.

For amoredetailedoverviev of the GRUB bootloader referto Chapter2 TheGRUB BootLoader.

1.2.2.1. Boot Loader s for Other Architectures

Oncethe kernelloadsand handsoff the boot procesgo theinit commandthe samesequencef
eventsoccurson every architectureSothe main differencebetweereacharchitectures bootprocess
is in theapplicationusedto nd andloadthekernel.

For example the ltaniumarchitecturaisesthe ELILO bootloader theIBM eSerer pSeriesarchitec-
tureusesYABOOT, andtheIBM eSerer zSeriesandIBM S/390systemaisethez/IPL bootloader

Consultthe RedHat EnterpriseLinux Installation Guide speci c to theseplatformsfor information
on con guring theirbootloaders.

1.2.3. The Kernel

Whenthekernelis loaded,it immediatelyinitializesandcon guresthecomputers memoryandcon-

gures the varioushardware attachedo the system,including all processorsl/O subsystemsand
storagedevices. It thenlooks for the compressedhitramfs ~ image(s)in a predeterminedocation
in memory decompresseis directly to /sysroot/  , andloadsall necessargrivers. Next, it initial-
izesvirtual devicesrelatedto the le systemsuchasLVM or software RAID, beforecompletingthe
initramfs ~ processeandfreeingup all thememorythediskimageonceoccupied.

Thekernelthencreatesroot device, mountstheroot partitionread-only andfreesary unusednem-
ory.

At this point, the kernelis loadedinto memoryand operational However, sincethereare no user
applicationghatallow meaningfulinput to the systemnot muchcanbe donewith the system.

To setup the userervironment,the kernelexecutesthe /shin/init program.

1.2.4. The /sbin/init Program

The/sbin/init program(alsocalledinit ) coordinatesherestof thebootprocessandcon gures
theernvironmentfor theuser

Whentheinit commandstarts,it becomeshe parentor grandparenbf all of the processeshat
startup automaticallyon the system.First, it runsthe /etc/rc.d/rc.sysinit script, which sets
the ervironment path, startsswap, checksthe le systems,and executesall other stepsrequired
for systeminitialization. For example, most systemsuse a clock, so rc.sysinit reads the
letc/sysconfig/clock con guration le to initialize the hardware clock. Another exampleis
if there are special serial port processesvhich must be initialized, rc.sysinit executesthe
letc/rc.serial le.

Theinit commandthenrunsthe /etc/inittab script, which describeshow the systemshould
be setup in eachSysVinit runlevel Runlevels area state,or mode de ned by the servicedisted in
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the SysV /etc/rc.d/rc <x>.d/ directory where< x> is the numberof the runlevel. For more
informationon SysVinit runlevels, referto Sectionl.4 SysMnit Runlevels

Next, theinit commandsetsthe sourcefunctionlibrary, /etc/rc.d/init.d/functions , for the
systemwhich con gureshow to start,kill, anddeterminehePID of aprogram.

Theinit programstartsall of thebackgroungrocesseby lookingin theappropriatec directoryfor
therunlevel speci edasthedefaultin /etc/inittab .Therc directoriesarenumberedo correspond
to therunlevel they representfFor instance/etc/rc.d/rc5.d/ is thedirectoryfor runlevel 5.

Whenbootingto runlevel 5, theinit  programlooksin the /etc/rc.d/rc5.d/ directoryto deter
minewhich processeto startandstop.

Below is anexamplelisting of the/etc/rc.d/rc5.d/ directory:

KO5innd  -> ../init.d/innd

KO5saslauthd ~ -> ../init.d/sasl auth d
K10dc_server  -> ./init.d/dc_s erver
K1Opsacct -> ..finit.d/psacc t
Ki1Oradiusd -> ../init.d/radi usd
K12dc_client -> ./init.d/dc_c li ent
K12FreeWnn -> ..[init.d/Free Wm
K12mailman -> ../init.d/mail man
K12mysqgld -> ../init.d/mysq| d
K15httpd -> ../init.d/http d
K20netdump-se rv er -> ./init.d/netdu mps erver
K20rstatd ~ -> ../init.d/rstat d
K20rusersd  -> ..[init.d/ruse rsd
K20rwhod -> ../init.d/rwho d

K24irda -> ../init.d/irda

K25squid -> ../init.d/squi d

K28amd -> ../init.d/amd

K30spamassass in -> ../init.d/spama ssassi n
K34dhcrelay -> ..finit.d/dhcre lay
K34yppasswdd -> ../init.d/yppa sswdd
K35dhcpd -> ..finit.d/dhcp d

K35smb -> ../init.d/smb

K35vncserver  -> _finit.d/vncs erver
K36lisa -> ../init.d/lisa

K45arpwatch  -> ./init.d/arpwa tc h
K45named -> ../init.d/name d
K46radvd -> ..[init.d/radv d
K50netdump -> ../init.d/netd unp
K50snmpd -> ../init.d/snmp d
K50snmptrapd  -> ../init.d/snmp tr apd
K50tux -> ../init.d/tux

K50vsftpd ~ -> ../init.d/vsftp d
K54dovecot -> ../init.d/dove cot
Kélldap -> ../init.d/Idap

K65kadmin -> ../init.d/kadmi n
K65kprop -> ../init.d/kpro p
K65krb524  -> . [init.d/krb52 4
K65krb5kdec  -> ../init.d/krb5 kdc
K70aepl000 -> ../init.d/aepl 000
K70bcm5820 -> ../init.d/bcm5 820
K74ypserv  -> _[init.d/ypser \Y
K74ypxfrd  -> ./[init.d/ypxfr d
K85mdmpd -> ../init.d/mdmp d
K89netplugd -> ../init.d/netpl ugd

K99microcode_ ct | -> ../init.d/micr ocode_ct |
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SO4readahead_ earl y -> ./init.d/read ahead_earl y
S05kudzu -> ../init.d/kudz u
SO06cpuspeed -> ..[init.d/cpusp eed
SO08ip6tables -> _/init.d/ip6t able s
SO8iptables -> _/init.d/iptab les
S09isdn  -> ..finit.d/isdn

S10network -> ..[init.d/netw ork
S12syslog -> ../init.d/syslo g
S13irgbalance -> _[init.d/irghba la nce
S13portmap -> ../init.d/port map
S15mdmonitor  -> ../init.d/mdmo nitor
S15zebra -> ..[init.d/zebr a

S16bgpd -> ../init.d/bgpd

S16o0spféd -> ../init.d/ospf6 d
S16o0spfd -> ..[init.d/ospf d

Sl6ripd -> ./init.d/ripd

Sl6ripngd -> ../init.d/ripng d
S20random -> ../init.d/rando m
S24pcmcia  -> ../init.d/pcmci a
S25netfs  -> ../init.d/netf S
S26apmd -> ../init.d/apmd

S27ypbind  -> ../init.d/ypbin d
S28autofs  -> ../init.d/autof s
S40smartd  -> ../init.d/smart d
S44acpid -> ../init.d/acpi d

S54hpoj -> ../init.d/hpoj
S55cups -> ../init.d/cups
S55sshd  -> ..finit.d/sshd

S56rawdevices  -> ../init.d/rawde Vi ces
S56xinetd  -> ../init.d/xinet d

S58ntpd  -> ../init.d/ntpd

S75postgresql -> _/init.d/postg re sql
S80sendmail  -> ../init.d/sendm ai |

S85gpm -> ../init.d/gpm
S87iiim  -> /init.d/iiim
S90canna -> ../init.d/cann a
S90crond -> ../init.d/cron d
S90xfs -> .[init.d/xfs
S95atd -> ..Jinit.d/atd

S96readahead -> ../init.d/read ahead
S97messagebus -> ../init.d/messa gebus
S97rhnsd  -> ../init.d/rhns d

S99local -> ../rc.local

As illustratedin this listing, noneof the scriptsthatactuallystartandstopthe servicesarelocatedin
the/etc/rc.d/rc5.d/ directory Ratherall of the les in /etc/rc.d/rc5.d/ aresymboliclinks
pointingto scriptslocatedin the /etc/rc.d/init.d/ directory Symboliclinks areusedin eachof
therc directoriessothatthe runlevels canbe recon guredby creating,modifying, anddeletingthe
symboliclinks without affectingthe actualscriptsthey reference.

Thenameof eachsymboliclink beginswith eitheraK or ansS. ThekK links areprocessethatarekilled
onthatrunlevel, while thosebeginningwith an S arestarted.

The init command rst stops all of the K symbolic links in the directory by issuing the
letc/re.dfinit.d/ <command> stop command,where < command> is the processto be
killed. It then startsall of the S symbolic links by issuing /etc/rc.d/init.d/ < command>
start



6 Chapter 1. Boot Process/nit, and Shutdown

@,

After the system is nished booting, it is possible to log in as root and execute these same scripts
to start and stop services. For instance, the command /etc/rc.d/init.d/ht tp d stop stops the
Apache HTTP Server.

Eachof the symboliclinks are numberedo dictatestartorder The orderin which the servicesare
startedor stoppedcan be alteredby changingthis number The lower the numbey the earlierit is
started Symboliclinks with the samenumberarestartedalphabetically

' ; Note

One of the last things the init  program executes is the /etc/rc.d/rc.local le. This le is useful
for system customization. Refer to Section 1.3 Running Additional Programs at Boot Time for more
information about using the rc.local le.

After theinit commandhasprogressedhroughthe appropriaterc directoryfor the runlevel, the

Jetc/inittab script forks an /shin/mingetty processfor eachvirtual console(login prompt)

allocatedto therunlevel. Runlevels 2 through5 have all six virtual consoleswhile runlevel 1 (single

usemmode)hasone,andrunlevels0 and6 have none.The/shin/mingetty proces®penscommuni-

cationpathwaysto tty deviceg, setstheir modes printsthelogin prompt,acceptgheusers username
andpassverd, andinitiatesthelogin process.

In runlevel 5, the /etc/inittab runsa script called /etc/X11/prefdm . The prefdm scriptex-
ecutesthe preferredX display managet — gdm, kdm, or xdm, dependingon the contentsof the
letc/sysconfig/desktop le.

Once nished, the systemoperate®n runlevel 5 anddisplaysa login screen.

1.3. Running Additional Programs at Boot Time

The/etc/rc.d/rc.local scriptis executedby theinit commandatboottime or whenchanging
runlevels. Adding commanddo the bottomof this scriptis an easyway to performnecessaryasks
like startingspecialservicesor initialize deviceswithout writing comple initialization scriptsin the
letc/re.dfinit.d/ directoryandcreatingsymboliclinks.

The /etc/rc.serial scriptis usedif serial ports must be setupat boot time. This script runs
setserial commandgo con gure the systems$ serial ports. Refer to the setserial man page
for moreinformation.

1.4. SysV Init Runle vels

The SysV init runlevel systemprovides a standardprocessfor controlling which programsinit
launchesor haltswheninitializing a runlevel. SysV init was chosenbecausat is easierto useand
more e xible thanthetraditionalBSD-styleinit process.

Thecon guration les for SysVinit arelocatedin the /etc/rc.d/ directory Within this directory
aretherc ,rc.local , rc.sysinit , and,optionally therc.serial scriptsaswell asthefollowing
directories:

2. Referto Section5.3.11/proc/tty/ for moreinformationabouttty devices.
3. Referto Section7.5.2Runlerel 5 for moreinformationaboutdisplaymanagers.
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init.d/
rc0.d/
rcl.d/
rc2.d/
rc3.d/
rc4.d/
rc5.d/
rc6.d/

The init.d/ directory containsthe scriptsusedby the /shin/init commandwhen controlling
services Eachof the numbereddirectoriesrepresenthe six runlevels con gured by default under
RedHat EnterpriseLinux.

1.4.1. Runlevels

The ideabehindSysV init runlevels revolves aroundthe ideathat different systemscan be usedin
differentways. For example,a sener runs more ef ciently without the drag on systemresources
createdby the X Window System.Or theremay be times when a systemadministratormay need
to operatethe systemat a lower runlevel to performdiagnostictasks,like xing disk corruptionin
runlevel 1.

The characteristicof a given runlevel determinewhich servicesare halted and startedby init
For instancerunlevel 1 (singleusermode)haltsary network serviceswhile runlevel 3 startsthese
servicesBy assigningspeci c serviceso be haltedor startedon a givenrunlevel, init  canquickly
changehemodeof themachinewithout the usermanuallystoppingandstartingservices.

Thefollowing runlevelsarede ned by default underRedHat EnterpriseLinux:

+ 0—Halt

+ 1 — Single-usetext mode

« 2 — Notused(userde nable)

+ 3 — Full multi-usertext mode

« 4 — Notused(userde nable)

» 5 — Full multi-usergraphicalmode(with an X-basedogin screen)
+ 6 — Reboot

In generalusersoperateRedHat EnterpriseLinux atrunlevel 3 or runlevel 5 — bothfull multi-user
modesUserssometimesustomizerunlevels 2 and4 to meetspeci ¢ needssincethey arenotused.

Thedefault runlevel for the systemis listedin /etc/inittab . To nd outthedefault runlevel for a
systemJook for theline similar to thefollowing nearthetop of /etc/inittab
id:5:initdefa ul t:

The default runlevel listed in this exampleis ve, asthe numberafterthe rst colonindicates.To
changait, edit/etc/inittab asroot.

&Warning

Be very careful when editing /etc/inittab . Simple typos can cause the system to become un-
bootable. If this happens, either use a boot diskette, enter single-user mode, or enter rescue mode
to boot the computer and repair the le .
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For more information on single-user and rescue mode, refer to the chapter titled Basic System Re-
covery in the Red Hat Enterprise Linux System Administration Guide.

It is possibleto changethe default runlevel at boot time by modifying the agumentspassedby
the boot loader to the kernel. For information on changingthe runlevel at boot time, refer to
Section2.8 ChangingRunlevelsat Boot Time.

1.4.2. Runlevel Utilities

One of the bestwaysto con gure runlevels is to usean initscript utility. Thesetools are designed
to simplify the taskof maintaining les in the SysVinit directoryhierarchyandrelieves systemad-
ministratorsirom having to directly manipulatethe numeroussymboliclinks in the subdirectoriesf
[etc/rc.d/

RedHat EnterpriseLinux providesthreesuchutilities:

« Ishin/chkconfig — The /sbin/chkconfig utility is a simplecommandine tool for main-
tainingthe/etc/rc.d/init.d/ directoryhierarchy

- /shin/ntsysv— Thencurses-baseldbin/ntsysvultility providesaninteractve text-basednterface,
whichsome nd easierto usethanchkconfig

. Sewvices Conguration Tool — The graphical Sewices Conguration  Tool
(system-config-services ) programis a e xible utility for con guring runlevels.

Referto the chaptertitled Contolling Accessto Servicesn the RedHat EnterpriseLinux System
Administation Guidefor moreinformationregardingthesetools.

1.5. Shutting Down

To shutdowvn Red Hat EnterpriseLinux, the root usermay issuethe /sbin/shutdown command.
Theshutdown manpagehasacompletdist of options,but thetwo mostcommonusesare:

/sbin/shutdown -h  now
/sbin/shutdown -r now

After shuttingeverythingdown, the-h optionhaltsthe machineandthe-r optionreboots.

PAM console users can use the reboot and halt commandsto shut down the system
while in runlevels 1 through 5. For more information about PAM console users, refer to
Section16.7PAM andDevice Owneship.

If the computerdoesnot power itself down, be carefulnot to turn off the computeruntil a message
appearsndicatingthatthe systemis halted.

Failure to wait for this messageanmeanthatnot all the harddrive partitionsareunmountedyhich
canleadto le systemcorruption.
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The GRUB Boot Loader

Whena computerwith Red Hat EnterpriseLinux is turnedon, the operatingsystemis loadedinto
memoryby a specialprogramcalled a boot loader. A boot loaderusually exists on the systems
primaryharddrive (or othermediadevice) andhasthe soleresponsibilityof loadingthe Linux kernel
with its required les or (in somecasesptheroperatingsystemsnto memory

2.1. Boot Loaders and System Architecture

Eacharchitecturecapableof running Red Hat EnterpriseLinux usesa different boot loader The
following tablelists thebootloadersavailablefor eacharchitecture:

Architecture Boot Loaders
AMD® AMD64 GRUB

IBM® eSerer™ iSeries™ 0S/400®
IBM® eSerer™ pSeries™ YABOOT
IBM® S/390® z/IPL

IBM® eSerer™ zSeries® z/IPL

Intel® Itanium™ ELILO

x86 GRUB

Table 2-1.Boot Loaders by Ar chitecture

This chapterdiscussesommandsndcon guration optionsfor the GRUB bootloaderincludedwith
RedHat EnterpriseLinux for thex86 architecture.

2.2. GRUB

The GNU GRandUni ed Bootloader (GRUB) is a programwhich enableghe selectionof the in-
stalledoperatingsystemor kernelto be loadedat systemboottime. It alsoallows the userto pass
amgumentso thekernel.

2.2.1. GRUB and the x86 Boot Process

This sectiondiscusseshe speci ¢ role GRUB playswhenbootingan x86 system.For a look at the
overallbootprocessreferto Sectionl.2 A DetailedLook at the BootProcess

GRUB loadsitself into memoryin thefollowing stages:

1.The Stage 1 or primary boot loader is readinto memoryby the BIOS from the MBR". The
primarybootloaderexists on lessthan512 bytesof disk spacewithin the MBR andis capable
of loadingeitherthe Stagel.5 or Stage2 bootloader

1. For moreonthesystemBIOS andthe MBR, referto Sectionl.2.1TheBIOS
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2. TheStage 1.5bootloaderis readinto memoryby the Stage 1 bootloader if necessarySome
hardvarerequiresanintermediatestepto getto the Stage2 bootloader Thisis sometimedrue
whenthe/boot/  partitionis above the 1024cylinder headof theharddrive or whenusingLBA
mode.The Stagel.5 bootloaderis found eitheron the /boot/  partition or on a small partof
the MBR andthe/boot/  partition.

3. TheStage 2 or secondanpootloaderis readinto memory The secondanpootloaderdisplays
the GRUB menuand commandervironment. This interface allows the userto selectwhich
kernelor operatingsystemto boot, passargumentgo thekernel,or look at systemparameters.

4. The secondaryboot loader readsthe operating systemor kernel as well as the contentsof
/boot/sysroot/ into memory OnceGRUB determinesvhich operatingsystemor kernelto
start,it loadsit into memoryandtransferscontrol of the machineto thatoperatingsystem.

The methodusedto boot RedHat EnterpriseLinux is calleddirectloading becausehe bootloader
loadsthe operatingsystemdirectly. Thereis no intermediarybetweerthe bootloaderandthekernel.

Thebootprocessisedby otheroperatingsystemsnaydiffer. For example the Microsoft® Windows®
operatingsystem,as well as other operatingsystems,are loadedusing chain loading Under this
methodthe MBR pointsto the rst sectorof thepartitionholdingthe operatingsystemwhereit nds
the les necessaryo actuallybootthatoperatingsystem.

GRUB supportdothdirectandchainloadingbootmethodsallowing it to bootalmostary operating
system.

&Warning

During installation, Microsoft's DOS and Windows installation programs completely overwrite the
MBR, destroying any existing boot loaders. If creating a dual-boot system, it is best to install the
Microsoft operating system rst.

2.2.2. Features of GRUB

GRUB containsseveral featuresthat malke it preferableto otherboot loadersavailable for the x86
architectureBelow is a partiallist of someof themoreimportantfeatures:

- GRUB providesa true command-basedyre-OServironmenton x86 madines. This featureaf-
fordstheusermaximum e xibility in loadingoperatingsystemswith speci ed optionsor gathering
informationaboutthe system For years,mary non-x86architecturesiave emplo/ed pre-OSenvi-
ronmentghatallow systembootingfrom acommandine.

« GRUB supportd_ogical Blodk AddressingLBA) mode LBA placegheaddressingorversionused
to nd les intheharddrive's rmw are,andis usedonmary IDE andall SCSlharddevices.Before
LBA, bootloaderscould encountethe 1024-glinder BIOS limitation, wherethe BIOS could not

nd a le afterthe 1024 cylinder headof the disk. LBA supportallons GRUB to boot operating
systemdrom partitionsbeyondthe 1024-glinder limit, solong asthe systemBIOS supportd BA
mode.MostmodernBIOS revisionssupportLBA mode.

« GRUB canreadext2 partitions. This functionality allows GRUB to accessts con guration le,
/boot/grub/grub.conf , every time the systemboots,eliminatingthe needfor the userto write
a new versionof the rst stageboot loaderto the MBR when con guration changesare made.
The only time a userneedsto reinstall GRUB on the MBR is if the physicallocation of the
/boot/  partition is moved on the disk. For details on installing GRUB to the MBR, refer to
Section2.3 Installing GRUB.
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2.3. Installing GRUB

If GRUB wasnotinstalledduringtheinstallationprocessit canbeinstalledafterward.Onceinstalled,
it automaticallypecomeshedefault bootloader

Before installing GRUB, male sureto usethe latest GRUB packageavailable or usethe GRUB
packagdrom theinstallationCD-ROMSs. For instructionson installing packagesteferto the chapter
titled Padkage Managemeniwith RPMin the RedHat EnterpriseLinux SystenAdministation Guide

Once the GRUB package is installed, open a root shell prompt and run the command
/sbin/grub-install <location >, where<location > isthelocationthatthe GRUB Stage
1 bootloadershouldbe installed.For example,the following commandnstalls GRUB to the MBR
of themastenDE device onthe primary|DE bus:

/sbin/grub-install /dev/hda

Thenext timethesystenmboots the GRUB graphicabootloadermenuappeardeforethekernelloads
into memory

Important

If GRUB is installed on a RAID 1 array, the system may become unbootable in the event of disk
failure. An unsupported workaround is provided online at the following URL:

http://www.dur.ac.uk/a.d.stribblehill/mirrored_grub.html

2.4. GRUB Terminology

Oneof the mostimportantthingsto understandeforeusingGRUB is how the programrefersto de-
vices,suchasharddrivesandpartitions.This informationis particularlyimportantwhencon guring
GRUB to bootmultiple operatingsystems.

2.4.1. Device Names

When referringto a speci c device with GRUB, do so using the following format (note that the
parentheseandcommaareveryimportantsyntactically):

( < type-of-device >< bios-device-number >, < partition- number > )

The < type-of-device > speci esthe type of device from which GRUB boots.The two most
commonoptionsarehd for a harddisk or fd for a 3.5 diskette. A lesseruseddevice type is also
available callednd for a network disk. Instructionson con guring GRUB to boot over the network
areavailableonline at http://wwwgnu.og/software/grubfanud .

The< bios-device-number > isthe BIOS device number The primary IDE harddrive is num-
beredo anda secondaryDE harddrive is numbered.. This syntaxis roughlyequialentto thatused
for devicesby the kernel. For example,the a in hda for the kernelis analogougo the 0 in hd0 for
GRUB, theb in hdb is analogougo the1 in hd1, andsoon.

The < partition-number > species the number of a partition on a device. Like the
< bios-device-number >, mosttypesof partitionsare numberedstartingat 0. However, BSD
partitionsarespeci ed usingletters,with a correspondindo 0, b correspondindo 1, andsoon.
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@,

The numbering system for devices under GRUB always begins with 0, not 1. Failing to make this
distinction is one of the most common mistakes made by new users.

To give an example,if a systemhasmorethanoneharddrive, GRUB refersto the rst harddrive
as(hd0) andthesecondas(hdl) . Likewise, GRUB refersto the rst partitiononthe rst drive as
(hd0,0) andthethird partitionon theseconcharddrive as(hd1,2)

In generakhefollowing rulesapplywhennamingdevicesandpartitionsunderGRUB:

« It doesnot matterif systemharddrivesarelDE or SCSI,all harddrivesbegin with thelettershd.
Thelettersfd areusedto specify3.5diskettes.

- To specify an entire device without respectto partitions,leave off the commaand the partition
number This is importantwhentelling GRUB to con gure the MBR for a particulardisk. For
example,(hd0) speci estheMBR onthe rst device and(hd3) speci esthe MBR onthefourth
device.

- If asystemhasmultiple drive devices,it is very importantto know how the drive bootorderis set
in theBIOS. Thisis a simpletaskif a systemhasonly IDE or SCSldrives,but if thereis amix of
devices, it becomegritical thatthe type of drive with the bootpartitionbe accessedst.

2.4.2. File Names and Bloc klists

Whentyping commandgo GRUB thatreferencea le, suchasamenulist, it is necessaryo specify
anabsolutele pathimmediatelyafterthedevice andpartitionnumbers.

Thefollowing illustratesthe structureof suchacommand:
(< device-type >< device-number >, < partition-number >)</path/t offle >

In this example,replace< device-type > with hd, fd , or nd. Replace< device-number >
with theinteger for the device. Replace< /path/to/file > with anabsolutepathrelatie to the
top-level of thedevice.

It is alsopossibleto specify les to GRUB thatdo not actuallyappeairin the le system,suchasa

chainloaderthatappearsn the rst few blocksof a partition. To load such les, provide a blodklist

thatspeci esblock by block wherethe le is locatedin the partition. Sincea le is oftencomprised
of several differentsetsof blocks, blocklists usea specialsyntax.Eachblock containingthe le is

speci ed by an offset numberof blocks, followed by the numberof blocks from that offset point.

Block offsetsarelisted sequentiallyin acomma-delimitedist.

Thefollowing is a sampleblocklist:
0+50,100+25,200+1
This sampleblocklist speci esa le thatstartsat the rst block on the partition and usesblocks 0

through49, 99 through124,and199.

Knowing how to write blocklistsis usefulwhenusingGRUB to loadoperatingsystemavhichrequire
chainloading. It is possibleto leave off the offset numberof blocksif startingat block 0. As an
example,the chainloading le in the rst partition of the rst harddrive would have the following
name:

(hdo,0)+1

Thefollowing shavs the chainloader ~ commandwith a similar blocklist designatioratthe GRUB
commandine aftersettingthe correctdevice andpartitionasroot:
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chainloader +1

2.4.3. The Root File System and GRUB

The useof the termroot le systemhasa differentmeaningin regardto GRUB. It is importantto
remembethatGRUB's root le systemhasnothingto dowith theLinux root le system.

The GRUB root le systemis the top level of the speci ed device. For example,the image le
(hd0,0)/grub/splash.xpm.gz is locatedwithin the /grub/  directoryat the top-level (or root)
of the(hd0,0) partition(whichis actuallythe/boot/  partitionfor the system).

Next, thekernel commandis executedwith the locationof the kernel le asan option. Oncethe
Linux kernelboots,it setsup theroot le systemthat Linux usersare familiar with. The original
GRUB root le systemandits mountsareforgotten;they only existedto bootthekernel le.

Referto theroot andkernel commandsn Section2.6 GRJB Command$or moreinformation.

2.5. GRUB Interfaces

GRUB featureghreeinterfaceswhich provide differentlevelsof functionality Eachof thesanterfaces
allows usersto bootthe Linux kernelor anothemperatingsystem.

Theinterfacesareasfollows:

' ; Note

The following GRUB interfaces can only be accessed by pressing any key within the three seconds
of the GRUB menu bypass screen.

Menulnterface

This is the default interface shavn when GRUB is con gured by the installationprogram.A
menuof operatingsystemr precon guredkernelsaredisplayedasalist, orderecdby name Use
the arrov keys to selectan option otherthanthe default selectionand pressthe [Enter] key to
bootit. Alternatively, atimeoutperiodis set,afterwhich GRUB loadsthe default option.

Presghel[e] key to entertheentryeditorinterfaceor the[c] key to loadacommandine interface.

Referto Section2.7 GRUB MenuCon guration File for more informationon con guring this
interface.

MenuEntry Editor Interface

To accesghe menuentry editor, pressthe [e] key from the bootloadermenu.The GRUB com-
mandsfor thatentryaredisplayedhere,andusersmay alterthesecommandinesbeforebooting
the operatingsystemby addinga commandine ([0] insertsa new line afterthe currentline and
[O] insertsanew line beforeit), editingone([e]), or deletingone([d]).

After all changesaremade the[b] key executeshe commandsndbootsthe operatingsystem.
The[Esc] key discardsary changesindreloadsthe standardnenuinterface.The [c] key loads
thecommandine interface.



14 Chapter 2. The GRUB Boot Loader

()

For information about changing runlevels using the GRUB menu entry editor, refer to
Section 2.8 Changing Runlevels at Boot Time.

Command.ine Interface

The commandine interfaceis the mostbasicGRUB interface,but it is alsothe onethatgrants
the mostcontrol. The commandine malesit possibleto type ary relevant GRUB commands
followed by the [Enter] key to executethem. This interface featuressomeadwancedshell-like
featuresjncluding [Tab] key completion,basedon contet, and[Ctrl] key combinationsvhen
typing commandssuchas[Ctrl]-[a] to move to the beginning of aline and[Ctrl]-[e] to move to
theendof aline. In addition,thearrav, [Home], [End], and[Delete]keys work asthey doin the
bash shell.

Referto Section2.6 GRJB Commandsgor alist of commoncommands.

2.5.1. Interfaces Load Order

WhenGRUB loadsits secondstagebootloader it rst searchefor its con guration le. Oncefound,
themenuinterfacebypassscreenis displayedlf akey is pressedvithin threesecondsGRUB builds
amenulist anddisplaysthemenuinterface.If nokey is pressedthe defaultkernelentryin the GRUB
menuis used.

If the con guration le cannotbe found, or if the con guration le is unreadableGRUB loadsthe
commandine interface,allowing the userto typecommandso completethebootprocess.

If thecon guration le is notvalid, GRUB printsoutthe errorandasksfor input. This helpsthe user
seepreciselywherethe problemoccurred.Pressingary key reloadsthe menuinterface,whereit is
thenpossibleto edit the menuoptionandcorrectthe problembasedn the errorreportecby GRUB.

If thecorrectionfails, GRUB reportsanerrorandreloadsthe menuinterface.

2.6. GRUB Commands

GRUB allows a numberof usefulcommandsn its commandine interface.Someof the commands
accepbptionsaftertheirnamejheseoptionsshouldbeseparateffom thecommandandotheroptions
onthatline by spacecharacters.

Thefollowing is alist of usefulcommands:

+ boot — Bootstheoperatingsystemor chainloaderthatwaslastloaded.

+ chainloader < /pathitoffile > — Loadsthe speci ed le asa chainloader If the le is
locatedonthe rst sectorof thespeci ed partition,usetheblocklist notation,+1, insteadof the le
name.

Thefollowing is anexamplechainloader = command:
chainloader +1

. displaymem — Displaysthecurrentuseof memory basedninformationfrom theBIOS. Thisis
usefulto determinenov muchRAM a systemhasprior to bootingit.

« initrd < /path/tofinitrd > — Enablesusersto specify an initial RAM disk to usewhen
booting.An initrd  is necessarwhenthekernelneedscertainmodulesin orderto bootproperly
suchaswhentheroot partitionis formattedwith theext3 le system.

Thefollowing is anexampleinitrd ~ command:
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initrd /initrd-2.6.8-1.523.img

. install <stage-1 > < install-disk > <stage-2 > p config-file — Installs GRUB
to thesystemMBR.

- <stage-1 > — Signi es adevice, partition,and le wherethe rst bootloaderimagecanbe
found,suchas(hd0,0)/grub/stagel

- <install-disk > — Speci esthediskwherethe stagel bootloadershouldbeinstalled,such
as(hdo) .

. <stage-2 > — Passeghe stage2 boot loaderlocation to the stagel boot loader suchas
(hd0,0)/grub/stage2

- p < config-file > — Thisoptiontellstheinstall ~commando look for the menucon gu-
ration le speci edby < config-file >, suchas(hdo,0)/grub/grub.conf

&Warning

Theinstall command overwrites any information already located on the MBR.

- kernel < /path/to/kernel > <option-1 > <option-N > ...— Speci esthekernel le to
loadwhenbootingthe operatingsystem Replace< /path/to/kernel > with anabsolutepath
from the partition speci ed by the root commandReplace< option-1 > with optionsfor the
Linux kernel,suchasroot=/devihda5  to specifythe device on which the root partition for the
systemis located Multiple optionscanbe passedo thekernelin a spaceseparatedist.

Thefollowing is anexamplekernel command:
kernel  /vmlinuz-2.4.21 root=/dev/hda5

The optionin the previous examplespeci esthattheroot le systemfor Linux is locatedon the
hda5 partition.

« root (<device-type > <device-number >, <partiion >) — Con gurestherootpartition
for GRUB, suchas(hd0,0) , andmountsthepartition.

Thefollowing is anexampleroot command:
root (hd0,0)

+ rootnoverify (< device-type > < device-number >, < partition >) — Con gures the
root partitionfor GRUB, justlike theroot commandput doesnot mountthe partition.

Other commandsare also available; type help --all for a full list of commands.For
a description of all GRUB commands, refer to the documentation available online at
http://wwwgnu.og/software/grub/maud/.

2.7. GRUB Menu Con guration  File

Thecon guration le (/boot/grub/grub.conf ), which is usedto createthelist of operatingsys-
temsto bootin GRUB's menuinterface,essentiallyallows the userto selecta pre-setgroupof com-
mandgo execute.Thecommandgivenin Section2.6 GRUB Commandsanbeusedaswell assome
specialcommandshatareonly availablein thecon guration le.

2.7.1. Con guration File Structure

The GRUB menuinterfacecon guration le is /boot/grub/grub.conf . Thecommandso setthe
globalpreference$or themenuinterfaceareplacedatthetop of the le, followedby stanzagor each
operatingkernelor operatingsystemlistedin themenu.
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Thefollowing is a very basicGRUB menucon guration le designedo booteitherRedHat Enter
priseLinux or Microsoft Windows 2000:

default=0

timeout=10

splashimage=(hd0,0)/grub /spl ash .xpm .gz

hiddenmenu

title Red Hat Enterprise Linux AS (2.6.8-1.523)
root (hd0,0)
kernel  /vmlinuz-2.6.8-1.523 ro root=/dev/VolGroup00/LogV ol0 0 rhgb quiet
initrd /initrd-2.6.8-1.523.img

# section to load Windows
title Windows
rootnoverify (hd0,0)
chainloader +1

This le con guresGRUB to build a menuwith RedHat EnterpriseLinux asthe default operating
systemandsetsit to autobootafter 10 secondsTwo sectionsaregiven,onefor eachoperatingsystem
entry with commandspeci c to the systemdisk partitiontable.

; Note

Note that the default is speci ed as an integer. This refers to the rst titte  line in the GRUB con-
gur ation le . For the Windows section to be set as the default in the previous example, change the
default=0  to default=1

Con guring a GRUB menucon guration le to bootmultiple operatingsystemss beyondthe scope
of this chapterConsultSection2.9 Additional Resoucesfor a list of additionalresources.

2.7.2. Con guration File Directives
Thefollowing aredirectvescommonlyusedin the GRUB menucon guration le:

+ chainloader < /pathitoffile > — Loads the specied le as a chain loader Replace
< /path/to/file > with the absolutepathto the chainloader If the le is locatedonthe rst
sectorof the speci ed partition,usethe blocklist notation,+1.

« color <normal-color > < selected-color > — Allows speci c colorsto be usedin the
menu,wheretwo colorsarecon guredastheforegroundandbackgroundUsesimplecolor names
suchasred/black . For example:
color  red/black green/blue

- default=" <integer > — Replace<integer > with thedefaultentrytitle numberto beloaded
if themenuinterfacetimesout.

. fallback= <integer > — Replace<integer > with the entrytitle numberto try if the rst
attempffails.

- hiddenmenu — Preventsthe GRUB menuinterfacefrom beingdisplayedJoadingthe default
entrywhenthetimeout periodexpires. The usercanseethe standardSRUB menuby pressing
the[Esc] key.

« initrd < /path/tofinitrd > — Enablesusersto specify an initial RAM disk to usewhen
booting.Replace< /path/to/initrd > with theabsolutepathto theinitial RAM disk.
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- kernel < /path/to/kernel > <option-1 > <option-N > — Species the kernel le to
loadwhenbootingthe operatingsystem Replace< /path/to/kernel > with anabsolutepath
from the partition speci ed by the root directive. Multiple optionscan be passedo the kernel
whenit is loaded.

-+ password= < password > — Preventsa userwho doesnot know the passwerd from editing the
entriesfor this menuoption.

Optionally it is possible to specify an alternate menu con guration le after the
password= < password > directie. In this case GRUB restartshe secondstagebootloaderand
usesthe speci ed alternatecon guration le to build themenu.lf analternatemenucon guration
le is left out of the command,a userwho knows the passwverd is allowed to edit the current
con guration le.

For moreinformationaboutsecuringGRUB, referto the chaptettitled WorkstationSecurityin the
RedHat EnterpriseLinux SecurityGuide

« root (<device-type > <device-number >, < partiion >) — Con gurestherootpartition
for GRUB, suchas(hd0,0) , andmountsthe partition.

« rootnoverify (< device-type > < device-number >, < partition >) — Con gures the
root partitionfor GRUB, justlike theroot commandput doesnot mountthe partition.

. timeout= <integer > — Speci estheintenal, in secondsthat GRUB waits beforeloadingthe
entrydesignatedn thedefault command.

. splashimage= < path-to-image > — Speci esthe location of the splashscreenimageto be
usedwhenGRUB boots.

. title group-title — Speci esatitle to beusedwith a particulargroupof commandsisedto
loadakernelor operatingsystem.

To addhuman-readableommentso the menucon guration le, begin theline with the hashmark
charactef#).

2.8. Changing Runlevels at Boot Time
UnderRedHat EnterpriselLinux, it is possibleto changethe default runlevel atboottime.
To changeherunlevel of asinglebootsessionusethefollowing instructions:

- Whenthe GRUB menubypassscreerappearsatboottime, pressary key to enterthe GRUB menu
(within the rst threeseconds).

- Presghe[a] key to appendo thekernel command.

- Add< space > < runlevel > attheendof thebootoptionsline to bootto thedesiredrunlevel. For
example,thefollowing entrywould initiate a bootprocessnto runlevel 3:
grub append> ro root=/dev/VolGroup00/LogV ol0 0 rhgb quiet 3

2.9. Additional Resources

Thischapteiis only intendedasanintroductionto GRUB. Consultthefollowing resourceso discover
moreabouthow GRUB works.
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2.9.1. Installed Documentation

« lusr/share/doc/grub- < version-number >/ — This directory containsgood information
aboutusing and con guring GRUB, where < version-number > correspondgo the version
of the GRUB packagenstalled.

- info grub — The GRUB info pagecontainsa tutorial, a userreferencemanual,a programmer
referencenanualanda FAQ documengaboutGRUB andits usage.

2.9.2. Useful Websites

+ http://wwwgnu.og/software/grub/— Thehomepageof the GNU GRUB project.Thissitecontains
informationconcerninghe stateof GRUB developmentandan FAQ.

« http://wwwredhat.com/mirrors/LDP/H@TO/mini/Multibootwith-GRUB.html — Investigates
varioususesfor GRUB, includingbootingoperatingsystemotherthanLinux.

- http://wwwlinuxgazette am/issué4/kohli.html — An introductoryarticlediscussinghecon gu-
rationof GRUB on a systemfrom scratchjncludinganoverviev of GRUB commandine options.

2.9.3. Related Books

- RedHat EnterpriseLinux SecurityGuide RedHat, Inc. — The WorkstationSecuritychapterex-
plains,in a concisemannerhow to securehe GRUB bootloader
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File System Structure

3.1. Why Share a Common Structure?

The le systemstructureis the mostbasiclevel of organizationin anoperatingsystem Almostall of
the waysanoperatingsysteminteractswith its users applicationsandsecuritymodelaredependent
upontheway it organizesles on storagedevices.Providing acommon le systemstructureensures
usersandprogramsareableto accesandwrite les.

File systemsreak les down into two logical catgories:

- Shareables. unsharableles
« Variablevs. static les

Shaeable les arethosethatcanbe accessedbcally andby remotehosts;unshaable les areonly
availablelocally. Variable les, suchasdocumentscanbe changedat ary time; static les, suchas
binaries,do not changewithoutanactionfrom the systemadministratar

The reasonfor looking at les in this manneris to help correlatethe function of the le with the
permissionsssignedo thedirectorieswhich hold them.Theway in which the operatingsystemand
its userdnteractwith agiven le determineshedirectoryin whichit is placedwhetherthatdirectory
is mountedwith read-onlyor read/writepermissionsandthelevel of acces®achuserhasto that le.
Thetop level of this organizationis crucial. Accessto the underlyingdirectoriescanbe restrictedor
securityproblemscould manifestthemselesif, from thetop level down, it doesnotadhereo arigid
structure.

3.2. Overview of File System Hierarchy Standard (FHS)

RedHat EnterpriseLinux usesthe FilesystenHierarchy Standad (FHS) le systemstructurewhich
de nesthenames|ocations,andpermissiongor mary le typesanddirectories.

The FHS documents the authoritatve referencedo ary FHS-compliantle systembut the standard
leavesmary areasunde nedor extensible.This sectionis anoverview of the standarcanda descrip-
tion of the partsof the le systemnotcoveredby the standard.

Compliancewith the standardneanamary things,but the two mostimportantarecompatibility with
othercompliantsystemsandthe ability to mounta/usr/  partitionasread-only This secondpoint
is importantbecaus¢he directorycontainscommonexecutablesandshouldnot be changedy users.
Also, sincethe /usr/  directoryis mountedasread-only it canbe mountedfrom the CD-ROM or
from anothemachinevia aread-onlyNFSmount.

3.2.1. FHS Organization

Thedirectoriesand les notedhereareasmallsubsebf thosespeci ed by the FHS documentRefer
to thelatestFHS documenfor the mostcompleteinformation.

Thecompletestandards availableonlineat http://wwwpathname.com/fhs/.



20 Chapter 3. File SystemStructure

3.2.1.1. The /boot/  Director y

The/boot/  directorycontainsstatic les requiredto bootthesystemsuchastheLinux kernel.These
les areessentiafor the systento bootproperly

&Warning

Do not remove the /boot/  directory. Doing so renders the system unbootable.

3.2.1.2. The /dev/ Directory

The /dev/ directory contains le systementrieswhich representevices that are attachedto the
systemTheseles areessentiafor the systemto functionproperly

3.2.1.3. The /etc/ Director y

The/etc/ directoryis reseredfor con guration les thatarelocal to the machine No binariesare
to beplacedin /etc/ . Any binariesthatwereoncelocatedin /etc/  shouldbe placedinto /sbin/
or /bin/

TheX11/ andskel/ directoriesaresubdirectoriesf the/etc/  directory:
letc

[- X1y
|- skel/

The /etc/X11/  directoryis for X Window Systemcon guration les, suchasxorg.conf . The
letc/skel/ directoryis for "skeleton"user les, which areusedto populatea homedirectorywhen
auseris rst created.

3.2.1.4. The /lib/  Director y

Thel/lib/  directoryshouldcontainonly thoselibrariesneededo executethebinariesin /bin/  and
Isbin/ . Thesesharedibrary imagesareparticularlyimportantfor bootingthe systemandexecuting
commandsvithin theroot le system.

3.2.1.5. The /media/ Director y

The/media/ directorycontainssubdirectoriesisedasmountpointsfor remoseablemedia,suchas
3.5diskettes,CD-ROMs, andZip disks.

3.2.1.6. The /mnt/ Director y

The /mnt/  directory is resered for temporarilymounted le systemssuchas NFS le system
mounts.For all remoreablemedia,usethe/media/  directory
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' ; Note

This directory must not be used by installation programs.

3.2.1.7. The /opt/  Director y
Thel/opt/  directoryprovidesstoragefor large, staticapplicationsoftwarepackages.

A packageplacing les inthe/opt/  directorycreates directorybearingthe samenameasthepack-
age.This directory in turn, holds les thatotherwisewould be scatteredhroughouthe le system,
giving the systemadministratoran easyway to determinethe role of each le within a particular
package.

For example,if sample is the nameof a particularsoftware packagdocatedwithin the /opt/  di-
rectory thenall of its les are placedin directoriesinside the /opt/sample/ directory suchas
Jopt/sample/bin/ for binariesand/opt/sample/man/ for manualpages.

Large packageshatencompassary differentsub-packagegachof which accomplisha particular
task,arealsolocatedin the/opt/  directory giving thatlarge packagea way to organizeitself. In this
way, our sample packagemay have differenttoolsthateachgo in their own sub-directoriessuchas
Jopt/sample/tool1/ and/opt/sample/tool2/ , eachof which canhave theirown bin/ , man/,
andothersimilar directories.

3.2.1.8. The /proc/  Director y

The/proc/ directorycontainsspecial les thateitherextractinformationfrom or sendinformation
to thekernel.

Dueto the greatvariety of dataavailable within /proc/ andthe mary waysthis directorycanbe
usedto communicatewith the kernel, an entire chapterhasbeendevotedto the subject.For more
information,referto Chapter5 Theproc File System

3.2.1.9. The /shin/  Director y

The/sbin/  directorystoresexecutablesisedby the root user The executablesn /sbin/  areonly
usedat boottime andperformsystenrecovery operationsOf this directory the FHS says:

/sbin  containsbinariesessentiafor booting,restoring recovering,and/orrepairingthe systemn addition
to the binariesin /bin . Programsexecutedafter/usr/  is known to be mounted(whenthereareno prob-
lems)aregenerallyplacedinto /usr/sbin . Locally-installedsystemadministrationprogramsshouldbe
placedinto /usr/local/sbin

At aminimum,thefollowing programsshouldbein /shin/

arp, clock , halt ,

init , fsck* , grub,

ifconfig , mingetty , mkfs.*x |
mkswap, reboot , route ,
shutdown , swapoff , swapon
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3.2.1.10. The /srv/  Director y

The/srv/  directory containssite-speci c datasened by your systemrunning Red Hat Enterprise
Linux. Thisdirectorygivesusershelocationof data les for aparticularservice suchasFTR, WWW,
or CVS. Datathatonly pertaingto aspeci ¢ usershouldgoin the/home/ directory

' ; Note

Please be aware that data les currently located in /var/ may move to /srv/  in future releases.

3.2.1.11. The /sys/ Director y

The/sys/ directoryutilizesthe new sysfs virtual le systemspeci c to the 2.6 kernel. With the
increasedsupportfor hot plug hardware devicesin the 2.6 kernel,the /sys/  directorycontainsin-
formationsimilarly heldin /proc/ , but displaysa hierarchicalview of speci c device informationin
regardsto hot plug devices.

To seehow certainUSB andFireWre devicesareactuallymountedyeferto the/shin/hotplug and
/sbinfudev  manpages.

3.2.1.12. The /usr/  Director y

The/usr/ directoryis for les thatcanbe sharedacrossmultiple machinesThe/usr/  directoryis
oftenonits own partitionandis mountedread-only At a minimum, the following directoriesshould
besubdirectoriesf /ust/

Jusr

- bin/

- etc/

- games/

- include/

- kerberos/
lib/
libexec/
local/
shin/

- share/

- src/

- tmp -> ./var/tmp/
- X11Re/

Underthe/usr/  directory thebin/ subdirectorycontainsexecutablesetc/ containssystem-wide
con guration les, games is for games,include/  containsC header les, kerberos/  contains
binariesand other Kerberos-relatedes, andlib/  containsobject les andlibrariesthat are not
designedto be directly utilized by usersor shell scripts. The libexec/  directory containssmall
helperprogramscalledby otherprogramssbin/  is for systemadministratiorbinaries(thosethatdo
notbelongin the/shin/  directory),share/ containsles thatarenotarchitecture-speci csrc/ is
for sourcecode,andX11Ré/ is for the X Window System(XFree86on RedHat EnterpriseLinux).
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3.2.1.13. The /usr/local/ Director y
TheFHSsays:

The/usr/local hierarchyis for useby the systemadministratowheninstallingsoftwarelocally. It needs
to be safefrom beingoverwrittenwhenthe systemsoftwareis updatedlt may be usedfor programsand
datathatareshareablemonga groupof hosts but not foundin /usr .

The/usr/local/ directoryis similarin structureto the/usr/  directory It hasthefollowing subdi-
rectorieswhich aresimilarin purposeto thosein the/usr/  directory:

Jusr/local

|- bin/

|- etc/

|- games/
|- include/
|- lib/

|- libexec/
|- shin/

|- share/
|- src/

In RedHat EnterpriseLinux, the intendedusefor the /usr/local/ directoryis slightly different
from thatspeci ed by the FHS. The FHS saysthat /usr/local/ shouldbe wheresoftware thatis
to remainsafefrom systemsoftware upgradess stored.Sincesoftware upgradesanbe performed
safely with RPM Package Manager (RPM), it is not necessaryo protect les by putting themin
lusr/local/ . Insteadthe/usr/local/ directoryis usedfor softwarethatis local to themachine.

Forinstancejf the/usr/  directoryis mountedasaread-onlyNFSsharefrom aremotehost,it is still
possibleto install a packageor programunderthe /usr/local/ directory

3.2.1.14. The /var/ Director y

Sincethe FHSrequiresLinux to mount/usr/  asread-onlyary programshatwrite log les or need
spool/ orlock/ directoriesshouldwrite themto the/var/  directory The FHS statesvar/  is for:

...variabledata les. Thisincludesspooldirectoriesand les, administratveandloggingdata,andtransient
andtemporaryles.

Below aresomeof thedirectoriesfoundwithin the/var/  directory:

Ivar

- account/
- arpwatch/
- cache/
- crash/
db/
empty/
- ftp/
gdm/
kerberos/
- lib/

- locall
lock/
log/

- mail -> spool/mail/
mailman/
named/
- nis/
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|- opt/

|- preserve/

|- run/

+- spool/
|- at/
|- clientmqueue/
|- cron/
|- cups/
|- exim/
|- lpd/
|- mail/
|- mailman/
|- mqueue/
|- news/
|- postfix/
|- repackage/
|- rwho/
|- samba/
|- squid/
|- squirrelmail/
|- up2date/
|- uucp
|- uucppublic/
|- vbox/

|- tmp/

|- tux/

|- www/

- yp/

Systemlog les, such as messages/ and lastiog/ , go in the /var/log/ directory The
Ivarflib/rpm/ directory containsRPM systemdatabasesLock les go in the /var/lock/

directory usually in directoriesfor the programusing the le. The /var/spool/ directory has
subdirectorie$or programsn which data les arestored.

3.3. Special File Locations Under Red Hat Enterprise Linux
RedHat EnterpriseLinux extendsthe FHS structureslightly to accommodatspecial les.

Most les pertainingto RPM arekeptin the /var/lib/rpm/ directory For moreinformationon
RPM, refer to the chaptertitled Padkage Managementwith RPM in the RedHat EnterpriseLinux
SystemAdministation Guide

The ivar/spoollup2date/ directory contains les usedby Red Hat Update Agent, including
RPM headerinformationfor the system.This locationmay alsobe usedto temporarilystoreRPMs
downloadedwhile updatingthe system.For moreinformationaboutRed Hat Network, refer to the
documentatiomnlineat https://rhn.redhat.com/.

Anotherlocationspeci ¢ to RedHat EnterpriseLinux is the /etc/sysconfig/ directory This di-
rectorystoresa variety of con guration information.Mary scriptsthatrun at boottime usethe les
in this directory Referto Chapted Thesysconfig  Directoryfor moreinformationaboutwhat is
within this directoryandtherole theseles playin thebootprocess.

Finally, onemoredirectoryworth notingis the/initrd/ directory It is empty butis usedasacritical
mountpointduringthebootprocess.
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&Warning

Do not remove the /initrd/ directory for any reason. Removing this directory causes the system to
fail to boot with a kernel panic error message.
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Chapter 4.

The sysconfig  Director y

The/etc/sysconfig/ directorycontainsa variety of systemcon guration les for RedHat Enter
priseLinux.
This chapteroutlinessomeof the les foundin the/etc/sysconfig/ directory their function,and

their contentsThe informationin this chapteris not intendedto be completeasmary of these les
have avariety of optionsthatareonly usedin very speci c or rarecircumstances.

4.1. Files in the /etc/sysconfig/ Director y
Thefollowing les arenormallyfoundin the/etc/sysconfig/ directory:
« amd

« apmd

- arpwatch

« authconfig
+ autofs

+ clock

+ desktop
« devlabel
« dhcpd

« exim

« firstboot
* gpm

+ harddisks
+ hwconf

+ i18n

. init

- ip6tables-config
- iptables-config
. irda

» keyboard
+ kudzu

+ mouse

+ named

« netdump
+ network
« ntpd
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+ pcmcia

+ radvd
 rawdevices

« samba

+ sendmail

« selinux

+ spamassassin

« squid

« system-config-securitylevel
« system-config-users
« system-logviewer

.+ tux

*+ vncservers

« xinetd

; Note

If some of the les listed here are not present in the /etc/sysconfig/ directory, the corresponding
program may not be installed.

Thefollowing sectionffer description®f theseles. Filesnotlistedhereaswell asextra le options
found in the /usr/share/doc/initscripts- < version-number > /syscon fig.txt le (re-
place< version-number > with theversionof theinitscripts package)Alternatively, looking
throughtheinitscriptsin the/etc/rc.d/ directorycanprove helpful.

4.1.1. /etc/sysconfig/a md

The/etc/sysconfig/lamd le containsvariousparametersisedby amd; theseparametersllow for
theautomatianountingandunmountingof le systems.

4.1.2. letc/sysconfig/a pmd

The /etc/sysconfiglapmd le is used by apmd to congure what power settings to
start/stop/changen suspendor resume.This le con gures hov apmd functions at boot time,
dependingon whetherthe hardware supportsAdvancedPower Management(APM) or whetherthe
userhascon gured the systemto useit. The apm daemonis a monitoringprogramthatworks with
powver managementodewithin the Linux kernel.It is capableof alertingusersto low batterypower
on laptopsandotherpower-relatedsettings.

4.1.3. Jetc/sysconfigla rpw at ch

The /etc/sysconfig/arpwatch le is usedto passagumentsto the arpwatch daemonat boot
time. Thearpwatch daemormaintainsatableof EthernetMAC addresseandtheir IP addrespair-
ings. By default, this le setsthe ownerof the arpwatch processo the userpcap aswell assends
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ary messageto theroot mail queue For moreinformationregardingavailable parametersor this
le, refertothearpwatch manpage.

4.1.4. Jetc/sysconfig/a uth confi g

The/etc/sysconfig/authconfig le setstheauthorizatiorto beusedonthehost.It containsone
or moreof thefollowing lines:

+ USEMD5= value >, where< value > is oneof thefollowing:
. yes — MD5 is usedfor authentication.
- no — MD5 is notusedfor authentication.

+ USEKERBEROS=value >,where<value > isoneof thefollowing:
. yes — Kerbeross usedfor authentication.
- no — Kerberods notusedfor authentication.

+ USELDAPAUTH<=value >, where<value > isoneof thefollowing:
. yes — LDAP is usedfor authentication.
- no — LDAP is notusedfor authentication.

4.1.5. Jetc/sysconfigia uto fs

The /etc/sysconfig/autofs le de nes customoptionsfor the automaticmountingof devices.

This le controlsthe operationof the automountdaemonswhich automaticallymount le systems
whenyou usethemandunmountthemaftera periodof inactvity. File systemsanincludenetwork

le systemsCD-ROMs, diskettes,andothermedia.

The/etc/sysconfig/autofs le maycontainthefollowing:

+ LOCALOPTIONS=% value >",where"<value >"is astringfor de ning machinespeci c auto-
mountrules.Thedefault valueis anemptystring (" ).

« DAEMONOPTIONS="value >",where"<value >" is thetimeoutlengthin second$eforeun-
mountingthedevice. The default valueis 60 secondg"--timeout=60" ).

- UNDERSCORETODGTwalue > ,where<value > isabinaryvaluethatcontrolswhetherto con-
vertunderscorei le namesnto dots.For example,auto_home to auto.home andauto_mnt
to auto.mnt . Thedefaultvalueis 1 (true).

- DISABLE_DIRECT=<value >,where<value > isabinaryvaluethatcontrolswhetherto disable
direct mountsupport,as the Linux implementationrdoesnot conformto the Sun Microsystems'
automountemehaior. The default valueis 1 (true), and allows for compatibility with the Sun
automountepptionsspeci cationsyntax.
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4.1.6. /etc/sysconfig/c loc k

The /etc/sysconfig/clock le controlsthe interpretationof valuesreadfrom the systemhard-
wareclock.

Thecorrectvaluesare:

« UTC=value >,where<value > is oneof thefollowing boolearvalues:
. true oryes — Thehardwareclockis setto UniversalTime.
. false orno — Thehardwareclockis setto local time.

+ ARC=value >,where<value > isthefollowing:

. true oryes — TheARC consoles 42-yeairtime offsetis in effect. This settingis only for ARC-
or AlphaBIOS-basedIpha systems.

. false orno — Thisvalueindicateshatthe normalUNIX epochis in use.

+ SRM= value >,where<value > isthefollowing:

- true oryes — TheSRM consoles 1900epochis in effect. This settingis only for SRM-based
Alphasystems.

. false orno — ThisvalueindicatesthatthenormalUNIX epochisin use.
+ ZONE= filename > — Thetimezonele under/usr/share/zoneinfo that/etc/localtime

isacopy of. The le containsgnformationsuchas:
ZONE="America/New York"

Earlierrelease®f RedHat EnterpriseLinux usedthefollowing values(which aredeprecated):

+ CLOCKMODE=value >,where<value > is oneof thefollowing:
. GMT— Theclockis setto UniversalTime (GreenwichMeanTime).
« ARC— TheARC consoles 42-yeartime offsetis in effect (for Alpha-basedystemnly).

4.1.7. /etc/sysconfig/d eskto p

The/etc/sysconfig/desktop le speci esthedesktopfor new usersandthedisplaymanageto
runwhenenteringrunlevel 5.

Correctvaluesare:

+ DESKTOP=%value >",where"<value >" isoneof thefollowing:
+ GNOME- Selectdthe GNOME desktopervironment.
- KDE— Selectghe KDE desktopervironment.

+ DISPLAYMANAGER= value >",where"<value >" is oneof thefollowing:
- GNOME- Selecteshe GNOME Display Manager
- KDE— SelectgheKDE DisplayManager
- XDM— Selectshe X Display Manager
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For moreinformation,referto Chapter7 TheX Window System

4.1.8. /etc/sysconfig/d evl abel

The /etc/sysconfig/deviabel isthedevlabel con guration le. It shouldnotbemodi ed by
hand,but rather con guredusingthe/sbin/deviabel command.

For instructionson usingthe deviabel commandyefer to the chaptertitted UserDe ned Device
Namesn the RedHat EnterpriseLinux SystenAdministation Guide

4.1.9. /etc/sysconfig/d hcpd

The /etc/sysconfig/dhcpd le is usedto passargumentsto the dhcpd daemonat boot time.
Thedhcpd daemonimplementshe DynamicHost Con guration Protocol(DHCP) andthe Internet
BootstrapProtocol(BOOTP). DHCPandBOQOT P assigrhostname$o machineson the network. For
moreinformationaboutwhatparameterareavailablein this le, referto thedhcpd manpage.

4.1.10. /etc/sysconfig/ex im

The /etc/sysconfiglexim le allows messageso be sentto one or more clients, routing the
messagesver whatever networks are necessaryThe le setsthe default valuesfor exim to run.
Its default valuesare setto run asa backgrounddaemonandto checkits queueeachhourin case
somethinghasbacled up.

Thevaluesinclude:

+ DAEMON<=value >, where<value > is oneof thefollowing:

. yes — exim shouldbe con guredto listento port 25 for incomingmail. yes impliesthe useof
Exim's-bd options.

- no — exim shouldnotbecon guredto listento port 25 for incomingmail.

+ QUEUE=lhwhich is given to exim as -g$QUEUE The -q option is not given to exim if
Jetc/sysconfig/exim existsandQUEUHS emptyor unde ned.

4.1.11. /etc/sysconfig/fi rs tho ot

The rst time thesystemboots,the/sbin/init programcallstheetc/rc.d/init.d/firstboot
script,which in turn launcheshe Setup Agent. This applicationallows the userto install the latest
updatesaswell asadditionalapplicationsanddocumentation.

The /etc/sysconfig/firstboot le tells the Setup Agent applicationnot to run on subsequent
rebootsTo runit thenext time thesystenboots,remore /etc/sysconfig/firstboot andexecute
chkconfig  --level 5 firstboot on.

4.1.12. Jetc/sysconfig/gp m

The /etc/sysconfig/gpm le is usedto passagumentgo the gpm daemorat boottime. The gpm
daemonis the mousesener which allows mouseacceleratiorand middle-click pasting.For more
informationaboutwhatparametersireavailablefor this le, referto the gpm manpage.By default,
the DEVICE directie is setto /dev/input/mice
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4.1.13. /etc/sysconfig/ha rd dis ks

The /etc/sysconfig/harddisks le tunesthe hard drive(s). An administratorcan also use
letc/sysconfig/hardiskhd[a-h] to con gure parameter$or speci c drives.

&Warning

Do not make changes to this le without careful consideration. By changing the default values, it is
possible to corrupt all of the data on the hard drive(s).

The/etc/sysconfig/harddisks le maycontainthefollowing:

- USE_DMA=1wheresettingthis valueto 1 enablesDMA. However, with somechipsetsand hard
drive combinationsPMA cancausedatacorruption.Ched the hard drive documentatioror with
themanufactuer befoe enablingthisoption.By default, this entryis commenteaut,andtherefore
disabled.

Multiple_IO=16 , wherea settingof 16 allows for multiple sectorsper /O interrupt. Whenen-
abled,this featurereducesoperatingsystemoverheadby 30-50%.Usewith caution.By default,
this entryis commentedut, andthereforedisabled.

- EIDE_32BIT=3 enableqE)IDE 32-bit I/O supportto aninterfacecard.By default, this entry is
commenteaut, andthereforedisabled.

+ LOOKAHEAD=e¢nableglrive read-lookaheady default, thisentryis commenteaut, andtherefore
disabled.

« EXTRA_PARAMSspeci eswhereextra parametersanbe added By default, thereareno parame-
terslisted.

4.1.14. /etc/sysconfig/hw conf

The/etc/sysconfig/hwconf le listsall thehardwarethatkudzu detectednthesystemaswell
asthedriversusedyvendorlD, anddevice ID information.Thekudzu programdetectsandcon gures
new and/orchangedhardvare on a system.The /etc/sysconfig/hwconf le is not meantto be
manuallyedited.If edited,devicescouldsuddenlyshav up asbeingaddedor remaved.

4.1.15. /etc/sysconfigl/il 8n

The/etc/sysconfig/il8n le setsthedefaultlanguageary supportedanguagesandthedefault
systemfont. For example:

LANG="en_US.UTF-8"
SUPPORTED="en_US.UTF8: en_US:en"
SYSFONT="latarcyrheb -su n16"

4.1.16. /etc/sysconfig/in it
The /etc/sysconfig/init le controlshow the systemappearsand functions during the boot
process.

Thefollowing valuesmaybeused:
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« BOOTUP= value >, where< value > is oneof thefollowing:

- color — Thestandardtolor bootdisplay wherethe succesr failure of devicesandservices
startingup is shavn in differentcolors.

- verbose — An old style displaywhich provides moreinformationthan purely a messagef
successr failure.

- Anything elsemeansa new display but without ANSI-formatting.

+ RES_COL=xvalue >, where<value > is the numberof the columnof the screento startstatus
labels.Thedefault is setto 60.

« MOVE_TO_COl<value >, where<value > movesthe cursorto the valuein the RES_COLline
viatheecho -en command.

+ SETCOLOR_SUCCESSwalue >,where<value > setsthesuccessgolorviatheecho -en com-
mand.Thedefault coloris setto green.

« SETCOLOR_FAILURE= value >,where<value > setsthefailurecolorviatheecho -en com-
mand.Thedefault coloris setto red.

+ SETCOLOR_WARNIN@walue >,where<value > setsthewarningcolorviatheecho -en com-
mand.Thedefault coloris setto yellow.

+ SETCOLOR_NORMAtvalue >,where<value > resetghecolorto "normal”viatheecho -en .

- LOGLEVEL= value >, where<value > setstheinitial consolelogginglevel for the kernel. The
default is 3; 8 meanseverything (including detugging), while 1 meansonly kernel panics.The
syslogd daemoroverridesthis settingoncestarted.

+ PROMPT=value >,where<value > isoneof thefollowing boolearvalues:
- yes — Enableghekey checkfor interactve mode.
- no — Disableshekey checkfor interactve mode.

4.1.17. letc/sysconfiglip 6t abl es-co nfi g

The/etc/sysconfig/ip6tables-config le storesnformationusedby thekernelto setupIPv6
paclet ltering atboottime or wheneertheip6tables  serviceis started.

Do not modify this le by handunlessfamiliar with how to constructipétables  rules.Rulesalso

canbe creatednanuallyusingthe /sbin/ip6tables commandOncecreatedaddtherulesto the
letc/sysconfig/ip6tables le by typingthefollowing command:
Isbin/service ip6tables save

Oncethis le exists,ary rewall rulessasedin it persistghrougha systenrebootor aservicerestart.
For moreinformationonipétables , referto Chapterl8iptables

4.1.18. /etc/sysconfiglip ta ble s- config

The/etc/sysconfig/iptables-config le storesnformationusedby thekernelto setup paclet
Itering servicesatboottime or wheneer the serviceis started.

Do not modify this le by hand unless you are familiar with constructing iptables
rules. The easiestway to add rules is to use the Security Level Con guration Tool
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(system-config-securitylevel ) application to create a rewall. These applications
automaticallyeditthis le attheendof theprocess.

Rulescan also be createdmanually using the /sbin/iptables command.Oncecreated,add the
rule(s)to the/etc/sysconfig/iptables le by typingthefollowing command:

Isbin/service iptables save

Oncethis le exists,ary rewall rulessavedin it persistghrougha systenrebootor a servicerestart.
For moreinformationoniptables , referto Chapterl8iptables

4.1.19. /etc/sysconfig/ir da
The /etc/sysconfig/irda le controlshow infrared devices on the systemare con gured at
startup.

Thefollowing valuesmaybeused:

- IRDA=<value >,where<value > isoneof thefollowing booleanvalues:

. yes —irattach  runsand periodically checksto seeif arything is trying to connectto the
infrared port, such as anothernotebookcomputertrying to make a network connection.For
infrareddevicesto work on the systemthis line mustbe setto yes .

- no —irattach  doesnotrun, preventinginfrareddevice communication.

- DEVICE=<value >, where<value > is the device (usually a serial port) that handlesinfrared
connectionsA sampleserialdevice entry couldbe/dev/ttyS2

- DONGLE= value >, where< value > speci esthe type of donglebeingusedfor infrared com-
munication.This settingexists for peoplewho useserialdonglesratherthanrealinfraredports.A
dongleis adevice thatis attachedo atraditionalserialportto communicatevia infrared.This line
is commentedut by default becausenotebookswith realinfraredportsarefar morecommonthan
computerswvith add-ondongles A sampledongleentry couldbe actisys+

- DISCOVERY= value >,where<value > isoneof thefollowing boolearvalues:

- yes — Startsirattach  in discorery mode,meaningit actvely checksfor otherinfraredde-
vices.This mustbeturnedon for themachineto actiely look for aninfraredconnection(mean-
ing the peerthatdoesnotinitiate the connection).

- no — Doesnotstartirattach  in discorery mode.

4.1.20. /etc/sysconfig/ke yboard

The /etc/sysconfig/keyboard le controlsthe behaior of the keyboard.The following values
maybeused:

« KEYBOARDTYPE="sun|pc" wheresun meansa Sunkeyboardis attachedon /dev/kbd , or pc
meansa PS/2keyboardconnectedo a PS/2port.

« KEYTABLE="<file >", where<file > isthenameofakeytable le.

For example: KEYTABLE="us". The les that can be used as keytables start in
/lib/kbd/keymaps/i386 and branchinto different keyboard layouts from there, all labeled
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<file > .kmap.gz . The rst le found beneath/lib/kbd/keymaps/i386 that matchesthe
KEYTABLESettingis used.

4.1.21. /etc/sysconfig/ku dzu

The /etc/sysconfiglkuzdu le triggersa safeprobeof the systemhardware by kudzu at boot
time. A safeprobeis onethatdisablesserialport probing.

+ SAFE= value >, where<value > isoneof thefollowing:
. yes —kuzdu doesasafeprobe.
« no — kuzdu doesanormalprobe.

4.1.22. Jetc/sysconfig/mo use

The /etc/sysconfig/mouse le is usedto specify information aboutthe available mouse.The
following valuesmaybe used:

+ FULLNAME=%value >",where"<value >" refersto thefull nameof the kind of mousebeing
used.

+ MOUSETYPE= value >",where"<value >" is oneof thefollowing:
- imps2 — A genericUSBwheelmouse.
- microsoft — A Microsoft™ mouse.
« mouseman— A MouseMan™mouse.
- mousesystems — A MouseSystems™mouse.
. ps/l2 — A PS/2mouse.
- msbm— A Microsoft™ busmouse.
- logibm — A Logitech™busmouse.
. atibm — An ATI™ busmouse.
- logitech — A Logitech™mouse.
- mmseries — An olderMouseMan™mouse.
- mmhittab — An mmhittabmouse.

« XEMU3="<value >",where"<value >" is oneof thefollowing boolearvalues:
- yes — Themouseonly hastwo buttons,but threemousebuttonsshouldbe emulated.
- no — Themousealreadyhasthreebuttons.
« XMOUSETYPE='value >",where"<value >" refersto thekind of mouseusedwhenX is run-
ning. Theoptionsherearethe sameasthe MOUSETYPEettingin this samele.
+ DEVICE=<value >,where<value > isthemousedevice.
A samplevalue,/dev/input/mice ,is asymboliclink thatpointsto theactualmousedevice.
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4.1.23. Jetc/sysconfig/na med

The /etc/sysconfig/named le is usedto passamgumentsto the named daemonat boot time.
Thenamed daemons a DomainNameSystem(DNS sener which implementshe Berlkeley Internet
NameDomain(BIND) version9 distribution. This sener maintainsa table of which hostnamesre
associateavith IP addressesn the network.

Currently only thefollowing valuesmaybeused:

+ ROOTDIRZ < /some/where >",where< /some/where > referstothefull directorypathof acon-
gured chrootenvironmentunderwhich named runs.This chrootervironmentmust rst becon g-
ured.Typeinfo  chroot for moreinformation.

« OPTIONS# < value >", where<value > is ary optionlistedin the manpagefor named except
-t . In placeof -t , usetheROOTDIRline above.

For more information about available parametersfor this le, refer to the named man
page. For detailed information on how to congure a BIND DNS sener, refer to
Chapterl2 Berkeley InternetNameDomain(BIND). By default, the le containsno parameters.

4.1.24. letc/sysconfig/ne td ump

The /etc/sysconfig/netdump le is thecon guration le for the /etc/init.d/netdump ser
vice. The netdump servicesendsboth oopsdataand memorydumpsover the network. In general,
netdump is not a requiredservice;only run it if absolutelynecessaryFor moreinformationabout
whatparametersireavailablefor this le, refertothenetdump manpage.

4.1.25. /etc/sysconfig/ne tw ork

The /etc/sysconfig/network le is usedto specifyinformationaboutthe desirednetwork con-
guration. Thefollowing valuesmaybeused:

+ NETWORKING=value >,where< value > isoneof thefollowing boolearvalues:
- yes — Networking shouldbecon gured.
- no — Networking shouldnot becon gured.

+ HOSTNAME<=value >, where<value > shouldbe the Fully Quali ed Domain Name(FQDN),
suchashostname.expample.com , but canbewhate/er hostnames necessary

' ; Note

For compatibility with older software that some users may need to install, such as tn , the
/etc/HOSTNAME le should contain the same value as set here.

+ GATEWAY<value >,where<value > isthelP addres®f thenetwork's gatavay.
+ GATEWAYDEW=value >,where<value > isthegatavay device,suchaseth0 .
« NISDOMAIN= value >,where<value > istheNIS domainname.
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4.1.26. /etc/sysconfig/nt pd

The /etc/sysconfigintpd le is usedto passamgumentsto the ntpd daemonat boot time.
The ntpd daemonsetsand maintainsthe systemclock to synchronizewith an Internetstandard
time sener. It implementsversion4 of the Network Time Protocol (NTP). For more information
aboutwhat parametersare available for this le, usea Web browser to view the following le:
Jusr/share/doc/ntp- <version >/ntpd.htm (where<version > is the versionnumberof
ntpd ). By default, this le setstheownerof thentpd procesdo theuserntp .

4.1.27. letc/sysconfig/pc mda

The /etc/sysconfig/pcmcia le is usedto specifyPCMCIA con gurationinformation.Thefol-
lowing valuesmaybeused:

+ PCMCIA= value >, where< value > is oneof thefollowing:
- yes — PCMCIA supportshouldbe enabled.
- no — PCMCIA supportshouldnotbe enabled.

« PCIC=<value >,where<value > isoneof thefollowing:
. i82365 — Thecomputehasani82365-stylePCMCIA soclet chipset.
- tcic — Thecomputehasatcic-stylePCMCIA soclet chipset.

« PCIC_OPTS= value >, where<value > isthesocletdriver (i82365 or tcic ) timing parame-
ters.

+ CORE_OPTS=value >,where<value > isthelist of pcmcia_core options.

« CARDMGR_OPTS=walue >, where<value > is thelist of optionsfor the PCMCIA cardmgr
(suchas-q for quietmode,-m to look for loadablekernelmodulesin the speci ed directory and
soon).Readthe cardmgr manpagefor moreinformation.

4.1.28. Jetc/sysconfig/ra dvd

The /etc/sysconfig/radvd le is usedto passargumentsto the radvd daemonat boot time.
Theradvd daemonlistensfor routerrequestsand sendsrouter advertisementgor the IP version6
protocol.This serviceallows hostson a network to dynamicallychangeheir default routershasen
theserouteradertisementsk-or moreinformationaboutavailableparametersor this le, referto the
radvd manpage By default, this le setstheownerof theradvd procesdo theuserradvd .

4.1.29. Jetc/sysconfig/ra wdevi ces

The/etc/sysconfig/rawdevices le is usedto con gure raw device bindings,suchas:

/dev/raw/rawl /dev/sdal
/dev/raw/raw2 85
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4.1.30. /etc/sysconfig/sa mba

The /etc/sysconfig/samba le is usedto passargumentsto the smbd andthe nmbd daemonsat
boottime. Thesmbd daemoroffers le sharingconnectiity for Windows clientsonthenetwork. The
nmbd daemoroffers NetBIOSover IP namingservicesFor moreinformationaboutwhatparameters
areavailablefor this le, referto thesmbd manpage By default, this le setssmbd andnmbd to run
in daemommode.

4.1.31. /etc/sysconfig/se li nux

The /etc/sysconfig/selinux le containsthe basic con guration optionsfor SELinux. This
le is a symbolic link to /etc/selinux/config . For more information on SELinux, refer to
Chapter21 SELinux

4.1.32. Jetc/sysconfig/se ndmail

The /etc/sysconfig/sendmail le allows messageto be sentto one or more clients, routing
themessageever whatever networks arenecessaryThe le setsthe default valuesfor the Sendmail
applicationto run. Its default valuesare setto run asa backgrounddaemonandto checkits queue
eachhourin casesomethinghasbacled up.

Valuesinclude:

« DAEMON<=value >, where<value > is oneof thefollowing:

. yes — Sendmailshouldbe con gured to listento port 25 for incomingmail. yes impliesthe
useof Sendmaib -bd options.

- no — Sendmaikhouldnot be con guredto listento port 25 for incomingmail.

+ QUEUE=1hwhich is givento Sendmailas-qg$QUEUE The-q optionis not givento Sendmailif

Jetc/sysconfig/sendmail existsandQUEUHS emptyor unde ned.
4.1.33. /etc/sysconfig/sp amass as sin
The /etc/sysconfig/spamassassin le is usedto passagumentgo the spamd daemon(a dae-

monizedversionof Spamassassiaf boottime. Spamassassis anemailspam Iter application.For
a list of available options,refer to the spamd manpage.By default, it con gures spamd to run in
daemommode createuserpreferencesandauto-creatavhitelists(allowed bulk senders).

For moreinformationaboutSpamassassireferto Sectionl1.4.2.6Span¥ilters.

4.1.34. Jetc/sysconfig/sq ui d

The /etc/sysconfig/squid le is used to pass amguments to the squid daemon at
boot time. The squid daemonis a proxy caching sener for Web client applications. For
more information on conguring a squid proxy sener, use a Web browser to open the
/usr/share/doc/squid- <version >/ directory(replace< version > with thesquid version
numberinstalledon the system) By default, this le setssquid to startin daemormmodeandsetsthe
amountof time beforeit shutsitself down.
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4.1.35. Jetc/sysconfig/sy st em-confi g-s ecuri ty lev el
The /etc/sysconfig/system-config-securitylevel le containsall optionschosenby the
userthelasttime the Security Level Con guration Tool (system-config-securitylevel ) was

run. Usersshouldnot madify this le by hand.For moreinformationaboutthe Security Level Con-
guration Tool, refer to the chaptertitled Basic Firewall Con guration in the RedHat Enterprise
Linux SystemAdministation Guide

4.1.36. /etc/sysconfig/sy st em-confi g-u sers

The /etc/sysconfig/system-config-users le is the con guration le for the graphicalap-
plication, User Manager. This le is usedto Iter outsystemuserssuchasroot , daemon, orlp .
This le is editedby the Preferences=> Filter systemusersand groups pull-dovn menuin the
User Manager applicationandshouldnever be editedby hand.For moreinformationon usingthis
application referto thechaptercalledUserand GroupCon gurationin the RedHat EnterpriseLinux
SystemAdministation Guide

4.1.37. letc/sysconfig/sy st em-lo gvi ewer

The /etc/sysconfig/system-logviewer le is thecon guration le for the graphical,interac-
tive log viewing application,Log Viewer. This le is editedby the Edit => Preferencespull-dovn
menuin the Log Viewer applicationand shouldnot be editedby hand.For more informationon
usingthis application refer to the chaptercalled Log Files in the RedHat EnterpriseLinux System
Administation Guide

4.1.38. /etc/sysconfig/tu X

The /etc/sysconfig/tux le is the conguration le for the Red Hat Content
Accelerator (formerly known as TUX), the kernel-basedWeb sener. For more information
on conguring the Red Hat Content Accelerator use a Web browser to open the

lusr/share/doc/tux- < version > /tux/index.html le (replace <version > with the
versionnumberof TUX installedon the system).The parameterswvailablefor this le arelistedin
lusr/share/doc/tux- < version > /tux/parameters.html

4.1.39. /etc/sysconfig/vn cserv ers

The/etc/sysconfig/vncservers le con gurestheway the Virtual NetworkComputing(VNC)
sener startsup.

VNC is aremotedisplaysystemwhich allows usersto view the desktopervironmentnotonly on the
machinewhereit is runningbut acrosdifferentnetworks on a variety of architectures.

It may containthefollowing:

+ VNCSERVERS=value >, where<value > is setto somethindike "1:fred" , to indicatethata
VNC sener shouldbestartedfor userfred on display:1. Userfred musthave seta VNC passverd
usingthevncpasswd commandbeforeattemptingto connectio theremoteVNC sener.

NotethatwhenusingaVNC sener, communicatiowith it is unencryptedndit shouldnotbeusedon
anuntrustedhetwork. For speci c instructionsconcerninghe useof SSHto secureNC communi-
cation,readtheinformationfoundonline at http://wwwuk.research.att.com/arebA/nc/sshvnchtml.
To nd outmoreaboutSSH,referto Chapter20 SSHProtocolin theRedHat EnterpriseLinux System
Administation Guide
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4.1.40. /etc/sysconfig/xi netd

The /etc/sysconfig/xinetd le is usedto passagumentsto the xinetd daemorat boottime.
Thexinetd daemorstartsprogramghatprovide Internetservicesvhenarequesto the portfor that
serviceis receved. For moreinformationaboutavailableparametersor this le, referto the xinetd
manpage For moreinformationonthexinetd service referto Sectionl7.3xinetd

4.2. Directories in the /etc/sysconfig/ Director y

Thefollowing directoriesarenormallyfoundin /etc/sysconfig/

+ apm-scripts/ — This directory contains the APM suspend/resume script.
Do not edit the les directly If customization is necessary create a le called
Jetc/sysconfig/apm-scripts/apmcontinue which is called at the end of the script. It is

alsopossibleto controlthe scriptby editing/etc/sysconfig/apmd

« cbg/ — This directory containsthe con guration les neededto do ClassBasedQueuingfor
bandwidthmanagemenn network interfaces. CBQ dividesusertraf ¢ into a hierarchyof classes
basedn ary combinatiorof IP addressegrotocols,andapplicationtypes.

+ networking/ — This directory is used by the Network Administration Tool
(system-config-network ), and its contents should not be edited manually For more
information about con guring network interfaces using the Network Administration Tool,
refer to the chaptercalled Network Con guration in the Red Hat Enterprise Linux System
Administation Guide

+ network-scripts/ — Thisdirectorycontainghefollowing network-relatedcon guration les:

- Network con guration les for eachcon gured network interface,suchasifcfg-eth0 for the
eth0 Etherneinterface.

- Scriptsusedto bring up anddown network interfaces suchasifup  andifdown .

- Scriptsusedto bring upanddown ISDN interfaces suchasifup-isdn ~ andifdown-isdn

. Varioussharechetwork functionscriptswhich shouldnot be editeddirectly.

For moreinformationon the network-scripts directory referto Chapter8 Networkinterfaces

« rhn/ — This directory containsthe con guration les and GPGkeys for Red Hat Network. No
les in this directoryshouldbeeditedby hand.For moreinformationon RedHat Network, referto
the RedHat Network websiteonline at https://rhn.redhat.com/.

4.3. Additional Resources

This chapteris only intendedasanintroductionto the les in the /etc/sysconfig/ directory The
following sourcecontainsmorecomprehense information.

4.3.1. Installed Documentation

« Jusr/share/doc/initscripts- < version-number > /sysconf ig.txt — This le
containsa moreauthoritatve listing of the les foundin the/etc/sysconfig/ directoryandthe
con guration options available for them. The < version-number > in the pathto this le
correspondso the versionof theinitscripts packagenstalled.



Chapter 5.
The proc File System

The Linux kernelhastwo primary functions:to control accesdo physicaldeviceson the computer
andto schedulevhenandhow processeteractwith thesedevices.The /proc/  directory— also
calledtheproc le system— containsahierarchyof specialles which representhe currentstateof

the kernel— allowing applicationsandusersto peerinto the kernels view of the system.

Within the/proc/  directory onecan nd awealthof informationdetailingthe systemhardwareand
ary processesurrentlyrunning.In addition,someof the les within the /proc/  directorytreecan
bemanipulatedy usersandapplicationso communicateon gurationchangego thekernel.

5.1. A Virtual File System

UnderLinux, all dataarestoredas les. Most usersarefamiliar with thetwo primarytypesof les:
text andbinary But the/proc/  directorycontainsanothertype of le calleda virtual le. It is for
thisreasorthat/proc/  is oftenreferredto asavirtual le system

Thesevirtual les have uniquequalities.Mostof themarelistedaszerobytesin sizeandyetwhenone
is viewed, it cancontainalargeamountof information.In addition,mostof thetime anddatesettings
onvirtual les re ect thecurrenttime anddate,indicative of thefactthey areconstantlyupdated.

Virtual les such as /proc/interrupts , Iproc/meminfo , /proc/mounts , and
Iproc/partitions provide an up-to-the-momentlimpse of the system$ hardware. Others,
like the /procffilesystems le and the /proc/sys/ directory provide systemcon guration

informationandinterfaces.

For organizationabpurposes,les containinginformationon a similar topic are groupedinto virtual
directoriesandsub-directoriesfor instance /proc/ide/ containsinformationfor all physicallDE
devices.Likewise, procesdirectoriescontaininformationabouteachrunningprocesson thesystem.

5.1.1. Viewing Virtual Files

By usingthecat , more, orless command®n les within the/proc/  directory userscanimmedi-
ately accesenormousamountf informationaboutthe system For example,to displaythe type of
CPUacomputetas,typecat /proc/cpuinfo to receve outputsimilar to thefollowing:

processor : O

vendor_id : AuthenticAMD

cpu family : 5

model : 9

model name : AMD-K6(tm) 3D+ Processor
stepping : 1

cpu MHz : 400.919
cache size : 256 KB
fdiv_bug : no
hit_bug : no
foof_bug : no
coma_bug : no

fpu : yes
fpu_exception 1 yes
cpuid level : 1

wp : yes

flags : fpu vme de pse tsc msr mce cx8 pge mmx syscall 3dnow k6_mtrr
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bogomips : 799.53

When viewing differentvirtual les in the /proc/ le system,someof the informationis easily
understandablehile someis nothuman-readabl&hisis in partwhy utilities exist to pull datafrom
virtual les anddisplayit in ausefulway. Examplesof theseutilities includelspci , apm, free , and
top .

' ; Note

Some of the virtual les inthe /proc/  directory are readable only by the root user.

5.1.2. Changing Virtual Files

As agenerarule, mostvirtual les within the/proc/  directoryareread-only However, somecanbe
usedto adjustsettingsn thekernel.Thisis especiallytruefor les in the/proc/sys/  subdirectory

To changehevalueof avirtual le, usetheecho commandandagreateithansymbol(> ) to redirect
thenew valueto the le. For example,to changehehostnamenthe y , type:

echo www.example.com > /proc/sys/kernel/hostna me

Other les act as binary or booleanswitches.Typing cat /proc/sys/net/ipv4/ip_forward
returnseithera 0 or a 1. A 0 indicatesthatthe kernelis not forwardingnetwork paclets. Using the
echo commando changehevalueof theip_forward  le to 1 immediatelyturnspaclet forwarding
on.

@,

Another command used to alter settings in the /proc/sys/  subdirectory is /sbin/sysctl . For more
information on this command, refer to Section 5.4 Using the sysctl Command

For alisting of someof thekernelcon guration les availablein the/proc/sys/  subdirectoryrefer
to Section5.3.9/proc/sys/

5.2. Top-level Files within the proc File System

Below is alist of someof themoreusefulvirtual les in thetop-level of the/proc/  directory

; Note

In most cases, the content of the les listed in this section are not the same as those installed on
your machine. This is because much of the information is speci c to the hardware on which Red Hat
Enterprise Linux is running for this documentation effort.
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5.2.1. /proc/apm

This le providesinformationaboutthe stateof the AdvancedPowerManagementAPM) systemand
is usedby the apm commandIf a systemwith no batteryis connectedo an AC power source this
virtual le wouldlook similarto thefollowing:

1.16 1.2 0x07 0x01 Oxff 0x80 -1% -1 ?
Runningtheapm -v commandn sucha systenresultsin outputsimilar to the following:

APMBIOS 1.2 (kernel driver 1.16ac)
AC on-line, no system battery

For systemswhich do not usea batteryas a power source,apm is able do little morethan put the
machinein standbymode. The apm commandis much more useful on laptops.For example,the
following outputis from the commandcat /proc/apm on a laptop while pluggedinto a power
outlet:

1.16 1.2 0x03 0x01 0x03 0x09 100% -1 ?

Whenthe samelaptopis unpluggedrom its power sourcefor a few minutes the contentof the apm
le changego somethindike thefollowing:

1.16 1.2 0x03 0x00 0x00 O0x01 99% 1792 min
Theapm -v commanchow yields moreusefuldata,suchasthefollowing:

APMBIOS 1.2 (kernel driver 1.16)
AC off-line, battery  status high: 99% (1 day, 5:52)

5.2.2. /proc/buddyinfo

This le is usedprimarily for diagnosingmemoryfragmentatiorissuesUsing the buddy algorithm,
eachcolumnrepresentthenumberof pageof acertainorder(a certainsize)thatareavailableat ary
giventime. For example,for zoneDMA (directmemoryaccess)thereare90 of 2*(0*PAGE_SIZE)
chunksof memory Similarly, thereare6 of 2*(1*PAGE_SIZE)chunks,and?2 of 2(2*PAGE_SIZE)
chunksof memoryavailable.

TheDMArow referenceshe rst 16 MB onasystemthe HighMem row referencesll memorygreater
than4 GB onasystemandthe Normal row referencesll memoryin between.

Thefollowing is anexampleof the outputtypical of /proc/buddyinfo

Node 0, zone DMA 90 6 2 1 1
Node 0, zone Normal 1650 310 5 0 0
Node 0, zone HighMem 2 0 0 1 1

5.2.3. /proc/cmdline

This le shavstheparameterpassedo thekernelatthetimeit is started A samplée/proc/cmdline
le lookslike thefollowing:

ro root=/dev/VolG ro up00/ LogVol 00 rhgb quiet 3
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This tells us that the kernelis mountedread-only(signi ed by (ro) ), locatedon the rst logical
volume(LogVol00 ) of the rst volumegroup(/dev/VolGroup00 ). LogVol00 is the equivalentof
adisk partitionin anon-LVM system(Logical VolumeManagement)ust as/dev/VolGroup00 is
similarin concepto /devihdal , but muchmoreextensible.

For more information on LVM wused in Red Hat Enterprise Linux, refer to
http://iwwwtldp.og/HOWTO/LVM-HOWTO/index.html.

Next, rhgb signalsthat the rhgb packagehasbeeninstalled,and graphlcalbootlng is supported,
assumingdetc/inittab shaws a default runlevel setto id:5:initdefault:

Finally, quiet indicatesall verbosekernelmessagearesuppressedtboottime.

5.2.4. /proc/cpuinfo

Thisvirtual le identi es thetype of processousedby your system Thefollowing is an exampleof
the outputtypical of /proc/cpuinfo

processor : O

vendor_id : Genuinelntel

cpu family : 15

model : 2

model name : Intel(R) Xeon(TM) CPU 2.40GHz
stepping : 7

cpu MHz : 2392.371
cache size : 512 KB
physical id : 0

siblings D2
runqueue : 0
fdiv_bug : no
hit_bug : no

foof_bug : no
coma_bug : no

fpu : yes

fpu_exception 1 yes

cpuid level : 2

wp : yes

flags : fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge mca

cmov pat pse36 clflush dts acpi mmxfxsr sse sse2 ss ht tm
bogomips : 4771.02

- processor — Provideseachprocessomwith an identifying number On systemsthat have one
processqronly a0 is present.

- cpu family — Authoritatively identi es thetype of processoin the system For an Intel-based
system placethe numberin front of "86" to determinethe value. This is particularly helpful for
thoseattemptingo identify thearchitectureof anoldersystemsuchasa 586,486, 0r 386.Because
someRPM packagesre compiledfor eachof theseparticulararchitecturesthis valuealsohelps
usersdeterminewhich packageso install.

- model name — Displaysthecommonnameof the processaqrincludingits projectname.

« cpu MHz— Shaws the precisespeedn megahertzfor the processoto the thousandthslecimal
place.

- cache size — Displaystheamountof level 2 memorycacheavailableto theprocessor
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- siblings ~ — Displaysthe numberof sibling CPUson the samephysicalCPU for architectures
which usehyperthreading.

- flags — De nes a numberof different qualitiesaboutthe processqrsuchasthe presencef a
oating pointunit (FPU)andtheability to processMMX instructions.

5.2.5. /proc/crypto
This le listsall installedcryptographiciphersusedby the Linux kernel,includingadditionaldetails

for each. A sample/proc/crypto le lookslike thefollowing:
name : shal
module . kernel
type : digest
blocksize . 64
digestsize : 20
name : md5
module : md5
type : digest
blocksize . 64
digestsize : 16

5.2.6. /proc/devices

This le displaysthe variouscharacteandblock devicescurrentlycon gured (notincludingdevices
whosemodulesarenotloaded) Below is a sampleoutputfrom this le:

Character  devices:
mem
/dev/vc/O
tty

ttyS
/devitty
/deviconsole
/dev/ptmx
ves

misc

input

fb

netlink

128 ptm

136 pts

180 usb

WN PP
OO wo~NUOOad~PdMDdPRE

Block devices:
1 ramdisk
3 ide0
9 md
22 idel
253 device-mapper
254 mdp

The outputfrom /proc/devices includesthe majornumberandnameof the device, andis broken
into two majorsectionsCharacter ~ devices andBlock devices
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Characterdevicesaresimilarto blod devices exceptfor two basicdifferences:

1. Characterdevices do not require buffering. Block devices have a buffer available, allowing
themto orderrequestdeforeaddressinghem.This is importantfor devicesdesignedo store
information— suchasharddrives— becaus¢heability to ordertheinformationbeforewriting
it to thedevice allows it to be placedin amoreefcient order

2. Characterdevices senddatawith no precon guredsize.Block devices can sendand receve
informationin blocksof asizecon gured perdevice.

For moreinformationaboutdevicesreferto thefollowing installeddocumentation:

lusr/share/doc/kernel-do c- <versio n>/Document atio n/de vic es.t xt

5.2.7. Iproc/dma

This le containsalist of theregisteredSA DMA channelsn use.A sample/proc/dma  les looks
like thefollowing:

4: cascade

5.2.8. /proc/lexecdomain s

This le lists the executiondomainscurrentlysupporteddy the Linux kernel,alongwith the rangeof
personalitieshey support.

0-0 Linux [kernel]

Think of executiondomainsasthe "personality"for an operatingsystem.Becauseotherbinary for-
mats,suchas Solaris,UnixWare,and FreeBSD canbe usedwith Linux, programmersanchange
the way the operatingsystemtreatssystemcalls from thesebinariesby changingthe personalityof
thetask.Exceptfor the PER_LINUX executiondomain,differentpersonalitiecanbeimplementedas
dynamicallyloadablemodules.

5.2.9. /proc/fb

This le containsa list of framebuffer devices,with the framebuffer device numberandthe driver
that controlsit. Typical outputof /proc/fb  for systemawhich containframebuffer deviceslooks
similar to thefollowing:

0 VESA VGA

5.2.10. /procffilesystems

This le displaysalist of the le systentypescurrentlysupportedy the kernel.Sampleoutputfrom
ageneric/proc/filesystems le lookssimilarto thefollowing:

nodev sysfs
nodev rootfs
nodev bdev
nodev proc
nodev sockfs
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nodev binfmt_misc
nodev usbfs
nodev usbdevfs
nodev futexfs
nodev tmpfs
nodev pipefs
nodev eventpollfs
nodev devpts
ext2
nodev ramfs
nodev hugetlbfs
1509660
nodev mqueue
ext3
nodev rpc_pipefs
nodev autofs

47

The rst columnsigni es whetherthe le systems mountedonablock device. Thosebeginningwith
nodev arenotmountedon adevice. Thesecondcolumnliststhenameof the le systemsupported.

The mount commandcycles throughthe le systemslisted herewhenoneis not speci ed as an

argument.

5.2.11. /proc/interrupts

This le
/proc/interrupts

CPUO
0 80448940 XT-PIC  timer
1 174412 XT-PIC  keyboard
2: 0 XT-PIC  cascade
8: 1 XT-PIC  rtc
10: 410964 XT-PIC  ethO
12: 60330 XT-PIC  PS/2 Mouse
14: 1314121 XT-PIC  ide0
15: 5195422 XT-PIC  idel
NMI: 0
ERR: 0

For amulti-processomachinethis le maylook slightly different:

CPUO CPU1
0: 1366814704 0
1: 128 340
2: 0 0
8: 0 1
12: 5323 5793
13: 1 0
16: 11184294 15940594
20: 8450043 11120093
30: 10432 10722
31: 23 22
NMI: 0

ERR: 0

XT-PIC
10-APIC-edge
XT-PIC
I0-APIC-edge
10-APIC-edge
XT-PIC
10-APIC-level
10-APIC-level
10-APIC-level
10-APIC-level

timer

keyboard

cascade

rtc

PS/2 Mouse

fpu

Intel  EtherExpress
megaraid

aic7xxx

aic7xxx

Pro 10/100

records the number of interrupts per IRQ on the x86 architecture.A standard
looks similar to thefollowing:

Ethernet
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The rst columnrefersto the IRQ number EachCPU in the systemhasits own columnandits own
numberof interruptsper IRQ. The next columnreportsthe type of interrupt, and the last column
containsthe nameof the device thatis locatedat thatIRQ.

Eachof thetypesof interruptsseenin this le, which arearchitecture-speci cmeansomethingdif-
ferent.For x86 machinesthe following valuesarecommon:

« XT-PIC — Thisis theold AT computerinterrupts.

- 10-APIC-edge — The voltagesignalon this interrupttransitionsfrom low to high, creatingan
edee, wherethe interruptoccursandis only signaledonce.This kind of interrupt,aswell asthe
10-APIC-level interrupt, are only seenon systemswith processorgrom the 586 family and
higher

+ 10-APIC-level — Generatesnterruptswhenits voltagesignalis high until the signalis low
again.

5.2.12. /proc/iomem

This le shavsyouthecurrentmapof the systems memoryfor eachphysicaldevice:

00000000-0009 fb ff System RAM
0009fc00-0009 ff ff reserved
000a0000-000b ff ff Video RAMarea
000c0000-000c  7f ff Video ROM
000f0000-000f  ff ff System ROM
00100000-07ff  ff ff System RAM

00100000-0029 1ba8 : Kernel code
00291ba9-002e 09cb : Kernel data
e0000000-e3ff ff ff : VIA Technologies, Inc. VT82C597 [Apollo  VP3]
e4000000-e7ff ff ff : PCl Bus #01
e4000000-e400 3fff : Matrox Graphics, Inc. MGAG200 AGP
e5000000-e57f ff ff : Matrox Graphics, Inc. MGAG200 AGP
e8000000-e8ff ff ff : PCl Bus #01
e8000000-e8ff ff ff : Matrox Graphics, Inc. MGAG200 AGP
€a000000-ea00 007f : Digital Equipment Corporation DECchip 21140 [FasterNet]
€a000000-ea00 007f : tulip
ffff0O000-ffff ff ff : reserved

The rst columndisplaysthe memoryregistersusedby eachof the differenttypesof memory The
secondcolumnlists the kind of memorylocatedwithin thoseregistersand displayswhich memory
registersareusedby the kernelwithin the systemRAM or, if the network interfacecardhasmultiple
Ethernetports,thememoryregistersassignedor eachport.

5.2.13. /proclioports

The outputof /proc/ioports providesa list of currentlyregisteredport regionsusedfor input or
outputcommunicatiorwith adevice. This le canbequitelong. Thefollowing is a partiallisting:

0000-001f : dmal
0020-003f : picl
0040-005f : timer
0060-006f : keyboard
0070-007f : rtc

0080-008f : dma page reg
00a0-00bf : pic2
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00c0-00df : dma2

00f0-00ff : fpu
0170-0177 : idel
01f0-01f7  : ideO
02f8-02ff : serial(auto)

0376-0376 : idel
03c0-03df : vga+

03f6-03f6  : ide0

03f8-03ff : serial(auto)

0cf8-0cff : PCI confl

d000-dfff : PCl Bus #01

e000-e00f : VIA Technologies, Inc. Bus Master IDE
e000-e007 : ideO
e008-e00f : idel

e800-e87f : Digital Equipment  Corporation DECchip 21140 [FasterNet]
e800-e87f : tulip

The rst columngivesthel/O portaddressangeresered for the device listedin thesecondccolumn.

5.2.14. /proc/kcore

This le representshe physicalmemoryof the systemandis storedin the core le format. Unlike
most/proc/  les, kcore displaysasize.Thisvalueis givenin bytesandis equalto thesizeof the
physicalmemory(RAM) usedplus4 KB.

The contentsof this le aredesignedo be examinedby a dehugger suchasgdb, andis nothuman
readable.

@Caution

Do not view the /proc/kcore  virtual le . The contents of the le scramble text output on the terminal.
If this le is accidentally viewed, press [Ctrl]-[C] to stop the process and then type reset to bring back
the command line prompt.

5.2.15. /proc/kmsg

This le is usedto hold messagegeneratedby thekernel. Thesemessagearethenpicked up by other
programssuchas/sbin/klogd or /bin/dmesg

5.2.16. /proc/loadavg

This le providesalook attheload averagein regardto boththe CPUand|O over time, aswell as
additionaldatausedby uptime andothercommandsA sample/proc/loadavg le lookssimilar
to thefollowing:

0.20 0.18 0.12 1/80 11206
The rst threecolumnsmeasureCPUandlO utilization of thelastone, ve,and10 minuteperiods.

Thefourthcolumnshavsthenumberof currentlyrunningprocesseandthetotalnumberof processes.
ThelastcolumndisplaysthelastprocesdD used.
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5.2.17. /proc/locks

This le displaysthe les currentlylocked by the kernel. The contentsof this le containinternal
kernel detugging dataand can vary tremendouslydependingon the use of the system.A sample

Iproc/locks le for alightly loadedsystemlookssimilar to thefollowing:
1: POSIX ADVISORY WRITE 3568 fd:00:2531452 0 EOF
2: FLOCK ADVISORY WRITE 3517 fd:00:2531448 0 EOF
3: POSIX ADVISORY WRITE 3452 fd:00:2531442 0 EOF
4: POSIX ADVISORY WRITE 3443 {d:00:2531440 0 EOF
5. POSIX ADVISORY WRITE 3326 fd:00:2531430 0 EOF
6: POSIX ADVISORY WRITE 3175 fd:00:2531425 0 EOF
7: POSIX ADVISORY WRITE 3056 fd:00:2548663 0 EOF

Eachlock hasits own line which startswith a uniquenumber The secondcolumnrefersto the class
of lock used,with FLOCKsignifying the olderstyle UNIX le locksfrom aflock systemcall and
POSIX representinghenenver POSIXlocksfrom thelockf  systemcall.

Thethird columncanhave two values ADVISORYor MANDATORYDVISORYmeanghatthelock does
notpreventotherpeoplefrom accessinghedata;it only preventsotherattemptdo lock it. MANDATORY
meanghatno otheraccesgo the datais permittedwhile thelock is held. The fourth columnreveals
whetherthelock is allowing the holderREADor WRITEaccesdo the le. The fth columnshavsthe
ID of the processholding the lock. The sixth columnshaws the ID of the le beinglocked, in the
formatof MAJOR-DEVICE MINOR-DEVICE: INODE-NUMBERThe serenthandeighthcolumnshavs
thestartandendof the le' slockedregion.

5.2.18. /proc/mdstat

This le containsthe currentinformationfor multiple-disk,RAID con gurations.If the systemdoes
notcontainsuchacon guration,then/proc/mdstat  lookssimilar to the following:

Personalities
read_ahead not set
unused devices: < none >

This le remainsin the samestateasseenabose unlessa software RAID or mddevice is presentin
thatcaseyiew /proc/mdstat ~ to nd thecurrentstatusof mdX RAID devices.

The/proc/mdstat le belonv shavs a systemwith its md0 con guredasa RAID 1 device, while it
is currentlyre-syncingthedisks:

Personalities : [linear] [raid1]

read_ahead 1024 sectors

md0: active raidl sda2[l] sdb2[0] 9940 blocks [2/2] [UU] resync=1% finish=12.3mi n
algorithm 2 [3/3] [UUU]

unused devices: < none>

5.2.19. /proc/meminfo

Thisis oneof themorecommonlyused les in the/proc/  directory asit reportsa large amountof
valuableinformationaboutthe systemRAM usage.

Thefollowing sample/proc/meminfo  virtual le is from a systemwith 256 MB of RAM and512
MB of swapspace:

MemTotal: 255908 kB
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MemFree: 69936 kB
Buffers: 15812 kB
Cached: 115124 kB
SwapCached: 0 kB
Active: 92700 kB
Inactive: 63792 kB
HighTotal: 0 kB
HighFree: 0 kB
LowTotal: 255908 kB
LowFree: 69936 kB
SwapTotal: 524280 kB
SwapFree: 524280 kB
Dirty: 4 kB
Writeback: 0 kB
Mapped: 42236 kB
Slab: 25912 kB
Committed_AS: 118680 kB
PageTables: 1236 kB
VmallocTotal: 3874808 kB
VmallocUsed: 1416 kB
VmallocChunk: 3872908 kB
HugePages_Total: 0

HugePages_Free: 0

Hugepagesize: 4096 kB

Much of theinformationhereis usedby thefree , top , andps commandsin fact,the outputof the
free  commandis similar in appearancéo the contentsand structureof /proc/meminfo . But by
looking directly at/proc/meminfo  , moredetailsarerevealed:

+ MemTotal — Totalamountof physicalRAM, in kilobytes.

« MemFree — Theamountof physicalRAM, in kilobytes,left unusedy the system.
- Buffers — Theamountof physicalRAM, in kilobytes,usedfor le buffers.

« Cached — Theamountof physicalRAM, in kilobytes,usedascachememory

+ SwapCached — Theamountof swap,in kilobytes,usedascachememory

- Active — Thetotal amountof buffer or pagecachememory in kilobytes,thatis in active use.
This is memorythathasbeenrecentlyusedandis usuallynotreclaimedfor otherpurposes.

« Inactive =~ — The total amountof buffer or pagecachememory in kilobytes,that arefree and
available.Thisis memorythathasnot beenrecentlyusedandcanbereclaimedor otherpurposes.

+ HighTotal andHighFree — The total and free amountof memory in kilobytes, that is not
directly mappedinto kernel space.The HighTotal  value canvary basedon the type of kernel
used.

+ LowTotal andLowFree — The total andfree amountof memory in kilobytes, thatis directly
mappednto kernelspaceTheLowTotal valuecanvary basednthetype of kernelused.

« SwapTotal — Thetotalamountof swapavailable,in kilobytes.

« SwapFree — Thetotalamountof swapfree,in kilobytes.

« Dirty — Thetotalamountof memory in kilobytes,waiting to be written backto thedisk.

+ Writeback — Thetotalamountof memory in kilobytes,actively beingwritten backto the disk.

+ Mapped — Thetotal amountof memory in kilobytes,which have beenusedto mapdevices, les,
or librariesusingthe mmapcommand.

+ Slab — Thetotal amountof memory in kilobytes,usedby the kernelto cachedatastructuredor
its own use.
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- Committed_AS — Thetotalamountof memoryin kilobytes,estimatedo completetheworkload.
This valuerepresentsheworstcasescenariovalue,andalsoincludesswap memory

+ PageTables — Thetotalamounif memoryin kilobytes,dedicatedo thelowestpagetablelevel.

+ VMallocTotal — The total amountof memory in kilobytes, of total allocatedvirtual address
space.

+ VMallocUsed — Thetotalamountof memoryin kilobytes,of usedvirtual addresspace.

+ VMallocChunk — Thelargestcontiguousblock of memory in kilobytes,of availablevirtual ad-
dressspace.

+ HugePages_Total — The total number of hugepagesfor the system. The number is
derved by dividing Hugepagesize by the megabytesset aside for hugepagesspeci ed in
Iproc/sys/ivm/hugetlb_pool . This statistic only appeas on the x86, Itanium, and AMD64
architectues.

+ HugePages_Free — Thetotal numberof hugepagesvailablefor the system.This statisticonly
appeas onthex86, Itanium,and AMDG64 architectues.

+ Hugepagesize — The sizefor eachhugepagesinit in kilobytes. By default, the valueis 4096
KB on uniprocessokernelsfor 32 bit architecturesiF-or SMP, hugemenkernels,andAMD64, the
defaultis 2048KB. For Itaniumarchitectureshedefaultis 262144KB. Thisstatisticonly appeas
onthex86, Itanium,and AMD64 architectues.

5.2.20. /proc/misc

This le lists miscellaneouslrivers registeredon the miscellaneousnajor device, which is device
numberl0:

63 device-mapper
175 agpgart

135 rtc

134 apm_bios

The rst columnis the minor numberof eachdevice, while the secondcolumnshaws the driver in
use.

5.2.21. /proc/modules

This le displaysa list of all modulesloadedinto the kernel. Its contentsvary basedon the con-
guration and use of your system,but it shouldbe organizedin a similar mannerto this sample
/proc/modules le output:

' ; Note

This example has been reformatted into a readable format. Most of this information can also be
viewed via the /sbin/lsmod ~ command.

nfs 170109 O - Live 0x129b0000
lockd 51593 1 nfs, Live 0x128b0000
nls_utf8 1729 0 - Live 0x12830000
vfat 12097 0 - Live 0x12823000
fat 38881 1 vfat, Live 0x1287b000
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autofs4 20293 2 - Live 0x1284f000
sunrpc 140453 3 nfs,lockd, Live 0x12954000
3c59x 33257 0 - Live 0x12871000
uhci_hcd 28377 0 - Live 0x12869000
md5 3777 1- Live 0x1282c000
ipv6 211845 16 - Live 0x128de000
ext3 92585 2 - Live 0x12886000
jbod 65625 1 ext3, Live 0x12857000
dm_mod 46677 3 - Live 0x12833000

The rst columncontainsghe nameof themodule.
Thesecondcolumnrefersto thememorysizeof themodule,in bytes.

Thethird columnlists how mary instance®f themodulearecurrentlyloaded A valueof zerorepre-
sentsanunloadednodule.

Thefourth columnstatesf the moduledependsiponanothemmoduleto be presenin orderto func-
tion, andlists thoseothermodules.

The fth columnlists whatload statethe moduleis in: Live , Loading , or Unloading arethe only
possiblevalues.

Thesixth columnlists the currentkernelmemoryoffsetfor theloadedmodule.This informationcan
beusefulfor detuggingpurposesor for pro ling toolssuchasoprofile

5.2.22. /proc/mounts
This le providesalist of all mountsin useby the system:

rootfs / rootfs rw 0 O

/proc  /proc  proc rw,nodiratime 00

none /dev ramfs rw 0 O

/devimapper/V ol Group00-L ogVol0 0 / ext3 rw O O
none /dev ramfs rw 0 O

/proc  /proc proc rw,nodiratime 00

/sys Isys sysfs rw 0 O

none /dev/pts devpts rw 0 O

usbdevfs  /proc/bus/usb ushdevfs rw 0 O

/dev/hdal /boot ext3 rw O O

none /dev/ishm tmpfs rw 0 O

none /proc/sys/fs/b in fmt _ms ¢ binfmt_misc rw 00
sunrpc  /var/lib/nfs/r pc_pi pefs rpc_pipefs w 00

The outputfound hereis similar to the contentsof /etc/mtab , exceptthat/proc/mount  is more
up-to-date.

The rst columnspeci esthedevice thatis mountedthe seconccolumnrevealsthe mountpoint, and
thethird columntells the le systemtype,andthefourth columntells youif it is mountedread-only
(ro ) or read-write(rw). The fth andsixth columnsaredummyvaluesdesignedo matchthe format
usedin /etc/mtab

5.2.23. /proc/mtrr

This le refersto the currentMemory Type RangeReagisters(MTRRs)in usewith the system|f the
systemarchitecturesupportdMTRRs, thenthe /proc/mtrr le maylook similarto thefollowing:

reg00: base=0x00000000 ( OMB), size= 256MB: write-back, count=1
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reg0l: base=0xe8000000 (3712MB), size= 32MB: write-combining, count=1

MTRRsareusedwith thentel P6family of processorgPentiumll andhigher)andcontrolprocessor
accesso memoryrangesWhen using a video cardon a PCI or AGP bus, a properly con gured
/proc/mtrr le canincreaseperformancenorethan150%.

Most of thetime, this valueis properlycon gured by default. More informationon manuallycon g-
uringthis le canbefoundlocally atthefollowing location:

lusr/share/doc/kernel-do c- < versio n>/Document atio n/mt rr. txt

5.2.24. Iproc/partitions

This le containspartition block allocationinformation.A samplingof this le from a basicsystem
lookssimilar to thefollowing:

major minor  #blocks name

3 0 19531250 hda

3 1 104391 hdal

3 2 19422585 hda2
253 0 22708224 dm-0
253 1 524288 dm-1

Most of theinformationhereis of little importanceto the user exceptfor the following columns:

« major — The major number of the device with this partition. The major numberin the
/proc/partitions , (3), correspondsvith theblock device ide0 , in /proc/devices

- minor — Theminor numberof the device with this partition. This senesto separat¢he partitions
into differentphysicaldevicesandrelatesto the numberatthe endof the nameof the partition.

« #blocks — Liststhenumberof physicaldisk blockscontainedn a particularpartition.
« name — The nameof the partition.

5.2.25. /proc/pci

This le containsafull listing of every PCl device on the system .Dependingon the numberof PCI
devices,/proc/pci  canberatherlong. A samplingof this le from a basicsystemlookssimilar to
thefollowing:

Bus 0, device 0, function 0:
Host bridge: Intel  Corporation 440BX/ZX - 82443BX/ZX Host bridge (rev 3).
Master Capable. Latency=64.
Prefetchable 32 bit memory at 0xe4000000 [OxeTffffff].
Bus 0, device 1, function 0:
PCI bridge: Intel  Corporation 440BX/ZX - 82443BX/ZX AGP bridge (rev 3).
Master Capable. Latency=64. Min Gnt=128.

Bus 0, device 4, function 0:

ISA bridge: Intel  Corporation 82371AB PIlIX4 ISA (rev 2).
Bus 0, device 4, function 1:

IDE interface: Intel  Corporation 82371AB PIlIX4 IDE (rev 1).

Master Capable. Latency=32.
I/O at 0xd800 [0xd80f].
Bus 0, device 4, function 2:
USB Controller: Intel  Corporation 82371AB PIlIX4 USB (rev 1).
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IRQ 5.
Master Capable. Latency=32.
/O at 0xd400 [Oxd41f].

Bus 0, device 4, function 3:
Bridge: Intel  Corporation 82371AB PIlIX4 ACPI (rev 2).
IRQ 9.
Bus 0, device 9, function 0:
Ethernet  controller: Lite-On  Communication s Inc LNE100TX (rev  33).
IRQ 5.

Master Capable. Latency=32.
I/O at 0xd000 [0xdOff].
Non-prefetcha bl e 32 bit memory at 0xe3000000 [0xe30000ff].

Bus 0, device 12, function 0:
VGA compatible  controller: S3 Inc. VIRGE/DX or /GX (rev 1).
IRQ 11.

Master Capable. Latency=32. Min Gnt=4.Max Lat=255.
Non-prefetcha bl e 32 bit memory at 0xdc000000 [Oxdfffffff].

This outputshaws a list of all PClI devices,sortedin the orderof bus, device, andfunction. Beyond
providing the nameand versionof the device, this list also gives detailedIRQ informationso an
administratoicanquickly look for con icts.

@

To get a more readable version of this information, type:

Isbin/Ispci -vb

5.2.26. /proc/slabinfo

This le givesfull information aboutmemoryusageon the slab level. Linux kernelsgreaterthan
version2.2 useslab poolsto managememoryabaove the pagelevel. Commonlyusedobjectshave
their own slabpools.

Insteadof parsingthehighly verboséproc/slabinfo le manually the /usr/bin/slabtop pro-
gramdisplayskernelslabcacheinformationin realtime. This programallows for customcon gura-
tions,including columnsortingandscreerrefreshing.

A samplescreershotof /usr/bin/slabtop usuallylookslike thefollowing example:
Active / Total Objects (% used) © 133629 / 147300 (90.7%)

Active / Total Slabs (% used) © 11492 / 11493 (100.0%)

Active / Total Caches (% used) : 77 1 121 (63.6%)

Active / Total Size (% used) : 41739.83K / 44081.89K (94.7%)

Minimum / Average / Maximum Object : 0.01K / 0.30K / 128.00K

OBJS ACTIVE USE OBJ SIZE SLABS OBJ/SLAB CACHESIZE NAME

44814 43159 96% 0.62K 7469 6 29876K ext3_inode_ca che
36900 34614 93% 0.05K 492 75 1968K buffer_head

35213 33124 94% 0.16K 1531 23 6124K dentry_cache

7364 6463 87% 0.27K 526 14 2104K radix_tree_no  de
2585 1781 68% 0.08K 55 47 220K vm_area_struc t
2263 2116  93% 0.12K 73 31 292K size-128

1904 1125 59% 0.03K 16 119 64K size-32
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1666 768  46% 0.03K 14 119 56K anon_vma

1512 1482 98% 0.44K 168 9 672K inode_cache

1464 1040 71% 0.06K 24 61 96K size-64

1320 820 62% 0.19K 66 20 264K filp

678 587 86% 0.02K 3 226 12K dm_io

678 587 86% 0.02K 3 226 12K dm_tio

576 574 99% 0.47K 72 8 288K proc_inode_ca che

528 514 97% 0.50K 66 8 264K size-512

492 372 75% 0.09K 12 41 48K bio

465 314 67% 0.25K 31 15 124K size-256

452 331 73% 0.02K 2 226 8K biovec-1

420 420 100% 0.19K 21 20 84K skbuff head ¢ ache

305 256 83% 0.06K 5 61 20K biovec-4

290 4 1% 0.01K 1 290 4K revoke_table

264 264 100% 4.00K 264 1 1056K size-4096

260 256 98% 0.19K 13 20 52K biovec-16

260 256 98% 0.75K 52 5 208K biovec-64
Some of the more commonly used statistics in /proc/slabinfo that are included into
lusr/bin/slabtop include:

« OBJS— Thetotalnumberof objects(memoryblocks),includingthosein use(allocated)andsome
sparesotin use.

+ ACTIVE — Thenumberof objects(memoryblocks)thatarein use(allocated).

+ USE— Percentagef total objectsthatareactie. ((ACTIVE/OBJS)(100))

« OBJ SIZE — Thesizeof theobjects.

+ SLABS— Thetotal numberof slabs.

« OBJ/SLAB — Thenumberof objectsthat t into aslab

+ CACHESIZE — Thecachesizeof theslab

+ NAME— Thenameof theslab

For moreinformationon the/usr/bin/slabtop program referto theslabtop manpage.

5.2.27. Iproc/stat

This le keepstrackof avariety of differentstatisticsaboutthe systemsinceit waslastrestartedThe
contentf /proc/stat  , which canbe quitelong, usuallybeginslike the following example:

cpu 259246 7001 60190 34250993 137517 772 O

cpu0 259246 7001 60190 34250993 137517 772 O

intr 354133732 347209999 2272 0 4 4 0 0 3 1 1249247 0 0 80143 0 422626 5169433
ctxt 12547729

btime 1093631447

processes 130523

procs_running 1

procs_blocked 0

preempt 5651840

cpu 209841 1554 21720 118519346 72939 154 27168
cpu0 42536 798 4841 14790880 14778 124 3117

cpul 24184 569 3875 14794524 30209 29 3130

cpu2 28616 11 2182 14818198 4020 1 3493

cpu3 35350 6 2942 14811519 3045 0 3659
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cpud 18209 135 2263 14820076 12465 0 3373

cpu5 20795 35 1866 14825701 4508 0 3615

cpué 21607 0 2201 14827053 2325 0 3334

cpu7 18544 0 1550 14831395 1589 0 3447

intr 15239682 14857833 6 0 6 6 050 1 00029 02000000 0 94982 0 286812
ctxt 4209609

btime 1078711415

processes 21905

procs_running 1

procs_blocked 0

Someof themorecommonlyusedstatisticsnclude:

+ cpu — Measureshenumberof jif es (1/1000f a secondor x86 systems}hatthe systermmhasbeen
in usermode,usermodewith low priority (nice),systemmode,idle task,l/O wait, IRQ (hardirq),
and softirq respectiely. The IRQ (hardirg)is the direct responsdo a hardware event. The IRQ
takes minimal work for queuingthe "heavy" work up for the softirg to execute.The softirg runs
at a lower priority thanthe IRQ andthereforemay be interruptedmore frequently The total for
all CPUsis given at the top, while eachindividual CPU is listed belav with its own statistics.
Thefollowing exampleis a 4-way Intel PentiumXeoncon gurationwith multi-threadingenabled,
thereforeshaving four physicalprocessorandfour virtual processorsotaling eightprocessors.

+ page — Thenumberof memorypageshe systemhaswrittenin andoutto disk.
« swap — Thenumberof swap pageshe systemhasbroughtin andout.
« intr — Thenumberof interruptsthe systemhasexperienced.

+ btime — The boottime, measuredn the numberof secondssinceJanuaryl, 1970, otherwise
known astheepod.

5.2.28. Iproc/swaps

This le measureswapspaceandits utilization. For asystemwith only oneswappartition,theoutput
of /proc/swap  maylook similarto thefollowing:

Filename Type Size Used Priority
/devimapper/V. ol Group00-L ogVol0 1  partition 524280 0 -1

While someof this information canbe found in other les in the /proc/  directory /proc/swap
providesa snapshobf every swap le name,the type of swap spacethe total size,andthe amount
of spacein use(in kilobytes).Thepriority columnis usefulwhenmultiple swap les arein use.The
lower the priority, themorelikely theswap le is to beused.

5.2.29. /proc/sysrg-trigg er

Using the echo commandto write to this le, a remoteroot user can execute most System
RequestKey commandsremotely as if at the local terminal. To echo valuesto this le, the
Iproc/sys/kernel/sysrq mustbe setto a value otherthan 0. For more informationaboutthe
SystemRequesKey, referto Section5.3.9.3/proc/sys/kernel/

Althoughit is possibleto write to this le, it cannotberead,evenby therootuser
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5.2.30. /proc/uptime

This le containsinformationdetailinghow long the systemhasbeenon sinceits lastrestart. The
outputof /proc/uptime  is quite minimal:

350735.47 234388.90

The rst numberis the total numberof secondghe systemhasbeenup. The secondhumberis how
muchof thattime themachinehasspentidle, in seconds.

5.2.31. /prociversion

This le speci esthe versionof the Linux kernelandgcc in use,aswell asthe versionof RedHat
EnterpriseLinux installedon the system:

Linux version 2.6.8-1.523 (user@foo.redh  at.c om) (gcc version 3.4.1 20040714 \
(Red Hat Enterprise Linux 3.4.1-7)) #1 Mon Aug 16 13:27:03 EDT 2004

This informationis usedfor a variety of purposesincluding the versiondatapresentedvhena user
logsin.

5.3. Directories within /proc/

Commongroupsof informationconcerninghekernelaregroupednto directoriesandsubdirectories
within the/proc/  directory

5.3.1. Process Directories

Every /proc/  directory containsa numberof directorieswith numericalnamesA listing of them
may be similar to thefollowing:

dr-xr-xr-x 3 root root 0 Feb 13 01:28 1
dr-xr-xr-x 3 root root 0 Feb 13 01:28 1010
dr-xr-xr-x 3 xfs xfs 0 Feb 13 01:28 1087
dr-xr-xr-x 3 daemon daemon 0 Feb 13 01:28 1123
dr-xr-xr-x 3 root root 0 Feb 13 01:28 11307
dr-xr-xr-x 3 apache apache 0 Feb 13 01:28 13660
dr-xr-xr-x 3 rpc rpc 0 Feb 13 01:28 637
dr-xr-xr-x 3 rpcuser rpcuser 0 Feb 13 01:28 666

Thesedirectoriesare called procesdirectories asthey arenamedaftera programs procesdD and
containinformationspeci c to thatprocessThe ownerandgroupof eachprocesdlirectoryis setto
theuserrunningthe processWhenthe processs terminatedits /proc/  procesdirectoryvanishes.

Eachprocesdlirectorycontainsthefollowing les:

- cmdline — Containsghe commandssuedwhenstartingthe process.
« cwd — A symboliclink to the currentworking directoryfor theprocess.

- environ — A list of theervironmentvariablesfor the processThe ernvironmentvariableis given
in all uppercasecharactersandthevalueis in lower-casecharacters.

- exe — A symboliclink to the executableof this process.
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- fd — A directorycontainingall of the le descriptordor a particularprocessThesearegivenin
numberedinks:

total 0

Irwx------ 1 root root 64 May 8 11:31 0 -> /dev/null
Irwx------ 1 root root 64 May 8 11:31 1 -> /dev/null
Irwx------ 1 root root 64 May 8 11:31 2 -> /dev/null
Irwx------ 1 root root 64 May 8 11:31 3 -> /dev/ptmx
Irwx------ 1 root root 64 May 8 11:31 4 -> socket:[7774817]
Irwx------ 1 root root 64 May 8 11:31 5 -> /dev/ptmx
Irwx------ 1 root root 64 May 8 11:31 6 -> socket:[7774829]
Irwx------ 1 root root 64 May 8 11:31 7 -> /dev/ptmx

« maps — A list of memorymapsto the variousexecutablesandlibrary les associatedvith this
processThis le canbe ratherlong, dependinguponthe compleity of the processput sample
outputfrom thesshd procesdeginslike thefollowing:

08048000-08086000 r-xp 00000000 03:03 391479 Jusr/sbin/sshd
08086000-08088000  rw-p 0003e000 03:03 391479 Jusr/sbin/sshd
08088000-08095000  rwxp 00000000 00:00 O

40000000-40013000 r-xp 00000000 03:03 293205 /lib/ld-2.2.5.s0
40013000-40014000 rw-p 00013000 03:03 293205 /lib/ld-2.2.5.s0
40031000-40038000 r-xp 00000000 03:03 293282 /lib/libpam.s0.0.75
40038000-40039000  rw-p 00006000 03:03 293282 /lib/libpam.s0.0.75
40039000-4003a000 rw-p 00000000 00:00 O

4003a000-4003c000  r-xp 00000000 03:03 293218 Nlib/libdl-2.2.5.s0
4003c000-4003d000  rw-p 00001000 03:03 293218 /lib/libdl-2.2.5.s0

- mem— Thememoryheldby the processThis le cannotbereadby theuser
- root — A link to therootdirectoryof theprocess.
« stat — Thestatusof theprocess.

- statm — Thestatusof thememoryin useby the processBelow is a sample/proc/statm le:
263 210 210 5 0 205 O

The seven columnsrelateto different memorystatisticsfor the processFrom left to right, they
reportthefollowing aspect®f the memoryused:

1. Total programsize,in kilobytes.

2. Sizeof memoryportions,in kilobytes.
3. Numberof pageghatareshared.

4. Numberof pageghatarecode.

5. Numberof pagesf data/stack.

6. Numberof library pages.

7. Numberof dirty pages.

- status — Thestatusof theprocessn amorereadabldorm thanstat or statm . Sampleoutput
for sshd lookssimilarto thefollowing:
Name: sshd
State: S (sleeping)
Tgid: 797
Pid: 797
PPid: 1
TracerPid:
Uid: 00
Gid: 00
FDSize: 3
Groups:

0
00
00
2
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VmSize: 3072 kB
VmLck: 0 kB
VmRSS: 840 kB
VmData: 104 kB
VmStk: 12 kB
VmExe: 300 kB
VmLib: 2528 kB

SigPnd:  0000000000000000
SigBlk:  0000000000000000
Siglgn: ~ 8000000000001000
SigCgt:  0000000000014005
Caplnh:  0000000000000000
CapPrm: 00000000fffffeff

CapEff:  00000000fffffeff

Theinformationin this outputincludesthe processxameandID, thestate(suchasS (sleeping)
orR (running) ), user/groudD runningtheprocessanddetaileddataregardingmemoryusage.

5.3.1.1. /proc/self/

The/proc/self/ directoryis alink to the currentlyrunningprocessThis allows a procesgo look
atitself without having to know its procesdD.

Within a shell environment,a listing of the /proc/self/ directory produceshe samecontentsas
listing the procesdirectoryfor thatprocess.

5.3.2. /proc/bus/

Thisdirectorycontaindnformationspeci c to thevariousbusesavailableonthe systemFor example,
on a standardsystemcontainingPCl andUSB buses currentdataon eachof thesebusesis available
within a subdirectorywithin /proc/bus/ by thesamename,suchas/proc/bus/pci/

The subdirectoriegnd les availablewithin /proc/bus/  vary dependingon the devicesconnected
to the system.However, eachbus type hasat leastone directory Within thesebus directoriesare
normallyatleastonesubdirectorywith a numericalname,suchas001, which containbinary les.

For example, the /proc/bus/usb/ subdirectorycontains les that track the various devices on
ary USB buses,as well as the drivers requiredfor them. The following is a samplelisting of a
Iproc/bus/usb/ directory:

total O

dr-xr-xr-x 1 root root 0 May 3 16:25 001
-r=-r---- 1 root root 0 May 3 16:25 devices
-r=-r---- 1 root root 0 May 3 16:25 drivers
The/proc/bus/usb/001/ directorycontainsall devicesonthe rst USB busandthedevices le
identi es the USB roothubonthe motherboard.

Thefollowing is a exampleof a/proc/bus/usb/devices le:

T: Bus=01 Lev=00 Prnt=00 Port=00 Cnt=00 Dev#= 1 Spd=12 MxCh= 2
B:  Alloc= 0/900 us ( 0%), #Int= 0, #lso= 0

D: Ver= 1.00 Cls=09(hub ) Sub=00 Prot=00 MxPS=8 #Cfgs= 1

P:  Vendor=0000 ProdID=0000 Rev= 0.00

S:  Product=USB UHCI Root Hub

S:  SerialNumber= d400

C* #lfs= 1 Cfg#= 1 Atr=40 MxPwr= OmA

I:

Ift= 0 Alt=" 0 #EPs= 1 ClIs=09(hub ) Sub=00 Prot=00 Driver=hub
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E: Ad=81(l) Atr=03(Int.) MxPS= 8 Ivl=255ms

5.3.3. /proc/driver/
This directorycontainsinformationfor speci c driversin useby thekernel.

A common le foundhereis rtc  which providesoutputfrom the driver for the systems Real Time
Clock (RTC) the device that keepsthe time while the systemis switchedoff. Sampleoutputfrom

/proc/driver/rtc

lookslike thefollowing:

rtc_time 16:21:00
rtc_date 2004-08-31
rtc_epoch 1900
alarm 21:16:27
DST_enable no

BCD yes

24hr yes
square_wave no
alarm_IRQ no
update_IRQ no
periodic_IRQ no
periodic_freq 1024
batt_status okay

For moreinformationaboutthe RTC, referto thefollowing installeddocumentation:

Jusr/share/doc/kernel-doc-

5.3.4. /Jprocl/fs

< version >/Documentatio  n/rtc.tx t.

This directory shavs which le systemsare exported. If running an NFS sener, typing cat
Iproc/fsinfsd/exports displays the le systems being shared and the permissions
granted for those le systems.For more on le system sharing with NFS, refer to
Chapterd NetworkFile Systen{NFS)

5.3.5. /proc/ide/

ThisdirectorycontaingnformationaboutiDE devicesonthesystemEachlDE channels represented
asaseparatelirectory suchas/proc/ide/ide0 and/proc/idefidel .In addition,adrivers le
is available,providing the versionnumberof the variousdriversusedon the IDE channels:

ide-floppy version  0.99.newide
ide-cdrom  version  4.61
ide-disk version 1.18

Mary chipsetsalso provide a le in this directory with additional data concerningthe drives
connectedhroughthe channelsFor example,a genericintel P11X4 Ultra 33 chipsetproduceshe
/proc/ide/piix le whichrevealswhetherDMA or UDMA is enabledor thedevicesonthe IDE
channels:

PlIX4  Ultra

Intel 33 Chipset.

Secondary Channel
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enabled enabled

------------- driveQ  --------- drivel  -------- driveQ  -----eme- drivel  ------
DMA enabled: yes no yes no
UDMAenabled: yes no no no
UDMAenabled: 2 X X X
UDMA

DMA

PIO

Navigatinginto thedirectoryfor anIDE channelsuchaside0O , providesadditionalinformation.The
channel le providesthe channelnumber while the model identi es the bus type for the channel
(suchaspci ).

5.3.5.1. Device Directories

Within eachiDE channeHbirectoryis adevice directory Thenameof thedevice directorycorresponds
to thedrive letterin the/dev/ directory For instancethe rst IDE drive onide0 wouldbehda.

; Note

There is a symbolic link to each of these device directories in the /proc/ide/ directory.

Eachdevice directorycontainsa collectionof informationandstatistics The contentsof thesedirec-
toriesvary accordingo thetypeof device connectedSomeof themoreuseful les commonto mary
devicesinclude:

- cache — Thedevice cache.

- capacity — Thecapacityof thedevice,in 512byteblocks.
. driver — Thedriver andversionusedto controlthedevice.

- geometry — Thephysicalandlogical geometryof thedevice.
« media — Thetypeof device,suchasadisk .

« model — Themodelnameor numberof thedevice.

- settings — A collectionof currentdevice parametersThis le usually containsquite a bit of
useful,technicalinformation.A samplesettings  le for astandardDE harddisk lookssimilar
to thefollowing:

name value min max mode
acoustic 0 0 254 w
address 0 0 2 w
bios_cyl 38752 0 65535 w
bios_head 16 0 255 w
bios_sect 63 0 63 w
bswap 0 0 1 r
current_speed 68 0 70 w
failures 0 0 65535 w
init_speed 68 0 70 w
io_32bit 0 0 3 w
keepsettings 0 0 1 w
lun 0 0 7 w
max_failures 1 0 65535 w
multcount 16 0 16 w
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nicel 1 0 1 w
nowerr 0 0 1 w
number 0 0 3 w
pio_mode write-only 0 255 w

unmaskirq 0 0 1 w
using_dma 1 0 1 w
wcache 1 0 1 w

5.3.6. /procfirg/

Thisdirectoryis usedto setIRQ to CPUaf nity , which allows the systenmto connect particularlRQ
to only oneCPU. Alternatively, it canexcludea CPUfrom handlingary IRQs.

Each IRQ has its own directory allowing for the individual con guration of each IRQ.
The /proclirg/prof_cpu_mask le is a bitmask that contains the default values for the
smp_affinity le in thelRQ directory Thevaluesin smp_affinity specifywhich CPUshandle
thatparticularlRQ.

For moreinformationaboutthe /proc/irg/ directory referto the following installeddocumenta-
tion:

lusr/share/doc/kernel-do c- <versio n>/Document atio nf/fi les yste ms/proc .txt

5.3.7. Iproc/net/

This directory providesa comprehense look at variousnetworking parametersindstatistics.Each
directoryandvirtual le within thisdirectorydescribeg@spect®f thesystems network con guration.
Below is a partiallist of the/proc/net/ directory:

- arp — Lists the kernels ARP table. This le is particularly useful for connectinga hardware
addresgo anIP addres®n asystem.

« atm/ directory— The les within this directorycontainAsyn&ironousTransferMode (ATM) set-
tingsandstatistics This directoryis primarily usedwith ATM networking andADSL cards.

- dev — Liststhevariousnetwork devicescon gured onthe systemgcompletewith transmitandre-
ceive statisticsThis le displaysthenumberof byteseachinterfacehassentandreceved,thenum-
ber of pacletsinboundandoutbound the numberof errorsseenthe numberof pacletsdropped,
andmore.

- dev_mcast — ListsLayer2multicastgroupson which eachdevice s listening.
- igmp — Liststhe|P multicastaddressewhich this systemjoined.

- ip_conntrack  — Liststracked network connectiongor machineghatareforwardinglP connec-
tions.
+ ip_tables_names  — Liststhetypesof iptables in use.This le is only presenif iptables
is active onthe systemandcontainsoneor moreof thefollowing valuesfilter ~ , mangle , ornat .
+ ip_mr_cache — Liststhemulticastroutingcache.
- ip_mr_vif — Listsmulticastvirtual interfaces.
« netstat — Containsabroadyetdetailedcollectionof networking statisticsjncluding TCPtime-

outs,SYN cookiessentandreceved, andmuchmore.
+ psched — Lists globalpaclet scheduleparameters.
- raw — Listsraw device statistics.
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- route — Liststhekernelsroutingtable.
- rt_cache — Containghecurrentroutingcache.

+ snmp — List of SimpleNetwork ManagemenProtocol(SNMP) datafor variousnetworking pro-
tocolsin use.

- sockstat — Providessoclet statistics.

. tcp — ContaingdetailedTCP socletinformation.

- tr_rif ~— Liststhetokenring RIF routingtable.

« udp — ContaingdetailedUDP socletinformation.

+ unix — ListsUNIX domainsocletscurrentlyin use.
+ wireless — Listswirelessinterfacedata.

5.3.8. /proc/scsi/
Thisdirectoryis analogouso the/proc/ide/ directory but it is for connectedS8CSldevices.

The primary le in this directoryis /proc/scsi/scsi , which containsa list of every recognized
SCSldevice. Fromthis listing, the type of device, aswell asthe modelname vendor SCSichannel
andID datais available.

For example,if a systemcontainsa SCSICD-ROM, atapedrive, aharddrive,anda RAID controller
this le lookssimilarto thefollowing:

Attached  devices:
Host: scsil Channel: 00 Id: 05 Lun: 00

Vendor: NEC Model: CD-ROMDRIVE:466 Rev: 1.06

Type: CD-ROM ANSI SCSI revision: 02
Host: scsil  Channel: 00 Id: 06 Lun: 00

Vendor: ARCHIVE Model: Python 04106-XXX Rev: 7350

Type: Sequential-Acc  ess ANSI| SCSI revision: 02
Host: scsi2 Channel: 00 Id: 06 Lun: 00

Vendor: DELL Model: 1x6 U2WSCSI BP Rev: 5.35

Type: Processor ANSI| SCSI revision: 02

Host: scsi2 Channel: 02 Id: 00 Lun: 00
Vendor: MegaRAID Model: LDO RAID5 34556R Rev: 1.01
Type: Direct-Access ANSI SCSI revision: 02

EachSCSldriver usedby the systemhasits own directory within /proc/scsi/ , which contains
les speci ¢ to eachSCSlcontrollerusingthat driver. From the previous example,aic7xxx/  and
megaraid/  directoriesarepresentsincetwo driversarein use.The les in eachof the directories
typically containan I/O addresgange,IRQ information,andstatisticsfor the SCSlcontrollerusing
thatdriver. Eachcontrollercanreporta differenttype andamountof information. The AdaptecAlC-

7880Ultra SCSlhostadaptes le in this examplesystemproduceghefollowing output:

Adaptec AIC7xxx driver  version: 5.1.20/3.2.4
Compile Options:
TCQ Enabled By Default : Disabled
AICTXXX_PROC STATS : Enabled
AIC7TXXX_RESET DELAY : 5

Adapter  Configuration
SCSI Adapter:  Adaptec AIC-7880 Ultra SCSI host adapter
Ultra  Narrow Controller
PCI MMAPedl/O Base: Oxfcffe000
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Adapter SEEPROMConfig: SEEPROMound and used.
Adaptec SCSI BIOS: Enabled
IRQ: 30
SCBs: Active 0, Max Active 1,
Allocated 15, HW16, Page 255
Interrupts: 33726
BIOS Control  Word: 0x18a6
Adapter Control  Word: Ox1c5f
Extended Translation: Enabled
Disconnect  Enable Flags: Ox0Off
Ultra Enable Flags: 0x0020
Tag Queue Enable Flags: 0x0000
Ordered Queue Tag Flags: 0x0000
Default Tag Queue Depth: 8
Tagged Queue By Device array for aic7xxx host instance 1:
{255,255,255,  255,2 55,2 55,2 55,2 55,2 55,2 55,2 55,2 55,2 55,2 55,2 55,2 55}
Actual queue depth per device for aic7xxx host instance 1:
{111,111, 1,1111111,11}

Statistics:

(scsil:0:5:0)

Device using Narrow/Sync transfers at 20.0 MByte/sec, offset 15
Transinfo  settings: current(12/15/ 0/ 0), goal(12/15/0/0 ), user(12/15/0/ 0)
Total transfers 0 (0 reads and 0 writes)

< 2K 2K+ 4K+ 8K+ 16K+ 32K+ 64K+ 128K+
Reads: 0 0 0 0 0 0 0 0
Writes: 0 0 0 0 0 0 0 0

(scsil:0:6:0)
Device using Narrow/Sync transfers at 10.0 MByte/sec, offset 15
Transinfo  settings: current(25/15/ 0/ 0), goal(12/15/0/0 ), user(12/15/0/ 0)
Total transfers 132 (0 reads and 132 writes)

< 2K 2K+ 4K+ 8K+ 16K+ 32K+ 64K+ 128K+
Reads: 0 0 0 0 0 0 0 0
Writes: 0 0 0 1 131 0 0 0

Thisoutputrevealsthetransferspeedo the SCSldevicesconnectedo thecontrollerbasednchannel
ID, aswell asdetailedstatisticxconcerningheamountandsizesof les reador written by thatdevice.

For example,this controlleris communicatingvith the CD-ROM at 20 megabytesper secondwhile

thetapedrive is only communicatingat 10 megabytegersecond.

5.3.9. /proc/sys/

The /proc/sys/ directoryis differentfrom othersin /proc/  becausét not only providesinfor-
mationaboutthe systembut alsoallows the systemadministratoto immediatelyenableanddisable
kernelfeatures.
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@Caution

Use caution when changing settings on a production system using the various les in the /proc/sys/
directory. Changing the wrong setting may render the kernel unstable, requiring a system reboot.

For this reason, be sure the options are valid for that le before attempting to change any value in
Iproc/sys/

A goodway to determineif a particular le canbe con gured, or if it is only designedo provide
information,is to list it with the-I optionattheshellprompt.If the le is writable,it maybeusedto

con gure thekernel.For example,a partiallisting of /proc/sys/fs lookslike thefollowing:
-r--r--r-- 1 root root 0 May 10 16:14 dentry-state

-TW-r--T-- 1 root root 0 May 10 16:14 dir-notify-ena bl e
-r=-r---- 1 root root 0 May 10 16:14 dquot-nr

-W-r--r-- 1 root root 0 May 10 16:14 file-max

-r=-r---- 1 root root 0 May 10 16:14 file-nr

In thislisting, the les dir-notify-enable andfile-max  canbewrittento and,thereforecanbe
usedto con gure thekernel.Theother les only provide feedbaclkon currentsettings.

Changinga value within a /proc/sys/ le is doneby echoingthe new value into the le. For
example,to enablethe SystemRequesKey onarunningkernel,typethecommand:

echo 1 > /proc/sys/kerne Il sysrq

This changeshevaluefor sysrq from 0 (off) to 1 (on).

A few /proc/sys/ ~ con guration les containmorethanonevalue.To correctlysendnew valuesto
them,placea spacecharactebetweereachvaluepassedvith theecho commandsuchasis donein
thisexample:

echo 4 2 45 > /proc/sys/kern el /acct

' ; Note

Any con guration changes made using the echo command disappear when the system is
restarted. To make con guration changes take effect after the system is rebooted, refer to
Section 5.4 Using the sysctt Command.

The/proc/sys/  directorycontainsseveral subdirectoriesontrolling differentaspectof a running
kernel.

5.3.9.1. /proc/sys/dev/

Thisdirectoryprovidesparameterfor particulardevicesonthesystemMostsystemsiave atleasttwo
directories,cdrom/ andraid/ . Customizedkernelscanhave otherdirectories,suchasparport/
which providesthe ability to shareoneparallelportbetweermultiple device drivers.

The cdrom/ directorycontainsa le calledinfo , which revealsa numberof importantCD-ROM
parameters:

CD-ROMinformation, Id: cdrom.c 3.20 2003/12/17
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drive  name: hdc
drive  speed:

drive # of slots:

Can close tray:

Can open tray:

Can lock tray:

Can change speed:

Can select disk:

Can read multisession:
Can read MCN:

Reports media changed:
Can play audio:

Can write  CD-R:

Can write CD-RW:

Can read DVD:

Can write  DVD-R:

Can write  DVD-RAM:
Can read MRW:

Can write  MRW:

Can write  RAM:

PN
[ec]

OCO0O0OO0OO0OO0OORRRRLRORRERR

This le canbe quickly scannedo discover the qualitiesof an unknavn CD-ROM. If multiple CD-
ROMs areavailableon a systemgeachdevice is givenits own columnof information.

Various les in /proc/sys/devicdrom ,suchasautoclose andcheckmedia , canbeusedto con-
trol the systems CD-ROM. Usetheecho commando enableor disablethesefeatures.

If RAID supportis compiledinto the kernel,a/proc/sys/dev/raid/ directorybecomeswvailable
with at leasttwo les in it: speed_limit_min andspeed_limit_max . Thesesettingsdetermine
theacceleratiorof RAID devicesfor I/O intensve tasks,suchasresyncingthe disks.

5.3.9.2. /proc/syslfs/

This directory containsan array of optionsand information concerningvariousaspectof the le
systemjncludingquota, le handle,inode,anddentryinformation.

Thebinfmt_misc/  directoryis usedto provide kernelsupportfor miscellaneousinaryformats.

Theimportant les in /proc/sys/fs/ include:
« dentry-state — Providesthe statusof the directorycacheThe le lookssimilarto thefollow-
ing:

57411 52939 45 0 0 O

The rst numberrevealsthe total numberof directory cacheentries,while the secondnumber
displaysthenumberof unusecentries. Thethird numbertellsthenumberof secondbetweerwhen
adirectoryhasbeerfreedandwhenit canbereclaimedandthefourthmeasurethepagesurrently
requestedby the systemThelasttwo numbersarenot usedanddisplayonly zeros.

« dquot-nr — Liststhemaximumnumberof cachedlisk quotaentries.

. file-max — Liststhemaximumnumberof le handleghatthekernelallocatesRaisingthevalue
in this le canresohe errorscausedy alack of available le handles.

. file-nr  — Liststhenumberof allocatedle handlesusedle handlesandthemaximumnumber
of le handles.

- overflowgid  andoverflowuid = — De nesthe x edgroupID anduserlD, respectiely, for use
with le systemghatonly supportl6-bitgroupanduseriDs.

« super-max — Controlsthe maximumnumberof superblocksvailable.
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super-nr  — Displaysthe currentnumberof superblocksn use.

5.3.9.3. /proc/sys/kerne I/

Thisdirectorycontainsavarietyof differentcon guration les thatdirectly affecttheoperatiorof the
kernel.Someof the mostimportant les include:

acct — Controlsthe suspensiorof processaccountingbasedon the percentageof free space
availableonthe le systemcontainingthelog. By default, the le lookslike thefollowing:
42 30

The rst valuedictateghepercentagef freespaceequiredfor loggingto resumewhile thesecond
value setsthe thresholdpercentagef free spacewhenloggingis suspendedThethird value sets
theintenal, in secondsthatthe kernelpollsthe le systemto seeif logging shouldbe suspended
or resumed.

cap-bound — Controlsthe capability boundingsettingswhich providesa list of capabilitiesfor

ary procesn the system.f a capabilityis not listed here,thenno processno matterhow privi-

leged,candoit. Theideais to male the systemmoresecureby ensuringthatcertainthingscannot
happenatleastbeyonda certainpointin thebootprocess.

For avalid list of valuesfor thisvirtual le, referto thefollowing installeddocumentation:
Nlib/modules/ < kernel-version > /build/include/linux/c apabilit  y.h .

ctrl-alt-del — Controlswhether[Ctrl]-[Alt]- [Delete] gracefully restartsthe computerusing
init  (0) or forcesanimmediaterebootwithout syncingthedirty buffersto disk (1).

domainname — Con guresthe systemdomainname suchasexample.com .

exec-shield — Con gurestheExecShieldfeatureof thekernel. ExecShieldprovidesprotection
againstertaintypesof buffer over ow attacks.

Therearetwo possiblevaluesfor thisvirtual le:
- 0 — DisablesExecShield.
. 1 — EnablesExecShield.Thisis thedefult value.

Important

If a system is running security-sensitive applications that were started while Exec Shield was
disabled, these applications must be restarted when Exec Shield is enabled in order for Exec
Shield to take effect.

exec-shield-randomize — Enabledocationrandomizatiorof variousitemsin memory This
helpsdeterpotentialattaclers from locating programsanddaemonsn memory Eachtime a pro-
gramor daemonstarts,it is put into a differentmemorylocation eachtime, never in a staticor
absolutememoryaddress.

Therearetwo possiblevaluesfor this virtual le:

- 0 — Disablesrandomizatiorof Exec Shield.This maybe usefulfor applicationdehuggingpur
poses.

. 1 — Enablegandomizatiorof Exec Shield.This is the default value.Note: The exec-shield
le mustalsobesetto 1 for exec-shield-randomize to beeffective.

hostname — Con guresthe systemhostnamesuchaswww.example.com .
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hotplug — Con gurestheutility to beusedwhenacon gurationchanges detectedy thesystem.
This is primarily usedwith USB and Cardhus PCI. The default value of /sbin/hotplug should
not bechangedinlesstestinga nen programto ful Il thisrole.

modprobe — Setsthe locationof the programusedto load kernelmodules.The default valueis
/sbin/modprobe  which meanskmod callsit to loadthe modulewhena kernelthreadcalls kmod.

msgmax — Setsthe maximumsize of ary messageentfrom one processto anotherandis set
to 8192 bytesby default. Be carefulwhenraisingthis value, as queuedmessagebetweenpro-
cessesrestoredin non-svappablekernelmemory Any increaseén msgmaxwould increaseRAM
requirementdor thesystem.

msgmnb— Setsthe maximumnumberof bytesin a singlemessageueue Thedefaultis 16384 .
msgmni — Setsthe maximumnumberof messagegueueidenti ers. Thedefaultis 16.

osrelease — ListstheLinux kernelreleasenumberThis le canonly bealteredby changinghe
kernelsourceandrecompiling.

ostype — Displaysthe type of operatingsystem.By default, this le is setto Linux , andthis
valuecanonly bechangedy changinghekernelsourceandrecompiling.

overflowgid  andoverflowuid — De nesthe x edgrouplD anduserID, respectiely, for use
with systemcallson architectureshatonly supportl6-bitgroupanduserlDs.

panic — De nes the numberof secondghe kernelpostponesebootingwhenthe systemexperi-
encesa kernelpanic.By default, the valueis setto 0, which disablesautomaticrebootingafter a
panic.

printk — This le controlsavarietyof settinggelatedto printingor loggingerrormessaged&ach
errormessageeportedby thekernelhasaloglevel associatedvith it thatde nestheimportanceof
themessageTheloglevel valuesbreakdown in this order:

. 0 — Kernelemegeng. Thesystemis unusable.

. 1 — Kernelalert.Action mustbetakenimmediately

- 2 — Conditionof thekernelis consideredtritical.

- 3 — Generakernelerrorcondition.

- 4 — Generakernelwarningcondition.

- 5 — Kernelnoticeof anormalbut signi cant condition.
- 6 — Kernelinformationalmessage.

. 7 — Kerneldehug-level messages.

Fourvaluesarefoundin theprintk  le:
6 4 1 7

Eachof thesevaluesde nesadifferentrule for dealingwith errormessagesrhe rst value,called
the consoleloglevel, de nesthe lowestpriority of messageprintedto the console (Notethat, the
lower the priority, the higherthe loglevel number) The secondvalue setsthe default loglevel for

messagesvithout an explicit loglevel attachedto them. The third value setsthe lowest possible
loglevel con gurationfor theconsoldoglevel. Thelastvaluesetsthe default valuefor the console
loglevel.

random/ directory— Listsanumberof valuesrelatedo generatingandormumberdor thekernel.

rtsig-max ~ — Con guresthe maximumnumberof POSIXreal-timesignalsthatthe systemmay
have queuedhtary onetime. Thedefault valueis 1024 .

rtsig-nr  — Liststhecurrentnumberof POSIXreal-timesignalsqueuedy thekernel.

sem — Con gures semaphae settingswithin the kernel. A semaphorés a SystemV IPC object
thatis usedto controlutilization of a particularprocess.
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shmall — Setsthetotal amountof sharedmemorythatcanbeusedat onetime onthe systemjn
bytes.By default, this valueis 2097152 .

shmmax— Setsthelargestsharednemorysegmentsizeallowedby thekernel,in bytes.By default,
this valueis 33554432 . However, thekernelsupportanuchlargervaluesthanthis.

shmmni — Setsthemaximumnumberof sharednemorysegmentsfor thewhole systemjn bytes.
By default, this valueis 4096

sysrq — Activatesthe SystemRequesKey, if thisvalueis setto anything otherthanzero(0), the
default.

The SystemRequesKey allows immediateinput to the kernelthroughsimplekey combinations.
For example,the SystemRequestKey can be usedto immediatelyshutdown or restarta sys-
tem, syncall mounted le systemspr dumpimportantinformationto the console.To initiate a
SystemRequestKey, type [Alt]- [SysRq]{< system request code >]. Replace< system
request code > with oneof thefollowing systemrequestodes:

- r — Disablesraw modefor thekeyboardandsetsit to XLATE (alimited keyboardmodewhich
doesnotrecognizemodi ers suchas[Alt], [Ctrl], or [Shift] for all keys).

- k — Kills all processesctwve in a virtual console. Also called Secue AccesKey (SAK), it is
oftenusedto verify thatthelogin promptis spavnedfrom init  andnotatrojancopy designed
to captureusernameandpassverds.

- b — Rebootsthe kernelwithout rst unmountingle systemsor syncingdisksattachedo the
system.

. ¢ — Crasheghe systemwithout rst unmountingle systemsor syncingdisksattachedo the
system.

- 0 — Shutsoff thesystem.

- s — Attemptsto syncdisksattachedo the system.

- u— Attemptsto unmountandremountall le systemsasread-only
. p — Outputsall ags andregistersto theconsole.

« t — Outputsalist of processeto theconsole.

- m— Outputsmemorystatisticsto the console.

- 0 through9 — Setsthelog level for theconsole.

- e —Kills all processeexceptinit  usingSIGTERM.

- i —Kills all processeexceptinit  usingSIGKILL.
- | —Kills all processesisingSIGKILL (includinginit ). Thesystenmis unusableafter issuing
this SystenRequesKey code

- h — Displayshelptext.

This featureis mostbene cial when using a developmentkernel or when experiencingsystem
freezes.

@Caution

The System Request Key feature is considered a security risk because an unattended console
provides an attacker with access to the system. For this reason, it is turned off by default.

Referto /usr/share/doc/kernel-doc- <version >/Documentat ion/sysr q.txt for more
informationaboutthe SystemRequesKey.

sysrg-key — De nesthekey codefor the SystemRequesKey (84 is thedefault).

sysrq-sticky — De nes whetherthe SystemRequesKey is a chordedkey combination.The
acceptedialuesareasfollows:
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- 0 — [Alt]- [SysRq] and the systemrequestcode must be pressedsimultaneouslyThis is the
defaultvalue.

- 1 —[Alt]- [SysRg]mustbe pressedimultaneouslybut the systemrequestodecanbe pressed
arytime beforethenumberof secondspeci edin /proc/sys/kernel/sysrg-timer elapses.

- sysrg-timer ~ — Speci esthe numberof secondsllovedto passbeforethe systenrequestode
mustbepressedThedefaultvalueis 10.

- tainted — Indicateswhetheranon-GPLmoduleis loaded.
. 0 — Nonon-GPLmodulesareloaded.
. 1 — At leastonemodulewithout a GPL license(includingmoduleswith nolicense)is loaded.
. 2 — At leastonemodulewasforce-loadedvith thecommandnsmod -f .

- threads-max — Setsthe maximumnumberof threadsto be usedby the kernel,with a default
valueof 2048 .
- version — Displaysthedateandtimethekernelwaslastcompiled.The rst eld in this le, such

as#3, relatesto the numberof timesa kernelwashbuilt from the sourcebase.

5.3.9.4. /proc/sys/net/

This directory containssubdirectoriezoncerningvariousnetworking topics. Variouscon gurations
at the time of kernel compilationmale different directoriesavailable here,suchas appletalk/
ethernet/  ,ipv4/ ,ipx/ ,andipv6/ .By alteringthe les within thesedirectories systemadminis-
tratorsareableto adjustthe network con gurationon arunningsystem.

Giventhewide variety of possiblenetworking optionsavailablewith Linux, only the mostcommon
Iproc/sysinet/ directoriesarediscussed.

The/proc/sysinet/core/ directorycontainsa variety of settingsthat controlthe interactionbe-
tweenthekernelandnetworking layers.Themostimportantof theseles are:

« message_burst — Setstheamountof timein tenthsof a secondequiredto write a new warning
messageT his settingis usedto mitigateDenial of Service(Do§) attacks Thedefault settingis 50.

- message_cost — Setsacoston every warningmessageThehigherthevalueof this le (default
of 5), themorelikely thewarningmessagés ignored.This settingis usedto mitigateDoS attacks.

Theideaof aDoSattackis to bombardhetargetedsystemwith requestshatgeneraterrorsand |l
up disk partitionswith log les or requireall of the systems resourceso handlethe errorlogging.
The settingsin message_burst andmessage_cost are designedo be modi ed basedon the
systems acceptableisk versusthe needfor comprehense logging.

+ netdev_max_backlog — Setsthemaximumnumberof pacletsallowedto queuewhena partic-
ular interfacereceves pacletsfasterthanthe kernelcan procesghem. The default valuefor this
le is300.

+ optmem_max — Con guresthemaximumancillary buffer sizeallowed persoclet.
- rmem_default — Setsthereceve soclet buffer default sizein bytes.

- rmem_max— Setsthereceve soclet buffer maximumsizein bytes.

- wmem_default — Setsthesendsoclet buffer default sizein bytes.

- wmem_max— Setsthe sendsoclet buffer maximumsizein bytes.
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The /proc/sys/inet/ipva/ directory containsadditionalnetworking settings.Mary of theseset-
tings, usedin conjunctionwith oneanother are usefulin preventing attackson the systemor when
usingthe systemto actasarouter

@Caution

An erroneous change to these les may affect remote connectivity to the system.

Thefollowing is alist of someof the moreimportant les within the/proc/sys/net/ipv4/ direc-

tory:

+ icmp_destunreach_rate s icmp_echoreply_rate , icmp_paramprob_rate and
icmp_timeexeed_rate — Setthe maximumICMP sendpaclet rate,in 1/100 of a secondto

hostsundercertainconditions A settingof 0 removesary delayandis notagoodidea.

- icmp_echo_ignore_all andicmp_echo_ignore_broadcasts — Allowsthekerneltoignore
ICMP ECHO pacletsfrom every hostor only thoseoriginatingfrom broadcasand multicastad-
dressesrespectiely. A value of 0 allows the kernelto respondwhile a value of 1 ignoresthe
paclets.

« ip_default_ttl — Setgthedefault TimeTo Live (TTL), whichlimits thenumberof hopsapaclet
may male beforereachingts destinationlncreasinghis valuecandiminish systemperformance.

« ip_forward ~— Permitsinterfaceson the systemto forward pacletsto oneother By default, this
le is setto 0. Settingthis le to 1 enablesetwork paclet forwarding.

- ip_local_port_range — Speci estherangeof portsto be usedby TCP or UDP whenalocal
portis neededThe rst numberis the lowestport to be usedandthe secondhumberspeci esthe
highestport. Any systemshatexpectto requiremore portsthanthe default 1024to 4999should
usearangefrom 32768to 61000.

« tcp_syn_retries — Providesa limit on the numberof timesthe systemre-transmitsa SYN
paclet whenattemptingto make a connection.

+ tcp_retriesl — Setsthe numberof permittedre-transmissionattemptingto answeranincom-
ing connectionDefault of 3.

+ tcp_retries2 — Setsthenumberof permittedre-transmissionsf TCP paclets.Default of 15.
The

lusr/share/doc/kernel-do c- <versio n>/Document atio n/ne two rkin g/
ip-sysctl.txt

le containsacompletdist of les andoptionsavailablein the /proc/sys/net/ipv4/ directory

A numberof otherdirectoriesexist within the /proc/sys/net/ipv4/ directoryandeachcoversa
differentaspecbf the network stack.The/proc/sys/net/ipv4/conf/ directoryallows eachsys-
teminterfaceto becon guredin differentways,includingthe useof default settingsfor uncon gured
devices(in the/proc/sys/net/ipv4/confidefault/ subdirectoryandsettingsthatoverrideall
specialcon gurations(in the/proc/sys/net/ipva/conf/all/ subdirectory).

The /proc/sys/net/ipva/neigh/ directory containssettingsfor communicatingvith a hostdi-
rectly connectedo the system(called a network neighbor)and also containsdifferent settingsfor
systemsnorethanonehop awvay.

Routingover IPV4 alsohasits own directory /proc/sys/net/ipv4/route/ . Unlike conf/ and
neigh/ , the /proc/sys/net/ipv4/route/ directory containsspeci cationsthat apply to rout-
ing with ary interfaceson the systemMarny of thesesettings,suchasmax_size , max_delay , and
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min_delay , relateto controllingthe sizeof therouting cache.To clearthe routing cache write ary
valueto theflush  le.

Additionalinformationaboutthesedirectoriesandthe possiblevaluesfor their con guration les can
befoundin:

lusr/share/doc/kernel-do c- <versio n>/Document atio n/fi les yste ms/proc .txt

5.3.9.5. /proc/sysivm/

Thisdirectoryfacilitatesthecon gurationof theLinux kernels virtual memory(VM) subsystemThe
kernelmalesextensve andintelligentuseof virtual memory which is commonlyreferredto asswap
space.

Thefollowing les arecommonlyfoundin the/proc/sys/ivm/ directory:

+ block_dump — Con guresblock I/O dehuggingwhenenabled All read/writeand block dirty-
ing operationdoneto les areloggedaccordingly This canbe usefulif diagnosingdisk spinup
andspin downs for laptop batteryconseration. All outputwhenblock_dump is enabledcanbe
retrieved via dmesg. Thedefault valueis 0.

()

If block_dump is enabled at the same time as kernel debugging, it is prudent to stop the klogd
daemon, as it generates erroneous disk activity caused by block_dump .

- dirty_background_ratio — Startsbackgroundwritebackof dirty dataat this percentagef
total memory via apd ush daemonThedefault valueis 10.

- dirty_expire_centisecs — De nes whendirty in-memorydatais old enoughto be eligible
for writeout. Datawhich hasbeendirty in-memoryfor longerthanthis intenal is written out next
time apd ush daemonwakesup. The default valueis 3000, expressedn hundredth®f a second.

« dirty_ratio — Startsactive writebackof dirty dataat this percentagef total memoryfor the
generatoof dirty data,via pd ush. Thedefault valueis 40.

- dirty_writeback_centisecs — De nestheintenal betweerpd ush daemorwakeupswhich
periodicallywrites dirty in-memorydataout to disk. The default valueis 500, expressedn hun-
dredthsof asecond.

+ laptop_mode — Minimizes the numberof timesthata hard disk needsto spin up by keeping
the disk spundown for aslong as possible thereforeconservingbatterypower on laptops.This
increase®f ciency by combiningall futurel/O processetogetherreducingthe frequeng of spin
ups.Thedefaultvalueis 0, but is automaticallyenabledn caseabatteryon alaptopis used.

This valueis controlledautomaticallyby the acpiddaemononcea useris noti ed batterypower
is enabled.No usermodi cations or interactionsare necessaryf the laptop supportsthe ACPI
(AdvancedCon gurationandPawer Interface)speci cation.

For moreinformation,referto thefollowing installeddocumentation:
Jusr/share/doc/kernel-doc- < version > /Documentation/| aptop-mo de.txt

+ lower_zone_protection — Determineshow aggressie thekernelis in defendingower mem-
ory allocation zones.This is effective when utilized with machinescon gured with highmem
memoryspaceenabled.The default valueis 0, no protectionat all. All otherinteger valuesare
in megabytesandlowmem memoryis thereforeprotectedrom beingallocatedby users.

For moreinformation,referto thefollowing installeddocumentation:
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Jusr/share/doc/kernel-doc- < version > /Documentation/f ilesyste  ms/proc .txt

max_map_count — Con guresthe maximumnumberof memorymapareasa processnay have.
In mostcasesthedefault valueof 65536 is appropriate.

min_free_kbytes =~ — ForcestheLinux VM (virtual memorymanager}o keepa minimumnum-
ber of kilobytesfree. The VM usesthis numberto computea pages_min valuefor eachlowmem
zonein thesystem The default valueis in respecto the total memoryon themachine.

nr_hugepages — Indicatesthe currentnumberof con guredhugetlb  pagesn thekernel.
For moreinformation,referto thefollowing installeddocumentation:
Jusr/share/doc/kernel-doc- < version > /Documentation/v m/hugetl bpage.t xt

nr_pdflush_threads — Indicatesthe numberof pd ush daemonghat are currently running.
This le is read-only andshouldnot be changedy the user Underheavy 1/0O loads,the default
valueof two is increasedy thekernel.

overcommit_memory — Con gures the conditionsunderwhich a large memoryrequestis ac-
ceptedor denied.Thefollowing threemodesareavailable:

- 0 — Thekernelperformsheuristicmemoryover commithandlingby estimatingthe amountof
memoryavailable andfailing requestghat are blatantly invalid. Unfortunately sincememory
is allocatedusinga heuristicratherthana precisealgorithm, this settingcansometimesallow
availablememoryon the systemto be overloadedThis is the default setting.

- 1 — Thekernelperformsno memoryover commithandling.Underthis setting the potentialfor
memoryoverloadis increasedbut sois performancdor memoryintensve tasks(suchasthose
executedby somescienti ¢ software).

- 2 — Thekernelfails requestdor memorythataddup to all of swap plusthe percentof physi-
cal RAM speci edin /proc/sys/vm/overcommit_ratio . This settingis bestfor thosewho
desirelessrisk of memoryovercommitment.

Note

This setting is only recommended for systems with swap areas larger than physical memory.

overcommit_ratio — Species the percentageof physical RAM considered when
/proc/sys/vm/overcommit_memory is setto 2. Thedefault valueis 50.
page-cluster ~— Setsthenumberof pagegeadin asingleattemptThedefultvalueof 3, which

actuallyrelatesto 16 pagesjs appropriatéor mostsystems.

swappiness — Determineshov mucha machineshouldswap. The higherthe value,the more
swappingoccurs.Thedefault value,asa percentagds setto 60.

All kernel-basediocumentatiowanbefoundin thefollowing locally installedlocation:

lusr/share/doc/kernel-doc- <version >/Documentatio n/, which contains additional
information.

5.3.10. /proc/sysvipc/

ThisdirectorycontainsnformationaboutSystemV IPCresourcesThe les in thisdirectoryrelateto
SystemV IPC callsfor messageénsg), semaphoregem), andsharedmemory(shm).
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5.3.11. /proclity/

This directorycontainsinformationaboutthe availableandcurrentlyusedtty deviceson the system.
Originally calledteletypedevices ary charactebaseddataterminalsarecalledtty devices.

In Linux, therearethreedifferentkindsof tty devices.Serialdevicesareusedwith serialconnections,
suchasoveramodemor usingaserialcable.Mrtual terminalscreatehecommonconsoleconnection,
suchasthevirtual consolesavailablewhenpressindgAlt]- [< F-key> ] at the systemconsole Pseudo
terminalscreatea two-way communicatiorthat is usedby somehigherlevel applicationssuchas

XFree86.Thedrivers  le isalist of thecurrenttty devicesin use,asin thefollowing example:

serial /dev/cua 5 64-127 serial:callou t
serial /dev/ttyS 4 64-127 serial

pty_slave /dev/pts 136 0-255 pty:slave
pty_master /dev/ptm 128 0-255 pty:master
pty_slave /devittyp 3 0-255 pty:slave
pty_master /dev/pty 2 0-255 pty:master
/devivc/O /dev/vc/O 4 0 system:vtmast er
/dev/ptmx /dev/ptmx 5 2 system
/dev/console /dev/console 5 1 system:consol e
/devitty /devitty 5 0 system:/dev/t ty
unknown /dev/vc/%d 4 1-63 console

The /procitty/driver/serial le lists the usagestatisticsand statusof eachof the serial tty
lines.

In orderfor tty devicesto be usedasnetwork devices,theLinux kernelenforcedine disciplineonthe
device. This allows the driver to placea speci c type of headewith every block of datatransmitted
over thedevice, makingit possiblefor the remoteendof the connectiorto ablock of dataasjustone
in a streamof datablocks.SLIP and PPParecommonline disciplines,andeacharecommonlyused
to connecystemso oneotherover a seriallink.

Reagisteredline disciplinesare storedin theldiscs  le, andmoredetailedinformationis available
within theldisc/  directory

5.4. Using the sysctt Command

The/sbin/sysctl commands usedto view, set,andautomatekernelsettingsin the /proc/sys/
directory

For a quick overvien of all settings con gurable in the /proc/sys/ directory type the
/sbin/sysctl -a commandasroot. This createsa large, comprehense list, a small portion of
which lookssomethindike thefollowing:

net.ipv4.rout e. min_delay = 2

kernel.sysrq =0

kernel.sem = 250 32000 32 128

This is the sameinformationseenif eachof the les wereviewed individually. The only difference
is the le location. For example,the /proc/sys/net/ipv4/route/min_delay le is listed as
net.ipv4.route.min_delay , with the directoryslasheseplacedby dotsandthe proc.sys  por

tion assumed.

The sysctl commandcan be usedin place of echo to assignvaluesto writable les in the
Iproc/sys/  directory For example,insteadof usingthecommand

echo 1 > /proc/sys/kerne Il sysrq
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usetheequialentsysctt commandasfollows:

sysctl  -w kernel.sysrg=" 1"
kernel.sysrq =1

While quickly settingsingle valueslike this in /proc/sys/ is helpful during testing, this method
doesnot work aswell on a productionsystemasspecialsettingswithin /proc/sys/ arelostwhen
themachines rebootedTo presere customsettings addthemto the /etc/sysctl.conf le.

Eachtime thesystemboots,theinit  programrunsthe/etc/rc.d/rc.sysinit script. This script

containsa commando executesysctl  using/etc/sysctl.conf to determinethe valuespassed
to the kernel. Any valuesaddedto /etc/sysctl.conf thereforetake effect eachtime the system
boots.

5.5. Additional Resour ces

Below areadditionalsource®f informationaboutproc le system.

5.5.1. Installed Documentation

Someof thebestdocumentatiormbouttheproc le systemis installedon the systemby default.

Jusr/share/doc/kernel-doc- < version > /Documentation/f ilesyste  ms/proc .txt
— Containsassortedbut limited, informationaboutall aspect®f the/proc/  directory

lusr/share/doc/kernel-doc- < version >/Documentation/s  ysrq.txt — An overvien
of SystemRequesKey options.

lusr/share/doc/kernel-doc- <version >/Documentation/s  ysctll — A directorycon-
tainingavarietyof sysctl  tips,includingmodifyingvaluesthatconcerrthekernel(kernel.txt ),
accessinge systemgfs.txt ), andvirtual memoryuse(vm.txt ).

lusr/share/doc/kernel-doc- < version >/Documentation/n  etworkin g/ip-sy sctl.txt
— A detailedovervien of IP networking options.

5.5.2. Useful Websites

- http://wwwlinuxhg.com/— This websitemaintainsa completedatabasef source patchesand
documentatiorfor variousversionsof the Linux kernel.
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Users and Groups

Thecontrolof uses andgroupsis acoreelemenbf RedHat EnterpriseLinux systemadministration.

Users can be either people,meaningaccountstied to physicalusers,or accountswhich exist for
speci c applicationgo use.

Groupsare logical expressionf organization,tying userstogetherfor a commonpurpose.Users
within a groupcanread,write, or execute les ownedby thatgroup.

Eachuserandgrouphasauniquenumericaidenti cation numbercalleda userid(UID) andagroupid
(GID) respectiely.

A userwho createsa le is alsothe ownerandgroupownerof that le. The le is assignedseparate
read,write, andexecutepermissiondor the owner, the group,andeveryoneelse.The le ownercan

be changednly by theroot useraswell asaccespermissionsanbe changedy boththeroot user

andtheownerof the le.

RedHat EnterpriseLinux supportsaccesscontiol lists (ACLs) for les anddirectorieswhich allow
permissiondor speci ¢ usersoutsideof theownerto be set.For moreinformationaboutusingACLs,
referto thechaptettitled AccessContmol Listsin the RedHat EnterpriseLinux SystemAdministation
Guide

Propermanagemendf usersandgroupsaswell asthe effective managementf le permissionsre
amongthemostimportanttasksasystemadministratoundertaks.For adetailedook at stratgiesfor
managingusersandgroupsreferto the chaptettitted Managing User Accountsand Resouce Access
in the RedHat EnterpriseLinux Introductionto SystermAdministation guide.

6.1. User and Group Management Tools

Managingusersand groupscanbe a tedioustask, but Red Hat EnterpriseLinux providestools and
corventionsto make theirmanagemengasier

The easiestway to manageusersand groupsis throughthe graphicalapplication,User Manager
(system-config-users ). For moreinformationon User Manager, referto the chaptettitled User
andGroupCon gurationin the RedHat EnterpriseLinux SystermAdministation Guide

Thefollowing commandine toolscanalsobe usedto manageisersandgroups:

« useradd , usermod , anduserdel — Industry-standardhethodsof adding,deletingandmodify-
ing useraccounts.

+ groupadd , groupmod , andgroupdel — Industry-standardchethodf adding,deleting,andmod-
ifying usergroups.

» gpasswd — Industry-standardéhethodof administeringhe /etc/group le.

+ pwck, grpck — Toolsusedfor theveri cation of thepasswerd, group,andassociateghadav les.

+ pwconv, pwunconv — Toolsusedfor the corversionof passwerdsto shadav passwerdsandback
to standarcpasswerds.

For anoverview of usersandgroupmanagementgeferto the RedHat EnterpriseLinux Introduction
to SystemAdministation. For a detailedlook at commandine toolsfor managingusersandgroups,
seethe chaptettitied Userand Group Con guration in the RedHat EnterpriseLinux SystemAdmin-
istration Guide
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6.2. Standar d Users

Table6-1 lists the standarduserscon guredin the/etc/passwd  le by anEverything installation.
The groupid (GID) in this tableis the primary group for the user SeeSection6.3 Standad Groups
for alisting of standardyroups.

User uib GID Home Director y Shell

root 0 0 Iroot /bin/bash
bin 1 1 /bin Ishin/nologin
daemon 2 2 Ishin Ishin/nologin
adm 3 4 Ivar/adm Isbin/nologin
Ip 4 7 Ivar/spool/lpd /sbin/nologin
sync 5 0 Isbin /bin/sync
shutdevn 6 0 /shin Ishin/shutdown
halt 7 0 /sbin Isbin/halt
mail 8 12 Ivar/spool/mail /shin/nologin
news 9 13 letc/news

uucp 10 14 Ivar/spool/uucp /shin/nologin
operator 11 0 [root /shin/nologin
games 12 100 Jusr/games /sbin/nologin
gopher 13 30 Ivar/gopher /sbin/nologin
ftp 14 50 Ivarfftp /shin/nologin
nobody 99 99 / /shin/nologin
rom 37 37 Ivar/lib/rpm /sbin/nologin
vecsa 69 69 /dev /sbin/nologin
dbus 81 81 / /shin/nologin
ntp 38 38 letc/ntp /shin/nologin
canna 39 39 Ivar/lib/canna /shin/nologin
nscd 28 28 / /shin/nologin
rpc 32 32 / /shin/nologin
post x 89 89 Ivar/spool/postfix /sbin/nologin
mailman 41 41 /var/mailman /shin/nologin
named 25 25 Ivar/named Ibin/false
amanda 33 6 var/lib/amanda/ /bin/bash
postgres 26 26 Ivarl/lib/pgsql /bin/bash
exim 93 93 Ivar/spool/exim /sbin/nologin
sshd 74 74 Ivar/lempty/sshd /shin/nologin
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User uID GID Home Director y Shell
rpcuser 29 29 Ivar/lib/nfs /shin/nologin
nsfnobody 65534 | 65534 | Ivar/lib/nfs /shin/nologin
pvm 24 24 lusr/share/pvm3 /bin/bash
apache 48 48 Ivarhwww Isbin/nologin
xfs 43 43 letc/X11/fs /shin/nologin
gdm 42 42 Ivar/gdm /shin/nologin
htt 100 101 Jusr/lib/im /sbin/nologin
mysql 27 27 Ivar/lib/mysgl /bin/bash
webalizer 67 67 Ivar/www/usage /sbin/nologin
mailnull 47 47 Ivar/spool/mqueue /shin/nologin
smmsp 51 51 Ivar/spool/mqueue /shin/nologin
squid 23 23 Ivar/spool/squid /shin/nologin
Idap 55 55 Ivar/lib/ldap /bin/false
netdump 34 34 Ivar/crash /bin/bash
pcap 77 77 Ivar/arpwatch /sbin/nologin
radiusd 95 95 / Ibin/false
radvd 75 75 / /shin/nologin
quagga 92 92 Ivar/run/quagga /sbin/login
wnn 49 49 Ivarl/lib/wnn /sbin/nologin
dovecot 97 97 Just/libexec/dovecot /shin/nologin

Table 6-1. Standard Users

6.3. Standard Groups

Table6-2 lists the standardyroupscon gured by an Everything installation.Groupsarestoredin the
Jetc/group le.

Group GID Members

root 0 root

bin 1 root, bin, daemon
daemon 2 root, bin, daemon
sys 3 root, bin, adm
adm 4 root,adm,daemon
tty 5

disk 6 root
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Group GID Member s
Ip daemon|p
mem
kmem
wheel 10 root
mail 12 mail, post x, exim
news 13 news
uucp 14 uucp
man 15
games 20
gopher 30
dip 40
ftp 50
lock 54
nobody 99
users 100
rpm 37
utmp 22

oppy 19
vcsa 69
dbus 81
ntp 38
canna 39
nscd 28
rpc 32
postdrop 90
post x 89
mailman 41
exim 93
named 25
postgres 26
sshd 74
rpcuser 29
nfsnobody 65534
pvm 24
apache 48
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Group GID Member s
xfs 43
gdm 42
htt 101
mysq|l 27
webalizer 67
mailnull 47
smmsp 51
squid 23
Idap 55
netdump 34
pcap 77
quaggat 102
quagga 92
radvd 75
slocate 21
wnn 49
dovecot 97
radiusd 95

Table 6-2. Standard Groups

6.4. User Private Groups

RedHatEnterpriseLinux usesauserprivategroup(UPG) schemewhichmakesUNIX groupseasier
to manage.

A UPGis createdvheneer anew useris addedo the systemA UPG hasthe samenameasthe user
for whichit wascreatedandthatuseris the only memberof the UPG.

UPGsmale it safeto setdefault permissiondor a newly createdle or directorywhich allow both
the userandthat users groupto make modi cationsto the le or directory

Thesettingwhichdeterminesvhatpermissiongreappliedto anewly createdle ordirectoryis called
a umaskandis con gured in the /etc/bashrc le. Traditionallyon UNIX systemsthe umask is
setto 022, which allows only the userwho createdhe le or directoryto make modi cations.Under
this schemeall otherusers,including membes of the creator's group, arenot allowed to malke ary
modi cations. However, underthe UPG schemethis "group protection"is not necessarginceevery
userhastheir own privategroup.

6.4.1. Group Directories

Mary IT organizationdike to createa groupfor eachmajor projectand then assignpeopleto the
groupif they needto accesshatprojects les. Usingthistraditionalschememanagingles hasbeen
dif cult; whensomeonereatesa le, it is associateavith the primary groupto which they belong.
Whenasinglepersorworkson multiple projectsit is dif cult to associatéheright les with theright
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group.Using the UPG schemehowever, groupsare automaticallyassignedo les createdwithin a
directorywith the setgidbit set. The setgidbit makesmanaginggroupprojectsthatsharea common
directoryvery simplebecausery les a usercreateswithin the directory are owned by the group
which ownsthedirectory

Lets say for example,thata groupof peoplework on les in the /usr/lib/lemacs/site-lisp/
directory Somepeoplearetrustedto modify thedirectory but certainlynot everyoneis trusted.First
createanemacs group,asin thefollowing command:

lusr/sbin/groupadd emacs

To associatehe contentof thedirectorywith theemacs group,type:

chown -R root.emacs /ust/lib/emacs/site-lisp

Now, it is possibleto addthe properusersto the groupwith the gpasswd command:
lusr/bin/gpasswd -a < username > emacs

To allow usersto createles within thedirectory usethefollowing command:
chmod 775 /usr/lib/emacs/site-lisp

Whenausercreatesanew le, it is assignedhe groupof the users default private group.Next, set
the setgidbit, which assignseverything createdin the directory the samegroup permissionasthe
directoryitself (emacs). Usethefollowing command:

chmod 2775 /usr/lib/lemacs/site-lisp

At this point, becauseeachusers default umaskis 002, all membersof the emacs groupcancreate
andedit les in the /usr/lib/emacs/site-lisp/ directorywithout the administratorhaving to
changele permissiongverytime userswrite new les.

6.5. Shadow Passwords

In multiuser ervironments it is very important to use shadow passwods (provided by the
shadow-utils package)Doing so enhanceghe security of systemauthenticationles. For this
reasontheinstallationprogramenableshada passverdsby default.

The following lists the advantagespf shadwv passwerds have over the traditional way of storing
passwrdson UNIX-basedsystems:

- Improves system security by moving encrypted passverd hashesfrom the world-readable
letc/passwd  le to/etc/shadow , whichis readableonly by therootuser

- Storesnformationaboutpassverd aging.
- Allows the usethe /etc/login.defs le to enforcesecuritypolicies.

Most utilities provided by the shadow-utils packagework properly whetheror not shada
passwrds are enabled.However, since passwerd aging information is storedexclusiely in the
letc/shadow  le, ary commandsvhich createor modify passverd aginginformationdo notwork.

Thefollowing is alist of commandsvhich do not work without rst enablingshadav passverds:

» chage

» gpasswd
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« /usr/sbin/usermod -e or-f options
« lusr/shin/useradd -e or-f options

6.6. Additional Resources

For moreinformationaboutusersandgroups,andtools to managethem, refer to the following re-
sources.

6.6.1. Installed Documentation

- Relatedmanpages— Therearea numberof manpagesfor the variousapplicationsandcon gu-
ration les involvedwith managingusersandgroups.Someof themoreimportantmanpageshave
beenlistedhere:

UserandGroupAdministrative Applications

man chage — A commando modify passwerd agingpoliciesandaccountexpiration.
man gpasswd — A commando administerthe /etc/group le.
« man groupadd — A commando addgroups.
- man grpck — A commando verify the/etc/group le.
- man groupdel — A commando remove groups.
« man groupmod — A commando modify groupmembership.
- man pwck — A commando verify the/etc/passwd  and/etc/shadow  les.
- man pwconv — A tool to convert standargasswerdsto shadav passverds.
+ man pwunconv — A tool to corvert shadav passwerdsto standarcpassverds.
- man useradd — A commando addusers.
- man userdel — A commando remove users.
« man usermod — A commando modify users.

Con gurationFiles

- man 5 group — The le containinggroupinformationfor the system.
- man 5 passwd — The le containinguserinformationfor the system.

- man 5 shadow — The le containingpassvwerdsandaccountexpiration informationfor
thesystem.
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6.6.2. Related Books

- RedHat EnterpriseLinux Introductionto SystenAdministation; RedHat, Inc. — This companion
manualprovides an overvienv of conceptsand techniquesf systemadministration.The chapter
titted Managing User Accountsand Resouce Accesshasgreatinformationpertainingto userand
groupaccountmanagement.

- RedHat EnterpriseLinux SystemAdministation Guide RedHat, Inc. — This companiormanual
containsmoreinformationon managingusersandgroupsaswell asadvancedpermissiorcon gu-
rationusingACLs. Referto the chapterditled Userand Group Con guration andAcces<Contol
Listsfor details.

- RedHat EnterpriseLinux SecurityGuide Red Hat, Inc. — This companionmanualprovides
security-relate@spectof useraccountspamelychoosingstrongpassverds.



Chapter 7.
The X Window System

While the heartof RedHat EnterpriseLinux is the kernel,for mary users;thefaceof the operating
systemis the graphicalervironmentprovided by the X Window SystemalsocalledX.

Variouswindowing ervironmentshave existedin the UNIX™ world for decadespredatingmary of
the currentmainstreanmoperatingsystemsThroughthe years X hasbecomehe dominantgraphical
environmentfor UNIX-lik e operatingsystems.

Thegraphicakervironmentfor RedHatEnterpriseLinux is suppliedby the X.Org Foundation anopen
sourceconsortiumcreatedo managedevelopmentandstratgy for the X Window Systemandrelated
technologiesX.Org is a large scale rapidly developing projectwith hundredsf developersaround
theworld. It featuresawide degreeof supportfor avariety of hardwaredevicesandarchitecturesand
canrunon avariety of differentoperatingsystemsandplatforms.This releasdor RedHat Enterprise
Linux speci cally includesthe X11R6.8releaseof the X Window System.

The X Window Systemusesa client-serer architectureThe X server(the Xorg binary) listensfor
connectiongrom X client applicationsvia a network or local loopbackinterface. The sener commu-
nicateswith thehardware,suchasthevideocard,monitor, keyboard,andmouseX clientapplications
existin theuserspacecreatingagraphicaluserinterface(GUI) for theuserandpassingiserrequests
totheX sener.

7.1. The X11R6.8 Release

RedHat EnterpriseLinux 4 usesthe X11R6.8releaseasthebaseX Window Systemwhichincludes
mary cutting edgeX.Org technologyenhancementsuchas 3D hardware acceleratiorsupport,the
XRenderextensionfor anti-aliasedfonts, a modulardriver-baseddesign,and supportfor modern
videohardwareandinput devices.

Important

Red Hat Enterprise Linux no longer provides the XFree86™ server packages. Before upgrading to
the latest version of Red Hat Enterprise Linux, be sure that the video card is compatible with
the X11R6.8 release by checking the Red Hat Hardware Compatibility List located online at
http://hardware.redhat.com/.

The les relatedto the X11R6.8releasaesideprimarily in two locations:

Jusr/X11R6/

ContainsX senerandsomeclientapplicationsaswell asX headerles, libraries,modulesand
documentation.

letc/X11/

Containscon guration les for X client and sener applications.This includescon guration
les for the X sener itself, the fs font sener, the X display managersand mary otherbase
components.

It is importantto notethatthecon guration le for thenewer Fontcon g-basedont architecture
is /etc/fonts/fonts.conf (which obsoleteghe /etc/X11/XftConfig le). For moreon
con guring andaddingfonts, referto Section7.4 Fonts
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Becausethe X sener performsadwancedtaskson a wide array of hardvare, it requiresdetailed
con guration. The installation program installs and con gures X automatically unless the
X11R6.8releasepackagesare not selectedfor installation.However, if the monitor or video card
changesX mustto be recon gured. The bestway to do this is to usethe X Con guration Tool
(system-config-display ).

To startthe X Con guration Tool while in anactive X sessiongoto theMain Menu Button (onthe
Panel)=> SystemSettings=> Display. After usingthe X Con guration Tool duringan X session,
changesakeseffectafterloggingoutandloggingbackin. For moreaboutusingthe X Con guration
Tool, refer to the chaptertitled X Window SystemCon guration in the RedHat EnterpriseLinux
SystemAdministation Guide

In some situations, recon guring the X sener may require manually editing its con guration
le, /etc/X11/xorg.conf . For information about the structure of this le, refer to
Section7.3X ServerCon guration Files.

7.2. Desktop Environments and Window Managers

Oncean X sener is running, X client applicationscanconnectto it and createa GUI for the user
A rangeof GUIs are possiblewith Red Hat EnterpriseLinux, from the rudimentaryTab Window
Manager to the highly developedandinteractvte GNOME desktopervironmentthat mostRed Hat
EnterpriseLinux usersarefamiliar with.

To createthe latter moreadwancedGUI, two main classef X client applicationsmustconnectto
the X sener: adesktopervironmentanda windowmanager.

7.2.1. Desktop Environments

A desktopervironmentbringstogetheassorteX clientswhich,whenusedtiogethercreateacommon
graphicaluserervironmentanddevelopmentplatform.

Desktopervironmentshave advancedeaturesllowing X clientsandotherrunningprocesseto com-
municatewith oneanotherwhile alsoallowing all applicationswrittento work in thatervironmentto
performadwancedtasks,suchasdraganddropoperations.

RedHat EnterpriseLinux providestwo desktopervironments:

+ GNOME— Thedefault desktopervironmentfor RedHat EnterpriseLinux basedon the GTK+ 2
graphicaltoolkit.

- KDE — An alternatve desktopervironmentbasedn the Qt 3 graphicaltoolkit.

Both GNOME andKDE have adwancedproductvity applicationssuchasword processorsspread-
sheetsandWebbrowsers,andprovide toolsto customizethelook andfeel of the GUI. Additionally,
if boththe GTK+ 2 andthe Qt librariesare presentKDE applicationscanrunin GNOME andvisa
versa.

7.2.2. Window Managers

Wndowmanagers are X client programswhich areeitherpartof a desktopervironmentor, in some
casesstandaloneTheir primary purposeis to control the way graphicalwindows arepositionedre-
sized,or moved.Window managersisocontroltitle bars,window focusbehaior, anduserspeci ed
key andmousebuttonbindings.

Fourwindonv managersireincludedwith RedHat EnterpriseLinux:
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+ kwin — The KWn windov managetis the default windov managerfor KDE. It is an ef cient
windov managewhich supportscustomthemes.

« metacity — TheMetacitywindonv manageis the default windov managefor GNOME. It is a
simpleandef cient windon managewwhich supportcustomthemes.

- mwm— TheMotif window manageis a basic,standalonevindov managerSinceit is designedo
bea standalonevindow managerit shouldnotbe usedin conjunctionwith GNOME or KDE.

« twm — The minimalist Tab Window Manager, which provides the mostbasictool setof ary of
thewindov managerandcanbe usedeitherasa standaloner with a desktopervironment.lIt is
installedaspartof the X11R6.8release.

Thesewindon managerscan be run without desktop ervironmentsto gain a better senseof
their differences.To do this, type the xinit -e < path-to-window-manager > command,
where < path-to-window-manager > is the location of the windov manager binary
le. The binary le can be found by typing which < window-manager-name >, where
< window-manager-name > is thenameof thewindown manageyou arequerying.

7.3. X Server Con guration Files

The X sener is a single binary executable(/usr/X11R6/bin/Xorg ) that dynamicallyloadsary
necessar)X sener modulesat runtime from the /usr/X11R6/lib/modules/ directory Someof
thesemodulesareautomaticallyloadedby the sener, while othersareoptionalandmustbe speci ed
in the X sener con guration le.

TheX senerandassociatedon guration les arestoredin the/etc/X11/  directory Thecon gura-
tion le for theX seneris /etc/X11/xorg.conf . WhenRedHat EnterpriseLinux is installed,the
con guration les for X arecreatedusinginformationgatheredaboutthe systemhardwareduringthe
installationprocess.

7.3.1. xorg.conf

While thereis rarelyaneedio manuallyeditthe/etc/X11/xorg.conf le, it is usefulto understand
thevarioussectionsandoptionalparametersvailable,especiallywhentroubleshooting.

7.3.1.1. The Structure

The /etc/X11/xorg.conf le is comprisedof mary differentsectionswhich addresspeci ¢ as-
pectsof the systemhardvare.

Eachsectionbegins with a Section " < section-name >" line (where< section-name > is
the title for the section)and endswith an EndSection line. Within eachof the sectionsarelines
containingoptionnamesandat leastoneoptionvalue,sometimesurroundedvith doublequotey(").

Linesbeginningwith a hashmark (#) arenot readby the X sener andareusedfor human-readable
comments.

Someoptionswithin the /etc/X11/xorg.conf le acceptabooleamswitchwhich turnsthefeature
onor off. Acceptableébooleanvaluesare:

- 1,0n,true ,oryes — Turnstheoptionon.
- 0,0ff ,false ,orno— Turnstheoptionoff.

Thefollowing aresomeof the moreimportantsectionsn the orderin which they appeaiin atypical
letc/X11/xorg.conf le. More detailedinformationaboutthe X sener con guration le canbe
foundin thexorg.conf ~manpage.
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7.3.1.2. ServerFlags

The optional ServerFlags  sectioncontainsmiscellaneouglobal X sener settings.Any settings
in this section may be overridden by options placed in the ServerLayout  section (refer to
Section7.3.1.3ServerLayout  for details).

Eachentry within the ServerFlags ~ sectionis on its own line and begins with the term Option
followed by anoptionenclosedn doublequotationmarks(").

Thefollowing is asampleServerFlags ~ section:
Section  "ServerFlags"

Option "DontZap" “true"
EndSection

Thefollowing lists someof the mostusefuloptions:

- "DontZap" "< boolean >" — Whenthevalueof < boolean > is setto true, this settingpre-
ventsthe use of the [Ctrl]-[Alt]- [Backspace]key combinationto immediatelyterminatethe X
sener.

- "DontZoom" "< boolean >" — Whenthevalueof < boolean > is setto true, this settingpre-
ventscycling throughcon guredvideoresolutionausingthe [Ctrl]-[Alt]- [Keypad-Plusjand[Ctrl]-
[Alt]- [Keypad-Minus]key combinations.

7.3.1.3. ServerLayout

The ServerLayout  sectionbindstogetherthe input and outputdevices controlledby the X sener.
At aminimum,this sectionmustspecifyoneoutputdevice andatleasttwo input devices(akeyboard
andamouse).

Thefollowing exampleillustratesatypical ServerLayout ~ section:

Section "ServerLayout"
Identifier "Default Layout"
Screen 0 "Screen0" 0 O
InputDevice “"Mouse0" "CorePointer"
InputDevice "Keyboard0"  "CoreKeyboard"
EndSection

Thefollowing entriesarecommonlyusedin the ServerLayout ~ section:

« ldentifier — Speci esauniquenamefor this ServerLayout ~ section.

« Screen — Speci esthe nameof a Screen sectionto be usedwith the X sener. More thanone
Screen optionmaybe present.

Thefollowing is anexampleof atypical Screen entry:
Screen 0 "Screen0" 0 0

The rst numberin this example Screen entry (0) indicatesthat the rst monitor connectoror
headon the video cardusesthe con guration speci ed in the Screen sectionwith theidenti er
"Screen0"

If thevideocardhasmorethanoneheadanotheiScreen entrywould benecessaryith adifferent
numberanda differentScreen sectionidenti er.

The numbersto theright of "Screen0"  give the X andY absolutecoordinatedor the upperleft
cornerof thescreen0 0 by default).

+ InputDevice =~ — Speci esthenameof aninputDevice  sectionto beusedwith the X sener.
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Theremustbe at leasttwo InputDevice  entries:onefor the default mouseandonefor the de-
faultkeyboard.TheoptionsCorePointer ~ andCoreKeyboard indicatethatthesearethe primary
mouseandkeyboard.

- Option "< option-name >" — An optionalentrywhich speci esextra parametersor the sec-
tion. Any optionslisted hereoverridethoselistedin the ServerFlags ~ section.

Replace< option-name > with avalid optionlistedfor thissectionin thexorg.conf manpage.

It is possibleto createmorethanoneServerLayout — sectionHowever, theseneronly readsthe rst
oneto appeamunlessanalternateServerLayout ~ sectionis speci edasacommandine argument.

7.3.1.4. Files
TheFiles sectionsetspathsfor servicesvital to the X sener, suchasthefont path.
Thefollowing exampleillustratesatypical Files section:

Section  "Files"

RgbPath "lusr/X11R6/lib/X11/rgb"
FontPath "unix/:7100"
EndSection

Thefollowing entriesarecommonlyusedin theFiles  section:

+ RgbPath — Speci esthelocationof the RGB color databaseT his databasele nesall valid color
namesn X andtiesthemto speci c RGB values.

« FontPath — Speci eswherethe X sener mustconnecto obtainfontsfrom the xfs font sener.

By default, theFontPath isunix/:7100 . ThistellstheX senerto obtainfontinformationusing
UNIX-domainsocletsfor interprocesscommunicatior(IPC) on port 7100.

Referto Section7.4 Fontsfor moreinformationconcerningX andfonts.

- ModulePath — An optionalparametervhich speci esalternatedirectorieswhich storeX sener
modules.

7.3.1.5. Module

The Module sectionspeci eswhich modulesfrom the /usr/X11R6/lib/modules/ directorythe
X seneris to load. Modulesaddadditionalfunctionalityto the X sener.

Thefollowing exampleillustratesatypical Module section:

Section  "Module"

Load "dbe"
Load "extmod"
Load "fbdevhw"
Load "gIx"
Load ‘“record"
Load ‘“freetype"
Load ‘"typel"
Load "dri"

EndSection
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7.3.1.6. InputDevice

EachinputDevice  sectioncon guresoneinputdevice for the X sener. Systemsypically have at
leasttwo InputDevice  sectionskeyboardandmouse.

Thefollowing exampleillustratesa typical InputDevice ~ sectionfor amouse:

Section  "InputDevice"

Identifier "Mouse0"

Driver "mouse”

Option "Protocol" "IMPS/2"

Option "Device"  "/dev/input/mice"

Option "Emulate3Buttons” "no"
EndSection

Thefollowing entriesarecommonlyusedin the InputDevice ~ section:

« ldentifier — Speci esauniquenamefor this InputDevice  section.Thisis arequiredentry
- Driver — Speci esthenameof thedevice driver X mustloadfor the device.
« Option — Speci esnecessargptionspertainingto thedevice.

For amousetheseoptionstypically include:

- Protocol — Speci estheprotocolusedby the mousesuchasIMPS/2 .

- Device — Speci esthelocationof the physicaldevice.

- Emulate3Buttons — Speci eswhetherto allow a two button mouseto actlike athreebutton
mousewhenbothmousebuttonsarepressedimultaneously

Consultthexorg.conf  manpagefor alist of valid optionsfor this section.
By default, thelnputDevice  sectionhascommentdo allow usersto con gure additionaloptions.

7.3.1.7. Monitor

EachMonitor  sectioncon guresonetypeof monitorusedby thesystemWhile oneMonitor ~ section
is theminimum, additionalinstancesnay occurfor eachmonitortypein usewith themachine.

The bestway to con gure amonitoris to con gure X duringtheinstallationprocesr by usingthe
X Con guration Tool. For moreaboutusingthe X Con guration Tool, referto the chaptertitled X
Wndow SystenCon gurationin the RedHat EnterpriseLinux SystemAdministation Guide

This exampleillustratesatypical Monitor ~ sectionfor a monitor:

Section  "Monitor"

Identifier "Monitor0"

VendorName "Monitor ~ Vendor"

ModelName "DDC Probed Monitor - ViewSonic G773-2"
DisplaySize 320 240

HorizSync 30.0 - 70.0

VertRefresh 50.0 - 180.0
EndSection
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&Warning

Be careful if manually editing values in the Monitor  section of /etc/X11/xorg.con f . Inappropriate
values can damage or destroy a monitor. Consult the monitor's documentation for a listing of safe
operating parameters.

Thefollowing arecommonlyentriesusedin theMonitor ~ section:

Identifier — Speci esauniquenamefor this Monitor  section.Thisis arequiredentry
VendorName — An optionalparametewhich speci esthevendorof the monitot
ModelName — An optionalparametewhich speci esthemonitor's modelname.

DisplaySize ~— An optional parametexvhich speci es, in millimeters,the physicalsize of the
monitor's picturearea.
HorizSync — Speci esthe rangeof horizontalsyncfrequenciecompatiblewith the monitorin

kHz. Thesevalueshelpthe X senerdeterminghevalidity of built in or speci ed Modeline entries
for themonitor

VertRefresh  — Speci esthe rangeof vertical refreshfrequenciesupporteddy the monitor, in

kHz. ThesevalueshelptheX sener determinghevalidity of built in or speci ed Modeline entries
for themonitor

Modeline — An optional parametewhich speci es additionalvideo modesfor the monitor at
particularresolutionswith certainhorizontalsync and vertical refreshresolutions.Referto the
xorg.conf  manpagefor amoredetailedexplanationof Modeline entries.

Option "< option-name >" — An optionalentrywhich speci esextra parametersor the sec-
tion. Replace< option-name > with avalid optionlistedfor this sectionin thexorg.conf ~ man
page.

7.3.1.8. Device

EachDevice sectioncon guresone video card on the system.While one Device sectionis the
minimum,additionalinstancesnay occurfor eachvideo cardinstalledon the machine.

The bestway to con gure avideo cardis to con gure X duringthe installationprocessor by using
theX Con guration Tool. For moreaboutusingthe X Con guration Tool, referto thechaptettitied
X Window SystenCon guration in the RedHat EnterpriseLinux SystemAdministation Guide

Thefollowing exampleillustratesatypical Device sectionfor avideocard:

Section  "Device"

Identifier "Videocard0"
Driver "mga"
VendorName "Videocard  vendor"
BoardName "Matrox  Millennium G200"
VideoRam 8192

Option "dpms"

EndSection

Thefollowing entriesarecommonlyusedin the Device section:

« ldentifier — Speci esauniquenamefor this Device section.Thisis arequiredentry
- Driver — Speci eswhichdriverthe X sener mustloadto utilize thevideocard.A list of drivers
canbefoundin /usr/X11R6/lib/X11/Cards ,whichis installedwith the hwdata package.

- VendorName — An optionalparametewhich speci esthevendorof thevideocard.
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- BoardName — An optionalparametewhich speci esthe nameof thevideocard.

- VideoRam — An optional parametemhich speci esthe amountof RAM availableon the video
cardin kilobytes.This settingis only necessarjor videocardsthe X sener cannotprobeto detect
theamountof videoRAM.

+ BuslD — An optionalentrywhich speci esthebuslocationof thevideocard.This optionis only
mandatoryfor systemswith multiple cards.

« Screen — An optionalentrywhich speci eswhich monitor connectoror headon the video card
theDevice sectioncon gures.Thisoptionis only usefulfor videocardswith multiple heads.

If multiple monitorsare connectedo differentheadson the samevideo card, separateDevice
sectionanustexist andeachof thesesectionanusthave a differentScreen value.

Valuesfor the Screen entrymustbeaninteger The rst headon thevideocardhasa valueof 0.
Thevaluefor eachadditionalheadincrementghis valueby one.

- Option "< option-name >" — An optionalentrywhich speci esextra parametersor the sec-
tion. Replace< option-name > with avalid optionlistedfor this sectionin thexorg.conf ~ man

page.
Oneof themorecommonoptionsis "dpms" , which actvatesthe ServiceStarenegy compliance
settingfor the monitor

7.3.1.9. Screen

EachScreen sectionbindsonevideo card (or video card head)to one monitor by referencingthe
Device sectionandthe Monitor ~sectionfor each While oneScreen sectionis theminimum,addi-
tionalinstancesnay occurfor eachvideo cardandmonitorcombinationpresenbn themachine.

Thefollowing exampleillustratesatypical Screen section:

Section  "Screen"

Identifier "Screen0"

Device "Videocard0"

Monitor "Monitor0"

DefaultDepth 16

SubSection  "Display"”

Depth 24

Modes "1280x1024"  "1280x960" "1152x864" "1024x768"  "800x600" "640x480"
EndSubSection

SubSection  "Display"

Depth 16

Modes "1152x864"  "1024x768"  "800x600"  "640x480"
EndSubSection

EndSection

Thefollowing entriesarecommonlyusedin the Screen section:

« Identifier — Speci esauniquenamefor this Screen section.Thisis arequiredentry.

- Device — Speci estheuniquenameof aDevice section.Thisis arequiredentry

« Monitor — Speci estheuniquenameof aMonitor section.Thisis arequiredentry

- DefaultDepth ~— Speci esthe default color depthin bits. In the previous example, 16, which

providesthousand®f colors,is the default. Multiple DefaultDepth  entriesarepermitted,but at
leastoneis required.

+ SubSection "Display"” — Speci esthe screermodesavailableat a particularcolor depth.A
Screen sectionmay have multiple Display  subsectionshut atleastoneis requiredfor the color
depthspeci edin the DefaultDepth  entry
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« Option "< option-name >" — An optionalentrywhich speci esextra parametersor the sec-
tion. Replace< option-name > with avalid optionlistedfor this sectionin thexorg.conf ~ man
page.

7.3.1.10. DRI

Theoptional DRI sectionspeci esparameters$or the DirectRenderingnfrastructue (DRI). DRI is
an interfacewhich allows 3D software applicationsto take adwvantageof 3D hardvare acceleration
capabilitiesbuilt into mostmodernvideo hardware. In addition,DRI canimprove 2D performance
via hardvareaccelerationif supportedy thevideocarddriver.

This sectionis ignoredunlessDRI is enabledn the Module section.
Thefollowing exampleillustratesatypical DRI section:

Section  "DRI"
Group 0
Mode 0666
EndSection

Sincedifferentvideo cardsuseDRI in differentways,do not alterthe valuesfor this sectionwithout
rst referringto http://dri.sourcefae.net/

7.4. Fonts

RedHat EnterpriseLinux usestwo methodsto manageanddisplayfontsunderX. The newver Font-
con g font subsystensimpli es font managemenand provides adwanceddisplayfeaturessuchas
anti-aliasingThis systems usedautomaticallyfor applicationgorogrammeadisingthe Qt 3 or GTK+
2 graphicaltoolkit.

For compatibility RedHat EnterpriseLinux includesthe original font subsystemcalledthe core X
font subsystemThis systemwhich s over 15 yearsold, is basedaroundthe X Font Server(xfs).

This sectiondiscussesiow to con gure fontsfor X usingbothsystems.

7.4.1. Fontcon g

The Fontcon g font subsystenallows applicationsto directly accessonts on the systemand use
Xft or otherrenderingmechanismso renderFontcon g fontswith advancedanti-aliasing Graphical
applicationscanusethe Xft library with Fontcon g to draw text to thescreen.

Overtime, the Fontcon g/Xft font subsystemmeplaceghe coreX font subsystem.

Important

The Fontcon g font subsystem does not yet work for OpenOf ce .org, which uses its own font ren-
dering technology.

It is importantto note that Fontcon g usesthe /etc/fonts/fonts.conf con guration le, and
shouldnot beeditedby hand.
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@,

Due to the transition to the new font system, GTK+ 1.2 applications are not affected by any changes
made via the Font Preferences dialog (accessed by selecting Main Menu Button [on the Panel] =>
Preferences => Font). For these applications, a font can be con gured by adding the following lines
to the le ~/.gtkrc.mine

style  “user-font" {

fontset = "< font-specification >

}

widget_class " style  “user-font"

Replace < font-specification > with a font speci cation in the style used by traditional X ap-
plications, such as -adobe-helvetica- mediu m-r -n ormal- -* -12 0- *-* *- * ** A full list of core

fonts can be obtained by running xisfonts  or created interactively using the xfontsel ~command.

7.4.1.1. Adding Fonts to Fontcon g
Adding new fontsto the Fontcon g subsystenis a straightforvard process.

1. To addfonts system-widecopy the new fontsinto the /usr/share/fonts/ directory It is a
goodideato createa new subdirectorysuchaslocal/  or similar, to helpdistinguishbetween
useranddefaultinstalledfonts.

To addfontsfor anindividual user copy thenew fontsinto the .fonts/  directoryin theusers
homedirectory

2.Usethefc-cache commando updatethefontinformationcacheasin thefollowing example:

fc-cache < path-to-font-directory >
In this command replace< path-to-font-directory > with the directory containing
thenew fonts(either/usr/share/fonts/local/ or/home/ <user >/fonts/ ).
@Tip
Individual users may also install fonts graphically, by typing fonts:/// into the Nautilus address bar,

and dragging the new font les there.

Impor tant

If the font le name ends with a .gz extension, it is compressed and cannot be used until uncom-
pressed. To do this, use the gunzip command or double-click the le and drag the font to a directory
in Nautilus .
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7.4.2. Core X Font System

For compatibility RedHat EnterpriseLinux providesthe core X font subsystemwhich usesthe X
Font Sener (xfs ) to provide fontsto X clientapplications.

TheX senerlooksfor afont senerspeci edin the FontPath  directive within theFiles  sectionof
the /etc/X11/xorg.conf con guration le. Referto Section7.3.1.4Files for moreinformation
aboutthe FontPath entry

TheX senerconnectsothexfs seneronaspeci edportto acquirefontinformation.For thisreason,
thexfs servicemustberunningfor X to start.For moreaboutcon guring servicesfor a particular
runlevel, referto the chaptertitled Contolling Accesso Servicesn the RedHat EnterpriseLinux
SystemAdministation Guide

7.4.2.1. xfs Con guration

The/etc/rc.d/init.d/xfs scriptstartsthe xfs sener. Several optionscanbe con gured within
its con guration le, /etc/X11/fs/config

Thefollowing lists commonoptions:

« alternate-servers — Speci esalist of alternatefont senersto be usedif this font sener is
notavailable.A commamustseperat@achfont senerin alist.

. catalogue — Speci esanorderedist of font pathsto use.A commamustseperateachfont path
in alist.

Usethestring:unscaled immediatelyafterthe font pathto make the unscaledontsin thatpath
load rst. Thenspecifytheentirepathagain,sothatotherscaledfontsarealsoloaded.

« client-limit — Speci esthe maximumnumberof clientsthe font sener servicesThe default
is 10.
« clone-self ~ — Allows thefont sener to clonea new versionof itself whenthe client-limit

is hit. By default, this optionis on.

« default-point-size — Speci esthe default point sizefor ary font that doesnot specifythis
value.The valuefor this optionis setin decipoints.The default of 120 correspondso a 12 point
font.

« default-resolutions — Speci esalist of resolutionssupportedy the X sener. Eachresolu-
tion in thelist mustbe separatedy acomma.

- deferglyphs ~— Speci eswhetherto deferloadingglyphs(the graphicusedto visually represent
afont). To disablethis featureusenone , to enablethis featurefor all fontsuseall , or to turn this
this featureon only for 16-bitfontsuse16.

« error-file — Speci esthepathand le nameof alocationwherexfs errorsarelogged.

- no-listen  — Preventsxfs from listeningto particularprotocols By default, this optionis setto
tcp to preventxfs from listeningon TCP portsfor securityreasons.

()

If using xfs to serve fonts over the network, remove this line.

- port — Speci esthe TCPportthatxfs listensonif no-listen  doesnotexist oris commented
out.

- use-syslog — Speci eswhetherto usethesystemerrorlog.
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7.4.2.2. Adding Fonts to xfs
To addfontsto the coreX font subsystentxfs ), follow thesesteps:

1.If it doesnot alreadyexist, createa directory called /usr/share/fonts/local/ usingthe
following commandasroot:
mkdir  /usr/share/fonts/local/

If creatingthe /usr/share/fonts/local/ directoryis necessaryit mustbe addedto the
xfs pathusingthefollowing commandasroot:
chkfontpath --add /usr/share/fonts/local/

2.Copy thenew font le into the/usr/share/fonts/local/ directory

3. Updatethefont informationby issuingthe following commandasroot:
ttmkfdir -d /usr/share/fonts/local/ -0 /usr/share/fonts/local/ font s.s cale

4. Reloadthexfs font senercon guration le by issuingthefollowing commandasroot:
service xfs reload

7.5. Runlevels and X

In mostcasesthe default installationof RedHat EnterpriseLinux con guresa machineto bootinto
agraphicallogin ervironment,known asrunlevel 5. It is possible however, to bootinto thetext-only
multi-usermodecalledrunlevel 3 andbegin anX sessiorfrom there.

For moreinformationaboutrunlevels, referto Sectionl.4 SysVinit Runlevels
Thefollowing subsectionseview how X startsup in bothrunlevel 3 andrunlevel 5.

7.5.1. Runlevel 3

Whenin runlevel 3, the bestway to startan X sessioris to log in andtype startx . The startx
commands a front-endto thexinit commandwhich launcheshe X sener (Xorg ) andconnects
X client applicationgto it. Becausehe useris alreadyloggedinto the systemat runlevel 3, startx
doesnot launcha displaymanageror authenticateisers.Referto Section7.5.2Runlevel 5 for more
informationaboutdisplaymanagers.

Whenthestartx commands executedijt searchefor an xinitrc le in theusers homedirectory
to de ne thedesktopenvironmentandpossiblyotherX clientapplicationgo run.If no .xinitrc le
is presentjt usesthe systemdefault /etc/X11/xinit/xinitrc le instead.

The default xinitrc ~ script then looks for userde ned les and default system les, including
Xresources , .Xmodmap, and.Xkbmap in the users homedirectory andXresources , Xmodmap
andXkbmap in the/etc/X11/  directory The XmodmapandXkbmap les, if they exist, areusedby
the xmodmap utility to con gure the keyboard. The Xresources le is readto assignspecic
preferencevaluesto applications.

After setting these options, the xinitrc script executes all scripts located in the
lete/X11/xinit/xinitrc.d/ directory Oneimportantscriptin this directoryis xinput , which
con guressettingssuchasthe defaultlanguage.

Next, the xinitrc script tries to execute .Xclients in the users home directory and turns to

letc/X11/xinit/Xclients if it cannotbe found. The purposeof the Xclients  le is to start
the desktopernvironmentor, possibly just a basicwindov managerThe .Xclients scriptin the
users homedirectorystartstheuserspeci ed desktopervironmentin the .Xclients-default le.

If Xclients  doesnotexistin theusers homedirectory thestandardetc/X11/xinit/Xclients
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scriptattemptgo startanotherdesktopervironment,trying GNOME rst andthenKDE followed by
twm.

Theuseris returnedo a text modeusersessiorafterloggingout of X from runlevel 3.

7.5.2. Runlevel 5

Whenthe systembootsinto runlevel 5, a specialX client application,called a display manageris
launched A usermustauthenticateusing the display managertbeforeary desktopenvironmentor
windov managersrelaunched.

Dependingn the desktopervironmentsinstalledon the systemthreedifferentdisplaymanagersire
availableto handleuserauthentication.

+ GNOME— The default display managerfor Red Hat EnterpriseLinux, GNOME&llows the userto
con gure languagesettings shutdavn, restartor log in to the system.

+ KDE— KDE's displaymanagemwhich allows the userto shutdavn, restartor log in to thesystem.
« xdm— A very basicdisplaymanagemwhich only letstheuserlog in to the system.
Whenbootinginto runlevel 5, the prefdm  scriptdetermineghe preferreddisplaymanageby refer
encingthe/etc/sysconfig/desktop le. A list of optionsfor this le is availablewithin the

lusr/share/doc/initscrip ts- <versi on- number >/
sysconfig.txt

le (where<version-number > istheversionnumberof theinitscripts package).

Eachof thedisplaymanagerseferencehe/etc/X11/xdm/Xsetup_0 le tosetupthelogin screen.
Oncetheuserlogsinto the systemthe /etc/X11/xdm/GiveConsole scriptrunsto assignowner
shipof theconsoleto theuser Then,the /etc/X11/xdm/Xsession scriptrunsto accomplistmary

of thetasksnormallyperformedby thexinitrc  scriptwhenstartingX from runlevel 3, includingset-
ting systemanduserresourcesaswell asrunningthescriptsin the /etc/X11/xinit/xinitrc.d/
directory

Userscanspecifywhich desktopenvironmentthey wantto utilize whenthey authenticateisingthe
GNOMBr KDEdisplaymanagerdy selectingit from the Sessionsnenuitem (accessetby selecting
Main Menu Button [on thePanel]=> Preferences=> Mor e Preferences=> Session If thedesktop
environmentis notspeci edin thedisplaymanagerthe/etc/X11/xdm/Xsession scriptcheckshe
xsession  and.Xclients les in theusers homedirectoryto decidewhich desktopenvironment
toload.As alastresortthe/etc/X11/xinit/Xclients le isusedto selectadesktopervironment
or window manageto usein thesameway asrunlevel 3.

When the user nishes an X session on the default display (:0) and logs out, the
letc/X11/xdm/TakeConsole scriptrunsandreassign®wnershipof the consoleto the root user
The original display managerwhich continuedrunning after the userloggedin, takes control by
spavning a new displaymanagerThis restartsghe X sener, displaysa new login window, andstarts
theentireprocesver again.

Theuseris returnedo the displaymanagemfterloggingout of X from runlevel 5.

For more information on how display managerscontrol user authentication,refer to the
/usr/share/doc/gdmversion-number  >/README (where <version-number > is the
versionnumberfor the gdm packagenstalled)andthe xdm manpage.
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7.6. Additional Resources

Thereis alarge amountof detailedinformationavailableaboutthe X sener, the clientsthatconnect
toit, andthe assortediesktopervironmentsandwindov managers.

7.6.1. Installed Documentation

+ Jusr/X11R6/lib/X11/doc/README — Brie y describeshe XFree86architectureandhow to
getadditionalinformationaboutthe XFree86projectasa new user
+ Jusr/X11R6/lib/X11/doc/RELNOTES — For advancedusersthatwantto readaboutthe latest

featuresavailablein XFree86.

- man xorg.conf — Containanformationaboutthexorg.conf  con guration les, includingthe
meaningandsyntaxfor thedifferentsectionswithin the les.

« man X.0rg — Theprimarymanpagefor X.Org Foundationnformation.
« man Xorg — Describegshe X11R6.8displaysener.

7.6.2. Useful Websites

« http://www X.org/ — Homepageof the X.Org Foundationwhich produceghe X11R6.8releasef
the X Window System.The X11R6.8releasds bundledwith RedHat EnterpriseLinux to control
thenecessarpardwareandprovide a GUI environment.

http://xogy.freedesktop.gf — Home pageof the XR116.8releasewhich provides binariesand
documentiorfor the X Window System.

« http://dri.sourcefage.net/— Homepageof the DRI (Direct Renderingnfrastructureproject.The
DRI is the corehardware 3D acceleratiocomponenbf X.

- http://wwwgnome.og/ — Homeof the GNOME project.
« http://wwwkde.og/ — Homeof the KDE desktopervironment.
+ http://nexp.cs.pdx.edu/fontmn g/ — Homeof the Fontcon g font subsystenfior X.

7.6.3. Related Books

« TheConciseGuideto XFree86for Linux by Aron Hsiao; Que— Providesan expert's view of the
operationof XFree86on Linux systems.

- TheNew XFree86by Bill Ball; PrimaPublishing— DiscusesXFree86andits relationshipwith the
populardesktopenvironments suchasGNOME andKDE.

- Beginning GTK+ and GNOME by PeterWright; Wrox Press)nc. — Introducesprogrammerso
the GNOME architectureshaving themhow to getstartedwith GTK+.

+ GTK+/GNOME Application Developmentby Havoc PenningtonNew RidersPublishing— An
adwancedook into theheartof GTK+ programmingfocusingon samplecodeanda thoroughlook
attheavailableAPlIs.

- KDE 2.0 Developmenby David SweetandMatthiasEttrich; SamsPublishing— Instructsbegin-
ning andadvanceddeveloperson takingadwantageof themary ervironmentguidelinesrequiredto
built QT applicationsfor KDE.



Il. Network Services Reference

It is possibleto deply awide variety of network servicesunderRedHat EnterpriseLinux. This part
describeshow network interfacesare con gured aswell as provides detailsaboutcritical network
servicesuchasFTR, NFS,the ApacheHTTP Sener, Sendmail Post x, Exim, Fetchmail Procmail,
BIND, LDAP, andSamba.
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Chapter 8.
Network Interfaces

Under Red Hat EnterpriseLinux, all network communicationccur betweencon gured software
interfacesandphysicalnetworkingdevicesconnectedo the system.

The con guration les for network interfaces,andthe scriptsusedto actvate and deactvate them,
arelocatedin the/etc/sysconfig/network-scripts/ directory Althoughthe numberandtype
of interface les candiffer from systemto systemtherearethreecatgoriesof les thatexistin this
directory:

- Interfacecon guration les

« Interfacecontmol scripts

+ Networkfunction les

The les in eachof thesecatgorieswork togetherto enablevariousnetwork devices.
This chapterexplorestherelationshipbetweertheseles andhow they areused.

8.1. Network Con guration Files

Beforedelvinginto theinterfacecon guration les, letus rst itemizetheprimarycon guration les
usedin network con guration. Understandingherole theseles play in settingup the network stack
canbe helpfulwhencustomizinga RedHat EnterpriseLinux system.

Theprimarynetwork con guration les areasfollows:

+ letc/hosts ~— Themainpurposeof this le is to resole hostnameshatcannotberesohed ary
otherway. It canalsobe usedto resohe hostname®n small networks with no DNS sener. Re-
gardlesof thetype of network the computeris on, this le shouldcontainaline specifyingthe IP
addresof the loopbackdevice (127.0.0.1 ) aslocalhost.localdomain . For moreinforma-
tion, referto thehosts manpage.

letc/resolv.conf — This le speci esthelP addressesf DNS senersandthesearchdomain.
Unlesscon gured to do otherwise the network initialization scriptspopulatethis le. For more
informationaboutthis le, referto theresolv.conf =~ manpage.

letc/sysconfig/network — Speci es routing and host information for all network
interfaces. For more information about this le and the directves it accepts, refer to
Section4.1.25/etc/sysconfig/network

letc/sysconfig/network-scripts/ifcfg- < interface-nam  e> — For eachnetwork in-
terface thereis a correspondingnterfacecon guration script. Eachof theseles provide informa-
tion speci c to aparticulametwork interface.Referto Section8.2 InterfaceCon guration Files for
moreinformationonthistypeof le andthedirectvesit accepts.

&Caution

The /etc/sysconfigin etwork in g/ directory is used by the Network Administration Tool
(system-config-n  etwork ) and its contents should not be edited manually. In addition, any use of
the Network Administration Tool, even launching the application, will override any directives
previously set in /etc/sysconfigine twork -sc rip ts . Using only one method for network
con gur ation is strongly encouraged, due to the risk of con gur ation deletion.
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For more information about con gur ing network interfaces using the Network Administration Tool,
refer to the chapter titled Network Con gur ation in the Red Hat Enterprise Linux System Administra-
tion Guide.

8.2. Interface Con guration Files

Interface con guration les control the software interfacesfor individual network devices. As the
systemboots,it usestheseles to determinewhatinterfacesto bring up andhow to con gure them.
Theseles areusuallynamedfcfg- < name> , where< name> refersto thenameof thedevice that
thecon guration le controls.

8.2.1. Ethernet Interfaces

Oneof themostcommoninterface les is ifcfg-ethO , which controlsthe rst Ethernetnetworkin-
terfacecard or NIC in thesystemIn asystemwith multiple NICs, therearemultipleifcfg-eth < X>
les (where< X> is auniquenumbercorrespondingo a speci ¢ interface).Becauseachdevice has
its own con guration le, anadministratoicancontrolhow eachinterfacefunctionsindividually.

Thefollowing is a sampleifcfg-eth0 le for asystemusinga x edIP address:

DEVICE=eth0O
BOOTPROTO=nam
ONBOOT=yes
NETWORK=10.0.1. 0
NETMASK=255.255.2 55.0
IPADDR=10.0.1 .27
USERCTL=no

Thevaluesrequiredin aninterfacecon guration le canchangebasedn othervalues.For example,
theifcfg-eth0 le for aninterfaceusingDHCP looks quite a bit differentbecauséP information
is providedby theDHCP sener:

DEVICE=eth0O
BOOTPROTO=dhz
ONBOOT=yes

The Network Administration Tool (system-config-network ) is an easyway to make changes
to thevariousnetwork interfacecon guration les (referto the chaptettitted NetworkCon guration
in the RedHat EnterpriseLinux SystemAdministation Guidefor detailedinstructionson usingthis
tool).

However, it is alsopossibleto editthe con guration les for agivennetwork interfacemanually
Below is alisting of thecon gurableparametersm anEtherneinterfacecon guration le:

« BOOTPROTG=protocol >, where< protocol > is oneof thefollowing:
- none — No boot-timeprotocolshouldbeused.
- bootp — TheBOOTP protocolshouldbe used.
- dhcp — The DHCP protocolshouldbeused.

+ BROADCAST<address >, where< address > is the broadcasaddressThis directive is depre-
cated asthevalueis calculatedautomaticallywith ifcalc
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- DEVICE=< name> , where< name> is the nameof the physicaldevice (exceptfor dynamically-
allocatedPPPdeviceswhereit is thelogical namg.

« DHCP_HOSTNAME Only usethis optionif the DHCP sener requirestheclient to specifya host-
namebeforereceving anIP address(The DHCP senerdaemorin RedHat EnterpriseLinux does
not supportthis feature.)

- DNY1,2} =<address >, where <address > is a name sener addressto be placed in
letc/resolv.conf if the PEERDNSlirectie is setto yes .

« ETHTOOL_OPTS<options >, where< options > areary device-speci c optionssupportedoy
ethtool . For example,if youwantedto force 100Mb, full duplex:
ETHTOOL_OPTS="autoneg off speed 100 duplex full"

Notethatchangingspeedor duplex settingsalmostalwaysrequiresdisablingautongotiationwith
theautoneg off option.This needgo bestatedrst, astheoptionentriesareorderdependent.

+ GATEWAY<address >, where<address > isthelP addresf the network routeror gatevay
device (if ary).

+ HWADDR=MAC-address >, where< MAC-address > is the hardware addresf the Ethernet
device in the form AA:BB:CC:DD:EE:FF . This directve is usefulfor machineswith multiple
NICsto ensurehattheinterfacesareassignedhecorrectdevice namegsegardles®f thecon gured
loadorderfor eachNIC's module.This directive shouldnot be usedin conjunctionwith MACADDR

« IPADDR= address > ,where< address > isthelP address.

+ MACADDR<=MAC-address >, where< MAC-address > is the hardware addres®of the Ethernet
device in the form AA:BB:CC:DD:EE:FF . This directive is usedto assigna MAC addresgo
aninterface,overriding the oneassignedo the physicalNIC. This directve shouldnot be usedin
conjunctionwith HWADDR

+ MASTER= bond-interface > where< bond-interface > is the channelbondinginterfaceto
whichtheinterfacethe Etherneinterfaceis linked.

This directive is usedin conjunctionwith the SLAVEdirectie.
Referto Section8.2.3ChannelBondinglnterfacesfor moreaboutchannebondinginterfaces.
+ NETMASK= mask> , where< mask> is thenetmaskvalue.

+ NETWORKs=address >, where< address > is the network addressThis directie is deprecated,
asthevalueis calculatecautomaticallywith ifcalc

+ ONBOOT=answer >, where< answer > is oneof thefollowing:
. yes — Thisdevice shouldbeactivatedat boot-time.
- no — This device shouldnot be actvatedat boot-time.

« PEERDNS= answer >, where< answer > is oneof thefollowing:

. yes — Modify /etc/resolv.conf if theDNSdirectwe is set.If usingDHCRP, thenyes is the
default.

- no — Do notmodify /etc/resolv.conf

+ SLAVE=< bond-interface > ,where< bond-interface > is oneof thefollowing:

- yes — Thisdeviceis controlledby thechannebondinginterfacespeci edin the MASTERlirec-
tive.

- no — This device is not controlledby the channelbondinginterface speci ed in the MASTER
directive.

This directive is usedin conjunctionwith the MASTERIirectie.
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Referto Section8.2.3ChannelBondinginterfacesfor moreaboutchannebondinterfaces.

+ SRCADDR=address >,where< address > isthespeci edsourcelP addresgor outgoingpack-
ets.

« USERCTL= answer >, where< answer > is oneof thefollowing:
. yes — Non-rootusersareallowedto controlthis device.
- no — Non-rootusersarenotallowedto controlthis device.

8.2.2. IPsec Interfaces

With RedHat EnterpriseLinux it is possibleto connecto otherhostsor networks usinga securelP
connectionknown aslPsec For instructionson settingup IPsecusingthe Network Administration
Tool (system-config-network ), referto the chaptertitied NetworkCon guration in the RedHat
EnterpriseLinux SystenmAdministation Guide For instructionson settingup IPsecmanually referto
thechaptettitled Virtual Private Networksn the RedHat EnterpriseLinux SecurityGuide

Thefollowing exampleshavs theifcfg  le for a network-to-netvork IPsecconnectiorfor LAN A.
Theuniquenameto identify the connectionin this exampleis ipsecl , sotheresulting le is named
/etc/sysconfig/network-scripts/ifcfg-ipsecl .

TYPE=IPsec
ONBOOT=yes
IKE_METHOD=PSK
SRCNET=192.168.1.0/24
DSTNET=192.168.2.0/24
DST=X.X.X.X

In theexampleabore, X.X.X.X isthepublicly routablelP addres®f the destinationPsecrouter
Below is alisting of thecon gurableparameter$or an|Psecinterface:

- DST= address >, where< address > is theIP addresf the IPsecdestinatiorhostor router
Thisis usedfor bothhost-to-hostindnetwork-to-netvork IPseccon gurations.

- DSTNET= network >, where<network > is the network addresof the IPsecdestinationnet-
work. Thisis only usedfor network-to-netvork IPseccon gurations.

+ SRC= address >, where< address > is the P addresof the IPsecsourcehostor router This
settingis optionalandis only usedfor host-to-hostPseccon gurations.

+ SRCNET= network >, where< network > is the network addresof the IPsecsourcenetwork.
Thisis only usedfor network-to-netvark IPseccon gurations.

« TYPE= interface-type >, where< interface-type > isIPSEC. Bothapplicationsarepart
of theipsec-tools package.

Refer to /usr/share/doc/initscripts- < version-number > /sys configt xt (replace

<version-number > with theversionof the initscripts packageanstalled)for con guration

parameter& usingmanualkey encryptionwith IPsec.

Theracoon IKEv1 key managemerdaemomegotiatesandcon guresasetof parameterfor IPSec.
It canusepresharedkeys, RSA signaturespr GSS-APL.If racoon is usedto automaticallynmanage
key encryption thefollowing optionsarerequired:

« IKE_METHOD= encryption-method >, where < encryption-method > is either PSK
X509, or GSSAPI. If PSK is speci ed, the IKE_PSK parametemust also be set. If X509 is
speci ed,thelKE_CERTFILE parametemustalsobeset.
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+ IKE_PSK=< shared-key > ,where< shared-key > isthesharedsecrewalueforthePSK(pre-
sharedkeys) method.

« IKE_CERTFILE= < cert-file >, where< cert-file > is avalid X.509 certi cate le for the
host.

« |IKE_PEER_CERTFILE=< cert-file >, where< cert-file > is avalid X.509 certi cate le
for theremotehost.

+ IKE_DNSSEC= answer >, where< answer > isyes . Theracoon daemorretrievestheremote
hosts X.509 certi cate via DNS. If a IKE_PEER_CERTFILE is speci ed, do not include this pa-
rameter

For moreinformationaboutthe encryptionalgorithmsavailablefor IPsec referto the setkey man
page For moreinformationaboutracoon , referto theracoon andracoon.conf = manpages.

8.2.3. Channel Bonding Interfaces

RedHat EnterpriseLinux allows administratorgo bind multiple network interfacestogetherinto a
single channelusingthe bonding kernelmoduleand a specialnetwork interface called a channel
bondinginterface.Channebondingenableswo or morenetwork interfacesto actasone,simultane-
ouslyincreasinghe bandwidthandproviding redundang

To createa channelbondinginterface,createa le in the /etc/sysconfig/network-scripts/
directorycalledifcfg-bond < N>, replacing< N> with the numberfor theinterface,suchaso.

Thecontentsf the le canbeidenticalto whatever type of interfacethatis gettingbonded suchas
anEtherneinterface.Theonly differenceis thatthe DEVICE=directve mustbebond < N> , replacing
< N> with thenumberfor theinterface.

Thefollowing is a samplechannebondingcon guration le:

DEVICE=bond0
BOOTPROTO=none
ONBOOT=yes
NETWORK=10.0.1.0
NETMASK=255.255.255.0
IPADDR=10.0.1.27
USERCTL=no

After the channelbondinginterfaceis createdthe network interfacesto be boundtogethermustbe
con guredby addingthe MASTER=andSLAVE=directvesto their con guration les. Thecon gura-
tion les for eachof thechannebondednterfacescanbe nearlyidentical.

For example,if channelbondingtwo Ethernetinterfaces,both eth0 andethl may look like the
following example:

DEVICE=eth < N>
BOOTPROTO=none
ONBOOT=yes
MASTER=bond0
SLAVE=yes
USERCTL=no

In this example,replace< N> with thenumericalvaluefor theinterface.

For a channelbondinginterfaceto be valid, the kernel module mustbe loaded.To insurethat the
module is loadedwhen the channelbonding interface is broughtup, add the following line to
/etc/modules.conf

alias bond< N> bonding
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Replace< N> with the numberof the interface,suchas 0. For eachcon gured channelbonding
interface,theremustbea correspondingntryin /etc/modules.conf

Once/etc/modules.conf is con gured,andthe channebondinginterfaceandnetwork interfaces
arecon gured,theifup commancdcanbe usedto bring up the channebondinginterface.

Impor tant

Important aspects of the channel bonding interface are controlled through the kernel
module. For more information about controlling the bonding modules, refer to
Section A.3.2 The Channel Bonding Module.

8.2.4. Alias and Clone Files
Two lessetusedtypesof interfacecon guration les arealiasandclone les.

Alias interfacecon guration les, which areusedto bind multiple addresseto a singleinterface,use
theifcfg- <if-name >:<alias-value > namingscheme.

For example,an ifcfg-eth0:0 le could be con gured to specify DEVICE=eth0:0 anda static
IP addresf 10.0.0.2,servingasan alias of an Ethernetinterface alreadycon gured to receve its
IP informationvia DHCPIn ifcfg-eth0 . Underthis con guration, eth0 is boundto adynamiclP
addressbhut the samephysicalnetwork cardcanreceve requestia the x ed,10.0.0.21P address.

@Caution

Alias interfaces do not support DHCP.

A clone interface conguration le should use the following naming corvention:
ifcfg- <if-name > - <clone-name > .While analias le allows multiple addressefor anexisting
interface,a clone le is usedto specifyadditionaloptionsfor aninterface.For example,a standard
DHCP Ethernetinterfacecalledeth0 , maylook similarto this:

DEVICE=eth0
ONBOOT=yes
BOOTPROTO=dhe

Sincethe default valuefor the USERCTLdirective is no if it is not speci ed, userscannotbring this
interfaceup anddown. To give usersthe ability to control the interface, createa clone by copying
ifcfg-ethO to ifcfg-eth0-user andaddthefollowing line to ifcfg-eth0-user

USERCTL=yes

This way a usercanbring up the eth0 interfaceusingthe /sbin/ifup ethO-user commandoe-
causehecon gurationoptionsfrom ifcfg-eth0 andifcfg-eth0-user arecombinedWhile this
is avery basicexample this methodcanbe usedwith a variety of optionsandinterfaces.

Theeasiestvay to createaliasandcloneinterfacecon guration les is to usethe graphicalNetwork
Administration Tool. For moreon usingthistool, referto the chaptercalledNetworkCon guration
in the RedHat EnterpriseLinux SystemAdministation Guide
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8.2.5. Dialup Interfaces
If connectingo theInternetvia adialupconnectionacon guration le is necessarjor theinterface.

PPPinterface les arenamedusingthe following formatifcfg-ppp < X> (where< X> is aunique
numbercorrespondingo a speci c interface).

The PPPinterfacecon guration le is createdautomaticallywhenwvdial , the Network Adminis-
tration Tool or Kppp is usedto createa dialupaccountlt is alsopossibleto createandedit this le
manually

Thefollowing is a typicalifcfg-ppp0 le:

DEVICE=ppp0
NAME=test
WVDIALSECT=test
MODEMPORT=/d& madem
LINESPEED=115200
PAPNAME=test
USERCTL=true
ONBOOT=no
PERSIST=no
DEFROUTE=yes
PEERDNS=yes
DEMAND=no
IDLETIMEOUT=600

Serial Line InternetProtocol (SLIP) is anotherdialup interface, althoughit is usedlessfrequently
SLIP les haveinterfacecon guration le namessuchasifcfg-slo
Otheroptions,notalreadydiscussedthatmaybeusedin theseles include:

« DEFROUTE= answer >, where< answer > is oneof thefollowing:
. yes — Setthisinterfaceasthedefaultroute.
- no — Do notsetthisinterfaceasthe default route.

- DEMAND=answer >, where< answer > is oneof thefollowing:
. yes — Thisinterfaceallows pppd to initiate a connectiorwhensomeonattemptgo useit.
- no — A connectiormustbe manuallyestablishedor this interface.

+ IDLETIMEOUT=<value >, where<value > is the numberof secondof idle actvity beforethe
interfacedisconnectstself.

« INITSTRING= < string >, where< string > is theinitialization string passedo the modemde-
vice. This optionis primarily usedin conjunctionwith SLIP interfaces.

« LINESPEED= value >, where<value > isthebaudrateof the device. Possiblestandardralues
include57600 , 38400, 19200 , and9600 .

- MODEMPORZ=evice >,where< device > isthenameof theserialdevice thatis usedto estab-
lish the connectiorfor theinterface.

+ MTU= value >, where<value > is the MaximumTransferUnit (MTU) settingfor the interface.
The MTU refersto the largestnumberof bytesof dataa framecancarry not countingits header
information.In somedialupsituationssettingthisto avalueof 576 resultsn fewerpacletsdropped
anda slightimprovementto thethroughpufor aconnection.
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- NAME= name> , where< name> is thereferenceo thetitle givento a collectionof dialupconnec-
tion con gurations.

« PAPNAME= name> , where< name> is the usernamagiven during the Passwod Authentication
Protocol (PAP) exchangethatoccursto allow connectiongo aremotesystem.

« PERSIST=< answer >, where< answer > is oneof thefollowing:

- yes — Thisinterfaceshouldbe keptactie atall times,evenif deactvatedaftera modemhang
up.
- no — Thisinterfaceshouldnotbe keptactie atall times.

+ REMIP=< address >, where< address > is the remotesystems IP addressThis is usuallyleft
unspeci ed.

+ WVDIALSECT= name> , where< name> associateshis interface with a dialer con guration in
letc/wvdial.conf . This le containsthe phonenumberto be dialedandotherimportantinfor-
mationfor theinterface.

8.2.6. Other Interfaces
Othercommoninterfacecon guration les includethefollowing:

« ifcfg-lo — A localloopbad interfaceis oftenusedin testing,aswell asbeingusedin avariety
of applicationgthatrequirean IP addresgointing backto the samesystem.Any datasentto the
loopbackdevice is immediatelyreturnedto the hosts network layer

&Warning

Never edit the loopback interface script, /etc/sysconfig/net work- scr ip ts/ if cfg -lo , manu-
ally. Doing so can prevent the system from operating correctly.

- ifcfg-irlan0 — An infraredinterfaceallows informationbetweerdevices,suchasalaptopand
aprinter to o w overaninfraredlink. Thisworksin asimilarway to anEthernetevice exceptthat
it commonlyoccursover a peerto-peerconnection.

- ifcfg-plip0 — A Parallel Line InterfaceProtocol (PLIP) connectiorworks muchthe sameway
asanEthernetdevice, exceptthatit utilizesaparallelport.

« ifcfg-tr0 — Token Ringtopologiesarenotascommonon Local AreaNetworks(LANS asthey
oncewere,having beeneclipsedby Ethernet.

8.3. Interface Contr ol Scripts

The interface control scriptsactvate and deactvated systeminterfaces.Thereare two primary in-
terfacecontrol scripts,/sbin/ifdown and/sbin/ifup , thatcall on control scriptslocatedin the
letc/sysconfig/network-scripts/ directory

Theifup andifdown interfacescriptsaresymboliclinks to scriptsin the/sbin/  directory When
eitherof thesescriptsarecalled,they requirethevalueof theinterfaceto be speci ed,suchas:

ifup  ethO
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@Caution

The ifup and ifdown interface scripts are the only scripts that the user should use to bring up and
take down network interfaces.

The following scripts are described for reference purposes only.

Two les wused to perform a variety of network initialization tasks during the
process of bringing up a network interface are /etc/rc.d/init.d/functions

and [etc/sysconfig/network-scripts/network-functio ns. Refer to
Section8.4 NetworkFunctionFiles for moreinformation.

After verifying thataninterfacehasbeenspeci ed andthatthe userexecutingthe requesis allowed
to controltheinterface,the correctscriptbringstheinterfaceup or down. Thefollowing arecommon

interfacecontrolscriptsfoundwithin the /etc/sysconfig/network-scripts/ directory:

« ifup-aliases — Con gures|P aliasedrom interfacecon guration les whenmorethanonelP
addresss associateavith aninterface.

- ifup-ippp  andifdown-ippp ~ — BringsISDN interfacesup anddown.

- ifup-ipsec  andifdown-ipsec =~ — Brings|Psecinterfacesup anddown.

« ifup-ipv6  andifdown-ipv6  — Brings|Pv6 interfacesup anddown.

- ifup-ipx ~— BringsupanlIPX interface.

- ifup-plip — BringsupaPLIP interface.

- ifup-plusb  — Bringsup a USB interfacefor network connections.

- ifup-post  andifdown-post — Containccommandgo beexecutedafteraninterfaceis brought
up or down.

« ifup-ppp  andifdown-ppp — Bringsa PPPinterfaceup or down.

- ifup-routes — Addsstaticroutesfor adevice asits interfaceis broughtup.

- ifdown-sit andifup-sit — Containsfunction calls relatedto bringingup anddown an IPv6
tunnelwithin an1Pv4 connection.

« ifup-sl  andifdown-sl — BringsaSLIP interfaceup or down.

- ifup-wireless — Bringsup awirelessinterface.

&Warning

Removing or modifying any scripts in the /etc/sysconfig/net work- scr ipt s/ directory can cause

interface connections to act irregularly or fail. Only advanced users should modify scripts related to a
network interface.

The easiestway to manipulateall network scripts simultaneouslyis to use the /sbin/service

commandnthenetwork service(/etc/rc.d/init.d/network ), asillustratedthefollowing com-
mand:
/sbin/service network < action >

In thisexample,< action > canbeeitherstart , stop , or restart

To view alist of con gured devicesand currentlyactive network interfaces,usethe following com-
mand:
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/sbin/service network  status

8.4. Network Function Files

RedHat EnterpriseLinux makesuseof several les thatcontainimportantcommonfunctionsusedto
bringinterfacesupanddown. Ratherthanforcing eachinterfacecontrol le to containthesefunctions,
they aregroupedogetheiin afew les thatarecalleduponwhennecessary

The /etc/sysconfig/network-scripts/network-functio ns le contains the most
commonlyusedIPv4 functions,which are usefulto mary interface control scripts. Thesefunctions
includecontactingrunningprogramghathave requestednformationaboutchangesn aninterfaces
status settinghostnamesnding a gatevay device, verifying whetheror notif a particulardevice is
down, andaddinga default route.

As the functions required for IPv6 interfaces are different than IPv4 interfaces, a
Jetc/sysconfig/network-scripts/network-functions -ipv6  le exists specically to
hold this information. The functionsin this le con gure and deletestatic IPv6 routes,createand
remove tunnels,addandremove IPv6 addresse® aninterface,andtestfor the existenceof anIPv6
addres®n aninterface.

8.5. Additional Resour ces

Thefollowing areresourcesvhich explain moreaboutnetwork interfaces.

8.5.1. Installed Documentation

Jusr/share/doc/initscripts- < version > /sysconfig.txt — A guideto available op-
tionsfor network con guration les, includingIPv6 optionsnot coveredin this chapter

Jusr/share/doc/iproute- < version > fip-cref.ps — This le containsawealthof infor-
mationabouttheip commandwhich canbeusedto manipulateoutingtablesamongotherthings.
Usetheggv or kghostviewapplicationto view this le.
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A NetworkFile Systen{NFS allows remotehoststo mount le systemsver a network andinteract
with those le systemsasthoughthey are mountedlocally. This enablessystemadministratorso
consolidatgesourcesntocentralizedsenerson the network.

This chapterfocuseson fundamentaNFS conceptsand supplementainformation. For speci ¢ in-
structionsregardingthe con guration and operationof NFS sener and client software, refer to the
chaptertitled NetworkFile System(NFS) in the RedHat EnterpriseLinux SystemAdministation
Guide

9.1. How It Works

Currently therearethreeversionsof NFS.NFSversion2 (NFSv2)is olderandis widely supported.
NFSversion3 (NFSv3)hasmorefeaturesincludingvariablesize le handlingandbettererrorreport-

ing, but is notfully compatiblewith NFSv2clients.NFSversion4 (NFSv4)includesKerberossecu-
rity, worksthrough re walls andon the Internet,no longerrequiresportmappersupportsACLs, and

utilizes statefuloperationsRedHat EnterpriseLinux supportsNFSv2,NFSv3,and NFSv4 clients,

andwhenmountinga le systemvia NFS,RedHat Enterpriselinux usesNFSv4by default, if the

sener supportst.

All versionsof NFS canuseTransmissiorContiol Protocol (TCP) runningover an IP network, with
NFSv4requiringit. NFSv2andNFSv3canusethe User Datagram Protocol (UDP) runningover an
IP network to provide a statelessietwork connectiorbetweertheclientandsener.

WhenusingNFSv2or NFSv3with UDP, the stateles&)DP connectiorundemormalconditionsmin-
imizesnetwork trafc, asthe NFS sener sendsthe client a cookie after the client is authorizedto
accesshe sharedvolume. This cookieis a randomvalue storedon the sener's side andis passed
alongwith RPCrequestérom theclient. TheNFSsener canberestartedvithoutaffectingtheclients
andthe cookieremainsintact. However, becaus&JDP is statelessif the sener goesdowvn unexpect-
edly, UDP clientscontinueto saturatehe network with requestgor the sener. For this reason,TCP
is the preferredprotocolwhenconnectingo anNFSsener.

When using NFSv4, a stateful connectionis made,and Kerberosuser and group authentication
with various security levels is optionally available. NFSv4 has no interactionwith portmapper
rpc.mountd , rpc.lockd , andrpc.statd , sincethey have beenrolled into the kernel. NFSv4
listenson thewell known TCPport 2049.

' ; Note

TCP is the default transport protocol for NFS under Red Hat Enterprise Linux. Refer to the chapter
titled Network File System (NFS) in the Red Hat Enterprise Linux System Administration Guide for
more information about connecting to NFS servers using TCP. UDP can be used for compatibility
purposes as needed, but is not recommended for wide usage.

The only time NFS performsauthenticatioris when a client systemattemptsto mountthe shared
NFS resourceTo limit accesgo the NFS service, TCP wrappersare used. TCP wrappersreadthe

/etc/hosts.allow and /etc/hosts.deny les to determinef a particularclient or network is

permittedor deniedaccesgo the NFS service.For moreinformationon con guring accesontrols
with TCPwrappersreferto Chapterl7 TCPWrappes andxinetd
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After the client is grantedaccessdy TCP wrappersthe NFS sener refersto its con guration le,
letcl/exports , to determinewvhethertheclientis allowedto accessury of theexported le systems.
Onceaccesss grantedall le anddirectoryoperationsareavailableto theuser

&Warning

If using NFSv2 or NFSv3, which do not support Kerberos authentication, NFS mount privileges are
granted to the client host, not the user. Therefore, exported le systems can be accessed by any user
on a client host with access permissions. When con gur ing the NFS shares, be very careful which
hosts get read/write permissions (rw).

Impor tant

In order for NFS to work with a default installation of Red Hat Enterprise Linux with a re wall enabled,
IPTables with the default TCP port 2049 must be con gured. Without an IPTables con gur ation, NFS
does not function properly.

The NFS initialization script and rpc.nfsd ~ process now allow binding to any speci ed port during
system start up. However, this can be error prone if the port is unavailable or con icts with another
daemon.

9.1.1. Required Services

RedHatEnterprise.inux usesacombinatiorof kernel-leel supportanddaemorprocesset provide
NFS le sharing.NFSv2andNFSv3rely on RemoteProcedue Calls (RPC) to encodeanddecode
requestdetweerclientsandseners.RPCservicesunderLinux are controlledby the portmap ser
vice. To shareor mountNFS le systemsthefollowing serviceswork togetherdependingon which
versionof NFSis implemented:

- nfs — StartstheappropriateRPCprocesseto servicerequestgor shared\FS le systems.

« nfslock — An optionalservicethatstartsthe appropriateRPCprocesseto allow NFSclientsto
lock les onthesener.
- portmap — The RPC servicefor Linux; it respondgo requestfor RPC servicesand setsup

connectiondo therequestedRPCservice.Thisis notusedwith NFSvA4.
Thefollowing RPCprocessefacilitate NFSservices:

- rpc.mountd — This procesgecevesmountrequestsrom NFSclientsandveri es therequested
le systemis currentlyexported.This processs startedautomaticallyby thenfs serviceanddoes
notrequireusercon guration. Thisis notusedwith NFSv4.

« rpcnfsd  — This processs the NFS sener. It workswith the Linux kernelto meetthe dynamic
demandof NFSclients,suchasproviding sener threadseachtime an NFS client connectsThis
processorrespondso thenfs service.

« rpc.lockd — An optionalprocesghatallows NFSclientsto lock les onthesener. Thisprocess
correspondso thenfslock  service. Thisis notusedwith NFSv4.
- rpc.statd  — This procesimplementshe NetworkStatusMonitor (NSM)RPCprotocolwhich

noti es NFSclientswhenan NFS sener is restartedvithout beinggracefullybroughtdown. This
processds startedautomaticallyby the nfslock  serviceand doesnot requireusercon guration.
Thisis notusedwith NFSv4.
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« rpcrquotad  — This procesgrovidesuserquotainformationfor remoteusers.This processs
startedautomaticallyby thenfs serviceanddoesnotrequireusercon guration.

+ rpc.idmapd — This processprovides NFSv4 client and sener upcallswhich mapbetweenon-
the-wireNFSv4namegwhich arestringsin the form of user@domainandlocal UIDs andGIDs.
Foridmapd to functionwith NFSv4,the /etc/idmapd.conf mustbe con gured. This serviceis
requiredfor usewith NFSvA4.

+ rpc.svegssd  — Thisprocesprovidesthesener transporimechanisnior theauthenticatiorpro-
cesg(KerberosVersion5) with NFSv4.This serviceis requiredfor usewith NFSvA4.

- rpc.gssd — This procesgprovidesthe clienttransportmechanisnfor the authenticatiorprocess
(KerberosVersion5) with NFSv4.This serviceis requiredfor usewith NFSvA4.

9.1.2. NFS and portmap

' ; Note

The following section only applies to NFSv2 or NFSv3 implementations that require the portmap
service for backward compatibility.

Theportmap serviceunderLinux mapsRPCrequestgo the correctservicesRPCprocessesotify
portmap whenthey start,revealingthe port numberthey aremonitoringandthe RPCprogramnum-
bersthey expectto sene. The client systemthencontactsportmap on the sener with a particular
RPCprogramnumber The portmap  serviceredirectsthe client to the properport numbersoit can
communicatavith therequestedervice.

BecausdrPC-basedervicegely onportmap to male all connectionsvith incomingclientrequests,
portmap mustbe availablebeforeary of theseservicesstart.

Theportmap serviceusesTCP wrappersfor accessontrol, andaccessontrol rulesfor portmap
affectall RPC-basedervicesAlternatively, it is possibleto specifyaccessontrolrulesfor eachof the
NFSRPCdaemonsThemanpagedor rpc.mountd andrpc.statd  containinformationregarding
the precisesyntaxfor theserules.

9.1.2.1. Troubleshooting NFS and portmap

Becauseortmap providescoordinationbetweenRPC servicesandthe port numbersusedto com-
municatewith them, it is usefulto view the statusof currentRPC servicesusing portmap when
troubleshootingTherpcinfo  commandshavs eachRPC-basedervicewith portnumbersanRPC
programnumber a versionnumbey andan|P protocoltype (TCPor UDP).

To male surethe proper NFS RPC-basedservicesare enabledfor portmap , issuethe following
commandasroot:

rpcinfo -p

Thefollowing is sampleoutputfrom thiscommand:

program vers proto port
100000 2 tcp 111  portmapper
100000 2 udp 111 portmapper
100021 1 udp 32774 nlockmgr
100021 3 udp 32774 nlockmgr
100021 4 udp 32774 nlockmgr



114 Chapter 9. Network File System(NFS)

100021 1 tcp 34437 nlockmgr
100021 3 tcp 34437 nlockmgr
100021 4  tcp 34437 nlockmgr
100011 1 udp 819 rquotad
100011 2 udp 819 rquotad
100011 1  tep 822 rquotad
100011 2 tcp 822 rquotad
100003 2 udp 2049 nfs
100003 3 udp 2049 nfs
100003 2 tep 2049 nfs
100003 3  tcp 2049 nfs
100005 1 udp 836 mountd
100005 1  tep 839 mountd
100005 2 udp 836 mountd
100005 2 tcp 839 mountd
100005 3 udp 836 mountd
100005 3  tcp 839 mountd

The outputfrom this commandrevealsthatthe correctNFS servicesarerunning.If oneof the NFS
servicesdoesnot startup correctly portmap is unableto map RPC requestsrom clientsfor that
serviceto the correctport. In mary casesjf NFSis not presentn rpcinfo  output,restartingNFS
causeghe serviceto correctlyregisterwith portmap andbegin working. For instructionson starting
NFS, referto Section9.2 Startingand StoppingNFS

Otheruseful optionsare available for the rpcinfo  commandReferto the rpcinfo  man pagefor
moreinformation.

9.2. Starting and Stopping NFS

To runanNFS sener, the portmap servicemustbe running.To verify thatportmap is actie, type
thefollowing commandasroot:

Isbin/service portmap  status

If theportmap serviceis running,thenthenfs servicecanbestarted.To startanNFSsener, asroot
type:

/sbin/service nfs start
To stopthe sener, asroot, type:
Isbin/service nfs stop

Therestart  optionis a shorthandvay of stoppingandthenstartingNFS. Thisis the mostef cient
way to make con gurationchangedake effect aftereditingthe con guration le for NFS.

To restartthe sener, asroot, type:
Isbin/service nfs restart

Thecondrestart  (conditionalrestar) optiononly startsnfs if it is currentlyrunning. This option
is usefulfor scripts,becausét doesnot startthedaemorif it is notrunning.

To conditionallyrestartthe sener, asroot, type:

/sbin/service nfs condrestart
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To reloadthe NFSsener con guration le withoutrestartingthe service asroot, type:
Isbin/service nfs reload

By default, the nfs servicedoesnot startautomaticallyat boottime. To con gure the NFSto start
up at boot time, usean initscript utility, suchas/sbin/chkconfig , Ishin/ntsysy, or the Sewices
Con guration Tool program.Referto the chaptertitled Contwolling Accesgo Servicesn the Red
Hat EnterpriseLinux SystemAdministation Guidefor moreinformationregardingthesetools.

9.3. NFS Server Con guration

Thereare threewaysto con gure an NFS sener underRed Hat EnterpriseLinux: usingthe NFS
Sewver Con guration Tool (system-config-nfs ), manually editing its con guration le
(/etc/exports ), or usingthe /usr/shin/exportfs command.

For instructionson using NFS Sewver Con guration Tool, referto the chaptertitied NetworkFile

System(NFS)in the RedHat EnterpriseLinux SystemAdministation Guide The remainderof this

sectiondiscussesnanuallyediting /etc/exports andusingthe /usr/sbin/exportfs command
to exportNFS le systems.

9.3.1. The /etc/exports Con guration File

The /etc/exports le controlswhich le systemsareexportedto remotehostsandspeci esop-
tions. Blank linesareignored,commentsanbe madeby startinga line with the hashmark (#), and
long linescanbewrappedwith abackslash\ ). Eachexported le systemshouldbeonits own indi-
vidualline, andary lists of authorizechostsplacedafteranexported le systemmustbeseparatethy
spacecharactersOptionsfor eachof the hostsmustbe placedin parenthesedirectly afterthe host
identi er, without ary spaceseparatinghe hostandthe rst parenthesis.

A line for anexported le systemhasthefollowing structure:
<export > <hostl >(<options >) < hostN > (< options >)...

In this structureyeplace< export > with thedirectorybeingexported,replace< hostl > with the
hostor network to which the export is beingsharedandreplace< options > with the optionsfor
thathostor network. Additional hostscanbe speci edin a spaceseparatedist.

Thefollowing methodscanbe usedto specifyhostnames:

- singlehost— Whereoneparticularhostis speci edwith afully quali ed domainname hostname,
or IP address.

- wildcards— Wherea* or ? characters usedto take into accounta groupingof fully quali ed do-
mainnameghatmatchaparticularstringof letters Wildcardsshouldnotbeusedwith IP addresses;
however, it is possiblefor themto work accidentallyif reverseDNS lookupsfail.

Be carefulwhenusingwildcardswith fully quali ed domainnamesasthey tendto be moreexact

thanexpected For example,the useof *.example.com asawildcardallows sales.gample.com
to accesmnexported le systembut not bohsales.eample.comTo matchboth possibilitiesboth

*.example.com  and*.*.example.com mustbespeci ed.

+ IP networks— Allows the matchingof hostsbasedon their IP addressewithin alarger network.
Forexample,192.168.0.0/28  allowsthe rst 161P addressedtom 192.168.0.@0 192.168.0.15,
to accessheexported le systemput not192.168.0.1&ndhigher

- netgoups— PermitsanNIS netgroupname written as @ group-name >, to beused.This effec-
tively putstheNIS senerin chage of accessontrolfor this exported le systemwhereuserscan
beaddedandremovedfrom anNIS groupwithout affecting /etc/exports
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In its simplestform, the /etc/exports le only speci esthe exporteddirectoryandthe hostsper
mittedto accesst, asin thefollowing example:

lexported/directory bob.example.com

In the example,bob.example.com  canmount/exported/directory/ . Becauseno optionsare
speci edin thisexample,thefollowing default NFS optionstake effect:

« ro — Mountsof theexported le systemareread-onlyRemotehostsarenotableto make changes
to the datasharedon the le system.To allow hoststo make changesto the le system,the
read/write(rw) optionmustbe speci ed.

- wdelay — Causeghe NFSsenerto delaywriting to the diskiif it suspect&nothemrite request
is imminent. This canimprove performanceby reducingthe numberof times the disk mustbe
accessefy separatavrite commandsreducingwrite overhead The no_wdelay optionturnsoff
this feature but is only availablewhenusingthe sync option.

- root_squash — Preventsroot usersconnectedremotely from having root privileges and as-
signsthem the userID for the usernfsnobody . This effectively "squashes'the power of the
remoteroot userto the lowestlocal user preventing unauthorizedalterationof les on the re-
mote sener. Alternatively, the no_root_squash  option turnsoff root squashingTo squashev-
ery remoteuser including root, usethe all_squash  option. To specifythe userand group IDs
to usewith remoteusersfrom a particularhost,usethe anonuid andanongid options,respec-
tively. In this casea specialuseraccountcanbe createdfor remoteNFS usersto shareandspec-
ify (anonuid= < uid-value > ,anongid= <gid-value >),where< uid-value > istheuserlD
numberand< gid-value > isthegrouplD number

Important

By default, access control lists (ACLs) are supported by NFS under Red Hat Enterprise Linux. To
disable this feature, specify the no_acl option when exporting the le system. For more about this
feature, refer to the chapter titled Network File System (NFS) in the Red Hat Enterprise Linux System
Administration Guide.

Eachdefault for every exported le systemmustbe explicitly overridden.For example,if the rw
optionis notspeci ed,thentheexported le systemis sharedasread-only Thefollowing is asample
line from /etc/exports which overridestwo default options:

/another/exported/direct ory 192.168.0.3(rw,sync)

In this example192.168.0.3  canmount/another/exported/directory/ read/writeand all
transfergo disk arecommittedto the disk beforethe write requesby theclientis completed.

Additionally, otheroptionsareavailablewhereno default valueis speci ed. Theseincludetheability
to disablesub-treechecking allow acces$rom insecureports,andallow insecurele locks(necessary
for certainearly NFS client implementations)Referto the exports manpagefor detailson these
lesserusedoptions.

&Warning

The format of the /etc/exports le is very precise, particularly in regards to use of the space char-
acter. Remember to always separate exported le systems from hosts and hosts from one another
with a space character. However, there should be no other space characters in the le except on
comment lines.

For example, the following two lines do not mean the same thing:
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/home bob.example.com(rw)
/home bob.example.com  (rw)

The rst line allows only users from bob.example.com read/write access to the /home directory. The
second line allows users from bob.example.com to mount the directory as read-only (the default),
while the rest of the world can mount it read/write.

For detailedinstructionson con guring anNFSsener by editing/etc/exports , referto thechapter
titled NetworkFile Systen{NFS)in the RedHat EnterpriseLinux SystemAdministation Guide

9.3.2. The exportfs Command

Every le systembeingexportedto remoteusersvia NFS,aswell astheaccessevel for thosele sys-
tems,arelistedin the /etc/exports le. Whenthenfs servicestarts the /usr/sbin/exportfs

commandaunchesandreadsthis le, passesontrolto rpc.mountd (if NFSv2or NFSv3)for the
actualmountingprocessthento rpc.nfsd ~ wherethe le systemsarethenavailableto remoteusers.

Whenissuedmanually the /usr/sbin/exportfs commandallows theroot userto selectvely ex-
port or unexport directorieswithout restartingthe NFS service.Whengiven the properoptions,the
lusr/sbin/exportfs commandwritesthe exported le systemdo /var/lib/nfs/xtab . Since
rpc.mountd  refersto thextab le whendecidingaccesgprivilegesto a le systemchangego the
list of exported le systemdake effectimmediately

Thefollowing is alist of commonlyusedoptionsavailablefor /usr/sbin/exportfs

- -r — Causesll directoriedistedin /etc/exports to be exportedby constructinga new export
list in /etc/lib/nfs/xtab . Thisoptioneffectively refreshesheexportlist with ary changeshat
have beenmadeto /etc/exports

- -a — Causesll directoriesto be exportedor unexported,dependingon what otheroptionsare
passedo /usr/shin/exportfs . If no otheroptionsare speci ed, /usr/sbin/exportfs ex-
portsall le systemspeci edin /etc/exports

« -0 file-systems — Speci esdirectoriesto be exportedthat arenot listed in /etc/exports
Replace file-systems with additional le systemsto be exported. These le systems
must be formatted in the same way they are specied in /etc/exports . Refer to

Section9.3.1The/etc/exports Con guration File for more information on /etc/exports
syntax.This optionis oftenusedto testanexported le systembeforeaddingit permanentlyto the
list of le systemdo beexported.

« -i — Ignores/etc/exports ; only optionsgiven from the commandine areusedto de ne ex-
ported le systems.
+ -u — Unexportsall shareddirectories The commandusr/sbin/exportfs -ua suspenddlFS

le sharingwhile keepingall NFSdaemonsip. To re-enableNFSsharing typeexportfs ~ -r .

« -v — Verboseoperation,wherethe le systemsbeingexportedor unexportedare displayedin
greaterdetailwhentheexportfs commands executed.

If no optionsare passedo the /usr/sbin/exportfs commandjt displaysa list of currently ex-
ported le systems.

For moreinformationaboutthe/usr/sbin/exportfs commandreferto theexportfs manpage.

9.3.2.1. Using exportfs ~ with NFSv4

SinceNFSv4 no longer utilizes the rpc.mountd  protocol aswas usedin NFSv2 and NFSv3,the
mountingof le systemdaschanged.
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An NFSv4clientnow hastheability to seeall of theexportssenedby theNFSv4senerasasingle le
systemcalledthe NFSv4pseudo- lesystemOn RedHat EnterpriseLinux, thepseudo- lesystemis
identi ed asasingle,real le systemjdenti ed atexportwith thefsid=0 option.

For example thefollowing commandgould be executedon anNFSv4sener:

mkdir  /exports

mkdir  /exports/opt

mkdir /exports/etc

mount --bind  /usr/local/opt lexports/opt

mount --bind  /usr/localletc lexports/etc

exportfs -0 fsid=0,insecure,no_subt ree_ check gss/krb5p:/exports
exportfs -0 rw,nohide,insecure,no_s ubtr ee_chec k gss/krb5p:/exports/opt
exportfs -0 rw,nohide,insecure,no_s ubtr ee_chec k gss/krb5p:/exports/etc

In thisexample clientsareprovidedwith multiple le systemso mount,by usingthe--bind  option.

9.4. NFS Client Con guration Files

NFSsharesaremountedontheclientsideusingthe mount commandTheformatof thecommands
asfollows:

mount -t <nfs-type > -0 <options > <host >: < /remote/export > < /local/directory >

Replace< nfs-type > with eithernfs for NFSv2or NFSv3seners,or nfs4 for NFSv4seners.
Replace< options > with a commaseparatedist of optionsfor the NFS le system(refer to
Section9.4.3CommorNFSMountOptions for details). Replace< host > with the remote host,
< /[remote/export > with the remotedirectorybeingmountedand< /local/directory >
with thelocal directorywheretheremote le systemis to bemounted.

Referto themount manpagefor moredetails.

If accessingan NFS shareby manuallyissuingthe mount commandthe le systemmustbe re-
mountedmanually after the systemis rebooted.Red Hat EnterpriseLinux offers two methodsfor
mountingremote le systemsautomaticallyat boottime: the /etc/fstab le ortheautofs ser
vice.

9.4.1. /etc/fstab

Theletc/fstab le isreferencedythenetfs serviceatboottime,solinesreferencingNFSshares
have the sameeffect asmanuallytyping themount commandduringthebootprocess.

A sampléeetc/fstab line to mountan NFSexportlookslike thefollowing example:

<server >:</remot e/ export > </localldirect ory> <nfstype > <options > 0 0
Replace< server > with the hostname)P addresspr fully quali ed domainnameof the sener
exportingthe le system.

Replaces< /remote/export > with thepathto the exporteddirectory

Replacex< /local/directory > with the local le systemon which the exported directory is
mounted This mountpoint mustexist before/etc/fstab is reador the mountfails.

Replaces< nfs-type > with eithernfs for NFSv2or NFSv3seners,or nfs4 for NFSv4seners.
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Replace< options > with a commaseparatedist of optionsfor the NFS le system(refer to
Section9.4.3CommorNFSMountOptionsfor details).Referto thefstab manpagefor additional
information.

9.4.2. autofs

Onedravbackto using/etc/fstab is that, regardlesof how infrequentlya useraccessethe NFS
mounted le systemthe systemmustdedicateresourceso keepthe mounted le systemin place.
Thisis nota problemwith oneor two mounts but whenthe systemis maintainingmountsto adozen
systemsat onetime, overall systemperformancecansufer. An alternatve to /etc/fstab is to use
the kernel-basedutomount utility, which canmountandunmountNFS le systemsautomatically
saving resources.

Theautofs serviceis usedto control the automount commandthroughthe /etc/auto.master
primary con guration le. While automount canbe speci ed onthecommandine, it is morecon-
venientto specifythe mountpoints,hostnameexporteddirectory andoptionsin a setof les rather
thantyping themmanually

Theautofs con guration les arearrangedn a parent-childrelationship.The main con guration

le (/etc/auto.master ) lists mountpointson the systemthatarelinked to a particularmaptype
which takestheform of othercon guration les, programsNIS mapsandotherlesscommonmount
methodsTheauto.master  le containdinesreferringto eachof thesemountpoints,organizedn
thefollowing manner:

< mount-point > < map-type >

The < mount-point > elementspeci es the location of the mounton the local le system.The
< map-type > speci eshow themountpointis mounted The mostcommonmethodfor automount-
ing NFS exportsis to usea le asthe map type for the particularmount point. The map le is
usuallynamedauto. < mount-point >, where< mount-point > is the mountpoint designatedn
auto.master . A line within map les to mountanNFSexportlookslike thefollowing example:

< /local/direct ory> -<options > <server >:</remo te /e xport>

Replace< /local/directory; > with the local le systemon which the exporteddirectory is
mounted This mountpoint mustexist beforethemap le is read,elsethe mountfails.

Replace< options > with a commaseparatedist of optionsfor the NFS le system(refer to
Section9.4.3CommorNFSMountOptionsfor details).Be sureto includethe hyphencharacter(- )
immediatelybeforethe optionslist.

Replace< server > with the hostname]P addressor fully qualied domainnameof the sener
exportingthe le system.

Replaces< /remote/export > with thepathto the exporteddirectory

Replace< options > with a commaseparatedist of optionsfor the NFS le system(refer to
Section9.4.3CommorNFSMountOptionsfor details).

While autofs  con guration les canbeusedfor avarietyof mountsto mary typesof devicesand le
systemsthey areparticularlyusefulin creatingNFS mounts.For example,someorganizationsstore
a users /nome/ directoryon a centralsener via an NFS share thencon gure the auto.master

le on eachof the workstationsto point to an auto.nome le containingthe speci cs for how to
mountthe/home/ directoryvia NFS.This allows the userto accespersonabataandcon guration
les in their/home/ directoryby loggingin arnywhereonthenetwork. Theauto.master  le in this
situationwould look similarto this:

/home letc/auto.home
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This setsup the/home/ mountpoint onthelocal systento be con gured by the /etc/auto.home
le, whichlookssimilar to the examplebelaw:

*  -fstype=nfs4,soft,intr,rs ize =32768,w siz e=32768,nos uid server.example.com:/home

This line statesthat ary directory a usertries to accessunderthe local /home/ directory (due to
the asteriskcharactershouldresultin an NFS mounton the server.example.com systemon the
mountpoint/nhome/ . Themountoptionsspecifythateach/home/ directoryNFS mountsshoulduse
aparticularcollectionof settingsFor moreinformationon mountoptions,includingthe onesusedin

this example,referto Section9.4.3CommorNFSMountOptions

For moreinformationabouttheautofs con guration les, referto theauto.master ~manpage.

9.4.3. Common NFS Mount Options

Beyond mountinga le systemvia NFS on a remotehost,otheroptionscanbe speci ed at the time
of the mountto malke it easierto use.Theseoptionscanbe usedwith manualmount commands,
letc/fstab settingsandautofs

Thefollowing areoptionscommonlyusedfor NFSmounts:

- fsid=num — Forcesthe le handleand le attributessettingson the wire to be num, insteadof a
numberderived from the majorandminor numberof the block device onthemountedle system.
The value 0 hasspecialmeaningwhen usedwith NFSv4.NFSv4hasa conceptof a root of the
overallexported le system.Theexport pointexportedwith fsid=0 is usedasthisroot.

- hard orsoft — Speci eswhetherthe programusinga le via an NFS connectionshouldstop
andwait (hard ) for the sener to comebackonline,if the hostservingthe exported le systemis
unavailable,or if it shouldreportanerror(soft ).

If hard is speci ed, the usercannotterminatethe processwaiting for the NFS communicatiorto
resumeunlesstheintr  optionis alsospeci ed.

If soft is specied,the usercansetan additionaltimeo= < value > option, where< value >
speci esthenumberof secondgo passheforetheerroris reported.

- intr — Allows NFSrequestso beinterruptedf thesener goesdown or cannotbereached.

- nfsvers=2 ornfsvers=3 — Speci eswhich versionof the NFS protocolto use.This is useful
for hoststhatrun multiple NFS seners.If no versionis speci ed, NFS usesthe highestsupported
versionby the kernelandmount commandThis optionis not supportedvith NFSv4andshould
notbeused.

+ noacl — Turnsoff all ACL processingThis maybe neededvheninterfacingwith olderversions
of RedHat EnterpriseLinux, RedHat Linux, or Solaris,sincethe mostrecentACL technologyis
not compatiblewith oldersystems.

« nolock — Disablesle locking. This settingis occasionallyrequiredwhen connectingto older
NFSseners.

- noexec — Preventsexecutionof binarieson mountedle systemsThisis usefulif the systemis
mountinganon-Linux le systemvia NFScontainingincompatiblebinaries.

- nosuid — Disablesset-useiidenti er or set-group-identi emits. This preventsremoteusersrom
gaininghigherprivilegesby runninga setuidprogram.

+ port=num — Speci esthe numericvalue of the NFS sener port. If numis 0 (the default), then
mount queriesthe remotehosts portmappeffor the port numberto use.If the remotehosts NFS
daemonis notregisteredwith its portmapperthe standard\NFS port numberof TCP 2049is used
instead.
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«+ rsize=num andwsize=num — Thesesettingsspeedup NFS communicatiorfor reads(rsize )
andwrites (wsize ) by settinga larger datablock size,in bytes,to be transferrecat onetime. Be
carefulwhenchanginghesevalues;someolderLinux kernelsandnetwork cardsdo notwork well
with largerblock sizes.For NFSv2or NFSv3,thedefault valuesfor bothparameterss setto 8192.
For NFSv4,thedefault valuesfor both parameterss setto 32768.

+ sec=mode — Speci esthetypeof securityto utilize whenauthenticatingan NFS connection.

sec=sys is the default setting,which useslocal UNIX UIDs andGIDs by meansof AUTH_SYS
to authenticat&FS operations.

sec=krb5 usesKerberosV5 insteadof local UNIX UIDs andGIDsto authenticateisers.

sec=krb5i usesKerberosV5 for userauthenticatiorand performsintegrity checkingof NFS
operationsisingsecurechecksumso preventdatatampering.

sec=krb5p usesKerberosV5 for userauthenticationintegrity checkingandencryptsNFStrafc
to preventtrafc snifng. This is the mostsecuresetting,but it also hasthe mostperformance
overheadnvolved.

- tcp — Speci esfor the NFSmountto usethe TCP protocol.
- udp — Speci esfor the NFSmountto usethe UDP protocol.
Many moreoptionsarelistedonthemount andnfs manpages.

9.5. Securing NFS

NFSis well suitedfor sharingentire le systemswith alarge numberof knowvn hostsin atransparent
mannerHowever, with easeof usecomesa variety of potentialsecurityproblems.

Thefollowing pointsshouldbe consideredvhenexporting NFS le systemsn aseneror mounting
themon a client. Doing sominimizesNFS securityrisksandbetterprotectsdataon the sener.

For a concisdisting of stepsadministratorgantake to securadNFSseners,referthethechaptettitied
ServerSecurityin the RedHat EnterpriseLinux SecurityGuide

9.5.1. Host Access

Dependingon which versionof NFS you planto implement,depend®n your existing network en-
vironment,andyour securityconcernsThe following sectionsexplain the differencesbetweenm-
plementingsecuritymeasuresvith NFSv2,NFSv3,andNFSv4.If at all possible,useof NFSv4is
recommendedver otherversionsof NFS.

9.5.1.1. Using NFSv2 or NFSv3

NFScontrolswho canmountanexported le systembasednthehostmakingthemountrequestnot

the userthatactuallyusesthe le system.Hostsmustbe given explicit rightsto mountthe exported

le systemAccesscontrolis notpossiblefor usersptherthanthrough le anddirectorypermissions.
In otherwords,oncea le systemis exportedvia NFS,ary useron ary remotehostconnectedo the

NFS sener canaccesghe shareddata.To limit the potentialrisks, administratoroften allow read-
only acces®r squashuserpermissionso acommonuserandgrouplD. Unfortunatelythesesolutions
preventthe NFSsharefrom beingusedin theway it wasoriginally intended.

Additionally, if an attacler gainscontrol of the DNS sener usedby the systemexporting the NFS

le systemthe systemassociatedvith a particularhostnameor fully quali ed domainnamecanbe
pointedto anunauthorizeanachineAt this point, theunauthorizednachines thesystenpermittedto
mountthe NFSshare sinceno usernamer passwrd informationis exchangedo provide additional
securityfor the NFSmount.
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Wildcardsshouldbe usedsparinglywhenexportingdirectoriesvia NFSasit is possiblefor the scope
of thewildcardto encompasmoresystemshanintended.

It is alsopossibleto restrictaccesso theportmap servicevia TCPwrappersAccesso portsusedby
portmap ,rpc.mountd ,andrpc.nfsd  canalsobelimited by creating re wall ruleswith iptables

For more information on securingNFS and portmap , refer to the chaptertitled ServerSecurityin
the RedHat EnterpriseLinux SecurityGuide Additional informationabout re walls canbe foundin
Chapterl8iptables

9.5.1.2. Using NFSv4

The releaseof NFSv4 broughta revolution to authenticatiorand securityto NFS exports. NFSv4
mandatesheimplementatiorof the RPCSEC_GS®ernelmodule,the Kerberossersion5 GSS-API
mechanismSPKM-3, and LIPKEY. With NFSv4,the mandatorysecuritymechanismsre oriented
towardsauthenticatingndividual usersandnot client machinesasusedin NFSv2andNFSv3.

; Note

It is assumed that a Kerberos ticket-granting server (KDC) is installed and con gured correctly, prior
to con gur ing an NFSv4 server.

NFSv4includesACL supportbasedon the Microsoft Windows NT model, not the POSIX model,
becausef its featuresandbecausét is widely deplg/ed. NFSv2andNFSv3do not have supportfor
native ACL attritutes.

Another important security feature of NFSv4 is its removal of the rpc.mountd  daemon.The
rpc.mountd  daemorpresenteghossiblesecurityholesbecausef theway it dealtwith lehandlers.

For moreinformationontheRPCSEC_GS8amework, includinghow rpc.svegssd ~ andrpc.gssd
interoperateteferto http://wwwciti.umich.edu/projesihfsv4fssd/.

9.5.2. File Permissions

OncetheNFS le systemis mountedread/writeby aremotehost,theonly protectioneachsharedle
hasis its permissionslf two usershatsharethesameuserlD valuemountthesameNFS le system,
they canmodify eachothers les. Additionally, anyoneloggedin asrootontheclient systemcanuse
thesu - commando becomeauserwho couldaccesparticular les viathe NFSshareFor moreon
NFSanduserlID con icts, referto the chaptertitted Managing User Accountsand Resouce Access
in the RedHat EnterpriseLinux Introductionto SystemAdministation.

By default, accessontrollists (ACLs) aresupportedoy NFS underRedHat EnterpriseLinux. It is
notrecommendethatthis featurebe disabled For moreaboutthis feature referto the chaptettitled
NetworkFile Systen{NFS)in the RedHat EnterpriseLinux SystenAdministation Guide

Thedefaultbehaior whenexportinga le systemvia NFSis to userootsquashingThis setstheuser
ID of aryoneaccessinghe NFSshareastherootuseron theirlocal machineto avalueof thesener's
nfsnobody accountNever turn off root squashing.

If exportingan NFS shareasread-only considerusingthe all_squash  option,which makesevery
useraccessingheexported le systentake theuserlD of thenfsnobody user
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9.6. Additional Resources

Administeringan NFS sener canbe a challenge Mary options,including quite afew notmentioned
in this chapterareavailablefor exportingor mountingNFS sharesConsulithefollowing sourcedor
moreinformation.

9.6.1. Installed Documentation

lusr/share/doc/nfs-utils- < version-number >/ — Replace <version-number >
with the version numberof the NFS packageinstalled. This directory containsa wealth of
information about the NFS implementationfor Linux, including a look at various NFS
con gurationsandtheirimpacton le transferperformance.

« man mount — Containsa comprehense look at mountoptionsfor both NFS sener and client
con gurations.

« man fstab — Givesdetailsfor theformatof the /etc/fstab le usedto mount le systemsat
boot-time.

- man nfs — Providesdetailson NFS-speci c le systemexportandmountoptions.

+ man exports — Shavs commonoptionsusedin the /etc/exports le whenexporting NFS
le systems.

9.6.2. Useful Websites

- http://Infs.sourcefge.net— Thehomeof theLinux NFSprojectandagreatplacefor projectstatus
updates.

« http://wwwciti.umich.edu/pr@ds/rfsv4/linux/ — An NFSv4for Linux 2.6 kernelresource.
+ http://wwwnfsv4.og — Thehomeof NFSversion4 andall relatedstandards.

+ http://wwwvanemencom/Linux/NFSv4/NFSvo-rpesechtml — Describeghedetailsof NFSv4
with FedoraCore2, whichincludesthe2.6kernel.

« http://wwwnluug.nl/@entssan@000pgpers/pawlavski.pdf — An excellentwhitepapeonthefea-
turesandenhancemenisf the NFS Version4 protocol.

9.6.3. Related Books

- Managing NFSandNISby Hal Stern,Mike Eisler, andRicardoLabiagaO'Reilly & Associates—
Makesanexcellentreferenceguidefor themary differentNFSexportandmountoptionsavailable.

« NFSlllustrated by Brent Callaghan;Addison-Wesle/ PublishingCompaly — Provides compar
isonsof NFSto othernetwork le systemsandshaws, in detail,hov NFScommunicatioroccurs.

- RedHat EnterpriseLinux SystenAdministation Guide RedHat, Inc. — The NetworkFile System
(NFS)chapterexplainsconciselyhow to setupanNFSclientsandseners.

- RedHat EnterpriseLinux SecurityGuide RedHat, Inc. — The ServerSecuritychapterexplains
waysto secureNFSandotherservices.
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Chapter 10.
Apache HTTP Server

The ApacheHTTP Sener is a robust, commercial-gradeopen sourceWeb sener developed by
the Apache Software Foundation (http://wwwapache.@/). Red Hat EnterpriseLinux includes
the Apache HTTP Sener 2.0 as well as a numberof sener modulesdesignedto enhanceits
functionality

The default con guration le installedwith the ApacheHTTP Sener works without alterationfor
most situations. This chapteroutlines mary of the directives found within its con guration le
(/etc/nttpd/conf/httpd.conf ) to aid thosewho require a customcon guration or needto
corvertacon guration le from theolderApacheHTTP Sener 1.3format.

&Warning

If using the graphical HTTP Con guration Tool (system-config-ht tp d), do not hand edit the
Apache HTTP Server's con gur ation le as the HTTP Con guration Tool regenerates this le when-
ever it is used.

For more information about the HTTP Con guration Tool, please refer to the chapter titled Apache
HTTP Server Con gur ation in the Red Hat Enterprise Linux System Administration Guide.

10.1. Apache HTTP Server 2.0

There are important differences between the Apache HTTP Sener 2.0 and version 1.3
(version 1.3 shipped with Red Hat Enterprise Linux 2.1 and earlier). This section reviews
some of the features of Apache HTTP Sener 2.0 and outlines important changes. For
instructions on migrating a version 1.3 conguration le to the 2.0 format, refer to
Section10.2Migrating Apathe HTTP Serverl.3 Con guration Files.

10.1.1. Features of Apache HTTP Server 2.0
ApacheHTTP Sener 2.0includesthefollowing features:

- ApaheAP|I — Modulesutilize amorepowerful setof ApplicationProgrammindnterfaceAPIs).

Important

Modules built for Apache HTTP Server 1.3 do not work without being ported to the new API. If un-
sure whether or not a particular module has been ported, consult the developer before upgrading.

- Filtering — Modules can act as content Iters. Refer to
Section10.2.4Modulesand Apathe HTTP Server2.0 for moreonhow lItering works.

+ IPv6 Support— Thenext generatiorlP addressindormatis supported.

+ Simpli ed Directives— A numberof confusingdirectves have beenremared while othershave
beensimpli ed. Referto Section10.5Con guration Directivesn httpd.conf ~ for moreinforma-
tion aboutspeci c directves.
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- Multilingual Error Responses— Whenusing ServerSidelnclude (SS) documentscustomizable
errorrespons@agesanbedeliveredin multiple languages.

A morecompletdist of changesanbefoundonlineat http://httpd.apache gidocs-20/.

10.1.2. Packaging Changes in Apache HTTP Server 2.0

Startingwith RedHat EnterpriseLinux 3, the ApacheHTTP Sener packagesvererenamedAlso,
somerelatedpackagesvererenameddeprecatedyr incorporatednto otherpackages.

Below is alist of packagingchanges:

« The apache, apache-devel and apache-manual  packageswere renamedto httpd ,
httpd-devel ~ andhttpd-manual  respectiely.

- Themod_dav packagevasincorporatednto thehttpd package.

« Themod_put andmod_roaming packagesvereremoved, sincetheir functionality is a subsebf
thatprovidedby mod_dav (whichis now incorporatednto thehttpd package).

« Themod_auth_any andmod_bandwidth packagesvereremoved.

- Theversionnumberfor themod_ssl packagés now synchronizedwvith thehttpd packageThis
meansthatthe mod_ssl packagefor ApacheHTTP Sener 2.0 hasa lower versionnumberthan
mod_ssl packagdor ApacheHTTP Sener 1.3.

10.1.3. File System Changes in Apache HTTP Server 2.0
Thefollowing changedo the le systemlayoutoccurwhenupgradingto ApacheHTTP Sener 2.0:

« The con guration directory /etc/httpd/conf.d/ , has been added. — This directory
is usedto store con guration les for individually packagedmodules, such as mod_ssl ,
mod_perl , and php. The sener is instructedto load con guration les from this location by
the directve Include  conf.d/*.conf within the Apache HTTP Sener con guration le,
/etc/httpd/conf/httpd.conf

Impor tant

It is vital that the line specifying the new con gur ation directory be inserted when migrating an
existing con gur ation.

- Theab andlogresolve  programshavebeenmoved.— Theseutility programshave beenmoved
from the /usr/sbin/ directoryandinto the /usr/bin/ directory This causescriptswith abso-
lute pathsfor thesebinariesto fail.

« Thedbmmanage commanchasbeenreplaced— The dbmmanage commanchasbeenreplacedy
htdbm . Referto Section10.2.4.5Themod_auth_dbm andmod_auth_db Modulesfor moreinfor-
mation.

« Thelogrotate  con guration le hasbeenrenamed— The logrotate  con guration le has
beenrenamedrom /etc/logrotate.d/apache to /etc/logrotate.d/httpd

Thenext sectionoutlineshow to migratean ApacheHTTP Sener 1.3con gurationto the2.0format.
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10.2. Migrating Apache HTTP Server 1.3 Con guration Files

This sectiondetailsmigratingan ApacheHTTP Sener 1.3con guration le to beutilized by Apache
HTTP Sener2.0.

If upgradingto Red Hat EnterpriseLinux 4 from Red Hat EnterpriseLinux 2.1, note that
the new stock con guration le for the Apache HTTP Sener 2.0 packageis installed as
letc/httpd/conf/httpd.conf.rpmnew and the original version 1.3 httpd.conf is left
untouchedlt is entirely up to you whetherto usethe nenv con guration le and migratethe old
settingsto it, or usethe existing le asa baseandmodify it to suit; however, somepartsof the le
have changedmorethanothersanda mixed approachis generallythe best.The stockcon guration
les for bothversion1.3and2.0aredividedinto threesections.

If the /etc/httpd/conf/httpd.conf le is amodi ed versionof the newly installeddefault and
a saved a copy of the original con guration le is available,it may be easiesto invoke the diff
commandasin thefollowing example(loggedin asroot):

diff  -u httpd.conf.orig httpd.conf | less

Thiscommanchighlightsary modi cationsmade If acopy of theoriginal le is notavailable,extract
it from anRPM packagausingtherpm2cpio andcpio commandsasin thefollowing example:

rpm2cpio  apache- < version-number >.i 386.rpm | cpio -i --make

In the above commandreplace< version-number > with the versionnumberfor the apache
package.

Finally, it is usefulto know thatthe ApacheHTTP Senerhasatestingmodeto checkfor con guration
errors.To useaccesst, typethefollowing command:

apachectl  configtest

10.2.1. Global Environment Con guration

The global environmentsectionof the con guration le containsdirectives which affect the overall

operationof the ApacheHTTP Sener, suchasthe numberof concurrentrequestst canhandleand
thelocationsof thevarious les. This sectionrequiresalarge numberof changesindshouldbebased
onthe ApacheHTTP Sener 2.0con guration le, while migratingtheold settingsinto it.

10.2.1.1. Interface and Port Binding

TheBindAddress andPort directvesnolongerexist; theirfunctionalityis now providedby amore
exible Listen directive.

If Port 80 wassetin the 1.3 versioncon guration le, changet to Listen 80 in the2.0con gu-
ration le. If Port wassetto somevalueotherthan80, thenappendhe port numberto the contents
of the ServerName directie.

For example thefollowing is a sampleApacheHTTP Sener 1.3directve:

Port 123
ServerName www.example.com

To migratethis settingto ApacheHTTP Sener 2.0, usethefollowing structure:

Listen 123
ServerName www.example.com: 123
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For moreon this topic, refer to the following documentatioron the ApacheSoftware Foundations
website:

« http://httpd.apache.org/docs-2.0/mod/mpm_common.htm l#liste n

« http://httpd.apache.org/docs-2.0/mod/core.html#serv ername

10.2.1.2. Server-Pool Size Regulation

Whenthe ApacheHTTP Sener acceptgequestsit dispatcheshild processesr threadsto handle
them.This groupof child processesr threadds known asa serverpool UnderApacheHTTP Sener
2.0,theresponsibilityfor creatingandmaintainingthesesener-poolshasbeenabstractedo a group
of modulescalled Multi-ProcessingMlodules(MPMs). Unlike othermodules,only onemodulefrom
the MPM groupcanbeloadedby the ApacheHTTP Sener. TherearethreeMPM modulesthatship
with 2.0: prefork , worker , andperchild . Currentlyonly the prefork andworker MPMs are
available,althoughtheperchiid  MPM maybeavailableatalaterdate.

The original ApacheHTTP Sener 1.3 behaior hasbeenmoved into the prefork MPM. The
prefork MPM acceptghe samedirectvesasApacheHTTP Sener 1.3, sothefollowing directves
may bemigrateddirectly:

- StartServers

+ MinSpareServers

» MaxSpareServers

+ MaxClients

» MaxRequestsPerChild

Theworker MPM implementsa multi-processmulti-threadedsener providing greaterscalability

Whenusingthis MPM, requestsare handledby threadsconservingsystemresourcesndallowing

large numbersof requestdo be sened ef ciently. Although someof the directives acceptedy the
worker MPM arethe sameasthoseacceptedy the prefork  MPM, thevaluesfor thosedirectves
shouldnot be transferedlirectly from an ApacheHTTP Sener 1.3 installation.|t is bestto instead
usethedefault valuesasa guide,thenexperimentto determinenvhatvalueswork best.

Impor tant

To use the worker MPM, create the le /etc/sysconfig/http d and add the following directive:

HTTPD=/usr/sbin/httpd.wor ker

For moreon thetopic of MPMs, referto thefollowing documentatiomn the ApacheSoftware Foun-
dations website:

« http://httpd.apacherg/docs-2.0/mpm.html

10.2.1.3. Dynamic Shared Object (DSO) Suppor t

Therearemary changesequiredhere,andit is highly recommendethataryonetrying to modify an

ApacheHTTP Sener 1.3 con gurationto suit version2.0 (asopposedo migratingthe changesnto

theversion2.0con guration)copy this sectionfrom thestockApacheHTTP Sener2.0con guration
le.
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Thosewho do not wantto copy the sectionfrom the stock ApacheHTTP Sener 2.0 con guration
shouldnotethefollowing:

« The AddModule andClearModuleList directves no longerexist. Thesedirectves whereused
to ensurethat modulescould be enabledin the correctorder The ApacheHTTP Sener 2.0 API
allows modulego specifytheir ordering,eliminatingthe needfor thesetwo directives.

- Theorderof theLoadModule linesarenolongerrelesantin mostcases.
- Many moduleshave beenaddedremoved, renamedsplit up, or incorporatednto others.

+ LoadModule lines for modules packagedin their own RPMs (mod_ssl , php, mod_perl ,
and the like) are no longer necessaryas they can be found in their relevant les within the
letc/httpd/conf.d/ directory

+ ThevariousHAVE_XXxde nitions arenolongerde ned.

Important

If modifying the original le , note that it is of paramount importance that the httpd.conf ~ contains the
following directive:

Include  conf.d/*.conf

Omission of this directive results in the failure of all modules packaged in their own RPMs (such as
mod_perl , php, and mod_ssl ).

10.2.1.4. Other Global Environment Chang es
Thefollowing directveshave beenremored from ApacheHTTP Sener 2.0's con guration:

- ServerType — TheApacheHTTP Senercanonly berunasServerType standalone making
this directve irrelevant.

+ AccessConfig andResourceConfig — Thesedirectiveshave beenremosedasthey mirror the
functionalityof thelnclude directie. If theAccessConfig andResourceConfig  directvesare
set,replacethemwith Include  directies.

To ensurethatthe les arereadin theorderimplied by theolderdirectives,theinclude directves
shouldbe placedat theendof thehttpd.conf  , with theonecorrespondingo ResourceConfig
precedinghe onecorrespondingo AccessConfig . If usingthe default values,includethemex-
plicitly asconf/srm.conf ~ andconf/access.conf les.

10.2.2. Main Server Con guration

Themainsenercon gurationsectionof thecon guration le setsupthemainsener, whichresponds
to ary requestghat arenot handledby a virtual hostde ned within a < VirtualHost > container
Valuesherealsoprovide defaultsfor ary < VirtualHost > containersle ned.

Thedirectvesusedin this sectionhave changedittle betweenApacheHTTP Sener 1.3andversion
2.0.If the main sener con gurationis heaily customizedjt may be easierto modify the existing
con guration le to suit ApacheHTTP Sener 2.0. Userswith only lightly customizedmain sener
sectionsshouldmigratetheir changesnto thedefault 2.0 con guration.
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10.2.2.1. UserDir Mapping

The UserDir  directive is usedto enableURLs suchas http://example.com/~bob/ to mapto
a subdirectorywithin the homedirectory of the userbob, suchas/home/bob/public_html/ LA
side-efect of this featureallows a potentialattacler to determinewvhethera givenusernamés present
on the system.For this reasonthe default con guration for ApacheHTTP Sener 2.0 disablesthis
directive.

To enableUserDir mappingchangehedirectve in httpd.conf ~ from:
UserDir  disable

to thefollowing:

UserDir  public_html

For moreon this topic, refer to the following documentatioron the ApacheSoftware Foundations
website:

« http://httpd.apacherg/docs-2.0/modhod_usedir.html#userdr

10.2.2.2. Log ging
Thefollowing loggingdirectives have beenremoved:

« AgentLog

» RefererLog

» Refererlgnore

However, agentandreferrerlogsarestill availableusingthe CustomLog andLogFormat directives.

For moreon this topic, refer to the following documentatioron the ApacheSoftware Foundations
website:

« http://httpd.apacherg/docs-2.0/modihod_bg_®n g.html#customlog
« http://httpd.apacherg/docs-2.0/modhod_bg_mn g.html#logformat

10.2.2.3. Director y Indexing

Thedeprecate@ancyindexing  directive hasnow beerremaoved. Thesamefunctionalityis available
throughthe Fancyindexing  optionwithin theIndexOptions  directie.

The VersionSort option to the IndexOptions  directve causes les containing version
numbersto be sortedin a more naturalway. For example, httpd-2.0.6.tar appearsbefore
httpd-2.0.36.tar in adirectoryindex page.

The defaults for the ReadmeNameand HeaderName directves have changedfrom READMEand
HEADERO README.html andHEADER.html .

For moreon this topic, refer to the following documentatioron the ApacheSoftware Foundatiors
website:

« http://httpd.apacherg/docs-2.0/modihod_aitoindex. htmitindexoptions
« http://httpd.apacherg/docs-2.0/modihod_aitoindex.htm#reaimenane
« http://httpd.apacherg/docs-2.0/modhod_aitoindex.htmithealername
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10.2.2.4. Content Negotiation

The CacheNegotiatedDocs  directve now takes the agumenton or off . Existing instancesof
CacheNegotiatedDocs  shouldbereplacedwvith CacheNegotiatedDocs ~ on.

For moreon this topic, refer to the following documentatioron the ApacheSoftware Foundations
website:

« http://httpd.apacherg/docs-2.0/modihod_negattion.html#achenegotateddocs

10.2.2.5. Error Documents

To usea hard-codednessagevith the ErrorDocument  directive, themessagshouldbeenclosedn
apair of doublequotationmarks["], ratherthanjust precededy a doublequotationmarkasrequired
in ApacheHTTP Sener 1.3.

For example thefollowing is a sampleApacheHTTP Sener 1.3directve:

ErrorDocument 404 "The document was not found

To migratean ErrorDocument  settingto ApacheHTTP Sener 2.0, usethefollowing structure:
ErrorDocument 404 "The document was not found "

Notethetrailing doublequotein the previous ErrorDocument  directive example.

For moreon this topic, refer to the following documentatioron the ApacheSoftware Foundations
website:

« http://httpd.apacherg/docs-2.0/modéore.htmkerordoament

10.2.3. Virtual Host Con guration

The contentsof all < VirtualHost > containersshouldbe migratedin the sameway asthe main
sener sectionasdescribedn Section10.2.2Main ServerCon guration.

Important

Note that SSL/TLS virtual host con gur ation has been moved out of the main server con gur ation
le and into /etc/httpd/conf.d/ ssl .c onf .

For more on this topic, refer to the chaptertitled Apate HTTP Secue ServerCon guration in the
RedHat EnterpriseLinux SystenAdministation Guideandthedocumentatiomnlineatthefollowing
URL:

« http://httpd.apacherg/docs-2.0/\hosts/
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10.2.4. Modules and Apache HTTP Server 2.0

In ApacheHTTP Sener 2.0, the modulesystemhasbeenchangedo allow modulesto be chained
togetheror combinedn new andinterestingways.CommorGatevay Interface(CGl) scripts,for ex-
ample,cangeneratesenerparsedHTML documentsvhich canthenbeprocessetby mod_include
This opensup atremendousiumberof possibilitieswith regardsto how modulescanbe combinedio
achieve aspeci ¢ goal.

Theway this worksis thateachrequesis sened by exactly one handlermodulefollowed by zeroor
more lter modules.

UnderApacheHTTP Sener 1.3, for example,a Perl script would be handledin its entiretyby the
Perimodule(mod_perl ). UnderApacheHTTP Sener2.0,therequests initially handledby thecore
module— which senesstatic les — andis then Iter ed by mod_perl .

Exactly how to usethis, andall othernew featuresof ApacheHTTP Sener 2.0, is beyondthe scope
of this documenthowever, the changehasrami cations if the PATH_INFO directve is usedfor a
documentvhich is handledby a modulethatis now implementedasa lter, aseachcontainstrailing

pathinformationafterthetrue le name.The coremodule,whichinitially handlesherequestdoes
not by default understand®ATH_INFOandreturns404 Not Found errorsfor requestghat contain
suchinformation. As an alternatve, usethe AcceptPathinfo  directive to coercethe core module
into acceptingequestsvith PATH_INFO.

Thefollowing is anexampleof this directve:
AcceptPathinfo on

For moreon this topic, refer to the following documentatioron the ApacheSoftware Foundations
website:

« http://httpd.apacherg/docs-2.0/modéore. htmkaaeptpathinfo
« http://httpd.apacherg/docs-2.0/tander.html
« http://httpd.apacherg/docs-2.0/ Iter.html

10.2.4.1. The suexec Module

In ApacheHTTP Sener 2.0,the mod_suexec moduleusesthe SuexecUserGroup directive, rather
thantheUser andGroup directives,whichis usedfor con guring virtual hosts TheUser andGroup
directivescanstill beusedin generalput aredeprecatedor con guring virtual hosts.

For example thefollowing is a sampleApacheHTTP Sener 1.3directve:

< VirtualHost vhost.example.com:80 >
User someone
Group somegroup

< /VirtualHost >

To migratethis settingto ApacheHTTP Sener 2.0, usethefollowing structure:
< VirtualHost vhost.example.com:80 >

SuexecUserGroup someone somegroup
< /VirtualHost >
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10.2.4.2. The mod_ssl Module

The con guration for mod_ssl has been moved from the httpd.conf le into the
Jetc/httpd/conf.d/ssl.conf le. For this le to be loaded, and for mod_ssl to work,
the statementinclude  conf.d/*.conf must be in the httpd.conf le as describedin

Section10.2.1.3DynamicShaed Object(DSO)Support

ServerName directvesin SSLvirtual hostsmustexplicitly specifythe portnumber
For example thefollowing is a sampleApacheHTTP Sener 1.3directve:

< VirtualHost _default_:443 >

# General setup for the virtual host
ServerName ssl.example.name

< Nir'.(uaIHost >
To migratethis settingto ApacheHTTP Sener 2.0, usethefollowing structure:

< VirtualHost _default_:443 >
# General setup for the virtual host
ServerName ssl.host.name  :443

< /VirtualHost >

It is also important to note that both the SSLLog and SSLLogLevel directves have been
removed. The mod_ssl module nov obeys the ErrorLog and LogLevel directves. Refer to
Section10.5.35ErrorLog  and Section10.5.36LogLevel for more information about these
directies.

For moreon this topic, refer to the following documentatioron the ApacheSoftware Foundations
website:

« http://httpd.apacherg/docs-2.0/modhod_ssl.hinl
« http://httpd.apacherg/docs-2.0hhosts/

10.2.4.3. The mod_proxy Module

Proxyacceszontrolstatementarenow placedinsidea< Proxy > blockratherthana < Directory
proxy: >.

Thecachingfunctionality of theold mod_proxy hasbeensplit outinto the following threemodules:

+ mod_cache
« mod_disk_cache
« mod_mem_cache

Thesegenerallyusedirectvessimilar to theolderversionsof the mod_proxy module,butit is advis-
ableto verify eachdirective beforemigratingary cachesettings.

For moreon this topic, refer to the following documentatioron the ApacheSoftware Foundations
website:

« http://httpd.apacherg/docs-2.0/modihod_proy.html
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10.2.4.4. The mod_include Module

Themod_include moduleis now implementedasa lter andis thereforeenabledifferently Refer
to Section10.2.4Modulesand Apade HTTP Server2.0 for moreabout lters.

For example thefollowing is a sampleApacheHTTP Sener 1.3directve:

AddType text/html .shtml
AddHandler  server-parsed .shtml

To migratethis settingto ApacheHTTP Sener 2.0, usethefollowing structure:

AddType text/html .shtml
AddOutputFilter INCLUDES .shtml

NotethattheOptions  +Includes directie is still requiredfor the < Directory > containeror in
a.htaccess le.

For moreon this topic, refer to the following documentatioron the ApacheSoftware Foundations
website:

« http://httpd.apacherg/docs-2.0/modihod_includehtml

10.2.4.5. The mod_auth_dbm and mod_auth_db Modules

ApacheHTTP Sener 1.3supportedwo authenticatiomodulesmod_auth_db andmod_auth_dbm ,

which usedBerkeley Databasesind DBM databasesespectiely. Thesemoduleshave beencom-

binedinto a single modulenamedmod_auth_dbm in ApacheHTTP Sener 2.0, which canaccess
several differentdatabasdormats.To migratefrom mod_auth_db , con guration les shouldbe ad-

justedby replacingAuthDBUserFile  andAuthDBGroupFile  with themod_auth_dbm equvalents,
AuthDBMUserFile andAuthDBMGroupFile . Also, thedirectve AuthDBMType DBmustbeadded
to indicatethetype of databasde in use.

Thefollowing exampleshavs a samplemod_auth_db con gurationfor ApacheHTTP Sener 1.3:

< Location  /private/>
AuthType Basic
AuthName "My Private  Files"
AuthDBUserFile Ivar/lwww/authdb
require  valid-user

< /Location>

To migratethis settingto version2.0 of ApacheHTTP Sener, usethefollowing structure:

< Location  /private/>
AuthType Basic
AuthName "My Private  Files"
AuthDBMUserFile  /var/www/authdb
AuthDBMType DB
require  valid-user

< /Location>

Notethatthe AuthDBMUserFile  directive canalsobeusedin .htaccess les.

Thedbmmanage Perlscript,usedto manipulateusernamendpassverd databasediasbeenreplaced
by htdom in ApacheHTTP Sener 2.0. The htdbm programoffers equivalentfunctionalityand,like
mod_auth_dbm , canoperateavarietyof databasérmats;the-T optioncanbeusedonthecommand
line to specifytheformatto use.

Table10-1shavs how to migratefrom a DBM-format databaséo htdbm formatusingdbmmanage.



Chapter 10. ApacheHTTP Sewer

135

Action

dbmmana ge command
1.3

Equiv alent htdbm
command (2.0)

Add userto databaséusing

dbmmanage authdb add

htdbm -b -TDB authdb

givenpassverd) username password username password

Add userto databaséprompts | dommanage authdb htdom -TDB authdb

for passverd) adduser username username

Remawe userfrom database | dommanage authdb delete htdbm -x -TDB authdb
username username

List usersin database dbmmanage authdb view htdom -1 -TDB authdb

Verify apassvord dbmmanage authdb check htdom -v -TDB authdb
username username

Table 10-1.Migrating from dbmmanageto htdbm

The-m and-s optionswork with bothdbmmanageandhtdbm , enablingtheuseof theMD5 or SHA1
algorithmsfor hashingpasswerds,respectiely.

Whencreatinganen databasevith htdom , the-c optionmustbeused.

For moreon this topic, refer to the following documentatioron the ApacheSoftware Foundations

website:

« http://httpd.apacherg/docs-2.0/modhod_aith_dbm.html

10.2.4.6. The mod_perl Module
The conguration for mod_perl has been moved from httpd.conf into the le
Jetc/httpd/conf.d/perl.conf . For this le to beloaded,and hencefor mod_perl to work,

the statementinclude

conf.d/*.conf

Section10.2.1.3DynamicShaed Object(DSO)Support

Occurrencesf Apache::

in httpd.conf

nerin which handlersareregisterechasbeenchanged.

Thisis asampleApacheHTTP Sener 1.3mod_perl con guration:

< Directory Ivarlwwwiperl >
SetHandler  perl-script
PerlHandler Apache::Registry
Options  +ExecCGl

< [Directory >

Thisis theequvalentmod_perl for ApacheHTTP Sener 2.0:

< Directory Ivarlwww/perl >
SetHandler  perl-script
PerlResponseHandler
Options  +ExecCGl

< [Directory >

Mostmodulesfor mod_perl

ModPerl::Registry

must be included in httpd.conf

mustbereplacedvith ModPerl::

requirerecompilatiorandmayrequireminor Make le modi cations.

as describedin

. Additionally, theman-

1.x shouldwork without modi cation with mod_perl 2.x. XS modules
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10.2.4.7. The mod_python Module

Con guration  for mod_python has moved from httpd.conf to the
letc/httpd/conf.d/python.conf le. Forthis le to beloaded,andhencefor mod_python to
work, the statementinclude conf.d/*.conf must be in httpd.conf as describedin

Section10.2.1.3DynamicShaed Object(DSO)Support

10.2.4.8. PHP

The conguration for PHP has been moved from httpd.conf into the le
Jetc/httpd/conf.d/php.conf . For this le to be loaded, the statement
Include  conf.d/*.conf must be in httpd.conf as described in

Section10.2.1.3DynamicShaed Object(DSO)Support

' ; Note

Any PHP con gur ation directives used in Apache HTTP Server 1.3 are now fully compatible, when
migrating to Apache HTTP Server 2.0 on Red Hat Enterprise Linux 4.

In PHPversion4.2.0andlaterthedefault setof prede nedvariableswvhich areavailablein the global
scopehaschangedIndividual input and sener variablesare, by default, no longer placeddirectly
into the global scope.This changemay causescriptsto break.Revert to the old behaior by setting
register_globals to Onin the le /etc/php.ini

For moreonthistopic, referto thefollowing URL for detailsconcerninghe globalscopechanges:

« http://wwwphp.net/releasd_1_Q0php

10.2.4.9. The mod_authz_Idap Module

Red Hat EnterpriseLinux shipswith the mod_authz_Idap modulefor the ApacheHTTP Sener.

This moduleusesthe shortform of the distinguishechamefor a subjectandthe issuerof the client
SSL certi cate to determinethe distinguishechameof the userwithin an LDAP directory It is also
capableof authorizingusersbasedon attributes of that users LDAP directory entry determining
accesgo assetbasedn theuserandgroupprivilegesof theassetandderying accessor userswith

expiredpasswerds. Themod_ssl moduleis requiredwhenusingthe mod_authz_Idap module.

Impor tant

The mod_authz_ldap module does not authenticate a user to an LDAP directory
using an encrypted password hash. This functionality is provided by the experimental
mod_auth_Idap module. Refer to the mod_auth_ldap module documentation online at
http://httpd.apache.org/docs-2.0/mod/mod_auth_ldap.html for details on the status of this module.

The/etc/httpd/conf.d/authz_ldap.conf le con guresthemod_authz_ldap module.

Refer to lusr/share/doc/mod_authz_ldap- < version > findex.html (replacing
<version > with the version numberof the package)or http://authzldap.otti®.ch/ for more
informationon con guring the mod_authz_Idap  third partymodule.
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10.3. After Installation

Afterinstallingthehttpd packagereview theApacheHTTP Sener's documentatiovailableonline
at http://httpd.apacherg/dccs-2.0/.

The ApacheHTTP Sener's documentatiorontainsa full list and completedescriptionsof all con-
guration options.This chapterprovides shortdescriptionsof the con guration directives usedby
ApacheHTTP Sener2.0.

The ApacheHTTP Sener 2.0 includesthe ability to setup securéWeb senersusingthe strongSSL
encryptionprovided by the mod_ssl andopenssl packagesWhenlooking throughthe con gu-

ration les, be awarethatit includesboth a non-secureanda secureWeb sener. The secureWeb
sener runsasa virtual host,which is con gured in the /etc/httpd/conf.d/ssl.conf le. For
moreinformationaboutvirtual hosts,referto Section10.8Mrtual Hosts For informationon con g-

uringasecuresener virtual host,referto Section10.8.1SettingUp Virtual Hosts For informationon
settingup an ApacheHTTP SecureSener, refer to the chaptertitted Apade HTTP Secue Server
Con guration in the RedHat EnterpriseLinux SystemAdministation Guide

' ; Note

Red Hat, Inc. does not ship FrontPage extensions as the Microsoft™ license prohibits the inclusion
of these extensions in a third party product. More information about FrontPage extensions and the
Apache HTTP Server can be found online at http://www.rtr.com/fpsupport/.

10.4. Starting and Stopping httpd

The httpd RPM installs the /etc/init.d/httpd script, which can be accessedusing the
Isbin/service command.

To startthe sener, asroottype:
Isbin/service httpd  start
To stopthesener, asroottype:
/sbin/service httpd  stop

Therestart  optionis ashorthandvay of stoppingandthenstartingthe ApacheHTTP Sener.
To restartthesener, asroottype:

/sbin/service httpd  restart

' ; Note

If running the Apache HTTP Server as a secure server, it may be necessary to type the server
password whenever using the start  or restart  options.

After editingthe httpd.conf le, however, it is notnecessaryo explicitly stopandstartthesener.
Insteadusethereload option.

To reloadthesener con guration le, asroottype:
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/sbin/service httpd  reload

; Note

If running the Apache HTTP Server as a secure server, the server password is not required when
using the reload option.

By default, the httpd  servicedoesnot start automaticallyat boot time. To con gure the httpd
serviceto startup at boottime, useaninitscript utility, suchas/sbin/chkconfig , Isbin/ntsysy or
the SewicesCon guration Tool program.Referto the chaptettitied Controlling Accesdo Services
in RedHat EnterpriseLinux SystenAdministation Guidefor moreinformationregardingthesetools.

' ; Note

If running the Apache HTTP Server as a secure server, the secure server's password is required after
the machine boots when using an encrypted private SSL key.

For information about setting up an Apache HTTP Secure Server, refer to the chapter titled Apache
HTTP Secure Server Con gur ation in the Red Hat Enterprise Linux System Administration Guide.

10.5. Con guration Directives in httpd.conf

TheApacheHTTP Sener con guration le is /etc/httpd/conf/httpd.conf . Thenttpd.conf
le is well-commentedand mostly self-explanatory The default con guration works for mostsitua-
tions;however, it is agoodideato becomédamiliar someof themoreimportantcon gurationoptions.

&Warning

With the release of Apache HTTP Server 2.0, many conguration options have
changed. If migrating a version 1.3 conguration le to the 2.0 format, refer to
Section 10.2 Migrating Apache HTTP Server 1.3 Con gur ation Files.

10.5.1. General Con guration Tips

If conguring the Apache HTTP Sener, edit /etc/httpd/conf/httpd.conf
and then either reload, restart, or stop and start the httpd process as outlined in
Section10.4 Startingand Stoppinghttpd

Before editing httpd.conf , make a copy the original le. Creatinga backupmalesit easierto
recover from mistalesmadewhile editingthe con guration le.

If amistale is madeandthe Websener doesnotwork correctly rst review recentlyeditedpassages
in httpd.conf  to verify thereareno typos.

Next look in the Web sener's error log, /var/log/httpd/error_log . Theerrorlog may not be
easyto interpretdependingnyourlevel of expertise However, thelastentriesin theerrorlog should
provide usefulinformation.
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The following subsectiongontaina list of short descriptionsfor mary of the directives included
in httpd.conf . Thesedescriptionsare not exhaustve. For more information, refer to the Apache
documentatiomnlineat http://httpd.apacherg/docs-2.0/.

For more information about mod_ssl directves, refer to the documentationonline at
http://httpd.apache gidocs-20/mod/mod ssl.html.

10.5.2. ServerRoot

The ServerRoot  directive speci esthe top-level directory containingwebsitecontent.By default,
ServerRoot is setto "/etc/httpd" for bothsecureandnon-secureeners.

10.5.3. PidFile

PidFile  nameghe le wherethe senerrecordsits procesdD (PID). By defaultthe PID is listedin
Ivar/run/httpd.pid

10.5.4. Timeout

Timeout de nes,in secondsthe amountof time thatthe sener waits for receiptsandtransmissions
during communicationsTimeout is setto 300 seconddy default, which is appropriatefor most
situations.

10.5.5. KeepAlive

KeepAlive setswhetherthe sener allowvs morethanonerequesiper connectiorandcanbe usedto
preventary oneclientfrom consumingoo muchof thesener's resources.

By defaultKeepalive issettooff . If Keepalive is settoon andthesenerbecomewery busy, the
sener canquickly spavn the maximumnumberof child processedn this situation,the sener slows
down signi cantly. If Keepalive is enabledit is agoodideato setthetheKeepAliveTimeout  low
(referto Section10.5.7KeepAliveTimeout  for more information aboutthe KeepAliveTimeout
directive) and monitor the /var/log/httpd/error_log log le onthe sener. This log reports
whenthesener is runningout of child processes.

10.5.6. MaxKeepAliveReque st s

This directve sets the maximum number of requests allowed per persistent connection.
The Apache Project recommendsa high setting, which improves the sener's performance.
MaxKeepAliveRequests  is setto 100 by default, which shouldbe appropriatéor mostsituations.

10.5.7. KeepAliveTimeout

KeepAliveTimeout  setsthe numberof secondghe sener waits after a requesthasbeensened
beforeit closesthe connection.Oncethe sener receves a requestthe Timeout directve applies
instead TheKeepAliveTimeout  directive is setto 15 seconddy default.



140 Chapter 10. ApacheHTTP Sewer

10.5.8. IfModule

<IfModule > and</IfModule > tagscreateaconditionalcontainemwhich areonly actvatedif the
speci edmoduleis loaded Directiveswithin thelfModule  containerreprocessednderoneof two
conditions Thedirectvesareprocessed themodulecontainedwithin thestarting< IfModule > tag
is loaded Or, if anexclamationpoint[!] appearbeforethemodulename thedirectvesareprocessed
only if themodulespeci edin the< IfModule > tagis notloaded.

For moreinformationaboutApacheHTTP Sener modulesyeferto Section10.7 AddingModules

10.5.9. MPM Specic Server-Pool Directives

As explainedin Section10.2.1.2ServerPool SizeRegulation, the responsibilityfor managingchar
acteristicsof the sener-pool falls to a modulegroupcalled MPMs underApacheHTTP Sener 2.0.
Thecharacteristicef the sener-pool differ dependingiponwhich MPM is used.For this reasonan
IfModule  containeris necessarjo de ne the sener-pool for the MPM in use.

By default, ApacheHTTP Sener 2.0 de nes the sener-pool for both the prefork  and worker
MPMs.

Thefollowing sectionlist directvesfoundwithin the MPM-speci ¢ senerpool containers.

10.5.9.1. StartServers

The StartServers  directve setshow mary sener processesire createdupon startup.Sincethe
Websener dynamicallykills andcreatesener processebasedntrafc load,it is notnecessaryo
changethis parameterThe Web sener is setto start8 sener processesit startupfor the prefork
MPM and2 for theworker MPM.

10.5.9.2. MaxRequestsPerCh il d

MaxRequestsPerChild  setsthe total numberof requesteachchild sener processsenes before
the child dies. The main reasonfor settingMaxRequestsPerChild  is to avoid long-lived process
inducedmemoryleaks.Thedefault MaxRequestsPerChild ~ for theprefork MPM is 4000 andfor

theworker MPM is 0.

10.5.9.3. MaxClients

MaxClients  setsalimit onthetotalnumberof senerprocessegr simultaneouslgonnectedlients,
thatcanrunatonetime. Themainpurposeof thisdirective is to keeparunavay ApacheHTTP Sener
from crashingthe operatingsystem.For busy seners this value shouldbe setto a high value. The
sener's defaultis setto 150 regardlesof the MPM in use.However, it is not recommendethatthe
valuefor MaxClients exceed256 whenusingtheprefork MPM.

10.5.9.4. MinSpareServers  and MaxSpareServers

Thesevaluesare only usedwith the prefork MPM. They adjusthow the ApacheHTTP Sener

dynamicallyadaptsto the perceved load by maintainingan appropriatenumberof sparesener pro-

cessedasedon the numberof incomingrequestsThe sener checksthe numberof senerswaiting

for arequestindkills someif therearemorethanMaxSpareServers — or createsomeif thenumber
of senersis lessthanMinSpareServers

ThedefaultMinSpareServers  valueis 5; thedefault MaxSpareServers  valueis 20. Thesedefault
settingsshouldbe appropriatdor mostsituations Be carefulnotto increasehe MinSpareServers
to alargenumberasdoingsocreatesa heary processindoadon thesener evenwhentrafc is light.
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10.5.9.5. MinSpareThreads and MaxSpareThreads

Thesevaluesareonly usedwith the worker MPM. They adjusthow the ApacheHTTP Sener dy-
namicallyadaptgo the perceved load by maintainingan appropriatenumberof sparesener threads
basedon the numberof incomingrequestsThe sener checksthe numberof sener threadswaiting
for arequestindkills someif therearemorethanMaxSpareThreads or createssomeif thenumber
of senersis lessthanMinSpareThreads

The default MinSpareThreads  valueis 25; the default MaxSpareThreads valueis 75. Thesede-
fault settingsshouldbe appropriatefor mostsituations.The value for MaxSpareThreads mustbe
greaterthan or equalto the sumof MinSpareThreads and ThreadsPerChild , elsethe Apache
HTTP Senerautomaticallycorrectsit.

10.5.9.6. ThreadsPerChild

Thisvalueis only usedwith theworker MPM. It setsthenumberof threadswithin eachchild process.
Thedefault valuefor this directive is 25.

10.5.10. Listen

ThelListen commanddenti es the portson which the Web sener acceptincomingrequestsBy

default, the ApacheHTTP Sener is setto listento port 80 for non-secur&Veb communicationsand
(in the/etc/httpd/conf.d/ssl.conf le whichde nesary secureseners)to port443for secure
Webcommunications.

If the ApacheHTTP Seneris con guredto listento aportunder1024,only theroot usercanstartit.
For port1024andabore, httpd  canbestartedasaregularuser

ThelListen directive canalsobeusedto specifyparticularlP addressesver whichtheseneraccepts
connections.

10.5.11. Include
Include allows othercon guration les to beincludedatruntime.
Thepathto thesecon guration les canbeabsoluteor relative to the ServerRoot

Impor tant

For the server to use individually packaged modules, such as mod_ssl , mod_perl , and php, the
following directive must be included in Section 1. Global Environment of httpd.conf

Include  conf.d/*.conf

10.5.12. LoadModule

LoadModule is usedto load Dynamic SharedObject (DSO) modules.More information on the
ApacheHTTP Sener's DSOsupport,includinginstructiondfor usingthe LoadModule directive, can
befoundin Section10.7 AddingModules Note,theloadorderof themoduless nolonger important
with ApacheHTTP Sener 2.0. Referto Section10.2.1.3DynamicShaed Object(DSO)Supportfor
moreinformationaboutApacheHTTP Sener 2.0 DSOsupport.
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10.5.13. ExtendedStatus

The ExtendedStatus  directive controlswhetherApachegeneratedasic(off ) or detailedsener
statusinformation (on), when the server-status handleris called. The server-status han-
dler is called using Location  tags.More information on calling server-status is includedin
Section10.5.60Location

10.5.14. IfDefine

The IfDefine  tags surroundcon guration directives that are applied if the "test" statedin the
IfDefine  tagis true. Thedirectvesareignoredif thetestis false.

Thetestin the IfDefine  tagsis a parametename(for example,HAVE_PERL. If the parameteis
de ned, meaningthatit is provided asanargumentto the sener's start-upcommandthenthetestis
true. In this case whenthe Web sener is started the testis true andthe directives containedn the
IfDefine  tagsareapplied.

10.5.15. SuexecUserGroup

TheSuexecUserGroup directive, which originatesfrom themod_suexec module allows the speci-
cation of userandgroupexecutionprivilegesfor CGIl programsNon-CGlrequestsrestill processed
with theuserandgroupspeci edin theUser andGroup directies.

; Note

The SuexecUserGroup directive replaces the Apache HTTP Server 1.3 con gur ation of using the
User and Group directives inside the con gur ation of VirtualHosts sections.

10.5.16. User

The User directive setsthe usernameof the sener processand determinesvhat les the sener is
allowedto accessAny les inaccessibléo this userarealsoinaccessiblé¢o clientsconnectingo the
ApacheHTTP Sener.

By default User is setto apache .
This directve hasbeendeprecatedor thecon gurationof virtual hosts.

' ; Note

For security reasons, the Apache HTTP Server does not run as the root user.

10.5.17. Group

Speci esthe groupnameof the ApacheHTTP Sener processes.

This directve hasbeendeprecatedor the con gurationof virtual hosts.
By default, Group is setto apache .
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10.5.18. ServerAdmin

Setsthe ServerAdmin  directive to the email addressof the Web sener administratar This email
addresshavs upin errormessagesn sener-generatedVeb pagessouserscanreporta problemby
sendingemailto the sener administratar

By default, ServerAdmin is setto root@localhost

A commonway to set up ServerAdmin is to setit to webmaster@example.com . Once set,
alias webmaster to the person responsiblefor the Web sener in /etc/aliases and run
/usr/bin/newaliases

10.5.19. ServerName

ServerName speci esa hosthamend port number(matchingthe Listen  directive) for the sener.
TheServerName doesnotneedo matchthemachines actualhostnamefor example theWebsener
may be www.example.com , but the sener's hostnamds actually foo.example.com . The value
speci edin ServerName mustbeavalid DomainNameService(DNS) namethatcanberesohedby
the system— do not make somethingup.

Thefollowing is a sampleServerName directive:
ServerName www.example.com:80

When specifyinga ServerName , be surethe IP addressand sener namepair are includedin the
letc/hosts le.

10.5.20. UseCanonicalName

Whensetto on, this directive con guresthe ApacheHTTP Sener to referencadtself usingthe value
speci ed in the ServerName and Port directves. When UseCanonicalName is setto off , the
sener insteaduseshevalueusedby therequestinglient whenreferringto itself.

UseCanonicalName is setto off by default.

10.5.21. DocumentRoot

DocumentRoot is the directory which containsmost of the HTML les which are sened in re-
sponseto requestsThe default DocumentRoot , for both the non-secureand secureWeb seners,
is the ivariwww/html  directory For example,the sener might receve a requestfor the following
document:

http://fexample.com/foo.h tml
Thesenerlooksfor thefollowing le in thedefaultdirectory:
Ivarlwww/html  /f 0o.h tml

To changethe DocumentRoot  sothatit is not sharedby the secureandthe non-securéVebseners,
referto Section10.8Virtual Hosts
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10.5.22. Directory

< Directory  /path/to/directory > and< /Directory > tagscreatea containerusedto en-
closeagroupof con gurationdirectveswhichapplyonly to aspeci c directoryandits subdirectories.
Any directve whichis applicableto a directorymaybe usedwithin Directory  tags.

By default, very restrictive parameterareappliedto theroot directory(/ ), usingthe Options  (refer
to Section10.5.230ptions ) and AllowOverride  (referto Section10.5.24AllowOverride ) di-

rectives.Underthis con guration, ary directoryon the systemwhich needsmorepermissie settings
hasto beexplicitly giventhosesettings.

In the default con guration, anotherDirectory ~ containeris con gured for the DocumentRoot
which assigndessrigid parameterso the directorytreesothatthe ApacheHTTP Sener canaccess
the les residingthere.

The Directory  containercan be also be usedto con gure additional cgi-bin  directoriesfor
sener-side applicationsoutsideof the directory speci ed in the ScriptAlias directve (refer to
Section10.5.41ScriptAlias for moreinformation).

To accomplistthis,theDirectory  containemustsetthe ExecCGI optionfor thatdirectory

For example, if CGI scripts are located in /home/my_cgi_directory , add the following
Directory  containerto the httpd.conf le:

< Directory /home/my_cgi_ di re ct ory>
Options  +ExecCGl
< [Directory >

Next, the AddHandler directve mustbe uncommentedo identify les with the.cgi extensionas
CGl scripts.Referto Section10.5.56AddHandler  for instructionson settingAddHandler .

For thisto work, permissiongor CGl scripts,andthe entirepathto the scripts,mustbesetto 0755.

10.5.23. Options

The Options  directive controlswhich sener featuresareavailablein a particulardirectory For ex-
ample,underthe restrictve parameterspeci ed for the root directory Options is only setto the
FollowSymLinks directive. No featuresareenabledexceptthattheseneris allowedto follow sym-
bolic links in therootdirectory

By default, in the DocumentRoot directory Options is set to include Indexes and
FollowSymLinks . Indexes permitsthe sener to generatea directorylisting for a directoryif no
Directorylndex (for example,index.html ) is speci ed. FollowSymLinks  allows the sener to
follow symboliclinks in thatdirectory

; Note

Options ~ statements from the main server con guration section need to be replicated to each
VirtualHost  container individually. Refer to Section 10.5.65 VirtualHost ~ for more information.

10.5.24. AllowOverride

The AllowOverride  directve setswhetherary Options canbe overriddenby the declarationsn
an .htaccess le. By default, both the root directoryandthe DocumentRoot aresetto allow no
.htaccess  overrides.
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10.5.25. Order

TheOrder directive controlstheorderin whichallow anddeny directvesareevaluated.Thesener
is con gured to evaluatethe Allow directives beforethe Deny directives for the DocumentRoot
directory

10.5.26. Allow

Allow speci eswhichclientcanaccess givendirectory Theclientcanbeall , adomainname,an
IP addressa partial IP addressa network/netmaskpair, andso on. The DocumentRoot  directoryis
con guredto Allow requestsromall , meaningeveryonehasaccess.

10.5.27. Deny

Deny works similar to Allow , exceptit speci eswho is deniedaccessThe DocumentRoot is not
con guredto Deny requestgrom aryoneby default.

10.5.28. UserDir

UserDir is the subdirectorywithin eachusers homedirectory wherethey shouldplacepersonal
HTML les whicharesenedby theWebsener. This directive is setto disable by default.

The namefor the subdirectoryis setto public_html  in the default con guration. For example,the
sener mightreceve thefollowing request:

http://  exampl e. com’ ~usern ame/ fo 0. ht ml
Thesenerwouldlook for the le:
/home/usernam e/ publ ic _ht ml/f 0o.h tml

In the abore example,/nome/username/  is the users homedirectory(notethatthe default pathto
users’homedirectoriesmayvary).

Make surethatthe permission®n the users'homedirectoriesare setcorrectly Users'homedirec-
toriesmustbe setto 0711.Theread(r) andexecute(x) bits mustbe seton the users'public_html
directories(0755alsoworks). Filesthataresenedin ausers'public_html  directoriesmustbe set
to atleast0644.

10.5.29. Directorylndex

The Directorylndex is the default pagesened by the sener whena userrequestsanindex of a
directoryby specifyinga forward slash(/) atthe endof thedirectoryname.

When a user requeststhe page http:/lexample /this_directory /, they get either the
Directorylndex page, if it exists, or a senergenerateddirectory list. The default for
Directorylndex is index.html  and the index.html.var type map. The sener triesto nd
eitherof theseles andreturnsthe rst oneit nds. If it doesnot nd oneof theseles andOptions
Indexes is setfor thatdirectory the sener generatesindreturnsa listing, in HTML format, of the
subdirectoriesnd les within thedirectory unlessthe directorylisting featureis turnedoff.
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10.5.30. AccessFileName

AccessFileName nameshe le whichthe sener shouldusefor accesontrolinformationin each
directory Thedefaultis .htaccess

Immediatelyafter the AccessFileName directive, a setof Files tagsapply accesontrolto ary
le beginningwith a.ht . Thesedirectves dery Webaccesgo ary .htaccess  les (or other les
which begin with .ht ) for securityreasons.

10.5.31. CacheNegotiatedDoc s

By default, the Web sener asksproxy senersnot to cacheary documentsvhich werenegotiatedon
thebasisof content(thatis, they maychangeovertime or becausef theinputfrom therequester)Llf
CacheNegotiatedDocs  is setto on, thisfunctionis disabledandproxy senersareallowedto cache
suchdocuments.

10.5.32. TypesConfig

TypesConfig namesthe le which setsthe default list of MIME type mappings(le nameexten-
sionsto contenttypes). The default TypesConfig  le is /etc/mime.types . Insteadof editing
letc/mime.types  , the recommendedvay to add MIME type mappingsis to usethe AddType
directve.

For moreinformationaboutAddType , referto Section10.5.55AddType .

10.5.33. DefaultType

DefaultType  setsadefaultcontenttypefor theWebsenerto usefor documentsvhoseMIME types
cannotbe determinedThedefaultis text/plain

10.5.34. HostnameLookups

HostnameLookups can be setto on, off , or double . If HostnamelLookups is setto on, the
sener automaticallyresohes the IP addressor eachconnection.Resolvingthe IP addressmeans
that the sener males one or more connectionso a DNS sener, adding processingoverhead.If

HostnameLookups is setto double , the sener performsa double-rgerse DNS look up adding
evenmoreprocessingverhead.

To consere resource®n thesener, HostnameLookups is setto off by default.

If hostnamesrerequiredin senerlog les, considerrunningoneof themary log analyzettoolsthat
performthe DNS lookupsmoreef ciently andin bulk whenrotatingthe Websenerlog les.

10.5.35. ErrorLog

ErrorLog  speci es the le where sener errors are logged. By default, this directve is setto
Ivar/log/httpd/error_log
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10.5.36. LogLevel

LogLevel setshow verbosethe error messagem the error logs are. LogLevel canbe set(from
leastverboseo mostverbose}o emerg, alert ,crit , error ,warn, notice ,info ,ordebug. The
defaultLogLevel iswarn.

10.5.37. LogFormat

The LogFormat directve con gures the format of the various Web sener log les. The
actual LogFormat used dependson the settings given in the CustomLog directve (refer to
Section10.5.38CustomLog ).

Thefollowing aretheformatoptionsif the CustomLog directie is setto combined :

%h(remotehosts IP addres®r hostname)
ListstheremotelP addres®f therequesting:lient. If HostnameLookups is setto on, theclient
hostnamés recordedunlesst is notavailablefrom DNS.

%I (rfc931)
Not used A hyphen[-] appearsn thelog le for this eld.

%u(authenticatedser)
Lists the usernamef the userrecordedf authenticatiowasrequired.Usually, thisis not used,
soahyphen[-] appearsn thelog le for this eld.

%t (date)
Liststhedateandtime of therequest.

%r (requesstring)
Liststherequesstringexactly asit camefrom thebrowseror client.

%s (status)

Liststhe HTTP statuscodewhich wasreturnedo theclient host.
%b(bytes)

Liststhesizeof thedocument.
%\"%{Referer}i\" (referrer)

Liststhe URL of thewebpagevhich referredthe clienthostto Websener.
%\"%{User-Agent}i\" (useragent)

Liststhetypeof Webbrovsermakingtherequest.

10.5.38. CustomLog

CustomLog identi es the log le andthe log le format. By default, the log is recordedto the
Ivar/log/httpd/access_log le.

Thedefault CustomLog formatis the combined log le format,asillustratedhere:

remotehost  rfc931 user date “request" status  bytes referrer user-agent
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10.5.39. ServerSignature

TheServerSignature  directive addsaline containingthe ApacheHTTP Sener sener versionand
the ServerName to ary sener-generateddocumentssuchas error messagesentbackto clients.
ServerSignature is setto on by default.

It canalsobe setto off or to EMail . EMail , addsa mailto:ServerAdmin HTML tagto the
signaturdine of auto-generateresponses.

10.5.40. Alias

The Alias  settingallows directoriesoutsidethe DocumentRoot directoryto be accessibleAny
URL endingin thealiasautomaticallyresohesto the alias' path.By default, onealiasfor anicons/
directoryis alreadysetup. An icons/  directorycanbeaccessetly the Websener, but thedirectory
is notin the DocumentRoot .

10.5.41. ScriptAlias

TheScriptAlias directive de neswhereCGl scriptsarelocated Generallyit is notgoodpracticeto

leave CGl scriptswithin theDocumentRoot , wherethey canpotentiallybeviewedastext documents.
For this reasona specialdirectory outsideof the DocumentRoot directory containingsener-side

executablesand scriptsis designatedy the ScriptAlias directve. This directoryis known asa

cgi-bin  andis setto /var/www/cgi-bin/ by default.

It is possibleto establishdirectoriesfor storingexecutableutsideof the cgi-bin/  directory For
instructionson doingso, referto Section10.5.56AddHandler andSection10.5.22Directory

10.5.42. Redirect

Whenawebpagés moved,Redirect canbeusedto mapthe le locationto anewv URL. Theformat
is asfollows:

Redirect /< old-path >/ < file-name > http:// < current-domain >/<cur rent-pa th>/<file -name>

In this example,replace< old-path > with the old path information for < file-name > and
<current-domain > and< current-path > with the currentdomainand path information
for <file-name  >.

In this example,ary requestdor < file-name > attheold locationis automaticallyredirectedto
thenew location.

For more adwnced redirection techniques, use the mod_rewrite module included
with the Apache HTTP Sener For more information about conguring the
mod_rewrite  module, refer to the Apache Software Foundation documentationonline at
http://httpd.apache gidocs-20/mod/mod rewrite.html

10.5.43. IndexOptions

IndexOptions  controlsthe appearancef sener generatedlirectinglistings, by addingicons, le
descriptionsandso on. If Options Indexes is set(referto Section10.5.230ptions ), the Web
sener generates directory listing whenthe Web sener receves an HTTP requestfor a directory
withoutanindex.

First, the Web sener looks in the requestedirectory for a le matchingthe nameslisted in the
Directorylndex directve (usually index.html ). If anindex.html le is not found, Apache
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HTTP Sener createsan HTML directorylisting of the requestediirectory The appearancef this
directorylisting is controlled,in part,by the IndexOptions  directve.

The default con guration turnson Fancyindexing . This meansthat a usercanre-sorta directory
listing by clicking on columnheadersAnother click on the sameheaderswitchesfrom ascending
to descendingrder Fancyindexing  alsoshaws differenticonsfor different les, basedupon le
extensions.

The AddDescription  option, whenusedin conjunctionwith Fancyindexing , presentsa short
descriptionfor the le in senergeneratediirectorylistings.

IndexOptions  hasanumberof otherparametersvhich canbesetto controltheappearancef sener
generatedlirectories.The IconHeight ~ and Iconwidth ~ parametergequirethe sener to include
HTML HEIGHT andWIDTHtagsfor theiconsin sener generatedvebpagesThe IconsAreLinks
parametercombinesthe graphicalicon with the HTML link anchor which containsthe URL link
target.

10.5.44. AddiconByEncoding

This directve namesicons which are displayedby les with MIME encodingin sener generated
directorylistings. For example,by default, the Web sener shavs the compressed.gif ~ icon next to
MIME encoded-compressandx-gzip les in sener generatedlirectorylistings.

10.5.45. AddiconByType

This directve namesicons which are displayednext to les with MIME typesin sener generated
directorylistings. For example the sener shavs theicon text.gif next to les with amime-typeof
text , in senergeneratedirectorylistings.

10.5.46. Addicon

Addicon speci eswhich icon to shav in sener generatedlirectory listings for les with certain
extensions For example,the Web sener is setto shav the icon binary.gif for les with .bin or
.exe extensions.

10.5.47. Defaulticon

Defaulticon  speci estheicon displayedn sener generatedlirectorylistingsfor les which have
no othericon speci ed. Theunknown.gif ~ image le is thedefault.

10.5.48. AddDescription

WhenusingFancyindexing ~ asanindexOptions  parameterthe AddDescription directive can
beusedto displayuserspeci ed descriptiongor certain les or le typesin asenergeneratedlirec-
tory listing. The AddDescription  directive supportdisting speci ¢ les, wildcard expressionsor
le extensions.
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10.5.49. ReadmeName

ReadmeNamenameshe le which,if it existsin thedirectory is appendedo the endof sener gen-
erateddirectorylistings. TheWebsener rst triesto includethe le asanHTML documentndthen
triesto includeit asplaintext. By default, ReadmeNamées setto README.html .

10.5.50. HeaderName

HeaderName namesthe le which, if it existsin the directory is prependedo the startof sener
generatediirectorylistings. Like ReadmeName the sener triesto includeit asanHTML document
if possibleorin plaintext if not.

10.5.51. IndexIgnore

Indexignore  lists le extensionspartial le namesywildcard expressionsor full le namesThe
Websener doesnotincludeary les whichmatchary of thoseparameterin sener generatedlirec-
tory listings.

10.5.52. AddEncoding

AddEncoding names le name extensionswhich should specify a particular encoding type.
AddEncoding canalso be usedto instruct somebrowsersto uncompresgertain les asthey are
downloaded.

10.5.53. AddLanguage

AddLanguage associatesde nameextensionswith speci ¢ languagesThis directie is useful for
ApacheHTTP Senerswhich sene contentin multiple language$asedon the client Web browvser's
languagesettings.

10.5.54. LanguagePriority

LanguagePriority setsprecedencéor differentlanguagesn casethe client Web browvserhasno
languagepreferenceset.

10.5.55. AddType

Usethe AddType directive to de ne or override a default MIME type and le extensionpairs.The
following exampledirective tellsthe ApacheHTTP Senerto recognizethe .tgz  le extension:

AddType application/x -ta r .tgz

10.5.56. AddHandler

AddHandler mapsle extensiongo speci ¢ handlersFor example thecgi-script handlercanbe
matchedwith the extension.cgi to automaticallytreata le endingwith .cgi asa CGl script. The
following is asampleAddHandler directive for the.cgi  extension.

AddHandler  cgi-script .cgi
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This directive enable<CGlsoutsideof thecgi-bin  to functionin ary directoryon the sener which
hasthe ExecCGI option within the directoriescontainer Referto Section10.5.22Directory ~ for
moreinformationaboutsettingthe ExecCGI optionfor adirectory

In additionto CGI scripts,the AddHandler directive is usedto processsener-parsedHTML and
image-maples.

10.5.57. Action

Action speci esa MIME contenttype and CGl scriptpair, sothatwhena le of thatmediatypeis
requesteda particularCGl scriptis executed.

10.5.58. ErrorDocument

TheErrorDocument  directve associateanHT TP responseodewith amessager aURL to besent
backto theclient. By default, the Websener outputsa simpleandusuallycryptic errormessagevhen

anerroroccurs.TheErrorDocument  directive forcesthe Websener to insteadoutputa customized
messager page.

Important

To be valid, the message must be enclosed in a pair of double quotes ["].

10.5.59. BrowserMatch

TheBrowserMatch directive allows the sener to de ne ervironmentvariablesandtake appropriate
actionsbasedntheUserAgentHTTP headereld — whichidenti es theclient's Webbrowsertype.
By default,theWebsenerusesBrowserMatch to dery connectionso speci ¢ browserswith knovn
problemsandalsoto disablekeepalvesandHTTP headerushesfor browsersthatareknown to have
problemswith thoseactions.

10.5.60. Location

The< Location > and</Location > tagscreateacontainelin whichaccesgontrolbasecbn URL
canbespeci ed.

For instanceto allow peopleconnectingrom within thesener's domainto seestatuseports,usethe
following directies:

< Location  /server-status >
SetHandler  server-status
Order deny,allow
Deny from all
Allow from < .example.com >
< /Location >

Replace< .example.com > with thesecond-leel domainnamefor the Websener.

To provide sener con guration reports(including installedmodulesandcon guration directves)to
requestdrom insidethe domain,usethefollowing directves:
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< Location  /server-info >
SetHandler  server-info
Order deny,allow
Deny from all
Allow from < .example.com >
< /Location >

Again, replace< .example.com > with thesecond-leel domainnamefor the Websener.

10.5.61. ProxyRequests

To con gure the ApacheHTTP Sener to functionasa proxy sener, remave the hashmark (#) from

the beginning of the < IfModule  mod_proxy.c > line, the ProxyRequestsand eachline in the

< Proxy > stanzaSettheProxyRequests directive to On, andsetwhich domainsareallowedaccess
tothesenerin theAllow from directive of the< Proxy > stanza.

10.5.62. Proxy

<Proxy *> and</Proxy > tagscreatea containerwhich enclosesa group of con guration
directves meantto apply only to the proxy sener. Mary directives which are allowed within a
< Directory > containemmayalsobe usedwithin < Proxy > container

10.5.63. Cache Directives

A numberof commentedachedirectvesaresuppliedby thedefault ApacheHTTP Senercon gura-
tion le. In mostcasesyncommentingheseinesby removing the hashmark (#) from thebeginning
of theline is sufcient. Thefollowing, however, is alist of someof the moreimportantcache-related
directves.

« CacheEnable — Speci eswhetherthecachedsadisk,memoryor le descriptorcacheBy default
CacheEnable con guresadisk cachefor URLsator below / .

+ CacheRoot — Speci esthenameof thedirectorycontainingcachedles. Thedefault CacheRoot
is the /var/httpd/proxy/ directory

« CacheSize — Speci eshonv muchspacethe cachecanusein kilobytes.The default CacheSize
is5 KB.

Thefollowing is alist of someof theothercommoncache-relatedirecties.

« CacheMaxExpire — Speci eshow long HTML documentsareretained(without a reloadfrom
theoriginatingWebsener) in thecache Thedefaultis 24 hours(86400 seconds).

+ CacheLastModifiedFactor — Speci es the creation of an expiry (expiration) date for a
documentwhich did not comefrom its originating sener with its own expiry set. The default
CacheLastModifiedFactor is setto 0.1 , meaningthat the expiry date for suchdocuments
equalsone-tenttof theamountof time sincethe documentaslastmodi ed.

+ CacheDefaultExpire — Speci esthe expiry time in hoursfor a documentthat was receved
usinga protocolthatdoesnot supportexpiry times.The defaultis setto 1 hour (3600 seconds).

+ NoProxy — Speci esa space-separatdist of subnets|P addressesiomains,or hostswhose
contentis not cachedThis settingis mostusefulfor Intranetsites.
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10.5.64. NameVirtualHost

The NameVirtualHost  directve associatesin IP addressand port numbey if necessaryfor ary
name-basedirtual hosts.Name-basedirtual hostingallows oneApacheHTTP Sener to sene dif-
ferentdomainswithout usingmultiple IP addresses.

' ; Note

Name-based virtual hosts only work with non-secure HTTP connections. If using virtual hosts with a
secure server, use IP address-based virtual hosts instead.

To enablename-basedirtual hosting,uncommenthe NameVirtualHost ~ con guration directve
andaddthecorrectlP addressThenaddadditionalVirtualHost ~ containerdor eachvirtual hostas
is necessarjor your con guration.

10.5.65. VirtualHost

< VirtualHost > and< /VirtualHost > tagscreatea containeroutlining the characteristicef a
virtual host.TheVirtualHost ~ containeracceptsnostcon gurationdirecties.

A commented/irtualHost containeris providedin httpd.conf , which illustratesthe minimum
setof con guration directvesnecessaryor eachvirtual host.Referto Section10.8Virtual Hostsfor
moreinformationaboutvirtual hosts.

; Note

The default SSL virtual host container now resides in the le /etc/httpd/conf.d Is sl. conf.

10.5.66. Con guration Directives for SSL

Thedirectvesin /etc/httpd/conf.d/ssl.conf le canbecon guredto enablesecureVebcom-
municationsusingSSLandTLS.

10.5.66.1. SetEnvif

SetEnvif  setservironmentvariablesbasedntheheadersfincomingconnectionslt is notsolelyan
SSLdirective, thoughit is presentn thesupplied/etc/httpd/conf.d/ssl.conf le. It'spurpose
in thiscontext is to disableHT TP keepalve andto allow SSLto closetheconnectiorwithoutaclosing
noti cation from the client browser This settingis necessarjor certainbrovsersthatdo not reliably
shutdown the SSL connection.

For moreinformation on other directives within the SSL con guration le, refer to the following
URLs:

« http://localhost/mamal/modimod_ssl.hinl
« http://httpd.apacherg/docs-2.0/modhod_ssl.hinl

For informationaboutsettingup an ApacheHTTP SecureSener, Referto the chaptertitied Apade
HTTP Secue ServerCon gurationin the RedHat EnterpriseLinux SystemAdministation Guide
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' ; Note

In most cases, SSL directives are con gured appropriately during the installation of Red Hat Enter-
prise Linux. Be careful when altering Apache HTTP Secure Server directives, miscon gur ation can
lead to security vulnerabilities.

10.6. Default Modules

TheApacheHTTP Sener is distributedwith a numberof modulesBy default thefollowing modules
areinstalledandenabledwith thehttpd packagen RedHat EnterpriseLinux 4:

mod_access
mod_actions
mod_alias
mod_asis
mod_auth
mod_auth_anon
mod_auth_dbm
mod_auth_digest
mod_auth_ldap
mod_autoindex
mod_cache
mod_cern_meta
mod_cgi
mod_dav
mod_dav_fs
mod_deflate
mod_dir
mod_disk_cache
mod_env
mod_expires
mod_ext_filter
mod_file_cache
mod_headers
mod_imap
mod_include
mod_info
mod_Idap
mod_log_config
mod_logio
mod_mem_cache
mod_mime
mod_mime_magic
mod_negotiation
mod_proxy
mod_proxy_connect
mod_proxy_ftp
mod_proxy_http
mod_rewrite
mod_setenvif
mod_speling
mod_status
mod_suexec
mod_unique_id
mod_userdir
mod_usertrack
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mod_vhost_alias
Additionally, thefollowing modulesareavailableby installingadditionalpackages:

mod_auth_kerb
mod_auth_mysql
mod_auth_pgsql
mod_authz_ldap
mod_dav_svn
mod_jkz
mod_perl
mod_python
mod_ssl

php

10.7. Adding Modules

TheApacheHTTP SenersupportDynamicallyShaedObject§ DSCs), or moduleswhich caneasily
beloadedatruntimeasnecessary

The ApacheProjectprovides completeDSO documentatioronline at http://httpd.apacherg/docs-
2.0/dso.htmlQr, if thehttp-manual  packages installed,documentatiomboutDSOscanbefound
onlineat http://localhost/maraVmod!/.

For the ApacheHTTP Sener to usea DSO, it mustbe speci ed in a LoadModule directive within
letc/httpd/conf/httpd.conf . If the moduleis provided by a separatepackagethe line must
appearwithin the modulescon guration le in the /etc/httpd/conf.d/ directory Refer to
Section10.5.12LoadModule for moreinformation.

If addingor deletingmodulesirom http.conf , ApacheHTTP Sener mustbereloadedor restarted,
asreferredto in Section10.4 Startingand Stoppinghttpd

If creatinganen module, rst installthehttpd-devel ~ packagewnhich containgheinclude les, the
headerles, aswell asthe APacheeXtenSiorf/usr/shin/apxs ) applicationwhichusegheinclude
les andtheheaderles to compileDSOs.

After writing a module,use/usr/sbhin/apxs to compilethe modulesourcesoutsidethe Apache
sourcetree. For more information about using the /usr/shin/apxs command,refer to the the
Apachedocumentatioronline at http://httpd.apache gidocs-2.0/dso.htmiaswell asthe apxs man
page.

Once compiled, put the module in the /usr/lib/httpd/modules/ directory Then add a
LoadModule line to thehttpd.conf , usingthefollowing structure:

LoadModule < module-name > < path/to/module.so >

Where< module-name > is the nameof the moduleand < path/to/module.so > isthepath
totheDSO.

10.8. Virtual Hosts

The ApacheHTTP Sener's built in virtual hostingallows the sener to provide differentinformation
basedon which IP addresshostnameor portis beingrequestedA completeguideto usingvirtual
hostsis availableonline at http://httpd.apache gidocs-2.0¢hosts/
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10.8.1. Setting Up Virtual Hosts

To createaname-basedirtual host,it is bestto usethevirtual hostcontaineprovidedin httpd.conf
asanexample.

Thevirtual hostexamplereadasfollows:

#NameVirtualHost *:80

#

#< VirtualHost *80 >

# ServerAdmin  webmaster@dummy-host.exam ple. com

# DocumentRoot  /www/docs/dummy-host.exa  mple.co m

# ServerName dummy-host.example.com

# ErrorLog  logs/dummy-host.example.c om-erro r_| og

# CustomLog logs/dummy-host.example. com-acc ess_log common
#< [VirtualHost >

To actvate name-basedirtual hosting,uncommenthe NameVirtualHost  line by remaring the
hashmark (#) andreplacethe asterisk(* ) with theIP addressssignedo the machine.

Next, con gure avirtual hostby uncommentin@ndcustomizinghe < VirtualHost > container

On the < VirtualHost > line, changethe asterisk(*) to the sener's IP address.Changethe
ServerName to a valid DNS nameassignedo the machine,and con gure the other directves as
necessary

The< VirtualHost > containeris highly customizablendacceptslmostevery directive available
within the mainsener con guration.

@,

If con guring a virtual host to listen on a non-default port, that port must be added to the Listen
directive in the global settings section of /etc/httpd/conf/h tt pd. conf le.

To actvateanewly createdvirtual host,the ApacheHTTP Sener mustbereloadedr restartedRefer
to Section10.4 Startingand Stoppinghttpd ~ for furtherinstructions.

Comprehense information aboutcreatingand con guring both name-basednd IP address-based
virtual hostsis provided onlineat http://httpd.apache gidocs-20/vhaosts/.

10.8.2. The Secure Web Server Virtual Host

By default, the ApacheHTTP Seneris con gured asbotha non-secur@nda securesener. Boththe
non-secur@ndsecuresenersusethe samelP addres@ndhostnamebut listen on differentports: 80
and443respectiely. This enablesothnon-secur@andsecurecommunicationso take placesimulta-
neously

Oneaspectof SSL enhancedHTTP transmissionss thatthey are moreresourcentensve thanthe
standardHTTP protocol,soasecuresener cannotsene asmary pagegersecondFor thisreasonit
is oftena goodideato minimizetheinformationavailablefrom the securesener, especiallyonahigh
trafc website.
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Impor tant

Do not use name-based virtual hosts in conjunction with a secure Web server as the SSL handshake
occurs before the HTTP request identi es the appropriate name-based virtual host. Name-based
virtual hosts only work with the non-secure Web server.

The con guration directives for the securesener are containedwithin virtual host tagsin the
Jetc/httpd/conf.d/ssl.conf le.

By default, both the secureand the non-securé/Neb seners sharethe sameDocumentRoot . It is
recommendethata differentDocumentRoot bemadeavailablefor the securéNVebsener.

To stopthenon-secur&Vebsener from acceptingconnectionscommenbuttheline in httpd.conf
whichreadsListen 80 by placinga hashmark (#) atthe beginning of theline. When nished, the
line lookslike thefollowing example:

#listen 80

For moreinformationon con guring an SSLenhancedVebsener, referto the chaptettitied Apace
HTTP Secue ServerCon guration in the RedHat EnterpriseLinux SystemAdministation Guide
For adwancedcon guration tips, refer to the ApacheSoftware Foundationdocumentatioravailable
onlineatthefollowing URLs:

« http://httpd.apacherg/docs-2.0/ssl/
+ http://httpd.apacherg/docs-2.0/hosts/

10.9. Additional Resources

To learnmoreaboutthe ApacheHTTP Sener, referto thefollowing resources.

10.9.1. Useful Websites

+ http://httpd.apacherg/ — The of cial websitefor the ApacheHTTP Sener with documentation
onall thedirectvesanddefault modules.

« http://wwwmodssl.og/ — Theof cial websitefor mod_ssl .

« http://wwwapachereek.com/— A comprehense online weekly newsletter about all things
Apache.

10.9.2. Related Books

« Apade DesktopRefeenceby Ralf S. Engelschall;Addison Wesley — Written by ASF member
andmod_ssl authorRalf Engelschallthe Apade DesktopRefeenceprovidesa concisebut com-
prehensie referenceguideto usingthe ApacheHTTP Sener at compilation,con guration, and
runtime. Thisbookis availableonline at http://wwwapacheref.com/.

- ProfessionalApade by PeterWainwright; Wrox Presd_td — ProfessionalApadeis from Wrox
Presd td's "Programmeto Programmerseriesandis aimedat both experiencedandnovice Web
seneradministrators.
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- AdministeringApade by Mark Allan Arnold; OsborneMedia Group— This book is tamgetedat
InternetServiceProviderswho aimto provide moresecureservices.

« Apade ServerUnleashedy RichardBowen,etal; SAMS BOOKS— An engy/clopedicsourcefor
the ApacheHTTP Sener.

« Apadte Pocet Refeenceby Andrew Ford, Gigi EstabrookO'Reilly — Thisis the latestaddition
to theO'Reilly Poclet Referenceseries.

- RedHat EnterpriseLinux SystemAdministation Guide RedHat, Inc. — Containsa chapterabout
con guring the ApacheHTTP Sener usingthe HTTP Con guration Tool anda chapterabout
con guring the ApacheHTTP Sener SecureSener.

- RedHat EnterpriseLinux SecurityGuide RedHat, Inc. — The ServerSecuritychapterexplains
waysto secureApacheHTTP Sener andotherservices.
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The birth of electronicmail (emai) occurredin the early 1960s.The mailboxwasa le in ausers
homedirectory that wasreadableonly by that user Primitive mail applicationsappendedew text
messageo the bottomof the le, makingthe userwadethroughthe constantlygroving le to nd
ary particularmessageThis systemwas only capableof sendingmessageso userson the same
system.

The rst network transferof an electronicmail messagele took placein 1971 whena computer
engineemamedRay Tomlinsonsenta testmessagéetweentwo machinesvia ARPANET — the
precursoto the Internet.Communicatiorvia emailsoonbecamevery popular comprising75 percent
of ARPANET'strafc in lessthantwo years.

Today email systemshasedon standardizedhetwork protocolshave evolved into someof the most
widely usedservicen the Internet.RedHat EnterpriseLinux offers mary advancedapplicationgo
sene andaccesemail.

This chaptereviews modernemail protocolsin usetodayandsomeof the programsesignedo send
andreceve email.

11.1. Email Protocols

Today emailis deliveredusinga client/serer architectureAn emailmessagés createdusinga mail
clientprogramThisprogranmthensendgshemessagé asener. Thesenerthenforwardsthemessage
to therecipients emailsener, wherethe messagés thensuppliedto therecipients emailclient.

To enablehisprocessavarietyof standardhetwork protocolsallow differentmachinesoftenrunning
differentoperatingsystemsandusingdifferentemail programsto sendandreceve email.

Thefollowing protocolsdiscusse@rethe mostcommonlyusedin thetransferof email.

11.1.1. Mail Transpor t Protocols

Mail delivery from aclient applicationto the sener, andfrom anoriginatingsener to the destination
sener, is handledby the SimpleMail TransferProtocol (SMTB.

11.1.1.1. SMTP

The primary purposeof SMTP is to transferemail betweenmail seners.However, it is critical for
email clientsaswell. To sendemail, the client sendshe messagéo anoutgoingmail sener, which
in turn contactgthe destinatiormail sener for delivery. For this reasonijt is necessaryo specifyan
SMTPsenerwhencon guring anemailclient.

UnderRedHatEnterpriseLinux, ausercancon gure anSMTPseneronthelocal machineto handle
mail delivery. However, it is alsopossibleto con gure remoteSMTP senersfor outgoingmail.

Oneimportantpoint to make aboutthe SMTP protocolis thatit doesnotrequireauthenticationThis
allows anyoneon theInternetto sendemailto anyoneelseor evento large groupsof people lt is this
characteristiof SMTP that makes junk email or spampossible.Modern SMTP seners attemptto
minimizethis behaior by allowing only knowvn hostsaccesgo the SMTP sener. Thosesenersthat
donotimposesuchrestrictionsarecalledopenrelayseners.
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By default, Sendmail(/usr/sbin/sendmail ) is the default SMTP programunderRedHat Enter
priseLinux. However, asimplermail senerapplicationcalledPost x (/usr/sbin/postfix )isalso
available.

11.1.2. Mail Access Protocols

Therearetwo primaryprotocolsusedby emailclient applicationgo retrieve emailfrom mail seners:
the PostOf ce Protocol (POP) andthe InternetMessae AccessProtocol (IMAP).

Unlike SMTR bothof theseprotocolsrequireconnectinglientsto authenticateisinga usernamend
password. By default, passwerdsfor both protocolsarepassedver the network unencrypted.

11.1.2.1. POP

The default POP sener under Red Hat EnterpriseLinux is /usr/shin/ipop3d andis provided
by the imap packageWhenusinga POPsener, email messagesire dovnloadedby email client
applicationsBy default, mostPOPemail clientsareautomaticallycon gured to deletethe message
on the email sener after it hasbeensuccessfullytransferred however this settingusually can be
changed.

POPis fully compatiblewith importantinternetmessagingtandardssuchasMultipurposelnternet
Mail ExtensiongMIME), which allow for emailattachments.

POPworks bestfor userswho have onesystemon which to reademail. It alsoworkswell for users
who do not have a persistenttonnectionto the Internetor the network containingthe mail sener.
Unfortunatelyfor thosewith slow network connectionsPOPrequiresclient programsuponauthenti-
cationto dowvnloadtheentirecontentof eachmessageThis cantake alongtimeif ary messagekave
large attachments.

Themostcurrentversionof the standard®OPprotocolis POP3.
Thereare,however, avariety of lesserusedPOPprotocolvariants:

« APOP— POP3with MDS authenticationAn encodedashof the users passvord is sentfrom the
emailclientto the sener ratherthensendinganunencryptegassverd.

- KPOP— POP3with KerberosauthenticationReferto Chapterl9 Kerbeos for moreinformation.

+ RPOP— POP3with RPOPauthenticationThis usesa peruserID, similar to a passverd, to au-
thenticatePOPrequestsHowever, this ID is not encryptedso RPOPis no moresecurethanstan-
dardPOPR

For addedsecurity it is possibleto useSecue Sodet Layer (SSL) encryptionfor client authentica-
tion and datatransfersessionsThis canbe enabledby usingthe ipop3s serviceor by usingthe
fusr/sbin/stunnel programReferto Sectionl1.5.1SecuringCommunicatiorfor moreinforma-
tion.

11.1.2.2. IMAP

Thedefault IMAP senerunderRedHat EnterpriseLinux is /usr/shin/imapd andis provided by
theimap packageWhenusinganIMAP mail sener, email messagesemainon the sener where
userscanreador deletethem.IMAP alsoallows client applicationgo create renamepr deletemail
directorieson the senerto organizeandstoreemail.

IMAP is particularlyusefulfor thosewho accessheir emailusingmultiple machinesTheprotocolis
alsocorvenientfor usersconnectingo the mail sener via a slov connectionpecausenly the email
headeinformationis downloadedfor messagesntil openedsaving bandwidth Theuseralsohasthe
ability to deletemessagewithout viewing or downloadingthem.
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For corvenience]MAP client applicationsarecapableof cachingcopiesof messagecally, sothe
usercanbrowsepreviously readmessagewhennotdirectly connectedo the IMAP sener.

IMAP, like POR is fully compatiblewith importantinternetmessagingstandardssuchas MIME,
which allow for emailattachments.

For addedsecurity it is possibleto use SSLencryptionfor client authenticatiorand datatransfer
sessionsThis can be enabledby usingthe imaps service,or by using the /usr/shin/stunnel
program Referto Section11.5.1SecuringCommunicatiorfor moreinformation.

Otherfree, aswell ascommercial IMAP clients and seners are available, mary of which extend
the IMAP protocolandprovide additionalfunctionality A comprehense list canbefoundonline at
http://wwwimap.og/products/longst.htm.

11.2. Email Program Classi cations

In generalall emailapplicationgall into atleastoneof threeclassi cations.Eachclassi cationplays
a speci c role in the procesof moving and managingemail messagesihile mostusersare only
awareof the speci c email programthey useto receve andsendmessagesachoneis importantfor
ensuringhatemail arrivesat the correctdestination.

11.2.1. Mail Transfer Agent

A Mail TransferAgent(MTA) transfersemail messagebetweerhostsusingSMTR. A messagenay
involve several MTAs asit maovesto its intendeddestination.

While thedelivery of messagebetweemmachinesnayseenratherstraightforvard, theentireprocess
of decidingif a particularMTA canor shouldaccepta messagéor delivery is quite complicatedIn
addition,dueto problemsfrom spam,useof a particularMTA is usually restrictedby the MTA's
con gurationor theacceson gurationfor the network onwhichthe MTA resides.

Marny modernemail client programscanactasan MTA whensendingemail. However, this action
shouldnotbeconfusedvith therole of atrueMTA. Thesolereasoremailclientprogramsarecapable
of sendingemaillike anMTA is becauséhe hostrunningthe applicationdoesnot have its own MTA.
Thisis particularlytrue for email client programson non-UNIX-basedperatingsystemsHowever,
theseclient programsonly sendoutboundmessaget anMTA they areauthorizedo useanddo not
directly deliver the messagéo theintendedrecipients emailsener.

SinceRedHat EnterpriseLinux installstwo MTAs, SendmailandPost x, email client programsare
oftennotrequiredto actasanMTA. RedHat EnterpriseLinux alsoincludesa specialpurposeMTA
calledFetchmail.

For more information on  Sendmail, Postx, and Fetchmail, refer to
Section11.3Mail TransportAgents

11.2.2. Mail Delivery Agent

A Mail Delivery Agent (MDA) is invoked by the MTA to le incomingemailin the properusers
mailbox.In mary casestheMDA is actuallya Local DeliveryAgent(LDA), suchasmail or Procmail.

Any programthat actually handlesa messagdor delivery to the point whereit canbe readby an

emailclient applicationcanbe considerecan MDA. For this reasonsomeMTAs (suchasSendmail
andPost x) can Il therole of anMDA whenthey appendchen emailmessaget alocal users mail

spool le. In general MDAs do not transportmessagebetweensystemsnor do they provide a user
interface;MDAs distribute andsortmessagesn the local machinefor anemail client applicationto

access.
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11.2.3. Mail User Agent

A Mail User Agent (MUA) is synorymouswith an email client application.An MUA is a program
that, at the very least,allows a userto readand composeemail messagesMany MUAs arecapable
of retrieving messagesia the POPor IMAP protocols,settingup mailboxesto storemessagesand
sendingoutboundmessage® anMTA.

MUAs may be graphical,suchasMozilla Mail, or have a very simple,text-basednterface,suchas
mutt .

11.3. Mail Transpor t Agents

RedHat EnterpriseLinux includestwo primaryMTAs, SendmailandPost x. Sendmaiis con gured
asthedefault MTA, althoughit is easyto switchthe default MTA to Post x.

@,

For information about how to switch the default MTA from Sendmail to Post x, refer to the chapter
called Mail Transport Agent (MTA) Con gur ation in the Red Hat Enterprise Linux System Administra-
tion Guide.

11.3.1. Sendmail

Sendmaib core purpose Jike other MTAs, is to safely transferemail amonghosts,usually using
the SMTP protocol. However, Sendmailis highly con gurable, allowing control over almostevery
aspecbf how emailis handledjncludingthe protocolused .Mary systemadministratorelectto use
Sendmaibstheir MTA dueto its powver andscalability

11.3.1.1. Purpose and Limitations

It isimportantto beawareof whatSendmails andwhatit cando,asopposedo whatit is not.In these
daysof monolithicapplicationghatful I multipleroles,Sendmaimayseeniike theonly application
neededo run anemail sener within anorganization.Technically this is true,as Sendmailcanspool
mail to eachusers'directoryanddeliver outboundmail for usersHowever, mostusersactuallyrequire
muchmorethansimpleemaildelivery. Usersusuallywantto interactwith theiremailusinganMUA,
thatusesPOPor IMAP, to download their messageto their local machine.Or, they may prefera
Webinterfaceto gainaccesgo their mailbox. Theseotherapplicationscanwork in conjunctionwith
Sendmailput they actuallyexist for differentreasonsndcanoperateseparatelyrom oneanother

It is beyond the scopeof this sectionto go into all that Sendmailshouldor could be con gured to

do. With literally hundredsof different optionsand rule sets,entire volumeshave beendedicated
to helping explain everything that can be doneand how to x thingsthat go wrong. Referto the
Sectionl1.6Additional Resoucesfor alist of Sendmairesources.

This sectionreviews the les installedwith Sendmailby default and reviews basic con guration
changes,including how to stop unwanted email (spam)and how to extend Sendmailwith the
LightweightDirectoryAccessrotocol (LDAP).
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11.3.1.2. The Default Sendmail Installation
The Sendmailexecutablés /usr/sbin/sendmail

Sendmaibk lengthy and detailed con guration le is /etc/mail/sendmail.cf . Avoid editing
the sendmail.cf le directly Instead,to make con guration changesto Sendmail, edit the
/etc/mail/sendmail.mc le, backup the original /etc/mail/sendmail.cf , andthenusethe
included m4 macro processorto createa new /etc/mail/sendmail.cf . More information on
con guring Sendmaikcanbefoundin Section11.3.1.3CommorSendmailCon guration Changs

VariousSendmailcon guration les areinstalledin the/etc/mail/ directoryincluding:

+ access — Speci eswhichsystemsanuseSendmaifor outboundemail.

« domaintable — Speci esdomainnamemapping.

« local-host-names — Speci esaliasedor thehost.

- mailertable =~ — Speci esinstructionshatoverrideroutingfor particulardomains.

+ virtusertable — Speci es a domain-speci cform of aliasing,allowing multiple virtual do-
mainsto be hostedon onemachine.

Several of the con guration les in /etc/mail/ , suchasaccess , domaintable , mailertable

andvirtusertable , mustactuallystoretheirinformationin databasdes beforeSendmaicanuse

ary con gurationchangesToincludeary changesnadeto thesecon gurationsin theirdatabasdes,
runthecommand

makemap hash /etc/mail/ < name> < [etc/mail/ < name>

where< name> is replacedvith thenameof thecon guration le to corvert.
For example, to have all emails addressedto the example.com domain delivered to

<bob@other-example.com >, addthefollowing line to the virtusertable le:

@example.com bob@other-example.com

To nalize the changethe virtusertable.db le mustbe updatedusingthe following command
asroot:

makemap hash /etc/maillvirtusertable < [etc/maillvirtusertabl e

This createsanupdatedvirtusertable.db le containingthenew con guration.

11.3.1.3. Common Sendmail Con guration Changes

Whenalteringthe Sendmaikcon guration le, it is bestnotto editanexisting le, butto generatean
entirelynew /etc/mail/sendmail.cf le.

@Caution

Before changing the sendmail.cf le, itis a good idea to create a backup copy.

To add the desiredfunctionality to Sendmail,edit the /etc/mail/sendmail.mc le astheroot
user When nished, usethe m4 macroprocessoto generatea nev sendmail.cf by executingthe
following command:

m4 /etc/mail/sendmail.mc > /[etc/mail/sendmail.cf
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By default, them4macroprocessors installedwith Sendmaibut is partof the m4 package.

After creatinga new /etc/mail/sendmail.cf le, restartSendmaifor the changedo take effect.
Theeasiestvay to dothis is to typethefollowing command:

/sbin/service sendmail  restart

Impor tant

The default sendmail.cf le does not allow Sendmail to accept network connections from any
host other than the local computer. To con gure Sendmail as a server for other clients, edit the
/etc/mail/sendma  il. mc le, and either change the address specied in the Addr= option of the
DAEMON_OPTIONSirective from 127.0.0.1  to the IP address of an active network device or com-
ment out the DAEMON_OPTIONGirective all together by placing dnl at the beginning of the line. When
nished, regenerate /etc/mail/sendmail .cf by executing the following command:

m4 /etc/mail/sendmail. mc > /etc/mail/sendmail.cf

The default con guration which shipswith Red Hat EnterpriseLinux works for most SMTP-only
sites.However, it doesnot work for UUCP (UNIX to UNIX Copy) sites.If usingUUCP mail trans-

fers,the/etc/mail/sendmail.mc le mustberecon guredandanew /etc/mail/sendmail.cf
mustbegenerated.

Consultthe /usr/share/sendmail-cf/README le beforeediting ary les in the directories
under the /usr/share/sendmail-cf directory as they can affect the future con guration of
/etc/mail/sendmail.cf les.

11.3.1.4. Masquerading

One common Sendmail con guration is to have a single machineact as a mail gatavay for
all machineson the network. For instance,a compay may want to have a machine called
mail.example.com  that handlesall of their email and assignsa consistentreturn addressto all
outgoingmail.

In this situation,the Sendmailsener mustmasqueradéhe machinenameson the compary network
sothattheirreturnaddresss user@example.com insteadof user@host.example.com

To dothis, addthefollowing linesto /etc/mail/sendmail.mc

FEATURE(always_add_domai n)dn |
FEATURE('masquerade_enti re_d omain’)
FEATURE('masquerade_enve lope ‘)
FEATURE( allmasquerade’)
MASQUERADE_AS( bigcorp.c om." )
MASQUERADE_DOMAIN( bigcop.c om.")
MASQUERADE_AS(bigcorp.co m)

After generatinga new sendmail.cf ~ usingm4, this con guration makes all mail from inside the
network appearsif it weresentfrom bigcorp.com
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11.3.1.5. Stopping Spam

Emailspamcanbede ned asunnecessargndunwantedemailreceved by auserwhoneverrequested
the communicationlt is a disruptie, costly andwidespreadatuseof Internetcommunicatiorstan-
dards.

Sendmailmalesit relatively easyto block nev spammingtechniqueseingemplg/ed to sendjunk
email.It evenblocksmary of the moreusualspammingnethodsby default.

For example,forwardingof SMTP messageslsocalledrelaying,hasbeendisabledby default since
Sendmailersion8.9.Beforethis changeoccurred Sendmaibirectedthemail host(x.edu ) to accept
messagesom oneparty(y.com ) andsentthemto adifferentparty(z.net ). Now, however, Sendmail
mustbecon guredto permitary domainto relaymail throughthesener. To con gure relaydomains,
editthe/etc/mail/relay-domains le andrestartSendmail.

However, mary timesusersarebombardedvith spamfrom othersenersthroughouthe Internet.In
theseinstancesSendmaib accesscontrol featuresavailable throughthe /etc/mail/access le

canbe usedto preventconnectiongrom unwantedhosts.The following exampleillustrateshow this
le canbeusedto bothblock andspeci cally allow accesso the Sendmaikener:

badspammer.com ERROR:550 "Go away and do not spam us anymore"
tux.badspammer.com OK
10.0 RELAY

This example shavs that ary email sent from badspammer.com is blocked with a 550
RFC-821complianterror code,with a messagesentback to the spammer Email sentfrom the
tux.badspammer.com  sub-domainjs acceptedThe lastline shavs thatary email sentfrom the
10.0.*.* network canberelayedthroughthe mail sener.

Becauséetc/mail/access.db is adatabaseysemakemapto actvateary changesDo this using
thefollowing commandasroot:

makemap hash /etc/mail/access < Jetc/mail/access

This exampleonly represents small partof what Sendmailcando in termsof allowing or blocking
accessReferto the /usr/share/sendmail-cf/README for moreinformationandexamples.

Since Sendmail calls the Procmail MDA when delivering mail, it is also possibleto use a
spam ltering program, such as SpamAssassinto identify and le spam for users.Refer to
Section11.4.2.6SpamFilters for moreaboutusingSpamAssassin.

11.3.1.6. Using Sendmail with LDAP

Using the LightweightDirectory AccessProtocol (LDAP) is a very quick and powerful way to nd
speci ¢ informationabouta particularuserfrom a muchlarger group.For example,an LDAP sener
canbeusedto look up aparticularemailaddresgrom acommoncorporatelirectoryby theusers last
name.In this kind of implementation . DAP is largely separatdrom Sendmail with LDAP storing
the hierarchicaluserinformationand Sendmailonly beinggiven the resultof LDAP queriesin pre-
addressedmailmessages.

However, Sendmailsupportsa muchgreaterintegrationwith LDAP, whereit usesLDAP to replace
separatelymaintainedles, suchasaliases andvirtusertables , on differentmail senersthat
work togethetto supportamedium-to enterprise-teel organizationln short,LDAP abstractshemail

routinglevel from Sendmailandits separateon guration les to a powerful LDAP clusterthatcan
beleveragedby mary differentapplications.

The currentversionof Sendmailcontainssupportfor LDAP. To extend the Sendmailsener using
LDAP, rst getanLDAP sener, suchasOpenLDAP, runningandproperlycon gured. Theneditthe
/etc/mail/sendmail.mc to includethefollowing:
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LDAPROUTE_DOMAINgourdo main.co m)dn |
FEATURE('ldap_routing")d nl

; Note

This is only for a very basic con gur ation of Sendmail with LDAP. The con gur ation can differ greatly
from this depending on the implementation of LDAP, especially when con gur ing several Sendmail
machines to use a common LDAP server.

Consult /usr/share/sendmail -c f/R EADME for detailed LDAP routing con gur ation instructions and
examples.
Next, recreatethe /etc/mail/sendmail.cf le by runningm4 andrestartingSendmail Referto

Section11.3.1.3CommorSendmailCon guration Changesfor instructions.
For moreinformationon LDAP, referto Chapterl3 LightweightDirectoryAcces$rotocol (LDAP).

11.3.2. Post x

Originally developedat IBM by security expert and programmerWietse Venema,Post x is a
Sendmail-compatibl® TA thatis designedo be securefast,andeasyto con gure.

To improve security Post x usesa modulardesign,wheresmall processesvith limited privileges
arelaunchedby a masterdaemonThe smaller lessprivileged processeperformvery speci c tasks
relatedto the variousstagesof mail delivery andrun in a changerootedervironmentto limit the
effectsof attacks.

Con guring Post x to acceptnetwork connectiongrom hostsother thanthe local computertakes
only a few minor changesn its con guration le. Yet for thosewith morecomple needsPost x
providesavariety of con gurationoptions,aswell asthird partyaddonsthatmale it a very versatile
andfull-featuredMTA.

Thecon guration les for Post x arehumanreadableand supportupward of 250 directives. Unlike
Sendmail,no macroprocessings requiredfor changego take effect andthe majority of the most
commonlyusedoptionsaredescribedn thehheaily commentedles.

Impor tant

Before using Post x, the default MTA must be switched from Sendmail to Post x. Refer to the chapter
called Mail Transport Agent (MTA) Con gur ation in the Red Hat Enterprise Linux System Administra-
tion Guide for further details.

11.3.2.1. The Default Post x Installation

The Post x executables /usr/sbin/postfix . Thisdaemoniaunchesll relatedprocesseseeded
to handlemail delivery.

Post x storesits con guration les in the /etc/postfix/ directory Thefollowing is alist of the
morecommonlyused les:

- access — Usedfor accesgontrol,this le speci eswhichhostsareallowedto connecto Post x.



Chapter 11. Email 167

aliases — A con gurablelist requiredby the mail protocol.

main.cf — TheglobalPost x con guration le. Themajority of con guration optionsarespeci-
ed inthis le.

master.cf — Speci eshow Post x interactswith variousprocesseso accomplistmail delivery.
transport — Mapsemailaddresseto relay hosts.

Impor tant

The default /etc/postfix/main. cf le does not allow Post x to accept network connections from a
host other than the local computer. For instructions on con gur ing Post X as a server for other clients,
refer to Section 11.3.2.2 Basic Post x Con gur ation.

Whenchangingsomeoptionswithin les in the /etc/postfix/ directory it may be necessaryo
restartthe postfix ~ servicefor the changedo take effect. The easiesway to do this is to type the
following command:

Isbin/service postfix restart

11.3.2.2. Basic Postx Con guration

By default, Post x doesnot acceptnetwork connectionsrom ary host other than the local host.
Performthefollowing stepsasrootto enablemail delivery for otherhostson the network:

Edit the/etc/postfix/main.cf le with atext editor, suchasvi .

Uncommentthe mydomain line by remaving the hashmark (#), andreplacedomain.tid  with
thedomainthe mail sener is servicing,suchasexample.com .

Uncommenthemyorigin -~ = $mydomain line.

Uncommenthe myhostname line, andreplacehost.domain.tld with the hostnameor the
machine.

Uncommenthe mydestination = $myhostname, localhost.$mydomain line.

Uncommenthe mynetworks line, andreplace168.100.189.0/28 with a valid network set-
ting for hoststhatcanconnecto the sener.

Uncommentheinet_interfaces = all line.
Restarthepostfix ~ service.

Oncethesestepsarecompletethe hostacceptoutsideemailsfor delivery.

Post x hasalargeassortmenof con gurationoptions.Oneof thebestwaysto learnhow to con gure
Post x is to readthe commentawithin /etc/postfix/main.cf . Additional resourcedncludingin-
formationaboutLDAP andSpamAssassimtegrationareavailableonline at http://wwwpost x.org/.

11.3.3. Fetchmail

Fetchmailis an MTA which retrieves email from remoteseners anddeliversit to the local MTA.
Marny usersappreciatehe ability to separatehe procesof downloadingtheir messagebcatedona
remotesener from the procesf readingandorganizingtheir emailin an MUA. Designedwith the
needf dial-upusersin mind, Fetchmailconnectsandquickly downloadsall of the emailmessages
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to themail spool le usingary numberof protocols,ncluding POP3andIMAP. It canevenforward
emailmessage® anSMTPsener, if necessary

Fetchmailis con gured for eachuserthroughthe useof a .fetchmailrc le in the users home
directory
Using preferencesn the .fetchmailrc le, Fetchmailchecksfor email on a remotesener and

downloadsit. It thendeliversit to port 25 on the local machine,usingthe local MTA to placethe
emailin the correctusers spool le. If Procmailis available, it is launchedto Iter the email and
placeit in amailboxsothatit canbereadby anMUA.

11.3.3.1. Fetchmail Con guration Options

Although it is possibleto passall necessarypptionson the commandiine to checkfor emailon a
remotesenerwhenexecutingFetchmailusinga.fetchmailrc le ismucheasierPlaceary desired
con gurationoptionsin the.fetchmailrc le for thoseoptionsto beusedeachtimethefetchmail
commandis issued.lt is possibleto override theseat the time Fetchmailis run by specifyingthat
optiononthecommandine.

A users fetchmailrc le containghreeclasse®f con gurationoptions:

- global options— GivesFetchmailinstructionghatcontrolthe operatiorof the programor provide
settingsfor every connectiorthatchecksfor email.

- serveroptions— Speci esnecessarynformationaboutthe sener beingpolled, suchasthe host-
name,aswell as preferencedor speci c email seners, suchasthe port to checkor numberof
seconddo wait beforetiming out. Theseoptionsaffect every userusingthatsener.

- useroptions— Containsinformation,suchasusernamend passwrd, necessaryo authenticate
andcheckfor emailusinga speci ed emailsener.

Global optionsappearat the top of the .fetchmailrc le, followed by oneor moresener options,
eachof which designatea differentemail sener that Fetchmailshouldcheck.User optionsfollow
sener optionsfor eachuseraccountcheckingthat email sener. Like sener options, multiple user
optionsmay be speci ed for usewith a particularsener aswell asto checkmultiple emailaccounts
onthesamesener.

Sener optionsare calledinto servicein the .fetchmailrc le by theuseof a specialoptionverb,
poll or skip , thatprecedesry of the sener information. The poll actiontells Fetchmailto use
this sener optionwhenit is run, which checksfor emailusingthe speci ed useroptions.Any sener
optionsafteraskip action,however, arenotchecled unlesshis sener's hostnames speci edwhen
Fetchmailis invoked. The skip  optionis usefulwhentestingcon gurationsin .fetchmailrc be-
causeit only checksskippedsenerswhen speci cally invoked, and doesnot affect ary currently
working con gurations.

A samplefetchmailrc le lookssimilarto thefollowing example:

set postmaster  "userl"
set bouncemail

poll  pop.domain.com  proto pop3
user ‘userl' there with password ‘secret' is userl here

poll  mail.domain2.com
user ‘users’ there with password 'secret2' is userl here
user ‘user7' there with password ‘'secret3' is userl here

In this example,the global optionsspecify that the useris sentemail asa last resort(postmaster

option)andall emailerrorsaresentto the postmasteinsteadf thesendebouncemail option).The
set actiontells Fetchmaithatthisline containsaglobaloption. Then,two emailsenersarespeci ed,
onesetto checkusingPOP3 the otherfor trying variousprotocolsto nd onethatworks. Two users
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arechecled usingthe secondsener option, but all email found for ary useris sentto userl 's mail
spool.This allows multiple mailboxesto be checled on multiple seners,while appearingn asingle
MUA inbox. Eachusers speci ¢ informationbeginswith theuser action.

; Note

Users are not required to place their password in the .fetchmailrc le . Omitting the with ~ password
' < password > ' section causes Fetchmail to ask for a password when it is launched.

Fetchmailhasnumerougglobal, sener, andlocal options.Mary of theseoptionsarerarely usedor
only applyto very speci c situations.The fetchmail ~manpageexplainseachoptionin detail, but
themostcommononesarelistedhere.

11.3.3.2. Global Options
Eachglobaloptionshouldbe placedon asingleline afteraset action.

- daemon < seconds > — Speci esdaemon-modeyxhereFetchmailstaysin the backgroundRe-
place< seconds > with thenumberof second$-etchmailis to wait beforepolling the sener.

- postmaster — Speci esalocaluserto sendmail to in caseof delivery problems.

- syslog — Species the log le for errors and status messages.By default, this is
Ivar/log/maillog

11.3.3.3. Server Options
Sener optionsmustbe placedon their own line in .fetchmailrc afterapoll orskip action.

- auth <auth-type > — Replace< auth-type > with thetypeof authenticatiorio beused By
default, password authentications used but someprotocolssupporithertypesof authentication,
includingkerberos_v5 , kerberos_v4 ,andssh. If theany authenticationtypeis usedFetchmail
rst triesmethodghatdo notrequirea passverd, thenmethodshatmaskthe passverd, and nally
attemptgo sendthe passwerd unencryptedo authenticatéo the sener.

- interval < number > — Pollsthe speci ed sener every < number > of timesthatit checksfor
emailonall con guredseners.Thisoptionis generallyusedfor emailsenerswheretheuserrarely
recevesmessages.

« port <port-number > — Replace< port-number > with the port number This valueover
ridesthe default port numberfor the speci ed protocol.

- proto < protocol > — Replace< protocol > with theprotocol,suchaspop3 orimap , to use
whencheckingfor messagesnthesener.

. timeout < seconds > — Replace< seconds > with thenumberof second®f senerinactvity
after which Fetchmailgives up on a connectionattempt.If this valueis not set,a default of 300
secondss assumed.
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11.3.3.4. User Options

Useroptionsmaybeplacedontheirown linesbeneatta seneroptionor onthesamdine asthesener
option.In eithercasethe de ned optionsmustfollow theuser option(de ned belaw).

. fetchall ~— OrdersFetchmailto downloadall messagem the queue,including messagethat
have alreadybeenviewed. By default, Fetchmailonly pulls down nev messages.

« fetchlimit < number > — Replace< number > with the numberof messageto beretrieved
beforestopping.

- flush — Deletesall previously viewed message the queuebeforeretrieving nev messages.

« limit < max-number-bytes > — Replace< max-number-bytes > with the maximumsize
in bytesthat messageareallowed to be whenretrieved by Fetchmail. This optionis usefulwith
slow network links, whenalarge messagé¢akestoo long to download.

+ password ' <password >' — Replace< password > with theusers passvord.

+ preconnect "< command>" — Replace< command> with acommando be executedbefore
retrieving messagefor theuser

+ postconnect "< command>" — Replace< command> with a commandto be executedafter
retrieving messagefor theuser

- ss|l — ActivatesSSLencryption.

- user "<username >" — Replace< username > with the usernamaisedby Fetchmailto re-
trieve messagesThisoptionmustprecedeall otheruseroptions.

11.3.3.5. Fetchmail Command Options

Most Fetchmailoptionsusedon the commandine whenexecutingthe fetchmail  commandmirror
the .fetchmailrc con guration options.In this way, Fetchmailmay be usedwith or without a
con guration le. Theseoptionsarenotusedon thecommandine by mostusersbecausét is easier
to leave themin the .fetchmailrc le.

Theremay be timeswhenit is desirableto run the fetchmail ~ commandwith otheroptionsfor a
particularpurposelt is possibleto issuecommandptionsto temporarilyoverridea .fetchmailrc
settingthatis causingan error, asary optionsspeci ed at the commandine override con guration
le options.

11.3.3.6. Informational or Debugging Options
Certainoptionsusedafterthefetchmail commandcansupplyimportantinformation.

- --configdump  — Displaysevery possibleoptionbaseninformationfrom .fetchmailrc and
Fetchmaildefaults.No emailis retrieved for ary userswhenusingthis option.

- -s — Executed~etchmailin silentmode preventingary messagestherthanerrors,from appear
ing afterthefetchmail command.

« -v — ExecutesFetchmailin verbosemode,displayingevery communicatiorbetweenFetchmail
andremoteemailseners.

- -V — Displaysdetailedversioninformation,listsits global options,andshaws settingsto be used
with eachuser including the email protocolandauthenticatiormethod.No emailis retrieved for
ary userswhenusingthis option.
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11.3.3.7. Special Options
Theseoptionsareoccasionallyusefulfor overridingdefaultsoftenfoundin the .fetchmailrc le.

- -a — Fetchmaildownloadsall messagefom theremoteemailsener, whethemew or previously
viewed. By default, Fetchmailonly dovnloadsnenv messages.

- -k — Fetchmailleaves the messagesn the remoteemail sener after dovnloadingthem. This
optionoverridesthedefault behaior of deletingmessageafterdowvnloadingthem.

+ -I <max-number-bytes > — Fetchmaildoesnotdownloadary messagesver a particularsize
andleavesthemon theremoteemail sener.

« --quit — QuitstheFetchmaildaemorprocess.
More commandsnd.fetchmailrc optionscanbefoundin thefetchmail ~manpage.

11.4. Mail Delivery Agents

RedHat EnterpriseLinux includestwo primary MDAs, Procmailandmail . Both of the applications
areconsidered. DAs andbothmaove emailfrom theMTA'sspool le into theusers mailbox.However,
Procmailprovidesarohust ltering system.

This sectiondetailsonly Procmail.For informationonthemail commandgconsultits manpage.

Procmaildeliversand lters emailasit is placedin themail spool le of thelocalhost.t is powerful,
gentleon systemresourcesandwidely used.Procmailcanplay a critical role in delivering emailto
bereadby emailclientapplications.

Procmailcanbe invokedin several differentways. Wheneer an MTA placesanemailinto the mail
spool le, Procmailis launched.Procmailthen Iters and les the email for the MUA and quits.
Alternatively, the MUA canbe con guredto executeProcmailary time amessagés receved sothat
messagearemovedinto their correctmailboxes.By default, the presencef /etc/procmailrc or
of a.procmailrc le (alsocalledanrc le) in theusers homedirectoryinvokesProcmailwheneer
anMTA recevesanen message.

WhetheProcmailactsuponanemailmessageependsiponwhetheithemessagenatches speci ed
setof conditionsor recipesn therc le. If amessagenatchesrecipe,thenthe emailis placedin a
speci ed le, is deletedpr is otherwiseprocessed.

WhenProcmailstarts,t readstheemailmessagandseparatethebodyfrom theheadeinformation.
Next, Procmaillooks for /etc/procmailrc andrc les in the/etc/procmailrcs directoryfor
default, system-wide Procmail ervironmentalvariablesand recipes.Procmailthen searchedor a
.procmailrc le intheusershomedirectory Many usersalsocreateadditionalrc les for Procmail

thatarereferredto within the .procmailrc le in theirhomedirectory
By default, no system-widec les exist in the/etc/ directoryandno .procmailrc les existin
ary users homedirectory Thereforeto useProcmail,eachusermustconstructa .procmailrc le

with speci c environmentvariablesandrules.

11.4.1. Procmail Con guration

The Procmailcon guration le containsimportantervironmentalvariables.Thesevariablesspecify
thingssuchaswhichmessagew® sortandwhatto dowith themessagethatdo notmatchary recipes.

Theseenvironmentalvariablesusually appearat the beginning of .procmailrc in the following
format:

< env-variable >="<val ue>"
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In thisexample,< env-variable > is thenameof thevariableand< value > de nesthevariable.

Thereare mary ervironmentvariablesnot usedby mostProcmailusersandmary of the moreim-
portantervironmentvariablesarealreadyde ned by a default value.Most of the time, thefollowing
variablesareused:

+ DEFAULT— Setsthe default mailboxwheremessagethatdo not matchary recipesareplaced.
Thedefault DEFAULTvalueis the sameas$ORGMAIL

+ INCLUDERC— Speci esadditionalrc les containingmorerecipesfor messageto be checled
againstThis breaksup the Procmailrecipelistsinto individual les thatful Il differentroles,such
asblocking spamandmanagingemail lists, that canthenbe turnedoff or on by usingcomment
characterén theusers .procmailrc le.

For example linesin ausers .procmailrc le maylook like this:
MAILDIR=$HOME/Msgs

INCLUDERC=$MAILDIR/l ist s.r ¢

INCLUDERC=$MAILDIR/s pamrc

If the userwantsto turn off Procmail ltering of their emaillists but leave spamcontrolin place,
they would commentutthe rst INCLUDERdine with a hashmarkcharacte(#).

+ LOCKSLEEP— Setsthe amountof time, in secondsbetweerattemptsy Procmailto usea partic-
ularlock le. Thedefaultis eightseconds.

+ LOCKTIMEOUT— Setsthe amountof time, in secondsthat must passafter a lock le was last
modi ed beforeProcmailassumeshatthelock le is old andcanbe deleted.The default is 1024
seconds.

+ LOGFILE — The le towhichary Procmailinformationor errormessagearewritten.

+ MAILDIR — Setsthe currentworking directoryfor Procmail.If set,all other Procmailpathsare
relative to this directory

« ORGMAIL— Speci esthe original mailbox, or anothemplaceto putthe messages they cannotbe
placedin thedefault or recipe-requiredocation.

By default, avalueof /var/spool/mail/$LOGNAME is used.

+ SUSPEND-— Setstheamountof time, in secondsthatProcmailpausesf anecessaryesourcesuch
asswapspaceijs notavailable.

+ SWITCHRG— Allows a userto specify an external le containingadditional Procmailrecipes,
muchlike the INCLUDERCoption, exceptthatrecipecheckingis actuallystoppedon the referring
con guration le andonly therecipesonthe SWITCHREspeci ed le areused.

+ VERBOSE— Cause$’rocmailto log moreinformation.This optionis usefulfor detugging.

Otherimportantervironmentalvariablesare pulled from the shell, suchas LOGNAMEwhich is the
login name;HOMEwhichis thelocationof thehomedirectory;andSHELL, whichis thedefault shell.

A comprehense explanationof all ervironmentsvariablesaswell astheirdefaultvaluess available
in theprocmailrc  manpage.

11.4.2. Procmail Recipes

New usersoften nd the constructionof recipesthe mostdif cult partof learningto useProcmail.
To some extent, this is understandableas recipes do their messagematching using regular
expressions which is a particular format used to specify quali cations for a matching string.
However, regular expressionsrenot very dif cult to constructandeven lessdif cult to understand
when read. Additionally, the consisteng of the way Procmail recipesare written, regardlessof
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regular expressionsmalesit easyto learnby example.To seeexample Procmailrecipes,refer to
Sectionl11.4.2.5RecipeExamples

Procmailrecipestake thefollowing form:
10 <flags >: < lockfile-name >

* < special-condi ti on-c haract er > < condition-1 >
* < special-condi ti on-c haract er > < condition-2 >
* < special-condi ti on-c haract er> < condition-N >

< special-actio n- char acte r > < act io n- to -p er fo rm>

The rst two charactersn a Procmailrecipearea colonandazero.Various ags canbe placedafter
the zeroto controlhow Procmailprocessetherecipe.A colonafterthe< flags > sectionspeci es
thatalock le is createdor thismessagdf alock le is createdthenamecanbespeci edby replacing
< lockfile-name >,

A recipecancontainseveral conditionsto matchagainstthe messagelf it hasno conditions,every

messagenatchegherecipe.Regularexpressionsreplacedin someconditionsto facilitatemessage
matching.If multiple conditionsare used,they mustall matchfor the actionto be performed.Con-

ditionsarechecled basedn the ags setin therecipes rst line. Optionalspecialcharacterplaced
afterthe* charactecanfurthercontrolthe condition.

The < action-to-perform > speci estheactiontaken whenthe messagenatcheoneof the con-
ditions. Therecanonly be oneactionperrecipe.In mary casesthe nameof a mailboxis usedhere
to directmatchingmessagemto that le, effectively sortingthe email. Specialactioncharactersnay
alsobe usedbeforethe actionis speci ed. Referto Section11.4.2.4SpecialConditionsand Actions
for moreinformation.

11.4.2.1. Delivering vs. Non-Delivering Recipes

The actionusedif the recipe matchesa particularmessagaletermineswvhetherit is considereda
deliveringor non-deliveringrecipe.A delivering recipecontainsan actionthatwritesthe messagé¢o
a le, sendg¢hemessagéo anotheprogramor forwardsthemessagéo anothelemailaddressA non-
delivering recipecoversary otheractions,suchasa nestingblod. A nestingblockis a setof actions,
containedn braceq }, thatareperformedon messagewhich matchtherecipes conditions Nesting
blocks can be nestedinside one another providing greatercontrol for identifying and performing
actionson messages.

Whenmessagematcha delivering recipe,Procmailperformsthe speci ed actionandstopscompar
ing themessagegainsiary otherrecipesMessageshatmatchnon-delvering recipescontinueto be
comparedagainsitherrecipes.

11.4.2.2. Flags

Flagsare essentiatto determinehow or if a recipes conditionsare comparedto a messageThe
following ags arecommonlyused:

- A— Speci esthatthisrecipeis only usedif thepreviousrecipewithoutanAora ag alsomatched
thismessage.

« a — Speci esthatthis recipeis only usedif the previousrecipewith anA or a ag alsomatched
this messagand wassuccessfullcompleted.

+ B— Parseghebodyof themessagandlooksfor matchingconditions.

+ b — Usesthe bodyin ary resultingaction,suchaswriting the messagéeo a le or forwardingit.
Thisis thedefault behaior.
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+ ¢ — Generateacarboncopy of theemail. Thisis usefulwith deliveringrecipessincetherequired
actioncanbe performedon the messagenda copy of the message&ancontinuebeingprocessed
intherc les.

- D— Makestheegrep comparisorcase-sensite. By default, the comparisorprocesss not case-
sensitve.

+ E— While similarto the A ag, the conditionsin therecipeare only comparedo the messagéf
theimmediatelyprecedingherecipewithoutanE ag did notmatch.Thisis comparableéo anelse
action.

- e — Therecipeis comparedo themessagenly if theactionspeci edin theimmediatelypreceding
recipefails.

- f — Usesthepipeasa lter.
+ H— Parsegheheadef themessagandlooksfor matchingconditions.This occursby default.
- h — Usestheheadeiin aresultingaction.This is the default behaior.

- w— Tells Procmailto wait for the speci ed Iter or programto nish, andreportswhetheror not
it wassuccessfubeforeconsideringhe messagdtered.

+ W— Isidenticalto wexceptthat"Programfailure" messagearesuppressed.
For adetailedlist of additional ags, referto theprocmailrc ~ manpage.

11.4.2.3. Specifying a Local Lockle

Lock les arevery usefulwith Procmailto ensurethat morethanone processloesnot try to altera
messagesimultaneouslySpecifya local lock le by placinga colon(: ) afterary ags on arecipes
rst line. Thiscreateslocallock le basednthedestinationle hamepluswhatever hasbeensetin
the LOCKEXTglobalervironmentvariable.

Alternatively, specifythe nameof thelocallock le to beusedwith thisrecipeafterthecolon.

11.4.2.4. Special Conditions and Actions

SpecialcharactersisedbeforeProcmailrecipeconditionsandactionschangethe way they areinter
preted.

Thefollowing charactersnay be usedafterthe * characteiat the beginning of a recipes condition
line:

- | — In theconditionline, this characteinvertsthe condition,causinga matchto occuronly if the
conditiondoesnot matchthemessage.

+ < — Checksf themessagés undera speci ed numberof bytes.
+ > — Checksf themessagés over aspeci ed numberof bytes.
Thefollowing charactergareusedto performspecialactions:

« 1 — In theactionline, this charactetells Procmailto forward the messagéo the speci ed email
addresses.

- $ — Refersto avariablesetearlierin therc le. Thisis oftenusedto setacommonmailboxthat
is referredto by variousrecipes.

. | — Startsaspeci edprogramto processthemessage.

- { and} — Constructsa nestingblock, usedto containadditionalrecipesto apply to matching
messages.
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If nospecialcharacters usedatthebeginningof theactionline, Procmailassumethattheactionline
is specifyingthe mailboxin which to write themessage.

11.4.2.5. Recipe Examples

Procmailis an extremely e xible program,but as a resultof this e xibility, composingProcmail
recipesfrom scratchcanbedif cult for new users.

The bestway to develop the skills to build Procmailrecipe conditionsstemsfrom a strongunder
standingof regularexpressiong€ombinedwith looking at mary examplesbuilt by others A thorough
explanationof regular expressionss beyond the scopeof this section.The structureof Procmail
recipesand useful sampleProcmailrecipescanbe found at variousplaceson the Internet(suchas
http://wwwiki. /era/procmaillinks.htm). The properuseandadaptatiorof regular expressionsan
bederivedby viewing theserecipeexamplesin addition,introductoryinformationaboutbasicregular
expressiorrulescanbefoundin thegrep manpage.

Thefollowing simpleexamplesdemonstrat¢he basicstructureof Procmailrecipesandcanprovide
thefoundationfor moreintricateconstructions.

A basicrecipemaynot evencontainconditions asis illustratedin thefollowing example:

:0:
new-mail.spoo |

The rst line speci esthata local lock le is to be createdbut doesnot specifya name,so Procmail
usesthe destinationle nameandappendghe valuespeci edin the LOCKEXTervironmentvariable.
No conditionis speci ed, so every messagenatchesthis recipeandis placedin the single spool
le called new-mail.spool , locatedwithin the directory speci ed by the MAILDIR ervironment
variable.An MUA canthenview messages this le.

A basicrecipe,suchasthis, canbe placedat theendof all rc les to direct messageto a default
location.

Thefollowing examplematchednessagefom a speci ¢ emailaddresandthrovs themaway.

0
* AFrom: spammer@domain. com
/dev/null

With this example,ary messagesentby spammer@domain.com aresentto the/dev/null  device,
deletingthem.

@Caution

Be certain that rules are working as intended before sending messages to /dev/null  for permanent
deletion. If a recipe inadvertently catches unintended messages, and those messages disappear, it
becomes dif cult to troubleshoot the rule.

A better solution is to point the recipe's action to a special mailbox, which can be checked from time
to time to look for false positives. Once satis ed that no messages are accidentally being matched,
delete the mailbox and direct the action to send the messages to /dev/null

Thefollowing recipegrabsemailsentfrom a particularmailing list andplacest in aspeci edfolder.

:0:
* AN(From|CC|To).*tux-lug
tuxlug
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Any messagesentfrom the tux-lug@domain.com  mailing list areplacedin thetuxiug mailbox
automaticallyfor the MUA. Notethatthe conditionin this examplematchegshe messagé it hasthe
mailing list's emailaddres®nthe From, CC or To lines.

Consultthemary Procmailonlineresourceswvailablein Section11.6Additional Resoucesfor more
detailedandpowerful recipes.

11.4.2.6. Spam Filters

Becauset is calledby Sendmail Post X, andFetchmailuponreceving new emails,Procmailcanbe
usedasa powerful tool for combatingspam.

This is particularly true when Procmailis usedin conjunctionwith SpamAssassini/hen usedto-
getherthesetwo applicationscanquickly identify spamemails,andsortor destrgy them.

SpamAssassinsesheaderanalysis,text analysis,blacklists,a spam-trackingdatabaseand self-
learningBayesiarspamanalysisto quickly andaccuratelyidentify andtagspam.

Theeasiestvay for alocal userto useSpamAssassiis to placethefollowing line nearthetop of the
~/.procmailrc le:

INCLUDERC-=/etc/mail/spam assa ssi n/sp amassas sin- def ault .rc

The /etc/mail/spamassassin/spamassassin-default.rc containsa simple Procmailrule
thatactvatesSpamAssassifor all incomingemail.If anemailis determinedo be spami,it is tagged
in the heademssuchandthetitle is prependedvith thefollowing pattern:

eGP AN
The messagéody of the emailis alsoprependedvith a runningtally of whatelementscausedt to
bediagnosedsspam.

To le emailtaggedasspam arule similarto thefollowing canbeused:

‘0 Hw

* AX-Spam-Status: Yes

spam

Thisrule les all emailtaggedn theheademsspaminto amailboxcalledspam.

SinceSpamAssassiis aPerlscript,it maybenecessarpnbusysenersto usethebinarySpamAssas-
sin daemon(spamd) andclient application(spamc). Con guring SpamAssassithis way, however,
requiresoot accesso thehost.

To startthe spamd daemontypethefollowing commandasroot:
Isbin/service spamassassin  start

To startthe SpamAssassidaemornwhenthe systemis booted,usean initscript utility, suchasthe
SewicesCon guration Tool (system-config-services ),toturnonthespamassassin  service.
Referto Sectionl.4.2Runlevel Utilities for moreinformationaboutinitscript utilities.

To con gure Procmailto usethe SpamAssassialient applicationinsteadof the Perlscript, placethe
following line nearthe top of the ~/.procmailrc le. For asystem-widecon guration, placeit in
/etc/procmailrc

INCLUDERC-=/etc/mail/spam assa ssi n/sp amassas sin- spamc.r ¢
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11.5. Mail User Agents

Therearescoref mail programsavailableunderRedHat Enterpriselinux. Therearefull-featured,
graphicalemail client programssuchasMozilla Mail or Ximian Evolution, aswell astext-based
emailprogramssuchasmutt .

For instructionson usingtheseapplicationsreferto the chaptettitied Email Applicationsin the Red
Hat EnterpriseLinux StepBy StepGuide

Theremainderof this sectionfocuseson securingcommunicatiorbetweerthe clientandsener.

11.5.1. Securing Communication

PopularMUAs includedwith RedHat EnterpriseLinux, suchasMozilla Mail, Ximian Evolution,
andmutt offer SSL-encrypte@mail sessions.

Like ary otherservicethat ows over a network unencryptedjmportantemail information, such
asusernamespasswerds,andentire messagesnay be interceptedand viewed by userson the net-
work. Additionally, sincethe standard®OPandIMAP protocolspassauthenticationinformationun-
encrypted;t is possiblefor an attacler to gainaccesgo useraccountsy collectingusernamesand
passwrdsasthey arepassedver the network.

11.5.1.1. Secure Email Clients

Most Linux MUAs designedo checkemail on remotesenerssupportSSL encryption.To useSSL
whenretrieving email,it mustbe enabledon boththe emailclientandsener.

SSLis easyto enableon the client-side often donewith the click of a buttonin the MUA's con gu-
rationwindow or via anoptionin the MUA's con guration le. Secure MAP andPOPhave known
portnumberg993and995,respectiely) thatthe MUA usesto authenticat@anddowvnloadmessages.

11.5.1.2. Securing Email Client Comm unications
Offering SSLencryptionto IMAP andPOPuserson theemailsener is a simplematter

First, createan SSL certi cate. This canbe donetwo ways: by applyingto a Certi cate Authority
(CA) for anSSL certi cate or by creatinga self-signecterti cate.

@Caution

Self-signed certi cates should be used for testing purposes only. Any server used in a production
environment should use an SSL certi cate granted by a CA.

To createa self-signedSSL certi cate for IMAP, changeo the/usr/share/ssl/certs/ directory
andtypethefollowing commandssroot:

rm -f imapd.pem

make imapd.pem

Answerall of thequestiondo completethe process.

To createa self-signedSSL certi cate for POR changeto the /usr/share/ssl/certs/ directory
andtypethefollowing commandssroot:

rm -f ipop3d.pem
make ipop3d.pem
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Again,answerall of thequestiongo completethe process.

Impor tant

Please be sure to remove the default imapd.pem and ipop3d.pem les before issuing each make
command.

Once nished, executethe/shin/service xinetd restart commando restarthexinetd dae-
monwhich controlsimapd andipop3d .

Alternatiely, thestunnel commandanbeusedasanSSLencryptionwrapperaroundthestandard,
non-securelaemonsimapd or pop3d .

Thestunnel programusesexternal OpenSSLUibrariesincludedwith RedHat EnterpriseLinux to
provide strongcryptographyandprotectthe connectionsilt is bestto applyto a CA to obtainan SSL
certi cate, but it is alsopossibleto createa self-signecterti cate.

To createa self-signedSSL certi cate, changeo the /usr/share/ssl/certs/ directory andtype
thefollowing command:

make stunnel.pem

Again,answerall of thequestiongo completethe process.

Oncethecerti cate is generatedit is possibleto usethe stunnel commando starttheimapd mail
daemorusingthefollowing command:

lusr/sbin/stunnel -d 993 -l /usr/sbin/imapd imapd

Oncethis commands issued,it is possibleto openan IMAP email client and connectto the email
senerusingSSLencryption.

To startthepop3d usingthestunnel commandtypethefollowing command:

Jusr/sbin/stunnel -d 995 -l /usr/shin/pop3d pop3d

For more information about how to use stunnel , read the stunnel man page or refer to
the documentsin the /usr/share/doc/stunnel- < version-number >/ directory where
<version-number > is theversionnumberfor stunnel

11.6. Additional Resources

Thefollowing is alist of additionaldocumentatiomboutemailapplications.

11.6.1. Installed Documentation

- Informationoncon guring Sendmaiis includedwith thesendmail andsendmail-cf  packages.

- lusr/share/sendmail-cf/README.cf — Containsinformation on m4, le locationsfor
Sendmail supportednailers,how to acces&nhancedeaturesandmore.

In addition,thesendmail andaliases manpagescontainhelpful informationcovering various
Sendmailoptionsandthe propercon guration of the Sendmailetc/mail/aliases le.
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« lusr/share/doc/postfix- < version-number > — Containsa large amountof information
aboutwaysto con gure Post x. Replace< version-number > with theversionnumberof Post-
X.

Jusr/share/doc/fetchmail- < version-number > — Containsa full list of Fetchmailfea-
turesin the FEATURESIle andanintroductoryFAQdocumentReplace< version-number >
with the versionnumberof Fetchmail.

lusr/share/doc/procmail- < version-number > — ContainsaREADMEe thatprovidesan
overviev of Procmail,a FEATURESIe thatexploresevery programfeature,andan FAQ le with
answerg¢o mary commoncon guration questionsReplace< version-number > with thever
sionnumberof Procmail.

Whenlearninghow Procmailworks andcreatingnew recipes the following Procmailmanpages
areinvaluable:

- procmail — Providesanoverviev of hov Procmailworksandthe stepsinvolvedwith Itering
email.

. procmailrc  — Explainstherc le formatusedto constructrecipes.

. procmailex — Givesanumberof useful,real-world examplesof Procmailrecipes.

- procmailsc — Explainstheweightedscoringtechniqueusedby Procmailto matcha particular

recipeto amessage.

.

lusr/share/doc/spamassassin- < version-number >/ — Containsalarge amountof in-
formationpertainingto SpamAssassirReplace< version-number > with theversionnum-
berof thespamassassin  package.

11.6.2. Useful Websites

« http://wwwredhat.com/mirrors/LDP/H®TO/Mail-Administrator-HOWTO.html — Provides an
overview of howv email works, and examinespossibleemail solutionsand con gurationson the
clientandsener sides.

- http://wwwredhat.com/mirrors/LDP/H@TO/Mail-User-HONTO/ — Looks at email from the
users perspectie, investigatevariouspopularemail client applicationsandgivesanintroduction
to topicssuchasaliasesforwarding,auto-replyingmailing lists, mail Iters, andspam.

« http://wwwredhat.com/mirrors/LDP/H@TO/mini/Seare-POP+SSH.html— Demonstratesa
way to retrieve POP email using SSH with port forwarding, so that the email passwerds and
messagearetransferredsecurely

- http://wwwsendmail.net/— Containsnews, intervievs, andarticlesconcerningSendmail jinclud-
ing anexpandedview of themary optionsavailable.

+ http://wwwsendmail.ay/ — Offersathoroughtechnicabreakdan of Sendmaifeaturesandcon-
guration examples.

« http://wwwpost x.org/ — The Post x projecthomepagecontainsa wealthof informationabout
Post x. Themailing list is a particularlygoodplaceto look for information.

http://catborg/~esr/féchmai/ — The homepagefor Fetchmail featuringan online manual,anda
thoroughFAQ.

« http://wwwprocmail.og/ — Thehomepagefor Procmailwith links to assortednailing lists dedi-
catedto Procmailaswell asvariousFAQ documents.

« http://wwwling.helsinki. /users/eriksso/pr@amai/mini-fag.html — An excellent Procmail FAQ,
offerstroubleshootingdips, detailsabout le locking,andtheuseof wildcardcharacters.
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« http://wwwuwasa. /~ts/info/protips.html— Containsdozensof tips that male using Procmail
mucheasier Includesinstructionson how to test.procmailrc les anduseProcmailscoringto
decideif a particularactionshouldbe taken.

- http://wwwspamassassinglr— Theof cial siteof the SpamAssassiproject.

11.6.3. Related Books

+ Sendmaiby Bryan Costaleswith Eric Allman et al; O'Reilly & Associates— A good Sendmail
referencewritten with the assistancef the original creatorof DelivermailandSendmail.

- Remeing the Spam:Email Processingand Filtering by Geof Mulligan; Addison-Wesley Pub-
lishing Compary — A volumethatlooks at variousmethodsusedby email administratoraising
establishedools,suchasSendmailndProcmail to managespamproblems.

- Internet Email Protocols: A Developers Guide by Kevin Johnson;Addison-Weslg/ Publishing
Compary — Providesa very thoroughreview of majoremail protocolsandthe securitythey pro-
vide.

« Managing IMAP by DiannaMullet andKevin Mullet; O'Reilly & Associates— Detailsthe steps
requiredto con gure anIMAP sener.

- RedHat EnterpriseLinux SecurityGuide RedHat, Inc. — The ServerSecuritychapterexplains
waysto secureéSendmailandotherservices.



Chapter 12.
Berkele y Internet Name Domain (BIND)

On mostmodernnetworks, including the Internet,userslocateothercomputersy name.This frees

usersfrom the dauntingtask of rememberinghe numericalnetwork addresf network resources.
The mosteffective way to con gure a network to allow suchname-basedonnectionss to setup a

DomainNameServicg DNS or anameservemwhichresoleshostnamesnthenetwork to numerical
addresseandvice versa.

This chapterreviews the nameserer includedin Red Hat EnterpriseLinux, the Berleley Internet
NameDomain (BIND) DNS sener, with an emphasion the structureof its con guration les and
how it maybeadministeredothlocally andremotely

Forinstructionsoncon guring BIND usingthegraphicalDomain NameSewice Con guration Tool
(redhat-config-bind ), referto the chaptercalled BIND Con guration in the RedHat Enterprise
Linux SystemAdministation Guide

&Warning

If using the Domain Name Service Con guration Tool, do not manually edit any BIND con gur ation
les as all changes are overwritten the next time the Domain Name Service Con guration Tool is
used.

12.1. Introduction to DNS

Whenhostson a network connectto oneanothervia a hostnamealsocalleda fully quali ed domain
name(FQDN), DNS is usedto associatéhe namesf machinego thelP addresdor the host.

Use of DNS and FQDNs also hasadwantagedor systemadministratorsallowing the e xibility to
changethe IP addresdor a hostwithout effecting name-basedueriesto the machine.Corversely
administratorganshufe which machinesandleaname-baseduery

DNS is normallyimplementedusingcentralizedsenersthat are authoritatie for somedomainsand
referto otherDNS senersfor otherdomains.

Whena client hostrequestsnformationfrom anameserer, it usuallyconnectgo port53. Thename-
senerthenattemptgo resohe theFQDNbasednits resoler library, whichmaycontainauthoritatve

informationaboutthe hostrequestedr cachedlatafrom anearlierquery If thenamesersr doesnot
alreadyhave the answerin its resoler library, it queriesothernameserers,calledroot nameserves,

to determinewhich namesersrs are authoritatve for the FQDN in question.Then,with that infor-

mation, it queriesthe authoritatve nameserersto determinethe IP addres®of therequestedhost. If

performinga reverselookup, the sameprocedurés used.exceptthe queryis madewith anunknavn

IP addressatherthananame.

12.1.1. Nameserver Zones

On the Internet,the FQDN of a host can be broken down into different sections.Thesesections
are organizedinto a hierarchy(muchlike a tree),with a main trunk, primary branchessecondary
branchesandsoforth. Considerthefollowing FQDN:

bob.sales.example.com
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Whenlooking athow anFQDN is resoledto nd thelP addresghatrelatesto a particularsystem,
readthe namefrom right to left, with eachlevel of the hierarchydivided by periods(. ). In this
example,com de nesthetoplevel domainfor thisFQDN. Thenameexample is a sub-domairunder
com, while sales is a sub-domairunderexample . The namefurthestto the left, bob, identi es a
speci c machinehostname.

Exceptfor the hostnamegachsectionis a called a zone which de nes a speci c namespaceA
namespaceontrolsthe namingof the sub-domaingo its left. While this exampleonly containstwo
sub-domainsa FQDN mustcontainat leastonesub-domairbut mayincludemary more,depending
uponhow thenamespaces organized.

Zonesare de ned on authoritatve nameserers throughthe use of zone les, which describethe
namespacef thatzonethemail senersto be usedfor a particulardomainor sub-domainandmore.
Zone les arestoredon primary nameserver (alsocalled masternameserves), which aretruly au-
thoritatve and wherechangesare madeto the les, and secondarynameserver (also called slave
nameservey), which receve theirzone les from the primarynameserers.Any hamesergr canbea
primaryandsecondannameserer for differentzonesatthe sametime, andthey mayalsobe consid-
eredauthoritatve for multiple zoneslt all depend®n how thenameserer is con gured.

12.1.2. Nameser ver Types
Therearefour primary namesersr con gurationtypes:

+ master— Storesoriginal and authoritatre zonerecordsfor a namespaceand answersqueries
aboutthe namespacé&om othernameserers.

- slave— Answersqueriesfrom other nameserers concerningnamespacefor which it is con-
sideredan authority However, slave nameserers get their namespacénformation from master
nameserers.

- cading-only— Offers nameto IP resolutionservicesbut is not authoritatve for ary zones.An-
swersfor all resolutionsarecachedn memoryfor a x ed periodof time, whichis speci ed by the
retrieved zonerecord.

. forwarding — Forwardsrequestdo a speci c list of nameserersfor nameresolution.If noneof
the speci ednamesererscanperformtheresolution the resolutionfails.

A nameserer maybeoneor moreof thesetypes.For example,anameserer canbeamasterfor some
zonesaslave for others,andonly offer forwardingresolutionsor others.

12.1.3. BIND as a Nameser ver

BIND performsnameresolutionservicesthroughthe /usr/shin/named daemonBIND alsoin-
cludesanadministratiorutility called/usr/sbin/rndc .Moreinformationaboutrndc canbefound
in Section12.4Usingrndc .

BIND storests con guration les in thefollowing locations:

« /etc/named.conf — Thecon guration le for thenamed daemon.

- Ivar/named/  directory— The named working directorywhich storeszone,statistic,and cache
les.

Thenext few sectiongeview the BIND con guration les in moredetail.
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12.2. /etc/named.conf

Thenamed.conf le is acollectionof statementsisingnestedoptionssurroundedy openingand
closingellipsecharacters{ }. Administratorsmustbe carefulwhenediting named.conf to avoid
syntacticalerrorsasmary seeminglyminor errorspreventthe named servicefrom starting.

&Warning

Do not manually edit the /etc/named.conf le orany les inthe /var/named/  directory if you are
using the Domain Name Service Con guration Tool. Any manual changes to those les are over-
written the next time the Domain Name Service Con guration Tool is used.

A typicalnamed.conf le is organizedsimilar to thefollowing example:

< statement-1
< option-1
< option-2
< option-N

[* < statement-1-name >"] [ < statement-1-class >] {

>
>,
g
>
b

< statement-2 > [" < statement-2-name >"] [ < statement-2-class >] {
<option-1 > ;
<option-2 > ;
< option-N >

I8

< statement-N > [" < statement-N-name > "] [ < statement-N-class >] {
<option-1 >
<option-2 > ;
< option-N > ;

12.2.1. Common Statement Types
Thefollowing typesof statementarecommonlyusedin /etc/named.conf

12.2.1.1. acl Statement

Theacl statementor acces<ontrolstatementjle nes groupsof hostswhich canthenbe permitted
or deniedaccesdo thenameserer.

An acl statementakesthefollowing form:

acl <acl-name > {
< match-element > ;
[ < match-element >; ..]

b

In this statementreplace< acl-name > with the name of the accesscontrol list and replace
< match-element > with a semi-colonseparatedist of IP addressesMost of the time, an
individual IP addressor IP network notation (suchas 10.0.1.0/24 ) is usedto identify the IP
addressewithin theacl statement.

Thefollowing accesontrollists arealreadyde ned askeywordsto simplify con guration:

- any — Matchesevery IP address.
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+ localhost — Matchesary IP addressn useby thelocal system.
+ localnets — Matchesary IP addres®n ary network to which thelocal systemis connected.
+ none — Matchesno IP addresses.

Whenusedin conjunctionwith other statement§suchasthe options  statement)acl statements
canbevery usefulin preventingthe misuseof a BIND namesersr.

Thefollowing examplede nestwo accesgontrollists andusesanoptions  statemento de ne how
they aretreatedby thenameseresr:

acl black-hats {
10.0.2.0/24;
192.168.0.0/24;
h

acl red-hats {
10.0.1.0/24;

b

options  {
blackhole  { black-hats; }
allow-query { red-hats; IS
allow-recursion { red-hats; }

This example contains two accesscontrol lists, black-hats and red-hats . Hosts in the
black-hats  list are deniedaccesgo the nameserer, while hostsin the red-hats  list are given
normalaccess.

12.2.1.2. include Statement

Theinclude statementllows les to beincludedin anamed.conf le. In thisway, sensitve con-
guration data(suchaskeys ) canbeplacedin aseparatele with restrictve permissions.

Aninclude statementakesthefollowing form:
include "< file-name >"

In this statementg file-name > is replacedwith anabsolutepathto a le.

12.2.1.3. options  Statement

Theoptions statementle nes global sener con guration optionsandsetsdefaultsfor otherstate-
ments.It canbe usedto specifythe location of the named working directory the typesof queries
allowed,andmuchmore.

Theoptions  statementakesthefollowing form:
options  {

< option >;
[<option >; ..]
h
In this statementthe< option > directvesarereplacedvith avalid option.
Thefollowing arecommonlyusedoptions:
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« allow-query — Speci eswhich hostsareallowedto querythis nameserer. By default, all hosts
areallowedto query An accesgontrollist, or collectionof IP addressesr networks maybe used
hereto only allow particularhoststo querythe nameserer.

« allow-recursion — Similar to allow-query , this option appliesto recursie queries By de-
fault, all hostsareallowedto performrecursve querieson thenameserer.

« blackhole — Speci eswhich hostsarenotallowedto querythesener.

- directory — Speci es the named working directory if different from the default value,
Ivar/named/

. forward — Speci estheforwardingbehaior of aforwarders  directie.
Thefollowing optionsareaccepted:

. first — Speci esthatthe namesererslistedin the forwarders  directve be queriedbefore
named attemptgo resole the nameitself.

. only — Speci esthatnamed doesnot attemptnameresolutionitself in the event queriesto
nameserersspeci edin theforwarders  directive fail.

. forwarders — Speci esalist of valid IP addressefor nameserers whererequestshouldbe
forwardedfor resolution.

- listen-on  — Speci esthe network interfaceon which named listensfor queries By default, all
interfacesareused.

Usingthis directive on a DNS sener which alsoactsa gatevay, BIND canbe con guredto only
answemueriesthatoriginatefrom oneof thenetworks.

A listen-on  directive lookslike thefollowing example:
options  {
listen-on { 10.0.1.1; }
h
In this example,only requestshat arrive from the network interface servingthe private network
(10.0.1.1 ) areaccepted.

- notify — Controlswhethernamed noti es the slave senerswhena zoneis updatedlIt accepts
thefollowing options:

. yes — Noti es slave seners.
- no — Doesnot notify slave seners.

- explicit ~ — Only noti es slave senersspeci edin an also-notify list within a zonestate-
ment.
+ pid-file — Speci esthelocationof theprocesdD le createdby named.
« root-delegation-only — Turnson the enforcemenbdf delegation propertiesin top-level do-

mains(TLDs) androotzoneswith anoptionalexcludelist. Delegationis theproces®of separating
singlezoneinto multiple subzonesln orderto createa delegatedzone,itemsknowvn asNSrecods
are used.NameSerer records(delagyation records)announcehe authoritatve nameserers for a
particularzone.

The following root-delegation-only examplespeci esan excludelist of TLDs from whom
undelgatedresponseareexpectedandtrusted:
options  {
root-delegation-only exclude { "ad"; "ar"; “biz"; “er'; “cu; "de"; "dm"; "id;
“lu"; v "md"; "ms"; "museum”; "name"; "no"; "pa’;

"pf"; "se";  "sr'; "to"; "tw'; o 'us'; o "wy"; )
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- statistics-file — Speci esanalternatdocationfor statisticsles. By default, named statis-
tics aresavedto the/var/named/named.stats le.

Dozens of other options are also available, mary of which rely upon one another to
work properly Refer to the BIND 9 Administator Refeence Manual referenced in
Section12.7.1InstalledDocumentatiorandthebind.conf = manpagefor moredetails.

12.2.1.4. zone Statement

A zone statementle nesthecharacteristicef azonesuchasthelocationof its con guration le and
zone-speci coptions.This statementanbe usedto overridetheglobal options ~ statements.

A zone statementakesthefollowing form:
zone < zone-name > < zone-class > {
< zone-options > ;

[ < zone-options  >; ..]
h
In this statementg zone-name > is the nameof the zone,< zone-class > is theoptionalclass
of thezone,and< zone-options > is alist of optionscharacterizinghezone.

The < zone-name > attribute for the zone statements particularly important. It is the default
value assignedfor the $ORIGIN directive usedwithin the correspondingzone le locatedin the
Ivar/named/  directory The named daemonappendghe nameof the zoneto ary non-fully qual-
i ed domainnamelistedin thezone le.

For example,if azone statementle nesthenamespactor example.com , useexample.com asthe
< zone-name > soit is placedat theendof hostnamesvithin the example.com zone le.

For moreinformationaboutzone les, seeSection12.3ZoneFiles.
Themostcommonzone statemenbptionsincludethe following:

- allow-query — Speci estheclientsthatareallowed to requesinformationaboutthis zone.The
defaultis to allow all queryrequests.

« allow-transfer — Speci estheslave senersthatareallowedto request transferof thezones
information.Thedefaultis to allow all transferequests.

- allow-update =~ — Speci esthehoststhatareallowedto dynamicallyupdateinformationin their
zone.Thedefaultis to dery all dynamicupdaterequests.

Be carefulwhenallowing hoststo updateinformationabouttheir zone.Do not enablethis option
unlesghehostspeci edis completelytrustedIn generaljt betterto have anadministratomanually
updatetherecordsfor azoneandreloadthe named service.

- file — Speciesthe nameof the le in the named working directorythat containsthe zones
con gurationdata.

- masters — Speci esthelP addresseBom whichto requestuthoritatie zoneinformationandis
usedonly if thezoneis de ned astype slave .

- notify — Speci eswhetheror not named noti es the slave senerswhenazoneis updatedThis
directive acceptghefollowing options:

. yes — Noti es slave seners.
- no — Doesnot notify slave seners.

- explicit ~ — Only noti es slave senersspeci ed in an also-notify list within a zonestate-
ment.
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- type — De nesthetypeof zone.
Below is alist of valid options:

- delegation-only — Enforceghedelgationstatusof infrastructureonessuchasCOM, NET,
or ORG. Any answerthat is receved without an explicit or implicit delegation is treatedas
NXDOMAINThis optionis only applicablein TLDs or rootzone les usedin recursve or caching
implementations.

. forward — Forwardsall requestdor informationaboutthis zoneto othernameserers.

- hint — A specialtype of zoneusedto point to the root nameserers which resole queries
whena zoneis not otherwiseknown. No con guration beyond the default is necessaryvith a
hint zone.

- master — Designateshe nameserer asauthoritatve for this zone.A zoneshouldbe setasthe
master if thezones con guration les resideonthe system.

- slave — Designateshenamesererasaslave senerfor thiszone.Also speci esthelP address
of themastemamesersr for thezone.

+ zone-statistics — Congures named to Kkeep statistics concerning this zone,
writing them to either the default location (/var/named/named.stats ) or the
le listed in the statistics-file option in the server statement. Refer to

Section12.2.20ther StatemenTypesfor moreinformationabouttheserver statement.

12.2.1.5. Sample zone Statements

Most changego the /etc/named.conf le of amasteror slave nameserer involvesadding,mod-
ifying, or deletingzone statementsWhile thesezone statementancontainmary options,most
nameserersrequireonly a small subseto function ef ciently. The following zone statementare
very basicexamplesllustratinga masterslaze nameserer relationship.

Thefollowing is anexampleof azone statemenfor the primary nameserer hostingexample.com
(192.168.0.1 ):

zone ‘“"example.com" IN {
type master;
file  “example.com.zone";
allow-update { none; }

I8

In the statementthe zoneis identi ed asexample.com , thetypeis setto master , andthe named
serviceis instructedto readthe /var/named/example.com.zone le. It alsotells named not to
allow ary otherhoststo update.

A slave sener's zone statemenfor example.com is slightly differentfrom the previous example.
Foraslave sener, thetypeis setto slave andin placeof theallow-update  lineis adirectie telling
named the P addres®f themastersener.

Thefollowing is anexampleslave sener zone statementor example.com zone:

zone ‘“"example.com"  {

type slave;

file  “example.com.zone";
masters { 192.168.0.1; }
h
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This zone statementcon gures named on the slave sener to query the mastersener at the
192.168.0.1  IP addresdor informationaboutthe example.com zone.Theinformationthe slave
senerrecevesfrom the mastersener is savedto the /var/named/example.com.zone le.

12.2.2. Other Statement Types

Thefollowing is alist of lesseusedstatementypesavailablewithin named.conf :

« controls — Con gures varioussecurityrequirementsiecessaryo usethe rndc commandto
administetthe named service.

Referto Section12.4.1Con guring /etc/named.conf to learnmore abouthow the controls
statemenis structuredandavailableoptions.

- key "<key-name >" — De nes aparticularkey by name.Keys areusedto authenticatearious
actions suchassecureupdatesr theuseof therndc commandTwo optionsareusedwith key :

. algorithm < algorithm-name > — Thetypeof algorithmused suchasdsa or hmac-md5.

. secret "<key-value >" — Theencryptedkey.
Referto Section12.4.2Con guring /etc/rndc.conf forinstructiononhow towrite akey state-
ment.

+ logging — Allows for the useof multiple typesof logs, called channels By usingthe channel

option within the logging  statementa customizedype of log, with its own le name(file ),
sizelimit (size ), versioning(version ), andlevel of importanceseverity ), canbeconstructed.
Oncea customizecchannehasbeende ned, acategory optionis usedto catgorizethechannel
andbegin loggingwhennamed is restarted.

By default, named logs standard messagesto the syslog daemon, which places them

in  /var/log/messages . This occurs because several standard channels are built

into BIND with various severity levels, such as one that handles informational logging

messages(default_syslog ) and another that specically handles delugging messages
(default_debug ). A default catgyory, calleddefault , usesthe built-in channels¢o do normal

loggingwithoutary specialcon guration.

Customizingthe logging processcan be a very detailedprocessandis beyond the scopeof this
chapterFor informationon creatingcustomBIND logs, referto the BIND 9 Administator Refer
enceManualreferencedn Section12.7.1InstalledDocumentation

-+ server — Speci esoptionsthataffect howv named shouldrespondo remotenameserers,espe-
cially in regardsto noti cations andzonetransfers.

The transfer-format option controlswhetheroneresourcerecordis sentwith eachmessage
(one-answer ) or multiple resourcaecordsare sentwith eachmessagé€many-answers ). While
many-answers is moreefcient, only never BIND nameserersunderstandt.

« trusted-keys — Containsassortedpublic keys usedfor secureDNS (DNSSEC). Refer to
Section12.5.3Securityfor moreinformationconcerningBIND security

« view "<view-name >" — Createspecialviews dependingiponwhich network the hostquery-
ing thenameserer is on. This allows somehoststo receve oneanswerregardingazonewhile other
hostsreceve totally differentinformation.Alternatively, certainzonesmayonly be madeavailable
to particulartrustedhostswhile non-trustechostscanonly make queriesfor otherzones.

Multiple views may be used,but their namesmustbe unique.The match-clients option spec-

i es the IP addressethat apply to a particularview. Any options ~ statementsnay alsobe used

within a view, overriding the global optionsalreadycon gured for named. Mostview statements
containmultiple zone statementshatapplyto the match-clients list. The orderin which view



Chapter 12.Berkeley Inter net Name Domain (BIND) 189

statementsarelisted is important,asthe rst view statementhatmatchesa particularclient's IP
addresss used.

Referto Section12.5.2Multiple Viewsfor moreinformationabouttheview statement.

12.2.3. Comment Tags

Thefollowing is alist of valid commentagsusedwithin named.conf :

- /I — Whenplacedatthebeaginningof aline, thatline is ignoredby named.
- # — Whenplacedat thebeginning of aline, thatline is ignoredby named.
- ¥ and* — Whentext is enclosdn thesetags,theblock of text is ignoredby named.

12.3. Zone Files

Zone les containinformation abouta namespacand are storedin the named working directory
Ivar/named/ , by default. Eachzone le is namedaccordingto the file  option datain the zone

statementysuallyin away thatrelatesto the domainin questionandidenti es the le ascontaining
zonedata,suchasexample.com.zone

Eachzone le maycontaindirectivesandresoucereconds Directivestell thenameserer to perform
tasksor apply specialsettingsto thezone.Resourceecordsde ne theparametersf thezoneandas-
signidentitiesto individual hosts Directivesareoptional ,but resourceecordsarerequiredto provide
nameserviceto azone.

All directvesandresourceecordsshouldbe entereconindividual lines.
Commentsanbeplacedaftersemicoloncharacterg; ) in zone les.

12.3.1. Zone File Directives

Directivesbegin with thedollar signcharacte($) followed by thenameof thedirective. They usually
appeamtthetop of thezone le.

Thefollowing arecommonlyuseddirecties:

+ $INCLUDE— Con guresnamed to includeanotherzone le in thiszone le attheplacewherethe
directve appearsThis allows additionalzonesettingsto be storedapartfrom themainzone le.

+ $ORIGIN — Appendsthe domainnameto unquali ed records,suchasthosewith the hostname
andnothingmore.

For example,azone le maycontainthefollowing line:
$ORIGIN example.com.

Any namesusedin resourcerecordsthat do not endin a trailing period(. ) are appendedwith
example.com .

' ; Note

The use of the $ORIGIN directive is unnecessary if the zone is specied in /etc/named.conf
because the zone name is used as the value for the $ORIGIN directive by default.
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+ $TTL — Setsthe default Time to Live (TTL) value for the zone.This is the length of time, in
secondsa zoneresourcerecordis valid. Eachresourcerecord can containits own TTL value,
which overridesthis directive.

Increasinghis valueallows remotenameserersto cachethe zoneinformationfor alongerperiod
of time, reducingthe numberof queriesfor the zoneandlengtheninghe amountof time required
to proliferateresourcaecordchanges.

12.3.2. Zone File Resour ce Records
Theprimarycomponenbf azone le is its resourcaecords.
Therearemary typesof zone le resourceecordsThefollowing areusedmostfrequently:

« A— Addressrecord,which speci esan|P addresgo assignto aname asin this example:
< host > IN A < IP-address >

If the< host > valueis omitted,thenan A recordpointsto a default IP addresdor the top of the
namespacel his systemis thetamgetfor all non-FQDNrequests.

Considerthefollowing A recordexamplesfor theexample.com zone le:
IN A 10.0.1.3
serverl IN A 10.0.1.5

Requestdor example.com arepointedto 10.0.1.3,while requestdor serverl.example.com
arepointedto 10.0.1.5.

« CNAME— Canonicahamerecord,mapsonenameto anotherThis typeof recordis alsoknowvn as
analiasrecord.

The next exampletells named thatary requestsentto the< alias-name > shouldpointto the
host, < real-name >. CNAMEecordsare mostcommonlyusedto point to servicesthat usea
commonnamingschemesuchaswwwfor Webseners.

< alias-name > IN CNAME < real-name >

In the following example,an A recordbindsa hostnamedo an IP addresswhile a CNAMBEecord
pointsthe commonlyusedwwwhostnameo it.

serverl IN A 10.0.1.5

www IN CNAME  serverl

+ MX— Mail eXchangeecord,which tells wheremail sentto a particularnamespaceontrolledby
this zoneshouldgo.
IN MX < preference-value > < email-server-name >

In thisexample the< preference-value > allows numericakankingof theemailsenersfor a
namespacaiving preferenceéo someemail systemsver others.The MXresourceecordwith the
lowest < preference-value > is preferredover the others.However, multiple email seners
canpossesthe samevalueto distribute emailtrafc evenly amongthem.

The< email-server-name > maybeahosthamer FQDN.

IN MX 10 mail.example.com.
IN MX 20 mail2.example.com.
In this example, the rst mail.example.com email sener is preferred to the

mail2.example.com  emailsenerwhenreceving emaildestinedor the example.com domain.
« NS— NameSerer record,which announceshe authoritatve nameserersfor a particularzone.

Thisis anexampleof anNSrecord:
IN NS < nameserver-name >

The< nameserver-name > shouldbea FQDN.
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Next, two nameserersarelisted asauthoritatve for the domain.It is notimportantwhetherthese
nameserersareslavesor if oneis amasterthey arebothstill considereduthoritatie.

IN NS dnsl.example.com.

IN NS dns2.example.com.

« PTR— PoinTeRrecord,designedo pointto anothepartof thenamespace.

PTRrecordsare primarily usedfor reversenameresolution,asthey point IP addressebackto a
particularname.Referto Section12.3.4ReverseNameResolutiorZoneFiles for more examples
of PTRrecordsn use.

« SOA— StartOf Authority resourcerecord,proclaimsimportantauthoritatve informationabouta
namespacto thenameserer.

Locatedafterthedirectves,an SOAresourceecordis the rst resourcaecordin azone le.
Thefollowing exampleshaws the basicstructureof an SOAresourceecord:

@ IN SOA < primary-name-server > < hostmaster-email > (
< serial-number >
< time-to-refresh >

< time-to-retry >

< time-to-expire >

< minimum-TTL > )
The @symbolplacesthe $ORIGIN directive (or the zones name,if the $ORIGIN directive is not
set) asthe namespacéeing de ned by this SOAresourcerecord. The hostnameof the primary
nameserer thatis authoritatve for this domainis the < primary-name-server > directve,
and the email of the personto contactaboutthis namespacés the < hostmaster-email >
directve.

The< serial-number > directve is anumericalvalueincrementedevery time thezone le is

alteredto indicateit is time for named to reloadthe zone.The < time-to-refresh > directive

is the numericalvalue slave seners useto determinehow long to wait beforeaskingthe master
nameserer if ary changediave beenmadeto the zone.The < serial-number > directveis a
numericalvalueusedby the slave senersto determinef it is usingoutdatedzonedataandshould
thereforerefreshit.

The < time-to-retry > directve is a numericalvalue usedby slave senersto determinethe
length of time to wait beforeissuinga refreshrequestin the event the masternameserer is not
answeringlf the masterthasnotrepliedto arefreshrequesbeforethe amountof time speci edin
the< time-to-expire > directive elapsestheslave senersstoprespondingasanauthorityfor
requestzoncerninghatnamespace.

The< minimum-TTL > directve is thequantityof time othernamesersrscachethezones infor-
mation.

Whencon guring BIND, all timesarespeci edin secondsHowever, it is possibleto useabbrei-
ationswhen specifyingunits of time otherthansecondssuchasminutes(M, hours(H), days(D),
andweeks(W. Thetablein Table12-1shavs anamountof time in secondandtheequialenttime
in anotherformat.

Seconds Other Time Units
60 1M

1800 30M

3600 1H

10800 3H

21600 6H

43200 12H




192 Chapter 12. Berkeley Inter net Name Domain (BIND)

Seconds Other Time Units
86400 1D

259200 3D

604800 1w

31536000 365D

Table 12-1.Secondscompared to other time units

Thefollowing exampleillustratestheform an SOAresourceecordmight take whenit is populated
with realvalues.

@ IN SOA dnsl.example.com. hostmaster.example.com. (
2001062501 ; serial
21600 ; refresh after 6 hours
3600 ; retry after 1 hour
604800 ; expire after 1 week
86400 ) ;. minimum TTL of 1 day

12.3.3. Example Zone File

Seenindividually, directives and resourcerecordscan be dif cult to grasp.However, when placed
togethetin asingle le, they becomeeasiertto understand.

Thefollowing exampleshavs a very basiczone le.

$ORIGIN example.com.

$TTL 86400
@ IN SOA dnsl.example.com. hostmaster.example.com. (
2001062501 ; serial
21600 ; refresh after 6 hours
3600 ; retry after 1 hour
604800 ; expire after 1 week
86400 ) ;. minimum TTL of 1 day
IN NS dnsl.example.com.
IN NS dns2.example.com.
IN MX 10 mail.example.com.
IN MX 20 mail2.example.com.
IN A 10.0.1.5
serverl IN A 10.0.1.5
server2 IN A 10.0.1.7
dnsl IN A 10.0.1.2
dns2 IN A 10.0.1.3
ftp IN CNAME serverl
mail IN CNAME serverl
mail2 IN CNAME server2
WWW IN CNAME server2

In this example,standarddirectves and SOAvaluesare used.The authoritatve nameserers are set
asdnsl.example.com anddns2.example.com ,whichhave Arecordsthattie themto 10.0.1.2
and10.0.1.3 , respectiely.

Theemailsenerscon guredwith the MXrecordspointto serverl andserver2 via CNAMEecords.
Sincethe serverl andserver2 namesdo not endin atrailing period(. ), the $ORIGIN domain
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is placedafter them, expandingthem to serverl.example.com and server2.example.com
ThroughtherelatedA resourceecordstheir IP addressesanbedetermined.

FTPandWebservicesavailableatthe standardtp.example.com  andwww.example.com names,
arepointedat the appropriatesenersusingCNAMEecords.

12.3.4. Reverse Name Resolution Zone Files

A reversenameresolutionzone le is usedto translatean IP addressn a particularnamespaceto a
FQDN. It looksvery similarto a standardzone le, exceptthatPTRresourceecordsareusedto link
thelP addresset afully quali ed domainname.

A PTRrecordlookssimilarto this:

< last-IP-digit > IN PTR < FQDN-of-system >
The< last-IP-digit > is thelastnumberin an|P addressvhich pointsto a particularsystems
FQDN.

In the follow example,IP addresse40.0.1.20  through10.0.1.25 arepointedto corresponding
FQDNSs.

$ORIGIN 1.0.10.in-addr.arpa.

$TTL 86400
@ IN SOA dnsl.example.com. hostmaster.example.com. (
2001062501 ; serial
21600 ;. refresh after 6 hours
3600 ; retry after 1 hour
604800 ; expire after 1 week
86400 ) ; minimum TTL of 1 day
IN NS dnsl.example.com.
IN NS dns2.example.com.
20 IN PTR alice.example.com.
21 IN PTR betty.example.com.
22 IN PTR charlie.example.com.
23 IN PTR doug.example.com.
24 IN PTR ernest.example.com.
25 IN PTR fanny.example.com.

Thiszone le would becalledinto servicewith azone statemenin thenamed.conf le whichlooks
similarto thefollowing:

zone "1.0.10.in-addr.arpa” IN {
type master;
file  “example.com.rr.zone";
allow-update { none; }

I8

Thereis very little differencebetweenthis exampleanda standardzone statementgxceptfor the

zonename.Note thata reversenameresolutionzonerequiresthe rst threeblocksof theIP address
reversedollowedby .in-addr.arpa . Thisallows thesingleblock of IP numbersisedin thereverse

nameresolutionzone le to beassociateavith thezone.
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12.4. Using rndc

BIND includesautility calledrndc whichallows commandine administratiorof thenamed daemon
from thelocalhostor from aremotehost.

In orderto prevent unauthorizedaccesgo the named daemonBIND usesa sharedsecretkey au-
thenticationmethodto grantprivilegesto hosts.This meansanidenticalkey mustbe presenin both
letc/named.conf andtherndc con guration le, /etc/rndc.conf

12.4.1. Con guring /etc/named.conf

In orderfor rndc to connectto a named service,theremusta controls  statemenin the BIND
sener's /etc/named.conf le.

Thecontrols  statementshawvn in thefollowing example allows rndc  to connecfromthelocalhost.

controls {
inet 127.0.0.1 allow { localhost; } keys { <key-name >; };

I8

This statementells named to listen on the default TCP port 953 of the loopbackaddressandallow
mdc commandgomingfrom thelocalhostjf the properkey is given.The < key-name > speci es
anamein thekey statementvithin the/etc/named.conf le. Thenext exampleillustratesasample
key statement.

key "< key-name >" {
algorithm hmac-md5;
secret "< key-value >";

I8

In this casethe < key-value > usesthe HMAC-MD?5 algorithm.Usethe following commando
generateeys usingthe HMAC-MDS5 algorithm:

dnssec-keygen -a hmac-md5 -b < bit-length > -n HOST < key-file-name >

A key with at leasta 256-bit lengthis a good idea. The actualkey that shouldbe placedin the
<key-value > areacanbefoundin the< key-file-name > le generatedby thiscommand.

&Warning

Because /etc/named.conf is world-readable, it is a good idea to place the key statement in a sep-
arate le, readable only by root, and then use an include statement to reference it. For example:

include  “/etc/rndc.key";

12.4.2. Con guring /etc/rndc.conf
Thekey is themostimportantstatemenin /etc/rndc.conf

key "< key-name >" {
algorithm hmac-md5;
secret "< key-value >";

I8
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The <key-name > and <key-value > should be exactly the same as their settings in
/etc/named.conf

To matchthe keys speci ed in the tamget sener's /etc/named.conf  , add the following lines to
/etc/rndc.conf

options  {
default-server localhost;
default-key "< key-name > ";

h

Thisdirectie setsaglobaldefaultkey. However, therndc con guration le canalsospecifydifferent
keys for differentseners,asin thefollowing example:

server localhost {

key "< key-name >";

h

@Caution

Make sure that only the root user can read or write to the /etc/rndc.conf le.

For moreinformationaboutthe/etc/rndc.conf le, refertotherndc.conf manpage.

12.4.3. Command Line Options

An rndc commandakesthefollowing form:
rndc < options > <command < command-options >

Whenexecutingrndc  onaproperlycon guredlocalhostihefollowing commandsreavailable:

+ halt — Stopsthenamed serviceimmediately

- querylog — Logsall queriesmadeto this nameserer.
- refresh — Refresheshenamesersr's database.
- reload — Reloadghezone les but keepsall otherpreviously cachedresponsesThis command

alsoallows changego zone les withoutlosingall storednameresolutions.

If changeonly affecteda speci ¢ zone,reloadonly thatspeci ¢c zoneby addingthe nameof the
zoneafterthereload command.

- stats — Dumpsthecurrentnamed statisticsto the /var/named/named.stats le.

« stop — Stopsthe sener gracefully saving ary dynamicupdateand IncrementalZoneTransfes
(IXFR) databeforeexiting.

Occasionallyit may be necessaryo overridethe default settingsin the /etc/rndc.conf le. The
following optionsareavailable:

« -c < configuration-file > — Speci esthealternatdocationof acon guration le.

« -p <port-number > — Speci esa port numberto usefor therndc connectionotherthanport
953, thedefault.

- -s <server > — Speci esasenerotherthanthedefault-server listedin /etc/rndc.conf
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« -y <key-name > — Speci esakey otherthanthedefault-key ~ optionin /etc/rndc.conf
Additional informationabouttheseoptionscanbefoundin therndc manpage.

12.5. Advanced Features of BIND

Most BIND implementationonly usenamed to provide nameresolutionservicesor to act asan
authorityfor a particulardomainor sub-domainHowever, BIND version9 hasa numberof adwanced
featureghatallow for amoresecureandef cient DNS service.

@Caution

Some of these advanced features, such as DNSSEC, TSIG, and IXFR (which are de ned in the
following section), should only be used in network environments with nameservers that support the
features. If the network environment includes non-BIND or older BIND nameservers, verify that each
advanced feature is supported before attempting to use it.

All of the featuresmentionedarediscussedn greaterdetailin the BIND 9 Administator Refeence
Manualreferencedn Section12.7.1InstalledDocumentation

12.5.1. DNS Protocol Enhancements

BIND supportdncrementaZoneTransfergIXFR), whereaslasze nameserer only dowvnloadstheup-
datedportionsof azonemodi ed onamastemameserer. Thestandardransferprocessequiresthat
theentirezonebetransferredo eachslave namesersr for eventhe smallesthangeFor very popular
domainswith very lengthyzone les andmary slave nameserers,IXFR makesthe noti cation and
updateprocessnuchlessresourcentensve.

Note that IXFR is only available when using dynamicupdatingto malke changesto masterzone
records.If manuallyeditingzone les to make changesAutomatic Zone Transfer(AXFR) is used.
More informationon dynamicupdatingis availablein the BIND 9 Administator RefeenceManual
SeeSection12.7.1InstalledDocumentatiorfor moreinformation.

12.5.2. Multiple Views

Throughthe useof the view statemenin named.conf , BIND can presentdifferent information
dependingvhich network arequesbriginatesfrom.

Thisis primarily usedto dery sensitve DNS entriesfrom clientsoutsideof thelocal network, while
allowing queriesfrom clientsinsidethelocal network.

Theview statementisesthe match-clients optionto matchlIP addressesr entirenetworks and
give themspecialoptionsandzonedata.

12.5.3. Security
BIND supportsa numberof differentmethodsto protectthe updatingandtransferof zones,on both
masterandslave nameserers:

« DNSSEG— Shortfor DNSSECurity this featureallows for zonesto be cryptographicallysigned
with a zonekey.
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In thisway, theinformationabouta speci ¢ zonecanbeveri ed ascomingfrom anamesersr that
hassignedit with a particularprivatekey, aslong astherecipienthasthatnameserer's public key.

BIND version9 alsosupportghe SIG(0) public/private key methodof messagauthentication.

- TSIG— Shortfor TransactionSIGnatues this featureallows a transferfrom mastetrto slave only
afterverifying thata sharedsecrekey existson bothnameserers.

ThisfeaturestrengthenthestandardP address-basedethodof transferauthorizationAn attacler
would not only needto have accesgo the P addresgo transferthe zone,but they would alsoneed
to know the secretkey.

BIND version9 also supportsTKEY, which is anothersharedsecretkey methodof authorizing
zonetransfers.

12.5.4. IP version 6

BIND version9 supportsiameservicein IP version6 (IPv6) ervironmentshroughtheuseof A6 zone
records.

If the network environmentincludesboth IPv4 andIPv6 hosts,usethe lwresd  lightweightresoher
daemoron all network clients. This daemonis a very efcient, caching-onlynameserer which un-
derstandshe newv A6 andDNAMHEecordsusedunderlPv6. Referto the lwresd manpagefor more
information.

12.6. Common Mistakes to Avoid

It is very commonfor beginnersto make mistaleswheneditingBIND con guration les. Be sureto
avoid thefollowing issues:

« Take care to incrementheserialnumberwheneditinga zone le .

If the serialnumberis not incrementedthe mastemameserer hasthe correct,new information,
but the slave nameserersarenever noti ed of the changeanddo not attemptto refreshtheir data
of thatzone.

- Becarefulto useellipsesand semi-colongorrectlyin the /etc/named.conf le.
An omittedsemi-coloror uncloseckllipsesectioncancausenamed to refuseto start.
- Remembeto placeperiods(. ) in zone les afterall FQDNsand omitthemon hostnames.

A period at the end of a domainnamedenotesa fully quali ed domainname.If the periodis
omitted,thennamed appendshenameof thezoneor the $ORIGIN valueto completeit.

- If a r ewall is blodking connectiongromthenamed programto othernameserves, editits con g-
uration le.

By default, BIND version9 usesrandomports abase 1024 to query other nameserers. Some
re walls, however, expectall nameserersto communicateusingonly port 53. To force named to
useport 53, addthefollowing line to theoptions ~ statemenbf /etc/named.conf

query-source address * port 53;

12.7. Additional Resour ces

Thefollowing sourcef informationprovide additionalresourcesegardingBIND.
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12.7.1. Installed Documentation

- BIND featuresafull-rangeof installeddocumentatioovering mary differenttopics,eachplaced
in its own subjectdirectory:

.

.

.

.

Jusr/share/doc/bind- < version-number >/ — This directorylists the mostrecentfea-
tures.Replace< version-number > with theversionof bind installedonthe system.

Jusr/share/doc/bind- < version-number  >/arm/ — This directory contains HTML

and SGML of the BIND 9 Administator Refeence Manual which details BIND resource
requirementshow to con gure different types of nameserers, perform load balancing,and
other adancedtopics. For most nev usersof BIND, this is the bestplaceto start. Replace
<version-number > with theversionof bind installedon the system.

lusr/share/doc/bind- < version-number > /draft/ ~ — This directory containsassorted
technicaldocumentghatreviews issuesrelatedto DNS serviceandsomemethodsproposedo
addresshem.Replace< version-number > with theversionof bind installedonthesystem.

Jusr/share/doc/bind- < version-number > /misc/ — This directory contains
documentsdesignedto addressspeci ¢ adwancedissues.Usersof BIND version 8 should
consult the migration ~ documentfor speci c changesthey must malke when moving to
BIND 9. The options  le lists all of the optionsimplementedin BIND 9 that are usedin

letc/named.conf . Replace< version-number > with the versionof bind installedon
thesystem.
Jusr/share/doc/bind- < version-number > /rfc/ — This directory privides every RFC

documentelatedto BIND. Replace< version-number > with theversionof bind installed
onthesystem.

« BIND relatedman pages— Thereare a numberof man pagesfor the variousapplicationsand
con guration les involvedwith BIND. Thefollowing lists someof themoreimportantmanpages.

Administratve Applications

- man rndc — Explainsthe differentoptionsavailable whenusingthe rndc commandto
controlaBIND nameserer.

Sener Applications

- man named — Exploresassortecagumentsthat canbe usedto controlthe BIND name-
senerdaemon.

- man lwresd — Describeghepurposeof andoptionsavailablefor thelightweightresoher
daemon.

Con gurationFiles

- man named.conf — A comprehense list of optionsavailablewithin the named con gu-
ration le.

. man rndc.conf — A comprehense list of optionsavailablewithin therndc con gura-
tion le.
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12.7.2. Useful Websites

- http://wwwisc.og/products/BIND/— The homepageof the BIND projectcontaininginformation
aboutcurrentreleasesiswell asa PDFversionof the BIND 9 Administator RefeenceManual

« http://wwwredhat.com/mirrors/LDP/H@TO/DNS-HONTO.html — Coversthe useof BIND as
aresolving,cachingnameserer andthe con guration of variouszone les necessaryo sene as
the primarynameserer for adomain.

12.7.3. Related Books

- RedHat EnterpriseLinux SystemAdministation Guide— The BIND Con guration chapterex-
plainshow to setup a DNS sener usingthe Domain Name Service Con guration Tool.

« DNSandBIND by Paul Albitz andCricket Liu; O'Reilly & Associates— A popularreferencehat
explainsbothcommonandesoteridBIND con gurationoptions,aswell asproviding stratgiesfor
securingga DNS sener.

- TheConciseGuideto DNSand BIND by Nicolai Langfeldt; Que— Looks at the connectiorbe-
tweenmultiple network servicesandBIND, with anemphasi®n task-orientediechnicaltopics.
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Chapter 13.
Lightweight Director y Access Protocol (LDAP)

TheLightweightDirectoryAcces$rotocol (LDAP) is a setof openprotocolsusedto accesgentrally
storedinformation over a network. It is basedon the X.500 standardfor directory sharing,but is
lesscomplex andresourcéntensve. For this reason]. DAP is sometimegeferredto as"X.500Lite."
The X.500standards adirectorythatcontainshierarchicandcategorizedinformation,which could
includeinformationsuchasnamesaddressesandphonenumbers.

Like X.500, LDAP organizesnformationin a hierarchalmannerusingdirectories. Thesedirectories
canstorea variety of informationandcaneven be usedin a mannersimilar to the Network Informa-
tion Service(NIS), enablingaryoneto accessheir accountrom ary machineonthe LDAP enabled
network.

In mary cases|. DAP is usedasavirtual phonedirectory allowing userso easilyaccesgontacinfor-
mationfor otherusersBut LDAP is more e xible thanatraditionalphonedirectory asit is capableof
referringaquerento otherLDAP senersthroughoutheworld, providing anad-hoaglobalrepository
of information.Currently however, LDAP is morecommonlyusedwithin individual organizations,
like universities governmentdepartmentsandprivatecompanies.

LDAP is a client/serer system.The sener canusea variety of databaseo storea directory each
optimizedfor quick and copiousreadoperationsWhenan LDAP client applicationconnectso an
LDAP sener, it can either query a directory or attemptto modify it. In the event of a query the
sener eitheranswerghe querylocally, or it canreferthequerento anLDAP sener which doeshave
the answer If the client applicationis attemptingto modify informationwithin an LDAP directory
the sener veri es that the userhaspermissionto make the changeand then addsor updatesthe
information.

This chapterrefersto the con gurationanduseof OpenLDAP 2.0,anopensourcemplementatiorof
theLDAPv2 andLDAPvV3 protocols.

13.1. Why Use LDAP?

The main bene t of usingLDAP is thatinformationfor an entire organizationcanbe consolidated
into a centralrepository For example,ratherthanmanaginguserlists for eachgroupwithin an or-
ganization LDAP canbe usedasa centraldirectoryaccessiblérom arywhereon the network. And
becausd DAP supportsSecureSoclets Layer (SSL) and TransportLayer Security(TLS), sensitve
datacanbe protectedrom prying eyes.

LDAP alsosupportsanumberof back-enddatabasem which to storedirectoriesThis allows admin-
istratorsthe e xibility to deploy the databasdestsuitedfor the type of informationthe sener is to
disseminateBecausé DAP alsohasawell-de ned client Application Programmindnterface(APl),
thenumberof LDAP-enabledapplicationsarenumerousandincreasingn quantityandquality.

13.1.1. OpenLD AP Features

OpenLDAP includesa numberof importantfeatures.

« LDAPV3 Support— OpenLDAP supportsSimple Authenticationand Security Layer (SASL),
TransportLayer Security (TLS), and SecureSoclets Layer (SSL), amongotherimprovements.
Mary of thechangesn the protocolsinceLDAPv2 aredesignedo make LDAP moresecure.

- IPv6 Support— OpenLDAP supportghe next generatiorinternetProtocolversion6.
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« LDAP OverlPC — OpenLDAP cancommunicatavithin a systemusinginterprocesg€ommunica-
tion (IPC). This enhancesecurityby eliminatingthe needto communicatever a network.

+ UpdatedC API — Improvestheway programmersanconnecto anduseLDAP directoryseners.

« LDIFv1 Support— Provides full compliancewith the LDAP Data InterchangeFormat (LDIF)
versionl.

« Enhancedstand-Aloné.DAP Server— Includesanupdatedaccesgontrolsystemthreadpooling,
bettertools,andmuchmore.

13.2. LDAP Terminology

Any discussiorof LDAP requiresa basicunderstandingf a setof LDAP-speci cterms:

- entry— A singleunitwithin anLDAP directory Eachentryis identi ed by its uniqueDistinguished
Name(DN).

attributes— Information directly associatedvith an entry For example,an organizationcould
berepresentedsan LDAP entry Attributesassociatedvith the organizationmight includea fax
numberanaddressandsoon. Peoplecanalsoberepresentedsentriesin anLDAP directory with
commonattributessuchasthe persons telephonenumberandemailaddress.

Someattributes are required,while other attributes are optional. An objectclassde nition sets
which attributesare requiredfor eachentry Objectclasgle nitions arefoundin variousschema
les, located in the /etc/openldap/schema/ directory For more information, refer to

Section13.5The/etc/openldap/schema/ Directory.

+ LDIF — The LDAP Data Interchange Format (LDIF) is an ASCII text representatiomf LDAP
entries.Files usedfor importing datato LDAP senersmustbe in LDIF format. An LDIF entry
looks similar to thefollowing example:

[<id >]

dn: < distinguished name>
< attrtype >: <attrvalue >
< attrtype >: <attrvalue >
< attrtype >: <attrvalue >

Eachentry cancontainasmary < attrtype >: <attrvalue > pairsasneededA blankline
indicatesgheendof anentry

@Caution

All < attrtype > and < attrvalue > pairs must be de ned in a corresponding schema le to use
this information.

Any valueenclosedvithin a< anda> is avariableandcanbe setwheneer anev LDAP entry
is createdThis rule doesnotapply however, to < id > . The<id > is anumberdeterminedy the
applicationusedto edittheentry

13.3. OpenLD AP Daemons and Utilities

Thesuiteof OpenLDAP librariesandtoolsareincludedwithin thefollowing packages:

- openldap — Containghelibrariesnecessaryo runtheOpenLDAP senerandclientapplications.

« openldap-clients — Containccommandine toolsfor viewing andmodifying directoriesonan
LDAP sener.
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- openldap-servers — Containsthe senersandotherutilities necessaryo con gure andrunan
LDAP sener.
There are two seners contained in the openldap-servers package: the Standalone

LDAP Daemon (/usr/sbin/slapd ) and the StandaloneLDAP Update Replication Daemon
(fusr/sbin/slurpd ).

Theslapd daemornis thestandalon&.DAP senerwhile theslurpd daemoris usedto synchronize
changedrom oneLDAP sener to otherLDAP senersonthenetwork. Theslurpd daemonis only
usedwhendealingwith multiple LDAP seners.

To performadministratie tasks the openldap-servers packagenstallsthefollowing utilities into
the/usr/shin/ directory:

- slapadd — Adds entriesfrom anLDIF le to anLDAP directory For example,the command
Jusr/shin/slapadd -1 Idif-input readsin theLDIF le, Idif-input , containingthe new
entries.

Impor tant

Only the root user may use /usr/shin/slapadd . However, the directory server runs as the Idap
user. Therefore the directory server is unable to modify any les created by slapadd . To correct
this issue, after using slapadd , type the following command:

chown -R Idap /var/lib/ldap
- slapcat — Pulls entries from an LDAP directory in the default format, Sleepycat

Softwae's Berkeley DB system,and saves them in an LDIF le. For example,the command
Jusr/sbin/slapcat -1 Idif-output outputsan LDIF le calledldif-output containing

theentriesfrom the LDAP directory

slapindex — Re-indeestheslapd directorybasedon the currentcontent.This tool shouldbe
runwheneer indexing optionswithin /etc/openidap/slapd.conf arechanged.

slappasswd — Generatesn encrypteduserpassverd value for usewith Idapmodify  or the
rootpw value in the slapd con guration le, /etc/openldap/slapd.conf . Execute the
lusr/shin/slappasswd commando createthe passverd.

&Warning

You must stop slapd by issuing the /sbin/service Idap stop command before using slapadd ,
slapcat or slapindex . Otherwise, the integrity of the LDAP directory is at risk.

For moreinformationon usingtheseutilities, referto their respectie manpages.

Theopenldap-clients packagenstallstoolsinto /usr/bin/  which areusedto add,modify, and
deleteentriesin anLDAP directory Thesetoolsincludethe following:

- ldapadd — Adds entriesto an LDAP directory by acceptinginput via a le or standardnput;
ldapadd is actuallyahardlink to Idapmodify — -a .

- Ildapdelete = — Deletesentriesfrom anLDAP directoryby acceptinguserinputat a shellprompt
orviaa le.
+ Idapmodify — Modi es entriesin anLDAP directory acceptingnputviaa le or standardnput.

+ Idappasswd — Setsthepasswerd for anLDAP user
Idapsearch — Searche$or entriesin anLDAP directoryusinga shellprompt.
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With the exceptionof Idapsearch , eachof theseutilities is more easilyusedby referencinga le
containingthe changeso be maderatherthantyping acommandor eachentryto be changedvithin
anLDAP directory Theformatof sucha le is outlinedin themanpagefor eachutility.

13.3.1. NSS, PAM, and LDAP

In addition to the OpenLDAP packagesRed Hat EnterpriseLinux includesa packagecalled
nss_ldap , which enhancesLDAP's ability to integrate into both Linux and other UNIX
ervironments.

Thenss_ldap packageprovidesthefollowing modules:

« /lib/libnss_Idap- < glibc-version > .s0
« /lib/security/pam_Idap.so

Thenss_ldap packageprovidesthefollowing modulesfor Itaniumor AMD64 architectures:

« /lib64/libnss_Idap- < glibc-version > .S0
« /lib64/security/pam_ldap.so

Thelibnss_ldap- < glibc-version >.so moduleallows applicationsto look up users,groups,
hosts andotherinformationusinganLDAP directoryvia glibc's NameservicSwitd (NSS)interface
(replace< glibc-version > with theversionof libnss_Idap  in use).NSSallows applications
to authenticateisingLDAP in conjunctionwith the NIS nameserviceand at authenticationles.

Thepam_ldap moduleallows PAM-awareapplicationgo authenticateisersusinginformationstored

in an LDAP directory PAM-aware applicationsanclude consolelogin, POPandIMAP mail seners,

and SambaBy deplg/ing an LDAP sener on a network, all of theseapplicationscanauthenticate
usingthe sameuserID andpasswerd combinationgreatlysimplifying administration.

For moreaboutcon guring PAM, referto Chapterl6 Pluggable AuthenticationModules(PAM) and
the PAM manpages.

13.3.2. PHP4, LDAP, and the Apache HTTP Server

RedHat EnterpriseLinux includesa packagecontainingan LDAP modulefor the PHP senerside
scriptinglanguage.

Thephp-ldap packageddsLDAP supporto thePHP4HTML-embeddedscriptinglanguagevia the
lusr/lib/php4/Idap.so module.This moduleallows PHP4scriptsto accessnformationstored
in anLDAP directory

Red Hat EnterpriseLinux shipswith the mod_authz_Idap modulefor the ApacheHTTP Sener.

This moduleusesthe shortform of the distinguishechamefor a subjectandthe issuerof the client
SSL certi cate to determinethe distinguishechameof the userwithin an LDAP directory It is also
capableof authorizingusersbasedon attributes of that users LDAP directory entry determining
accesgo assetbasedn theuserandgroupprivilegesof theassetandderying accessor userswith

expiredpassverds. Themod_ssl moduleis requiredwhenusingthe mod_authz_Idap module.

Impor tant

The mod_authz_Idap module does not authenticate a user to an LDAP directory using an encrypted
password hash. This functionality is provided by the experimental mod_auth_Idap module, which is
not included with Red Hat Enterprise Linux. Refer to the Apache Software Foundation website online
at http://www.apache.org/ for details on the status of this module.
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13.3.3. LDAP Client Applications

TherearegraphicalLDAP clientsavailablewhich supportcreatingandmodifying directoriesput they
arenotincludedwith RedHat EnterpriseLinux. Onesuchapplicationis LDAP Browser/Editor —
A Jasa-basedool availableonline at http://wwwiit.edu/~gavojaridap/.

Most other LDAP clients accessdirectoriesas read-only using them to referencebut not alter,
organization-widenformation. Someexamplesof suchapplicationsare Sendmail Mozilla, Gnome
Meeting, andEvolution.

13.4. OpenLD AP Con guration Files

OpenLDAP con guration les areinstalledinto the /etc/openidap/ directory Thefollowing is a
brief list highlightingthe mostimportantdirectoriesand les:

« letc/openldap/Idap.conf — This is the con guration le for all client applicationswhich
usethe OpenLDAP librariessuchasldapsearch , Idapadd , Sendmail Evolution, and Gnome
Meeting.

« letc/openldap/slapd.conf — Thisis the con guration le for theslapd daemonReferto
Section13.6.1Editing /etc/openldap/slapd.conf for moreinformation le.

- /etc/openldap/schema/ directory— Thissubdirectorycontaingheschemaisedby the slapd
daemonReferto Section13.5The/etc/openldap/schema/ Directoryfor moreinformation.

; Note

If the nss_Ildap package is installed, it creates a le named /etc/ldap.conf . This le
is used by the PAM and NSS modules supplied by the nss_ldap package. Refer to
Section 13.7 Con gur ing a System to Authenticate Using OpenLDAP for more information.

13.5. The /etc/openldap/schema/ Director y
The /etc/openldap/schema/ directory holds LDAP de nitions, previously located in the
slapd.at.conf and slapd.oc.conf les. The /etc/openldap/schema/redhat/ directory

holdscustomizedschemaslistributedby RedHat for RedHat EnterpriseLinux.

All attributesyntaxde nitionsandobjectclasgle nitionsarenow locatedin thedifferentschemales.
Thevariousschemales arereferencedn /etc/openlidap/slapd.conf usinginclude lines,as
shawn in thisexample:

include letc/openldap/s chens/ core .s chema

include /etc/openldap/s chens/ cosi ne.s chema

include letc/openldap/s chen®/ in et or gper son. schema
include letc/openldap/s chenms/ ni s. schema

include letc/openldap/s chenw/ rf ¢822-Mai IMenber. schema
include letc/openldap/s chenw/ re dhat /a ut of s. schema
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@Caution

Do not modify schema items de ned in the schema les installed by OpenLDAP.

It is possibleto extendthe schemausedby OpenLDAP to supportadditionalattribute typesandobject
classesusing the default schemales asa guide. To do this, createa local.schema  le in the
/etclopenldap/schema/ directory Referencehis new schemawithin slapd.conf by addingthe
following line below thedefaultinclude schemdines:

include letc/openldap/s chenw/ lo cal. schema

Next, de ne new attributetypesandobjectclassesvithin thelocal.schema  le. Many organizations
useexisting attribute typesfrom the schemales installedby default andaddnew objectclassego
thelocal.schema le.

Extendingthe schemato matchcertain specializedrequirementss quite involved and beyond the
scopeof this chapterReferto http://wwwopenldap.ay/doc/adm/scema.hinl for information.

13.6. OpenLD AP Setup Overview

This sectionprovides a quick overviev for installing andcon guring an OpenLDAP directory For
moredetails,referto thefollowing URLS:

« http://wwwopenldap.ay/doc/amin/quickstarthtml — The Quidk-Start Guideon the OpenLDAP
website.

+ http://wwwredhat.com/mirrors/LDP/H@TO/LDAP-HOWTO.html— The LDAP Linux HOWTO
from the Linux DocumentatiorProject,mirroredon RedHat's website.

Thebasicstepdor creatinganLDAP sener areasfollows:

1. Installtheopenldap , openldap-servers , andopenldap-clients RPMs.
2. Edit the /etc/openldap/slapd.conf le to specifythe LDAP domainandsener. Referto
Section13.6.1Editing /etc/openldap/slapd.conf for moreinformation.

3. Startslapd with thecommand:
Isbin/service Idap start

After con guring LDAP, usechkconfig , ntsysv , orthe SewicesCon guration Toolto con-

gure LDAP to startatboottime. For moreinformationaboutcon guring servicesreferto the
chaptettitled Contmolling Accesgo Servicesn the RedHat EnterpriseLinux SystemAdminis-
tration Guide

4. Add entriesto anLDAP directorywith Idapadd .
5. Useldapsearch  to determingf slapd is accessingheinformationcorrectly

o

At this point, the LDAP directory shouldbe functioning properlyand canbe con gured with
LDAP-enabledcapplications.

13.6.1. Editing /etc/openldap/slap d. conf

To usethe slapd LDAP sener, modify its con guration le, /etc/openldap/slapd.conf , to
specifythe correctdomainandsener.

Thesuffix  line nameshe domainfor which the LDAP sener providesinformationandshouldbe
changedrom:
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suffix "dc=your-domai  n, dc=cont'
sothatit re ects afully quali ed domainname For example:
suffix “dc=example,dc=com"

Therootdn entryis the DistinguishedName(DN) for a userwho is unrestrictedoy accesontrols
or administratie limit parametersetfor operation®onthe LDAP directory Therootdn usercanbe
thoughtof astheroot userfor the LDAP directory In the con guration le, changethe rootdn line
from its default valueasin thefollowing example:

rootdn "cn=root,dc=ex anpl e, dc=cont'

WhenpopulatinganLDAP directoryover anetwork, changeherootpw line — replacingthedefault
valuewith anencryptedpassverd string. To createan encryptedpassverd string, type the following
command:

slappasswd
Whenprompted type andthenre-typea passverd. The programprintsthe resultingencryptedpass-

wordto theshellprompt.

Next, copy thenewly createdencryptedpassverd into the /etc/openldap/slapd.conf ononeof
therootpw linesandremove the hashmark (#).

When nished, theline shouldlook similarto the following example:

rootpw {SSHA}w2y+i6V 6esazrl v70xSSANAJE18bb2u

&Warning

LDAP passwords, including the rootpw directive speci ed in /etc/openldap/sla pd. conf, are sent
over the network unencrypted, unless TLS encryption is enabled.

To enable TLS encryption, review the comments in /etc/openldap/slap d. conf and refer to the
man page for slapd.conf

For addedsecurity therootpw directve shouldbe commentedut after populatingthe LDAP direc-
tory by precedingt with a hashmark (#).

Whenusingthe /usr/sbin/slapadd commandine tool locally to populatethe LDAP directory
useof therootpw directive is notnecessary

Important

Only the root user can use /ust/sbin/slapadd . However, the directory server runs as the Idap user.
Therefore, the directory server is unable to modify any les created by slapadd . To correct this issue,
after using slapadd , type the following command:

chown -R Idap /var/lib/ldap
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13.7. Con guring a System to Authenticate Using OpenLD AP

This sectionprovidesa brief overviev of how to con gure OpenLDAP userauthenticationUnless
you arean OpenLDAP expert, moredocumentatiorthanis provided hereis necessaryReferto the
referenceprovidedin Section13.9AdditionalResoucesfor moreinformation.

Install the Necessary. DAP Padkage

First, male surethat the appropriatepackagesre installedon both the LDAP sener andthe
LDAP clientmachinesThe LDAP sener needghe openldap-servers package.

Theopenldap , openldap-clients ,andnss_ldap packageseedo beinstalledonall LDAP
clientmachines.

Edit the Con guration Files

« On the sener, edit the /etc/openldap/slapd.conf le on the LDAP
sener to make sure it matches the specics of the organization. Refer to
Section13.6.1Editing /etc/openldap/slapd.conf for instructions about editing
slapd.conf

« On the client machineshoth /etc/Idap.conf and/etc/openldap/Idap.conf needto
containthe propersener andsearchbaseinformationfor the organization.

To do this, run the graphical Authentication Con guration Tool
(system-config-authentication ) and selectEnable LDAP Support underthe User
Information tah

It is alsopossibleto edittheseles by hand.

+ Ontheclientmachinesthe /etc/nsswitch.conf mustbeeditedto useLDAP.
To do this, run the Authentication Con guration Tool
(system-config-authentication ) and selectEnable LDAP Support underthe User
Information tah
If editing/etc/nsswitch.conf by hand,addldap totheappropriatdines.
For example:

passwd: files Idap
shadow: files Idap
group: files Idap

13.7.1. PAM and LDAP

To have standardPAM-enabledapplicationsuse LDAP for authenticationyun the Authentication
Con guration  Tool (system-config-authentication ) and select Enable LDAP
Support under the the Authentication tah For more about conguring PAM, refer to
Chapterl6 Pluggable AuthenticationModules(PAM) andthe PAM manpages.

13.7.2. Migrating Old Authentication Information to LDAP Format

The /usr/share/openldap/migration/ directorycontainsa setof shellandPerl scriptsfor mi-
gratingauthenticatiorinformationinto anLDAP format.
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' ; Note

Perl must be installed on the system to use these scripts.

First, modify the migrate_common.ph  le sothatit re ects the correctdomain.The default DNS
domainshouldbe changedrom its default valueto somethindike:

$DEFAULT_MAIL_DOMAIN= "example ";
Thedefault baseshouldalsobe changedto somethindike:

$DEFAULT_BASE=
"dc= example ,dc= com’;

Thejob of migratinga userdatabas@to aformatthatis LDAP readabldalls to a groupof migration
scriptsinstalledin thesamedirectory Using Table 13-1, decidewhich scriptto runto migratetheuser
database.

Runtheappropriatescriptbasedn the existing nameservice.

The READMEaNd the migration-tools.txt les in the /usr/share/openldap/migration/
directoryprovide moredetailson how to migratetheinformation.

Existing name service Is LDAP Script to Use

running?
letc at les yes migrate_all_online.sh
letc at les no migrate_all_offline.sh
NetInfo yes migrate_all_netinfo_online.sh
Netinfo no migrate_all_netinfo_offline.sh
NIS (YP) yes migrate_all_nis_online.sh
NIS (YP) no migrate_all_nis_offline.sh

Table 13-1.LDAP Migration Scripts

13.8. Migrating Directories from Earlier Releases

With Red Hat EnterpriseLinux, OpenLDAP usesSleepycat Softwares Berkeley DB systemasits
on-diskstorageformatfor directories Earlierversionsof OpenLDAP usedGNU DatabaseManager
(gdbn). For this reasonbeforeupgradingan LDAP implementatiorto RedHat EnterpriseLinux 4,
original LDAP datashould rst beexportedbeforethe upgradeandthenreimportedafterwards.This
canbeachieved by performingthefollowing steps:

1.Before upgrading the operating system, run the command /usr/shin/slapcat -l
Idif-output . ThisoutputsanLDIF le calledldif-output containingthe entriesfrom the
LDAP directory

2. Upgradethe operatingsystem beingcarefulnot to reformatthe partition containingthe LDIF
le.
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3. Re-importthe LDAP directoryto theupgradedBerkeley DB formatby executingthe command
lusr/shin/slapadd -I Idif-output

13.9. Additional Resources

The following resourceffer additionalinformationon LDAP. It is highly recommendedhat you
review these especiallythe OpenLDAP websiteandthe LDAP HOWTO, beforecon guring LDAP
onyour system(s).

13.9.1. Installed Documentation

« lusr/share/docs/openldap- < versionnumber >/ directory— Containsa generalREADME
documentandmiscellaneousformation.

- LDAP relatedmanpages— Thereare a numberof man pagesfor the variousapplicationsand
con guration les involvedwith LDAP. Thefollowing is alist of someof the moreimportantman
pages.

Client Applications

- man ldapadd — Describeshow to addentriesto anLDAP directory

+ man Idapdelete — Describeshow to deleteentrieswithin anLDAP directory
man Idapmodify — Describesow to modify entrieswithin anLDAP directory
man Idapsearch — Describesow to searcHor entrieswithin anLDAP directory

- man Idappasswd — Describesow to setor changehe passverd of anLDAP user

Sener Applications

- man slapd — Describecommandine optionsfor the LDAP sener.
- man slurpd — Describesommandine optionsfor the LDAP replicationsener.

Administratve Applications

« man slapadd — Describecommandine optionsusedto addentriesto aslapd database.

- man slapcat — Describescommandine optionsusedto generatean LDIF le from a
slapd database.

- man slapindex — Describescommandline optionsusedto regeneratean index based
uponthecontentof aslapd database.

man slappasswd — Describecommandine optionsusedto generateiserpassverdsfor
LDAP directories.
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Con gurationFiles

. man Idap.conf — Describeshe format and optionsavailable within the con guration
le for LDAP clients.
- man slapd.conf — Describeghe formatandoptionsavailablewithin the con guration

le referencedy boththe LDAP sener applicationgslapd andslurpd ) andthe LDAP
administratie tools(slapadd , slapcat , andslapindex ).

13.9.2. Useful Websites

« http://wwwopenldap.ay/ — Homeof the OpenLDAP Project.This websitecontainsa wealth of
informationaboutcon guring OpenLDAP aswell asafutureroadmapandversionchanges.

+ http://wwwredhat.com/mirrors/LDP/HOTO/LDAP-HOWTO.html — A comprehenseg,
relevant,andupdated_ DAP HOWTO.

« http://wwwpadl.com/— Developersof nss_Idap and pam_ldap , amongother useful LDAP
tools.

+ http://wwwkingsmountain.com/IggRoalmap.shinl — Jef Hodges'LDAP RoadMap contains
links to severalusefulFAQsandemeging nens concerninghe LDAP protocol.

« http://wwwnewarchitetmagcom/achives/2M0/®G/wilcox/ — A usefullook at managinggroups
in LDAP.

« http://wwwldapman.ag/articks/ — Atrticles that offer a good introductionto LDAP, including
methodgo designa directorytreeandcustomizingdirectorystructures.

13.9.3. Related Books

« OpenLDAP by Exampleby JohnTerpstraandBenjaminColes;PrenticeHall.
+ Implementind-DAP by Mark Wilcox; Wrox Press)nc.

+ Understandingand DeployingLDAP DirectoryServicesdy Tim Howesetal.; MacmillanTechnical
Publishing.
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Chapter 14.
Samba

Sambas anopensourcemplementatiorof the Sener MessageBlock (SMB) protocol.lt allows the
networking of Microsoft Windows®, Linux, UNIX, andotheroperatingsystemsogether enabling
access$o Windows-basede andprintersharesSambasuseof SMB allowsit to appeaasaWindows
senerto Windows clients.

14.1. Introduction to Samba

Thethird majorreleaseof Sambayersion3.0.0,introducednumerousmprovementsfrom prior ver
sions,including:

Theability to join anActive Directorydomainby meanf LDAP andKerberos
+ Built in Unicodesupportfor internationalizatin

+ Supportfor MicrosoftWindows XP Professionatlientconnectionso Sambasenerswithoutneed-
ing local registry hacking

« Two new documentsievelopedby the Samba.ag team,whichincludea 400+pagereferencanan-
ual, anda 300+ pageimplementatiorand integration manual.For more information aboutthese
publishedtitles, referto Section14.9.3RelatedBooks

14.1.1. Samba Features

Sambds apowerful andversatilesener application Evenseasonedystemadministratorsnustknow
its abilitiesandlimitations beforeattemptingnstallationandcon guration.

WhatSambacando:

- Senedirectorytreesandprintersto Linux, UNIX, andWindows clients
- Assistin network browsing (with or without NetBIOS)

- AuthenticatéWindows domainlogins

+ Provide Windows InternetNameService(WINS) namesener resolution
+ Act asaWindowvs NT®-style PrimaryDomainController(PDC)

+ Act asaBackupDomainController(BDC) for a Samba-baseBEDC

- Act asanActive Directorydomainmembersener

+ JoinaWindows NT/2000/2003°DC

WhatSambacannotdo:

+ Act asaBDC for aWindows PDC (andvice versa)
- Act asanActive Directorydomaincontroller
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14.2. Samba Daemons and Related Services

Thefollowing is a brief introductionto theindividual Sambadaemonsndservicesaswell asdetails
onhow to startandstopthem.

14.2.1. Daemon Overview

Sambais comprisedof three daemons(smbd, nmbd, and winbindd ). Two services(smb and
windbind ) control how the daemonsare started,stopped and other service-relatedeatures Each
daemoris listedin detail,aswell aswhich speci ¢ servicehascontrolover it.

14.2.1.1. The smbd daemon

Thesmbd sener daemorprovides le sharingandprinting servicego Windows clients.In addition,
it is responsibléor userauthenticationresourcdocking, anddatasharingthroughthe SMB protocol.
Thedefault portson which thesener listensfor SMB trafc areTCP ports139and445.

Thesmbd daemornis controlledby the smb service.

14.2.1.2. The nmbd daemon

Thenmbd senerdaemorunderstandandrepliesto NetBIOSnameservicerequestsuchasthosepro-
ducedby SMB/CIFSin Windows-basedsystemsThesesystemsnclude Windows 95/98/ME, Win-
dows NT, Windows 2000, Windows XP, andLanManageclients. |t alsoparticipatesn the browsing
protocolsthat make up the Windows Network Neighborhood view. The default port thatthe sener
listensto for NMB trafc is UDP port137.

Thenmbd daemoris controlledby thesmb service.

14.2.1.3. The winbindd daemon

Thewinbind  serviceresohes userand group informationon a Windows NT sener and males it
understandablby UNIX platforms.This is achieed by usingMicrosoft RPC calls, PluggableAu-
thenticationModules(PAM), andthe NameServiceSwitch (NSS).This allows Windows NT domain
usersto appearand operateas UNIX userson a UNIX machine.Thoughbundledwith the Samba
distribution, thewinbind ~ serviceis controlledseparatelyrom the smb service.

Thewinbindd daemoris controlledby thewinbind serviceanddoesnotrequirethe smb serviceto
be startedin orderto operateBecausewinbind is a client-sideserviceusedto connecto Windows
NT basedseners,furtherdiscussiorof winbind  is beyondthe scopeof this manual.

14.2.2. Starting and Stopping Samba
To starta Sambasener, typethefollowing commandn a shellpromptwhile loggedin asroot:

/sbin/service smb start

Important

To set up a domain member server, you must rst join the domain or Active Directory using the net
join  command before starting the smb service.
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To stopthe sener, typethefollowing commandn a shellpromptwhile loggedin asroot:
/sbin/service smb stop

Therestart  optionis a quick way of stoppingandthenstartingSamba.This is the mostreliable
way to make con gurationchangesake effect aftereditingthecon guration le for SambaNotethat
therestartoptionstartsthe daemorevenif it wasnot runningoriginally.

To restartthe sener, typethefollowing commandn a shellpromptwhile loggedin asroot:
[sbin/service smb restart

Thecondrestart ~ (conditionalrestar) option only startssmb on the conditionthatit is currently
running.This optionis usefulfor scripts,becausét doesnotstartthedaemorif it is notrunning.

; Note

When the smb.conf le is changed, Samba automatically reloads it after a few minutes. Issuing a
manual restart  or reload s just as affective.

To conditionallyrestartthe sener, typethefollowing commandasroot:
[sbin/service smb condrestart

A manualreloadof the smb.conf le canbeusefulin caseof afailed automaticreloadby the smb
service.To ensurethatthe Sambasener con guration le is reloadedwithout restartingthe service,
typethefollowing commandasroot:

Isbin/service smb reload

By default, the smb servicedoesnot startautomaticallyat boot time. To con gure Sambato start
at boottime, usean initscript utility, suchas/sbin/chkconfig , Isbin/ntsysv , or the Sewices
Con guration Tool program.Referto the chaptertitled Contwolling Accesgo Servicesn the Red
Hat EnterpriseLinux SystemAdministation Guidefor moreinformationregardingthesetools.

14.3. Samba Server Types and the smb.conf File

Samba con guration is straightforvard. All modi cations to Samba are done in the
/etc/samba/smb.conf con guration le. Althoughthedefaultsmb.conf le iswell documented,
it doesnot addresscomple topics such as LDAP, Active Directory and the numerousdomain
controllerimplementations.

Thefollowing sectionsdescribethe differentwaysa Sambasener canbe con gured. Keepin mind
your needsandthe changesequiredto thesmb.conf le for asuccessfuton guration.

14.3.1. Stand-alone Server

A stand-alonesener canbe a workgroupsener or a memberof a workgroupernvironment.A stand-
alonesener is not a domaincontrollerand doesnot participatein a domainin ary way. The fol-
lowing examplesinclude several anorymousshare-lgel securitycon gurationsand one userlevel
securitycon guration. For moreinformation on share-lgel and userlevel securitymodes refer to
Sectionl4.4SambaSecurityModes
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14.3.1.1. Anon ymous Read-Only

Thefollowing smb.conf le shavs a samplecon guration neededo implementanorymousread-

only le sharingThesecurity = share parametemakesashareanorymous.Note,securitylevels

for a single Sambasener cannotbe mixed. The security  directive is a global Sambaparameter
locatedin the[global]  con gurationsectionof thesmb.conf le.

[global]

workgroup = DOCS

netbios name = DOCS_SRV
security = share

[data]

comment = Documentation = Samba Server
path = /export

read only = Yes

guest only = Yes

14.3.1.2. Anon ymous Read/Write

The following smb.conf le shavs a sample con guration neededto implement anorymous
read/write le sharing.To enableanorymousread/write le sharing,settheread only directve to
no. Theforce user andforce group directvesarealsoaddedto enforcethe ownershipof ary
newly placedles speci edin theshare.

; Note

Although having an anonymous read/write server is possible, it is not recommended. Any les placed
in the share space, regardless of user, are assigned the user/group combination as specied by a
generic user (force user ) and group (force  group ) in the smb.conf le.

[global]

workgroup = DOCS

netbios name = DOCS_SRV
security = share

[data]
comment = Data
path = /export

force user = docsbot
force group = users
read only = No

guest ok = Yes

14.3.1.3. Anonymous Print Server

Thefollowing smb.conf le shavsasamplecon gurationneededo implementananorymousprint
sener. Settingbrowseable to no asshavn doesnotlist the printerin Windows Network Neighbor-
hood. Although hiddenfrom browsing, con guring the printer explicitly is possible By connecting
to DOCS_SRWsingNetBIOS, the client canhave accesgo the printerif the clientis alsopartof the
DoOCSworkgroup.lt is alsoassumedhatthe client hasthe correctlocal printerdriver installed,asthe
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use client driver directve is setto Yes. In this casethe Sambasener hasno responsibilityfor
sharingprinterdriversto theclient.

[global]

workgroup = DOCS

netbios name = DOCS_SRV
security = share

printcap  name = cups
disable  spools= Yes

show add printer wizard = No
printing = cups
[printers]

comment = All Printers
path = /var/spool/sam ba
guest ok = Yes

printable = Yes
use client driver = Yes
browseable = Yes

14.3.1.4. Secure Read/Write File and Print Server

Thefollowing smb.conf le shavsasamplecon gurationneededo implementa secureread/write
printsener. Settingthesecurity ~ directive touser forcesSambeéo authenticatelientconnections.
Noticethe[homes] sharedoesnothaveaforce user orforce group directive asthe[public]
sharedoes.The[homes] shareusesthe authenticatediserdetailsfor ary les createdasopposedo
theforce user andforce group in [public]

[global]
workgroup = DOCS
nethios name = DOCS_SRV

security = user

printcap  name = cups
disable spools = Yes
show add printer wizard = No
printing = cups

[homes]

comment = Home Directories
valid users = %S

read only = No
browseable = No

[public]

comment = Data

path = /export

force user = docsbot
force group = users
guest ok = Yes

[printers]

comment = All Printers

path = /var/spool/sam ba

printer admin = john, ed, @admins

create  mask = 0600
guest ok = Yes
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printable = Yes
use client driver = Yes
browseable = Yes

14.3.2. Domain Member Server

A domainmemberwhile similar to a stand-alonesener, is loggedinto a domaincontroller (either
Windows or Sambajandis subjectto the domains securityrules.An exampleof a domainmember
sener would be a departmentasener running Sambathat hasa machineaccounton the Primary
DomainController(PDC).All of thedepartmens clientsstill authenticatevith thePDC,anddesktop
pro les andall network policy les areincluded.The differenceis thatthe departmentasener has
theability to controlprinterandnetwork shares.

14.3.2.1. Active Director y Domain Member Server

Thefollowing smb.conf le shavsasamplecon gurationneededo implementanActive Directory
domainmembersener. In this example, Sambaauthenticatesisersfor servicesbeing run locally
but is alsoa client of the Active Directory Ensurethatyour kerberosrealm parameters shavn in
all caps(for examplerealm = EXAMPLE.COM Since Windows 2000/2003requiresKerberosfor
Active Directoryauthenticationtherealm directie is required.f Active DirectoryandKerberosare
runningondifferentseners,thepassword server directve mayberequiredto helpthedistinction.

[global]

realm = EXAMPLE.COM

security = ADS

encrypt passwords = yes

# Optional. Use only if Samba cannot determine the Kerberos server automatically
password server = kerberos.examp le .c om

In orderto join a membersener to an Active Directory domain,the following stepsmustbe com-
pleted:

« Con gurationof thesmb.conf le onthemembersener

- Con gurationof Kerberosjncludingthe /etc/krb5.conf le, onthemembersener
- Creationof themachineaccounion the Active Directorydomainsener

- Associationof themembersener to the Active Directorydomain

To createthe machineaccountand join the Windovs 2000/2003Active Directory Kerberosmust
rst beinitialized for the membersener wishing to join the Active Directory domain.To createan
administratie Kerberogicket, typethefollowing commandasroot on the membersener:

root#  kinit administrator@ EXAMPLE. CQOM

Thekinit commands a Kerberodnitialization scriptthatreferenceshe Active Directoryadminis-
tratoraccountandKerberosrealm. SinceActive Directory requiresKerberodtickets, kinit  obtains
andcaches Kerberodicket-grantingticket for client/serer authenticationFor moreinformationon
Kerberosthe /etc/krb5.conf le, andthekinit commandreferto Chapterl9Kerbeos.

To join anActive Directorysener (windows1.example.com)typethefollowing commandasrooton
themembersener:

root# net ads join -S windowsl.examp le .c om -U administrator% pass word
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Sincethe machinewindows1 was automaticallyfound in the corresponding<erberosrealm (the
kinit  commandsucceeded)the net commandconnectsto the Active Directory sener usingits
requiredadministratoraccountand passwverd. This createshe appropriatemachineaccounton the
Active Directoryandgrantspermissiongo the Sambadomainmembersener to join thedomain.

' ; Note

Since security = ads and not security = user is used, a local password backend such as
smbpasswd is not needed. Older clients that do not support security = ads are authenticated as if
security = domain had been set. This change does not affect functionality and allows local users
not previously in the domain.

14.3.2.2. Windo ws NT4-based Domain Member Server

Thefollowing smb.conf le shavs a samplecon guration neededo implementa Windows NT4-
baseddomain membersener. Becominga membersener of an NT4-baseddomainis similar to
connectingo anActive Directory Themaindifferenceis NT4-basedlomainsdo notuseKerberosn
their authenticatiormethod,makingthe smb.conf le simpler In thisinstancethe Sambamember
sener senesasa passthroughto the NT4-basedlomainsener.

[global]
workgroup = DOCS
netbios name = DOCS_SRV

security = domain
[homes]

comment = Home Directories
valid users = %S

read only = No
browseable = No

[public]

comment = Data

path = /export

force user = docsbot
force group = users
guest ok = Yes

Having Sambaasa domainmembersener canbe usefulin mary situations.Therearetimeswhere
the Sambasener canhave otherusesbesidesle andprinter sharing.lt may be bene cial to make

Sambaa domainmembersener in instancesvhereLinux-only applicationsarerequiredfor usein

thedomainervironment.Administratorsappreciatdeepingtrackof all machinesn thedomain,even

if notWindows-basedin the eventthe Windows-basedener hardwareis deprecatedt is quite easy
to modify the smb.conf le to corvert the sener to a Samba-base®DC. If Windows NT-based
senersareupgradedo Windows 2000/2003the smb.conf le is easilymodi able to incorporate
theinfrastructurechangeto Active Directoryif needed.
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Impor tant

After con gur ing the smb.conf le, join the domain before starting Samba by typing the following
command as root:

root# net rpc join -U administrator%password

Notethatthe -S option, which speci esthe domainsener hostnamegdoesnot needto be statedin
thenet rpc join commandSambaiseshehostnamespeci edby theworkgroup directive in the
smb.conf le insteadof it beingstatedexplicitly.

14.3.3. Domain Controller

A domaincontrollerin Windows NT is functionally similar to a Network InformationService(NIS)
senerin aLinux ervironment.DomaincontrollersandNIS senersbothhostuser/groupnformation
databaseaswell asrelatedservicesDomaincontrollersaremainly usedfor security including the
authenticatiomf usersaccessinglomainresourcesT heservicethatmaintaingheuser/grouplatabase
integrity is called the SecurityAccountManager (SAM). The SAM databaseés storeddifferently
betweenwindows and Linux Samba-basesgystemsthereforeSAM replicationcannotbe achiered
andplatformscannotbe mixedin a PDC/BDCernvironment.

In a Sambeervironment,therecanbe only onePDCandzeroor moreBDCs.

Important

Samba cannot exist in a mixed Samba/Windows domain controller environment (Samba cannot be a
BDC of a Windows PDC or vice versa). Alternatively, Samba PDCs and BDCs can coexist.

14.3.3.1. Primary Domain Controller (PDC) using tdbsam

Thesimplestandmostcommonimplementatiorof aSambaPDCuseghetdbsam passwerd database
baclend. Plannedto replacethe aging smbpasswd baclend, tdbsam hasnumerousmprovements
thatareexplainedin moredetailin Section14.5SambaAccountinformationDatabasesThepassdb
backend directive controlswhich baclendis to be usedfor thePDC.

[global]

workgroup = DOCS

netbios name = DOCS_SRV
passdb backend = tdbsam

security = user

add user script = /usr/shin/user add -m %u

delete user script = /usr/shin/userd el -r %u

add group script = /usr/shin/group add %g

delete group script = /usr/sbin/grou pdel %g

add user to group script = /usr/shin/use rmod -G %g %u
add machine script =\

[usr/sbin/user add -s /bin/false -d /dev/null \

-g machines %u

# The following specifies the default logon script

# Per user logon scripts can be specified in the user
# account using pdbedit
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logon script = logon.bat

# This sets the default profile path.
# Set per user paths with pdbedit
logon path = \%L\Profiles\% U

logon drive = H:

logon home = \%L\%U
domain logons = Yes
os level = 35

preferred master = Yes
domain master = Yes

idmap uid = 15000-20000
idmap gid = 15000-20000

[homes]
comment = Home Directories
valid users = %S

read only = No
browseable = No
writable = Yes

[public]

comment = Data

path = /export

force user = docsbot
force group = users
guest ok = Yes

[netlogon]
comment = Network Logon Service
path = /var/lib/samba /ne tl ogon/s crip ts

admin users = ed, john, sam

guest ok = No

browseable = No

writable = No

# For profiles to work, create a user directory under
# path shown. mkdir -p /var/lib/samba/profiles/john
[Profiles]

comment = Roaming Profile Share

path = /var/lib/samba Ipr ofil es

read only = No

browseable = No

guest ok = Yes

profile acls = Yes

# Other resource shares

' ; Note

the
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If you need more than one domain controller or have more than 250 users, do not use a tdbsam

authentication backend. LDAP is recommended in these cases.
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14.3.3.2. Primary Domain Controller (PDC) using LDAP

The most powerful and versatileimplementationof a SambaPDC is its ability to have an LDAP
password baclend.LDAP is highly scalableLDAP databassenerscanbeusedfor redundang and
fail-over by replicatingto a SambaBDC. Groupsof LDAP PDCsandBDCswith load balancingare
idealfor anenterpriseenvironment.On the otherhand,LDAP con gurationsareinherentlycomple
to setupandmaintain.If SSLis to be incorporatedvith LDAP, the compleity instantlymultiplies.
Evenso,with carefulandpreciseplanning,LDAP is anideal solutionfor enterpriseervironments.

Note the passdb backend directve aswell asspeci c LDAP sufx speci cations.Although the
Sambacon gurationfor LDAP is straightforvard, the installationof OpenLDAP is nottrivial. LDAP
shouldbeinstalledandcon guredbeforeary Sambacon guration.Also noticethatSambaandLDAP
do not needto be on the samesener to function. It is highly recommendetb separatehetwo in an
enterpriseervironment.

[global]
workgroup = DOCS
netbios name = DOCS_SRV

passdb backend = Idapsam:ldap:// Id ap.e xamgde .c om
username map = /etc/samba/smbu  sers

security = user

add user script = /usr/shin/user add -m %u

delete user script = /usr/shin/userd el -r %u

add group script = /usr/sbin/group add %g

delete group script = /usr/sbin/grou pdel %g

add user to group script = /usr/shin/use rmod -G %g %u
add machine script =\

Jusr/sbin/user add -s /bin/false -d /dev/null \

-g machines %u
# The following specifies the default logon script

# Per user logon scripts can be specified in the
# user account using pdbedit
logon script = scripts\logon.b at

# This sets the default profile path.
# Set per user paths with pdbedit
logon path = \\%L\Profiles\% ]

logon drive = H:

logon home = \%L\%U

domain logons = Yes

os level = 35

preferred master = Yes

domain master = Yes

Idap suffix = dc=example,dc= com
Idap machine suffix = ou=People
Idap user suffix = ou=People
Idap group suffix = ou=Group
Idap idmap suffix = ou=People
Idap admin dn = cn=Manager

Idap ssl = no

Idap passwd sync = yes
idmap uid 15000-20000
idmap gid 15000-20000

# Other resource shares
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' ; Note

Implementing LDAP in this smb.conf le assumes that a working LDAP server has been successfully
installed on Idap.example.com

14.3.3.3. Backup Domain Controller (BDC) using LDAP

A BDC is anintegral partof ary enterpriseSamba/LAP solution.Thesmb.conf les betweerthe
PDCandBDC arevirtually identicalexceptfor the domain master directve. Make surethe PDC
hasa value of Yes andthe BDC hasa value of No. If you have multiple BDCs for a PDC, the os
level directive is usefulin settingthe BDC electionpriority. The higherthe value,the higherthe
sener priority for connectingclients.

' ; Note

A BDC can either use the LDAP database of the PDC or have its own LDAP database. This example
uses the LDAP database of the PDC as seen in the passdb backend directive.

[global] workgroup = DOCS
netbios name = DOCS_SRV2

passdb backend = Idapsam:ldap:/ Id ap.e xamde .c om
username map = /etc/samba/smbu  sers

security = user

add user script = /usr/sbin/user add -m %u

delete user script = /usr/shin/userd el -r %u

add group script = /usr/sbin/group add %g

delete group script = /usr/shin/grou pdel %g

add user to group script = /usr/shin/use rmod -G %g %u
add machine script =\

/ust/sbin/user add -s /bin/false -d /dev/null \

-g machines %u
# The following specifies the default logon script

# Per user logon scripts can be specified in the
# user account using pdbedit
logon script = scripts\logon.b at

# This sets the default profile path.
# Set per user paths with pdbedit
logon path = \%L\Profiles\% U

logon drive = H:

logon home = \%L\%U

domain logons = Yes

os level = 35

preferred master = Yes

domain master = No

Idap suffix = dc=example,dc= com
Idap machine suffix = ou=People
Idap user suffix = ou=People
Idap group suffix = ou=Group
Idap idmap suffix = ou=People
Idap admin dn = cn=Manager

Idap ssl = no

Idap passwd sync = yes
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15000-20000
15000-20000

idmap uid
idmap gid

# Other resource shares

14.3.3.4. Primary Domain Controller (PDC) with Active Director y

Althoughit is possiblefor Sambao bea memberof anActive Directory it is not possiblefor Samba
to operateasanActive Directorydomaincontroller

14.4. Samba Security Modes

Thereare only two typesof securitymodesfor Samba,shae-level and userlevel, which are col-
lectively known assecuritylevels Share-lgel securitycanonly be implementedn oneway, while
userlevel securitycanbe implementedn one of four differentways. The differentwaysof imple-
mentinga securitylevel arecalledsecuritymodes

14.4.1. User-Level Security

Userlevel securityis the default settingfor SambaEvenif thesecurity = user directve is not
listedin thesmb.conf le, it is usedby Sambalf theseneracceptgheclient's username/pasnrd,
theclientcanthenmountmultiple sharesvithout specifyinga passverd for eachinstance Sambacan
alsoacceptsession-basedsername/pas®wd requestsThe client maintainsmultiple authentication
contets by usinga uniqueUID for eachlogon.

In smb.conf ,thesecurity = user directve thatsetsuserlevel securityis:
[GLOBAL]
security = user

14.4.2. Share-Le vel Security

With share-lgel security the sener acceptonly a passverd without an explicit usernamdrom the
client. The sener expectsa password for eachshare jndependenof the usernameTherehave been
recentreportsthat Microsoft Windows clients have compatibility issueswith share-lgel security
seners.Sambadevelopersstronglydiscourageiseof share-leel security

In smb.conf ,thesecurity = share directive thatsetsshare-lgel securityis:
[GLOBAL]

security = share
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14.4.3. Domain Security Mode (User-Level Security)

In domainsecuritymode the Sambasener hasamachineaccoun{domainsecuritytrustaccountand
causesll authenticatiomequestso be passedhroughto thedomaincontrollers. The Sambasener is
madeinto adomainmembersener by usingthefollowing directvesin smb.conf :

[GLOBAL]

security = domain
workgroup = MARKETING

14.4.4. Active Director y Security Mode (User-Level Security)

If youhave anActive Directoryervironment,it is possibleto join thedomainasanative Active Direc-
tory memberEvenif asecuritypolicy restrictsthe useof NT-compatibleauthenticatiomprotocols the
Sambasener canjoin an ADS usingKerberosSamban Active Directorymembemodecanaccept
Kerberodickets.

In smb.conf , thefollowing directvesmalke Sambaan Active Directorymembersener:

[GLOBAL]

security = ADS

ream = EXAMPLE.COM

password server = kerberos.examp le .c om

14.4.5. Server Security Mode (User-Level Security)

Sener securitymodewaspreviously usedwvhenSambavasnot capableof actingasadomainmember
sener.

; Note

It is highly recommended to not use this mode since there are numerous security drawbacks.

In smb.conf , thefollowing directvesenableSambao operatan sener securitymode:

[GLOBAL]
encrypt passwords = Yes
security = server

password server = "NetBIOS_of Do man _Contr ol le r"



226 Chapter 14. Samba

14.5. Samba Account Information Databases

Thelatestreleaseof Sambaoffersmary new featuresncludingnev passwrd databaséaclendsnot
previously available. Sambaversion3.0.0fully supportsall databasesisedin previous versionsof
SambaHaowever, althoughsupportedmary baclendsmaynotbe suitablefor productionuse.

14.5.1. Backward Compatib le Backends

Plain Text

Plaintext baclendsarenothingmorethanthe /etc/passwd  type baclends.With a plain text
baclend, all usernamesndpasswerds are sentunencryptedetweerthe client andthe Samba
sener. Thismethods veryinsecureandis notrecommendeébr useby ary meanslt is possible
thatdifferentWindows clientsconnectingo the Sambasener with plain text passverdscannot
supportsuchanauthenticatiormethod.

smbpasswd

A popularbaclend usedin previous Sambapackagesthe smbpasswd baclend utilizes a plain
ASCII text layoutthatincludesthe MS Windows LanManandNT accountandencryptedoass-
word information. The smbpasswd baclend lacksthe storageof the Windows NT/2000/2003
SAM extendedcontrols.Thesmbpasswd baclendis notrecommendeflecausét doesnotscale
well or hold ary Windows information,suchasRIDsfor NT-basedyroups Thetdbsam baclend
solvestheseissuesfor usein a smallerdatabas€250 users)but is still not an enterprise-class
solution.

&Warning

This type of backend may be deprecated for future releases and replaced by the tdbsam back-
end, which does include the SAM extended controls.

Idapsam_compat

The Idapsam_compat baclend allows continuedOpenLDAP supportfor usewith upgraded
versionsof SambaThis optionis idealfor migration,butis notrequired Thistool will eventually
bedeprecated.

14.5.2. New Backends

tdbsam

Thetdbsam baclend providesan ideal databaséaclendfor local seners,senersthatdo not

needbuilt-in databaseeplication,andsenersthatdo notrequirethe scalabilityor compleity of

LDAP. Thetdbsam baclendincludesall of the smbpasswd databasénformationaswell asthe

previously-excludedSAM information. The inclusionof the extendedSAM dataallows Samba
toimplementhesameaccountindsystemaccesgontrolsasseenwith Windows NT/2000/2003-
basedsystems.

Thetdbsam baclendis recommendetbr 250usersatmost.Largerorganizationshouldrequire
Active Directoryor LDAP integrationdueto scalabilityandpossiblenetwork infrastructurecon-
cerns.

Idapsam

Theldapsam baclend providesan optimal distributed accountinstallationmethodfor Samba.
LDAP is optimal becausef its ability to replicateits databas¢o ary numberof senersusing
theOpenLDAP slurpd daemonLDAP databasearelight-weightandscalableperfectfor most
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organizationsespeciallylarge enterprisesLDAP is de nitely the "wave of the future” with re-
gardsto Sambalmprovementsto LDAP areconstantlybeingaddedinto Sambasuchaseasing
installationandcon gurationissues.

mysqlsam
The mysglsam baclend usesa MySQL-baseddatabasdaclend. This is usefulfor sitesthat
alreadyimplementMySQL.

xmlsam

Thexmlsam baclendusesaccountandpasswrd datathatarestoredin an XML formatted le.
This methodcanbe usefulfor migrationof differentbaclenddatabaseer backups.

14.6. Samba Network Browsing

Networkbrowsingis a conceptthatenablesVindovs and Sambasenersto appeaiin the Windows
Network Neighborhood Insidethe Network Neighborhood iconsarerepresentedssenersandif
openedthesener's sharesandprintersthatareavailablearedisplayed.

Network browsingcapabilitiesequireNetBIOSover TCP/IR NetBIOS-basedetvworking usesbroad-
cast(UDP) messagindo accomplishbrowse list managementithout NetBIOSand WINS asthe
primary methodfor TCP/IPhostnameesolution othermethodssuchasstatic les (/etc/hosts ) or
DNS, mustbeused.

A domainmasterbrowsercollatesthe browselists from local masterbronserson all subnetssothat
browsingcanoccurbetweerworkgroupsandsubnetsAlso, thedomainmastebrovsershouldprefer
ably bethelocal masterbrowserfor its own subnet.

14.6.1. Workgr oup Browsing

For eachworkgroup,theremustbe oneandonly onedomainmasterbrowser You canhave onelocal
masterbrowserper subnetwithout a domainmasterbrowser but this resultsin isolatedworkgroups
unableto seeeachother To resohe NetBIOSnamesn cross-subneworkgroups WINS is required.

' ; Note

The Domain Master Browser can be the same machine as the WINS server.

There can only be one domain masterbrowser per workgroup name.Here is an example of the
smb.conf le in whichthe Sambaseneris adomainmasterbrovser:

[global]

domain master = Yes
local master = Yes
preferred master = Yes
os level = 35

Next is anexampleof thesmb.conf le in whichthe Sambaseneris alocal masterbrowser:

[global]
domain master = no
local master = Yes
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preferred master = Yes
os level = 35

Theos level directve operatessapriority systenfor masteibrowsersin asubnetSettingdifferent
valuesensuresnasterbronsersdo notcon ict with eachotherfor authority

@

Lowering the os level directive results in Samba con icting with other master browsers on the same
subnet. The higher the value, the higher the priority. The highest a Windows server can operate at is
32. This is a good way of tuning multiple local master browsers.

Thereareinstancesvhena Windows NT machineon the subnetcould be the local masterbrovser
Thefollowing is anexamplesmb.conf con gurationin whichthe Sambaseneris notservingin ary
browsing capacity:

[global]

domain master = no
local master = no
preferred master = no
os level =0

&Warning

Having multiple local master browsers result in each server competing for browsing election requests.
Make sure there is only one local master browser per subnet.

14.6.2. Domain Browsing

By default, a Windows NT PDC for a domainis alsothe domainmasterrowserfor thatdomain.A
Sambasener mustbe setup asa domainmastersener in this type of situation.Network browsing
mayfail if the Sambaseneris runningWINS alongwith otherdomaincontrollersin operation.

For subnetghatdo notincludethe Windows NT PDC,a Sambasener canbeimplementedasalocal
masterbrowser Con guring the smb.conf for a local masterbrowser (or no browsing at all) in a
domaincontrollerervironmentis the sameasworkgroupcon guration.

14.6.3. WINS (Windo ws Internetw orking Name Server)

Eithera Sambasener or aWindows NT sener canfunctionasa WINS sener. Whena WINS sener

is usedwith NetBIOS enabled,UDP unicastscan be routedwhich allows nameresolutionacross
networks. Without a WINS sener, the UDP broadcastis limited to the local subnetand therefore
cannotbe routedto othersubnetsyorkgroups,or domainsIf WINS replicationis necessarydo not

useSambaasyour primary WINS sener, asSambadoesnot currentlysupportWINS replication.

In a mixed NT/2000/2003sener and Sambaernvironment, it is recommendedhat you usethe Mi-
crosoft WINS capabilities.In a Samba-onlyenvironment,it is recommendedhatyou useonly one
Sambasener for WINS.

Thefollowing is an exampleof the smb.conf le in which the Sambasener is servingasa WINS
sener:
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[global]
wins support = Yes

@,

All servers (including Samba) should connect to a WINS server to resolve NetBIOS names. Without
WINS, browsing only occurs on the local subnet. Furthermore, even if a domain-wide list is somehow
obtained, hosts are not resolvable for the client without WINS.

14.7. Samba with CUPS Printing Suppor t

Sambaallows client machinego shareprintersconnectedo the Sambasener, aswell assendLinux
documentgo Windows printer sharesAlthough thereare other printing systemsthat function with
RedHatEnterprisd_inux, CUPS(CommonUNIX PrintSystem)s therecommendegrintingsystem
dueto its closeintegrationwith Samba.

14.7.1. Simple smb.conf Settings

Thefollowing exampleshavs a very basicsmb.conf con gurationfor CUPSsupport:

[global]

load printers = Yes
printing = cups
printcap  name = cups

[printers]
comment = All Printers
path = /var/spool/sam ba/ prin t

printer = IBMInfoP
browseable = No
public = Yes
guest ok = Yes
writable = No
printable = Yes

printer admin = @ntadmins

[print$]

comment = Printer Drivers  Share
path = /var/lib/samba /dr iv ers
write  list = ed, john

printer admin = ed, john

More complicatedprinting con gurations are possible.To add additional securityand privagy for
printing con dential documentsyserscanhave their own print spoolemotlocatedin a public path. If
ajob fails, otheruserswould nothave accesdo the le.

Theprint$  sharecontainsprinter driversfor clientsto accessf not availablelocally. The print$
shareis optionalandmay not berequireddependingn the organization.

Settingbrowseable to Yes enablegheprinterto beviewedin theWindows Network Neighborhood,
providedthe Sambasener is setup correctlyin the domain/vorkgroup.
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14.8. Samba Distrib ution Programs

14.8.1. findsmb

findsmb < subnet_broadcast_address >

The findsmb  programis a Perl script which reportsinformation about SMB-awvare systemson a
speci ¢ subnetlf no subnetis speci edthelocal subnetis used.temsdisplayedncludelP address,
NetBIOSname workgroupor domainname operatingsystemandversion.

Thefollowing exampleshavs the outputof executingfindsmb asary valid useron a system:

findsmb

IP ADDR NETBIOS NAME WORKGROUP/OSBRSI ON

10.1.59.25 VERVE [MYGROUP] [Unix]  [Samba 3.0.0-15]

10.1.59.26 STATION22 [MYGROUP] [Unix]  [Samba 3.0.2-7.FC1]

10.1.56.45 TREK +[WORKGROUP]IWindows 5.0] [Windows 2000 LAN Manager]
10.1.57.94 PIXEL [MYGROUP] [Unix]  [Samba 3.0.0-15]

10.1.57.137 MOBILEOO1 [WORKGROUP]IWindows 5.0] [Windows 2000 LAN Manager]
10.1.57.141 JAWS +[KWIKIMART] [Unix] [Samba 2.2.7a-securit y-roll up-f ix ]
10.1.56.159 FRED +[MYGROUP] [Unix]  [Samba 3.0.0-14.3E]

10.1.59.192 LEGION *IMYGROUP] [Unix] [Samba 2.2.7-security -r ol lu p-fi x]
10.1.56.205 NANCYN +[MYGROUP] [Unix]  [Samba 2.2.7a-securit y-roll up-f ix ]

14.8.2. make_smbcodepage
make_smbcodepage <c|d > < codepage_number > < inputfile > < outputfile >

Themake_smbcodepage programcompilesabinarycodepagele from atext-formatde nition. The
reverseis alsoallowedby decompilingabinarycodepagde to atext-formatde nition. Thisobsolete
programis partof theinternationalizatin featuresof previous versionsof Sambawhich areincluded
by default with the currentversionof Samba.

14.8.3. make_unicodemap
make_unicodemap < codepage_number > < inputfile > < outputfile >

The make_unicodemap programcompilesbinary Unicode les from text les so Sambacandis-
play non-ASCll charactersetd his obsoleteprogramwaspartof the internationalizaon featuresof
previous versionsof Sambawhich arenow includedwith the currentreleaseof Samba.

14.8.4. net
net <protocol > <function > <misc_options > < target_options >

The net utility is similar to the net utility usedfor Windowvs and MS-DOS. The rst argument
is usedto specifythe protocolto usewhenexecutingacommandThe < protocol > optioncanbe
ads,rap ,orrpc for specifyingthetypeof senerconnectionActive Directoryusesads , Win9x/NT3
usesrap , andWindows NT4/2000/20031sesrpe . If the protocolis omitted,net automaticallytries
to determinat.

Thefollowing exampledisplaysa list the availablesharegor a hostnamedwakko :
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net -l share -S wakko
Password:

Enumerating  shared resources  (exports) on remote server:

Share name  Type Description

data Disk Wakko data share

tmp Disk Wakko tmp share

IPC$ IPC IPC Service (Samba Server)
ADMINS$ IPC IPC Service (Samba Server)

Thefollowing exampledisplaysa list of Sambausersfor ahostnamedwakko :

net -l user -S wakko
root password:

User name Comment
andriusb Documentation
joe Marketing

lisa Sales

14.8.5. nmblookup
nmblookup < options > < netbios_name >

The nmblookup programresohes NetBIOS namesinto |P addressesThe programbroadcaststs
gueryonthelocal subnetuntil thetagetmachinereplies.

Hereis anexample:
nmblookup trek

querying trek on 10.1.59.255
10.1.56.45 trek<00>

14.8.6. pdbedit
pdbedit < options >

Thepdbedit programmanagesccountdocatedin the SAM databaseAll baclendsaresupported
includingsmbpasswd, LDAP, NIS+, andthetdb databasébrary.

Thefollowing areexamplesof adding,deleting,andlisting users:
pdbedit -a kristin

new password:
retype new password:

Unix username: kristin

NT username:

Account  Flags: [U

User SID: S-1-5-21-12102  35352- 3804200048-1 474496110- 2012
Primary  Group SID: S-1-5-21-12102  35352- 3804200048-1 474496110- 2077
Full  Name:

Home Directory: \\wakko\kristi n

HomeDir Drive:
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Logon Script:
Profile Path:
Domain:

Account desc:
Workstations:
Munged dial:

Logon time:

Logoff time:
Kickoff  time:
Password last set:
Password can change:

Password must change:

pdbedit -v -L kristin
Unix username:

NT username:

Account  Flags:

User SID:

Primary  Group SID:
Full  Name:

Home Directory:
HomeDir Drive:
Logon Script:

Profile Path:
Domain:

Account desc:
Workstations:

Munged dial:

Logon time:

Logoff time:

Kickoff  time:
Password last set:
Password can change:

Password must change:

pdbedit  -L
andriusb:505:
joe:503:
lisa:504:
kristin:506:

pdbedit -x joe
pdbedit  -L
andriusb:505:

lisa:504:
kristin:506:

14.8.7. rpcclient
rpcclient
Therpcclient

\\wakko\kristi
WAKKO

0

Mon, 18 Jan
Mon, 18 Jan
Thu, 29 Jan
Thu, 29 Jan
Mon, 18 Jan

kristin

[U
S-1-5-21-12102
S-1-5-21-12102

\\wakko\kristi

\\wakko\kristi
WAKKO

Mon, 18 Jan
Mon, 18 Jan
Thu, 29 Jan
Thu, 29 Jan
Mon, 18 Jan

<server > <options >

n\ profil e

2038
2038
2004
2004
2038

22:14:07
22:14:07
08:29:28
08:29:28
22:14:.07

GMT
GMT
GMT
GMT
GMT
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35352- 3804200048-1 474496110- 2012
35352- 3804200048-1 474496110- 2077

n\ profil e

2038
2038
2004
2004
2038

22:14:.07
22:14:.07
08:29:28
08:29:28
22:14:07

GMT
GMT
GMT
GMT
GMT

programissuesadministratre commandsisingMicrosoft RPCs which provide ac-

cessto the Windows administrationgraphicaluserinterfaces(GUIs) for systemamanagemenfThis
is mostoftenusedby advancedusersthatunderstandhefull compleity of Microsoft RPCs.
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14.8.8. smbcacls
smbcacls < //server/share > <filename > <options >
Thesmbcacls programmodi es Windowns ACLson les anddirectoriessharedy the Sambasener.

14.8.9. smbclient
smbclient < //server/share > < password > <options >
Thesmbclient  programis aversatileUNIX clientwhich providesfunctionalitysimilarto ftp .

14.8.10. smbcontrol
smbcontrol  -i < options >
smbcontrol < options > <destination > < messagetype > < parameters >

The smbcontrol ~ programsendscontrol messageso running smbd or nmbd daemonsExecuting
smbcontrol  -i runscommandsnteractvely until ablankline ora'q' is entered.

14.8.11. smbgroupedit
smbgroupedit < options >

The smbgroupedit  programmapsbetweenLinux groupsand Windows groups.lt alsoallows a
Linux groupto beadomaingroup.

14.8.12. smbmount

smbmount < //server/share > < mount_point > <-o0 options >

The smbmount programusesthe low-level smbmnt programto mountansmbfs le system(Samba
share). The mount -t smbfs < //server/share > <mount_point > <-0 options >
commandalsoworks.

For example:

smbmount //wakko/html /mnt/html -0 username=kris ti n
Password: < password >

[root@yakko /1# Is -l /mnt/html

total O
-TWXT-Xr-X 1 root root 0 Jan 29 08:09 index.html

14.8.13. smbpasswd
smbpasswd < options > <username > < password >

The smbpasswd programmanagegncryptedbassverds. This programcanbe run by a superuseto
changeary users passverd aswell asby anordinaryuserto changeheir own Sambapassverd.
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14.8.14. smbspool
smbspool <job > <user > <title > <copies > <options > <filename >

The smbspool programis a CUPS-compatiblerinting interfaceto Samba Although designedor
usewith CUPSprinters,smbspool canwork with non-CUPSprintersaswell.

14.8.15. smbstatus

smbstatus < options >

Thesmbstatus programdisplaysthe statusof currentconnectiongo a Sambasener.

14.8.16. smbtar

smbtar < options >

Thesmbtar programperformsbackupandrestore®f Windows-basedhareles anddirectoriesto a
localtapearchie. Thoughsimilarto thetar commandthetwo arenotcompatible.

14.8.17. testparm

testparm <options > <filename > <hostname IP_address >

The testparm  programchecksthe syntaxof the smb.conf le. If your smb.conf le isin the
default location (/etc/samba/smb.conf ) you do not needto specifythe location. Specifyingthe
hostnamendIP addresgo thetestparm programveri es thatthehosts.allow  andhost.deny
les arecon gured correctly The testparm  programalsodisplaysa summaryof your smb.conf
le andthesener's role (stand-alonegomain,etc.) aftertesting.This is corvenientwhendehugging
asit excludescommentsandconciselypresentsnformationfor experiencedadministratorgo read.

For example:

testparm

Load smb config files from /etc/samba/sm b. conf
Processing  section  "[homes]"

Processing  section  “[printers]"

Processing  section  "[tmp]"

Processing  section  "[html]"

Loaded services file  OK.

Server role: ROLE_STANDALONE

Press enter to see a dump of your service definitions

<enter >

# Global parameters

[global]
workgroup = MYGROUP
server string = Samba Server
security = SHARE
log file = /var/log/samba/ % og
max log size = 50
socket options = TCP_NODELAYSO_RCVBUF=812 SO_SNDBUF=8192
dns proxy = No

[homes]

comment = Home Directories
read only = No
browseable = No
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[printers]
comment = All Printers
path = /var/spool/samb a
printable = Yes
browseable = No

[tmp]
comment = Wakko tmp
path = /tmp
guest only = Yes

[html]

comment = Wakko www
path = /var/www/html
force user = andriusb
force group = users
read only = No

guest only = Yes

14.8.18. testprns

testprns < printername > < printcapname >

The testprns  program checksif printername  is valid and exists in the printcap . If the
printcapname s not speci ed, the default speci ed in the Sambeaor printcap ~ con guration les
is used.

14.8.19. wbinfo

wbinfo < options >

Thewbinfo programdisplaysinformationfrom thewinbindd daemonThewinbindd daemormust
berunningfor wbinfo to work.

14.9. Additional Resour ces

Thefollowing sectionggive you the meanso explore Samban greaterdetail.

14.9.1. Installed Documentation

« lust/share/doc/samba- < version-number >/ — All additional les included with the
Sambadistribution. Thisincludesall helperscripts,samplecon guration les, anddocumentation.

14.9.2. Red Hat Documentation

- RedHat EnterpriseLinux SystemAdministation Guide RedHat, Inc. — The Sambachapterex-
plainshow to con gure a Sambasener.
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14.9.3. Related Books

The Ofcial Samba-ZHOWTO-Collectionby JohnH. Terpstraand JelmerR. Vernooij; Prentice
Hall — The of cial Samba-3documentatiorasissuedby the Sambadevelopmentteam.This is
moreof areferenceuidethana step-by-steguide.

Samba-3y Exampleby JohnH. Terpstra;PrenticeHall — This is anotherof cial releasdssued
by the Sambadevelopmentteamwhich discussesletailedexamplesof OpenLDAP, DNS, DHCPR,
andprinting con guration les. This hasstep-by-stepelatedinformationthat helpsin real-world
implementations.

Using Samba2nd Edition by JayT's, RobertEckstein,and David Collie-Brown; O'Reilly — A
goodresourcdor navice to advanceduserswhich includescomprehense referencematerial.

14.9.4. Useful Websites

http://wwwsamba.ay/ — Homepagéor the Sambadistribution andall of cial documentatiorere-
atedby the Sambadevelopmentteam.Mary resourcesreavailablein HTML and PDFformats,
while othersareonly availablefor purchaseAlthough mary of theselinks arenot RedHat Enter
priseLinux speci c, someconceptsnayapply

http://samba.@/samba/ardles.html — Active email lists for the Sambacommunity Enabling
digestmodeis recommendedueto high levels of list activity.

Sambanensgroups— Sambahreadedevsgroupssuchasgmane.ag, thatusetheNNTP protocol
arealsoavailable.This analternatie to receving mailing list emails.

http://samba.idealx.gf — Idealx.og distributes installation and con guration
scripts for integration of Samba and OpenLDAP. These are highly recommended
for assisting in managing LDAP related resources. The scripts can be found at
Jusr/share/doc/samba-3.0.3/LDAP/smbldap-tools or can be downloaded from the
Idealxwebsite.
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File TransferProtocol (FTP) is one of the oldestand mostcommonlyusedprotocolsfound on the
Internettoday Its purposeis to reliably transfer les betweencomputerhostson a network without
requiringthe userto log directly into the remotehostor have knowledgeof how to usethe remote
systemlt allows usersto accessles onremotesystemaisinga standardsetof simplecommands.

This chapterutlinesthe basicsof the FTP protocol,aswell ascon guration optionsfor the primary
FTPsener shippedwith RedHat EnterpriseLinux, vsftpd

15.1. The File Transpor t Protocol

FTPusesa client sener architectureo transfer les usingthe TCP network protocol.Becausd=TP

is anolderprotocol,it usesunencryptedisernamendpasswrd authenticationFor this reasonit is

consideredninsecurgrrotocolandshouldnotbeusedunlessabsolutelynecessaryA goodsubstitute
for FTPissftp from the OpenSSHsuiteof tools.For informationaboutcon guring OpenSSHrefer
to the chaptertitted OpenSSHn RedHat EnterpriseLinux SystemAdministation Guide For more
informationaboutthe SSHprotocol,referto Chapter20 SSHProtocol

However, becausd-TPis soprevalenton the Internet,it is oftenrequiredto shareles to the public.
Systemadministratorstherefore shouldbe avareof the FTP protocols uniquecharacteristics.

15.1.1. Multiple Ports, Multiple Modes

Unlike mostprotocolsusedon the Internet,FTP requiresmultiple network portsto work properly
WhenanFTPclientapplicationinitiatesa connectiorto an FTP sener, it opensport21 onthesener
— known asthe commandport. This portis usedto issueall commandgo the sener. Any datare-
guestedrom theseneris returnedo theclientvia adataport. The portnumberfor dataconnections,
andthewayin whichdataconnectionsireinitialized, vary dependingiponwhethertheclientrequests
thedatain activeor passivemode.

Thefollowing de nesthesemodes:

actve mode

Active modeis the original methodusedby the FTP protocolfor transferringdatato the client
application. Whenanactive modedatatransferis initiated by the FTP client, the sener opensa
connectiorfrom port 20 on the senerto the IP addressandarandomunprivilegedport (greater
than 1024) speci ed by the client. This arrangemenmeansthat the client machinemustbe
allowedto acceptconnectionsver ary portabove 1024.With the growth of insecurenetworks,
suchasthelnternettheuseof re wallsto protectclientmachiness now prevalent.Becausé¢hese
client-side re walls often dery incoming connectionsfrom actve mode FTP seners, passie
modewasdevised.

passie mode

Passve mode like actve mode,is initiated by the FTP client application Whenrequestinglata
fromthesener, theFTPclientindicatest wantsto accesshedatain passie modeandthesener
providesthe IP addressanda random,unprivileged port (greaterthan1024) on the sener. The
clientthenconnectgo thatport onthe sener to downloadthe requestednformation.

While passie moderesohesissuesfor client-side re wall interferencewith dataconnections,
it cancomplicateadministrationof the senerside re wall. Limiting the rangeof unpriileged
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portsofferedfor passie connectionsn the FTP sener's con guration le is oneway to reduce
thenumberof openportsonasener andsimplify thetaskof creating re wall rulesfor thesener.
Referto Section15.5.8NetworkOptionsfor moreaboutlimiting passie ports.

15.2. FTP Servers

RedHat EnterpriseLinux shipswith two differentFTP seners:

- RedHat Content Accelerator — A kernel-basedVebsener thatdelivershigh performancéVeb
sener and FTP services.Since speedas its primary designgoal, it has limited functionality
and runs only as an anorymous FTP sener. For more information about con guring and
administeringRed Hat Content Accelerator, consultthe documentationavailable online at
http://wwwredhat.com/docs/marigAux/.

- vsftpd — A fast,secureFTP daemorwhich is the preferredFTP sener for RedHat Enterprise
Linux. Theremaindeof this chapterfocuseson vsftpd

15.2.1. vsftpd

TheVery Secure=TP Daemon(vsftpd ) is designedrom the groundup to befast,stable,and,most
importantly securelts ability to handlelarge numbersof connection®f ciently andsecurelyis why
vsftpd  is theonly stand-alonéTP distributedwith RedHat EnterpriseLinux.

Thesecuritymodelusedby vsftpd  hasthreeprimaryaspects:

. Stiongsepaation of privilegedandnon-privileged processes— Separatprocesselandledifferent
tasks,andeachof theseprocessesun with the minimal privilegesrequiredfor thetask.

- Tasksrequiringelevatedprivileges are handledby processesvith the minimal privilege necessary
— By leveragingcompatibilitiesfoundin thelibcap library, tasksthatusuallyrequirefull root
privilegescanbe executedmoresafelyfrom alessprivileged process.

« Most processesun in a chroot jail — Wheneer possible processesire change-rootedo the
directorybeingsharedthis directoryis thenconsidereda chroot jail. For example,if thedirec-
tory /var/ftp/ is the primary shareddirectory vsftpd reassignsvar/ftp/ to the new root
directory known as/ . This disallons ary potentialmalicioushacler actvities for ary directories
not containedbelor thenew root directory

Useof thesesecuritypracticeshasthefollowing effecton how vsftpd  dealswith requests:

- Theparentprocessunswith the leastprivileges required — The parentprocesslynamicallycal-
culateshelevel of privilegesit requireso minimizethelevel of risk. Child processebandledirect
interactionwith the FTP clientsandrun with ascloseto no privilegesaspossible.

- All opemtionsrequiring elevatedprivileges are handledby a small parent process— Much like
the ApacheHTTP Sener, vsftpd  launchesunpriileged child processe#o handleincomingcon-
nectionsThis allows the privileged, parentprocesgo beassmallaspossibleandhandlerelatively
few tasks.

« All requestsromunprivileged child processesare distrustedby the parentprocess— Communica-
tion with child processearereceved over a soclet, andthe validity of ary informationfrom child
processeis checled beforebeingactedon.

+ Mostinteraction with FTP clientsis handledby unprivileged child processeén a chroot jail —
Becausehesechild processeareunpriilegedandonly have accesgo the directorybeingshared,
ary crashegrocessesnly allows the attacler accesgo thesharedles.



Chapter 15.FTP 239

15.3. Files Installed with vsftpd

Thevsftpd RPM installsthe daemon(/usr/shin/vsftpd ), its con guration andrelated les, as
well asFTP directoriesontothe systemThefollowing is alist of the les anddirectoriesmostoften
consideredvhencon guring vsftpd

« [etc/rc.dfinit.d/vsftpd — The initialization  script  (initscript) used
by the /shin/service command to start, stop, or reload vsftpd . Refer to
Section15.4 Startingand Stoppingvsftpd ~ for moreinformationaboutusingthis script.

+ letc/pam.d/vsftpd — The PluggableAuthenticationModules (PAM) con guration le for
vsftpd . This le de nestherequirements usermustmeetto login to the FTP sener. For more
information,referto Chapterl6 Pluggable AuthenticationModules(PAM).

- letclvsftpdivsftpd.conf — The conguration le for wvsftpd . Refer to
Section15.5vsftpd  Con guration Optionsfor a list of importantoptionscontainedwithin this
le.

- letclvsftpd.ftpusers — A list of usersnot allowed to log into vsftpd . By default, this list
includestheroot , bin , anddaemon usersamongothers.

« letclvsftpd.user_list — This le canbe con gured to eitherdery or allow accesgo the
userslisted, dependingon whetherthe userlist_deny directie is setto YES (default) or NOin
letclvsftpd/vsftpd.conf . If Jetc/vsftpd.user_list is usedto grantaccesgo usersthe
usernamebsted mustnot appeain /etc/vsftpd.ftpusers

. Ivarfftp/ — The directory containing les sened by vsftpd . It also contains the
Ivarfftp/pub/ directoryfor anorymoususers Both directoriesareworld-readablebut writable
only by therootuser

15.4. Starting and Stopping vsftpd

Thevsftpd RPMiinstallsthe/etc/rc.d/init.d/vsftpd script,which canbeaccessedsingthe
Isbin/service command.

To startthe sener, asroottype:
Isbin/service vsftpd  start
To stopthesener, asroottype:
/sbin/service vsftpd  stop

Therestart  optionis a shorthandway of stoppingand then startingvsftpd . This is the most
efcient wayto male con gurationchangesake effectaftereditingthecon guration le for vsftpd

To restartthesener, asroottype:
/sbin/service vsftpd  restart

The condrestart ~ (conditional restar) option only startsvsftpd if it is currently running. This
optionis usefulfor scripts,becausdt doesnot startthe daemonif it is notrunning.

To conditionallyrestartthe sener, asroot type:
/sbin/service vsftpd  condrestart

By default, thevsftpd  servicedoesnot startautomaticallyat boottime. To con gure the vsftpd
serviceto startat boottime, useaninitscript utility, suchas/sbin/chkconfig , Isbin/ntsysy, or the
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SewicesCon guration Tool program.Referto the chaptertitied Contolling Accesgo Servicesn
RedHat EnterpriseLinux SystemAdministation Guidefor moreinformationregardingthesetools.

15.4.1. Starting Multiple Copies of vsftpd

Sometime®necomputeiis usedto sene multiple FTPdomainsThisis atechniquecalledmultihom-
ing. Oneway to multihomeusingvsftpd  is by runningmultiple copiesof thedaemongachwith its
own con guration le.

To do this, rst assignall relevant IP addresseto network devicesor aliasnetwork deviceson the
systemReferto thechaptetitled NetworkCon gurationin RedHat EnterpriseLinux SystenAdmin-
istration Guidefor moreinformationaboutcon guring network devicesanddevice aliasesAdditional
informationcanbefoundaboutnetwork con gurationscriptsin Chapter8 Networkinterfaces

Next, theDNS sener for the FTPdomainsmustbecon guredto referencehecorrectmachinelf the
DNS sener is runningon Red Hat EnterpriseLinux, referto the chaptertitied BIND Con guration
in RedHat EnterpriseLinux SystemAdministation Guidefor instructionsaboutusingthe Domain
Name Sewice Con guration Tool (system-config-bind ). For informationaboutBIND andits
con guration les, referto Chapterl2 Berlkeley InternetNameDomain(BIND).

For vsftpd to answer requestson different IP addressesmultiple copies of the daemon
must be running. The rst cop/ must be run using the vsftpd initscripts, as outlined in
Sectionl5. 4Start|ngandStopp|ngvsftpd . This copy uses the standard con guration le,

[etc/vsftpd/vsftpd.conf

Eachadditional FTP site musthave a con guration le with a uniguenamein the /etc/vsftpd/
directory suchas/etc/vsftpd/vsftpd-site-2.conf . Eachcon guration le mustbereadable
andwritable only by root. Within eachcon guration le for eachFTP sener listeningon an IPv4
network, thefollowing directve mustbeunique:

listen_address= N.N.N.N

ReplaceN.N.N.N with theuniquelP addresdor the FTP sitebeingsened.|f thesiteis usingIPv6,
usethelisten_address6 directive instead.

Onceeachadditionalsener hasa con guration le, thevsftpd daemonmustbe launchedfrom a
root shell promptusingthefollowing command:

vsftpd  /etc/vsftpd/ < configuration fi le> &

In the abore commandreplace< configuration-file > with the uniquenamefor thesener's
con guration le, suchas/etc/vsftpd/vsftpd-site-2.conf

Otherdirectivesto consideralteringon a persener basisare:

+ anon_root

« local_root

- vsftpd_log_file
« xferlog_file

For a detailed list of directves available within vsftpd 's con guration le, refer to
Sectionl5.5vsftpd  Con guration Options

To con gure ary additionalsenersto startautomaticallyat boottime, addthe abose commando the
endof the/etc/rc.local le.
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15.5. vsftpd Con guration Options

Althoughvsftpd may not offer the level of customizatiorotherwidely available FTP senershave,
it offersenoughoptionsto Il mostadministratos needsThefactthatit is not overly feature-laden
limits con gurationandprogrammati@rrors.

All con gurationof vsftpd  is handledby its con guration le, /etc/vsftpd/vsftpd.conf .Each
directive is onits own line within the le andfollows thefollowing format:

< directive  >=<value >

For eachdirectve, replace< directive > with avalid directve and< value > with avalid value.

Important

There must not be any spaces between the < directive >, equal symbol, and the < value > ina
directive.

Commentinesmustbe precededy a hashmark (#) andareignoredby the daemon.
For acompletdist of all directvesavailable,referto the manpagefor vsftpd.conf

Impor tant

For an overview of ways to secure vsftpd , refer to the chapter titled Server Security in the Red Hat
Enterprise Linux Security Guide.

Thefollowing is alist of someof themoreimportantdirectiveswithin /etc/vsftpd/vsftpd.conf
All directvesnotexplicitly foundwithin vsftpd 'scon guration le aresetto their defaultvalue.

15.5.1. Daemon Options

Thefollowing is alist of directveswhich controlthe overall behaior of thevsftpd daemon.

- listen — Whenenabledysftpd runsin stand-alonenode.RedHat EnterpriseLinux setsthis
valueto YES This directve cannotbeusedin conjunctionwith thelisten_ipvé directive.

Thedefault valueis NQ

listen_ipv6 — Whenenabledysftpd runsin stand-alonenode,but listensonly to IPv6 sock-
ets.This directve cannotbe usedin conjunctionwith thelisten  directve.

Thedefaultvalueis NQ

- session_support — When enabled, vsftpd attempts to maintain login
sessions for each user through Pluggable Authentication Modules (PAM). Refer to
Chapterl6 Pluggable AuthenticationModules(PAM) for moreinformation. If sessionlogging is
not necessarydisablingthis optionallows vsftpd  to runwith lessprocesseandlower privileges.

Thedefaultvalueis YES
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15.5.2. Log In Options and Access Controls
Thefollowing is alist of directveswhich controlthelogin behaior andaccesontrolmechanisms.

- anonymous_enable — Whenenabledanorymoususersare allowed to log in. The usernames
anonymous andftp areaccepted.

Thedefault valueis YES
Referto Section15.5.3AnonymoudJserOptionsfor alist of directvesaffectinganorymoususers.

« banned_email_file — If thedeny_email_enable  directive is setto YES this directve spec-
i es the le containingalist of anorymousemail passwrdswhich arenot permittedaccesgo the
sener.

Thedefault valueis /etc/vsftpd.banned_emails

« banner_file =~ — Speci esthe le containingtext displayedwhena connectionis establishedo
thesener. This optionoverridesary text speci edin theftpd_banner  directive.

Thereis no default valuefor this directive.

« cmds_allowed — Speci esacomma-delimitedist of FTP commandsllowed by thesener. All
othercommandsrerejected.

Thereis no default valuefor this directie.

- deny_email_enable = — Whenenabledary anorymoususerusingemailpasswerdsspeci edin
the /etc/vsftpd.banned_emails aredeniedaccesgo the sener. The nameof the le refer
encedby thisdirective canbe speci ed usingthe banned_email_file directie.

Thedefault valueis NQ

- ftpd_banner — Whenenabledthestringspeci edwithin thisdirective is displayedvhenacon-
nectionis establishedo the sener. This optioncanbeoverriddenby thebanner_file  directie.

By defaultvsftpd  displaysits standarcanner
- local_enable = — Whenenabled|ocal usersareallowedto log into thesystem.
Thedefault valueis YES
Referto Section15.5.4Local User Optionsfor alist of directvesaffectinglocal users.
+ pam_service_name — Speci esthePAM servicenamefor vsftpd
Thedefaultvalueis ftp . Note,in RedHat EnterpriseLinux, thevalueis setto vsftpd

+ tcp_wrappers — Whenenabled, TCP wrappersare usedto grantaccesgo the sener. If the
FTPseneris con gured on multiple IP addresseshe VSFTPD_LOAD_CON®&ption canbe usedto
load differentcon guration les basedon the IP addresseingrequestedy the client. For more
informationaboutTCP Wrappersreferto Chapterl7 TCP Wrappes andxinetd

Thedefault valueis NQ Note,in RedHat EnterpriseLinux, thevalueis setto YES

- userlist_deny — Whenusedin conjunctionwith the userlist_enable directve and set
to NQ all local usersare deniedaccesaunlessthe usernamas listed in the le speci ed by the
userlist_file directive. Becauseaccesss deniedbeforethe client is asled for a passwrd,

settingthis directive to NOpreventslocal usersfrom submittingunencryptecasswrds over the
network.

Thedefault valueis YES

- userlist_enable — Whenenabledtheuserdistedin the le speci edby theuserlist_file
directive aredeniedaccessBecauseaccesss deniedbeforetheclientis asledfor apasswerd, users
arepreventedfrom submittingunencryptegasswerdsover the network.

Thedefault valueis NQ however underRedHat EnterpriseLinux thevalueis setto YES



Chapter 15.FTP 243

userlist_file — Speci esthe le referencedy vsftpd whenthe userlist_enable direc-
tive is enabled.

Thedefault valueis /etc/vsftpd.user_list andis createdduringinstallation.

cmds_allowed — Speci esacommaseparatedist of FTPcommandshatthesenerallows. Any

othercommandsrerejected.
Thereis no default valuefor this directie.

15.5.3. Anonymous User Options

Thefollowing listsdirectveswhich controlanorymoususeraccesso thesener. To usetheseoptions,
theanonymous_enable directive mustbesetto YES

anon_mkdir_write_enable — Whenenabledn conjunctiorwith thewrite_enable  directive,
anorymoususersare allowed to createnew directorieswithin a parentdirectorywhich haswrite
permissions.

Thedefault valueis NQ
anon_root — Speci esthedirectoryvsftpd changedo afterananorymoususerlogsin.
Thereis no default valuefor this directive.

anon_upload_enable — When enabledin conjunctionwith the write_enable directve,
anorymoususersareallowedto upload les within aparentdirectorywhich haswrite permissions.

Thedefault valueis NQ

anon_world_readable_only — Whenenabledanorymoususersareonly allovedto download
world-readableles.

Thedefaultvalueis YES

ftp_username — Speci esthelocal useraccount(listedin /etc/passwd ) usedfor the anory-

mousFTPuser Thehomedirectoryspeci edin /etc/passwd  for theuseris theroot directoryof
theanorymousFTPuser

Thedefaultvalueis ftp .

no_anon_password — Whenenabledthe anorymoususeris notasledfor apassverd.
Thedefault valueis NQ

secure_email_list_enable — When enabled,only a speci ed list of email passwerds for

anorymousloginsareacceptedThisis a corvenientway to offer limited securityto public content
without the needfor virtual users.

Anorymous logins are prevented unless the passwrd provided is listed in

letc/vsftpd.email_passwords . The le formatis one passwerd per line, with no trailing
white spaces.
Thedefault valueis NQ

15.5.4. Local User Options

Thefollowing lists directives which characterizehe way local usersaccesgshe sener. To usethese
options,thelocal_enable  directve mustbesetto YES

« chmod_enable — WhenenabledtheFTPcommandsITE CHMOIs allowedfor localusersThis

commandallows the usersto changethe permission®n les.
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Thedefault valueis YES

- chroot_list_enable — When enabled,the local userslisted in the le specied in the
chroot_list_file directve areplacedin achroot jail uponlogin.
If enabledn conjunctionwith the chroot_local_user directive, thelocal userdistedin the le
speci edin thechroot_list_file directive arenot placedin achroot jail uponlog in.
Thedefault valueis NQ

« chroot_list_file — Speci esthe le containinga list of local usersreferencedwhen the
chroot_list_enable directive is setto YES

Thedefault valueis /etc/vsftpd.chroot_list

- chroot_local_user — WhenenabledJocal usersare change-rootedb their homedirectories
afterloggingin.
Thedefault valueis NQ
&Warning
Enabling chroot_local_user opens up a number of security issues, especially for users with
upload privileges. For this reason, it is not recommended.
- guest_enable — Whenenabledall non-anogmoususersareloggedin astheuserguest , which
is thelocal userspeci edin theguest_username  directve.
Thedefaultvalueis NQ
+ guest_username — Speci estheusernamé¢heguest useris mappedo.
Thedefaultvalueis ftp .
- local_root — Speci esthedirectoryvsftpd changedo afteralocal userlogsin.

Thereis no default valuefor this directive.

« local_umask — Speci estheumaskvaluefor le creationNotethatthedefaultvalueis in octal
form (a numericalsystemwith abaseof eight),whichincludesa"0" pre x. Otherwisethevalueis
treatedasabase-10nteger.

Thedefault valueis 022.

« passwd_chroot_enable ~ — Whenenabledn conjunctionwith the chroot_local_user direc-
tive, vsftpd ~ change-root$ocal usershasedon the occurrenceof the/./  in the homedirectory
eld within /etc/passwd

Thedefault valueis NQ

« user_config_dir — Speci esthe pathto a directorycontainingcon guration les bearingthe
nameof local systemusersthat containspeci c settingfor that user Any directive in the users
con guration le overridesthosefoundin /etc/vsftpd/vsftpd.conf

Thereis no default valuefor this directive.

15.5.5. Director y Options
Thefollowing lists directveswhich affect directories.

« dirlist_enable — Whenenabledysersareallowedto view directorylists.
Thedefault valueis YES
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- dirmessage_enable = — Whenenabledamessagés displayedvheneerauserentersadirectory
with amessagde. This messagés foundwithin thedirectorybeingenteredThenameof this le
is speci edin themessage_file  directive andis .message by default.

Thedefault valueis NQ Note,in RedHat EnterpriseLinux, thevalueis setto YES

« force_dot_files — Whenenabled,les beginningwith adot(. ) arelistedin directorylistings,
with the exceptionof the. and.. les.
Thedefault valueis NQ
- hide_ids — Whenenabledall directorylistingsshaw ftp astheuserandgroupfor eachle.
Thedefault valueis NQ
. E_essqge_ﬁle — Speci esthe nameof the messagele whenusingthe dirmessage_enable
irective.

Thedefault valueis .message .

+ text_userdb_names = — Whenenabledtestusernameandgroupnamesareusedn placeof UID
andGID entries Enablingthis optionmayslow performancef thesener.
Thedefault valueis NQ

- use_localtime =~ — Whenenableddirectorylistingsrevealthelocaltime for thecomputeiinstead
of GMT.
Thedefault valueis NQ

15.5.6. File Transfer Options
Thefollowing lists directveswhich affect directories.

- download_enable — Whenenabled,le downloadsarepermitted.
Thedefaultvalueis YES

« chown_uploads — Whenenabledall les uploadedby anorymoususersareownedby the user
speci edin thechown_username directie.

Thedefault valueis NQ

« chown_username — Species the ownership of anorymously uploaded les if the
chown_uploads directive is enabled.

Thedefault valueis root .

- write_enable = — Whenenabled TP commandwhich canchangethe le systemareallowed,
suchasDELE, RNFR andSTOR

Thedefaultvalueis YES

15.5.7. Logging Options

Thefollowing lists directveswhich affectvsftpd 'sloggingbehaior.

+ dual_log_enable = — Whenenabledn conjunctionwith xferlog_enable  , vsftpd writestwo
les simultaneously:a wu-ftpd -compatiblelog to the le specied in the xferlog_file
directive (/var/log/xferlog by default) and a standardvsftpd log le specied in the
vsftpd_log_file directie (/var/log/vsftpd.log by default).

Thedefaultvalueis NQ
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log_ftp_protocol — When enabled in conjunction with xferlog_enable and with
xferlog_std_format setto NQ all FTP commandsindresponsesrelogged.This directie is
usefulfor detugging.

Thedefault valueis NQ

syslog_enable — When enabled in conjunction with xferlog_enable , all logging
normally written to the standardvsftpd log le specied in the vsftpd_log_file directive
(var/logivsftpd.log by default) is sentto the systemloggerinsteadunderthe FTPDfacility.
Thedefault valueis NQ

vsftpd_log_file — Speci esthevsftpd log le. For this le to be used,xferlog_enable
mustbeenabledandxferlog_std_format musteitherbesetto NOor, if xferlog_std_format

is setto YES dual_log_enable mustbeenabledlt is importantto notethatif syslog_enable
is setto YES thesystemlog is usedinsteadof the le speci edin this directive.

Thedefault valueis /var/log/vsftpd.log

xferlog_enable — When enabled, vsftpd  logs connections (vsftpd ~ format only)
and le transfer information to the log le specied in the vsftpd_log_file directive
(var/logivsftpd.log by default). If xferlog_std_format is setto YES le transfer
information is logged but connectionsare not, and the log le specied in xferlog_file
(var/log/xferlog by default) is usedinstead |t is importantto notethatbothlog les andlog
formatsareusedif dual_log_enable is setto YES

Thedefault valueis NQ Note,in RedHat EnterpriseLinux, thevalueis setto YES

xferlog_file — Speci es the wu-ftpd -compatible log le. For this le to be used,
xferlog_enable must be enabledand xferlog_std_format must be setto YES It is also
usedif dual_log_enable  is setto YES

Thedefault valueis /var/log/xferlog

xferlog_std_format — When enabled in conjunction with xferlog_enable , only
a wu-ftpd -compatible le transferlog is written to the le specied in the xferlog_file
directve (/var/log/xferlog by default). It is importantto note that this le only logs le

transfersanddoesnotlog connectiongo the sener.
Thedefault valueis NQ Note,in RedHat EnterpriseLinux, thevalueis setto YES

Important

To maintain compatibility with log les written by the older wu-ftpd FTP server, the
xferlog_std_form at directive is set to YES under Red Hat Enterprise Linux. However, this setting
means that connections to the server are not logged.

To both log connections in vsftpd format and maintain a wu-ftpd -compatible le transfer log, set
dual_log_enable to YES

If maintaining a wu-ftpd -compatible le transfer log is not important, either set xferlog_std_format
to NQ comment the line with a hash mark (#), or delete the line entirely.

15.5.8. Network Options
Thefollowing lists directveswhich affect how vsftpd  interactswith the network.

accept_timeout ~ — Speci esthe amountof time for a client usingpassive modeto establisha
connection.
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Thedefaultvalueis 60.
- anon_max_rate — Speci esthe maximumdatatransferratefor anorymoususersin bytesper
second.

Thedefault valueis 0, which doesnotlimit thetransferate.

- connect_from_port_20 Whenenabledysftpd  runswith enoughprivilegesto openport 20 on
the sener during actve modedatatransfersDisablingthis optionallows vsftpd  to run with less
privileges,but maybeincompatiblewith someFTP clients.

Thedefault valueis NQ Note,in RedHat EnterpriseLinux, thevalueis setto YES

+ connect_timeout ~ — Speci esthe maximumamountof time a client usingactve modehasto
respondo a dataconnectionjn seconds.

Thedefault valueis 60.

- data_connection_timeout — Speci esmaximumamountof time datatransfersareallowedto
stall,in secondsOncetriggered the connectiorto theremoteclientis closed.

Thedefault valueis 300.

. ftp_data_port — Species the port used for actve data connections when
connect_from_port_20 is setto YES
Thedefaultvalueis 20.

- idle_session_timeout — Speci esthe maximumamountof time betweencommanddgrom a

remoteclient. Oncetriggered the connectiorto theremoteclientis closed.
Thedefault valueis 300.

- listen_address — Speci esthelP addres®nwhichvsftpd  listensfor network connections.
Thereis no default valuefor this directive.

()

If running multiple copies of vsftpd serving different IP addresses, the con guration le for
each copy of the vsftpd daemon must have a different value for this directive. Refer to
Section 15.4.1 Starting Multiple Copies of vsftpd ~ for more information about multihomed FTP
servers.

« listen_address6 — Speci esthe IPv6 addreson which vsftpd  listensfor network connec-
tionswhenlisten_ipv6 is setto YES

Thereis no default valuefor this directie.

()

If running multiple copies of vsftpd serving different IP addresses, the con guration le for
each copy of the vsftpd daemon must have a different value for this directive. Refer to
Section 15.4.1 Starting Multiple Copies of vsftpd  for more information about multihomed FTP
servers.

- listen_port — Speci estheportonwhichvsftpd  listensfor network connections.
Thedefaultvalueis 21.
- local_max_rate =~ — Speci esthemaximumratedatais transferedor local userdoggedinto the

senerin bytespersecond.
Thedefault valueis 0, which doesnotlimit thetransferate.
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- max_clients — Speci esthe maximumnumberof simultaneou<lientsallowed to connectto
thesenerwhenit is runningin standalonenode.Any additionalclientconnectionsvould resultin
anerrormessage.

Thedefault valueis 0, which doesnotlimit connections.

« max_per_ip — Speci esthe maximumof clientsallowed to connectedrom the samesourcelP
address.

Thedefault valueis 0, which doesnotlimit connections.

+ pasv_address — Speci esthelP addresdor thepublicfacinglP addres®f thesenerfor seners
behindNetwork AddressTranslation(NAT) re walls. This enablesssftpd  to handoutthecorrect
returnaddresgor passie modeconnections.

Thereis no default valuefor this directie.

- pasv_enable — Whenenabledpassie modeconnectareallowed.
Thedefaultvalueis YES
- pasv_max_port — Speci esthe highestpossibleport sentto the FTP clientsfor passie mode

connectionsThis settingis usedto limit the portrangesothat re wall rulesareeasierto create.

The default valueis 0, which doesnot limit the highestpassie port range.The value mustnot
exceed65535 .

- pasv_min_port — Speci esthe lowestpossibleport sentto the FTP clientsfor passie mode
connectionsThis settingis usedto limit the portrangesothat re wall rulesareeasierto create.

The default valueis 0, which doesnot limit the lowestpassie port range.The value mustnot be
lower 1024 .

- pasv_promiscuous ~— Whenenableddataconnectionsare not checled to make surethey are
originatingfrom the samelP addressThis settingis only usefulfor certaintypesof tunneling.

@Caution

Do not enable this option unless absolutely necessary as it disables an important security feature
which veri es that passive mode connections originate from the same IP address as the control
connection that initiates the data transfer.

Thedefaultvalueis NQ
- port_enable — Whenenabledactve modeconnectsareallowed.
Thedefaultvalueis YES

15.6. Additional Resour ces

For moreinformationaboutvsftpd , referto thefollowing resources.

15.6.1. Installed Documentation

« The lusr/share/doc/vsftpd- < version-number >/ directory — Replace
<version-number > with the installed version of the vsftpd package.This directory
containsa READMEwith basicinformation aboutthe software. The TUNING le containsbasic
performancetuning tips and the SECURITY/ directory containsinformation aboutthe security
modelemplgyed by vsftpd
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- vsftpd relatedmanpages— Therearea numberof manpagesor thedaemorandcon guration
les. Thefollowing lists someof themoreimportantmanpages.

Sener Applications

- man vsftpd — Describeswvailablecommandine optionsfor vsftpd

Con gurationFiles

. man vsftpd.conf =~ — Containsadetailedist of optionsavailablewithin thecon guration
le for vsftpd
- man 5 hosts_access — Describesthe format and options available within the TCP

wrapperscon guration les: hosts.allow  andhosts.deny

15.6.2. Useful Websites

http://vsftpd.beasts.gt— Thevsftpd projectpageis a greatplaceto locatethe latestdocumen-
tationandto contactthe authorof the software.

http://slacksite.com/b&r/ftp.html— Thiswebsiteprovidesa concisesxplanationof thedifferences
betweeractive andpassie modeFTPR.

http://warjgaa.com/ftg?and=rfc — A comprehense list of Requesfor Comment§RFCg9 related
to theFTP protocol.

15.6.3. Related Books

- RedHat EnterpriseLinux SecurityGuide RedHat, Inc. — The ServerSecuritychapterexplains
waysto securevsftpd  andotherservices.
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[ll. Security Reference

Using secureprotocolsis a critical part of maintainingsystemintegrity. This part describe<ritical
tools usedfor the purposeof userauthenticationnetwork accessontrol, and securenetwork com-
munication.For moreinformationaboutsecuringa RedHat EnterpriseLinux systemyeferto the Red
Hat EnterpriseLinux SecurityGuide
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Chapter 16.
Pluggable Authentication Modules (PAM)

Programswhich grantusersaccesgo a systemverify eachusers identity througha processcalled
authentication Historically eachsuchprogramhadits own way of performingthe task of authen-
tication. Under Red Hat EnterpriseLinux, mary suchprogramsare con gured to usea centralized
authenticatiormechanisntalledPluggable AuthenticationModulesor PAM.

PAM usesa pluggablemodulararchitecturewhich affords the systemadministratora greatdeal of
e xibility in settingauthenticatiorpoliciesfor the system.

In mostsituationsthedefault PAM con guration le for aPAM-awareapplicationis sufcient. How-
ever, sometimest maybecomenecessaryo edita PAM con guration le. Becausemiscon guration
of PAM cancompromisesystemsecurity it is importantto understandhe structureof these les
beforemakingary modi cations (referto Section16.3PAM Con guration File Format for morein-
formation).

16.1. Advantages of PAM

PAM offersthefollowing advantages:

« It providesa commonauthenticatiorschemehatcanbe usedwith awide variety of applications.

- It allowsalargeamountf e xibility andcontroloverauthenticatiorfior bothsystemadministrators
andapplicationdevelopers.

- It allows applicationdevelopersto develop programswithout creatingtheir own authentication
scheme.

16.2. PAM Con guration Files

Thedirectory/etc/pam.d/  containsthe PAM con guration les for eachPAM-aware application.
In earlierversionsof PAM, the le /etc/pam.conf ~ wasusedbut this le is now deprecate@ndis
only usedif the/etc/pam.d/  directorydoesnot exist.

16.2.1. PAM Service Files

EachPAM-awareapplicationor servicehasa le within the/etc/pam.d/  directory Each le within
this directorybearsthe nameof theservicefor whichit controlsaccess.

It is up to the PAM-aware programto de ne its servicenameandinstall its own PAM con guration
le inthe/etc/pam.d/  directory For examplethelogin programde nesits servicenameaslogin
andinstallsthe/etc/pam.d/login PAM con guration le.

16.3. PAM Con guration File Format

EachPAM con guration le containsagroupof directvesformattedasfollows:
<module interfface > <control flag > < module name> < module arguments >

Eachof theseelementsareexplainedin the subsequergections.
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16.3.1. Module Interface

Therearefour typesof PAM moduleinterfaceswhichcorrelateo differentaspect®f theauthorization
process:

- auth — This moduleinterfaceauthenticatesise.For example,it asksfor andveri es the validity
of apasswerd. Moduleswith this interfacecanalsosetcredentialssuchasgroupmembershipsr
Kerberodickets.

« account — This moduleinterfaceveri es thataccesss allowed. For example,it may checkif a
useraccounis expiredor is allowedto log in ata particulartime of day.

« password — This moduleinterfacesetsandveri es passwords.

- session — Thismoduleinterfacecon guresandmanagesisersessionsModuleswith thisinter
facecanalsoperformadditionaltasksthatareneededo allow accesslike mountingausers home
directoryandmakingthe users mailboxavailable.

' ; Note

An individual module can provide any or all module interfaces. For instance, pam_unix.so  provides
all four module interfaces.

In aPAM con guration le, themoduleinterfaceis the rst eld de ned. For example,atypicalline
in acon gurationmaylook like this:

auth required pam_unix.so

ThisinstructsPAM to usethepam_unix.so modules auth interface.

16.3.1.1. Stacking Module Interfaces

Module interface directives can be stadked, or placedupon one another so that multiple modules
areusedtogetherfor onepurpose For this reasonthe orderin which the modulesarelistedis very
importantto the authenticatiorprocess.

Stackingmalesit very easyfor anadministratoto requirespeci c conditionsto exist beforeallowing
the userto authenticatefFor example,rlogin  normally uses ve stacled auth modulesasseenin
its PAM con guration le:

auth required pam_nologin.so

auth required pam_securetty.so

auth required pam_env.so

auth sufficient pam_rhosts_auth.so

auth required pam_stack.so  service=system-auth

Beforesomeonas allowedto userlogin , PAM veri es thatthe /etc/nologin le doesnotexist,

that they arenot trying to log in remotelyas a root userover a network connectionandthat ary
environmentalvariablescanbeloaded.Then,if asuccessfuthosts authenticatiors performedthe
connectionis allowed. If therhosts authenticatiorfails, then standardpassverd authenticatioris
performed.
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16.3.2. Control Flag

All PAM modulesgeneratea succes®r failure resultwhencalled. Control ags tell PAM whatdo
with theresult.Sincemodulescanbe stacledin aparticularorder control ags decidehow important
the succesor failure of a particularmoduleis to the overall goal of authenticatinghe userto the
service.

Therearefour prede nedcontrol ags:

- required — Themoduleresultmustbe successfufor authenticatiorio continue.If a required
moduleresultfails, theuseris notnoti ed until resultson all modulesreferencinghatinterfaceare
completed.

- requisite — Themoduleresultmustbe successfufor authenticatiorio continue However, if a
requisite  moduleresultfails, the useris noti ed immediatelywith amessagee ecting the rst
failedrequired  or requisite module.

- sufficient — Themoduleresultis ignoredif it fails. However, if asufficient agged module
resultis successfuandnorequired  agged modulesabore it have failed, thenno otherresults
arerequiredandthe useris authenticatedo the service.

. optional — Themoduleresultis ignored.A module agged asoptional  only becomesieces-
saryfor successfuhuthenticatiowhenthereareno othermodulesreferencingheinterface.

Impor tant

The order in which required modules are called is not critical. The sufficient and requisite
control ags cause order to become important.

A newer control ag syntaxwhich allows for moreprecisecontrolis now availablefor PAM. Please
seethe PAM documentatiodocatedin the /usr/share/doc/pam- < version-number >/ direc-
tory for information on this nev syntax(where< version-number > is the versionnumberfor

PAM).

16.3.3. Module Name

ThemodulenameprovidesPAM the nameof the pluggablemodulecontainingthe speci ed module
interface.Underolderversionsof RedHat EnterpriseLinux, thefull pathto themodulewasprovided
within thePAM con guration le, suchas/lib/security/pam_stack.so .However, sincethead-
ventof multilib systemswhich store64-bit PAM moduleswithin the/lib64/security/ directory
thedirectorynameis omittedbecausehe applicationis linked to the appropriateversionof libpam
which canlocatethe correctversionof themodule.

16.3.4. Module Arguments

PAM usesagumentso passinformationto a pluggablemoduleduringauthenticatiofor somemod-
ules.

For example,the pam_userdb.so moduleusessecretsstoredin aBerkeley DB le to authenticate
theuser Berkeley DB is anopensourcedatabassystemembeddedh mary applicationsThemodule
takesadb agumentsothatBerkeley DB knows which databaséo usefor therequestedervice.

A typical pam_userdb.so line within aPAM con guration le lookslike this:

auth required pam_userdb.so  db=< path-to-file >
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In thepreviousexample replace< path-to-file > with thefull pathto the Berkeley DB database
le.

Invalid agumentsareignoredanddo not otherwiseaffect the succesr failure of the PAM module.
However, mostmodulesreporterrorsto the /var/log/messages le.

16.4. Sample PAM Con guration Files

Below is asamplePAM applicationcon guration le:

#%PAM-1.0

auth required pam_securetty.so

auth required pam_unix.so  shadow nullok

auth required pam_nologin.so

account required pam_unix.so

password  required pam_cracklib.so retry=3

password  required pam_unix.so  shadow nullok  use_authtok
session required pam_unix.so

The rst line is acommentasdenotedby thehashmark (#) atthe beginningof theline.
Linestwo throughfour stackthreemodulesfor login authentication.

auth required pam_securetty.so

This modulemalessurethatif theuseris trying to log in asroot, thetty onwhich the useris logging
in is listedin the/etc/securetty le, if that le exists.

auth required pam_unix.so  shadow nullok

This modulepromptsthe userfor a passverd andthen checksthe passverd usingthe information

storedin /etc/passwd  and,if it exists, /etc/shadow . The pam_unix.so moduleautomatically
detectsandusesshadw passwrdsto authenticateisers Referto Section6.5 ShadowPasswodsfor

moreinformation.

Theamgumentnullok  instructsthepam_unix.so moduleto allow ablankpassverd.
auth required pam_nologin.so

This is the nal authenticatiorstep.It veri es whetherthe le /etc/nologin exists. If nologin
doesexist andthe useris notroot, authenticatiorfails.

; Note

In this example, all three auth modules are checked, even if the rst auth module fails. This prevents
the user from knowing at what stage their authentication failed. Such knowledge in the hands of an
attacker could allow them to more easily deduce how to crack the system.

account required pam_unix.so

This moduleperformsary necessaraccountveri cation. For example,if shadw passverds have
beenenabledthe accountcomponenbf the pam_unix.so  modulechecksto seeif the accounthas
expiredor if theuserhasnot changedhe passverd within the graceperiodallowed.

password  required pam_cracklib.so retry=3
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If apasswerd hasexpired,the passverd componenbf the pam_cracklib.so modulepromptsfor a
new passwrd. It thenteststhenewly createdoassverd to seewhetherit caneasilybe determinedy
adictionary-baseghassverd crackingprogram.If it fails this testthe rst time, it givesthe usertwo
morechancedo createa strongpassverd, asspeci edin theretry=3  agument.

password  required pam_unix.so  shadow nullok  use_authtok

This line speci es that if the programchangeshe users passverd, it should use the password
componentof the pam_unix.so moduleto do so. This only happensf the auth portion of the
pam_unix.so modulehasdeterminedhatthe passverd needso be changed.

Theamgumentshadow tellsthemoduleto createshadw passwerdswhenupdatingausers passverd.

Theamgumentnullok instructsthe moduleto allow the userto changetheir passverd froma blank
passwerd, otherwisea null passverd is treatedasanaccountock.

The nal agumentonthisline, use_authtok , providesa goodexampleof theimportanceof order
whenstackingPAM modules.This agumenttells the modulenot to promptthe userfor anew pass-
word. Insteadjt acceptary passverd thatwasrecordedy a previous passverd module.In thisway,

all new passwerdsmustpasshepam_cracklib.so  testfor securepasswerdsbeforebeingaccepted.

session required  pam_unix.so

The nal line speci esthatthe sessioncomponenf the pam_unix.so modulemanageghe ses-
sion. This modulelogsthe usernameandthe servicetype to /var/log/messages atthebeginning
andendof eachsessionlt canbe supplementetby stackingit with othersessiormodulesfor more
functionality

Thenext samplecon guration le illustratesauth modulestackingfor therlogin ~ program.

#%PAM-1.0

auth required pam_nologin.so

auth required pam_securetty.so

auth required pam_env.so

auth sufficient pam_rhosts_auth.so

auth required pam_stack.so  service=system-auth

First,pam_nologin.so  checksto seeif /etc/nologin exists. If it does,no onecanlog in except
for root.

auth required pam_securetty.so

The pam_securetty.so modulepreventsthe root userfrom loggingin on insecureterminals.This
effectively disallavs all rootrlogin  attemptsdueto the applications limited securitysafguards.

@

To log in remotely as the root user, use OpenSSH instead. For more information, refer to
Chapter 20 SSH Protocol.

auth required pam_env.so

This line loads the pam_env.so module, which sets the environmental variables speci ed in
/etc/security/pam_env.conf

auth sufficient pam_rhosts_auth.so
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The pam_rhosts_auth.so module authenticateghe user using .rhosts  in the users home
directory If this succeedsPAM immediately considersthe authenticationto have succeededIf
pam_rhosts_auth.so fails to authenticatehe user the authenticatiorattemptis ignored.

auth required pam_stack.so  service=system-auth

If thepam_rhosts_auth.so modulefails to successfullyauthenticat¢he user the pam_stack.so
moduleperformsnormalpasswverd authentication.

Theamumentservice=system-auth indicatesthatthe usermustnow passthroughthe PAM con-
guration for systemauthenticatiorasfoundin /etc/pam.d/system-auth

@

To prevent PAM from prompting for a password when the securetty  result fails, change the
pam_securetty.so module from required  to requisite

16.5. Creating PAM Modules

New PAM modulescanbe addedat ary time for PAM-aware applicationsto use.For example,if a
developerinventsa one-time-passerd creationmethodandwritesa PAM moduleto supportit, PAM-
awareprogramsanimmediatelyusethenev moduleandpassverd methodwithoutbeingrecompiled
or otherwisemodi ed. This allows developersandsystemadministratordo mix-and-matchaswell
astest,authenticatiomethoddor differentprogramswithoutrecompilingthem.

Documentation on writing modules is included in the
lusr/share/doc/pam- < version-number >/ directory (where < version-number > is the
versionnumberfor PAM).

16.6. PAM and Administrative Credential Caching

A variety of graphicaladministratie tools underRedHat EnterpriseLinux give userselevatedpriv-
ilegesfor upto ve minutesvia the pam_timestamp.so  module.lt is importantto understandow
this mechanisnworksbecausea userwho walksaway from aterminalwhile pam_timestamp.so  is
in effectleavesthemachineopento manipulatiorby anyonewith physicalaccesso theconsole.

Under the PAM timestampscheme the graphicaladministratie applicationpromptsthe userfor
the root passwerd when it is launched.Onceauthenticatedthe pam_timestamp.so  modulecre-
atesa timestamp le within the /var/run/sudo/ directory by default. If the timestample al-
ready exists, other graphicaladministratre programsdo not promptfor a passverd. Instead,the
pam_timestamp.so modulefreshenghe timestample — reservinganextra ve minutesof un-
challengedadministratre accesdor theuser

Theexistenceof thetimestample is denotedby anauthenticationcon in thenoti cation areaof the
panel.Below is anillustrationof theauthenticatioricon:

S

Figure 16-1.The Authentication Icon
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16.6.1. Removing the Timestamp File

It is recommendedhat beforewalking away from a consolewherea PAM timestampis active, the
timestample bedestrgyed. To do this from within a graphicalenvironment,click on the authentica-
tion icon on the panel.Whenadialogbox appearselick onthe Forget Authorization button.

You're currently authorized to configure system-wide settings
(that affect all users) without typing the administrator password
again. You can give up this authorization.

Keep Authorization ‘ | Forget Authorization

Figure 16-2.Authentication Icon Dialog

If loggedinto asystenremotelyusingssh , usethe/sbin/pam_timestamp_check -k root com-
mandto destry thetimestample.

' ; Note

You must be logged in as the user who originally invoked the pam_timestamp.so  module in order to
use the /sbin/pam_timesta ~ mp_check command. Do not log in as root to issue this command.

For information about destrying the timestamp le using pam_timestamp_check , refer to the
pam_timestamp_check manpage.

16.6.2. Common pam_timestamp Directives
Thepam_timestamp.so  moduleacceptseveraldirectves.Belowv arethetwo mostcommonlyused
options:

« timestamp_timeout =~ — Speci esthe numberof secondshe duringwhich thetimestample is
valid (in seconds)The default valueis 300secondg ve minutes).

timestampdir  — Speci esthedirectoryin which thetimestample is stored.Thedefault value
is var/run/sudo/

For more information about controlling the pam_timestamp.so module, refer to
Section16.8.1InstalledDocumentation

16.7. PAM and Device Owner ship

RedHat EnterpriseLinux allows the rst userto log in on the physicalconsoleof the machinethe
ability to manipulatesomedevicesandperformsometasksnormally resered for theroot user This
is controlledby a PAM modulecalledpam_console.so
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16.7.1. Device Owner ship

Whena userlogs into a Red Hat EnterpriseLinux systemthe pam_console.so moduleis called
by login  or thegraphicallogin programsgdm andkdm. If this useris the rst userto log in atthe
physicalconsole— calledthe consoleuser— the modulegrantsthe userownershipof a variety of
devicesnormally ownedby root. The consoleuserowns thesedevicesuntil the lastlocal sessiorfor
thatuserends.Oncethe userhasloggedout, ownershipof the devicesrevertsbackto therootuser

Thedevicesaffectedinclude,but arenotlimited to, soundcards diskettedrives,andCD-ROM drives.

This allows a local userto manipulatethesedevices without attainingroot accessthus simplifying
commontasksfor the consoleuser

By modifying the le /etc/security/console.perms , the administratorcan edit the list of de-
vicescontrolledby pam_console.so

&Warning

If the gdm, kdm, or xdm display manager con gur ation le has been altered to allow remote users
to log in and the host is con gured to run at runlevel 5, it is advisable to change the < console > and

< xconsole > directives within the /etc/security/con sole. perms to the following values:
< console > =tty[0-9][0-9]* vc/[0-9][0-9]* :0\.[0-9] 0
< xconsole > =:0\.[0-9] 0

Doing this prevents remote users from gaining access to devices and restricted applications on the
machine.

If the gdm, kdm, or xdm display manager con gur ation le has been altered to allow remote users
to log in and the host is con gured to run at any multiple user runlevel other than 5, it is advisable
to remove the < xconsole > directive entirely and change the < console > directive to the following
value:

< console > =tty[0-9][0-9]* vc/[0-9][0-9]*

16.7.2. Application Access

Theconsoleuseris alsoallowed accesso certainprogramswith a le bearingthe commandchamein
the/etc/security/console.apps/ directory

Onenotablegroupof applicationghe consoleuserhasaccesgo arethreeprogramswhich shutoff or
rebootthe systemTheseare:

« [shin/halt
« [shin/reboot
« /shin/poweroff

BecausehesearePAM-awareapplicationsthey call thepam_console.so  moduleasarequirement
for use.

For moreinformation,referto the Section16.8.1InstalledDocumentation
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16.8. Additional Resour ces

The following resourcedurther explain methodsto use and con gure PAM. In addition to these
resourceseadthePAM con guration les onthesystento betterunderstandhow they arestructured.

16.8.1. Installed Documentation

« PAM relatedman pages— Thereare a numberof man pagesfor the various applicationsand
con guration les involved with PAM. Thefollowing is alist of someof the moreimportantman
pages.

Con gurationFiles

- man pam — Good introductory information on PAM, including the structureand pur
poseof the PAM con guration les. Note that althoughthis man pagetalks aboutthe
letc/pam.conf le, the actualcon guration les for PAM under Red Hat Enterprise
Linux arein the/etc/pam.d/  directory

- man pam_console — Describesthe purposeof the pam_console.so  module.lIt also
describeshe appropriatesyntaxfor anentrywithin a PAM con guration le.

« man console.apps — Describes the format and options available within
/etc/security/console.apps the con guration le which de neswhich applications
areaccessibléy the consoleuserassignedy PAM.

+ man console.perms — Describes the format and options available within
letc/security/console.perms ,thecon guration le for theconsoleuserpermissions
assignedy PAM.

. man pam_timestamp — Describeghepam_timestamp.so module.

« Jusr/share/doc/pam- < version-number > — Containsa SystemAdministators' Guide a
ModuleWriters' Manual andthe ApplicationDevelopes' Manual aswell asa copy of the PAM
standardDPCE-RFC86.0(replace< version-number > with theversionnumberof PAM).

« lusr/share/doc/pam- < version-number > /txts'README.pam _timesta mp — Contains
informationaboutthe pam_timestamp.so  PAM module(replace< version-number > with
theversionnumberof PAM).

16.8.2. Useful Websites

« http://wwwkernel.og/pub/lnux/libs/pm/— The primarydistribution websitefor the Linux-PAM
project,containinginformationon variousPAM modulesa FAQ, andadditionalPAM documenta-
tion.
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Chapter 17.
TCP Wrapper s and xinetd

Controlling accesgo network servicesis one of the mostimportantsecuritytasksfacing a sener
administratarRed Hat EnterpriseLinux providesseveral tools which do just that. For instance an
iptables  -basedrewall Iters out unwelcomenetwork pacletswithin the kernels network stack.
For network servicesthat utilize it, TCP wrappes addan additionallayer of protectionby de ning

which hostsare or are not allowed to connectto "wrapped network services.One suchwrapped
network serviceis thexinetd superserver This serviceis calleda supersener becauseét controls
connectiongo a subsebf network servicesandfurtherre nes accessontrol.

Figurel7-1lis abasicillustration of how thesetoolswork togethetrto protectnetwork services.

Incoming
Request
from
the Internet

Request
Accepted

Request
Rejected

Request Request
Accepted Accepted
TCP xinetd
Wrapped Controlled
Network Network
Service Service

Figure 17-1.AccessControl to Network Sewices

This chapterfocuseson the role of TCP wrappersandxinetd  in controllingaccesgo network ser
vicesandreviews how thesetools canbe usedto enhanceboth logging andutilization management.
For adiscussiorof using re walls with iptables , referto Chapterl8iptables
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17.1. TCP Wrapper s

The TCP wrapperspackage(tcp_wrappers ) is installed by default and provides host-based
accesscontrol to network services.The most important componentwithin the packageis the
fust/lib/libwrap.a library. In generalterms,a TCP wrappedserviceis one that has been
compiledagainsthelibwrap.a library.

Whena connectiomattemptis madeto a TCP wrappedservice the service rst referenceshe hosts
accessles (/etc/hosts.allow and /etc/hosts.deny ) to determinewhetheror not the client
hostis allowedto connectln mostcasesit thenuseshesyslogdaemor(syslogd ) to write thename
of therequestindhostandtherequestederviceto /var/log/secure or /var/log/messages

If aclienthostis allowedto connect,TCPwrappergeleasecontrolof the connectiorto therequested
serviceanddo notinterferefurtherwith communicatiorbetweerthe clienthostandthe sener.

In additionto acceszontrolandlogging, TCP wrapperscanactivate commandgo interactwith the
clientbeforederying or releasingcontrol of the connectiorto therequesteahetwork service.

BecauseTCP wrappersare a valuable addition to ary sener administratos arsenalof security
tools, most network serviceswithin Red Hat EnterpriseLinux are linked againstthe libwrap.a
library. Some such applications include /usr/sbin/sshd , lusr/shin/sendmail , and
{usr/sbin/xinetd

; Note

To determine if a network service binary is linked against libwrap.a , type the following command as
the root user:

strings  -f < binary-name > | grep hosts_access

Replace < binary-name > with the name of the network service binary.
If a prompt is returned, then the network service is not linked against libwrap.a

17.1.1. Advantages of TCP Wrapper s
TCPwrappergrovide thefollowing adwantagesver othernetwork servicecontroltechniques:

« Transpaencyto boththeclienthostandthewrappednetworkservice— Both theconnecting:lient
andthe wrappednetwork serviceareunavarethat TCP wrappersarein use.Legitimate usersare
loggedandconnectedo therequestedervicewhile connectiongrom bannectlientsfail.

Centalized managiementof multiple protocols— TCP wrappersoperateseparatelyfrom the net-
work serviceshey protect,allowing mary sener applicationso sharea commonsetof con gura-
tion les for simplermanagement.

17.2. TCP Wrapper s Con guration Files
To determineif a client machineis allowed to connectto a service, TCP wrappersreferencethe
following two les, which arecommonlyreferredto ashostsaccessles:

« /etc/hosts.allow

- letc/hosts.deny
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Whena clientrequests receved by a TCPwrappedservice,it takesthefollowing basicsteps:

1. Refeences /etc/hosts.allow . — The TCP wrapped service sequentially parsesthe
Jetc/hosts.allow le and appliesthe rst rule specied for that service.If it nds a
matchingrule, it allows the connectionlf not,it movesonto thenext step.

2. Refeences /etc/hosts.deny . — The TCP wrapped service sequentially parses the
letc/hosts.deny le. If it nds a matchingrule, it deniesthe connectionlf not, accesdo
theserviceis granted.

Thefollowing areimportantpointsto considemwhenusingTCPwrapperdo protectnetwork services:

+ Becauseaccessulesin hosts.allow  areapplied rst, they take precedenceverrulesspeci edin
hosts.deny . Thereforejf accesgo a serviceis allowedin hosts.allow , arule derying access
to thatsameservicein hosts.deny isignored.

« Therulesin eachle arereadfrom thetop down andthe rst matchingrule for a given serviceis
theonly oneapplied.Theorderof therulesis extremelyimportant.

- If norulesfor the servicearefoundin either le, or if neither le exists, accesgo the serviceis
granted.

- TCP wrappedservicesdo not cachethe rules from the hostsaccessles, so ary changesto
hosts.allow  orhosts.deny take effectimmediatelywithout restartingnetwork services.

&Warning

If the last line of a hosts access le is not a newline character (created by pressing the [Enter] key),
the last rule in the le fails and an error is logged to either /var/log/imessages or /var/log/secure

This is also the case for a rule that spans multiple lines without using the backslash. The following
example illustrates the relevant portion of a log message for a rule failure due to either of these
circumstances:

warning:  /etc/hosts.allow, line 20: missing newline or line too long

17.2.1. Formatting Access Rules

The formatfor both /etc/hosts.allow and/etc/hosts.deny areidentical.Any blanklinesor
linesthatstartwith ahashmark (#) areignored,andeachrule mustbeonits own line.

Eachrule usesthefollowing basicformatto controlaccesso network services:

< daemon list >: <client list > [ <option >: <option >: ..]

. <daemon list > — A commaseparatedist of processnamegnot servicenames)or the ALL
wildcard (referto Section17.2.1.1WlIdcards). The daemonlist also acceptsoperators (refer to
Sectionl7.2.1.40pemtors) to allow greatere xibility.

+ <client list > — A commaseparatedist of hosthameshostIP addressespecialpatterns
(refer to Sectionl7.2.1.2Patterng, or special wildcards (refer to Section17.2.1.1\WlIdcards)
which identify the hosts effected by the rule. The client list also acceptsoperatorslisted in
Sectionl7.2.1.40pemtors to allow greatere xibility.
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. <option > — An optional action or colon separatedist of actionsperformedwhen the rule
is triggered.Option elds supportexpansiongreferto Section17.2.2.4Expansiony launchshell
commandsallow or dery accessandalterloggingbehaior (referto Section17.2.20ptionFields).

Thefollowing is abasicsamplehostsaccessule:
vsftpd : .example.com

This rule instructsTCP wrappersto watch for connectiongo the FTP daemon(vsftpd ) from ary
hostin the example.com domain.If this rule appearsn hosts.allow , the connectioris accepted.
If thisrule appearsn hosts.deny , theconnectioris rejected.

Thenext samplehostsaccessule is morecomplex andusestwo option elds:

sshd : .example.com \
: spawn /bin/echo “/bin/date’ access denied>>/var/log/sshd.| og \
deny

Notethateachoption eld is precededy thebackslash\ ). Useof the backslastpreventsfailure of
therule dueto length.

This samplerule stateghatif a connectiorto the SSHdaemonr(sshd ) is attemptedrom ahostin the
example.com domain, execute the echo command(which logs the attemptto a special le),
and dery the connection.Becausethe optional deny directive is used,this line deniesaccess
evenif it appearsn the hosts.allow le. For a moredetailedlook at available options,refer to
Sectionl7.2.20ptionFields.

17.2.1.1. Wildcar ds

Wildcardsallow TCPwrapperso moreeasilymatchgroupsof daemon®r hosts.They areusedmost
frequentlyin theclientlist eld of accessules.

Thefollowing wildcardsmaybeused:

+ ALL — Matcheseverything.It canbeusedfor boththe daemoriist andthe clientlist.
+ LOCAL— Matchesary hostthatdoesnot containa period(. ), suchaslocalhost.

« KNOWN- Matchesary hostwherethe hosthameandhostaddressareknown or wherethe useris
known.

+ UNKNOWHN- Matchesary hostwherethe hostnamer hostaddressareunknavn or wheretheuser
is unknawn.

+ PARANOID— Matchesary hostwherethe hosthamealoesnot matchthe hostaddress.

@Caution

The KNOWNUNKNOWNand PARANOIDwildcards should be used with care as a disruption in name
resolution may prevent legitimate users from gaining access to a service.

17.2.1.2. Patterns

Patternscanbe usedin theclientlist eld of accessulesto morepreciselyspecifygroupsof client
hosts.

Thefollowing is alist of themostcommonacceptegatterndor aclientlist entry:
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- Hostnamebgginningwith a period(. ) — Placinga periodat the beginning of a hostnamenatches
all hostssharingthe listed componentf the name.The following exampleappliesto ary host
within theexample.com domain:

ALL : .example.com

+ |IP addressendingwith a period (. ) — Placinga periodat the end of an IP addressnatchesall
hostssharingthe initial numericgroupsof an IP addressThe following exampleappliesto ary
hostwithin the192.168.x.x  network:

ALL : 192.168.

« |IP address/netmasgair — Netmaskexpressionsanalsobe usedasa patternto controlaccesso
aparticulargroupof IP addresses hefollowing exampleappliesto ary hostwith anaddressange
of 192.168.0.0  through192.168.1.255
ALL : 192.168.0.0/255.255.254. 0

Impor tant

When working in the IPv4 address space, the address/pre x length (pre xlen) pair declarations
are not supported. Only IPv6 rules can use this format.

- [IPv6 address]/pe xlen pair — [net]/pre xlen pairscanalsobeusedasa patternto controlaccess
to a particulargroup of IPv6 addressesThe following examplewould apply to ary hostW|th an
addressangeof 3ffe:505:2:1:: througha3ffe:505:2: 1:ffff:ffffffff.ffff :

ALL : [3ffe:505:2:1::]/64

Theasterisk(* ) — Asteriskscanbe usedto matchentiregroupsof hostnamesr IP addressess
long asthey arenotmixedin aclientlist containingothertypesof patternsThefollowing example
would applyto ary hostwithin the example.com domain:

ALL : *.example.com

Theslash(/ ) — If aclientlist beginswith aslashiit is treatedasa le name.Thisis usefulif rules
specifyinglarge numberf hostsarenecessaryl hefollowing examplerefersTCPwrappergo the
letcltelnet.hosts le for all Telnetconnections:

in.telnetd : [etcltelnet.hosts

Other lesserused,patternsarealsoacceptedy TCP wrappersReferto the hosts_access man5
pagefor moreinformation.

&Warning

Be very careful when using hostnames and domain names. Attackers can use a variety of tricks to
circumvent accurate name resolution. In addition, disruption in DNS service prevents even authorized
users from using network services.

It is, therefore, best to use IP addresses whenever possible.

17.2.1.3. Portmap and TCP Wrapper s

Whencreatingaccesgontrolrulesfor portmap , donotusehostnamesasportmap ‘simplementation
of TCPwrappergloesnotsupporthostlook ups.For this reasonpnly uselP addressesr thekeyword
ALL whenspecifyinghostsin hosts.allow  or hosts.deny

In addition,changeso portmap accesgontrolrulesmaynottake affectimmediatelywithoutrestart-
ing theportmap service.
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Widely usedservicessuchasNIS and NFS, dependon portmap to operate so be avare of these
limitations.

17.2.1.4. Operator s

At presentaccessontrol rulesacceptoneoperator EXCEPT It canbe usedin boththe daemonlist
andtheclientlist of arule.

The EXCEPToperatorallows speci ¢ exceptionsto broadematcheswithin the samerule.
In the following examplefrom a hosts.allow le, all example.com hostsareallowed to connect
to all servicesexceptcracker.example.com

ALL: .example.com EXCEPT cracker.example.com

In the anotherexamplefrom a hosts.allow le, clientsfrom the192.168.0x network canuseall
servicesxceptfor FTP:

ALL EXCEPT vsftpd: 192.168.0.

' ; Note

Organizationally, it is often easier to avoid using EXCEPToperators. This allows other administrators to
quickly scan the appropriate les to see what hosts are allowed or denied access to services, without
having to sort through EXCEPToperators.

17.2.2. Option Fields

In additionto basicrulesallowing andderying accessthe RedHat EnterpriseLinux implementation
of TCPwrapperssupportsextensiongo the acces<ontrollanguagethroughoption elds. By using
option elds within hostsaccessules,administratorgeanaccomplishavarietyof taskssuchasaltering
log behaior, consolidatingaccesontrol,andlaunchingshellcommands.

17.2.2.1. Log ging

Option elds let administratoreasilychangethelog facility andpriority level for arule by usingthe
severity  directive.

In thefollowing example ,connectiongo the SSHdaemorfrom ary hostin theexample.com domain
areloggedto the default authpriv.  syslog facility (becauseno facility valueis speci ed) with a
priority of emerg:

sshd : .example.com : severity emerg

It is alsopossibleto specifya facility usingthe severity ~ option. The following examplelogs ary
SSH connectionattemptsby hostsfrom the example.com domainto the localo  facility with a
priority of alert

sshd : .example.com : severity localO.alert
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' ; Note

In practice, this example does not work until the syslog daemon (syslogd ) is con gured to log to
the localo  facility. Refer to the syslog.conf ~ man page for information about con gur ing custom log
facilities.

17.2.2.2. Access Control

Option elds alsoallow administratorgo explicitly allow or dery hostsin asinglerule by addingthe
allow ordeny directve asthe nal option.

For instance the following two rulesallow SSH connectiondrom client-1.example.com , but
dery connectiongrom client-2.example.com

sshd : client-1.example.com : allow
sshd : client-2.example.com : deny

By allowing accesscontrol on a perrule basis,the option eld allows administratorgo consolidate
all accessulesinto asingle le: eitherhosts.allow  or hosts.deny . Someconsiderthisaneasier
way of organizingaccessules.

17.2.2.3. Shell Commands
Option elds allow accessulesto launchshellcommandshroughthefollowing two directives:

- spawn — Launchesa shellcommandasa child processThis option directive canperformtasks
like using/usr/sbin/safe_finger to getmoreinformationabouttherequestinglientor create
speciallog les usingtheecho command.

In thefollowing example,clientsattemptingto accesSelnetservicesrom the example.com do-
mainarequietly loggedto a special le:

in.telnetd : .example.com \
spawn /bin/echo ‘/bin/date’ from 9%h>>/var/log/telnet.log \
allow
- twist — Replacesherequestedervicewith thespeci edcommandThisdirectve is oftenused

to setup trapsfor intruders(also called "honey pots"). It canalsobe usedto sendmessageso
connectinglients. Thetwist  directve mustoccurattheendof theruleline.

In thefollowing example clientsattemptingo acces$TPservicesrom theexample.com domain
aresentamessageia theecho command:
vsftpd : .example.com \

twist  /bin/echo "421 Bad hacker, go away!"

For moreinformationaboutshellcommandoptions,referto the hosts_options ~ manpage.

17.2.2.4. Expansions

Expansionswhen usedin conjunctionwith the spawn andtwist directves, provide information
abouttheclient, sener, andprocesseswolved.

Below is alist of supportedxpansions:

+ %a— Suppliegheclient's IP address.
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+ %A— Supplieghesener's IP address.

+ %c— Suppliesavarietyof clientinformation,suchastheusernamandhostnamegr theusername
andIP address.

+ %d— Suppliesghe daemormprocessiame.
+ %h— Suppliegheclient's hostnaméor IP addressif the hostnamés unavailable).
+ %H— Supplieghe sener's hostnaméor IP addressif thehostnameés unavailable).

« %n— Suppliesthe client's hostnamelf unavailable,unknown is printed.If the client's hostname
andhostaddresslo notmatch,paranoid is printed.

+ %N— Suppliesthe sener's hostnamelf unavailable,unknown is printed.If thesener's hostname
andhostaddresslo not match,paranoid is printed.

+ %p— SupplieshedaemorprocesdD.

+ %s—Suppliesvarioustypesof sener information,suchasthe daemorprocessandthe hostor IP
addres®f thesener.

+ %u— Suppliegheclient's usernamelf unavailable,unknown is printed.

Thefollowing samplerule usesanexpansionin conjunctionwith the spawn commando identify the
clienthostin acustomizedog le.

When connectiongo the SSHdaemon(sshd ) are attemptedrom a hostin the example.com do-
main, executetheecho commando log the attempt,includingthe client hostnameby usingthe %h
expansion)to aspecial le:

sshd : .example.com \
: spawn /bin/echo “/bin/date’ access denied to %h>>/var/log/sshd.log \
deny

Similarly, expansionganbeusedo personalizenessagelackto theclient.In thefollowing example,
clientsattemptingo acces$ TP servicedrom theexample.com domainareinformedthatthey have
beenbannedrom thesener:

vsftpd : .example.com \
: twist  /bin/echo "421 %h has been banned from this server!"

For a full explanationof available expansionsas well as additionalaccesscontrol options, refer
to section5 of the manpagesfor hosts_access (man 5 hosts_access ) andthe manpagefor
hosts_options

For additionalinformationaboutTCPwrappersreferto Sectionl17.5Additional Resouces For more
informationabouthow to secureT CP wrappersreferto the chaptertitied ServerSecurityin the Red
Hat EnterpriseLinux SecurityGuide

17.3. xinetd

Thexinetd daemonis a TCP wrappedsuperservicewhich controlsaccesgo a subsetof popular
network servicesincluding FTP, IMAP, and Telnet. It also provides service-speci ccon guration
optionsfor accesgontrol,enhancedbgging,binding,redirection,andresourceutilization control.

Whena client hostattemptgo connecto a network servicecontrolledby xinetd , the superservice
receves the requestand checksfor ary TCP wrappersaccesscontrol rules. If accesss allowed,
xinetd  veri es thatthe connectioris allowed underits own accessulesfor thatserviceandthatthe
serviceis notconsumingnorethanits allotedamountf resourcesr is in breactof ary de nedrules.
It thenstartsaninstanceof therequestederviceandpassesontrolof the connectiorto it. Oncethe
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connectionis establishedxinetd doesnot interferefurtherwith communicatiorbetweerthe client
hostandthesener.

17.4. xinetd Con guration Files

Thecon guration les for xinetd areasfollows:

« letc/xinetd.conf — Theglobalxinetd con guration le.

« letc/xinetd.d/ — Thedirectorycontainingall service-speci cles.

17.4.1. The /etc/xinetd.conf File

Theletc/xinetd.conf le containggenerakon gurationsettingswhich effectevery serviceunder

xinetd 'scontrol.lt is readoncewhenthexinetd serviceis startedsofor con gurationchangeso
take effect,theadministratomustrestarthexinetd  service Below is asamplé@etc/xinetd.conf
le:

defaults

{
instances = 60
log_type = SYSLOGauthpriv
log_on_success = HOST PID
log_on_failure = HOST
cps =25 30

includedir /etc/xinetd.d

Thesdinescontrolthefollowing aspect®f xinetd

+ instances — Setsthemaximumnumberof requestsinetd canhandleatonce.

+ log_type — Con guresxinetd to usetheauthpriv log facility, whichwriteslog entriesto the
Ivar/log/secure le. Addingadirective suchasFILE /var/log/xinetdlog would createa
customlog le calledxinetdliog in the/var/log/ directory

+ log_on_success — Con guresxinetd to log if the connectionis successfulBy default, the
remotehosts IP addresandtheprocesdD of sener processingherequestrerecorded.

« log_on_failure — Con guresxinetd tologif thereis aconnectiorfailureor if theconnection
is notallowed.

« cps — Con guresxinetd to allow no morethan25 connectionpersecondo ary givenservice.
If thislimit is reachedthe serviceis retiredfor 30 seconds.

« includedir [etc/xinetd.d/ — Includes options declared in the service-specic
conguration les located in the /etc/xinetd.d/ directory Refer to
Sectionl7.4.2The/etc/xinetd.d/ Directoryfor moreinformation.

; Note
Often, both the log_on_success and log_on_failure settings in /etc/xinetd.conf are further
modi ed in the service-speci c log les . For this reason, more information may appear in a given ser-
vice's log than the /etc/xinetd.conf le may indicate. Refer to Section 17.4.3.1 Logging Options

for additional information.
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17.4.2. The /etc/xinetd.d/ Director y

The/etc/xinetd.d/ directorycontainghecon guration les for eachservicemanagedby xinetd
andthenameof the les correlateto the service.As with xinetd.conf | this directoryis readonly
whenthexinetd  serviceis started For ary changego take effect, the administratomustrestartthe
xinetd  service.

The format of les in the /etc/xinetd.d/ directory use the same cornventions as
Jetc/xinetd.conf . The primary reasonthe con guration for eachserviceis storedin a separate
le is to make customizatioreasiermndlesslikely to effect otherservices.

To gain anunderstandingf how these les are structured considerthe /etc/xinetd.d/telnet
le:

service  telnet

{
flags = REUSE
socket_type = stream
wait = no
user = root
server = Jusr/sbin/in.t el netd
log_on_failur e += USERID
disable = yes
}

Thesdinescontrolvariousaspectof thetelnet  service:

- service — De nestheservicenameusuallyonelistedin the/etc/services le.

- flags — Setsary of a numberof attributesfor the connectionREUSENstructsxinetd  to reuse
thesoclet for a Telnetconnection.

- socket_type — Setsthenetwork soclettypeto stream .

- wait — De neswhethertheserviceis single-threadeyes ) or multi-threadedno).
- user — De neswhatuserlD theprocessunsunder

- server — De nesthebinaryexecutableo belaunched.

« log_on_failure — De nes logging parametergor log_on_failure in additionto thoseal-
readyde ned in xinetd.conf

. disable — De neswhethertheserviceis active.

17.4.3. Altering xinetd Con guration Files

Therearealarge assortmenof directvesavailablefor xinetd protectedservicesThis sectionhigh-
lights someof themorecommonlyusedoptions.

17.4.3.1. Log ging Options

The following logging optionsare available for both /etc/xinetd.conf andthe service-speci c
con guration les within the/etc/xinetd.d/ directory

Below is alist of someof themorecommonlyusedloggingoptions:

« ATTEMPT— Logsthefactthatafailedattemptwasmade(log_on_failure ).
- DURATION— Logsthelengthof time theserviceis usedby aremotesystem(log_on_success ).
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« EXIT — Logstheexit statusor terminationsignalof theservice(log_on_success ).
+ HOST— Logstheremotehosts IP addresglog_on_failure andlog_on_success ).
+ PID — LogstheprocesdD of thesenerreceving thereques{log_on_success ).

+ USERID — Logs the remoteuserusing the methodde ned in RFC 1413for all multi-threaded
streamserviceglog_on_failure andlog_on_success ).

For acompletdist of loggingoptions,referto the xinetd.conf manpage.

17.4.3.2. Access Contr ol Options

Usersof xinetd ~ servicexanchooseo usethe TCPwrapperdhostsaccessules,provide accesson-
trol via thexinetd con guration les, or a mixture of both. Informationconcerninghe useof TCP
wrappershostsaccesgontrol les canbefoundin Sectionl17.2TCP Wrappes Con guration Files.

This sectiondiscussesisingxinetd  to controlaccesgo services.

; Note

Unlike TCP wrappers, changes to access control only take effect if the xinetd administrator restarts
the xinetd ~ service.

Also, unlike TCP wrappers, access control through xinetd  only affects services controlled by xinetd .

Thexinetd hostsaccessontroldiffersfromthemethodusedby TCPwrappersWhile TCPwrappers
placesall of theaccesgon gurationwithin two les, /etc/hosts.allow and/etc/hosts.deny ,
xinetd 's accesontrolis found in eachservices con guration le within the /etc/xinetd.d/
directory

Thefollowing hostsacces®ptionsaresupportedy xinetd

- only_from — Allows only the speci ed hoststo usethe service.
+ no_access — Blockslistedhostsfrom usingtheservice.

- access_times — Speci esthetimerangewhenaparticularservicemaybeused.Thetimerange
mustbe statedn 24-hourformatnotation,HH:MM-HH:MM

Theonly_from andno_access optionscanuseallist of IP addressesr hostnamespr canspecify
anentirenetwork. Like TCPwrapperscombiningxinetd accesontrolwith theenhancedogging
con gurationcanincreasesecurityby blockingrequestsrom bannechostswhile verboselyrecording
eachconnectiorattempt.

For example,the following /etc/xinetd.d/telnet le canbeusedto block Telnetaccessrom a
particularnetwork groupandrestrictthe overall time rangethateven allowed userscanlog in:

service telnet

{

disable = no

flags = REUSE
socket_type = stream

wait = no

user = root

server = Jusr/sbin/in.telnetd
log_on_failure += USERID
no_access = 10.0.1.0/24

log_on_success += PID HOSTEXIT
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access_times = 09:45-16:15
}

In this example,whena client systemfrom the 10.0.1.0/24network, suchas10.0.1.2 triesto access
the Telnetservice |t recevesa messagstatingthefollowing message:

Connection closed by foreign  host.

In addition,theirlogin attemptsareloggedin /var/log/secure asfollows:

May 15 17:38:49 boo xinetd[16252]: START: telnet  pid=16256 from=10.0.1.2
May 15 17:38:49 boo xinetd[16256]: FAIL: telnet address from=10.0.1.2
May 15 17:38:49 boo xinetd[16252]: EXIT: telnet status=0 pid=16256

Whenusing TCP wrappersn conjunctionwith xinetd accesgontrols,it is importantto understand
therelationshipbetweerthetwo accessontrolmechanisms.

Thefollowing is the orderof operationdollowedby xinetd whena clientrequests connection:

1.Thexinetd daemonaccessethe TCP wrappershostsaccessulesthrougha libwrap.a  li-
brary call. If a dery rule matcheshe client host, the connectionis dropped.If anallow rule
matchegheclienthost,the connectioris passento xinetd

2.Thexinetd daemonchecksits own accesontrol rulesbothfor the xinetd — serviceandthe
requestedservice.If adery rule matcheghe client hostthe connectionis dropped Otherwise,
xinetd  startsaninstanceof therequestederviceandpassesontrolof theconnectiorto it.

Impor tant

Care should be taken when using TCP wrappers access controls in conjunction with xinetd access
controls. Miscon gur ation can cause undesired effects.

17.4.3.3. Binding and Redirection Options

Theservicecon guration les for xinetd  supportindingtheserviceto anIP addressndredirecting
incomingrequestdor thatserviceto anotherP addresshostnameor port.

Binding is controlledwith the bind optionin the service-speci ccon guration les andlinks the
serviceto onelP addres®n the system.Oncecon gured, the bind optiononly allows requestdor
the properlP addresdo accesghe service.In this way, differentservicescanbe boundto different
network interfacesbasedn need.

This is particularlyusefulfor systemswith multiple network adaptersor with multiple IP addresses
con gured. On sucha system,insecureservicesjike Telnet,canbe con gured to listenonly on the
interfaceconnectedo a privatenetwork andnotto theinterfaceconnectedvith the Internet.

Theredirect  optionacceptsan IP addresor hostnaméollowed by a port number It con gures
theserviceto redirectary requestdor this serviceto the speci ed hostandport number This feature
canbe usedto point to anotherport numberon the samesystem redirectthe requesto differentIP

addres®n the samemachine shift the requesto a totally differentsystemandport numbey or ary

combinationof theseoptions.In this way, a userconnectingto certainserviceon a systemmay be
reroutedto anothersystemwith no disruption.

Thexinetd daemoris ableto accomplishthis redirectionby spavning a procesghatstaysalive for
the durationof the connectiorbetweertherequestinglient machineandthe hostactuallyproviding
theservice transferringdatabetweerthetwo systems.
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But the adwantageof thebind andredirect  optionsaremostclearly evidentwhenthey areused
togetherBy bindinga serviceto a particularlP addres®n a systemandthenredirectingrequestgor

this serviceto a secondmachinethatonly the rst machinecansee,aninternalsystemcanbe used
to provide servicedor atotally differentnetwork. Alternatiely, theseoptionscanbeusedto limit the
exposureof a particularserviceon a multi-homedmachineto aknown IP addressaswell asredirect
ary requestgor thatserviceto anothemachinespeciallycon guredfor thatpurpose.

For example,considera systenthatis usedasa re wall with this settingfor its Telnetservice:

service telnet

{
socket_type = stream
wait = no
server = Jusr/sbin/in.te In etd
log_on_succes s += DURATIONUSERID
log_on_failur e += USERID
bind = 123.123.123.12 3
redirect = 10.0.1.13 23

}

Thebind andredirect  optionsin this le ensureshatthe Telnetserviceon the machineis bound
to the external IP addresg123.123.123.123Yhe onefacing the Internet.In addition,ary requests
for Telnetservicesentto 123.123.123.123reredirectedvia a secondchetwork adapterto aninternal

IP addresg10.0.1.13)hatonly the re wall andinternalsystemsanaccessThe rewall thensend
the communicatiorbetweenthe two systemsand the connectingsystemthinks it is connectedo

123.123.123.12%henit is actuallyconnectedo a differentmachine.

Thisfeatureis particularlyusefulfor userswith broadbandonnectionsndonly one x edIP address.
Whenusing Network AddressTranslation(NAT), the systemsbehindthe gatevay machine which
are usinginternal-only IP addressesare not available from outsidethe gatevay system.However,
when certainservicescontrolledby xinetd arecon gured with the bind andredirect  options,
the gatevay machinecanactasa proxy betweenoutsidesystemsanda particularinternalmachine
con guredto provide the service.In addition,thevariousxinetd accesgontrolandloggingoptions
arealsoavailablefor additionalprotection.

17.4.3.4. Resour ce Management Options

The xinetd daemoncan add a basiclevel of protectionfrom a Denial of Service(DoS) attacks.
Below is alist of directveswhich canaidin limiting the effectvenessf suchattacks:

- per_source — De nesthe maximumnumberof instancedor a servicepersourcelP addresslt
acceptsonly integersasan argumentand can be usedin both xinetd.conf andin the service-
speci c con guration les in thexinetd.d/  directory

+ cps — De nesthemaximumof connectionpersecondThisdirective takestwo integerarguments
separatedby white spaceThe rst is the maximumnumberof connectionsllowedto the service
persecondTheseconds thenumberof secondsinetd mustwait beforere-enablingheservice.
It acceptonly integersasanamgumentandcanbe usedin both xinetd.conf andin the service-
speci c con guration les in thexinetd.d/  directory

« max_load — De nes the CPU usagethresholdfor a service.lt acceptsa oating point number
argument.

There are more resourcemanagemenbptions available for xinetd . Refer to the chaptertitled
ServerSecurityin the RedHat EnterpriseLinux SecurityGuidefor moreinformation,aswell asthe
xinetd.conf manpage.
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17.5. Additional Resources

Additional informationconcerninglT CP wrappersandxinetd  is availablefrom systemdocumenta-
tion andonthe Internet.

17.5.1. Installed Documentation

Thebundleddocumentatiomn your systemis agoodplaceto startlooking for additionalTCP Wrap-
persxinetd , andaccesontrolcon gurationoptions.

« Jusr/share/doc/tcp_wrappers- <version >/ — Thisdirectorycontainsa READMEle that
discussesiov TCP wrapperswork andthe varioushostnamendhostaddresspoo ng risksthat
exist.

« lusr/share/doc/xinetd- <version >/ — ThisdirectorycontaineREADMHe thatdiscusses
aspectof accesgontrolandasample.conf  le with variousideasfor modifying service-speci ¢
con guration les in the/etc/xinetd.d/ directory

« TCPwrappersandxinetd relatedmanpages— Therearea numberof manpagedor thevarious
applicationsandcon guration les involved with TCPwrappersandxinetd . Thefollowing lists
someof the moreimportantmanpages.

Sener Applications

. man xinetd — Themanpagefor thexinetd superservicedaemon.

Con gurationFiles

- man 5 hosts_access — Themanpagefor the TCPwrappershostsaccessontrol les.
- man hosts_options — Themanpagefor the TCPwrappersoptions elds.
- man xinetd.conf =~ — Themanpagelisting xinetd con gurationoptions.

17.5.2. Useful Websites

- http://wwwxinetd.og/ — Thehomeof xinetd , containingsamplecon guration les, afull listing
of featuresandaninformative FAQ.

« http://wwwmacsecuritprg/resoureshinetd/tutorial.shtml — A thoroughtutorial that discusses
mairy differentwaysto tweakdefault xinetd con guration les to meetspeci c securitygoals.

17.5.3. Related Books

- RedHat EnterpriseLinux SecurityGuide RedHat, Inc. — Providesan overviev of workstation,
sener, andnetwork securitywith speci ¢ suggestionsegardingT CPwrappersandxinetd
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« Hacking Linux Exposedy Brian Hatch,Jamed ee,andGeogeKurtz; Osbourne/McGnra-Hill —
An excellentsecurityresourcewith featuringinformationaboutTCP wrappersandxinetd
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Chapter 18.

iptables

Includedwith RedHat Enterprisd.inux areadwancedoolsfor network padet Itering — theprocess
of controlling network paclets asthey enter move through,and exit the network stackwithin the
kernel. Kernelversionsprior to 2.4 relied on ipchains  for paclet Itering andusedlists of rules
appliedto pacletsateachstepof the Itering processTheintroductionof the2.4kernelbroughtwith
it iptables  (alsocallednet Iter), whichis similarto ipchains  but greatlyexpandsthe scopeand
controlavailablefor ltering network paclets.

This chapterfocuseson paclet Itering basics,de nes the differencesbetweenipchains  and
iptables , explainsvariousoptionsavailablewith iptables = commandsandexplainshow ltering
rulescanbe presered betweersystenreboots.

For instructionson constructingptables  rulesor settingup a re wall basedn theserules,referto
Sectionl18.7 Additional Resouces

&Warning

The default re wall mechanism under the 2.4 and newer kernels is iptables , but iptables  cannot
be used if ipchains  are already running. If ipchains  is present at boot time, the kernel issues an
error and fails to start iptables

The functionality of ipchains  is not affected by these errors.

18.1. Packet Filtering

TheLinux kernelhasthe built-in ability to Iter paclets,allowing someof themto bereceved by or
passthroughthe systemwhile stoppingothers.The kernels net lter hasthreebuilt-in tablesor rules
lists. They areasfollows:

. filter =~ — Thedefaulttablefor handlingnetwork paclets.

- nat — Usedto alterpacletsthatcreateanewn connectiorandusedor NetworkAddressTranslation
(NAT).

- mangle — Usedfor speci ¢ typesof paclet alteration.

@

In addition to these built in tables, specialized tables can be created and stored in the
/lib/modules/ < ker nel -ve rs ion > /ke mel/ net/i pv4/netf ilt er/ directory (where
< kernel-version > corresponds to the version kernel number).

Eachtablehasa groupof built-in chainswhich correspondo the actionsperformedon the paclet by
thenet lter.

Thebuilt-in chainsfor thefilter tableareasfollows:

- INPUT — Appliesto network pacletsthataretametedfor the host.
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« OUTPUT— Appliesto locally-generatedetwork paclets.
- FORWARD— Appliesto network pacletsroutedthroughthe host.
Thebuilt-in chainsfor thenat tableareasfollows:

« PREPOUTING— Alters network pacletswhenthey arrive.

+ OUTPUT— Alterslocally-generatedetwork pacletsbeforethey aresentout.
+ POSTROUTING— Alters network pacletsbeforethey aresentout.
Thebuilt-in chainsfor themangle tableareasfollows:

« INPUT — Alters network pacletstamgetedfor the host.

« OUTPUT— Alterslocally-generatedietwork pacletsbeforethey aresentout.
« FORWARD— Alters network pacletsroutedthroughthe host.

- PREPOUTING— Altersincomingnetwork pacletsbeforethey arerouted.

+ POSTROUTING— Alters network pacletsbeforethey aresentout.

Everynetwork pacletrecevedby or sentfrom aLinux systenis subjecto atleastonetable.However,
apaclet maybesubjectedo multiple ruleswithin eachtablebeforeemeging atthe endof thechain.
The structureand purposeof theserulesmay vary, but they usuallyseekto identify a paclet coming
from or going to a particularIP addresspr setof addressesyhen usinga particularprotocol and
network service.

; Note

Do not use fully qualied domain names in rewall rules that are saved in the
Jetc/sysconfig/i pta ble s or /etc/sysconfig/ip6 tables les. In the following example:

iptables  -A FORWARDs example.com - eth0 -j DROP example.com is invalid because the
iptables  service starts before any DNS related services at boot time, which results in an error.
Only IP addresses are valid in creating re wall rules.

Regardlesof their destinationwhenpacletsmatcha particularrule in oneof thetables,a target or
actionis appliedto them.If therule speci esan ACCEPTtamgetfor amatchingpaclet, the paclet skips
therestof therule checksandis allowedto continueto its destinationIf arule speci esa DRORamget,
that paclet is refusedaccesgo the systemandnothingis sentbackto the hostthat sentthe paclet.
If arule speci esa QUEURamet, the paclet is passedo userspacelf arule speci esthe optional
REJECTtamget,the pacletis droppedput anerrorpaclet is sentto the paclet's originator

Every chainhasadefault policy to ACCEPTDRORREJECT, or QUEUEIf noneof therulesin thechain
applyto the paclet, thenthe paclet is dealtwith in accordancevith the default policy.

Theiptables commandcon guresthesetables,aswell assetsup new tablesif necessary

18.2. Differences between iptables and ipchains

At rst glancejpchains andiptables  appeato bequitesimilar. Both method=f paclet ltering
usechainsof rulesoperatingwithin the Linux kernelto decidewhatto do with pacletsthatmatchthe
speci edrule or setof rules.However, iptables  offers a moreextensibleway of ltering paclets,
giving theadministratora greateramountof controlwithout building a greatdealof compleity into
thesystem.
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Speci cally, userscomfortablewith ipchains  shouldbe aware of the following signi cant differ-
encesetweeripchains andiptables  beforeattemptingo useiptables

- Underiptables , ead lter ed padet is processedisingrules from only one chain rather than
multiple chains.For instancea FORNVARD paclet cominginto a systemusingipchains ~ would
have to gothroughthe INPUT, FORNARD, andOUTPUT chainsto move alongto its destination.
However, iptables  only sendspaclets to the INPUT chainif they are destinedfor the local
systemandonly sendsghemto the OUTPUT chainif the local systemgeneratedhe paclets. For
thisreasonit is importantto placetherule designedo catcha particularpaclet within therule that
actuallyhandleghepaclet.

- TheDENYtargethasbeenchangdto DROP In ipchains , pacletsthatmatchedarulein achain
couldbedirectedto the DENY tamet. Thistamgetmustbe changedo DROP underiptables

- Order mattes whenplacing optionsin a rule. With ipchains , the orderof the rule optionsdoes
not matter Theiptables = commandusesstrictersyntax.In iptables =~ commandsthe protocol
(ICMP, TCPR, or UDP) mustbespeci ed beforethe sourceor destinatiorports.

- Whenspecifyingnetworkinterfacesto be usedwith a rule, you mustonly useincominginterfaces
(- option)with INPUT or FORWARD chainsandoutgoinginterfaceq-o option)with FORWARD
or OUTPUT chains. This is necessarpecaus@OUTPUT chainsare no longerusedby incoming
interfaces,andINPUT chainsarenot seenby pacletsmoving throughoutgoinginterfaces.

This is not a comprehense list of the changesgiven thatiptables  is a fundamentallyrewritten
network lter. For morespeci ¢ information,referto the Linux Packet Filtering HOWTO referenced
in Section18.7 Additional Resouces

18.3. Options Used within iptables = Commands

Rulesfor ltering pacletsareputin placeusingtheiptables = commandThefollowing aspectof
the paclet aremostoftenusedascriteria:

- Padet Type— Speci esthetypeof pacletsthecommandlters.

- Padket Source/Destination— Speci eswhich pacletsthe commandlters basedon the sourceor
destinatiorof the paclet.

- Target— Speci eswhatactionis taken on pacletsmatchingthe aborve criteria.

For more information on speci ¢ options which addressthese aspectsof a paclet, refer to
Sectionl8.3.4iptables  Match OptionsandSection18.3.5Target Options

Theoptionsusedwith giveniptables  rulesmustbegroupedogically, basednthepurposeandcon-
ditionsof theoverall rule, for therule to be valid. The remainderof this sectionexplainscommonly-
usedoptionsfor theiptables command.

18.3.1. Structure of iptables  Options

Mary iptables commandsave thefollowing structure:

iptables [t <table-name >] <command> <chain-name > < parameter-1 > \
<option-1 > <parameter-n > <option-n >

The <table-name > option allows the userto selecta table other than the default filter
table to use with the command.The < command> option dictatesa speci ¢ actionto perform,
suchas appendingor deletingthe rule speci ed by the < chain-name > option. Following the
<chain-name > are pairs of parametersaand optionsthat de ne what happenswhen a paclet
matchegherule.
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Whenlooking at the structureof aniptables = commandijt is importantto remembetthat, unlike
mostothercommandsthelengthandcompleity of aniptables commandcanchangebasednits
purposeA commando remove arule from a chaincanbe very short,while acommanddesignedo
lter pacletsfrom aparticularsubnetusingavariety of speci ¢ parameterandoptionscanberather
lengthy Whencreatingiptables ~ commandsit is helpful to recognizethat someparametersand
optionsmay createthe needfor otherparameterandoptionsto further specifythe previous option's
request.To constructa valid rule, this mustcontinueuntil every parameteand option thatrequires
anothersetof optionsis satis ed.

Typeiptables  -h toview acomprehense list of iptables ~ commandstructures.

18.3.2. Command Options

Commandoptionsinstructiptables  to perform a speci ¢ action. Only one commandoption is
allowedperiptables commandWith theexceptionof thehelpcommandall commandsirewritten
in uppercasecharacters.

Theiptables commandsreasfollows:

« -A — Appendstheiptables  rule to the endof the speci ed chain.This is the commandusedto
addarule whenrule orderin the chaindoesnot matter

« -C — Checksa particularrule beforeaddingit to the userspeci ed chain. This commandcan
helpyou constructcomplicatedptables  rulesby promptingyou for additionalparametersind
options.

- -D — Deletesarulein a particularchainby number(suchass for the fth rulein a chain).You
canalsotypetheentirerule, andiptables  deletegherulein thechainthatmatchest.

. -E — Renamesuserde ned chain.This doesnot affect the structureof thetable.

+ -F — Flusheghe selectecchain,which effectively deletesevery rule in thethe chain.If no chain
is speci ed, thiscommandushesevery rule from every chain.

+ -h — Providesallist of commandstructuresaswell asa quick summaryof commandparameters
andoptions.

« -1 —Insertsarule in achainata point speci ed by a userde ned integervalue.If no numberis
speci ed,iptables  placeshecommandatthetop of thechain.

@Caution

Be aware when using the -A or -I option that the order of the rules within a chain are important
for determining which rules apply to which packets.

« -L — Listsall of therulesin thechainspeci ed afterthecommandTo list all rulesin all chainsin
thedefault fiter ~ table,do not specifya chainor table.Otherwise the following syntaxshould
beusedto list therulesin aspeci c chainin a particulartable:
iptables -L <chain-name > -t <table-name >

Additionaloptionsfor the-L commandption,whichprovide rule numbersandallow moreverbose
rule descriptionsaredescribedn Section18.3.6Listing Options

+ -N — Createsanew chainwith auserspeci ed name.

- -P — Setsthe default policy for the speci ed chain,sothatwhenpacletstraversean entirechain
without matchingarule, they aresenton to the speci edtarget,suchasACCEPTor DROP

+ -R — Replacesrule in the speci ed chain.Therule's numbemustbe speci ed afterthe chains
name.The rst rulein achaincorrespondso rule numberone.

« -X — Deletesa userspeci ed chain.Deletinga built-in chainfor ary tableis notallowed.
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. -Z — Zerosthebyteandpaclet countersn all chainsfor atable.

18.3.3. iptables  Parameter Options

Oncecertainiptables commandsrespeci ed,includingthoseusedto add,appenddelete,insert,
or replaceruleswithin aparticularchain,parameterarerequiredto construcia paclet ltering rule.

- -¢c — Resetghecounterdor aparticularrule. This parameteacceptshe PKTSandBYTESoptions
to specifywhatcounterto reset.

« -d — SetsthedestinatiorhostnamelP addressor network of apacletthatmatchegherule.When
matchinga network, thefollowing IP address/netmadkrmatsaresupported:

+ N.N.N.N / M.M.M.M — WhereN.N.N.N isthelP addressangeandM.M.M.M is thenetmask.
« N.N.N.N / M— WhereN.N.N.N isthelP addressangeandM is the bitmask.

. -f — Appliesthisrule only to fragmentecpaclets.

By usingtheexclamationpointcharacte(! ) optionafterthis parameteronly unfragmentegaclets
arematched.

« -i — Setstheincomingnetwork interface,suchaseth0 or ppp0. With iptables , this optional
parametemay only be usedwith the INPUT andFORWARD chainswhenusedwith the filter
tableandthe PREROUTING chainwith thenat andmangle tables.

This parametearlsosupportghefollowing specialoptions:

- Exclamationpoint characte(! ) — Reversesthe directve, meaningary speci edinterfacesare
excludedfrom thisrule.

- Pluscharacte(+) — A wildcard characteusedto matchall interfacesthatmatchthe speci ed
string.For example theparameteri  eth+ would applythisrule to ary Etherneinterfacesbut
excludeary otherinterfaces suchasppp0 .

If the-i parameters usedbut nointerfaceis speci ed,thenevery interfaceis affectedby therule.

+ -j —Jumpsdo thespeci edtagetwhenapacletmatches particularrule. Valid tamgetsto useafter
the-j optionincludestandardptions(ACCEPT DROR QUEUEandRETURN aswell asextended
optionsthat are available throughmodulesloadedby default with the Red Hat EnterpriseLinux
iptables RPM packagesuchasLOG MARKandREJECT, amongothers.Referto theiptables
manpagefor moreinformationabouttheseandothertamgets.

It is alsopossibleto directa paclet matchingthis rule to auserde ned chainoutsideof thecurrent
chainsothatotherrulescanbe appliedto the paclet.

If notagetis speci ed, the paclet movespastthe rule with no actiontaken. However, the counter
for thisruleincreasedy one.

- -0 — Setsthe outgoingnetwork interfacefor a rule and may only be usedwith OUTPUT and
FORWARD chainsin thefilter ~ table,andthe POSTROUTING chainin the nat andmangle
tables.This parametes optionsarethe sameasthoseof theincomingnetwork interfaceparameter
i)

- -p — SetsthelP protocolfor therule,which canbeeithericmp , tcp , udp, orall , to matchevery
supportegrotocol.In addition,ary protocolslistedin /etc/protocols mayalsobeused.If this
optionis omittedwhencreatingarule, theall optionis thedefault.

- -s — Setghesourceor aparticularpacletusingthesamesyntaxasthedestinatior(-d ) parameter
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18.3.4. iptables  Match Options

Differentnetwork protocolsprovide specializednatchingoptionswhich canbe con guredto match
aparticularpaclet usingthatprotocol.However, the protocolmust rst bespeci edin theiptables
commandFor example-p tcp < protocol-name > (where< protocol-name > is the tamget
protocol),makesoptionsfor the speci ed protocolavailable.

18.3.4.1. TCP Protocol
Thesematchoptionsareavailablefor the TCP protocol(-p tcp ):

- —dport — Setsthe destinationport for the paclet. Useeithera network servicename(suchas
wwwor smtp ), port number or rangeof portnumbergo con gure this option.To brovsethenames
andaliasef network servicesandthe port numberghey use,view the /etc/services le. The
--destination-port matchoptionis synorymouswith --dport

To specifya rangeof port numbers separatehe two numberswith a colon (: ), suchas-p tcp
--dport ~ 3000:3200 . Thelargestacceptablealid rangeis 0:65535 .

Useanexclamationpointcharacte(! ) afterthe--dport  optionto matchall pacletswhich donot
usethatnetwork serviceor port.

. -sport — Setsthe sourceport of the paclet using the same options as --dport . The
--source-port matchoptionis synorymouswith --sport

- --syn — Appliesto all TCP pacletsdesignedo initiate communicationcommonlycalled SYN
padkets Any pacletsthatcarrya datapayloadarenot touched Placinganexclamationpoint char
acter(! ) asa ag afterthe--syn optioncausesll non-SYNpacletsto bematched.

« --tcp-flags — Allows TCP paclets with speci c set bits, or ags, to matcha rule. The
--tcp-flags matchoption acceptswo parametersThe rst parameteis the mask,which sets
the ags to be examinedin the paclet. The secondparameterefersto the ag thatmustbe setto
match.

Thepossibleags are:
-« ACK

- FIN

- PSH

- RST

-« SYN

- URG

- ALL

- NONE

Forexample,aniptables  rulewhichcontainsp tcp --tcp-flags ACK,FIN,SYN SYNonly
matchesl CPpacletsthathave the SYN ag setandthe ACK andFIN ags unset.

Using the exclamationpoint character(! ) after --tcp-flags reversesthe effect of the match
option.

+ --tcp-option — Attemptsto matchwith TCP-speci coptionsthatcanbe setwithin a particular
paclet. This matchoptioncanalsobereversedwith the exclamationpoint characte(! ).
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18.3.4.2. UDP Protocol
Thesematchoptionsareavailablefor the UDP protocol(-p udp):

- —dport — Speci esthedestinatiorportof the UDP paclet, usingtheservicename portnumbey
orrangeof portnumbersThe--destination-port matchoptionis synorymouswith --dport
. --sport — Speci esthe sourceport of the UDP paclet, usingthe servicename port number or

rangeof port n umbersThe--source-port matchoptionis synorymouswith --sport

18.3.4.3. ICMP Protocol

The following matchoptionsare available for the InternetControl MessageProtocol ICMP) (-p
icmp ):

« -—icmp-type = — Setsthenameor numberof the [ICMP typeto matchwith therule. A list of valid
ICMP namescanberetrieved by typingtheiptables  -p icmp -h command.

18.3.4.4. Additional Match Option Modules

Additional matchoptionsare also available throughmodulesloadedby the iptables ~ command.
To use a match option module, load the module by name using the -m option, such as -m
< module-name > (replacing< module-name > with the nameof themodule).

A large numberof modulesareavailableby default. It is evenpossibleto createmoduleshatprovide
additionalfunctionality

Thefollowing is a partiallist of themostcommonlyusedmodules:

- limit module— Placedimits onhow mary pacletsarematchedo a particularrule. Thisis espe-
cially bene cialwhenusedin conjunctionwith the LOGtargetasit canpreventa ood of matching
pacletsfrom lling upthesystemog with repetitve messagesr usingup systenresourcesRefer
to Section18.3.5Target Optionsfor moreinformationaboutthe LOGtamget.

Thelimit moduleenableghefollowing options:

. -limit ~ — Setsthenumberof matchedor a particularrangeof time, speci edwith a number
andtime modi er arrangedn a < number >/ <time > format. For example,using --limit
5/hour only letsarule matchs timesin asinglehout

If anumberandtime modi er arenotusedthedefault valueof 3/hour is assumed.

- -limit-burst — Setsalimit onthenumberof pacletsableto matcharule atonetime. This
option shouldbe usedin conjunctionwith the --limit option,andit acceptsa numberto set
theburstthreshold.

If nonumberis speci ed,only ve pacletsareinitially ableto matchtherule.

- state module— Enablesstatematching.
Thestate moduleenableghefollowing options:

. --state — matcha paclet with thefollowing connectiorstates:
. ESTABLISHED— Thematchingpacletis associateavith otherpacletsin anestablisheaon-
nection.

- INVALID — Thematchingpaclet cannotbetied to a known connection.
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NEW— The matchingpaclet is eithercreatinga new connectioror is partof a two-way con-
nectionnot previously seen.

. RELATED— The matchingpaclet is startinga nev connectionrelatedin someway to an
existing connection.

Theseconnectionstatescanbe usedin combinationwith one anotherby separatinghemwith
commassuchas-m state --state INVALID,NEW.

+ mac module— Enableshardware MAC addressnatching.
Themac moduleenableghefollowing option:

. --mac-source — Matchesa MAC addresf the network interfacecardthat sentthe paclet.
To exclude a MAC addressfrom a rule, place an exclamationpoint character(! ) after the
--mac-source  matchoption.

To view othermatchoptionsavailablethroughmodulesreferto theiptables ~ manpage.

18.3.5. Target Options

Oncea paclet hasmatcheda particularrule, the rule candirect the paclet to a numberof different
tamgetsthatdecideits fateand,possibly take additionalactions Eachchainhasa default target,which
is usedif noneof therulesonthatchainmatchapacletor if noneof theruleswhich matchthepaclet
specifyatarget.

Thefollowing arethe standardamets:

« < user-defined-chain > — Replace< user-defined-chain > with the nameof a user
de ned chainwithin thetable.This target passeshe paclet to thetargetchain.

+ ACCEPT— Allows the paclet to successfullymove onto its destinatioror anotherchain.

- DROP— Dropsthe paclet without respondingo the requesterThe systemthat sentthe paclet is
notnoti ed of thefailure.

+ QUEUE— Thepacletis queuedor handlingby a userspaceapplication.

+ RETURN-— Stopscheckingthepacletagainstulesin thecurrentchain.If thepacletwith aRETURN
tagetmatchesrule in achaincalledfrom anotherchain,the pacletis returnedo the rst chainto
resumeule checkingwhereit left off. If theRETURNule is usedon abuilt-in chainandthe paclet
cannotmove upto its previouschain,thedefault tagetfor the currentchaindecidesvhatactionto
take.

In addition to these standard tamgets, various other targets may be used with extensions
called target modules For more information about match option modules, refer to
Section18.3.4.4Additional Match OptionModules

Therearemary extendedtaget modulesmostof which only applyto speci ¢ tablesor situations A
coupleof themostpopulartagetmodulesincludedby defaultin RedHat EnterpriseLinux are:

- LOG— Logs all paclets that matchthis rule. Sincethe paclets are logged by the kernel, the
letc/syslog.conf le determinesvherethesdog entriesarewritten. By default, they areplaced
in the/var/log/messages le.

Additional optionscanbe usedafterthe LOGtamgetto specifytheway in whichloggingoccurs:

- --log-level — Setsthe priority level of aloggingevent. A list of priority levels canbefound
within thesyslog.conf ~ manpage.
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- --log-ip-options — Logsary optionssetin theheadeof a IP paclet.

« --log-prefix — Placesa string of up to 29 characterdeforethe log line whenit is written.
Thisis usefulfor writing syslog Iters for usein conjunctionwith paclet logging.

- --log-tcp-options — Logsary optionssetin theheadeiof a TCP paclet.

« --log-tcp-sequence — Writesthe TCP sequenc@umberfor thepacletin thelog.

« REJECT— Sendsanerrorpaclet backto theremotesystemanddropsthe paclet.

The REJECT tamget accepts--reject-with <type > (where<type > is therejectiontype)

allowing more detailed information to be sent back with the error paclet. The message
port-unreachable is thedefault < type > errorgivenif no otheroptionis used.For afull list

of < type > options,refertotheiptables manpage.

Othertamget extensionsjncluding several thatareusefulfor IP masqueradingsingthe nat tableor
with paclet alterationusingthemangle table,canbefoundin theiptables manpage.

18.3.6. Listing Options

Thedefaultlist commandjptables  -L , providesavery basicoverviev of thedefault Iter tables
currentchains Additional optionsprovide moreinformation:

- -v — Displaysverboseoutput,suchasthe numberof pacletsandbyteseachchainhasseenthe
numberof pacletsandbyteseachrule hasmatchedandwhichinterfacesapplyto aparticularrule.

- -x — Expandsnumbersinto their exact values.On a busy system,the numberof paclets and
bytesseenby a particularchainor rule maybeabbreiatedusingK (thousands)yvi(millions), andG
(billions) atthe endof the number This optionforcesthe full numberto bedisplayed.

+ -n — DisplayslIP addresseandport hnumbersn numericformat, ratherthanthe default hostname
andnetwork serviceformat.

+ --line-numbers — Listsrulesin eachchainnext to theirnumericorderin the chain.This option
is usefulwhenattemptingto deletethe speci c rule in a chainor to locatewhereto inserta rule
within achain.

+ -t — Speci esatablename.

18.4. Saving iptables  Rules

Rulescreatedwith theiptables =~ commandarestoredin memory If the systemis restartecbefore
saving theiptables  rule set,all rulesarelost. For net Iter rulesto persistthroughsystemreboot,
they needto besaved. To dorthis, log in asrootandtype:

/sbin/service iptables save

This executesthe iptables initscript, which runs the /sbin/iptables-save program and
writes the current iptables con guration to /etc/sysconfig/iptables . The existing
Jetc/sysconfig/iptables le is savedas/etc/sysconfig/iptables.save .

The next time the system boots, the iptables init script reapplies the rules saved in
letc/sysconfig/iptables by usingthe/sbin/iptables-restore command.

While it is always a good idea to test a new iptables  rule before committing it to the
Jetc/sysconfig/iptables le, it is possibleto copy iptables  rulesinto this le from another
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systems version of this le. This provides a quick way to distribute setsof iptables  rulesto
multiple machines.

Important

If distributing the /etc/sysconfig/ip ta ble s le to other machines, type /sbin/service iptables
restart  for the new rules to take effect.

18.5. iptables  Control Scripts

Therearetwo basicmethodsor controllingiptables  underRedHat EnterpriseLinux:

- Security Level Con guration Tool (system-config-securitylevel ) — A graphicalinter
facefor creating actvating,andsaving basic re wall rules.For moreinformationabouthow to use
this tool, referto the chaptertitied BasicFirewall Con guration in the RedHat EnterpriseLinux
SystemAdministation Guide

« Ishin/service iptables < option > — A commandissuedby the root user capableof
activating, deactvating, and performingother functionsof iptables  via its initscript. Replace
<option > in thecommandwvith oneof thefollowing directves:

. stat — If a rewall is con gured (meaning/etc/sysconfig/iptables exists), all run-
ningiptables  arestoppeccompletelyandthenstartedusingthe /sbin/iptables-restore
commandThestart directve only worksif theipchains  kernelmoduleis notloaded.

- stop — If a rewall isrunning,the re wall rulesin memoryare ushed, andall iptablesmodules
andhelpersareunloaded.

If the IPTABLES_SAVE_ON_STORIirective within the /etc/sysconfig/iptables-config

con guration le is changedfrom its default value to yes, current rules are saved
to /etc/sysconfig/iptables and ary existing rules are moved to the le
letc/sysconfig/iptables.save .

Refer to Section18.5.liptables  Contmol ScriptsCon guration File for more information

abouttheiptables-config le.

- restart — If a rewall isrunning,the re wall rulesin memoryare ushed, andthe re wall is
startedagainif it is con gured in /etc/sysconfig/iptables . Therestart  directive only
worksif theipchains  kernelmoduleis notloaded.

If the IPTABLES_SAVE_ON_RESTART directve within the
/etc/sysconfig/iptables-config con guration le is changedrom its default valueto

yes , currentrulesaresavedto /etc/sysconfig/iptables andary existing rulesaremoved
tothe le /etc/sysconfig/iptables.save .

Refer to Section18.5.1liptables  Contrwol ScriptsCon guration File for more information
abouttheiptables-config le.

. status — Printsto the shellpromptthe statusof the re wall andalist of all actie rules.If no
re wall rulesareloadedor con gured, it indicateshis fact.

A listing of actve rules containing IP addresseswithin rule lists unless the
default value for IPTABLES_STATUS_NUMERIC is changed to no within
the  /etc/sysconfig/iptables-config con guration le. This  change
would revert status output to domain and hostname information. Refer to
Section18.5.1liptables  Contol ScriptsCon guration File for more information about the
iptables-config le.
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- panic — Flushesall rewall rules.Thepolicy of all con guredtablesis setto DROP

. save — Saves re wall rulesto /etc/sysconfig/iptables usingiptables-save . Referto
Section18.4Savingiptables  Rulesfor moreinformation.

@,

To use the same initscript commands to control net Iter for IPv6, substitute ip6tables  for iptables
in the /sbin/service commands listed in this section. For more information about IPv6 and net Iter,
refer to Section 18.6 ip6tables  and IPv6.

18.5.1. iptables  Control Scripts Con guration File

Thebehaior of theiptables  initscriptsis controlledby the/etc/sysconfig/iptables-config
con guration le. Thefollowing is alist of directvescontainedwithin this le:

- IPTABLES_MODULES— Speci esa space-separatdidt of additionaliptables  modulesto load
whena rewall is activated. ThesecanincludeconnectiortrackingandNAT helpers.

+ IPTABLES_MODULES_UNLOAB- Unloadsmoduleson restartandstop. This directive acceptshe
following values:

. yes — Thedefaultvalue.This optionmustbe setto achiere a correctstatefor a re wall restart
or stop.

- no — Thisoptionshouldonly be setif thereareproblemsunloadingthenet Iter modules.

« IPTABLES_SAVE_ON_STOPR- Savescurrent re wall rulesto /etc/sysconfig/iptables when
the re wall is stoppedThis directve acceptghefollowing values:
- yes — Savesexisting rulesto /etc/sysconfig/iptables whenthe re wall is stoppedmov-
ing the previous versionto the /etc/sysconfig/iptables.save le.

- no — Thedefaultvalue.Doesnot save existing ruleswhenthe re wall is stopped.

« IPTABLES_SAVE_ON_RESTARF Savescurrent re wall ruleswhenthe re wall is restartedThis
directive acceptghefollowing values:

. yes — Savesexistingrulesto /etc/sysconfig/iptables whenthe re wall is restartedmaov-
ing the previous versionto the /etc/sysconfig/iptables.save le.

- no — Thedefaultvalue.Doesnot save existing ruleswhenthe re wall is restarted.

« IPTABLES_SAVE_COUNTER- Savesandrestoresall paclet and byte countersin all chainsand
rules.Thisdirective acceptghefollowing values:

. yes — Savesthecountervalues.
- no — Thedefaultvalue.Doesnot save thecountervalues.

« IPTABLES_STATUS_NUMERIG— OutputsIP addresse# a statusoutputinsteadof domainor
hostnamesThis directive acceptghefollowing values:

- yes — Thedefaultvalue.Returnsonly IP addressewithin a statusoutput.
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- no — Returnsdomainor hostnamesvithin a statusoutput.

18.6. ip6tables  and IPv6

If the iptables-ipv6 packageis installed, net Iter under Red Hat EnterpriseLinux can lter
the next-generationlPv6 Internetprotocol. The commandusedto manipulatethe IPv6 net lter is
ip6tables . Mostdirectvesfor thiscommandareidenticalto thoseusedfor iptables , exceptthe
nat tableis notyetsupportedThis meanshatit is notyet possibleto performIPv6 network address
translationtasks,suchasmasqueradingndport forwarding.

Savedrulesfor ip6tables  arestoredin the/etc/sysconfig/ip6tables le. Old rulessavedby
theip6tables  initscriptsaresavedin the /etc/sysconfig/ip6tables.save le.

The con guration le for ip6tables initscript is /etc/sysconfig/ip6tables-config and
the names for each directve vary slightly. For instance, the iptables-config directve
IPTABLES_MODULESs IP6TABLES_MODULESN theip6tables-config le.

18.7. Additional Resour ces

Referto thefollowing sourcedor additionalinformationon paclet Itering with iptables

- RedHat EnterpriseLinux SecurityGuide RedHat, Inc. — Containsa chapteraboutthe role of
re walls within anoverall securitystratgy aswell asstratgiesfor constructingre wall rules.

- RedHat EnterpriseLinux SystemAdministation Guide RedHat, Inc. — Containsa chaptermbout
con guring re walls usingSecurity Level Con guration Tool.

18.7.1. Installed Documentation

+ man iptables — Containsadescriptionof iptables  aswell asacomprehense list of tagets,
options,andmatchextensions.

18.7.2. Useful Websites

« http://wwwnet lter.org/ — The homeof the net Iter/iptablesproject. Containsassortednforma-
tion aboutiptables , includinga FAQ addressingpeci ¢ problemsandvarioushelpful guidesby
RustyRusselltheLinux IP re wall maintainerThe HOWTO document®n the site cover subjects
suchasbasicnetworking conceptskernelpaclet Itering, andNAT con gurations.

- http://wwwlinuxnevbie.og/nhf/Security/IPtables_Basics.html— A basicandgenerallook at the
way paclets maove throughthe Linux kernel,plus anintroductionto constructingoasiciptables
commands.

« http://wwwredhat.com/supportseur@sheworking/ re wall.html — This webpagdinks to a va-
riety of update-to-datpaclet Iter resources.
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Systemsecurityand integrity within a network canbe unwieldy It canoccuyy the time of several
administratorgustto keeptrackof whatservicesarebeingrun onanetwork andthe mannetin which
theseservicesareused Moreover, authenticatingiserso network serviceanprave dangerousvhen
the methodusedby the protocolis inherentlyinsecure asevidencedby the transferof unencrypted
passwrdsover anetwork underthe FTPandTelnetprotocols Kerbeross away to eliminatetheneed
for protocolsthatallow unsafemethodof authenticationtherebyenhancingverall network security

19.1. What is Kerberos?

Kerberosa network authenticatiorprotocol createdoy MIT, usessymmetric-key cryptography to

authenticataisersto network services— eliminatingthe needto sendpassverds over the network.

Whenusersauthenticatéo network servicesusingKerberosunauthorizedisersattemptingto gather
passwrdsby monitoringnetwork trafc areeffectively thwarted.

19.1.1. Advantages of Kerberos

Most corventionalnetwork servicesusepasswerd-basedauthenticatiorschemesSuchschemese-
quire a userto authenticatdo a given network sener by supplyingtheir usernameand passverd.
Unfortunately the transmissiorof authenticatiorinformationfor mary servicess unencryptedFor
sucha schemeto be securethe network hasto be inaccessibléo outsidersandall computersand
userson the network mustbetrustedandtrustworthy.

Evenif this is the case,oncea network is connectedo the Internet,it canno longerbe assumed
that the network is secure Any attacler who gainsaccesdo the network canusea simple paclet

analyzeralsoknown asa paclet sniffer, to interceptusernamesnd passwrds sentin this manner

compromisingiseraccountsndtheintegrity of theentiresecurityinfrastructure.

Theprimarydesigngoalof Kerbeross to eliminatethetransmissiormf unencryptegassverdsacross
the network. If usedproperly Kerberoseffectively eliminatesthe threatpaclet snifferswould other
wise poseon a network.

19.1.2. Disad vantages of Kerberos

AlthoughKerberogemoresa commonandsereresecuritythreat,it maybedif cult to implementfor
avarietyof reasons:

- Migrating userpasswerds from a standardUNIX passwerd databasesuchas /etc/passwd  or
letc/shadow , to a Kerberospassverd databaseanbe tedious,asthereis no automatednech-
anismto perform this task. For more information, refer to questionnumber2.23in the online
KerberosFAQ:

http://wwwnrl.navy.mil/CCS/peopl&kenhkerberos-fag.hnl

- Kerberoshasonly partialcompatibility with the PluggableAuthenticationModules(PAM) system
usedby most Red Hat EnterpriseLinux seners. For more information aboutthis issue,refer to
Section19.4Kerbeosand PAM.

1. A systemwhereboth the client andthe sener sharea commonkey thatis usedto encryptand decrypt
network communication.
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- Kerberosassumeshateachuseris trustedbut is usingan untrustechoston an untrustechetwork.
Its primarygoalis to preventunencrypteghasswrdsfrom beingsentacrosshatnetwork. However,
if anyoneotherthanthe properuserhasaccesgo theonehostthatissuedicketsusedfor authenti-
cation— calledthe key distribution center(KDC) — the entireKerberosauthenticatiorsystemis
atrisk.

- For anapplicationto useKerberosjts sourcemustbe modi ed to make the appropriatecallsinto
theKerberodibraries.Applicationsmodi ed in thisway areconsideredo be kerberized For some
applicationsthis canbe quite problematicdueto the sizeof the applicationor its design.For other
incompatibleapplications changeanustbe madeto the way in which the sener andclient side
communicateAgain, this mayrequireextensve programmingClosed-sourcapplicationghatdo
not have Kerberossupportby default areoftenthe mostproblematic.

- Kerberosis an all or nothing solution. Once Kerberosis usedon the network, ary unencrypted
passwrdstransferredo anon-lerberizedserviceis atrisk. Thus,thenetwork gainsnobene tfrom
theuseof KerberosTo secureanetwork with Kerberospnemusteitherusekerberizedsersionsof
all client/serer applicationswhich sendunencryptegassverdsor not useany suchclient/serer
applicationsatall.

19.2. Kerberos Terminology

Kerberoshasits own terminologyto de ne variousaspectf the service.Beforelearninghow ker
berosworks, it is importantto learnthefollowing terms.

authenticatiorsener (AS)

A senerthatissuedicketsfor adesiredservicewhich arein turn givento usersfor accesgo the

service.The AS respondgo requestgrom clientswho do not have or do not sendcredentials

with a requestlt is usually usedto gain accesdo the ticket-grantingsener (TGS) serviceby

issuingaticket-grantingticket (TGT). The AS usuallyrunson the samehostasthe KDC.
ciphertext

Encrypteddata.

client
An entityonthenetwork (auserahost,or anapplication}thatcanreceve aticketfrom Kerberos.

credentials
A temporarnysetof electroniccredentialghatverify theidentity of aclientfor aparticularservice.
Also calledaticket.

credentiaktacheor ticket le
A le which containsthe keys for encryptingcommunicationdbetweena userandvariousnet-
work services Kerberos5 supportsa framevork for using other cachetypes, suchas shared
memory but les aremorethoroughlysupported.

crypthash
A oneway hashusedto authenticateisers While moresecurghanunencryptediata,it is fairly
easyto decryptfor anexperiencectracler.

GSS-API

TheGenericSecurityServiceApplicationPrograminterface(de nedin RFC-2743publishedby
ThelnternetEngineeringTaskForce)is a setof functionswhich provide securityservicesThis
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API is usedby clientsandservicegto authenticatéo eachotherwithout eitherprogramhaving
speci ¢ knowledge of the underlyingmechanismlf a network service(suchas cyrus-IMAP)
usesGSS-APIl,it canauthenticateisingKerberos.

hash
A text generatesiumberusedto ensurethattransmittectdatahasnot beentamperedvith.

key
Datausedwhenencryptingor decryptingotherdata.Encrypteddatacannotbedecryptedwvithout
the properkey or extremelygoodguessing.

key distribution center(KDC)
A servicethatissuesKerberosickets,usuallyrun on the samehostastheticket-grantingsener
(TGS).

keytab (or key table)
A le thatincludesanunencryptedist of principalsandtheirkeys. Senersretrieve thekeys they
needfrom keytab les insteadof usingkinit . The defaultkeytab le is /etc/krb5.keytab
TheKDC administratiorsener, /usr/kerberos/sbin/kadmind ,istheonly servicethatuses
ary other le (it usesivar/kerberos/krb5kdc/kadm5.keytab ).

kinit
Thekinit commandallows a principalwho hasalreadyloggedin to obtainandcachetheinitial
ticket-grantingticket (TGT). For moreinformationaboutusingthekinit  commandreferto its
manpage.

principal (or principalname)
Theprincipalis the uniquenameof a useror serviceallowed to authenticateisingKerberosA
principal follows the form root[/instance] @REALM . For a typical user theroot is the same
astheirlogin ID. Theinstance is optional.If theprincipalhasaninstanceit is separateffom
the root with a forward slash("/"). An emptystring (*") is consideredh valid instance(which
differs from the default NULL instance) but usingit canbe confusing.All principalsin arealm
have their own key, which for usersis derived from a passverd or is randomlysetfor services.

realm
A network thatusesKerberoscomposedf oneor moresenerscalledKDCs anda potentially
large numberof clients.

service

A programaccessedver the network.

ticket
A temporanysetof electroniccredentialshatverify theidentity of aclientfor aparticularservice.
Also calledcredentials.

ticket-grantingsener (TGS)
A senerthatissuedicketsfor adesiredservicewhich arein turn givento usersfor accesso the
service.The TGSusuallyrunson the samehostastheKDC.

ticket-grantingticket (TGT)

A specialticket thatallows theclientto obtainadditionalticketswithout applyingfor themfrom
theKDC.
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unencryptegassverd
A plaintext, human-readablpassverd.

19.3. How Kerberos Works

Kerberoddiffers from username/pas®ad authenticatiormethodsbecausensteadof authenticating
eachuserto eachnetwork service,it usessymmetricencryptionanda trustedthird party a KDC, to
authenticateusersto a suite of network services.Oncea userauthenticateso the KDC, it sendsa
ticket speci ¢ to thatsessiorbackthe users machineandary kerberizedservicedook for theticket
ontheusers machineratherthanaskingthe userto authenticateisinga passverd.

Whenauseron akerberizechetwork logsin to theirworkstation their principalis sentto theKDC in
arequesfor aTGT from AS. Thisrequestanbe sentby thelogin programsothatit is transparento
theuseror canbesentby thekinit ~ programaftertheuserlogsin.

The KDC checksfor the principalin its databaself the principalis found,the KDC createsa TGT,
whichis encryptedusingtheusers key andreturnedto thatuser

Theloginorkinit ~ programontheclientmachinethendecryptshe TGT usingtheusers key (which
it computedrom the users passwrd). The users key is usedonly on the client machineandis not
sentover the network.

The TGT is setto expire after a certainperiod of time (usuallyten hours)and storedin the client
machines credentialscache.An expiration time is setso thata compromisedl GT is of useto an
attacler for only a shortperiodof time. Oncethe TGT is issuedthe userdoesnot have to re-enter
their passverd until the TGT expiresor they logoutandlogin again.

Wheneer the userneedsaccesgo a network service the client softwareusesthe TGT to requesta
new ticket for thatspeci ¢ servicefrom the TGS. The serviceticket is thenusedto authenticatehe
userto thatservicetransparently

&Warning

The Kerberos system can be compromised any time any user on the network authenticates against
a non-kerberized service by sending a password in plain text. Use of non-kerberized services is
discouraged. Such services include Telnet and FTP. Use of other encrypted protocols, such as SSH
or SSL secured services, however, is acceptable, though not ideal.

Thisis only abroadovervienv of how Kerberosauthenticatioworks. Thoseseekinga morein-depth
look at Kerberosauthenticatiorshouldreferto Section19.7 Additional Resouces

; Note

Kerberos depends on certain network services to work correctly. First, Kerberos requires approximate
clock synchronization between the machines on the network. Therefore, a clock synchronization pro-
gram should be set up for the network, such as ntpd . For more about con guring ntpd , refer to
Jusr/share/doc/n tp- < ver si on- number > /i ndex. htm for details on setting up Network Time Pro-
tocol servers (replace < version-number > with the version number of the ntp package installed
on the system).

Also, since certain aspects of Kerberos rely on the Domain Name Service (DNS), be sure
that the DNS entries and hosts on the network are all properly congured. Refer to the
Kerberos V5 System Administrator's Guide, provided in PostScript and HTML formats
in  Jusr/share/doc/krb 5-s er ver - < vers ion -n umber > for ~more information (replace
<version-number > with the version number of the krb5-server package installed on the
system).
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19.4. Kerberos and PAM

Currently kerberizedservicesdo not make useof PluggableAuthenticationModules(PAM) — ker
berizedsenersbypassPAM completely However, applicationsghatusePAM canmale useof Ker
berosfor authenticatiorf the pam_krb5 module(providedin the pam_krb5 package)s installed.
Thepam_krb5 packagecontainssamplecon guration les thatallow servicedike login  andgdm
to authenticateisersaswell asobtaininitial credentialusingtheir passverds. If accesgo network
senersis always performedusingkerberizedservicesor serviceghatuseGSS-API,suchasIMAP,
thenetwork canbe consideredeasonablgafe.

@,

Administrators should be careful to not allow users to authenticate to most network services using
Kerberos passwords. Many protocols used by these services do not encrypt the password before
sending it over the network, destroying the benets of the Kerberos system. For example, users
should not be allowed to authenticate using their Kerberos passwords over Telnet.

19.5. Con guring a Kerberos 5 Server

When settingup Kerberos,nstall the sener rst. If it is necessaryo setup slave seners, the de-
tails of settingup relationshipsbetweenmasterandslave senersare coveredin the Kerbeos 5 In-
stallation Guidelocatedin the /usr/share/doc/krb5-server- < version-number > directory
(replace< version-number > with theversionnumberof thekrb5-server ~ packagenstalledon
thesystem).

To con gure abasicKerberossener, follow thesesteps:

1. Be surethat clock synchronizatiorand DNS arefunctioningon all client andsener machines
beforecon guring Kerberos5. Pay particularattentionto time synchronizatiorbetweenthe
Kerberossener andits clients.If the sener and client clocksare differentby morethan ve
minutes(this default amountis con gurablein Kerbeross), Kerberosclientscannot authenti-
cateto the sener. This clock synchronizatiors necessaryo preventanattacler from usingan
old Kerberosgicket to masqueradasavalid user

It is advisableo setup a Network Time Protocol(NTP) compatibleclient/serer network even
if Kerberods notbeingused.RedHat EnterpriseLinux includesthentp packagdor this pur-

pose.Referto /usr/share/doc/ntp- < version-number > findex.htm  for detailsabout
how to setup Network Time Protocolsenersandhttp://wwweecis.udel.edu/~nfior additional
informationaboutNTP.

2.Install the krb5-libs  , krb5-server , and krb5-workstation packageon the dedicated

machinewhich runsthe KDC. This machineneedsto be very secure— if possible,it should
notrunary servicesotherthanthe KDC.

If a graphicaluserinterfaceis requiredto administrateKerberosjnstall the gnome-kerberos
packagelt containskrb5 , a GUI tool for managingickets.

3. Edit the /etc/krb5.conf and/var/kerberos/krb5kdc/kdc.conf con guration les to
re ect therealmnameanddomain-to-realmmappingsA simplerealmcanbe constructedy
replacinginstance®f EXAMPLE.COMndexample.com with the correctdomainname—
beingcertainto keepuppercasandlowercasenamesn the correctformat— andby changing
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theKDC from kerberos.example.com tothenameof theKerberosener. By corvention,
all realmnamesare uppercasendall DNS hostnamesnddomainnamesare lowercase For
full detailsabouttheformatsof thesecon guration les, referto theirrespectie manpages.

4. Createthe databasesingthekdb5_util  utility from ashellprompt:
lusr/kerberos/sbin/kdb5 _util create -s

The create commandcreatesthe databasehat storeskeys for the Kerberosrealm.The -s
switch forcescreationof a stash le in which the mastersener key is stored.If no stash le
is presenfrom which to readthe key, the Kerberossener (krb5kdc ) promptsthe userfor the
mastersener passwrd (which canbe usedto regeneratehekey) every timeit starts.

5. Edit the /var/kerberos/krb5Skdc/kadm5.acl le. This le is usedby kadmind to deter
mine which principalshave administratre accesgo the Kerberosdatabasendtheir level of
accessMost organizationcangetby with a singleline:

*ladmin@EXAMPLE.COM  *

Most usersarerepresentedh the databasdy a single principal (with a NULL, or empty in-
stancesuchasjoe @EXAMPLE.COM In thiscon guration,userswith asecondrincipalwith
aninstanceof admin(for example,joe/admin@EXAMPLE.COMareableto wield full power
overtherealms Kerberogatabase.

Oncekadmind is startedon the sener, ary usercanaccessts serviceshy runningkadmin on
ary of theclientsor senersin therealm.However, only userdistedin thekadm5.acl le can
modify the databasén ary way, exceptfor changingtheir own passverds.

Note

The kadmin utility communicates with the kadmind server over the network, and uses Kerberos
to handle authentication. For this reason, the rst principal must already exist before connecting
to the server over the network to administer it. Create the rst principal with the kadmin.local
command, which is speci cally designed to be used on the same host as the KDC and does
not use Kerberos for authentication.

Typethefollowing kadmin.local commandatthe KDC terminalto createthe rst principal:

lusr/kerberos/sbin/kadm in. loca | -g "addprinc username /admin"
6. StartKerberoausingthe following commands:

Isbin/service krbSkdc  start

Isbin/service kadmin start

Isbin/service krb524  start

7.Add principals for the usersusing the addprinc commandwith kadmin . kadmin and
kadmin.local are commandline interfacesto the KDC. As such, mary commandsare
available after launchingthe kadmin program.Refer to the kadmin man page for more
information.

8. Verify thattheKDC isissuingtickets.First,runkinit  to obtainaticketandstoreit in acreden-
tial cachele. Next, useklist to view thelist of credentialsn thecacheandusekdestroy to
destry thecacheandthe credentialst contains.

Note

By default, kinit attempts to authenticate using the same system login username (not the
Kerberos server). If that username does not correspond to a principal in the Kerberos database,
kinit  issues an error message. If that happens, supply kinit ~ with the name of the correct
principal as an argument on the command line (kinit < principal > ).

Oncethesestepsarecompletedthe Kerberossener shouldbe up andrunning.
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19.6. Con guring a Kerberos 5 Client

SettingupaKerberos clientis lessinvolvedthansettingup asener. At aminimum,installtheclient
packagesndprovide eachclientwith a valid krb5.conf  con guration le. Kerberizedversionsof
rsh andrlogin  alsorequiressomecon gurationchanges.

1. Be surethat time synchronizatioris in placebetweenthe Kerberosclient andthe KDC. Re-
fer to Section19.5Con guring a Kerbeios5 Serverfor moreinformation.In addition, verify
that DNS is working properly on the Kerberosclient before con guring the Kerberosclient

programs.

2.Installthekrb5-libs  andkrb5-workstation packagesnall of theclientmachinesSupply
avalid /etc/krb5.conf le for eachclient(usuallythiscanbethesamekrb5.conf  le used
by the KDC).

3. Beforeaworkstationin therealmcanallow usergo connecusingkerberizedsh andrlogin
thatworkstationmusthave thexinetd packagenstalledandhave its own hostprincipalin the
KerberosdatabaseThe kshd andklogind sener programsalso needaccesgo the keys for
their services principal.

Usingkadmin , adda hostprincipalfor the workstationon the KDC. Theinstancein this case
is the hostnameof the workstation.Use the -randkey  option for the kadmin ‘s addprinc
commando createthe principalandassignit arandomkey:

addprinc  -randkey  host/ blah.example.com

Now thatthe principal hasbeencreatedkeys canbe extractedfor the workstationby running
kadmin ontheworkstationitself, andusingthektadd commandwithin kadmin :
ktadd -k /etc/krb5.keytab host/ blah.example.com

4. To useotherkerberizednetwork servicesthey must rst be started.Below is a list of some
commonkerberizedservicesandinstructionsaboutenablingthem:

- rsh andrlogin — To usethe kerberizedversionsof rsh andrlogin , enableklogin ,
eklogin , andkshell

« Telnet— To usekerberizedlelnet,krb5-telnet mustbe enabled.

« FTP— To provide FTP accessgreateandextractakey for the principal with arootof ftp .
Be certainto setthe instanceto the fully quali ed hostnameof the FTP sener, thenenable
gssftp

+ IMAP — To usea kerberizedMAP sener, the cyrus-imap  packageusesKerbeross if
it alsohasthe cyrus-sasl-gssapi packageinstalled. The cyrus-sasl-gssapi pack-
agecontainsthe Cyrus SASL pluginswhich supportGSS-APlauthenticationCyrusIMAP
shouldfunctionproperlywith Kerberosaslongasthecyrus usersableto nd theproperkey
in /etc/krb5.keytab , andtheroot for the principalis setto imap (createdwith kadmin ).

Thedovecot packagealsocontainsan IMAP sener alternatve to cyrus-imap , whichis
alsoincludedwith RedHat EnterpriseLinux, but doesnotsupportGSS-APlandKerberogo
date.

+ CVS— TouseakerberizedCVS sener, gserver usesaprincipalwith arootof cvs andis
otherwiseidenticalto the CVS pserver

For detailsabouthow to enableservicesreferto thechaptetitled Contolling Accesgo Services
in theRedHat EnterpriseLinux SystenAdministation Guide

19.7. Additional Resour ces

For moreinformationaboutKerberosreferto thefollowing resources.
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19.7.1. Installed Documentation

« The/usr/share/doc/krb5-server- < version-number >/ directory— TheKerbeosV5In-
stallation Guideandthe Kerbeios V5 SystemAdministator's Guidein PostScripandHTML for-
mats.Thekrb5-server  packagemustbeinstalled.

« The/usr/share/doc/krb5-workstation- < version-number >/ directory— TheKerbeios
V5 UNIX User's Guidein PostScrippndHTML formats.The krb5-workstation packagemust
beinstalled.

- Kerberosmanpages— Therearea numberof manpagedor the variousapplicationsandcon g-
uration les involved with a KerberoamplementationThefollowing is alist of someof the more
importantmanpages.

Client Applications

- man kerberos — An introductionto theKerberossystemwhichdescribe$iow credentials
work and pravides recommendationfor obtainingand destrying Kerberostickets. The
bottomof themanpagereferences numberof relatedmanpages.

- man kinit — Describeshow to usethis commandto obtainand cachea ticket-granting
ticket.

- man kdestroy — Describeshow to usethiscommando destry Kerberoscredentials.

- man klist — Describesow to usethis commando list cachedKerberoscredentials.

Administrative Applications

. man kadmin — Describeshow to use this commandto administerthe KerberosV5
database.
- man kdb5_utii — Describeshow to usethis commando createand performlow-level

administratie functionsonthe Kerberosvs database.

Sener Applications

« man krb5kdc — Describesvailablecommandine optionsfor theKerberosv5 KDC.

- man kadmind — Describesavailablecommandine optionsfor the Kerberosv5 adminis-
trationsener.

Con gurationFiles

- man krb5.conf — Describeghe format and optionsavailable within the con guration
le for theKerberosVs library.

- man kdc.conf — Describegheformatandoptionsavailablewithin thecon guration le
for theKerberosv5 AS andKDC.



Chapter 19.Kerberos 299

19.7.2. Useful Websites

+ http://webmit.edu/lerberosivww/ — Kerbeios: The Network AuthenticationProtocol webpage
from MIT.

« http://wwwnrl.nary.mil/CCS/peoplé&enhkerberos-faq.hinl — The KerberosFrequentlyAsked
QuestiongFAQ).

« ftp://athena-dist.mit.edpub/kerkerostiodusenix.PS — The PostScriptversion of Kerbeos: An
AuthenticationServicefor OpenNetwork Systemdy JenniferG. Steiney Clifford Neuman,and
Jefrey |. Schiller Thisdocuments theoriginal paperdescribingKerberos.

« http://webmit.edu/lerberosivww/dialoguehtml — Designingan AuthenticationSystem:a Dia-
loguein Four Scene®riginally by Bill Bryantin 1988,modi ed by TheodoreTs'o in 1997.This
documentis a conversationbetweentwo developerswho are thinking throughthe creationof a
Kerberos-styl@uthenticatiorsystem.The conversationaktyle of the discussiommalke this a good
startingplacefor peoplewho arecompletelyunfamiliar with Kerberos.

« http://wwwornl.gos/~jar/HonToKerhhtml — How to Kerberizeyour siteis a goodreferenceor
kerberizinga network.

+ http://wwwnetworkcomputing.cm/netlesignkerb1.hinl — Kerbeios NetworkDesignManual is
athoroughovervien of the Kerberossystem.
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Chapter 20.
SSH Protocol

SSH™(or SecureSHell) is a protocolwhich facilitatessecurecommunicationdetweertwo systems
usinga client/serer architectureandallows usersto log into sener hostsystemsremotely Unlike
otherremotecommunicatiorprotocols suchasFTPor Telnet,SSHencryptghelogin sessionmaking
it impossiblefor intrudersto collectunencryptegassverds.

SSHis designedo replaceolder, lesssecureterminal applicationsusedto log into remotehosts,
suchastelnet  orrsh . A relatedprogramcalledscp replacelderprogramsdesignedo copy les

betweerhosts,suchasrcp . Becauseheseolder applicationsdo not encryptpasswrdstransmitted
betweenthe client andthe sener, avoid themwheneer possible.Using securemethodsto log into

remotesystemslecreasetherisksfor boththeclient systemandtheremotehost.

20.1. Features of SSH

The SSHprotocolprovidesthefollowing safgyuards:

- After aninitial connectionthe client canverify thatit is connectingto the samesener it had
connectedo previously.

- Theclienttransmitsits authenticatiorinformationto the sener usingstrong,128-bitencryption.

« All datasentandreceved during a sessions transferredusing 128-bit encryption,makinginter
ceptedransmissionsxtremelydif cult to decryptandread.

« Theclient canforward X11* applicationsrom the sener. This techniquecalled X11 forwarding,
providesa securemeanso usegraphicalapplicationsover a network.

Because¢he SSHprotocolencryptseverythingit sendsandreceves, it canbeusedto secureotherwise
insecureprotocols.Usingatechniquecalledport forwarding, an SSHsener canbecomea conduitto
securingotherwiseinsecureprotocols like POR andincreasingoverall systemanddatasecurity

RedHatEnterprisd_inux includesthegeneralOpenSSHackagdopenssh ) aswell astheOpenSSH
sener (openssh-server ) and client (openssh-clients ) packagesReferto the chaptertitled

OpenSSHn the RedHat EnterpriseLinux SystemAdministation Guidefor instructionson installing

and deplg/ing OpenSSHNote, the OpenSSHpackagesequirethe OpenSSLpackage(openss| )

whichinstallsseveralimportantcryptographidibraries,enablingOpenSSHo provide encrypteccom-

munications.

20.1.1. Why Use SSH?

Nefariouscomputemusershave a variety of toolsat their disposalenablingthemto disrupt,intercept,
andre-routenetwork trafc in aneffort to gainaccesdo a systemIn generaterms,thesethreatscan
becatgorizedasfollows:

+ Interceptionof communicatiorbetweertwo systems— In this scenariothe attacler canbe some-
whereon the network betweenthe communicatingentities,copying ary information passede-
tweenthem.Theattacler mayinterceptandkeeptheinformation,or altertheinformationandsend
it onto theintendedrecipient.

1. X11 refersto the X11R6.7windowing displaysystem¢traditionally referredto asthe X Window Systemor
X. RedHatEnterpriseLinux includesXFree86 anopensourceX Window System.
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This attackcanbe mountedthroughthe useof a paclet sniffer — acommonnetwork utility.

- Impesonationof a particular host— Using this strateyy, an attacler's systemis con gured to
poseasthe intendedrecipientof a transmissionlf this stratgy works, the users systemremains
unawarethatit is communicatingvith thewronghost.

This attackcanbe mountedhroughtechniquesknown asDNS poisoning or IP spoo ng’.

Both techniquesnterceptpotentiallysensitve informationand,if theinterceptionis madefor hostile
reasonstheresultscanbedisastrous.

If SSHis usedfor remoteshelllogin and le copying, thesesecuritythreatscanbegreatlydiminished.
This is becausehe SSHclient andsener usedigital signaturego verify their identity. Additionally,
all communicatiorbetweertheclientandsener systemss encrypted Attemptsto spooftheidentity
of eitherside of a communicatiordoesnot work, sinceeachpaclet is encryptedusinga key knovn
only by thelocal andremotesystems.

20.2. SSH Protocol Versions

The SSHprotocolallows ary clientandsener programsbuilt to the protocols speci cationsto com-
municatesecurelyandto beusedinterchangeably

Two varietiesof SSH (version1 andversion2) currentlyexist. SSHversion1 malkesuseof several
patentedencryptionalgorithms(however, someof thesepatentshave expired) andis vulnerableto
a well known securityexploit thatallows an attacler to insertdatainto the communicatiorstream.
The OpenSSHsuite under Red Hat EnterpriseLinux usesSSH version2 which hasan enhanced
key exchangealgorithmnotvulnerableto the exploit in versionl. However, the OpenSSHsuitedoes
supportversionl connections.

Impor tant

It is recommended that only SSH version 2-compatible servers and clients are used whenever pos-
sible.

20.3. Event Sequence of an SSH Connection

Thefollowing seriesof eventshelp protecttheintegrity of SSHcommunicatiorbetweerntwo hosts.

« A cryptographichandsha& is madesothatthe client canverify thatit is communicatingvith the
correctsener.

- The transportlayer of the connectionbetweenthe client and remotehostis encryptedusing a
symmetriccipher

+ Theclientauthenticate#self to thesener.
- Theremoteclientinteractswith theremotehostover the encryptecconnection.

2. DNS poisoningoccurswhenanintrudercracksa DNS sener, pointing client systemso a maliciouslydu-

plicatedhost.
3. 1P spoo ngoccurswhenanintrudersendsetwork pacletswhichfalselyappeato befrom atrustedhoston

thenetwork.
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20.3.1. Transpor t Layer

Theprimaryrole of thetransporiayeris to facilitatesafeandsecurecommunicatiorbetweerthe two
hostsatthetime of authenticatiorandduring subsequentommunicationThetransporiayeraccom-
plishesthis by handlingthe encryptionanddecryptionof data,andby providing integrity protection
of datapacletsasthey aresentandreceved. Thetransporiayeralsoprovidescompressionspeeding
thetransferof information.

Oncean SSH client contactsa sener, key information is exchangedso that the two systemscan
correctlyconstructhetransporiayer Thefollowing stepsoccurduringthis exchange:

- Keysareexchanged

- Thepublickey encryptionalgorithmis determined

- Thesymmetricencryptionalgorithmis determined
« Themessagauthenticatioralgorithmis determined
« Thehashalgorithmis determined

During the key exchangethe sener identi es itself to the clientwith a uniquehostkey. If the client
hasnever communicatedvith this particularsener before,the sener's hostkey is unknavn to the
clientandit doesnot connect OpenSSHyetsaroundthis problemby acceptinghe sener's hostkey
afterthe useris noti ed andveri es the acceptancef thenew hostkey. In subsequentonnections,
the sener's hostkey is checled againstthe saved versionon the client, providing con dencethat
theclientis indeedcommunicatingvith theintendedsener. If, in thefuture,the hostkey no longer
matchesthe usermustremove the client's savedversionbeforea connectiorcanoccur

@Caution

It is possible for an attacker to masquerade as an SSH server during the initial contact since the
local system does not know the difference between the intended server and a false one set up by
an attacker. To help prevent this, verify the integrity of a new SSH server by contacting the server
administrator before connecting for the rst time or in the event of a host key mismatch.

SSHis designedo work with almostary kind of public key algorithm or encodingformat. After
aninitial key exchangecreatesa hashvalue usedfor exchangesand a sharedsecretvalue, the two
systemdmmediatelybegin calculatingnev keys andalgorithmsto protectauthenticatiorandfuture
datasentover the connection.

After acertainamountof datahasbeentransmittedusinga givenkey andalgorithm(theexactamount
dependson the SSHimplementation) anotherkey exchangeoccurs,generatinganothersetof hash
valuesanda new sharedsecretvalue. Evenif an attacler is ableto determinethe hashandshared
secretvalue,thisinformationis only usefulfor alimited periodof time.

20.3.2. Authentication

Oncethetransporfayerhasconstructe secureunnelto passnformationbetweerthetwo systems,
the sener tells the client the differentauthenticatioomethodssupportedsuchasusinga private key-
encodedsignatureor typing a passwrd. The clientthentriesto authenticatétself to the sener using
oneof thesesupportednethods.

SSHsenersandclientscanbecon guredto allow differenttypesof authenticationwhich giveseach
sidetheoptimalamountof control. Thesener candecidewhich encryptiormethodst supportdbased
onits securitymodel,andthe client canchoosethe orderof authenticatioomethodsto attemptfrom
theavailableoptions.Thanksto the securenatureof the SSHtransporiayer, evenseeminglyinsecure
authenticatiormethodssuchasa hostandpassverd-basechuthenticationaresafeto use.
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20.3.3. Channels

After a successfuhuthenticatiorover the SSH transportlayer multiple channelsare openedvia a
techniquecalledmultiplexing®. Eachof thesechannel$andlescommunicatiorfor differentterminal
sessiongandfor forwardedX11 sessions.

Both clientsandsenerscancreatea nev channel Eachchanneis thenassigned differentnumber
on eachend of the connectionWhenthe client attemptsto opena nev channelthe clients sends
the channelnumberalongwith the request.This informationis storedby the sener andis usedto

direct communicatiorto that channel.This is doneso that differenttypesof sessionsio not affect

oneanotherandso thatwhena given sessiorends,its channelcanbe closedwithout disruptingthe
primary SSHconnection.

Channelslsosupport ow-control, which allows themto sendandreceve datain anorderlyfashion.
In this way, datais not sentover the channeluntil the client receves a messagehat the channelis
open.

The client and sener negotiatethe characteristic®f eachchannelautomatically dependingon the
type of servicethe client requestsand the way the useris connectedo the network. This allows
great e xibility in handlingdifferenttypesof remoteconnectionsithout having to changethe basic
infrastructureof the protocol.

20.4. OpenSSH Con guration  Files

OpenSSHhastwo differentsetsof con guration les: onefor clientprogramgssh, scp , andsftp )
andonefor thesener daemor(sshd ).

System-wideéSSHcon gurationinformationis storedin the/etc/ssh/  directory:

- moduli — ContainsDif e-Hellman groupsusedfor the Dif e-Hellman key exchangewhich is
critical for constructinga securetransportiayer Whenkeys areexchangedat the beginning of an
SSHsessiona shared secretvalueis createdwhich cannotbe determinedoy eitherparty alone.
This valueis thenusedto provide hostauthentication.

« ssh_config — The system-widedefault SSHclient con guration le. It is overriddenif oneis
alsopresenin theusers homedirectory(~/.ssh/config ).

+ sshd_config — Thecon guration le for thesshd daemon.
+ ssh_host_dsa_key = — TheDSA privatekey usedby thesshd daemon.
+ ssh_host_dsa_key.pub ~ — TheDSA publickey usedby thesshd daemon.

+ ssh_host_key — TheRSA privatekey usedby thesshd daemorfor versionl of the SSHpro-
tocol.

« ssh_host_key.pub ~ — The RSA public key usedby the sshd daemorfor versionl of the SSH
protocol.

« ssh_host_rsa_key = — TheRSA privatekey usedby thesshd daemorfor version2 of the SSH
protocol.

- ssh_host_rsa_key.pub — The RSA public key usedby the sshd for version2 of the SSH
protocol.

Userspeci c SSH con guration information is storedin the users home directory within the
~/.ssh/  directory:

4. A multiplexedconnectiorconsistof severalsignalsbeingsentover asharedcommonmedium.With SSH,
differentchannelsaresentover acommonsecureconnection.
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- authorized_keys = — This le holdsalist of authorizedpublic keys for seners.Whentheclient
connectso a sener, the sener authenticateshe client by checkingits signedpublic key stored
within this le.

- id_dsa — ContaingheDSA privatekey of theuser

+ id_dsa.pub — TheDSA publickey of theuser

+ id_rsa — TheRSA privatekey usedby ssh for version2 of the SSHprotocol.

+ id_rsapub — TheRSA publickey usedby ssh for version2 of the SSHprotocol

- identity = — TheRSA privatekey usedby ssh for versionl of the SSHprotocol.

- identity.pub — TheRSA publickey usedby ssh for versionl of the SSHprotocol.

+ known_hosts — This le containsDSA hostkeys of SSHsenersaccessetyy theuser This le
is very importantfor ensuringthatthe SSHclientis connectinghecorrectSSHsener.

Important

If an SSH server's host key has changed, the client notifys the user that the connection cannot
proceed until the server's host key is deleted from the known_hosts le using a text editor. Before
doing this, however, contact the system administrator of the SSH server to verify the server is not
compromised.

Referto thessh_config  andsshd_config manpagesfor informationconcerningthe variousdi-
rectvesavailablein the SSHcon guration les.

20.5. More Than a Secure Shell

A securecommandine interfaceis just the beginning of the mary waysSSHcanbeused.Giventhe
properamountof bandwidth X11 sessionganbedirectedoveran SSHchannel Or, by usingTCP/IP
forwarding, previously insecureport connectionsbetweensystemscan be mappedto speci ¢ SSH
channels.

20.5.1. X11 Forwar ding

Openingan X11 sessiorover an establishedSHconnections aseasyasrunningan X programon

alocal machine Whenan X programis run from the secureshell prompt,the SSHclientandsener

createa new securechannelandthe X programdatais sentover thatchannetlto the client machine
transparently

X11 forwarding can be very useful. For example,X11 forwarding canbe usedto createa secure,
interactve sessiorwith up2date . To do this, connecto the sener usingsshandtype:

up2date &

After supplyingtheroot passverd for the sener, the Red Hat Update Agent appearsandallows the
remoteuserto safelyupdatethe remotesystem.

20.5.2. Port Forwar ding

SSHcansecureotherwiseinsecurel CP/IPprotocolsvia portforwarding.Whenusingthis technique,
the SSHsener becomesnencryptecconduitto the SSHclient.
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Portforwardingworks by mappinga local port on the client to a remoteport onthe sener. SSHcan
mapary port from the sener to ary port on the client; port numbersdo not needto matchfor this
techniqueto work.

To createa TCP/IP port forwarding channelwhich listensfor connectionn the localhost,usethe
following command:

ssh -L local-port : remote-hostna me r emote-p ort  username @ostname

; Note

Setting up port forwarding to listen on ports below 1024 requires root level access.

To checkemailonasener calledmail.example.com  usingPOP3throughanencryptectonnection,
usethefollowing command:

ssh -L 1100:mail.example.com:11 0 mail.example.com

Oncethe portforwardingchannels in placebetweerthe clientmachineandthe mail sener, directa
POP3mail client to useport 11000n the localhostto checkfor nev mail. Any requestsentto port
11000nthe client systemaredirectedsecurelyto the mail.example.com  sener.

If mail.example.com is notrunningan SSHsener, but anothemrmachineon the samenetwork is,
SSHcanstill be usedto securepart of the connection.However, a slightly differentcommandis
necessary:

ssh -L 1100:mail.example.com:11 0 other.example.com

In this example, POP3requestsfrom port 1100 on the client machineare forwardedthroughthe
SSHconnectionon port 22 to the SSHsener, other.example.com . Then,other.example.com
connectgo port110on mail.example.com  to checkfor nev mail. Note,whenusingthistechnique
only theconnectiorbetweertheclientsystemandother.example.com  SSHseneris secure.

Portforwardingcanalsobeusedto getinformationsecurelythroughnetwork re walls. If the re wall
is con guredto allow SSHtrafc via its standardoort (22) but blocksaccesgo otherports,a con-
nectionbetweertwo hostsusingthe blocked portsis still possibleby redirectingtheircommunication
over anestablishedSHconnection.

; Note

Using port forwarding to forward connections in this manner allows any user on the client system to
connect to that service. If the client system becomes compromised, the attacker also has access to
forwarded services.

System administrators concerned about port forwarding can disable this functionality on the server by
specifying a No parameter for the AllowTcpForwarding line in /etc/ssh/sshd_confi g and restart-
ing the sshd service.
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20.6. Requiring SSH for Remote Connections

For SSHto be truly effective, usinginsecureconnectionprotocols,suchas Telnetand FTR, should
be prohibited.Otherwise a users passverd may be protectedusing SSHfor onesessionpnly to be
capturedaterwhile loggingin usingTelnet.

Someservicedo disableinclude:

+ telnet
« rsh

« rlogin
- vsftpd

Todisableinsecureconnectiormethodgo thesystemusethecommandine programchkconfig |, the
ncurses-baseprogramntsysy, or the Sewices Con guration Tool (redhat-config-services )
graphicalapplication All of thesetoolsrequirerootlevel access.

For moreinformationon runlevels and con guring serviceswith chkconfig , ntsysy, andthe Ser
vicesCon guration Tool, referto the chaptertitled Contolling Accesgo Servicesn the RedHat
EnterpriseLinux SystenAdministation Guide

20.7. Additional Resour ces

For moreinformationaboutSSH,referto thefollowing resources.

20.7.1. Installed Documentation

« The  /usr/share/doc/openssh- < version-number >/ directory — Replace
<version-number > with the installed version of the OpenSSHpackage.This directory
containsa README with basic information about the OpenSSHproject and a le called
RFC.nroff  with generainformationaboutthe SSHprotocol.

+ SSHrelatedman pages— There are a numberof man pagesfor the various applicationsand
con guration les involved with SSH.Thefollowing is alist of someof the moreimportantman
pages.

Client Applications
. man ssh — Describeshow to usethis commando connecto an SSHsener.

- man scp — Describediow to usethiscommando copy les to andfrom anSSHsener.

- man sftp — Describeshow to usethis commandto interactvely copy les to andfrom
andSSHsener.

Sener Applications

- man sshd — Describesvailablecommandine optionsfor the SSHsener.
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Con gurationFiles

. man ssh_config — Describeghe formatandoptionsavailablewithin the con guration
le for SSHclients.

- man sshd_config — Describegheformatandoptionsavailablewithin thecon guration
le for the SSHsener.

20.7.2. Useful Websites

- http://wwwopenssh.com- The OpenSSH-AQ page bug reportsmailing lists, projectgoals,and
amoretechnicalexplanationof the securityfeatures.

« http://wwwopenssl.ag — The OpenSSLFAQ page mailing lists, anda descriptionof the project
goal.

- http://wwwfreessh.ar — SSHclient softwarefor otherplatforms.

20.7.3. Related Books

- RedHat EnterpriseLinux SystemAdministation Guide RedHat, Inc. — The OpenSSHhapter
explainshow to setup an SSHsener andusethe SSHclient software provided in the OpenSSH

suiteof tools. It alsoexplainshow to generat@anRSA (or DSA) key pair, whichallow for passverd-
freelogins.



Chapter 21.
SELinux

Security-Enhancetinux, or SELinux is a securityarchitecturentegratedinto the2.6 x kernelusing
thelinux securitymodulegLSM). It is aprojectof the United StatedNationalSecurityAgeng/ (NSA)
andthe SELinux community SELinuxintegrationinto Red Hat EnterpriseLinux wasa joint effort
betweertheNSA andRedHat.

21.1. Introduction to SELinux

SELinux providesa e xible mandatoryaccesscontol (MAC) systembuilt into the Linux kernel.
Under standardLinux discretionary accesscontol (DAC), an applicationor processrunningas a
user(UID or SUID) hasthe users permissiongo objectssuchas les, soclets,andotherprocesses.
Runningan SELinux MAC kernel protectsthe systemfrom maliciousor awed applicationsthat
candamageor destry the system.SELinux de nes the accessand transitionrights of every user
application,processand le onthe system.SELinuxthengovernstheinteractionsof thesesubjects
andobjectsusinga securitypolicy thatspeci eshow strictor lenientagivenRedHatEnterpriseLinux
installationshouldbe.

Forthemostpart,SELinuxis almostcompletelyinvisible to systemusers Only systemadministrators
mustworry abouthow stricta policy to implementfor their sener ernvironment.The policy canbeas

strictor lenientasneededandis very nely detailed.This detailgivesthe SELinuxkernelcomplete,
granularcontrolover the entiresystem.

Whena subjectsuchasan applicationattemptsto accessnobjectsuchasa le, thepolicy enforce-
mentsenerin thekernelchecksanaccessectorcate (AVC), wheresubjectandobjectpermissions
arecachedIf adecisioncannotbe madebasedn datain the AVC, therequestontinueso the secu-
rity sener, whichlooksupthesecuritycontext of theapplicationandthe le in amatrix. Permissioris
thengrantedor denied,with anavc: denied messageletailedin /var/log/messages . Subjects
andobjectsgain their securitycontet from installedpolicy, which also providesthe informationto
populatethe securitysener's matrix.

In additionto runningin an enforcing mode,SELinuxcanrunin a permissivenode,wherethe AVC
is checled anddenialsarelogged,but SELinuxdoesnot enforcethe policy.

For moreinformationabouthow SELinuxworks,referto Section21.3AdditionalResouces

21.2. Files Related to SELinux

Thefollowing sectiongdescribeSELinuxcon guration les andrelatedle systems.

21.2.1. The /selinux/ Pseudo-File System

The/selinux/ pseudo- le systemcontainscommandghataremostcommonlyusedby the kernel
subsystemThistypeof le systemis similartothe/proc/ pseudo- lesystem.

In mostcasesadministratorandusersdo not needto manipulatethis componentomparedo other
SELinux les anddirectories.

Thefollowing exampleshavs samplecontentwof the/selinux/  directory:
-rW-TW-rw- 1 root root O Sep 22 13:14 access

dr-xr-xr-x 1 root root O Sep 22 13:14 booleans
L 1 root root O Sep 22 13:14 commit_pending_bools
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1 root root O Sep 22 13:14 context
1 root root O Sep 22 13:14 create

1 root root O Sep 22 13:14 disable

1 root root O Sep 22 13:14 enforce
1 root root O Sep 22 13:14 load

1 root root O Sep 22 13:14 mis

1 root root O Sep 22 13:14 policyvers
1 root root O Sep 22 13:14 relabel

1 root root O Sep 22 13:14 user

For example,runningthecat commandntheenforce le revealseithera 1 for enforcingmodeor
0 for permissie mode.

21.2.2. SELinux Con guration Files

Thefollowing sectionsdescribeSELinux con guration andpolicy les, andrelated le systemdo-
catedin the/etc/  directory

21.2.2.1. The /etc/sysconfig/ sel in ux Con guration File
Therearetwo waysto con gure SELinuxunderRedHat EnterpriseLinux: usingthe Security Level

Con guration Tool (system-config-securitylevel ), or manuallyeditingthe con guration le
(/etc/sysconfig/selinux ).
The /etc/sysconfig/selinux le is the primary con guration le for enablingor disabling

SELinux,aswell assettingwhich policy to enforceon the systemandhow to enforceit.

; Note

The /etc/sysconfig/se lin ux contains a symbolic link to the actual conguration le,
letc/selinux/con fig .

Thefollowing explainsthefull subsebf optionsavailablefor con guration:

« SELINUX=< enforcing|permissive|disabled > — De nesthetop-level stateof SELinuxon
asystem.
- enforcing — TheSELinuxsecuritypolicy is enforced.
- permissive — TheSELinuxsystenprintswarningsbut doesnotenforcepolicy. Thisis useful

for deluggingandtroubleshootingurposesln permissie mode moredenialswill belogged,as
subjectswill beableto continuewith actionsotherwisedeniedin enforcingmode.For example,
traversinga directory tree will producemultiple avc: denied messagesor every directory
level read,wherea kernelin enforcingmodewould have stoppedhe initial traversalandkept
furtherdenialmessage&om occurring.

. disabled — SELinuxisfully disabled SELinuxhooksaredisengagedrom thekernelandthe
pseudo- lesystemis unregistered.
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()

Actions made while SELinux is disabled may cause the le system to no longer have the proper
security context as de ned by the policy. Running fixfiles relabel  prior to enabling SELinux
will relabel the le system so that SELinux works properly when enabled. For more information,
refer to the fixfiles  (8) manpage.

' ; Note

Additional white space at the end of a con gur ation line or as extra lines at the end of the le may
cause unexpected behavior. To be safe, remove unnecessary white spaces.

+ SELINUXTYPE= targeted|strict > — Speci eswhich policy is currentlybeingenforcedby
SELinux.
. targeted — Only tagetednetwork daemonsreprotected.

Impor tant

The following daemons are protected in the default targeted policy: dnhcpd , httpd ~ (apache.te)
named, nscd, ntpd , portmap , snmpd, squid , and syslogd . The rest of the system runs in the
unconfined_t  domain.

The policy les for these daemons can be found in
Jetc/selinux/targ et ed/ src /p oli cy/ domains/pr ogr am and are subject to change, as
newer versions of Red Hat Enterprise Linux are released.

Policy enforcementor thesedaemonganbeturnedonor off, usingBooleanvaluescontrolledby

Security Level Con guration Tool (system-config-securitylevel ). SwitchingaBoolean
valuefor atamgeteddaemortdisableghe policy transitionfor thedaemonwhich prevents,for ex-

ample,init from transitioningdhcpd fromtheunconfined_t  domainto thedomainspeci ed
indhcpd.te . Thedomainunconfined_t  allows subjectsandobjectswith thatsecuritycontext

to rununderstandard.inux security

. strict — Full SELinuxprotection,for all daemonsSecuritycontets arede ned for all sub-
jectsandobjects,andevery singleactionis processetby the policy enforcemensener.

21.2.2.2. The /etc/selinux/ Director y

The/etc/selinux/ directoryis the primarylocationfor all policy les aswell asthemaincon g-
uration le.

Thefollowing exampleshavs samplecontentof the /etc/selinux/ directory:

-TW-F--T-- 1 root root 448 Sep 22 17:34 config

drwxr-xr-x 5 root root 4096 Sep 22 17:27 strict

drwxr-xr-x 5 root root 4096 Sep 22 17:28 targeted

Thetwo subdirectoriesstrict/ andtargeted/ , arethe speci c directorieswherethe policy les
of thesamename(i.e., strictandtargeted)arecontained.

For moreinformationon SELinuxpolicy andpolicy con guration, referto therhel-pwg-selinux.
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21.2.3. SELinux Utilities
Thefollowing aresomeof the mostcommonlyusedSELinuxutilities:
« lusr/bin/setenforce — Modi es in real-timethe mode SELinux is running. By executing

setenforce 1, SELinuxis put in enforcingmode.By executingsetenforce 0, SELinuxis
put in permissie mode.To actually disable SELinux, you needto either set the parameteiin

letc/sysconfig/selinux or pass the parameterselinux=0  to the kernel, either in
Jetc/grub.conf or atboottime.
« Jusr/bin/sestatus -v — Getsthedetailedstatusof a systenrunningSELinux. Thefollowing
exampleshowvs anexcerptof sestatus ~ output:
SELinux status: enabled
SELinuxfs  mount: Iselinux
Current  mode: enforcing
Policy  version: 18
« lusr/bin/newrole — Runsanew shellin anew context, or role. Policy mustallow thetransition

to thenew role.

+ Isbin/restorecon — Setsthe securitycontet of oneor more les by markingthe extended
attributeswith theappropriatele or securitycontext.

« Isbinffixfiles — Checksor correctsthe securitycontet databasenthe le system.
Referto themanpageassociatedvith theseutilities for moreinformation.

For moreinformationon all binary utilities available, referto the setools  or policycoreutils
packagecontentsby runningrpm -gl < package-name >, where< package-name > is thename
of thespeci c package.

21.3. Additional Resour ces

Thefollowing sectionggive you the meanso explore SELinuxin greateretail.

21.3.1. Installed Documentation

« [usr/share/doc/setools- <version-number >/ — Al documentation for utilities
containedn thesetools packageThisincludesall helperscripts,samplecon guration les, and
documentation.

21.3.2. Red Hat Documentation

- rhel-pwg-selinux— Explainshow to createandcon gure SELinuxpolicy.

+ RedHat SELinuxApplication DevelopmeniGuide — Considersapplicationdevelopmentin an
SELinuxsystem.
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21.3.3. Useful Websites

« http://wwwnsa.go/selinux/ — Homepagefor the NSA SELinux developmentteam. Mary re-
sourcesare availablein HTML and PDF formats.Although mary of theselinks arenot Red Hat
EnterpriseLinux speci ¢, someconceptsnayapply

+ http://fedora.redhat.a@docs/ — Homepagéor the Fedoradocumentatioproject,which contains
FedoraCorespeci c materialshatmaybemoretimely, sincethereleasecycle is muchshorter

« http://selinux.sourcefgenet— Homepagéor the SELinuxcommunity
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Appendix A.
General Parameter s and Modules

Thisappendixs providedto illustratesomeof thepossiblgparameteravailablefor commorhardware
device drivers', which underRedHat Enterpriselinux arecalledkernelmodulesin mostcasesthe
defaultparameterdowork. However, theremaybetimeswhenextramoduleparameterarenecessary
for adevice to functionproperlyor to overridethe modules default parametersor thedevice.

Duringinstallation,RedHat EnterpriseLinux usesalimited subsebf device driversto createastable
installationenvironment. Although the installation programsupportsinstallationon mary different
typesof hardware, somedrivers (including thosefor SCSladaptersand network adapters)are not

includedin theinstallationkernel.Ratherthey mustbeloadedasmodulesy theuseratboottime. For

informationaboutextra kernelmodulesduringtheinstallationprocessreferto thesectionconcerning
alternatve bootmethodsn thechaptetitled Stepgo Get You Startedin the RedHat EnterpriseLinux
Installation Guide

Onceinstallationis completedsupportexists for alarge numberof devicesthroughkernelmodules.

Important

Red Hat provides a large number of unsupported device drivers in a group of packages called
kernel-unsupport ed- < ker nel-v ers io n>, kernel-smp-unsup  por ted - < kern el- versi on>, and
kernel-hugemem-u nsupport ed- < ker nel-v er sio n>. Replace < kernel-version > with the ver-
sion of the kernel installed on the system. These packages are not installed by the Red Hat Enterprise
Linux installation program, and the modules provided are not supported by Red Hat, Inc.

A.l. Specifying Module Parameters

In somesituations,it may be necessaryo supply parameterdo a moduleasit is loadedfor it to
functionproperly

For instanceto enablefull duplex at 100Mbpsconnectiorspeedor anintel EtherExpress/10@ard,
loadthee100 driverwith theel00_speed_duplex=4  option.

@Caution

When a parameter has commas, be sure not to put a space after a comma.

@,

The modinfo command is also useful for listing various information about a kernel module, such as
version, dependencies, paramater options, and aliases.

1. A driveris softwarewhich enabled.inux to usea particularhardwaredevice. Without a driver, the kernel
cannotcommunicatevith attachedlevices.
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A.2. SCSI parameter s

Hardware Module Parameter s
3ware StorageController 3W-XXXX.0

NCR53c810/820/720, 53c7,8xx.0

NCR53c¢700/710/700-66

AdaptecAACRAID aacraid.o

Adaptec28xx, R9xx, 39xx aic7xXxx.0

AHA-284x, AHA-29xX,
AHA-394x, AHA-398x,
AHA-274x, AHA-274XT,
AHA-2842, AHA-2910B,
AHA-2920C,AHA-2930/U/U2,
AHA-2940/W/U/UW/AUI,
U2W/U2/U2B/,U2BOEM,
AHA-2944D/WD/UD/UWD,
AHA-2950U2/W/B,
AHA-3940/U/W/UWY/,
AUW/U2W/U2B,
AHA-3950U2D,
AHA-3985/U/W/UW, AIC-777x,
AIC-785x, AlIC-786x, AlC-787X,
AIC-788x, AIC-789x, AIC-3860

ICP RAID Controller gdth.o

IBM SeneRAID ips.o

AMI MegaRAID 418,428,438, | megaraid.o
466,762

Qlogic 1280 gla1280.0

Table A-1. SCSI Parameters

A.3. Ethernet Parameters

Important

Most modern Ethernet-based network interface cards (NICs), do not require module parameters to
alter settings. Instead, they can be con gured using ethtool  or mii-tool . Only after these tools
fail to work should module parameters be adjusted. Module paramaters can be viewed using the
modinfo command.

' ; Note

For information about using these tools, consult the man pages for ethtool , mii-tool , and modinfo .
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Hardware

Module

Parameter s

3ComeEtherLinkPCI
/XL Vortex (3¢590,
3c592,3¢595,3¢597)
Boomerang3c900,3¢c905,
3c595)

3c59x.0

full_duplex=
0 is off
lison

RTL8139,SMCEZ Card
FastEthernetReal®ek
cardsusingRTL8129,0r
RTL8139FastEthernet
chipsets

8139t00.0

Intel EtherExpress/100
driver

e€100.0

e100_speed_dupteX

If X =

0 = autodetecspeedandduplex
1= 10Mbps,half duple

2 = 10Mbps,full duple

3 =100Mbps half duplec

4 =100Mbps full duple

Intel EtherExpress/1000
Gigabit

€1000.0

Intel i82557/i82558PCl
EtherExpressPrdriver

eepro100.0

NatSemiDP83815Fast
Ethernet

natsemi.o

AMD PCnet32andAMD
PCnetPCI

pcnet32.0

SI1S900/701GPCl Fast
Ethernet

sis900.0

ThunderLAN

tlan.o

Digital 21x4x Tulip PCI
EthernettardsSMC
EtherPaver 10
PCI(8432T/8432BTBMC
EtherPaver 10/100
PCI(9332DSTDEC
EtherWorks 100/10
PCI(DE500-XA)DEC
EtherWorks 10
PCI(DE450)DEC
QSILVER's, Znyx 312
etherarrayAllied Telesis
LA100PCI-T Danpe
EN-9400,CogentEM110

tulip.o

io=io_port
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Hardware Module Parameter s

VIA RhinePClFast via-rhine.o
Ethernetcardswith either
theVIA VT86c100A
Rhine-11PClor 3043
Rhine-ID-Link
DFE-930-TXPCI10/100

Table A-2. Ethernet Module Parameters

A.3.1. Using Multiple Ethernet Cards

It is possibleto usemultiple Ethernettardsonasinglemachine For eachcardtheremustbeanalias
and,possiblyoptions  linesfor eachcardin /etc/modules.conf .Referto thechaptettitled Kernel
Modulesin the RedHat EnterpriseLinux SystemAdministation Guidefor moreinformation.

For additionalinformationaboutusingmultiple Ethernetcards referto the Linux Ethernet-H@VTO
onlineat http://wwwredhat.com/mirrors/LDP/H@TO/EthernetHOWTO.html.

A.3.2. The Channel Bonding Module

Red Hat EnterpriseLinux allows administratorgo bind NICs togetherinto a single channelusing
the bonding kernel module and a specialnetwork interface, called a channelbondinginterface
Channebondingenablegwo or morenetwork interfacesto actasone,simultaneouslyncreasinghe
bandwidthandproviding redundang

To channebondmultiple network interfaces the administratomustperformthe following steps:

1. Add thefollowing line to /etc/modules.conf
alias  bond< N> bonding

Replace< N> with theinterfacenumber suchaso. For eachcon guredchannebondinginter
face theremustbea correspondingntryin /etc/modules.conf

2. Con gure achannebondinginterfaceasoutlinedin Section8.2.3ChannelBondinginterfaces
3. To enhanceerformanceadjustavailablemoduleoptionsto ascertairwhatcombinationwvorks

best.Pay particularattentionto the miimon or arp_interval andthe arp_ip_target pa-
rametersReferto SectionA.3.2.1bonding ModuleDirectivesfor a listing of available op-
tions.

4. After testing,placepreferredmoduleoptionsin /etc/modules.conf

A.3.2.1. bonding Module Directives

Before nalizing the settingsfor the bonding module,it is a goodideato testwhich settingswork
best.To dothis, opena shellpromptasroot andtype:

tail -f /var/log/messages

Openanothershellpromptandusethe/shinfinsmod ~ commando loadthebonding modulewith
differentparametersvhile observingthe kernelmessagefor errors.

The/sbinfinsmod ~ commands issuedn thefollowing format:

/sbinf/insmod bond< N> < parameter=value >
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Replace< N> with the numberfor the bondinginterface.Replace< parameter=value > with a
spaceseparatedist of desiredparametersor theinterface.

Oncesatis ed that thereare no errorsandafter verifying the performanceof the bondinginterface,
addtheappropriatébonding moduleparameterso /etc/modules.conf

Thefollowing is alist of availableparametersor thebonding module:

« mode= — Speci esoneof four policiesallowed for the bonding module.Acceptablevaluesfor
this parameteare:

- 0 — Setsaround-robinpolicy for faulttoleranceandloadbalancing Transmissionarereceved
andsentout sequentiallyon eachbondedslave interfacebeginningwith the rst oneavailable.

- 1 — Setsan active-backuppolicy for fault tolerance Transmissionsire receved and sentout
viathe rst availablebondedslave interface.Anotherbondedslave interfaceis only usedif the
active bondedslave interfacefails.

. 2—SetsanXOR (exclusie-or)policy for faulttoleranceandloadbalancingUsingthismethod,
theinterfacematchesup theincomingrequess MAC addreswith the MAC addresgor oneof
the slave NICs. Oncethis link is establishediransmissionsre sentout sequentiallybeginning
with the rst availableinterface.

- 3 — Setsabroadcaspolicy for faulttoleranceAll transmissiongresenton all slave interfaces.

- 4 — Setsan IEEE 802.3addynamiclink aggreation policy. Createsaggrgation groupsthat
sharethe samespeedand duplex settings.Transmitsand receves on all slavesin the actve
aggrgator Requiresa switchthatis 802.3adcompliant.

. 5 — Setsa TransmitLoad Balancing(TLB) policy for fault toleranceandload balancing.The
outgoingtrafc is distributed accordingto the currentload on eachslave interface.Incoming
trafc is receved by the currentslave. If thereceving slave fails, anotherslave takes over the
MAC addres®f thefailedslave.

- 6 — SetsanActive LoadBalancing(ALB) policy for faulttoleranceandloadbalancingincludes
transmitandreceve loadbalancingfor IPV4 trafc. Receve loadbalancings achieedthrough
ARP ngyotiation.

« miimon= — Speci es (in milliseconds)how often Ml link monitoring occurs.This is usefulif
high availability is requiredbecauseMll is usedto verify thatthe NIC is active. To verify thatthe
driver for a particularNIC supportghe Ml tool, typethefollowing commandasroot:
ethtool < interface-name > | grep "Link detected:"

In thiscommandyeplace< interface-name > with the nameof the device interface,suchas
eth0 , notthebond interface.If Mll is supportedthecommandeturns:
Link detected: yes

If usingabondednterfacefor high availability, the modulefor eachNIC mustsupportMil.

Settingthe valueto 0 (the default), turnsthis featureoff. When con guring this setting,a good
startingpoint for this parameters 100.

- downdelay= — Speci es(in milliseconds)ow long to wait afterlink failure beforedisablingthe
link. Thevaluemustbea multiple of thevaluespeci edin the miimon parameterThevalueis set
to 0 by default, which disablest.

- updelay= — Speci es(in milliseconds)how long to wait beforeenablingalink. The value must
beamultiple of thevaluespeci edin themiimon parameterfThevalueis setto 0 by default, which
disablest.

. arp_interval= — Speci es(in millisecondshow often ARP monitoringoccurs.
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If using this settingwhile in mode 0 or 2 (the two load-balancingnodes),the network switch
mustbe con guredto distribute paclets evenly acrossthe NICs. For moreinformationon how to
accomplistthis, referto

lusr/share/doc/kernel-d oc- < kern el-v ers ion >/ Documentati on/ netw ork ing/

bonding.txt

Thevalueis setto 0 by default, which disablest.

- arp_ip_target= — Speci esthe taget IP addresof ARP requestsvhenthe arp_interval
parameters enabledUp to 16 IP addressesanbe speci edin acommaseparatedist.

- primary= — Speci esthe interface name,suchaseth0 , of the primary device. The primary
device is the rst of the bondinginterfacesto be usedandis not abandonedinlessit fails. This
settingis particularlyusefulwhenoneNIC in thebondinginterfaceis fasterand,therefore ableto
handlea biggerload.

This settingis only valid whenthebondinginterfaceis in active-backupmode.Referto
lusr/share/doc/kernel-d oc- < kern el-v ers ion >/ Documentati on/ netw ork ing/
bonding.txt

for moreinformation.
- multicast= — Speci esanintegervaluefor thetype of multicastsupportdesired.
Acceptablevaluesfor this parameteare:
- 0 — Disablesmulticastsupport.
- 1 — Enableanulticastsupportbut only ontheactie slave.
. 2 — Enablegnulticastsupporton all slaves(thedefault).

Important

It is essential that either the arp_interval and arp_ip_target or miimon parameters are speci ed.
Failure to due so can cause degradation of network performance in the event a link fails.

Referto:

lusr/share/doc/kernel-do c- < kernel -ve rsio n> /D ocumenta tio n/ne two rkin g/
bonding.txt

for detailedinstructionsregardingbondinginterfaces.
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