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Intr oduction

Welcometo theRedHat EnterpriseLinuxReferenceGuide.

The RedHat EnterpriseLinux ReferenceGuidecontainsusefulinformationaboutthe RedHat En-
terpriseLinux system.From fundamentalconcepts,suchas the structureof the �le system,to the
�ner pointsof systemsecurityandauthenticationcontrol,wehopeyou�nd thisbookto beavaluable
resource.

This guideis for you if you wantto learnabit moreabouthow theRedHat EnterpriseLinux system
works.Topicsthatyoucanexplorewithin this manualincludethefollowing:

• Thebootprocess

• The�le systemstructure

• TheX Window System

• Network services

• Securitytools

1. Chang es To This Manual
Thismanualhasbeenreorganizedfor clarity andupdatedfor thelatestfeaturesof RedHatEnterprise
Linux 4. Someof thechangesinclude:

A New SambaChapter

The new Sambachapterexplains variousSambadaemonsand con�guration options.Special
thanksto John Terpstra for hishardwork in helpingto completethis chapter.

A New SELinuxChapter

The new SELinuxchapterexplains variousSELinux �les and con�guration options.Special
thanksto Karsten Wadefor hishardwork in helpingto completethis chapter.

AnUpdatedproc File SystemChapter

Theproc �le systemchapterincludesupdatedinformationin regardsto the2.6kernel.Special
thanksto Arjan van deVen for hishardwork in helpingto completethischapter.

AnUpdatedNetworkFile System(NFS)Chapter

TheNetworkFile System(NFS)chapterhasbeenrevisedandreorganizedto includeNFSv4.

AnUpdatedTheX WindowSystemChapter

TheX Window Systemchapterhasbeenrevisedto includeinformationon theX11R6.8release
developedby theX.Org team.

Beforereadingthis guide,you shouldbefamiliar with thecontentsof the RedHat EnterpriseLinux
InstallationGuideconcerninginstallationissues,theRedHat EnterpriseLinuxIntroductionto System
Administrationfor basicadministrationconcepts,theRedHatEnterpriseLinuxSystemAdministration
Guidefor generalcustomizationinstructions,andthe RedHat EnterpriseLinux SecurityGuidefor
securityrelatedinstructions.This guidecontainsinformationabouttopicsfor advancedusers.

HTML, PDF, andRPM versionsof themanualsareavailableon theRedHat EnterpriseLinux Docu-
mentationCD andonlineat http://www.redhat.com/docs/.
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Note

Although this manual re�ects the most current information possible, read the Red Hat Enterprise
Linux Release Notes for information that may not have been available prior to our documenta-
tion being �naliz ed. They can be found on the Red Hat Enterprise Linux CD #1 and online at
http://www.redhat.com/docs/.

2. Architecture-speci�c Information
Unlessotherwisenoted,all informationcontainedin this manualapply only to the x86 processor
andprocessorsfeaturingtheIntel® ExtendedMemory64 Technology(Intel® EM64T) andAMD64
technologies.For architecture-speci�cinformation,referto theRedHat EnterpriseLinux Installation
Guidefor your respective architecture.

3. Finding Appr opriate Documentation
You needdocumentationthat is appropriateto your level of Linux expertise.Otherwise,you might
feel overwhelmedor may not �nd the necessaryinformationto answerany questions.The RedHat
EnterpriseLinux ReferenceGuidedealswith the more technicalaspectsandoptionsof a RedHat
EnterpriseLinux system.This sectionhelpsyou decidewhetherto look in this manualfor the infor-
mationyouneedor to considerotherRedHatEnterpriseLinux manuals,includingonlinesources,in
yoursearch.

Threedifferentcategoriesof peopleuseRedHatEnterpriseLinux, andeachof thesecategoriesrequire
differentsetsof documentationandinformativesources.Tohelpyou�gure outwhereyoushouldstart,
determineyourown experiencelevel:

New to Linux

This type of user has never used any Linux (or Linux-like) operating system before
or has had only limited exposure to Linux. They may or may not have experience
using other operating systems (such as Windows). Is this you? If so, skip ahead to
Section3.1DocumentationFor First-TimeLinuxUsers.

SomeLinuxExperience

This typeof userhasinstalledandsuccessfullyusedLinux (but not RedHat EnterpriseLinux)
beforeor may have equivalent experiencewith otherLinux-like operatingsystems.Doesthis
describeyou?If so,turn to Section3.2For theMoreExperienced.

ExperiencedUser

This type of userhasinstalledandsuccessfullyusedRedHat EnterpriseLinux before.If this
describesyou, turn to Section3.3Documentationfor LinuxGurus.

3.1. Documentation For First-Time Lin ux Users
For someonenew to Linux, the amountof informationavailableon any particularsubject,suchas
printing,startingup thesystemor partitioningaharddrive,canbeoverwhelming.It helpsto initially
stepbackandgain a decentbaseof informationcenteredaroundhow Linux works beforetackling
thesekindsof advancedissues.
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Your �rst goalshouldbeto obtainsomeusefuldocumentation.Thiscannotbestressedenough.With-
out documentation,you only becomefrustratedat your inability to get a RedHat EnterpriseLinux
systemworking theway youwant.

Youshouldacquirethefollowing typesof Linux documentation:

• A brief historyof Linux— Many aspectsof Linux aretheway they arebecauseof historicalprece-
dent.TheLinux cultureis alsobasedonpastevents,needs,or requirements.A basicunderstanding
of the history of Linux helpsyou �gure out how to solve many potentialproblemsbeforeyou
actuallyseethem.

• An explanationof how Linux works— While delving into the mostarcaneaspectsof the Linux
kernelis not necessary, it is a goodideato know somethingabouthow Linux is put together. This
is particularly importantif you have beenworking with otheroperatingsystems,assomeof the
assumptionsyou currentlyhold abouthow computerswork may not transferfrom that operating
systemto Linux.

• An introductorycommandoverview (with examples)— This is probablythemostimportantthing
to look for in Linux documentation.Theunderlyingdesignphilosophyfor Linux is thatit is better
to usemany small commandsconnectedtogetherin differentwaysthanit is to have a few large
(andcomplex) commandsthatdo the whole job themselves.Without examplesthat illustratethis
approachto doing things,you may �nd yourself intimidatedby the sheernumberof commands
availableonaRedHat EnterpriseLinux system.

Keepin mind that you do not have to memorizeall of the availableLinux commands.Different
techniquesexist to help you �nd the speci�c commandyou needto accomplisha task.You only
needto know thegeneralway in which Linux functions,whatyouneedto accomplish,andhow to
accessthetool thatgivesyou theexactinstructionsyouneedto executethecommand.

The RedHat EnterpriseLinux Installation Guide and the RedHat EnterpriseLinux StepBy Step
Guideareexcellentreferencesfor helpingyou get a RedHat EnterpriseLinux systemsuccessfully
installedandinitially con�gured.TheRedHat EnterpriseLinuxIntroductionto SystemAdministration
is a greatplaceto startfor thoselearningthebasicsof systemadministration.Startwith thesebooks
andusethemto build the baseof your knowledgeof RedHat EnterpriseLinux. Beforelong, more
complicatedconceptsbegin to makesensebecauseyoualreadygraspthegeneralideas.

Beyond readingthe Red Hat EnterpriseLinux manuals,several other excellent documentationre-
sourcesareavailablefor little or nocost:

3.1.1. Intr oduction to Lin ux Websites

• http://www.redhat.com/— On the RedHat website,you �nd links to the Linux Documentation
Project(LDP), onlineversionsof theRedHat EnterpriseLinux manuals,FAQs(FrequentlyAsked
Questions),adatabasewhichcanhelpyou�nd aLinux UsersGroupnearyou,technicalinformation
in theRedHatSupportKnowledgeBase,andmore.

• http://www.linuxheadquarters.com/— The Linux Headquarterswebsitefeatureseasyto follow,
step-by-stepguidesfor avarietyof Linux tasks.

3.1.2. Intr oduction to Lin ux Newsgr oups

Youcanparticipatein newsgroupsby watchingthediscussionsof othersattemptingto solveproblems,
or by actively askingor answeringquestions.ExperiencedLinux usersareknown to be extremely
helpful when trying to assistnew userswith variousLinux issues— especiallyif you are posing
questionsin the right venue.If you do not have accessto a news readerapplication,you canaccess
this informationvia theWebat http://groups.google.com/.Dozensof Linux-relatednewsgroupsexist,
includingthefollowing:
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• linux.help— A greatplaceto gethelpfrom fellow Linux users.

• linux.redhat— This newsgroupprimarily coversRedHatEnterpriseLinux-speci�c issues.

• linux.redhat.install— Poseinstallationquestionsto this newsgroupor searchit to seehow others
solvedsimilarproblems.

• linux.redhat.misc— Questionsor requestsfor helpthatdo not really �t into traditionalcategories
gohere.

• linux.redhat.rpm— A goodplaceto go if you arehaving troubleusingRPM to accomplishpartic-
ularobjectives.

3.2. For the More Experienced
If you have usedotherLinux distributions,you probablyalreadyhave a basicgraspof themostfre-
quentlyusedcommands.You mayhave installedyour own Linux system,andmaybeyou have even
downloadedandbuilt softwareyou foundon theInternet.After installingLinux, however, con�gura-
tion issuescanbevery confusing.

The RedHat EnterpriseLinux SystemAdministration Guideis designedto helpexplain the various
ways a Red Hat EnterpriseLinux systemcan be con�gured to meetspeci�c objectives. Use this
manualto learnaboutspeci�c con�gurationoptionsandhow to put theminto effect.

When you are installing software that is not covered in the Red Hat EnterpriseLinux System
Administration Guide, it is often helpful to see what other people in similar circumstances
have done. HOWTO documents from the Linux Documentation Project, available at
http://www.redhat.com/mirrors/LDP/HOWTO/HOWTO-INDEX/howtos.html, document particular
aspectsof Linux, from low-level kernelesotericchangesto usingLinux for amateurradio station
work.

If you areconcernedwith the �ner pointsandspeci�cs of theRedHat EnterpriseLinux system,the
RedHat EnterpriseLinuxReferenceGuideis a greatresource.

If you areconcernedaboutsecurityissues,the RedHat EnterpriseLinux SecurityGuideis a great
resource— explainingin concisetermsbeststrategiesandpracticesfor securingRedHat Enterprise
Linux.

3.3. Documentation for Lin ux Gurus
If you areconcernedwith the �ner pointsandspeci�cs of theRedHat EnterpriseLinux system,the
RedHat EnterpriseLinuxReferenceGuideis a greatresource.

If youarea long-timeRedHat EnterpriseLinux user, youprobablyalreadyknow thatoneof thebest
waysto understanda particularprogramis to readits sourcecodeand/orcon�guration�les. A major
advantageof RedHatEnterpriseLinux is theavailability of thesourcecodefor anyoneto read.

Obviously, noteveryoneis aprogrammer, sothesourcecodemaynotbehelpful for you.However, if
youhave theknowledgeandskills necessaryto readit, thesourcecodeholdsall of theanswers.

4. Document Conventions
When you readthis manual,certainwords are representedin different fonts, typefaces,sizes,and
weights.This highlightingis systematic;differentwordsarerepresentedin thesamestyleto indicate
their inclusion in a speci�c category. The typesof words that arerepresentedthis way include the
following:
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command

Linux commands(andotheroperatingsystemcommands,whenused)arerepresentedthis way.
This style shouldindicateto you that you can type the word or phraseon the commandline
andpress[Enter] to invoke a command.Sometimesa commandcontainswordsthatwould be
displayedin adifferentstyleontheirown (suchas�le names).In thesecases,they areconsidered
to bepartof thecommand,sotheentirephraseis displayedasacommand.For example:

Usethecat testfile commandto view thecontentsof a�le, namedtestfile , in thecurrent
workingdirectory.

file name

File names,directorynames,paths,andRPMpackagenamesarerepresentedthisway. Thisstyle
shouldindicatethataparticular�le or directoryexistsby thatnameonyour system.Examples:

The.bashrc �le in yourhomedirectorycontainsbashshellde�nitions andaliasesfor yourown
use.

The /etc/fstab �le containsinformationaboutdifferentsystemdevicesand�le systems.

Install thewebalizer RPMif youwantto useaWebserver log �le analysisprogram.

application

Thisstyleindicatesthattheprogramis anend-userapplication(asopposedto systemsoftware).
For example:

UseMozilla to browsetheWeb.

[key]

A key on thekeyboardis shown in thisstyle.For example:

To use[Tab]completion,typein acharacterandthenpressthe[Tab]key. Your terminaldisplays
thelist of �les in thedirectorythatstartwith thatletter.

[key]-[combination]

A combinationof keystrokesis representedin this way. For example:

The[Ctrl]-[Alt]- [Backspace]key combinationexits your graphicalsessionandreturnyou to the
graphicallogin screenor theconsole.

text found on a GUI interface

A title, word, or phrasefoundon a GUI interfacescreenor window is shown in this style.Text
shown in this style is beingusedto identify a particularGUI screenor an elementon a GUI
screen(suchastext associatedwith acheckboxor �eld). Example:

SelecttheRequirePassword checkboxif youwouldlikeyourscreensaver to requireapassword
beforestopping.

top level of a menuon a GUI screenor window

A word in this styleindicatesthat theword is thetop level of a pulldown menu.If you click on
theword on theGUI screen,therestof themenushouldappear. For example:

Under File on a GNOME terminal, the New Tab option allows you to openmultiple shell
promptsin thesamewindow.

If you needto type in a sequenceof commandsfrom a GUI menu,they are shown like the
following example:

Go to Main Menu Button (on thePanel)=> Programming => Emacsto starttheEmacstext
editor.
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button on a GUI screenor window

Thisstyleindicatesthatthetext canbefoundonaclickablebuttononaGUI screen.Forexample:

Click on theBack buttonto returnto thewebpageyou lastviewed.

computer output

Text in this styleindicatestext displayedto ashellpromptsuchaserrormessagesandresponses
to commands.For example:

The ls commanddisplaysthecontentsof a directory. For example:
Desktop about.html logs paulwesterberg.png
Mail backupfiles mail reports

The outputreturnedin responseto the command(in this case,the contentsof the directory)is
shown in this style.

prompt

A prompt,which is acomputer's wayof signifying thatit is readyfor you to inputsomething,is
shown in this style.Examples:

$

#

[stephen@maturin stephen]$

leopard login:

user input

Text thattheuserhasto type,eitheron thecommandline, or into a text box on a GUI screen,is
displayedin this style.In thefollowing example,text is displayedin this style:

To bootyour systeminto the text basedinstallationprogram,you musttype in the text com-
mandat theboot: prompt.

replaceable

Text usedfor examples,whichis meantto bereplacedwith dataprovidedby theuser, isdisplayed
in this style.In thefollowing example,< version-number > is displayedin this style:

The directory for the kernel source is /usr/src/ < version-number > / , where
< version-number > is theversionof thekernelinstalledon this system.

Additionally, weuseseveraldifferentstrategiesto draw yourattentionto certainpiecesof information.
In order of how critical the information is to your system,theseitems are marked as a note, tip,
important,caution,or warning.For example:

Note

Remember that Linux is case sensitive. In other words, a rose is not a ROSE is not a rOsE.

Tip

The directory /usr/share/doc/ contains additional documentation for packages installed on your
system.
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Impor tant

If you modify the DHCP con�gur ation �le , the changes do not take effect until you restart the DHCP
daemon.

Caution

Do not perform routine tasks as root — use a regular user account unless you need to use the root
account for system administration tasks.

Warning

Be careful to remove only the necessary Red Hat Enterprise Linux partitions. Removing other parti-
tions could result in data loss or a corrupted system environment.

5. Activ ate Your Subscription
Beforeyou canaccessserviceandsoftwaremaintenanceinformation,andthe supportdocumenta-
tion includedin your subscription,you mustactivateyour subscriptionby registeringwith RedHat.
Registrationincludesthesesimplesteps:

• Provide aRedHat login

• Provide asubscriptionnumber

• Connectyour system

The �rst time you boot your installationof RedHat EnterpriseLinux, you arepromptedto register
with RedHat usingthe Setup Agent. If you follow the promptsduring the Setup Agent, you can
completetheregistrationstepsandactivateyoursubscription.

If you cannot completeregistrationduring the Setup Agent (which requiresnetwork access),you
canalternatively completetheRedHat registrationprocessonlineat http://www.redhat.com/register/.

5.1. Provide a Red Hat Login
If you do not have anexisting RedHat login, you cancreateonewhenpromptedduring the Setup
Agent or onlineat:

https://www.redhat.com/apps/activate/newlogin.ht ml

A RedHat login enablesyour accessto:

• Softwareupdates,errataandmaintenancevia RedHat Network

• RedHat technicalsupportresources,documentation,andKnowledgebase

If youhave forgottenyourRedHat login, youcansearchfor yourRedHat login onlineat:

https://rhn.redhat.com/help/forgot_password.pxt
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5.2. Provide Your Subscription Number
Yoursubscriptionnumberis locatedin thepackagethatcamewith yourorder. If yourpackagedid not
includeasubscriptionnumber, yoursubscriptionwasactivatedfor youandyoucanskip this step.

You canprovide your subscriptionnumberwhenpromptedduring the Setup Agent or by visiting
http://www.redhat.com/register/.

5.3. Connect Your System
TheRedHatNetwork RegistrationClienthelpsyouconnectyoursystemsothatyoucanbegin to get
updatesandperformsystemsmanagement.Therearethreewaysto connect:

1. DuringtheSetupAgent — ChecktheSendhardware information andSendsystempackage
list optionswhenprompted.

2. After theSetupAgent hasbeencompleted— FromtheMain Menu, go to SystemTools, then
selectRedHat Network.

3. After theSetupAgent hasbeencompleted— Enterthefollowing commandfrom thecommand
line astheroot user:

• /usr/bin/up2date --register

6. Using the Mouse
RedHat EnterpriseLinux is designedto usea three-button mouse.If you have a two-buttonmouse,
youshouldhaveselectedthree-buttonemulationduringtheinstallationprocess.If youareusingthree-
buttonemulation,pressingbothmousebuttonsat thesametime equatesto pressingthemissingthird
(middle)button.

In thisdocument,if youareinstructedto click with themouseonsomething,thatmeansclick theleft
mousebutton.If youneedto usethemiddleor right mousebutton,thatwill beexplicitly stated.(This
will bereversedif youhave con�guredyourmouseto beusedby a left handedperson.)

The phrase"drag anddrop" may be familiar to you. If you areinstructedto draganddrop an item
onyourGUI desktop,click onsomethingandhold themousebuttondown. While continuingto hold
down themousebutton,dragtheitemby moving themouseto anew location.Whenyouhavereached
thedesiredlocation,releasethemousebuttonto droptheitem.

7. Copying and Pasting Text With X
Copying andpastingtext is easyusingyourmouseandtheX Window System.To copy text, click and
dragyour mouseover the text to highlight it. To pastethe text somewhere,click the middlemouse
buttonin thespotwherethetext shouldbeplaced.

8. More to Come
The RedHat EnterpriseLinux ReferenceGuideis part of RedHat's commitmentto provide useful
andtimely supportto RedHat EnterpriseLinux users.Futureeditionsfeatureexpandedinformation
onchangesto systemstructureandorganization,new andpowerful securitytools,andotherresources
to helpyouextendthepower of theRedHat EnterpriseLinux system— andyourability to useit.
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Thatis whereyoucanhelp.

8.1. We Need Feedbac k!
If you �nd an error in the RedHat EnterpriseLinux ReferenceGuide, or if you have thoughtof a
way to make this manualbetter, we would love to hearfrom you! Pleasesubmita reportin Bugzilla
(http://bugzilla.redhat.com/bugzilla/) againstthecomponentrhel-rg.

Besureto mentionthemanual's identi�er:

rhel-rg(EN)-4-Print- RHI (2004-09-30T17:13)

If youmentionthemanual's identi�er, weknow exactly whichversionof theguideyouhave.

If you have a suggestionfor improving thedocumentation,try to beasspeci�c aspossiblewhende-
scribingit. If youhavefoundanerror, pleaseincludethesectionnumberandsomeof thesurrounding
text sowecan�nd it easily.
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I. System Reference

To managethesystemeffectively, it is crucialto know aboutits componentsandhow they �t together.
This part outlinesmany importantaspectsof the system.It covers the boot process,the basic�le
systemlayout, the locationof crucial system�les and �le systems,and the basicconceptsbehind
usersandgroups.Additionally, theX Window Systemis explainedin detail.
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Chapter 1.
Boot Process, Init, and Shutdo wn

An importantandpowerful aspectof RedHatEnterpriseLinux is theopen,user-con�gurablemethod
it usesfor startingthe operatingsystem.Usersarefree to con�gure many aspectsof the boot pro-
cess,includingspecifyingtheprogramslaunchedatboot-time.Similarly, systemshutdown gracefully
terminatesprocessesin anorganizedandcon�gurableway, althoughcustomizationof this processis
rarelyrequired.

Understandinghow the boot andshutdown processeswork not only allows customization,but also
makesit easierto troubleshootproblemsrelatedto startingor shuttingdown thesystem.

1.1. The Boot Process
Below arethebasicstagesof thebootprocessfor anx86system:

1. ThesystemBIOSchecksthesystemandlaunchesthe�rst stagebootloaderon theMBR of the
primaryharddisk.

2. The �rst stageboot loaderloadsitself into memoryandlaunchesthesecondstageboot loader
from the /boot/ partition.

3. Thesecondstageboot loaderloadsthekernelinto memory, which in turn loadsany necessary
modulesandmountstheroot partitionread-only.

4. Thekerneltransferscontrolof thebootprocessto the /sbin/init program.

5. The /sbin/init programloadsall servicesanduser-spacetools, andmountsall partitions
listedin /etc/fstab .

6. Theuseris presentedwith a login screenfor thefreshlybootedLinux system.

Becausecon�guration of thebootprocessis morecommonthanthecustomizationof theshutdown
process,theremainderof this chapterdiscussesin detailhow thebootprocessworksandhow it can
becustomizedto suitespeci�c needs.

1.2. A Detailed Look at the Boot Process
Thebeginningof thebootprocessvariesdependingon thehardwareplatformbeingused.However,
oncethekernelis foundandloadedby thebootloader, thedefault bootprocessis identicalacrossall
architectures.This chapterfocusesprimarily on thex86architecture.

1.2.1. The BIOS
Whenan x86 computeris booted,the processorlooks at the endof systemmemoryfor the Basic
Input/OutputSystemor BIOSprogramandrunsit. The BIOS controlsnot only the �rst stepof the
boot process,but alsoprovides the lowest level interfaceto peripheraldevices.For this reasonit is
written into read-only, permanentmemoryandis alwaysavailablefor use.

Otherplatformsusedifferentprogramsto performlow-level tasksroughlyequivalentto thoseof the
BIOSonanx86system.For instance,Itanium-basedcomputersusetheExtensibleFirmwareInterface
(EFI) Shell.

Onceloaded,the BIOS teststhe system,looks for andchecksperipherals,andthen locatesa valid
device with which to boot the system.Usually, it checksany diskette drives andCD-ROM drives
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presentfor bootablemedia,then,failing that, looks to the system's harddrives. In mostcases,the
orderof thedrivessearchedwhile bootingis controlledwith asettingin theBIOS,andit lookson the
masterIDE device on theprimaryIDE bus.TheBIOS thenloadsinto memorywhatever programis
residingin the�rst sectorof thisdevice,calledtheMasterBootRecord or MBR. TheMBR is only 512
bytesin sizeandcontainsmachinecodeinstructionsfor bootingthe machine,calleda boot loader,
alongwith thepartitiontable.OncetheBIOS �nds andloadstheboot loaderprograminto memory,
it yieldscontrolof thebootprocessto it.

1.2.2. The Boot Loader
This section looks at the default boot loader for the x86 platform, GRUB.
Depending on the system's architecture, the boot process may differ slightly. Refer to
Section1.2.2.1BootLoaders for OtherArchitectures for a brief overview of non-x86boot loaders.
For moreinformationaboutcon�guring andusingGRUB, seeChapter2 TheGRUB BootLoader.

A bootloaderfor thex86platformis brokeninto at leasttwo stages.The�rst stageis asmallmachine
codebinaryon theMBR. Its solejob is to locatethesecondstageboot loaderandloadthe�rst part
of it into memory.

GRUB hastheadvantageof beingableto readext2 andext3 1 partitionsandloadits con�guration�le
— /boot/grub/grub.conf — at boot time. Referto Section2.7GRUB MenuCon�guration File
for informationonhow to edit this �le.

Tip

If upgrading the kernel using the Red Hat Update Agent , the boot loader con�gur ation �le is up-
dated automatically. More information on Red Hat Network can be found online at the following URL:
https://rhn.redhat.com/.

Oncethesecondstageboot loaderis in memory, it presentstheuserwith a graphicalscreenshowing
the differentoperatingsystemsor kernelsit hasbeencon�gured to boot.On this screena usercan
usethearrow keys to choosewhichoperatingsystemor kernelthey wish to bootandpress[Enter]. If
no key is pressed,theboot loaderloadsthedefault selectionaftera con�gurableperiodof time has
passed.

Note

If Symmetric Multi-Processor (SMP) kernel support is installed, more than one option is presented
the �rst time the system is booted. In this situation GRUB displays Red Hat Enterprise Linux
( < kernel-version > -s mp) , which is the SMP kernel, and Red Hat Enterprise Linux
( < kernel-version > ) , which is for single processors.

If any problems occur using the SMP kernel, try selecting the a non-SMP kernel upon rebooting.

Oncethesecondstageboot loaderhasdeterminedwhich kernelto boot,it locatesthecorresponding
kernelbinary in the /boot/ directory. The kernel binary is namedusing the following format —
/boot/vmlinuz- < kernel-version > �le (where< kernel-version > correspondsto the ker-
nel versionspeci�ed in thebootloader's settings).

1. GRUB readsext3 �le systemsas ext2, disregardingthe journal �le. Refer to the chaptertitled The ext3

File Systemin theRedHat EnterpriseLinux SystemAdministrationGuidefor moreinformationon theext3 �le

system.
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For instructionson using the boot loader to supply commandline argumentsto the kernel, refer
to Chapter2 TheGRUB BootLoader. For informationon changingthe runlevel at the boot loader
prompt,referSection2.8ChangingRunlevelsat BootTime.

Theboot loaderthenplacesoneor moreappropriateinitramfsimagesinto memory. Next, thekernel
decompressestheseimagesfrom memoryto /boot/ , aRAM-basedvirtual �le system,via cpio . The
initramfs is usedby the kernelto loaddriversandmodulesnecessaryto boot thesystem.This is
particularlyimportantif SCSIharddrivesarepresentor if thesystemsusetheext3 �le system.

Oncethekernelandthe initramfs image(s)areloadedinto memory, theboot loaderhandscontrol
of thebootprocessto thekernel.

For amoredetailedoverview of theGRUB bootloader, referto Chapter2 TheGRUB BootLoader.

1.2.2.1. Boot Loader s for Other Architectures

Oncethe kernel loadsandhandsoff the boot processto the init command,the samesequenceof
eventsoccurson every architecture.Sothemaindifferencebetweeneacharchitecture's bootprocess
is in theapplicationusedto �nd andloadthekernel.

For example,theItaniumarchitectureusestheELILO bootloader, theIBM eServer pSeriesarchitec-
tureusesYABOOT, andtheIBM eServer zSeriesandIBM S/390systemsusethez/IPL bootloader.

ConsulttheRedHat EnterpriseLinux InstallationGuidespeci�c to theseplatformsfor information
oncon�guring theirbootloaders.

1.2.3. The Kernel
Whenthekernelis loaded,it immediatelyinitializesandcon�guresthecomputer's memoryandcon-
�gures the varioushardware attachedto the system,including all processors,I/O subsystems,and
storagedevices.It thenlooks for the compressedinitramfs image(s)in a predeterminedlocation
in memory, decompressesit directly to /sysroot/ , andloadsall necessarydrivers.Next, it initial-
izesvirtual devicesrelatedto the�le system,suchasLVM or softwareRAID, beforecompletingthe
initramfs processesandfreeingupall thememorythedisk imageonceoccupied.

Thekernelthencreatesarootdevice,mountstherootpartitionread-only, andfreesany unusedmem-
ory.

At this point, the kernel is loadedinto memoryandoperational.However, sincethereareno user
applicationsthatallow meaningfulinput to thesystem,not muchcanbedonewith thesystem.

To setup theuserenvironment,thekernelexecutesthe /sbin/init program.

1.2.4. The /sbin/init Program
The /sbin/init program(alsocalledinit ) coordinatestherestof thebootprocessandcon�gures
theenvironmentfor theuser.

Whenthe init commandstarts,it becomesthe parentor grandparentof all of the processesthat
startup automaticallyon the system.First, it runsthe /etc/rc.d/rc.sysinit script,which sets
the environment path, startsswap, checksthe �le systems,and executesall other stepsrequired
for system initialization. For example, most systemsuse a clock, so rc.sysinit reads the
/etc/sysconfig/clock con�guration �le to initialize the hardware clock. Another example is
if there are special serial port processeswhich must be initialized, rc.sysinit executesthe
/etc/rc.serial �le.

The init commandthenruns the /etc/inittab script, which describeshow the systemshould
besetup in eachSysVinit runlevel. Runlevels area state,or mode, de�ned by theserviceslisted in



4 Chapter 1. Boot Process,Init, and Shutdown

the SysV /etc/rc.d/rc < x> .d/ directory, where< x> is the numberof the runlevel. For more
informationonSysVinit runlevels,referto Section1.4SysVInit Runlevels.

Next, the init commandsetsthesourcefunctionlibrary, /etc/rc.d/init.d/functions , for the
system,whichcon�gureshow to start,kill, anddeterminethePID of aprogram.

Theinit programstartsall of thebackgroundprocessesby lookingin theappropriaterc directoryfor
therunlevel speci�edasthedefault in /etc/inittab . Therc directoriesarenumberedto correspond
to therunlevel they represent.For instance,/etc/rc.d/rc5.d/ is thedirectoryfor runlevel 5.

Whenbootingto runlevel 5, the init programlooksin the /etc/rc.d/rc5.d/ directoryto deter-
minewhichprocessesto startandstop.

Below is anexamplelisting of the /etc/rc.d/rc5.d/ directory:

K05innd -> ../init.d/innd
K05saslauthd -> ../init.d/sasl auth d
K10dc_server -> ../init.d/dc_s er ve r
K10psacct -> ../init.d/psacc t
K10radiusd -> ../init.d/radi us d
K12dc_client -> ../init.d/dc_c li ent
K12FreeWnn -> ../init.d/Free Wnn
K12mailman -> ../init.d/mail man
K12mysqld -> ../init.d/mysql d
K15httpd -> ../init.d/http d
K20netdump-se rv er -> ../init.d/netdu mp-s er ve r
K20rstatd -> ../init.d/rstat d
K20rusersd -> ../init.d/ruse rs d
K20rwhod -> ../init.d/rwho d
K24irda -> ../init.d/irda
K25squid -> ../init.d/squi d
K28amd -> ../init.d/amd
K30spamassass in -> ../init.d/spama ss as si n
K34dhcrelay -> ../init.d/dhcre la y
K34yppasswdd -> ../init.d/yppa ss wdd
K35dhcpd -> ../init.d/dhcp d
K35smb -> ../init.d/smb
K35vncserver -> ../init.d/vncs er ve r
K36lisa -> ../init.d/lisa
K45arpwatch -> ../init.d/arpwa tc h
K45named -> ../init.d/name d
K46radvd -> ../init.d/radv d
K50netdump -> ../init.d/netd ump
K50snmpd -> ../init.d/snmp d
K50snmptrapd -> ../init.d/snmp tr apd
K50tux -> ../init.d/tux
K50vsftpd -> ../init.d/vsftp d
K54dovecot -> ../init.d/dove co t
K61ldap -> ../init.d/ldap
K65kadmin -> ../init.d/kadmi n
K65kprop -> ../init.d/kpro p
K65krb524 -> ../init.d/krb52 4
K65krb5kdc -> ../init.d/krb5 kd c
K70aep1000 -> ../init.d/aep1 000
K70bcm5820 -> ../init.d/bcm5 820
K74ypserv -> ../init.d/ypser v
K74ypxfrd -> ../init.d/ypxfr d
K85mdmpd -> ../init.d/mdmp d
K89netplugd -> ../init.d/netpl ugd
K99microcode_ ct l -> ../init.d/micr oc ode_ct l
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S04readahead_ earl y -> ../init.d/read ahead_earl y
S05kudzu -> ../init.d/kudz u
S06cpuspeed -> ../init.d/cpusp eed
S08ip6tables -> ../init.d/ip6t able s
S08iptables -> ../init.d/iptab le s
S09isdn -> ../init.d/isdn
S10network -> ../init.d/netw or k
S12syslog -> ../init.d/syslo g
S13irqbalance -> ../init.d/irqba la nc e
S13portmap -> ../init.d/port map
S15mdmonitor -> ../init.d/mdmo ni to r
S15zebra -> ../init.d/zebr a
S16bgpd -> ../init.d/bgpd
S16ospf6d -> ../init.d/ospf6 d
S16ospfd -> ../init.d/ospf d
S16ripd -> ../init.d/ripd
S16ripngd -> ../init.d/ripng d
S20random -> ../init.d/rando m
S24pcmcia -> ../init.d/pcmci a
S25netfs -> ../init.d/netf s
S26apmd -> ../init.d/apmd
S27ypbind -> ../init.d/ypbin d
S28autofs -> ../init.d/autof s
S40smartd -> ../init.d/smart d
S44acpid -> ../init.d/acpi d
S54hpoj -> ../init.d/hpoj
S55cups -> ../init.d/cups
S55sshd -> ../init.d/sshd
S56rawdevices -> ../init.d/rawde vi ce s
S56xinetd -> ../init.d/xinet d
S58ntpd -> ../init.d/ntpd
S75postgresql -> ../init.d/postg re sq l
S80sendmail -> ../init.d/sendm ai l
S85gpm -> ../init.d/gpm
S87iiim -> ../init.d/iiim
S90canna -> ../init.d/cann a
S90crond -> ../init.d/cron d
S90xfs -> ../init.d/xfs
S95atd -> ../init.d/atd
S96readahead -> ../init.d/read ahead
S97messagebus -> ../init.d/messa gebus
S97rhnsd -> ../init.d/rhns d
S99local -> ../rc.local

As illustratedin this listing, noneof thescriptsthatactuallystartandstoptheservicesarelocatedin
the /etc/rc.d/rc5.d/ directory. Rather, all of the�les in /etc/rc.d/rc5.d/ aresymboliclinks
pointingto scriptslocatedin the /etc/rc.d/init.d/ directory. Symboliclinks areusedin eachof
the rc directoriesso that the runlevels canbe recon�guredby creating,modifying, anddeletingthe
symboliclinks withoutaffectingtheactualscriptsthey reference.

Thenameof eachsymboliclink beginswith eitheraK or anS. TheK links areprocessesthatarekilled
on thatrunlevel, while thosebeginningwith anS arestarted.

The init command�rst stops all of the K symbolic links in the directory by issuing the
/etc/rc.d/init.d/ < command> stop command,where < command> is the processto be
killed. It then starts all of the S symbolic links by issuing /etc/rc.d/init.d/ < command>
start .
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Tip

After the system is �nished booting, it is possible to log in as root and execute these same scripts
to start and stop services. For instance, the command /etc/rc.d/init.d/ht tp d stop stops the
Apache HTTP Server.

Eachof the symbolic links arenumberedto dictatestartorder. The order in which the servicesare
startedor stoppedcanbe alteredby changingthis number. The lower the number, the earlier it is
started.Symboliclinks with thesamenumberarestartedalphabetically.

Note

One of the last things the init program executes is the /etc/rc.d/rc.local �le . This �le is useful
for system customization. Refer to Section 1.3 Running Additional Programs at Boot Time for more
information about using the rc.local �le .

After the init commandhasprogressedthroughthe appropriaterc directoryfor the runlevel, the
/etc/inittab script forks an /sbin/mingetty processfor eachvirtual console(login prompt)
allocatedto therunlevel. Runlevels2 through5 have all six virtual consoles,while runlevel 1 (single
usermode)hasone,andrunlevels0 and6 havenone.The/sbin/mingetty processopenscommuni-
cationpathwaysto tty devices2, setstheirmodes,printsthelogin prompt,acceptstheuser's username
andpassword,andinitiatesthelogin process.

In runlevel 5, the /etc/inittab runsa script called /etc/X11/prefdm . The prefdm script ex-
ecutesthe preferredX display manager3 — gdm, kdm, or xdm, dependingon the contentsof the
/etc/sysconfig/desktop �le.

Once�nished, thesystemoperateson runlevel 5 anddisplaysa login screen.

1.3. Running Additional Programs at Boot Time
The /etc/rc.d/rc.local scriptis executedby the init commandatboottimeor whenchanging
runlevels. Adding commandsto the bottomof this script is aneasyway to performnecessarytasks
like startingspecialservicesor initialize deviceswithout writing complex initialization scriptsin the
/etc/rc.d/init.d/ directoryandcreatingsymboliclinks.

The /etc/rc.serial script is usedif serial ports must be setupat boot time. This script runs
setserial commandsto con�gure the system's serial ports.Refer to the setserial man page
for moreinformation.

1.4. SysV Init Runle vels
The SysV init runlevel systemprovides a standardprocessfor controlling which programsinit
launchesor haltswheninitializing a runlevel. SysV init waschosenbecauseit is easierto useand
more�e xible thanthetraditionalBSD-styleinit process.

Thecon�guration �les for SysVinit arelocatedin the /etc/rc.d/ directory. Within this directory,
aretherc , rc.local , rc.sysinit , and,optionally, therc.serial scriptsaswell asthefollowing
directories:

2. Referto Section5.3.11/proc/tty/ for moreinformationabouttty devices.
3. Referto Section7.5.2Runlevel5 for moreinformationaboutdisplaymanagers.
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init.d/
rc0.d/
rc1.d/
rc2.d/
rc3.d/
rc4.d/
rc5.d/
rc6.d/

The init.d/ directorycontainsthe scriptsusedby the /sbin/init commandwhencontrolling
services.Eachof the numbereddirectoriesrepresentthe six runlevels con�gured by default under
RedHat EnterpriseLinux.

1.4.1. Runle vels
The ideabehindSysV init runlevels revolves aroundthe ideathat differentsystemscanbe usedin
different ways.For example,a server runs more ef�ciently without the drag on systemresources
createdby the X Window System.Or theremay be timeswhena systemadministratormay need
to operatethe systemat a lower runlevel to performdiagnostictasks,like �xing disk corruptionin
runlevel 1.

The characteristicsof a given runlevel determinewhich servicesare haltedand startedby init .
For instance,runlevel 1 (singleusermode)haltsany network services,while runlevel 3 startsthese
services.By assigningspeci�c servicesto behaltedor startedon a given runlevel, init canquickly
changethemodeof themachinewithout theusermanuallystoppingandstartingservices.

Thefollowing runlevelsarede�ned by default underRedHat EnterpriseLinux:

• 0 — Halt

• 1 — Single-usertext mode

• 2 — Not used(user-de�nable)

• 3 — Full multi-usertext mode

• 4 — Not used(user-de�nable)

• 5 — Full multi-usergraphicalmode(with anX-basedlogin screen)

• 6 — Reboot

In general,usersoperateRedHat EnterpriseLinux at runlevel 3 or runlevel 5 — bothfull multi-user
modes.Userssometimescustomizerunlevels2 and4 to meetspeci�c needs,sincethey arenot used.

Thedefault runlevel for thesystemis listedin /etc/inittab . To �nd out thedefault runlevel for a
system,look for theline similar to thefollowing nearthetop of /etc/inittab :

id:5:initdefa ul t:

The default runlevel listed in this exampleis � ve, as the numberafter the �rst colon indicates.To
changeit, edit /etc/inittab asroot.

Warning

Be very careful when editing /etc/inittab . Simple typos can cause the system to become un-
bootable. If this happens, either use a boot diskette, enter single-user mode, or enter rescue mode
to boot the computer and repair the �le .



8 Chapter 1. Boot Process,Init, and Shutdown

For more information on single-user and rescue mode, refer to the chapter titled Basic System Re-
covery in the Red Hat Enterprise Linux System Administration Guide.

It is possibleto changethe default runlevel at boot time by modifying the argumentspassedby
the boot loader to the kernel. For information on changingthe runlevel at boot time, refer to
Section2.8ChangingRunlevelsat BootTime.

1.4.2. Runle vel Utilities
Oneof the bestways to con�gure runlevels is to usean initscript utility. Thesetools aredesigned
to simplify the taskof maintaining�les in theSysV init directoryhierarchyandrelievessystemad-
ministratorsfrom having to directly manipulatethenumeroussymboliclinks in thesubdirectoriesof
/etc/rc.d/ .

RedHat EnterpriseLinux providesthreesuchutilities:

• /sbin/chkconfig — The /sbin/chkconfig utility is a simplecommandline tool for main-
tainingthe /etc/rc.d/init.d/ directoryhierarchy.

• /sbin/ntsysv— Thencurses-based/sbin/ntsysvutility providesaninteractive text-basedinterface,
whichsome�nd easierto usethanchkconfig .

• Services Con�guration Tool — The graphical Services Con�guration Tool
(system-config-services ) programis a �e xible utility for con�guring runlevels.

Refer to the chaptertitled Controlling Accessto Servicesin the RedHat EnterpriseLinux System
Administration Guidefor moreinformationregardingthesetools.

1.5. Shutting Down
To shutdown RedHat EnterpriseLinux, the root usermay issuethe /sbin/shutdown command.
Theshutdown manpagehasacompletelist of options,but thetwo mostcommonusesare:

/sbin/shutdown -h now
/sbin/shutdown -r now

After shuttingeverythingdown, the -h optionhaltsthemachine,andthe -r optionreboots.

PAM console users can use the reboot and halt commandsto shut down the system
while in runlevels 1 through 5. For more information about PAM console users, refer to
Section16.7PAM andDeviceOwnership.

If the computerdoesnot power itself down, becarefulnot to turn off the computeruntil a message
appearsindicatingthatthesystemis halted.

Failureto wait for this messagecanmeanthatnot all theharddrive partitionsareunmounted,which
canleadto �le systemcorruption.
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The GRUB Boot Loader

Whena computerwith RedHat EnterpriseLinux is turnedon, the operatingsystemis loadedinto
memoryby a specialprogramcalled a boot loader. A boot loaderusually exists on the system's
primaryharddrive (or othermediadevice) andhasthesoleresponsibilityof loadingtheLinux kernel
with its required�les or (in somecases)otheroperatingsystemsinto memory.

2.1. Boot Loader s and System Architecture
Eacharchitecturecapableof running Red Hat EnterpriseLinux usesa different boot loader. The
following tablelists thebootloadersavailablefor eacharchitecture:

Architecture Boot Loader s

AMD® AMD64 GRUB

IBM® eServer™ iSeries™ OS/400®

IBM® eServer™ pSeries™ YABOOT

IBM® S/390® z/IPL

IBM® eServer™ zSeries® z/IPL

Intel® Itanium™ ELILO

x86 GRUB

Table 2-1.Boot Loadersby Ar chitecture

This chapterdiscussescommandsandcon�gurationoptionsfor theGRUB bootloaderincludedwith
RedHat EnterpriseLinux for thex86architecture.

2.2. GRUB
The GNU GRandUni�ed Boot loader (GRUB) is a programwhich enablesthe selectionof the in-
stalledoperatingsystemor kernel to be loadedat systemboot time. It alsoallows the userto pass
argumentsto thekernel.

2.2.1. GRUB and the x86 Boot Process
This sectiondiscussesthespeci�c role GRUB playswhenbootinganx86 system.For a look at the
overall bootprocess,referto Section1.2A DetailedLookat theBootProcess.

GRUB loadsitself into memoryin thefollowing stages:

1. The Stage 1 or primary boot loader is read into memoryby the BIOS from the MBR1. The
primaryboot loaderexistson lessthan512bytesof disk spacewithin theMBR andis capable
of loadingeithertheStage1.5or Stage2 bootloader.

1. For moreon thesystemBIOSandtheMBR, referto Section1.2.1TheBIOS.
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2. TheStage 1.5 boot loader is readinto memoryby theStage 1 boot loader, if necessary. Some
hardwarerequiresanintermediatestepto getto theStage2 bootloader. This is sometimestrue
whenthe/boot/ partitionis abovethe1024cylinderheadof theharddriveor whenusingLBA
mode.TheStage1.5 boot loaderis foundeitheron the /boot/ partitionor on a small partof
theMBR andthe /boot/ partition.

3. TheStage 2 or secondarybootloaderis readinto memory. Thesecondarybootloaderdisplays
the GRUB menuand commandenvironment.This interfaceallows the userto selectwhich
kernelor operatingsystemto boot,passargumentsto thekernel,or look atsystemparameters.

4. The secondaryboot loader readsthe operating systemor kernel as well as the contentsof
/boot/sysroot/ into memory. OnceGRUB determineswhich operatingsystemor kernelto
start,it loadsit into memoryandtransferscontrolof themachineto thatoperatingsystem.

Themethodusedto bootRedHat EnterpriseLinux is calleddirect loadingbecausethe boot loader
loadstheoperatingsystemdirectly. Thereis no intermediarybetweenthebootloaderandthekernel.

Thebootprocessusedbyotheroperatingsystemsmaydiffer. Forexample,theMicrosoft®Windows®
operatingsystem,as well as other operatingsystems,are loadedusing chain loading. Under this
method,theMBR pointsto the�rst sectorof thepartitionholdingtheoperatingsystem,whereit �nds
the�les necessaryto actuallybootthatoperatingsystem.

GRUB supportsbothdirectandchainloadingbootmethods,allowing it to bootalmostany operating
system.

Warning

During installation, Microsoft's DOS and Windows installation programs completely overwrite the
MBR, destroying any existing boot loaders. If creating a dual-boot system, it is best to install the
Microsoft operating system �rst.

2.2.2. Features of GRUB
GRUB containsseveral featuresthat make it preferableto otherboot loadersavailable for the x86
architecture.Below is apartiallist of someof themoreimportantfeatures:

• GRUB providesa true command-based,pre-OSenvironmenton x86 machines.This featureaf-
fordstheusermaximum�e xibility in loadingoperatingsystemswith speci�edoptionsor gathering
informationaboutthesystem.For years,many non-x86architectureshave employedpre-OSenvi-
ronmentsthatallow systembootingfrom acommandline.

• GRUB supportsLogical Block Addressing(LBA) mode. LBA placestheaddressingconversionused
to �nd �les in theharddrive's �rmw are,andis usedonmany IDE andall SCSIharddevices.Before
LBA, boot loaderscouldencounterthe1024-cylinder BIOS limitation, wheretheBIOS couldnot
�nd a �le after the 1024cylinder headof the disk. LBA supportallows GRUB to boot operating
systemsfrom partitionsbeyondthe1024-cylinder limit, solong asthesystemBIOSsupportsLBA
mode.MostmodernBIOSrevisionssupportLBA mode.

• GRUB can readext2 partitions. This functionality allows GRUB to accessits con�guration �le,
/boot/grub/grub.conf , every time thesystemboots,eliminatingtheneedfor theuserto write
a new versionof the �rst stageboot loaderto the MBR whencon�guration changesaremade.
The only time a user needsto reinstall GRUB on the MBR is if the physical location of the
/boot/ partition is moved on the disk. For details on installing GRUB to the MBR, refer to
Section2.3InstallingGRUB.
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2.3. Installing GRUB
If GRUB wasnot installedduringtheinstallationprocess,it canbeinstalledafterward.Onceinstalled,
it automaticallybecomesthedefault bootloader.

Before installing GRUB, make sureto use the latestGRUB packageavailable or usethe GRUB
packagefrom theinstallationCD-ROMs.For instructionson installingpackages,referto thechapter
titled PackageManagementwith RPMin theRedHat EnterpriseLinuxSystemAdministrationGuide.

Once the GRUB package is installed, open a root shell prompt and run the command
/sbin/grub-install < location > , where< location > is thelocationthattheGRUB Stage
1 boot loadershouldbe installed.For example,the following commandinstallsGRUB to theMBR
of themasterIDE device on theprimaryIDE bus:

/sbin/grub-install /dev/hda

Thenext timethesystemboots,theGRUB graphicalbootloadermenuappearsbeforethekernelloads
into memory.

Impor tant

If GRUB is installed on a RAID 1 array, the system may become unbootable in the event of disk
failure. An unsupported workaround is provided online at the following URL:

http://www.dur.ac.uk/a.d.stribblehill/mirrored_grub.html

2.4. GRUB Terminology
Oneof themostimportantthingsto understandbeforeusingGRUB is how theprogramrefersto de-
vices,suchasharddrivesandpartitions.This informationis particularlyimportantwhencon�guring
GRUB to bootmultipleoperatingsystems.

2.4.1. Device Names
When referring to a speci�c device with GRUB, do so using the following format (note that the
parenthesesandcommaarevery importantsyntactically):

( < type-of-device >< bios-device-number > , < partition- number > )

The < type-of-device > speci�es the type of device from which GRUB boots.The two most
commonoptionsarehd for a harddisk or fd for a 3.5 diskette.A lesseruseddevice type is also
availablecallednd for a network disk. Instructionson con�guring GRUB to boot over the network
areavailableonlineathttp://www.gnu.org/software/grub/manual/.

The< bios-device-number > is theBIOS device number. TheprimaryIDE harddrive is num-
bered0 andasecondaryIDE harddrive is numbered1. This syntaxis roughlyequivalentto thatused
for devicesby the kernel.For example,the a in hda for thekernel is analogousto the 0 in hd0 for
GRUB, theb in hdb is analogousto the1 in hd1 , andsoon.

The < partition-number > speci�es the number of a partition on a device. Like the
< bios-device-number > , most typesof partitionsarenumberedstartingat 0. However, BSD
partitionsarespeci�edusingletters,with a correspondingto 0, b correspondingto 1, andsoon.
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Tip

The numbering system for devices under GRUB always begins with 0, not 1. Failing to make this
distinction is one of the most common mistakes made by new users.

To give an example,if a systemhasmorethanoneharddrive, GRUB refersto the �rst harddrive
as(hd0) andthesecondas(hd1) . Likewise,GRUB refersto the �rst partitionon the�rst drive as
(hd0,0) andthethird partitionon thesecondharddrive as(hd1,2) .

In generalthefollowing rulesapplywhennamingdevicesandpartitionsunderGRUB:

• It doesnot matterif systemharddrivesareIDE or SCSI,all harddrivesbegin with the lettershd.
Thelettersfd areusedto specify3.5diskettes.

• To specify an entire device without respectto partitions,leave off the commaand the partition
number. This is importantwhen telling GRUB to con�gure the MBR for a particulardisk. For
example,(hd0) speci�estheMBR on the�rst device and(hd3) speci�estheMBR on thefourth
device.

• If a systemhasmultiple drive devices,it is very importantto know how thedrive bootorderis set
in theBIOS.This is a simpletaskif a systemhasonly IDE or SCSIdrives,but if thereis a mix of
devices,it becomescritical thatthetypeof drive with thebootpartitionbeaccessed�rst.

2.4.2. File Names and Bloc klists
Whentyping commandsto GRUB thatreferencea �le, suchasa menulist, it is necessaryto specify
anabsolute�le pathimmediatelyafterthedevice andpartitionnumbers.

Thefollowing illustratesthestructureof suchacommand:

( < device-type >< device-number > , < partition-number > ) < /path/t o/file >

In this example,replace< device-type > with hd, fd , or nd. Replace< device-number >
with the integer for thedevice. Replace< /path/to/file > with anabsolutepathrelative to the
top-level of thedevice.

It is alsopossibleto specify�les to GRUB thatdo not actuallyappearin the �le system,suchasa
chainloaderthatappearsin the �rst few blocksof a partition.To loadsuch�les, provide a blocklist
thatspeci�esblock by block wherethe�le is locatedin thepartition.Sincea �le is oftencomprised
of several differentsetsof blocks,blocklistsusea specialsyntax.Eachblock containingthe �le is
speci�ed by an offset numberof blocks,followed by the numberof blocks from that offset point.
Block offsetsarelistedsequentiallyin acomma-delimitedlist.

Thefollowing is asampleblocklist:

0+50,100+25,200+1

This sampleblocklist speci�esa �le that startsat the �rst block on the partition andusesblocks0
through49,99 through124,and199.

Knowing how to write blocklistsis usefulwhenusingGRUB to loadoperatingsystemswhichrequire
chain loading. It is possibleto leave off the offset numberof blocks if startingat block 0. As an
example,the chainloading�le in the �rst partition of the �rst harddrive would have the following
name:

(hd0,0)+1

Thefollowing shows thechainloader commandwith a similar blocklist designationat theGRUB
commandline aftersettingthecorrectdevice andpartitionasroot:
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chainloader +1

2.4.3. The Root File System and GRUB
The useof the term root �le systemhasa differentmeaningin regard to GRUB. It is importantto
rememberthatGRUB's root �le systemhasnothingto dowith theLinux root �le system.

The GRUB root �le systemis the top level of the speci�ed device. For example, the image �le
(hd0,0)/grub/splash.xpm.gz is locatedwithin the /grub/ directoryat the top-level (or root)
of the(hd0,0) partition(which is actuallythe /boot/ partitionfor thesystem).

Next, the kernel commandis executedwith the locationof the kernel �le asan option.Oncethe
Linux kernelboots,it setsup the root �le systemthat Linux usersare familiar with. The original
GRUB root �le systemandits mountsareforgotten;they only existedto bootthekernel�le.

Referto theroot andkernel commandsin Section2.6GRUB Commandsfor moreinformation.

2.5. GRUB Interfaces
GRUB featuresthreeinterfaceswhichprovidedifferentlevelsof functionality. Eachof theseinterfaces
allows usersto boottheLinux kernelor anotheroperatingsystem.

Theinterfacesareasfollows:

Note

The following GRUB interfaces can only be accessed by pressing any key within the three seconds
of the GRUB menu bypass screen.

MenuInterface

This is the default interfaceshown whenGRUB is con�gured by the installationprogram.A
menuof operatingsystemsor precon�guredkernelsaredisplayedasalist, orderedby name.Use
the arrow keys to selectan option otherthanthe default selectionandpressthe [Enter] key to
bootit. Alternatively, a timeoutperiodis set,afterwhichGRUB loadsthedefault option.

Pressthe[e] key to entertheentryeditorinterfaceor the[c] key to loadacommandline interface.

Refer to Section2.7GRUB MenuCon�guration File for more informationon con�guring this
interface.

MenuEntryEditor Interface

To accessthemenuentryeditor, pressthe [e] key from theboot loadermenu.TheGRUB com-
mandsfor thatentryaredisplayedhere,andusersmayalterthesecommandlinesbeforebooting
theoperatingsystemby addinga commandline ([o] insertsa new line afterthecurrentline and
[O] insertsanew line beforeit), editingone([e]), or deletingone([d]).

After all changesaremade,the[b] key executesthecommandsandbootstheoperatingsystem.
The[Esc] key discardsany changesandreloadsthestandardmenuinterface.The [c] key loads
thecommandline interface.
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Tip

For information about changing runlevels using the GRUB menu entry editor, refer to
Section 2.8 Changing Runlevels at Boot Time.

CommandLine Interface

Thecommandline interfaceis themostbasicGRUB interface,but it is alsotheonethatgrants
the mostcontrol.The commandline makes it possibleto type any relevant GRUB commands
followed by the [Enter] key to executethem.This interfacefeaturessomeadvancedshell-like
features,including [Tab] key completion,basedon context, and[Ctrl] key combinationswhen
typingcommands,suchas[Ctrl]-[a] to move to thebeginningof a line and[Ctrl]-[e] to move to
theendof a line. In addition,thearrow, [Home], [End], and[Delete]keys work asthey do in the
bash shell.

Referto Section2.6GRUB Commandsfor a list of commoncommands.

2.5.1. Interfaces Load Order
WhenGRUB loadsits secondstagebootloader, it �rst searchesfor its con�guration�le. Oncefound,
themenuinterfacebypassscreenis displayed.If a key is pressedwithin threeseconds,GRUB builds
amenulist anddisplaysthemenuinterface.If nokey is pressed,thedefault kernelentryin theGRUB
menuis used.

If the con�guration �le cannotbe found,or if the con�guration �le is unreadable,GRUB loadsthe
commandline interface,allowing theuserto typecommandsto completethebootprocess.

If thecon�guration �le is not valid, GRUB printsout theerrorandasksfor input.This helpstheuser
seepreciselywherethe problemoccurred.Pressingany key reloadsthe menuinterface,whereit is
thenpossibleto edit themenuoptionandcorrecttheproblembasedon theerrorreportedby GRUB.
If thecorrectionfails,GRUB reportsanerrorandreloadsthemenuinterface.

2.6. GRUB Commands
GRUB allows a numberof usefulcommandsin its commandline interface.Someof thecommands
acceptoptionsaftertheirname;theseoptionsshouldbeseparatedfromthecommandandotheroptions
on thatline by spacecharacters.

Thefollowing is a list of usefulcommands:

• boot — Bootstheoperatingsystemor chainloaderthatwaslastloaded.

• chainloader < /path/to/file > — Loadsthe speci�ed �le as a chain loader. If the �le is
locatedonthe�rst sectorof thespeci�edpartition,usetheblocklistnotation,+1, insteadof the�le
name.

Thefollowing is anexamplechainloader command:
chainloader +1

• displaymem — Displaysthecurrentuseof memory, basedon informationfrom theBIOS.This is
usefulto determinehow muchRAM asystemhasprior to bootingit.

• initrd < /path/to/initrd > — Enablesusersto specify an initial RAM disk to usewhen
booting.An initrd is necessarywhenthekernelneedscertainmodulesin orderto bootproperly,
suchaswhentherootpartitionis formattedwith theext3 �le system.

Thefollowing is anexampleinitrd command:
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initrd /initrd-2.6.8-1.523.img

• install < stage-1 > < install-disk > < stage-2 > p config-file — Installs GRUB
to thesystemMBR.

• < stage-1 > — Signi�es a device, partition,and�le wherethe �rst boot loaderimagecanbe
found,suchas(hd0,0)/grub/stage1 .

• < install-disk > — Speci�esthediskwherethestage1 bootloadershouldbeinstalled,such
as(hd0) .

• < stage-2 > — Passesthe stage2 boot loader location to the stage1 boot loader, suchas
(hd0,0)/grub/stage2 .

• p < config-file > — This optiontells the install commandto look for themenucon�gu-
ration�le speci�edby < config-file > , suchas(hd0,0)/grub/grub.conf .

Warning

The install command overwrites any information already located on the MBR.

• kernel < /path/to/kernel > < option-1 > < option-N > ... — Speci�esthekernel�le to
loadwhenbootingtheoperatingsystem.Replace< /path/to/kernel > with anabsolutepath
from the partition speci�ed by the root command.Replace< option-1 > with optionsfor the
Linux kernel,suchasroot=/dev/hda5 to specifythedevice on which the root partition for the
systemis located.Multiple optionscanbepassedto thekernelin aspaceseparatedlist.

Thefollowing is anexamplekernel command:
kernel /vmlinuz-2.4.21 root=/dev/hda5

The option in the previous examplespeci�esthat the root �le systemfor Linux is locatedon the
hda5 partition.

• root ( < device-type > < device-number > , < partition > ) — Con�gurestherootpartition
for GRUB, suchas(hd0,0) , andmountsthepartition.

Thefollowing is anexampleroot command:
root (hd0,0)

• rootnoverify ( < device-type > < device-number > , < partition > ) — Con�gures the
root partitionfor GRUB, just like the root command,but doesnot mountthepartition.

Other commandsare also available; type help --all for a full list of commands.For
a description of all GRUB commands, refer to the documentation available online at
http://www.gnu.org/software/grub/manual/.

2.7. GRUB Menu Con�guration File
Thecon�guration �le (/boot/grub/grub.conf ), which is usedto createthe list of operatingsys-
temsto boot in GRUB's menuinterface,essentiallyallows theuserto selecta pre-setgroupof com-
mandsto execute.Thecommandsgivenin Section2.6GRUB Commandscanbeused,aswell assome
specialcommandsthatareonly availablein thecon�guration�le.

2.7.1. Con�guration File Structure
TheGRUB menuinterfacecon�guration �le is /boot/grub/grub.conf . Thecommandsto setthe
globalpreferencesfor themenuinterfaceareplacedat thetopof the�le, followedby stanzasfor each
operatingkernelor operatingsystemlistedin themenu.
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Thefollowing is a very basicGRUB menucon�guration �le designedto booteitherRedHat Enter-
priseLinux or MicrosoftWindows 2000:

default=0
timeout=10
splashimage=(hd0,0)/grub /spl ash .xpm .gz
hiddenmenu
title Red Hat Enterprise Linux AS (2.6.8-1.523)

root (hd0,0)
kernel /vmlinuz-2.6.8-1.523 ro root=/dev/VolGroup00/LogV ol0 0 rhgb quiet
initrd /initrd-2.6.8-1.523.img

# section to load Windows
title Windows

rootnoverify (hd0,0)
chainloader +1

This �le con�guresGRUB to build a menuwith RedHat EnterpriseLinux asthe default operating
systemandsetsit to autobootafter10seconds.Two sectionsaregiven,onefor eachoperatingsystem
entry, with commandsspeci�c to thesystemdiskpartitiontable.

Note

Note that the default is speci�ed as an integer. This refers to the �rst title line in the GRUB con-
�gur ation �le . For the Windows section to be set as the default in the previous example, change the
default=0 to default=1 .

Con�guring a GRUB menucon�guration�le to bootmultipleoperatingsystemsis beyondthescope
of thischapter. ConsultSection2.9AdditionalResourcesfor a list of additionalresources.

2.7.2. Con�guration File Directives
Thefollowing aredirectivescommonlyusedin theGRUB menucon�guration�le:

• chainloader < /path/to/file > — Loads the speci�ed �le as a chain loader. Replace
< /path/to/file > with theabsolutepathto thechainloader. If the �le is locatedon the�rst
sectorof thespeci�edpartition,usetheblocklist notation,+1.

• color < normal-color > < selected-color > — Allows speci�c colors to be usedin the
menu,wheretwo colorsarecon�guredastheforegroundandbackground.Usesimplecolornames
suchasred/black . For example:
color red/black green/blue

• default= < integer > — Replace< integer > with thedefault entrytitle numberto beloaded
if themenuinterfacetimesout.

• fallback= < integer > — Replace< integer > with the entry title numberto try if the �rst
attemptfails.

• hiddenmenu — PreventstheGRUB menuinterfacefrom beingdisplayed,loadingthe default
entry whenthe timeout periodexpires.The usercanseethe standardGRUB menuby pressing
the[Esc] key.

• initrd < /path/to/initrd > — Enablesusersto specify an initial RAM disk to usewhen
booting.Replace< /path/to/initrd > with theabsolutepathto theinitial RAM disk.
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• kernel < /path/to/kernel > < option-1 > < option-N > — Speci�es the kernel �le to
loadwhenbootingtheoperatingsystem.Replace< /path/to/kernel > with anabsolutepath
from the partition speci�ed by the root directive. Multiple optionscan be passedto the kernel
whenit is loaded.

• password= < password > — Preventsa userwho doesnot know the password from editing the
entriesfor this menuoption.

Optionally, it is possible to specify an alternate menu con�guration �le after the
password= < password > directive. In this case,GRUB restartsthesecondstageboot loaderand
usesthespeci�edalternatecon�guration �le to build themenu.If analternatemenucon�guration
�le is left out of the command,a userwho knows the password is allowed to edit the current
con�guration�le.

For moreinformationaboutsecuringGRUB, referto thechaptertitled WorkstationSecurityin the
RedHat EnterpriseLinuxSecurityGuide.

• root ( < device-type > < device-number > , < partition > ) — Con�gurestherootpartition
for GRUB, suchas(hd0,0) , andmountsthepartition.

• rootnoverify ( < device-type > < device-number > , < partition > ) — Con�gures the
root partitionfor GRUB, just like the root command,but doesnot mountthepartition.

• timeout= < integer > — Speci�estheinterval, in seconds,thatGRUB waitsbeforeloadingthe
entrydesignatedin thedefault command.

• splashimage= < path-to-image > — Speci�es the locationof the splashscreenimageto be
usedwhenGRUB boots.

• title group-title — Speci�esa title to beusedwith aparticulargroupof commandsusedto
loadakernelor operatingsystem.

To addhuman-readablecommentsto themenucon�guration �le, begin the line with thehashmark
character(#).

2.8. Changing Runle vels at Boot Time
UnderRedHat EnterpriseLinux, it is possibleto changethedefault runlevel atboottime.

To changetherunlevel of asinglebootsession,usethefollowing instructions:

• WhentheGRUB menubypassscreenappearsatboottime,pressany key to entertheGRUB menu
(within the�rst threeseconds).

• Pressthe[a] key to appendto thekernel command.

• Add < space > < runlevel > at theendof thebootoptionsline to bootto thedesiredrunlevel. For
example,thefollowing entrywould initiateabootprocessinto runlevel 3:
grub append> ro root=/dev/VolGroup00/LogV ol0 0 rhgb quiet 3

2.9. Additional Resour ces
Thischapteris only intendedasanintroductionto GRUB. Consultthefollowing resourcesto discover
moreabouthow GRUB works.
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2.9.1. Installed Documentation

• /usr/share/doc/grub- < version-number > / — This directory containsgood information
aboutusingand con�guring GRUB, where< version-number > correspondsto the version
of theGRUB packageinstalled.

• info grub — The GRUB info pagecontainsa tutorial, a userreferencemanual,a programmer
referencemanual,andaFAQ documentaboutGRUB andits usage.

2.9.2. Useful Websites

• http://www.gnu.org/software/grub/— Thehomepageof theGNU GRUB project.Thissitecontains
informationconcerningthestateof GRUB developmentandanFAQ.

• http://www.redhat.com/mirrors/LDP/HOWTO/mini/Multiboot-with-GRUB.html — Investigates
varioususesfor GRUB, includingbootingoperatingsystemsotherthanLinux.

• http://www.linuxgazette.com/issue64/kohli .html — An introductoryarticlediscussingthecon�gu-
rationof GRUB onasystemfrom scratch,includinganoverview of GRUB commandline options.

2.9.3. Related Books

• RedHat EnterpriseLinux SecurityGuide; RedHat, Inc. — The WorkstationSecuritychapterex-
plains,in a concisemanner, how to securetheGRUB bootloader.
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File System Structure

3.1. Why Share a Common Structure?
The�le systemstructureis themostbasiclevel of organizationin anoperatingsystem.Almost all of
thewaysanoperatingsysteminteractswith its users,applications,andsecuritymodelaredependent
upontheway it organizes�les on storagedevices.Providing a common�le systemstructureensures
usersandprogramsareableto accessandwrite �les.

File systemsbreak�les down into two logical categories:

• Shareablevs.unsharable�les

• Variablevs.static�les

Shareable�les arethosethatcanbeaccessedlocally andby remotehosts;unsharable �les areonly
availablelocally. Variable �les, suchasdocuments,canbechangedat any time; static �les, suchas
binaries,donot changewithoutanactionfrom thesystemadministrator.

The reasonfor looking at �les in this manneris to help correlatethe function of the �le with the
permissionsassignedto thedirectorieswhich hold them.Theway in which theoperatingsystemand
its usersinteractwith agiven�le determinesthedirectoryin which it is placed,whetherthatdirectory
is mountedwith read-onlyor read/writepermissions,andthelevel of accesseachuserhasto that�le.
Thetop level of this organizationis crucial.Accessto theunderlyingdirectoriescanberestrictedor
securityproblemscouldmanifestthemselvesif, from thetop level down, it doesnotadhereto a rigid
structure.

3.2. Overview of File System Hierarchy Standar d (FHS)
RedHat EnterpriseLinux usestheFilesystemHierarchy Standard (FHS) �le systemstructure,which
de�nesthenames,locations,andpermissionsfor many �le typesanddirectories.

TheFHSdocumentis theauthoritative referenceto any FHS-compliant�le system,but thestandard
leavesmany areasunde�nedor extensible.This sectionis anoverview of thestandardanda descrip-
tion of thepartsof the�le systemnotcoveredby thestandard.

Compliancewith thestandardmeansmany things,but thetwo mostimportantarecompatibilitywith
othercompliantsystemsandthe ability to mounta /usr/ partitionasread-only. This secondpoint
is importantbecausethedirectorycontainscommonexecutablesandshouldnotbechangedby users.
Also, sincethe /usr/ directory is mountedasread-only, it canbe mountedfrom the CD-ROM or
from anothermachinevia a read-onlyNFSmount.

3.2.1. FHS Organization
Thedirectoriesand�les notedhereareasmallsubsetof thosespeci�edby theFHSdocument.Refer
to thelatestFHSdocumentfor themostcompleteinformation.

Thecompletestandardis availableonlineat http://www.pathname.com/fhs/.
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3.2.1.1. The /boot/ Director y

The/boot/ directorycontainsstatic�les requiredto bootthesystem,suchastheLinux kernel.These
�les areessentialfor thesystemto bootproperly.

Warning

Do not remove the /boot/ directory. Doing so renders the system unbootable.

3.2.1.2. The /dev/ Director y

The /dev/ directory contains�le systementrieswhich representdevices that are attachedto the
system.These�les areessentialfor thesystemto functionproperly.

3.2.1.3. The /etc/ Director y

The /etc/ directoryis reservedfor con�guration �les thatarelocal to themachine.No binariesare
to beplacedin /etc/ . Any binariesthatwereoncelocatedin /etc/ shouldbeplacedinto /sbin/
or /bin/ .

TheX11/ andskel/ directoriesaresubdirectoriesof the /etc/ directory:

/etc
|- X11/
|- skel/

The /etc/X11/ directory is for X Window Systemcon�guration �les, suchas xorg.conf . The
/etc/skel/ directoryis for "skeleton"user�les, whichareusedto populateahomedirectorywhen
auseris �rst created.

3.2.1.4. The /lib/ Director y

The /lib/ directoryshouldcontainonly thoselibrariesneededto executethebinariesin /bin/ and
/sbin/ . Thesesharedlibrary imagesareparticularlyimportantfor bootingthesystemandexecuting
commandswithin theroot �le system.

3.2.1.5. The /media/ Director y

The /media/ directorycontainssubdirectoriesusedasmountpointsfor removeablemedia,suchas
3.5diskettes,CD-ROMs,andZip disks.

3.2.1.6. The /mnt/ Director y

The /mnt/ directory is reserved for temporarilymounted�le systems,such as NFS �le system
mounts.For all removeablemedia,usethe /media/ directory.
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Note

This directory must not be used by installation programs.

3.2.1.7. The /opt/ Director y

The /opt/ directoryprovidesstoragefor large,staticapplicationsoftwarepackages.

A packageplacing�les in the /opt/ directorycreatesadirectorybearingthesamenameasthepack-
age.This directory, in turn, holds�les thatotherwisewould bescatteredthroughoutthe �le system,
giving the systemadministratoran easyway to determinethe role of each�le within a particular
package.

For example,if sample is the nameof a particularsoftwarepackagelocatedwithin the /opt/ di-
rectory, then all of its �les are placedin directoriesinside the /opt/sample/ directory, suchas
/opt/sample/bin/ for binariesand/opt/sample/man/ for manualpages.

Largepackagesthatencompassmany differentsub-packages,eachof which accomplisha particular
task,arealsolocatedin the /opt/ directory, giving thatlargepackageaway to organizeitself. In this
way, our sample packagemayhave differenttoolsthateachgo in their own sub-directories,suchas
/opt/sample/tool1/ and/opt/sample/tool2/ , eachof whichcanhave theirown bin/ , man/ ,
andothersimilar directories.

3.2.1.8. The /proc/ Director y

The /proc/ directorycontainsspecial�les thateitherextract informationfrom or sendinformation
to thekernel.

Due to the greatvariety of dataavailablewithin /proc/ andthe many ways this directorycanbe
usedto communicatewith the kernel,an entirechapterhasbeendevoted to the subject.For more
information,referto Chapter5 Theproc File System.

3.2.1.9. The /sbin/ Director y

The /sbin/ directorystoresexecutablesusedby the root user. Theexecutablesin /sbin/ areonly
usedat boottime andperformsystemrecovery operations.Of thisdirectory, theFHSsays:

/sbin containsbinariesessentialfor booting,restoring,recovering,and/orrepairingthesystemin addition
to thebinariesin /bin . Programsexecutedafter /usr/ is known to bemounted(whenthereareno prob-
lems)aregenerallyplacedinto /usr/sbin . Locally-installedsystemadministrationprogramsshouldbe
placedinto /usr/local/sbin .

At aminimum,thefollowing programsshouldbein /sbin/ :

arp , clock , halt ,
init , fsck.* , grub ,
ifconfig , mingetty , mkfs.* ,
mkswap, reboot , route ,
shutdown , swapoff , swapon
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3.2.1.10. The /srv/ Director y

The /srv/ directorycontainssite-speci�cdataserved by your systemrunningRedHat Enterprise
Linux. Thisdirectorygivesusersthelocationof data�les for aparticularservice,suchasFTP, WWW,
or CVS.Datathatonly pertainsto aspeci�c usershouldgo in the /home/ directory.

Note

Please be aware that data �les currently located in /var/ may move to /srv/ in future releases.

3.2.1.11. The /sys/ Director y

The /sys/ directoryutilizes the new sysfs virtual �le systemspeci�c to the 2.6 kernel.With the
increasedsupportfor hot plug hardwaredevices in the 2.6 kernel,the /sys/ directorycontainsin-
formationsimilarly heldin /proc/ , but displaysahierarchicalview of speci�c device informationin
regardsto hotplug devices.

To seehow certainUSBandFireWire devicesareactuallymounted,referto the/sbin/hotplug and
/sbin/udev manpages.

3.2.1.12. The /usr/ Director y

The /usr/ directoryis for �les thatcanbesharedacrossmultiple machines.The /usr/ directoryis
oftenon its own partitionandis mountedread-only. At a minimum,thefollowing directoriesshould
besubdirectoriesof /usr/ :

/usr
|- bin/
|- etc/
|- games/
|- include/
|- kerberos/
|- lib/
|- libexec/
|- local/
|- sbin/
|- share/
|- src/
|- tmp -> ../var/tmp/
|- X11R6/

Underthe /usr/ directory, thebin/ subdirectorycontainsexecutables,etc/ containssystem-wide
con�guration �les, games is for games,include/ containsC header�les, kerberos/ contains
binariesand other Kerberos-related�les, and lib/ containsobject �les and libraries that are not
designedto be directly utilized by usersor shell scripts.The libexec/ directory containssmall
helperprogramscalledby otherprograms,sbin/ is for systemadministrationbinaries(thosethatdo
not belongin the /sbin/ directory),share/ contains�les thatarenot architecture-speci�c, src/ is
for sourcecode,andX11R6/ is for theX Window System(XFree86onRedHat EnterpriseLinux).
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3.2.1.13. The /usr/local/ Director y

TheFHSsays:

The/usr/local hierarchyis for useby thesystemadministratorwheninstallingsoftwarelocally. It needs
to besafefrom beingoverwrittenwhenthesystemsoftwareis updated.It maybeusedfor programsand
datathatareshareableamongagroupof hosts,but not foundin /usr .

The/usr/local/ directoryis similar in structureto the /usr/ directory. It hasthefollowing subdi-
rectories,whicharesimilar in purposeto thosein the /usr/ directory:

/usr/local
|- bin/
|- etc/
|- games/
|- include/
|- lib/
|- libexec/
|- sbin/
|- share/
|- src/

In RedHat EnterpriseLinux, the intendedusefor the /usr/local/ directory is slightly different
from that speci�ed by theFHS.TheFHS saysthat /usr/local/ shouldbewheresoftwarethat is
to remainsafefrom systemsoftwareupgradesis stored.Sincesoftwareupgradescanbeperformed
safely with RPM Package Manager (RPM), it is not necessaryto protect�les by putting them in
/usr/local/ . Instead,the /usr/local/ directoryis usedfor softwarethatis local to themachine.

For instance,if the /usr/ directoryis mountedasaread-onlyNFSsharefrom aremotehost,it is still
possibleto install a packageor programunderthe /usr/local/ directory.

3.2.1.14. The /var/ Director y

SincetheFHSrequiresLinux to mount/usr/ asread-only, any programsthatwrite log �les or need
spool/ or lock/ directoriesshouldwrite themto the/var/ directory. TheFHSstates/var/ is for:

...variabledata�les. This includesspooldirectoriesand�les, administrativeandloggingdata,andtransient
andtemporary�les.

Below aresomeof thedirectoriesfoundwithin the /var/ directory:

/var
|- account/
|- arpwatch/
|- cache/
|- crash/
|- db/
|- empty/
|- ftp/
|- gdm/
|- kerberos/
|- lib/
|- local/
|- lock/
|- log/
|- mail -> spool/mail/
|- mailman/
|- named/
|- nis/
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|- opt/
|- preserve/
|- run/
+- spool/

|- at/
|- clientmqueue/
|- cron/
|- cups/
|- exim/
|- lpd/
|- mail/
|- mailman/
|- mqueue/
|- news/
|- postfix/
|- repackage/
|- rwho/
|- samba/
|- squid/
|- squirrelmail/
|- up2date/
|- uucp
|- uucppublic/
|- vbox/

|- tmp/
|- tux/
|- www/
|- yp/

System log �les, such as messages/ and lastlog/ , go in the /var/log/ directory. The
/var/lib/rpm/ directory containsRPM systemdatabases.Lock �les go in the /var/lock/
directory, usually in directoriesfor the programusing the �le. The /var/spool/ directory has
subdirectoriesfor programsin whichdata�les arestored.

3.3. Special File Locations Under Red Hat Enterprise Lin ux
RedHat EnterpriseLinux extendstheFHSstructureslightly to accommodatespecial�les.

Most �les pertainingto RPM arekept in the /var/lib/rpm/ directory. For more informationon
RPM, refer to the chaptertitled Package Managementwith RPM in the RedHat EnterpriseLinux
SystemAdministration Guide.

The /var/spool/up2date/ directory contains�les usedby Red Hat Update Agent, including
RPM headerinformationfor thesystem.This locationmayalsobeusedto temporarilystoreRPMs
downloadedwhile updatingthe system.For moreinformationaboutRedHat Network, refer to the
documentationonlineat https://rhn.redhat.com/.

Anotherlocationspeci�c to RedHat EnterpriseLinux is the /etc/sysconfig/ directory. This di-
rectorystoresa varietyof con�guration information.Many scriptsthat run at boot time usethe�les
in this directory. Refer to Chapter4 Thesysconfig Directory for moreinformationaboutwhat is
within this directoryandtherole these�les play in thebootprocess.

Finally, onemoredirectoryworthnotingis the/initrd/ directory. It isempty, but is usedasacritical
mountpointduringthebootprocess.
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Warning

Do not remove the /initrd/ directory for any reason. Removing this directory causes the system to
fail to boot with a kernel panic error message.
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Chapter 4.
The sysconfig Director y

The /etc/sysconfig/ directorycontainsavarietyof systemcon�guration �les for RedHat Enter-
priseLinux.

This chapteroutlinessomeof the�les foundin the /etc/sysconfig/ directory, their function,and
their contents.The informationin this chapteris not intendedto becomplete,asmany of these�les
have avarietyof optionsthatareonly usedin very speci�c or rarecircumstances.

4.1. Files in the /etc/sysconfig/ Director y
Thefollowing �les arenormallyfoundin the /etc/sysconfig/ directory:

• amd

• apmd

• arpwatch

• authconfig

• autofs

• clock

• desktop

• devlabel

• dhcpd

• exim

• firstboot

• gpm

• harddisks

• hwconf

• i18n

• init

• ip6tables-config

• iptables-config

• irda

• keyboard

• kudzu

• mouse

• named

• netdump

• network

• ntpd
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• pcmcia

• radvd

• rawdevices

• samba

• sendmail

• selinux

• spamassassin

• squid

• system-config-securitylevel

• system-config-users

• system-logviewer

• tux

• vncservers

• xinetd

Note

If some of the �les listed here are not present in the /etc/sysconfig/ directory, the corresponding
program may not be installed.

Thefollowing sectionsoffer descriptionsof these�les. Filesnotlistedhereaswell asextra �le options
found in the /usr/share/doc/initscripts- < version-number > /syscon fig.txt �le (re-
place< version-number > with theversionof theinitscripts package).Alternatively, looking
throughtheinitscriptsin the /etc/rc.d/ directorycanprove helpful.

4.1.1. /etc/sysconfig/a md

The/etc/sysconfig/amd �le containsvariousparametersusedby amd; theseparametersallow for
theautomaticmountingandunmountingof �le systems.

4.1.2. /etc/sysconfig/a pmd

The /etc/sysconfig/apmd �le is used by apmd to con�gure what power settings to
start/stop/changeon suspendor resume.This �le con�gures how apmd functions at boot time,
dependingon whetherthe hardwaresupportsAdvancedPower Management(APM) or whetherthe
userhascon�gured the systemto useit. The apm daemonis a monitoringprogramthatworks with
power managementcodewithin theLinux kernel.It is capableof alertingusersto low batterypower
on laptopsandotherpower-relatedsettings.

4.1.3. /etc/sysconfig/a rpw at ch

The /etc/sysconfig/arpwatch �le is usedto passargumentsto the arpwatch daemonat boot
time.Thearpwatch daemonmaintainsa tableof EthernetMAC addressesandtheir IP addresspair-
ings.By default, this �le setstheownerof the arpwatch processto theuserpcap aswell assends
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any messagesto the root mail queue.For moreinformationregardingavailableparametersfor this
�le, referto thearpwatch manpage.

4.1.4. /etc/sysconfig/a uth co nfi g

The/etc/sysconfig/authconfig �le setstheauthorizationto beusedonthehost.It containsone
or moreof thefollowing lines:

• USEMD5=< value > , where< value > is oneof thefollowing:

• yes — MD5 is usedfor authentication.

• no — MD5 is notusedfor authentication.

• USEKERBEROS=< value > , where< value > is oneof thefollowing:

• yes — Kerberosis usedfor authentication.

• no — Kerberosis not usedfor authentication.

• USELDAPAUTH=< value > , where< value > is oneof thefollowing:

• yes — LDAP is usedfor authentication.

• no — LDAP is not usedfor authentication.

4.1.5. /etc/sysconfig/a uto fs

The /etc/sysconfig/autofs �le de�nes customoptionsfor theautomaticmountingof devices.
This �le controlsthe operationof the automountdaemons,which automaticallymount�le systems
whenyou usethemandunmountthemaftera periodof inactivity. File systemscanincludenetwork
�le systems,CD-ROMs,diskettes,andothermedia.

The /etc/sysconfig/autofs �le maycontainthefollowing:

• LOCALOPTIONS="< value > " , where"< value > " is astringfor de�ning machinespeci�c auto-
mountrules.Thedefault valueis anemptystring("" ).

• DAEMONOPTIONS="< value > " , where"< value > " is the timeoutlengthin secondsbeforeun-
mountingthedevice.Thedefault valueis 60seconds("--timeout=60" ).

• UNDERSCORETODOT=< value > , where< value > is a binaryvaluethatcontrolswhetherto con-
vert underscoresin �le namesinto dots.For example,auto_home to auto.home andauto_mnt
to auto.mnt . Thedefault valueis 1 (true).

• DISABLE_DIRECT=< value > , where< value > is abinaryvaluethatcontrolswhetherto disable
direct mountsupport,as the Linux implementationdoesnot conformto the SunMicrosystems'
automounterbehavior. The default value is 1 (true), and allows for compatibility with the Sun
automounteroptionsspeci�cationsyntax.
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4.1.6. /etc/sysconfig/c loc k

The /etc/sysconfig/clock �le controlsthe interpretationof valuesreadfrom the systemhard-
wareclock.

Thecorrectvaluesare:

• UTC=< value > , where< value > is oneof thefollowing booleanvalues:

• true or yes — Thehardwareclock is setto UniversalTime.

• false or no — Thehardwareclock is setto local time.

• ARC=< value > , where< value > is thefollowing:

• true or yes — TheARC console's 42-yeartimeoffsetis in effect.Thissettingis only for ARC-
or AlphaBIOS-basedAlphasystems.

• false or no — This valueindicatesthatthenormalUNIX epochis in use.

• SRM=< value > , where< value > is thefollowing:

• true or yes — TheSRM console's 1900epochis in effect.This settingis only for SRM-based
Alphasystems.

• false or no — This valueindicatesthatthenormalUNIX epochis in use.

• ZONE=< filename > — Thetimezone�le under/usr/share/zoneinfo that/etc/localtime
is acopy of. The�le containsinformationsuchas:
ZONE="America/New York"

Earlierreleasesof RedHatEnterpriseLinux usedthefollowing values(whicharedeprecated):

• CLOCKMODE=< value > , where< value > is oneof thefollowing:

• GMT— Theclock is setto UniversalTime(GreenwichMeanTime).

• ARC— TheARC console's 42-yeartime offsetis in effect (for Alpha-basedsystemsonly).

4.1.7. /etc/sysconfig/d esk to p

The /etc/sysconfig/desktop �le speci�esthedesktopfor new usersandthedisplaymanagerto
runwhenenteringrunlevel 5.

Correctvaluesare:

• DESKTOP="< value > " , where" < value > " is oneof thefollowing:

• GNOME— SelectstheGNOMEdesktopenvironment.

• KDE— SelectstheKDE desktopenvironment.

• DISPLAYMANAGER="< value > " , where" < value > " is oneof thefollowing:

• GNOME— SelectstheGNOMEDisplayManager.

• KDE— SelectstheKDE DisplayManager.

• XDM— SelectstheX DisplayManager.
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For moreinformation,referto Chapter7 TheX WindowSystem.

4.1.8. /etc/sysconfig/d evl abel

The /etc/sysconfig/devlabel is thedevlabel con�guration �le. It shouldnot bemodi�ed by
hand,but rather, con�guredusingthe /sbin/devlabel command.

For instructionson usingthe devlabel command,refer to the chaptertitled User-De�ned Device
Namesin theRedHat EnterpriseLinuxSystemAdministration Guide.

4.1.9. /etc/sysconfig/d hcp d

The /etc/sysconfig/dhcpd �le is usedto passargumentsto the dhcpd daemonat boot time.
Thedhcpd daemonimplementstheDynamicHostCon�gurationProtocol(DHCP)andtheInternet
BootstrapProtocol(BOOTP).DHCPandBOOTP assignhostnamesto machineson thenetwork. For
moreinformationaboutwhatparametersareavailablein this �le, referto thedhcpd manpage.

4.1.10. /etc/sysconfig/ex im

The /etc/sysconfig/exim �le allows messagesto be sent to one or more clients, routing the
messagesover whatever networks are necessary. The �le setsthe default valuesfor exim to run.
Its default valuesareset to run asa backgrounddaemonandto checkits queueeachhour in case
somethinghasbackedup.

Thevaluesinclude:

• DAEMON=< value > , where< value > is oneof thefollowing:

• yes — exim shouldbecon�gured to listento port 25 for incomingmail. yes impliestheuseof
Exim's -bd options.

• no — exim shouldnot becon�guredto listento port25 for incomingmail.

• QUEUE=1h which is given to exim as -q$QUEUE. The -q option is not given to exim if
/etc/sysconfig/exim existsandQUEUEis emptyor unde�ned.

4.1.11. /etc/sysconfig/fi rs tbo ot

The�rst time thesystemboots,the/sbin/init programcallstheetc/rc.d/init.d/firstboot
script,which in turn launchesthe Setup Agent. This applicationallows the userto install the latest
updatesaswell asadditionalapplicationsanddocumentation.

The /etc/sysconfig/firstboot �le tells theSetupAgent applicationnot to run on subsequent
reboots.To runit thenext timethesystemboots,remove /etc/sysconfig/firstboot andexecute
chkconfig --level 5 firstboot on.

4.1.12. /etc/sysconfig/gp m

The /etc/sysconfig/gpm �le is usedto passargumentsto thegpmdaemonat boottime.Thegpm
daemonis the mouseserver which allows mouseaccelerationand middle-click pasting.For more
informationaboutwhatparametersareavailablefor this �le, refer to the gpm manpage.By default,
theDEVICEdirective is setto /dev/input/mice .
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4.1.13. /etc/sysconfig/ha rd dis ks

The /etc/sysconfig/harddisks �le tunes the hard drive(s). An administratorcan also use
/etc/sysconfig/hardiskhd[a-h] to con�gure parametersfor speci�c drives.

Warning

Do not make changes to this �le without careful consideration. By changing the default values, it is
possible to corrupt all of the data on the hard drive(s).

The /etc/sysconfig/harddisks �le maycontainthefollowing:

• USE_DMA=1, wheresettingthis valueto 1 enablesDMA. However, with somechipsetsandhard
drive combinations,DMA cancausedatacorruption.Check thehard drive documentationor with
themanufacturer beforeenablingthisoption.By default,thisentryis commentedout,andtherefore
disabled.

• Multiple_IO=16 , wherea settingof 16 allows for multiple sectorsper I/O interrupt.Whenen-
abled,this featurereducesoperatingsystemoverheadby 30-50%.Usewith caution.By default,
this entryis commentedout,andthereforedisabled.

• EIDE_32BIT=3 enables(E)IDE 32-bit I/O supportto an interfacecard.By default, this entry is
commentedout,andthereforedisabled.

• LOOKAHEAD=1enablesdriveread-lookahead.By default,thisentryis commentedout,andtherefore
disabled.

• EXTRA_PARAMS=speci�eswhereextra parameterscanbeadded.By default, thereareno parame-
terslisted.

4.1.14. /etc/sysconfig/hw co nf

The/etc/sysconfig/hwconf �le listsall thehardwarethatkudzu detectedonthesystem,aswell
asthedriversused,vendorID, anddevice ID information.Thekudzu programdetectsandcon�gures
new and/orchangedhardwareon a system.The /etc/sysconfig/hwconf �le is not meantto be
manuallyedited.If edited,devicescouldsuddenlyshow up asbeingaddedor removed.

4.1.15. /etc/sysconfig/i1 8n

The/etc/sysconfig/i18n �le setsthedefault language,any supportedlanguages,andthedefault
systemfont. For example:

LANG="en_US.UTF-8"
SUPPORTED="en_US.UTF-8: en_US:en"
SYSFONT="latarcyrheb -su n16"

4.1.16. /etc/sysconfig/in it

The /etc/sysconfig/init �le controlshow the systemappearsand functionsduring the boot
process.

Thefollowing valuesmaybeused:
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• BOOTUP=< value > , where< value > is oneof thefollowing:

• color — Thestandardcolor bootdisplay, wherethesuccessor failureof devicesandservices
startingup is shown in differentcolors.

• verbose — An old style displaywhich providesmore information thanpurely a messageof
successor failure.

• Anythingelsemeansa new display, but without ANSI-formatting.

• RES_COL=< value > , where< value > is the numberof the columnof the screento startstatus
labels.Thedefault is setto 60.

• MOVE_TO_COL=< value > , where< value > movesthe cursorto the value in the RES_COLline
via theecho -en command.

• SETCOLOR_SUCCESS=< value > , where< value > setsthesuccesscolorvia theecho -en com-
mand.Thedefault color is setto green.

• SETCOLOR_FAILURE=< value > , where< value > setsthefailurecolor via theecho -en com-
mand.Thedefault color is setto red.

• SETCOLOR_WARNING=< value > , where< value > setsthewarningcolorvia theecho -en com-
mand.Thedefault color is setto yellow.

• SETCOLOR_NORMAL=< value > , where< value > resetsthecolor to "normal"via theecho -en .

• LOGLEVEL=< value > , where< value > setsthe initial consolelogging level for thekernel.The
default is 3; 8 meanseverything (including debugging),while 1 meansonly kernel panics.The
syslogd daemonoverridesthissettingoncestarted.

• PROMPT=< value > , where< value > is oneof thefollowing booleanvalues:

• yes — Enablesthekey checkfor interactive mode.

• no — Disablesthekey checkfor interactive mode.

4.1.17. /etc/sysconfig/ip 6t abl es -co nfi g

The/etc/sysconfig/ip6tables-config �le storesinformationusedby thekernelto setupIPv6
packet �ltering at boottime or whenever the ip6tables serviceis started.

Do not modify this �le by handunlessfamiliar with how to constructip6tables rules.Rulesalso
canbecreatedmanuallyusingthe /sbin/ip6tables command.Oncecreated,addtherulesto the
/etc/sysconfig/ip6tables �le by typing thefollowing command:

/sbin/service ip6tables save

Oncethis �le exists,any �re wall rulessavedin it persiststhroughasystemrebootor aservicerestart.

For moreinformationon ip6tables , referto Chapter18 iptables .

4.1.18. /etc/sysconfig/ip ta ble s- con fig

The/etc/sysconfig/iptables-config �le storesinformationusedby thekernelto setuppacket
�ltering servicesat boottimeor whenever theserviceis started.

Do not modify this �le by hand unless you are familiar with constructing iptables
rules. The easiest way to add rules is to use the Security Level Con�guration Tool
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(system-config-securitylevel ) application to create a �re wall. These applications
automaticallyedit this �le at theendof theprocess.

Rulescanalsobe createdmanuallyusing the /sbin/iptables command.Oncecreated,addthe
rule(s)to the /etc/sysconfig/iptables �le by typing thefollowing command:

/sbin/service iptables save

Oncethis �le exists,any �re wall rulessavedin it persiststhroughasystemrebootor aservicerestart.

For moreinformationon iptables , referto Chapter18 iptables .

4.1.19. /etc/sysconfig/ir da

The /etc/sysconfig/irda �le controlshow infrared devices on the systemare con�gured at
startup.

Thefollowing valuesmaybeused:

• IRDA=< value > , where< value > is oneof thefollowing booleanvalues:

• yes — irattach runsandperiodicallychecksto seeif anything is trying to connectto the
infrared port, suchas anothernotebookcomputertrying to make a network connection.For
infrareddevicesto work on thesystem,this line mustbesetto yes .

• no — irattach doesnot run,preventinginfrareddevice communication.

• DEVICE=< value > , where< value > is the device (usually a serial port) that handlesinfrared
connections.A sampleserialdevice entrycouldbe /dev/ttyS2 .

• DONGLE=< value > , where< value > speci�es the type of donglebeingusedfor infraredcom-
munication.This settingexists for peoplewho useserialdonglesratherthanreal infraredports.A
dongleis adevice thatis attachedto a traditionalserialport to communicatevia infrared.This line
is commentedout by default becausenotebookswith realinfraredportsarefar morecommonthan
computerswith add-ondongles.A sampledongleentrycouldbeactisys+ .

• DISCOVERY=< value > , where< value > is oneof thefollowing booleanvalues:

• yes — Startsirattach in discovery mode,meaningit actively checksfor other infraredde-
vices.This mustbeturnedon for themachineto actively look for aninfraredconnection(mean-
ing thepeerthatdoesnot initiate theconnection).

• no — Doesnot startirattach in discovery mode.

4.1.20. /etc/sysconfig/ke yb oar d

The /etc/sysconfig/keyboard �le controlsthebehavior of thekeyboard.The following values
maybeused:

• KEYBOARDTYPE="sun|pc" wheresun meansa Sunkeyboardis attachedon /dev/kbd , or pc
meansaPS/2keyboardconnectedto aPS/2port.

• KEYTABLE="< file > " , where< file > is thenameof akeytable�le.

For example: KEYTABLE="us" . The �les that can be used as keytables start in
/lib/kbd/keymaps/i386 and branchinto different keyboard layouts from there,all labeled
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< file > .kmap.gz . The �rst �le found beneath/lib/kbd/keymaps/i386 that matchesthe
KEYTABLEsettingis used.

4.1.21. /etc/sysconfig/ku dz u

The /etc/sysconfig/kuzdu �le triggersa safeprobeof the systemhardwareby kudzu at boot
time.A safeprobeis onethatdisablesserialportprobing.

• SAFE=< value > , where< value > is oneof thefollowing:

• yes — kuzdu doesasafeprobe.

• no — kuzdu doesanormalprobe.

4.1.22. /etc/sysconfig/mo us e

The /etc/sysconfig/mouse �le is usedto specify informationaboutthe available mouse.The
following valuesmaybeused:

• FULLNAME="< value > " , where" < value > " refersto thefull nameof thekind of mousebeing
used.

• MOUSETYPE="< value > " , where" < value > " is oneof thefollowing:

• imps2 — A genericUSB wheelmouse.

• microsoft — A Microsoft™mouse.

• mouseman— A MouseMan™mouse.

• mousesystems — A MouseSystems™mouse.

• ps/2 — A PS/2mouse.

• msbm— A Microsoft™busmouse.

• logibm — A Logitech™busmouse.

• atibm — An ATI™ busmouse.

• logitech — A Logitech™mouse.

• mmseries — An olderMouseMan™mouse.

• mmhittab — An mmhittabmouse.

• XEMU3="< value > " , where" < value > " is oneof thefollowing booleanvalues:

• yes — Themouseonly hastwo buttons,but threemousebuttonsshouldbeemulated.

• no — Themousealreadyhasthreebuttons.

• XMOUSETYPE="< value > " , where" < value > " refersto thekind of mouseusedwhenX is run-
ning.TheoptionsherearethesameastheMOUSETYPEsettingin this same�le.

• DEVICE=< value > , where< value > is themousedevice.

A samplevalue,/dev/input/mice , is asymboliclink thatpointsto theactualmousedevice.
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4.1.23. /etc/sysconfig/na med

The /etc/sysconfig/named �le is usedto passargumentsto the named daemonat boot time.
Thenamed daemonis a DomainNameSystem(DNS) server which implementstheBerkeley Internet
NameDomain(BIND) version9 distribution. This server maintainsa tableof which hostnamesare
associatedwith IP addresseson thenetwork.

Currently, only thefollowing valuesmaybeused:

• ROOTDIR=" < /some/where > " , where< /some/where > refersto thefull directorypathof acon-
�gured chrootenvironmentunderwhichnamed runs.Thischrootenvironmentmust�rst becon�g-
ured.Type info chroot for moreinformation.

• OPTIONS=" < value > " , where< value > is any option listed in themanpagefor named except
-t . In placeof -t , usetheROOTDIRline above.

For more information about available parametersfor this �le, refer to the named man
page. For detailed information on how to con�gure a BIND DNS server, refer to
Chapter12Berkeley InternetNameDomain(BIND). By default, the�le containsnoparameters.

4.1.24. /etc/sysconfig/ne td ump

The /etc/sysconfig/netdump �le is thecon�guration �le for the /etc/init.d/netdump ser-
vice. The netdump servicesendsboth oopsdataandmemorydumpsover the network. In general,
netdump is not a requiredservice;only run it if absolutelynecessary. For more informationabout
whatparametersareavailablefor this �le, referto thenetdump manpage.

4.1.25. /etc/sysconfig/ne tw ork

The /etc/sysconfig/network �le is usedto specifyinformationaboutthedesirednetwork con-
�guration. Thefollowing valuesmaybeused:

• NETWORKING=< value > , where< value > is oneof thefollowing booleanvalues:

• yes — Networking shouldbecon�gured.

• no — Networking shouldnot becon�gured.

• HOSTNAME=< value > , where< value > shouldbe the Fully Quali�ed DomainName(FQDN),
suchashostname.expample.com , but canbewhatever hostnameis necessary.

Note

For compatibility with older software that some users may need to install, such as trn , the
/etc/HOSTNAME �le should contain the same value as set here.

• GATEWAY=< value > , where< value > is theIP addressof thenetwork's gateway.

• GATEWAYDEV=< value > , where< value > is thegateway device,suchaseth0 .

• NISDOMAIN=< value > , where< value > is theNIS domainname.
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4.1.26. /etc/sysconfig/nt pd

The /etc/sysconfig/ntpd �le is usedto passargumentsto the ntpd daemonat boot time.
The ntpd daemonsetsand maintainsthe systemclock to synchronizewith an Internetstandard
time server. It implementsversion4 of the Network Time Protocol(NTP). For more information
about what parametersare available for this �le, use a Web browser to view the following �le:
/usr/share/doc/ntp- < version > /ntpd.htm (where< version > is the versionnumberof
ntpd ). By default, this �le setstheownerof thentpd processto theuserntp .

4.1.27. /etc/sysconfig/pc mcia

The /etc/sysconfig/pcmcia �le is usedto specifyPCMCIA con�guration information.Thefol-
lowing valuesmaybeused:

• PCMCIA=< value > , where< value > is oneof thefollowing:

• yes — PCMCIA supportshouldbeenabled.

• no — PCMCIA supportshouldnotbeenabled.

• PCIC=< value > , where< value > is oneof thefollowing:

• i82365 — Thecomputerhasani82365-stylePCMCIA socket chipset.

• tcic — Thecomputerhasa tcic-stylePCMCIA socket chipset.

• PCIC_OPTS=< value > , where< value > is thesocket driver (i82365 or tcic ) timing parame-
ters.

• CORE_OPTS=< value > , where< value > is thelist of pcmcia_core options.

• CARDMGR_OPTS=< value > , where< value > is the list of optionsfor the PCMCIA cardmgr
(suchas-q for quietmode,-m to look for loadablekernelmodulesin thespeci�ed directory, and
soon).Readthecardmgr manpagefor moreinformation.

4.1.28. /etc/sysconfig/ra dv d

The /etc/sysconfig/radvd �le is usedto passargumentsto the radvd daemonat boot time.
The radvd daemonlistensfor routerrequestsandsendsrouteradvertisementsfor the IP version6
protocol.Thisserviceallows hostsonanetwork to dynamicallychangetheirdefault routersbasedon
theserouteradvertisements.For moreinformationaboutavailableparametersfor this �le, referto the
radvd manpage.By default, this �le setstheownerof the radvd processto theuserradvd .

4.1.29. /etc/sysconfig/ra wdevi ce s

The /etc/sysconfig/rawdevices �le is usedto con�gure raw device bindings,suchas:

/dev/raw/raw1 /dev/sda1
/dev/raw/raw2 8 5
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4.1.30. /etc/sysconfig/sa mba

The /etc/sysconfig/samba �le is usedto passargumentsto the smbd andthe nmbd daemonsat
boottime.Thesmbd daemonoffers�le sharingconnectivity for Windowsclientsonthenetwork. The
nmbd daemonoffersNetBIOSover IP namingservices.For moreinformationaboutwhatparameters
areavailablefor this �le, referto thesmbd manpage.By default, this �le setssmbd andnmbd to run
in daemonmode.

4.1.31. /etc/sysconfig/se li nux

The /etc/sysconfig/selinux �le containsthe basiccon�guration options for SELinux. This
�le is a symbolic link to /etc/selinux/config . For more information on SELinux, refer to
Chapter21SELinux.

4.1.32. /etc/sysconfig/se ndmai l

The /etc/sysconfig/sendmail �le allows messagesto be sentto oneor moreclients, routing
themessagesover whatever networksarenecessary. The�le setsthedefault valuesfor theSendmail
applicationto run. Its default valuesareset to run asa backgrounddaemonandto checkits queue
eachhourin casesomethinghasbackedup.

Valuesinclude:

• DAEMON=< value > , where< value > is oneof thefollowing:

• yes — Sendmailshouldbe con�gured to listen to port 25 for incomingmail. yes implies the
useof Sendmail's -bd options.

• no — Sendmailshouldnot becon�guredto listento port25 for incomingmail.

• QUEUE=1hwhich is given to Sendmailas -q$QUEUE. The -q option is not given to Sendmailif
/etc/sysconfig/sendmail existsandQUEUEis emptyor unde�ned.

4.1.33. /etc/sysconfig/sp amass as sin

The /etc/sysconfig/spamassassin �le is usedto passargumentsto thespamd daemon(a dae-
monizedversionof Spamassassin)atboottime.Spamassassinis anemailspam�lter application.For
a list of availableoptions,refer to the spamd manpage.By default, it con�gures spamd to run in
daemonmode,createuserpreferences,andauto-createwhitelists(allowedbulk senders).

For moreinformationaboutSpamassassin,referto Section11.4.2.6SpamFilters.

4.1.34. /etc/sysconfig/sq ui d

The /etc/sysconfig/squid �le is used to pass arguments to the squid daemon at
boot time. The squid daemon is a proxy caching server for Web client applications. For
more information on con�guring a squid proxy server, use a Web browser to open the
/usr/share/doc/squid- < version > / directory(replace< version > with thesquid version
numberinstalledonthesystem).By default, this �le setssquid to startin daemonmodeandsetsthe
amountof timebeforeit shutsitself down.
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4.1.35. /etc/sysconfig/sy st em-co nfi g-s ec uri ty lev el

The /etc/sysconfig/system-config-securitylevel �le containsall optionschosenby the
userthelasttime theSecurity Level Con�guration Tool (system-config-securitylevel ) was
run.Usersshouldnot modify this �le by hand.For moreinformationabouttheSecurity Level Con-
�guration Tool, refer to the chaptertitled BasicFirewall Con�guration in the RedHat Enterprise
LinuxSystemAdministration Guide.

4.1.36. /etc/sysconfig/sy st em-co nfi g-u se rs

The /etc/sysconfig/system-config-users �le is the con�guration �le for the graphicalap-
plication,User Manager. This �le is usedto �lter out systemuserssuchas root , daemon, or lp .
This �le is editedby the Preferences=> Filter systemusersand groups pull-down menuin the
User Manager applicationandshouldnever beeditedby hand.For moreinformationon usingthis
application,referto thechaptercalledUserandGroupCon�guration in theRedHat EnterpriseLinux
SystemAdministration Guide.

4.1.37. /etc/sysconfig/sy st em-lo gvi ewer

The /etc/sysconfig/system-logviewer �le is thecon�guration �le for thegraphical,interac-
tive log viewing application,Log Viewer. This �le is editedby the Edit => Preferencespull-down
menuin the Log Viewer applicationand shouldnot be editedby hand.For more informationon
usingthis application,refer to the chaptercalledLog Files in the RedHat EnterpriseLinux System
Administration Guide.

4.1.38. /etc/sysconfig/tu x

The /etc/sysconfig/tux �le is the con�guration �le for the Red Hat Content
Accelerator (formerly known as TUX), the kernel-basedWeb server. For more information
on con�guring the Red Hat Content Accelerator, use a Web browser to open the
/usr/share/doc/tux- < version > /tux/index.html �le (replace < version > with the
versionnumberof TUX installedon the system).The parametersavailablefor this �le arelisted in
/usr/share/doc/tux- < version > /tux/parameters.html .

4.1.39. /etc/sysconfig/vn cs erv er s

The /etc/sysconfig/vncservers �le con�gurestheway theVirtual NetworkComputing(VNC)
server startsup.

VNC is a remotedisplaysystemwhich allows usersto view thedesktopenvironmentnot only on the
machinewhereit is runningbut acrossdifferentnetworksonavarietyof architectures.

It maycontainthefollowing:

• VNCSERVERS=< value > , where< value > is setto somethinglike "1:fred" , to indicatethata
VNC server shouldbestartedfor userfred ondisplay:1. Userfred musthavesetaVNC password
usingthevncpasswd commandbeforeattemptingto connectto theremoteVNC server.

NotethatwhenusingaVNC server, communicationwith it isunencryptedandit shouldnotbeusedon
anuntrustednetwork. For speci�c instructionsconcerningtheuseof SSHto secureVNC communi-
cation,readtheinformationfoundonlineat http://www.uk.research.att.com/archive/vnc/sshvnc.html.
To �nd outmoreaboutSSH,referto Chapter20SSHProtocolin theRedHat EnterpriseLinuxSystem
Administration Guide.
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4.1.40. /etc/sysconfig/xi netd

The /etc/sysconfig/xinetd �le is usedto passargumentsto the xinetd daemonat boot time.
Thexinetd daemonstartsprogramsthatprovide Internetserviceswhena requestto theport for that
serviceis received.For moreinformationaboutavailableparametersfor this �le, referto thexinetd
manpage.For moreinformationon thexinetd service,referto Section17.3xinetd .

4.2. Directories in the /etc/sysconfig/ Director y
Thefollowing directoriesarenormallyfoundin /etc/sysconfig/ .

• apm-scripts/ — This directory contains the APM suspend/resume script.
Do not edit the �les directly. If customization is necessary, create a �le called
/etc/sysconfig/apm-scripts/apmcontinue which is called at the end of the script. It is
alsopossibleto controlthescriptby editing /etc/sysconfig/apmd .

• cbq/ — This directory containsthe con�guration �les neededto do ClassBasedQueuingfor
bandwidthmanagementon network interfaces.CBQ dividesusertraf�c into ahierarchyof classes
basedonany combinationof IP addresses,protocols,andapplicationtypes.

• networking/ — This directory is used by the Network Administration Tool
(system-config-network ), and its contents should not be edited manually. For more
information about con�guring network interfaces using the Network Administration Tool,
refer to the chaptercalled Network Con�guration in the Red Hat Enterprise Linux System
Administration Guide.

• network-scripts/ — Thisdirectorycontainsthefollowing network-relatedcon�guration�les:

• Network con�guration �les for eachcon�gurednetwork interface,suchas ifcfg-eth0 for the
eth0 Ethernetinterface.

• Scriptsusedto bringupanddown network interfaces,suchasifup andifdown .

• Scriptsusedto bringupanddown ISDN interfaces,suchasifup-isdn andifdown-isdn .

• Varioussharednetwork functionscriptswhichshouldnot beediteddirectly.

For moreinformationon thenetwork-scripts directory, referto Chapter8 NetworkInterfaces.

• rhn/ — This directorycontainsthe con�guration �les andGPGkeys for RedHat Network. No
�les in thisdirectoryshouldbeeditedby hand.For moreinformationonRedHatNetwork, referto
theRedHatNetwork websiteonlineat https://rhn.redhat.com/.

4.3. Additional Resour ces
This chapteris only intendedasanintroductionto the�les in the /etc/sysconfig/ directory. The
following sourcecontainsmorecomprehensive information.

4.3.1. Installed Documentation

• /usr/share/doc/initscripts- < version-number > /sysconf ig.txt — This �le
containsa moreauthoritative listing of the�les foundin the /etc/sysconfig/ directoryandthe
con�guration options available for them. The < version-number > in the path to this �le
correspondsto theversionof the initscripts packageinstalled.
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The proc File System

The Linux kernelhastwo primary functions:to control accessto physicaldeviceson the computer
andto schedulewhenandhow processesinteractwith thesedevices.The /proc/ directory— also
calledtheproc �le system— containsahierarchyof special�les whichrepresentthecurrentstateof
thekernel— allowing applicationsandusersto peerinto thekernel's view of thesystem.

Within the /proc/ directory, onecan�nd awealthof informationdetailingthesystemhardwareand
any processescurrentlyrunning.In addition,someof the �les within the /proc/ directorytreecan
bemanipulatedby usersandapplicationsto communicatecon�gurationchangesto thekernel.

5.1. A Vir tual File System
UnderLinux, all dataarestoredas�les. Most usersarefamiliar with thetwo primarytypesof �les:
text andbinary. But the /proc/ directorycontainsanothertype of �le calleda virtual �le . It is for
this reasonthat /proc/ is oftenreferredto asa virtual �le system.

Thesevirtual �les haveuniquequalities.Mostof themarelistedaszerobytesin sizeandyetwhenone
is viewed,it cancontaina largeamountof information.In addition,mostof thetimeanddatesettings
onvirtual �les re�ect thecurrenttime anddate,indicative of thefactthey areconstantlyupdated.

Virtual �les such as /proc/interrupts , /proc/meminfo , /proc/mounts , and
/proc/partitions provide an up-to-the-momentglimpse of the system's hardware. Others,
like the /proc/filesystems �le and the /proc/sys/ directory provide systemcon�guration
informationandinterfaces.

For organizationalpurposes,�les containinginformationon a similar topic aregroupedinto virtual
directoriesandsub-directories.For instance,/proc/ide/ containsinformationfor all physicalIDE
devices.Likewise,processdirectoriescontaininformationabouteachrunningprocesson thesystem.

5.1.1. Viewing Vir tual Files
By usingthecat , more , or less commandson �les within the /proc/ directory, userscanimmedi-
atelyaccessenormousamountsof informationaboutthesystem.For example,to displaythetypeof
CPUacomputerhas,typecat /proc/cpuinfo to receive outputsimilar to thefollowing:

processor : 0
vendor_id : AuthenticAMD
cpu family : 5
model : 9
model name : AMD-K6(tm) 3D+ Processor
stepping : 1
cpu MHz : 400.919
cache size : 256 KB
fdiv_bug : no
hlt_bug : no
f00f_bug : no
coma_bug : no
fpu : yes
fpu_exception : yes
cpuid level : 1
wp : yes
flags : fpu vme de pse tsc msr mce cx8 pge mmx syscall 3dnow k6_mtrr
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bogomips : 799.53

When viewing different virtual �les in the /proc/ �le system,someof the information is easily
understandablewhile someis nothuman-readable.This is in partwhy utilities exist to pull datafrom
virtual �les anddisplayit in ausefulway. Examplesof theseutilities includelspci , apm, free , and
top .

Note

Some of the virtual �les in the /proc/ directory are readable only by the root user.

5.1.2. Changing Vir tual Files
As ageneralrule,mostvirtual �les within the/proc/ directoryareread-only. However, somecanbe
usedto adjustsettingsin thekernel.This is especiallytruefor �les in the /proc/sys/ subdirectory.

To changethevalueof avirtual �le, usetheecho commandandagreaterthansymbol(> ) to redirect
thenew valueto the�le. For example,to changethehostnameon the�y , type:

echo www.example.com > /proc/sys/kernel/hostna me

Other �les act as binary or booleanswitches.Typing cat /proc/sys/net/ipv4/ip_forward
returnseithera 0 or a 1. A 0 indicatesthat thekernel is not forwardingnetwork packets.Using the
echo commandto changethevalueof the ip_forward �le to 1 immediatelyturnspacket forwarding
on.

Tip

Another command used to alter settings in the /proc/sys/ subdirectory is /sbin/sysctl . For more
information on this command, refer to Section 5.4 Using the sysctl Command

For a listing of someof thekernelcon�guration�les availablein the /proc/sys/ subdirectory, refer
to Section5.3.9/proc/sys/ .

5.2. Top-le vel Files within the proc File System
Below is a list of someof themoreusefulvirtual �les in thetop-level of the /proc/ directory.

Note

In most cases, the content of the �les listed in this section are not the same as those installed on
your machine. This is because much of the information is speci�c to the hardware on which Red Hat
Enterprise Linux is running for this documentation effort.
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5.2.1. /proc/apm

This �le providesinformationaboutthestateof theAdvancedPowerManagement(APM)systemand
is usedby the apm command.If a systemwith no batteryis connectedto an AC power source,this
virtual �le would look similar to thefollowing:

1.16 1.2 0x07 0x01 0xff 0x80 -1% -1 ?

Runningtheapm -v commandonsuchasystemresultsin outputsimilar to thefollowing:

APM BIOS 1.2 (kernel driver 1.16ac)
AC on-line, no system battery

For systemswhich do not usea batteryasa power source,apm is abledo little morethanput the
machinein standbymode.The apm commandis much more useful on laptops.For example,the
following output is from the commandcat /proc/apm on a laptop while pluggedinto a power
outlet:

1.16 1.2 0x03 0x01 0x03 0x09 100% -1 ?

Whenthesamelaptopis unpluggedfrom its power sourcefor a few minutes,thecontentof the apm
�le changesto somethinglike thefollowing:

1.16 1.2 0x03 0x00 0x00 0x01 99% 1792 min

Theapm -v commandnow yieldsmoreusefuldata,suchasthefollowing:

APM BIOS 1.2 (kernel driver 1.16)
AC off-line, battery status high: 99% (1 day, 5:52)

5.2.2. /proc/buddyinfo

This �le is usedprimarily for diagnosingmemoryfragmentationissues.Using thebuddyalgorithm,
eachcolumnrepresentsthenumberof pagesof acertainorder(acertainsize)thatareavailableatany
given time.For example,for zoneDMA (directmemoryaccess),thereare90 of 2^(0*PAGE_SIZE)
chunksof memory. Similarly, thereare6 of 2^(1*PAGE_SIZE)chunks,and2 of 2^(2*PAGE_SIZE)
chunksof memoryavailable.

TheDMArow referencesthe�rst 16MB onasystem,theHighMem row referencesall memorygreater
than4 GB onasystem,andtheNormal row referencesall memoryin between.

Thefollowing is anexampleof theoutputtypicalof /proc/buddyinfo :

Node 0, zone DMA 90 6 2 1 1 ...
Node 0, zone Normal 1650 310 5 0 0 ...
Node 0, zone HighMem 2 0 0 1 1 ...

5.2.3. /proc/cmdline

This�le showstheparameterspassedto thekernelat thetimeit is started.A sample/proc/cmdline
�le lookslike thefollowing:

ro root=/dev/VolG ro up00/ LogVol 00 rhgb quiet 3
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This tells us that the kernel is mountedread-only(signi�ed by (ro) ), locatedon the �rst logical
volume(LogVol00 ) of the �rst volumegroup(/dev/VolGroup00 ). LogVol00 is theequivalentof
a disk partition in a non-LVM system(Logical VolumeManagement),just as /dev/VolGroup00 is
similar in conceptto /dev/hda1 , but muchmoreextensible.

For more information on LVM used in Red Hat Enterprise Linux, refer to
http://www.tldp.org/HOWTO/LVM-HOWTO/index.html.

Next, rhgb signalsthat the rhgb packagehasbeeninstalled,and graphicalbooting is supported,
assuming/etc/inittab shows adefault runlevel setto id:5:initdefault: .

Finally, quiet indicatesall verbosekernelmessagesaresuppressedat boottime.

5.2.4. /proc/cpuinfo

This virtual �le identi�es thetypeof processorusedby your system.Thefollowing is anexampleof
theoutputtypicalof /proc/cpuinfo :

processor : 0
vendor_id : GenuineIntel
cpu family : 15
model : 2
model name : Intel(R) Xeon(TM) CPU 2.40GHz
stepping : 7
cpu MHz : 2392.371
cache size : 512 KB
physical id : 0
siblings : 2
runqueue : 0
fdiv_bug : no
hlt_bug : no
f00f_bug : no
coma_bug : no
fpu : yes
fpu_exception : yes
cpuid level : 2
wp : yes
flags : fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge mca
cmov pat pse36 clflush dts acpi mmx fxsr sse sse2 ss ht tm
bogomips : 4771.02

• processor — Provides eachprocessorwith an identifying number. On systemsthat have one
processor, only a 0 is present.

• cpu family — Authoritatively identi�es the typeof processorin thesystem.For an Intel-based
system,placethe numberin front of "86" to determinethe value.This is particularlyhelpful for
thoseattemptingto identify thearchitectureof anoldersystemsuchasa586,486,or 386.Because
someRPM packagesarecompiledfor eachof theseparticulararchitectures,this valuealsohelps
usersdeterminewhichpackagesto install.

• model name — Displaysthecommonnameof theprocessor, includingits projectname.

• cpu MHz— Shows the precisespeedin megahertzfor the processorto the thousandthsdecimal
place.

• cache size — Displaystheamountof level 2 memorycacheavailableto theprocessor.
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• siblings — Displaysthe numberof sibling CPUson the samephysicalCPU for architectures
whichusehyper-threading.

• flags — De�nes a numberof differentqualitiesaboutthe processor, suchasthe presenceof a
�oating pointunit (FPU)andtheability to processMMX instructions.

5.2.5. /proc/crypto

This �le listsall installedcryptographicciphersusedby theLinux kernel,includingadditionaldetails
for each.A sample/proc/crypto �le lookslike thefollowing:

name : sha1
module : kernel
type : digest
blocksize : 64
digestsize : 20

name : md5
module : md5
type : digest
blocksize : 64
digestsize : 16

5.2.6. /proc/devices

This �le displaysthevariouscharacterandblock devicescurrentlycon�gured(not includingdevices
whosemodulesarenot loaded).Below is asampleoutputfrom this �le:

Character devices:
1 mem
4 /dev/vc/0
4 tty
4 ttyS
5 /dev/tty
5 /dev/console
5 /dev/ptmx
7 vcs

10 misc
13 input
29 fb
36 netlink

128 ptm
136 pts
180 usb

Block devices:
1 ramdisk
3 ide0
9 md

22 ide1
253 device-mapper
254 mdp

Theoutputfrom /proc/devices includesthemajornumberandnameof thedevice, andis broken
into two majorsections:Character devices andBlock devices .
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Characterdevicesaresimilar to block devices, exceptfor two basicdifferences:

1. Characterdevices do not requirebuffering. Block devices have a buffer available, allowing
themto orderrequestsbeforeaddressingthem.This is importantfor devicesdesignedto store
information— suchasharddrives— becausetheability to ordertheinformationbeforewriting
it to thedevice allows it to beplacedin amoreef�cient order.

2. Characterdevices senddatawith no precon�guredsize.Block devices cansendand receive
informationin blocksof asizecon�guredperdevice.

For moreinformationaboutdevicesreferto thefollowing installeddocumentation:

/usr/share/doc/kernel-do c- < ve rsio n> /D ocument atio n/de vic es.t xt

5.2.7. /proc/dma

This �le containsa list of theregisteredISA DMA channelsin use.A sample/proc/dma �les looks
like thefollowing:

4: cascade

5.2.8. /proc/execdomain s

This �le lists theexecutiondomainscurrentlysupportedby theLinux kernel,alongwith therangeof
personalitiesthey support.

0-0 Linux [kernel]

Think of executiondomainsasthe "personality"for anoperatingsystem.Becauseotherbinary for-
mats,suchasSolaris,UnixWare,andFreeBSD,canbe usedwith Linux, programmerscanchange
the way the operatingsystemtreatssystemcalls from thesebinariesby changingthe personalityof
thetask.Exceptfor thePER_LINUXexecutiondomain,differentpersonalitiescanbeimplementedas
dynamicallyloadablemodules.

5.2.9. /proc/fb

This �le containsa list of framebuffer devices,with the framebuffer device numberandthe driver
that controlsit. Typical outputof /proc/fb for systemswhich containframebuffer devices looks
similar to thefollowing:

0 VESA VGA

5.2.10. /proc/filesystems

This �le displaysa list of the�le systemtypescurrentlysupportedby thekernel.Sampleoutputfrom
ageneric/proc/filesystems �le lookssimilar to thefollowing:

nodev sysfs
nodev rootfs
nodev bdev
nodev proc
nodev sockfs
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nodev binfmt_misc
nodev usbfs
nodev usbdevfs
nodev futexfs
nodev tmpfs
nodev pipefs
nodev eventpollfs
nodev devpts

ext2
nodev ramfs
nodev hugetlbfs

iso9660
nodev mqueue

ext3
nodev rpc_pipefs
nodev autofs

The�rst columnsigni�es whetherthe�le systemis mountedonablockdevice.Thosebeginningwith
nodev arenotmountedonadevice.Thesecondcolumnlists thenamesof the�le systemssupported.

The mount commandcycles throughthe �le systemslisted herewhen one is not speci�ed as an
argument.

5.2.11. /proc/interrupts

This �le records the number of interrupts per IRQ on the x86 architecture. A standard
/proc/interrupts lookssimilar to thefollowing:

CPU0
0: 80448940 XT-PIC timer
1: 174412 XT-PIC keyboard
2: 0 XT-PIC cascade
8: 1 XT-PIC rtc

10: 410964 XT-PIC eth0
12: 60330 XT-PIC PS/2 Mouse
14: 1314121 XT-PIC ide0
15: 5195422 XT-PIC ide1

NMI: 0
ERR: 0

For amulti-processormachine,this �le maylook slightly different:

CPU0 CPU1
0: 1366814704 0 XT-PIC timer
1: 128 340 IO-APIC-edge keyboard
2: 0 0 XT-PIC cascade
8: 0 1 IO-APIC-edge rtc

12: 5323 5793 IO-APIC-edge PS/2 Mouse
13: 1 0 XT-PIC fpu
16: 11184294 15940594 IO-APIC-level Intel EtherExpress Pro 10/100 Ethernet
20: 8450043 11120093 IO-APIC-level megaraid
30: 10432 10722 IO-APIC-level aic7xxx
31: 23 22 IO-APIC-level aic7xxx

NMI: 0
ERR: 0
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The�rst columnrefersto theIRQ number. EachCPUin thesystemhasits own columnandits own
numberof interruptsper IRQ. The next columnreportsthe type of interrupt,and the last column
containsthenameof thedevice thatis locatedat thatIRQ.

Eachof thetypesof interruptsseenin this �le, which arearchitecture-speci�c,meansomethingdif-
ferent.For x86machines,thefollowing valuesarecommon:

• XT-PIC — This is theold AT computerinterrupts.

• IO-APIC-edge — The voltagesignalon this interrupt transitionsfrom low to high, creatingan
edge, wherethe interruptoccursandis only signaledonce.This kind of interrupt,aswell asthe
IO-APIC-level interrupt,are only seenon systemswith processorsfrom the 586 family and
higher.

• IO-APIC-level — Generatesinterruptswhen its voltagesignal is high until the signal is low
again.

5.2.12. /proc/iomem

This �le shows you thecurrentmapof thesystem's memoryfor eachphysicaldevice:

00000000-0009 fb ff : System RAM
0009fc00-0009 ff ff : reserved
000a0000-000b ff ff : Video RAM area
000c0000-000c 7f ff : Video ROM
000f0000-000f ff ff : System ROM
00100000-07ff ff ff : System RAM

00100000-0029 1ba8 : Kernel code
00291ba9-002e 09cb : Kernel data

e0000000-e3ff ff ff : VIA Technologies, Inc. VT82C597 [Apollo VP3]
e4000000-e7ff ff ff : PCI Bus #01

e4000000-e400 3f ff : Matrox Graphics, Inc. MGAG200 AGP
e5000000-e57f ff ff : Matrox Graphics, Inc. MGAG200 AGP

e8000000-e8ff ff ff : PCI Bus #01
e8000000-e8ff ff ff : Matrox Graphics, Inc. MGAG200 AGP

ea000000-ea00 007f : Digital Equipment Corporation DECchip 21140 [FasterNet]
ea000000-ea00 007f : tulip

ffff0000-ffff ff ff : reserved

The �rst columndisplaysthe memoryregistersusedby eachof thedifferent typesof memory. The
secondcolumnlists the kind of memorylocatedwithin thoseregistersanddisplayswhich memory
registersareusedby thekernelwithin thesystemRAM or, if thenetwork interfacecardhasmultiple
Ethernetports,thememoryregistersassignedfor eachport.

5.2.13. /proc/ioports

Theoutputof /proc/ioports providesa list of currentlyregisteredport regionsusedfor input or
outputcommunicationwith adevice.This �le canbequitelong.Thefollowing is apartiallisting:

0000-001f : dma1
0020-003f : pic1
0040-005f : timer
0060-006f : keyboard
0070-007f : rtc
0080-008f : dma page reg
00a0-00bf : pic2
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00c0-00df : dma2
00f0-00ff : fpu
0170-0177 : ide1
01f0-01f7 : ide0
02f8-02ff : serial(auto)
0376-0376 : ide1
03c0-03df : vga+
03f6-03f6 : ide0
03f8-03ff : serial(auto)
0cf8-0cff : PCI conf1
d000-dfff : PCI Bus #01
e000-e00f : VIA Technologies, Inc. Bus Master IDE

e000-e007 : ide0
e008-e00f : ide1

e800-e87f : Digital Equipment Corporation DECchip 21140 [FasterNet]
e800-e87f : tulip

The�rst columngivestheI/O portaddressrangereservedfor thedevice listedin thesecondcolumn.

5.2.14. /proc/kcore

This �le representsthe physicalmemoryof the systemandis storedin the core�le format.Unlike
most/proc/ �les, kcore displaysa size.This valueis given in bytesandis equalto thesizeof the
physicalmemory(RAM) usedplus4 KB.

Thecontentsof this �le aredesignedto beexaminedby a debugger, suchasgdb , andis not human
readable.

Caution

Do not view the /proc/kcore virtual �le . The contents of the �le scramble text output on the terminal.
If this �le is accidentally viewed, press [Ctrl]-[C] to stop the process and then type reset to bring back
the command line prompt.

5.2.15. /proc/kmsg

This�le is usedto holdmessagesgeneratedby thekernel.Thesemessagesarethenpickedupby other
programs,suchas/sbin/klogd or /bin/dmesg .

5.2.16. /proc/loadavg

This �le providesa look at the loadaveragein regardto both theCPUandIO over time, aswell as
additionaldatausedby uptime andothercommands.A sample/proc/loadavg �le lookssimilar
to thefollowing:

0.20 0.18 0.12 1/80 11206

The�rst threecolumnsmeasureCPUandIO utilization of the lastone,� ve, and10 minuteperiods.
Thefourthcolumnshowsthenumberof currentlyrunningprocessesandthetotalnumberof processes.
ThelastcolumndisplaysthelastprocessID used.
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5.2.17. /proc/locks

This �le displaysthe �les currently locked by the kernel.The contentsof this �le containinternal
kerneldebugging dataandcanvary tremendously, dependingon the useof the system.A sample
/proc/locks �le for a lightly loadedsystemlookssimilar to thefollowing:

1: POSIX ADVISORY WRITE 3568 fd:00:2531452 0 EOF
2: FLOCK ADVISORY WRITE 3517 fd:00:2531448 0 EOF
3: POSIX ADVISORY WRITE 3452 fd:00:2531442 0 EOF
4: POSIX ADVISORY WRITE 3443 fd:00:2531440 0 EOF
5: POSIX ADVISORY WRITE 3326 fd:00:2531430 0 EOF
6: POSIX ADVISORY WRITE 3175 fd:00:2531425 0 EOF
7: POSIX ADVISORY WRITE 3056 fd:00:2548663 0 EOF

Eachlock hasits own line which startswith a uniquenumber. Thesecondcolumnrefersto theclass
of lock used,with FLOCKsignifying the older-style UNIX �le locks from a flock systemcall and
POSIX representingthenewer POSIXlocksfrom the lockf systemcall.

Thethird columncanhavetwo values:ADVISORYor MANDATORY. ADVISORYmeansthatthelock does
notpreventotherpeoplefrom accessingthedata;it onlypreventsotherattemptsto lock it. MANDATORY
meansthatno otheraccessto thedatais permittedwhile the lock is held.Thefourth columnreveals
whetherthelock is allowing theholderREADor WRITEaccessto the�le. The�fth columnshows the
ID of the processholding the lock. The sixth columnshows the ID of the �le being locked, in the
formatof MAJOR-DEVICE: MINOR-DEVICE: INODE-NUMBER. Theseventhandeighthcolumnshows
thestartandendof the�le' s lockedregion.

5.2.18. /proc/mdstat

This �le containsthecurrentinformationfor multiple-disk,RAID con�gurations.If thesystemdoes
notcontainsuchacon�guration,then/proc/mdstat lookssimilar to thefollowing:

Personalities :
read_ahead not set
unused devices: < none >

This �le remainsin thesamestateasseenabove unlessa softwareRAID or mddevice is present.In
thatcase,view /proc/mdstat to �nd thecurrentstatusof mdX RAID devices.

The /proc/mdstat �le below shows a systemwith its md0con�guredasa RAID 1 device, while it
is currentlyre-syncingthedisks:

Personalities : [linear] [raid1]
read_ahead 1024 sectors
md0: active raid1 sda2[1] sdb2[0] 9940 blocks [2/2] [UU] resync=1% finish=12.3mi n
algorithm 2 [3/3] [UUU]
unused devices: < none >

5.2.19. /proc/meminfo

This is oneof themorecommonlyused�les in the /proc/ directory, asit reportsa largeamountof
valuableinformationaboutthesystemsRAM usage.

Thefollowing sample/proc/meminfo virtual �le is from a systemwith 256MB of RAM and512
MB of swapspace:

MemTotal: 255908 kB
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MemFree: 69936 kB
Buffers: 15812 kB
Cached: 115124 kB
SwapCached: 0 kB
Active: 92700 kB
Inactive: 63792 kB
HighTotal: 0 kB
HighFree: 0 kB
LowTotal: 255908 kB
LowFree: 69936 kB
SwapTotal: 524280 kB
SwapFree: 524280 kB
Dirty: 4 kB
Writeback: 0 kB
Mapped: 42236 kB
Slab: 25912 kB
Committed_AS: 118680 kB
PageTables: 1236 kB
VmallocTotal: 3874808 kB
VmallocUsed: 1416 kB
VmallocChunk: 3872908 kB
HugePages_Total: 0
HugePages_Free: 0
Hugepagesize: 4096 kB

Much of theinformationhereis usedby the free , top , andps commands.In fact,theoutputof the
free commandis similar in appearanceto the contentsandstructureof /proc/meminfo . But by
lookingdirectly at /proc/meminfo , moredetailsarerevealed:

• MemTotal — Totalamountof physicalRAM, in kilobytes.

• MemFree — Theamountof physicalRAM, in kilobytes,left unusedby thesystem.

• Buffers — Theamountof physicalRAM, in kilobytes,usedfor �le buffers.

• Cached — Theamountof physicalRAM, in kilobytes,usedascachememory.

• SwapCached — Theamountof swap,in kilobytes,usedascachememory.

• Active — The total amountof buffer or pagecachememory, in kilobytes,that is in active use.
This is memorythathasbeenrecentlyusedandis usuallynot reclaimedfor otherpurposes.

• Inactive — The total amountof buffer or pagecachememory, in kilobytes,that are free and
available.This is memorythathasnot beenrecentlyusedandcanbereclaimedfor otherpurposes.

• HighTotal and HighFree — The total and free amountof memory, in kilobytes, that is not
directly mappedinto kernel space.The HighTotal value canvary basedon the type of kernel
used.

• LowTotal andLowFree — The total and free amountof memory, in kilobytes,that is directly
mappedinto kernelspace.TheLowTotal valuecanvary basedon thetypeof kernelused.

• SwapTotal — Thetotalamountof swapavailable,in kilobytes.

• SwapFree — Thetotalamountof swapfree,in kilobytes.

• Dirty — Thetotal amountof memory, in kilobytes,waiting to bewrittenbackto thedisk.

• Writeback — Thetotalamountof memory, in kilobytes,actively beingwritten backto thedisk.

• Mapped — Thetotal amountof memory, in kilobytes,whichhave beenusedto mapdevices,�les,
or librariesusingthemmapcommand.

• Slab — Thetotal amountof memory, in kilobytes,usedby thekernelto cachedatastructuresfor
its own use.
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• Committed_AS — Thetotalamountof memory, in kilobytes,estimatedto completetheworkload.
This valuerepresentstheworstcasescenariovalue,andalsoincludesswapmemory.

• PageTables — Thetotalamountof memory, in kilobytes,dedicatedto thelowestpagetablelevel.

• VMallocTotal — The total amountof memory, in kilobytes,of total allocatedvirtual address
space.

• VMallocUsed — Thetotal amountof memory, in kilobytes,of usedvirtual addressspace.

• VMallocChunk — Thelargestcontiguousblock of memory, in kilobytes,of availablevirtual ad-
dressspace.

• HugePages_Total — The total number of hugepagesfor the system. The number is
derived by dividing Hugepagesize by the megabytesset aside for hugepagesspeci�ed in
/proc/sys/vm/hugetlb_pool . This statistic only appears on the x86, Itanium, and AMD64
architectures.

• HugePages_Free — Thetotal numberof hugepagesavailablefor thesystem.Thisstatisticonly
appears on thex86,Itanium,andAMD64architectures.

• Hugepagesize — The size for eachhugepagesunit in kilobytes.By default, the value is 4096
KB onuniprocessorkernelsfor 32bit architectures.For SMP, hugememkernels,andAMD64, the
default is 2048KB. For Itaniumarchitectures,thedefault is 262144KB. Thisstatisticonlyappears
on thex86,Itanium,andAMD64architectures.

5.2.20. /proc/misc

This �le lists miscellaneousdrivers registeredon the miscellaneousmajor device, which is device
number10:

63 device-mapper
175 agpgart
135 rtc
134 apm_bios

The �rst columnis the minor numberof eachdevice, while the secondcolumnshows the driver in
use.

5.2.21. /proc/modules

This �le displaysa list of all modulesloadedinto the kernel. Its contentsvary basedon the con-
�guration and useof your system,but it shouldbe organizedin a similar mannerto this sample
/proc/modules �le output:

Note

This example has been reformatted into a readable format. Most of this information can also be
viewed via the /sbin/lsmod command.

nfs 170109 0 - Live 0x129b0000
lockd 51593 1 nfs, Live 0x128b0000
nls_utf8 1729 0 - Live 0x12830000
vfat 12097 0 - Live 0x12823000
fat 38881 1 vfat, Live 0x1287b000
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autofs4 20293 2 - Live 0x1284f000
sunrpc 140453 3 nfs,lockd, Live 0x12954000
3c59x 33257 0 - Live 0x12871000
uhci_hcd 28377 0 - Live 0x12869000
md5 3777 1 - Live 0x1282c000
ipv6 211845 16 - Live 0x128de000
ext3 92585 2 - Live 0x12886000
jbd 65625 1 ext3, Live 0x12857000
dm_mod 46677 3 - Live 0x12833000

The�rst columncontainsthenameof themodule.

Thesecondcolumnrefersto thememorysizeof themodule,in bytes.

Thethird columnlistshow many instancesof themodulearecurrentlyloaded.A valueof zerorepre-
sentsanunloadedmodule.

Thefourth columnstatesif themoduledependsuponanothermoduleto bepresentin orderto func-
tion, andlists thoseothermodules.

The�fth columnlists what loadstatethemoduleis in: Live , Loading , or Unloading aretheonly
possiblevalues.

Thesixth columnlists thecurrentkernelmemoryoffset for theloadedmodule.This informationcan
beusefulfor debuggingpurposes,or for pro�ling toolssuchasoprofile .

5.2.22. /proc/mounts

This �le providesa list of all mountsin useby thesystem:

rootfs / rootfs rw 0 0
/proc /proc proc rw,nodiratime 0 0
none /dev ramfs rw 0 0
/dev/mapper/V ol Group00-L ogVol0 0 / ext3 rw 0 0
none /dev ramfs rw 0 0
/proc /proc proc rw,nodiratime 0 0
/sys /sys sysfs rw 0 0
none /dev/pts devpts rw 0 0
usbdevfs /proc/bus/usb usbdevfs rw 0 0
/dev/hda1 /boot ext3 rw 0 0
none /dev/shm tmpfs rw 0 0
none /proc/sys/fs/b in fmt _mis c binfmt_misc rw 0 0
sunrpc /var/lib/nfs/r pc_ pi pefs rpc_pipefs rw 0 0

The outputfound hereis similar to the contentsof /etc/mtab , except that /proc/mount is more
up-to-date.

The�rst columnspeci�esthedevice thatis mounted,thesecondcolumnrevealsthemountpoint,and
thethird columntells the �le systemtype,andthefourth columntells you if it is mountedread-only
(ro ) or read-write(rw ). The�fth andsixth columnsaredummyvaluesdesignedto matchtheformat
usedin /etc/mtab .

5.2.23. /proc/mtrr

This �le refersto thecurrentMemoryTypeRangeRegisters(MTRRs) in usewith thesystem.If the
systemarchitecturesupportsMTRRs,thenthe /proc/mtrr �le maylook similar to thefollowing:

reg00: base=0x00000000 ( 0MB), size= 256MB: write-back, count=1
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reg01: base=0xe8000000 (3712MB), size= 32MB: write-combining, count=1

MTRRsareusedwith theIntel P6family of processors(PentiumII andhigher)andcontrolprocessor
accessto memoryranges.When using a video card on a PCI or AGP bus, a properly con�gured
/proc/mtrr �le canincreaseperformancemorethan150%.

Most of thetime, this valueis properlycon�guredby default. More informationonmanuallycon�g-
uring this �le canbefoundlocally at thefollowing location:

/usr/share/doc/kernel-do c- < ve rsio n> /D ocument atio n/mt rr. txt

5.2.24. /proc/partitions

This �le containspartitionblock allocationinformation.A samplingof this �le from a basicsystem
lookssimilar to thefollowing:

major minor #blocks name

3 0 19531250 hda
3 1 104391 hda1
3 2 19422585 hda2

253 0 22708224 dm-0
253 1 524288 dm-1

Mostof theinformationhereis of little importanceto theuser, exceptfor thefollowing columns:

• major — The major number of the device with this partition. The major number in the
/proc/partitions , (3), correspondswith theblockdevice ide0 , in /proc/devices .

• minor — Theminornumberof thedevicewith thispartition.Thisservesto separatethepartitions
into differentphysicaldevicesandrelatesto thenumberat theendof thenameof thepartition.

• #blocks — Lists thenumberof physicaldiskblockscontainedin aparticularpartition.

• name — Thenameof thepartition.

5.2.25. /proc/pci

This �le containsa full listing of every PCI device on thesystem.Dependingon thenumberof PCI
devices,/proc/pci canberatherlong.A samplingof this �le from a basicsystemlookssimilar to
thefollowing:

Bus 0, device 0, function 0:
Host bridge: Intel Corporation 440BX/ZX - 82443BX/ZX Host bridge (rev 3).

Master Capable. Latency=64.
Prefetchable 32 bit memory at 0xe4000000 [0xe7ffffff].

Bus 0, device 1, function 0:
PCI bridge: Intel Corporation 440BX/ZX - 82443BX/ZX AGP bridge (rev 3).

Master Capable. Latency=64. Min Gnt=128.
Bus 0, device 4, function 0:

ISA bridge: Intel Corporation 82371AB PIIX4 ISA (rev 2).
Bus 0, device 4, function 1:

IDE interface: Intel Corporation 82371AB PIIX4 IDE (rev 1).
Master Capable. Latency=32.
I/O at 0xd800 [0xd80f].

Bus 0, device 4, function 2:
USB Controller: Intel Corporation 82371AB PIIX4 USB (rev 1).
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IRQ 5.
Master Capable. Latency=32.
I/O at 0xd400 [0xd41f].

Bus 0, device 4, function 3:
Bridge: Intel Corporation 82371AB PIIX4 ACPI (rev 2).

IRQ 9.
Bus 0, device 9, function 0:

Ethernet controller: Lite-On Communication s Inc LNE100TX (rev 33).
IRQ 5.
Master Capable. Latency=32.
I/O at 0xd000 [0xd0ff].
Non-prefetcha bl e 32 bit memory at 0xe3000000 [0xe30000ff].

Bus 0, device 12, function 0:
VGA compatible controller: S3 Inc. ViRGE/DX or /GX (rev 1).

IRQ 11.
Master Capable. Latency=32. Min Gnt=4.Max Lat=255.
Non-prefetcha bl e 32 bit memory at 0xdc000000 [0xdfffffff].

This outputshows a list of all PCI devices,sortedin theorderof bus,device, andfunction.Beyond
providing the nameand versionof the device, this list also gives detailedIRQ information so an
administratorcanquickly look for con�icts.

Tip

To get a more readable version of this information, type:

/sbin/lspci -vb

5.2.26. /proc/slabinfo

This �le gives full informationaboutmemoryusageon the slab level. Linux kernelsgreaterthan
version2.2 useslab pools to managememoryabove the pagelevel. Commonlyusedobjectshave
theirown slabpools.

Insteadof parsingthehighly verbose/proc/slabinfo �le manually, the /usr/bin/slabtop pro-
gramdisplayskernelslabcacheinformationin realtime.This programallows for customcon�gura-
tions,includingcolumnsortingandscreenrefreshing.

A samplescreenshotof /usr/bin/slabtop usuallylookslike thefollowing example:

Active / Total Objects (% used) : 133629 / 147300 (90.7%)
Active / Total Slabs (% used) : 11492 / 11493 (100.0%)
Active / Total Caches (% used) : 77 / 121 (63.6%)
Active / Total Size (% used) : 41739.83K / 44081.89K (94.7%)
Minimum / Average / Maximum Object : 0.01K / 0.30K / 128.00K

OBJS ACTIVE USE OBJ SIZE SLABS OBJ/SLAB CACHESIZE NAME
44814 43159 96% 0.62K 7469 6 29876K ext3_inode_ca ch e
36900 34614 93% 0.05K 492 75 1968K buffer_head
35213 33124 94% 0.16K 1531 23 6124K dentry_cache

7364 6463 87% 0.27K 526 14 2104K radix_tree_no de
2585 1781 68% 0.08K 55 47 220K vm_area_struc t
2263 2116 93% 0.12K 73 31 292K size-128
1904 1125 59% 0.03K 16 119 64K size-32
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1666 768 46% 0.03K 14 119 56K anon_vma
1512 1482 98% 0.44K 168 9 672K inode_cache
1464 1040 71% 0.06K 24 61 96K size-64
1320 820 62% 0.19K 66 20 264K filp

678 587 86% 0.02K 3 226 12K dm_io
678 587 86% 0.02K 3 226 12K dm_tio
576 574 99% 0.47K 72 8 288K proc_inode_ca ch e
528 514 97% 0.50K 66 8 264K size-512
492 372 75% 0.09K 12 41 48K bio
465 314 67% 0.25K 31 15 124K size-256
452 331 73% 0.02K 2 226 8K biovec-1
420 420 100% 0.19K 21 20 84K skbuff_head_c ac he
305 256 83% 0.06K 5 61 20K biovec-4
290 4 1% 0.01K 1 290 4K revoke_table
264 264 100% 4.00K 264 1 1056K size-4096
260 256 98% 0.19K 13 20 52K biovec-16
260 256 98% 0.75K 52 5 208K biovec-64

Some of the more commonly used statistics in /proc/slabinfo that are included into
/usr/bin/slabtop include:

• OBJS— Thetotalnumberof objects(memoryblocks),includingthosein use(allocated),andsome
sparesnot in use.

• ACTIVE — Thenumberof objects(memoryblocks)thatarein use(allocated).

• USE— Percentageof total objectsthatareactive. ((ACTIVE/OBJS)(100))

• OBJ SIZE — Thesizeof theobjects.

• SLABS— Thetotal numberof slabs.

• OBJ/SLAB — Thenumberof objectsthat�t into aslab.

• CACHESIZE — Thecachesizeof theslab.

• NAME— Thenameof theslab.

For moreinformationon the /usr/bin/slabtop program,referto theslabtop manpage.

5.2.27. /proc/stat

This �le keepstrackof avarietyof differentstatisticsaboutthesystemsinceit waslastrestarted.The
contentsof /proc/stat , whichcanbequitelong,usuallybeginslike thefollowing example:

cpu 259246 7001 60190 34250993 137517 772 0
cpu0 259246 7001 60190 34250993 137517 772 0
intr 354133732 347209999 2272 0 4 4 0 0 3 1 1249247 0 0 80143 0 422626 5169433
ctxt 12547729
btime 1093631447
processes 130523
procs_running 1
procs_blocked 0
preempt 5651840

cpu 209841 1554 21720 118519346 72939 154 27168
cpu0 42536 798 4841 14790880 14778 124 3117
cpu1 24184 569 3875 14794524 30209 29 3130
cpu2 28616 11 2182 14818198 4020 1 3493
cpu3 35350 6 2942 14811519 3045 0 3659
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cpu4 18209 135 2263 14820076 12465 0 3373
cpu5 20795 35 1866 14825701 4508 0 3615
cpu6 21607 0 2201 14827053 2325 0 3334
cpu7 18544 0 1550 14831395 1589 0 3447
intr 15239682 14857833 6 0 6 6 0 5 0 1 0 0 0 29 0 2 0 0 0 0 0 0 0 94982 0 286812
ctxt 4209609
btime 1078711415
processes 21905
procs_running 1
procs_blocked 0

Someof themorecommonlyusedstatisticsinclude:

• cpu — Measuresthenumberof jif�es (1/100of asecondfor x86systems)thatthesystemhasbeen
in usermode,usermodewith low priority (nice),systemmode,idle task,I/O wait, IRQ (hardirq),
andsoftirq respectively. The IRQ (hardirq) is the direct responseto a hardwareevent. The IRQ
takesminimal work for queuingthe "heavy" work up for the softirq to execute.The softirq runs
at a lower priority thanthe IRQ andthereforemay be interruptedmorefrequently. The total for
all CPUsis given at the top, while eachindividual CPU is listed below with its own statistics.
Thefollowing exampleis a4-way Intel PentiumXeoncon�gurationwith multi-threadingenabled,
thereforeshowing four physicalprocessorsandfour virtual processorstotalingeightprocessors.

• page — Thenumberof memorypagesthesystemhaswritten in andout to disk.

• swap — Thenumberof swappagesthesystemhasbroughtin andout.

• intr — Thenumberof interruptsthesystemhasexperienced.

• btime — The boot time, measuredin the numberof secondssinceJanuary1, 1970,otherwise
known astheepoch.

5.2.28. /proc/swaps

This�le measuresswapspaceandits utilization.For asystemwith only oneswappartition,theoutput
of /proc/swap maylook similar to thefollowing:

Filename Type Size Used Priority
/dev/mapper/V ol Group00-L ogVol0 1 partition 524280 0 -1

While someof this informationcanbe found in other �les in the /proc/ directory, /proc/swap
providesa snapshotof every swap �le name,the type of swapspace,the total size,andthe amount
of spacein use(in kilobytes).Thepriority columnis usefulwhenmultiple swap�les arein use.The
lower thepriority, themorelikely theswap�le is to beused.

5.2.29. /proc/sysrq-trigg er

Using the echo commandto write to this �le, a remote root user can execute most System
RequestKey commandsremotely as if at the local terminal. To echo values to this �le, the
/proc/sys/kernel/sysrq mustbe set to a value other than 0. For more informationaboutthe
SystemRequestKey, referto Section5.3.9.3/proc/sys/kernel/ .

Althoughit is possibleto write to this �le, it cannotberead,evenby therootuser.
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5.2.30. /proc/uptime

This �le containsinformationdetailinghow long the systemhasbeenon sinceits last restart.The
outputof /proc/uptime is quiteminimal:

350735.47 234388.90

The �rst numberis the total numberof secondsthesystemhasbeenup. Thesecondnumberis how
muchof thattime themachinehasspentidle, in seconds.

5.2.31. /proc/version

This �le speci�estheversionof theLinux kernelandgcc in use,aswell astheversionof RedHat
EnterpriseLinux installedon thesystem:

Linux version 2.6.8-1.523 (user@foo.redh at .c om) (gcc version 3.4.1 20040714 \
(Red Hat Enterprise Linux 3.4.1-7)) #1 Mon Aug 16 13:27:03 EDT 2004

This informationis usedfor a varietyof purposes,including theversiondatapresentedwhena user
logsin.

5.3. Directories within /proc/

Commongroupsof informationconcerningthekernelaregroupedinto directoriesandsubdirectories
within the /proc/ directory.

5.3.1. Process Directories
Every /proc/ directorycontainsa numberof directorieswith numericalnames.A listing of them
maybesimilar to thefollowing:

dr-xr-xr-x 3 root root 0 Feb 13 01:28 1
dr-xr-xr-x 3 root root 0 Feb 13 01:28 1010
dr-xr-xr-x 3 xfs xfs 0 Feb 13 01:28 1087
dr-xr-xr-x 3 daemon daemon 0 Feb 13 01:28 1123
dr-xr-xr-x 3 root root 0 Feb 13 01:28 11307
dr-xr-xr-x 3 apache apache 0 Feb 13 01:28 13660
dr-xr-xr-x 3 rpc rpc 0 Feb 13 01:28 637
dr-xr-xr-x 3 rpcuser rpcuser 0 Feb 13 01:28 666

Thesedirectoriesarecalledprocessdirectories, asthey arenamedaftera program's processID and
containinformationspeci�c to thatprocess.Theownerandgroupof eachprocessdirectoryis setto
theuserrunningtheprocess.Whentheprocessis terminated,its /proc/ processdirectoryvanishes.

Eachprocessdirectorycontainsthefollowing �les:

• cmdline — Containsthecommandissuedwhenstartingtheprocess.

• cwd — A symboliclink to thecurrentworkingdirectoryfor theprocess.

• environ — A list of theenvironmentvariablesfor theprocess.Theenvironmentvariableis given
in all upper-casecharacters,andthevalueis in lower-casecharacters.

• exe — A symboliclink to theexecutableof thisprocess.



Chapter 5. The proc File System 59

• fd — A directorycontainingall of the �le descriptorsfor a particularprocess.Thesearegiven in
numberedlinks:
total 0
lrwx------ 1 root root 64 May 8 11:31 0 -> /dev/null
lrwx------ 1 root root 64 May 8 11:31 1 -> /dev/null
lrwx------ 1 root root 64 May 8 11:31 2 -> /dev/null
lrwx------ 1 root root 64 May 8 11:31 3 -> /dev/ptmx
lrwx------ 1 root root 64 May 8 11:31 4 -> socket:[7774817]
lrwx------ 1 root root 64 May 8 11:31 5 -> /dev/ptmx
lrwx------ 1 root root 64 May 8 11:31 6 -> socket:[7774829]
lrwx------ 1 root root 64 May 8 11:31 7 -> /dev/ptmx

• maps — A list of memorymapsto the variousexecutablesandlibrary �les associatedwith this
process.This �le canbe ratherlong, dependinguponthe complexity of the process,but sample
outputfrom thesshd processbeginslike thefollowing:
08048000-08086000 r-xp 00000000 03:03 391479 /usr/sbin/sshd
08086000-08088000 rw-p 0003e000 03:03 391479 /usr/sbin/sshd
08088000-08095000 rwxp 00000000 00:00 0
40000000-40013000 r-xp 00000000 03:03 293205 /lib/ld-2.2.5.so
40013000-40014000 rw-p 00013000 03:03 293205 /lib/ld-2.2.5.so
40031000-40038000 r-xp 00000000 03:03 293282 /lib/libpam.so.0.75
40038000-40039000 rw-p 00006000 03:03 293282 /lib/libpam.so.0.75
40039000-4003a000 rw-p 00000000 00:00 0
4003a000-4003c000 r-xp 00000000 03:03 293218 /lib/libdl-2.2.5.so
4003c000-4003d000 rw-p 00001000 03:03 293218 /lib/libdl-2.2.5.so

• mem— Thememoryheldby theprocess.This �le cannotbereadby theuser.

• root — A link to theroot directoryof theprocess.

• stat — Thestatusof theprocess.

• statm — Thestatusof thememoryin useby theprocess.Below is asample/proc/statm �le:
263 210 210 5 0 205 0

The seven columnsrelateto different memorystatisticsfor the process.From left to right, they
reportthefollowing aspectsof thememoryused:

1. Totalprogramsize,in kilobytes.

2. Sizeof memoryportions,in kilobytes.

3. Numberof pagesthatareshared.

4. Numberof pagesthatarecode.

5. Numberof pagesof data/stack.

6. Numberof library pages.

7. Numberof dirty pages.

• status — Thestatusof theprocessin a morereadableform thanstat or statm . Sampleoutput
for sshd lookssimilar to thefollowing:
Name: sshd
State: S (sleeping)
Tgid: 797
Pid: 797
PPid: 1
TracerPid: 0
Uid: 0 0 0 0
Gid: 0 0 0 0
FDSize: 32
Groups:
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VmSize: 3072 kB
VmLck: 0 kB
VmRSS: 840 kB
VmData: 104 kB
VmStk: 12 kB
VmExe: 300 kB
VmLib: 2528 kB
SigPnd: 0000000000000000
SigBlk: 0000000000000000
SigIgn: 8000000000001000
SigCgt: 0000000000014005
CapInh: 0000000000000000
CapPrm: 00000000fffffeff
CapEff: 00000000fffffeff

Theinformationin thisoutputincludestheprocessnameandID, thestate(suchasS (sleeping)
or R (running) ), user/groupID runningtheprocess,anddetaileddataregardingmemoryusage.

5.3.1.1. /proc/self/

The /proc/self/ directoryis a link to thecurrentlyrunningprocess.This allows a processto look
at itself withouthaving to know its processID.

Within a shell environment,a listing of the /proc/self/ directoryproducesthe samecontentsas
listing theprocessdirectoryfor thatprocess.

5.3.2. /proc/bus/

Thisdirectorycontainsinformationspeci�c to thevariousbusesavailableonthesystem.For example,
on a standardsystemcontainingPCI andUSB buses,currentdataon eachof thesebusesis available
within asubdirectorywithin /proc/bus/ by thesamename,suchas/proc/bus/pci/ .

Thesubdirectoriesand�les availablewithin /proc/bus/ vary dependingon thedevicesconnected
to the system.However, eachbus type hasat leastonedirectory. Within thesebus directoriesare
normallyat leastonesubdirectorywith anumericalname,suchas001 , whichcontainbinary�les.

For example, the /proc/bus/usb/ subdirectorycontains�les that track the various devices on
any USB buses,as well as the drivers requiredfor them. The following is a samplelisting of a
/proc/bus/usb/ directory:

total 0
dr-xr-xr-x 1 root root 0 May 3 16:25 001
-r--r--r-- 1 root root 0 May 3 16:25 devices
-r--r--r-- 1 root root 0 May 3 16:25 drivers

The/proc/bus/usb/001/ directorycontainsall devicesonthe�rst USBbusandthedevices �le
identi�es theUSB roothubon themotherboard.

Thefollowing is aexampleof a /proc/bus/usb/devices �le:

T: Bus=01 Lev=00 Prnt=00 Port=00 Cnt=00 Dev#= 1 Spd=12 MxCh= 2
B: Alloc= 0/900 us ( 0%), #Int= 0, #Iso= 0
D: Ver= 1.00 Cls=09(hub ) Sub=00 Prot=00 MxPS= 8 #Cfgs= 1
P: Vendor=0000 ProdID=0000 Rev= 0.00
S: Product=USB UHCI Root Hub
S: SerialNumber= d400
C:* #Ifs= 1 Cfg#= 1 Atr=40 MxPwr= 0mA
I: If#= 0 Alt= 0 #EPs= 1 Cls=09(hub ) Sub=00 Prot=00 Driver=hub
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E: Ad=81(I) Atr=03(Int.) MxPS= 8 Ivl=255ms

5.3.3. /proc/driver/

This directorycontainsinformationfor speci�c driversin useby thekernel.

A common�le foundhereis rtc which providesoutputfrom thedriver for thesystem's RealTime
Clock (RTC), the device that keepsthe time while the systemis switchedoff. Sampleoutput from
/proc/driver/rtc lookslike thefollowing:

rtc_time : 16:21:00
rtc_date : 2004-08-31
rtc_epoch : 1900
alarm : 21:16:27
DST_enable : no
BCD : yes
24hr : yes
square_wave : no
alarm_IRQ : no
update_IRQ : no
periodic_IRQ : no
periodic_freq : 1024
batt_status : okay

For moreinformationabouttheRTC, referto thefollowing installeddocumentation:

/usr/share/doc/kernel-doc- < version > /Documentatio n/rtc.tx t .

5.3.4. /proc/fs

This directory shows which �le systemsare exported. If running an NFS server, typing cat
/proc/fs/nfsd/exports displays the �le systems being shared and the permissions
granted for those �le systems. For more on �le system sharing with NFS, refer to
Chapter9 NetworkFile System(NFS).

5.3.5. /proc/ide/

ThisdirectorycontainsinformationaboutIDE devicesonthesystem.EachIDE channelis represented
asaseparatedirectory, suchas/proc/ide/ide0 and/proc/ide/ide1 . In addition,adrivers �le
is available,providing theversionnumberof thevariousdriversusedon theIDE channels:

ide-floppy version 0.99.newide
ide-cdrom version 4.61
ide-disk version 1.18

Many chipsetsalso provide a �le in this directory with additional data concerningthe drives
connectedthroughthe channels.For example,a genericIntel PIIX4 Ultra 33 chipsetproducesthe
/proc/ide/piix �le which revealswhetherDMA or UDMA is enabledfor thedeviceson theIDE
channels:

Intel PIIX4 Ultra 33 Chipset.
------------- Primary Channel -------------- -- Secondary Channel -------------
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enabled enabled
------------- drive0 --------- drive1 -------- drive0 ---------- drive1 ------
DMA enabled: yes no yes no
UDMAenabled: yes no no no
UDMAenabled: 2 X X X
UDMA
DMA
PIO

Navigatinginto thedirectoryfor anIDE channel,suchaside0 , providesadditionalinformation.The
channel �le providesthe channelnumber, while the model identi�es the bus type for the channel
(suchaspci ).

5.3.5.1. Device Directories

Within eachIDE channeldirectoryis adevicedirectory. Thenameof thedevicedirectorycorresponds
to thedrive letterin the /dev/ directory. For instance,the�rst IDE drive on ide0 would behda .

Note

There is a symbolic link to each of these device directories in the /proc/ide/ directory.

Eachdevice directorycontainsa collectionof informationandstatistics.Thecontentsof thesedirec-
toriesvary accordingto thetypeof device connected.Someof themoreuseful�les commonto many
devicesinclude:

• cache — Thedevice cache.

• capacity — Thecapacityof thedevice, in 512byteblocks.

• driver — Thedriver andversionusedto controlthedevice.

• geometry — Thephysicalandlogicalgeometryof thedevice.

• media — Thetypeof device,suchasa disk .

• model — Themodelnameor numberof thedevice.

• settings — A collectionof currentdevice parameters.This �le usuallycontainsquite a bit of
useful,technicalinformation.A samplesettings �le for a standardIDE harddisk lookssimilar
to thefollowing:
name value min max mode
---- ----- --- --- ----
acoustic 0 0 254 rw
address 0 0 2 rw
bios_cyl 38752 0 65535 rw
bios_head 16 0 255 rw
bios_sect 63 0 63 rw
bswap 0 0 1 r
current_speed 68 0 70 rw
failures 0 0 65535 rw
init_speed 68 0 70 rw
io_32bit 0 0 3 rw
keepsettings 0 0 1 rw
lun 0 0 7 rw
max_failures 1 0 65535 rw
multcount 16 0 16 rw
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nice1 1 0 1 rw
nowerr 0 0 1 rw
number 0 0 3 rw
pio_mode write-only 0 255 w
unmaskirq 0 0 1 rw
using_dma 1 0 1 rw
wcache 1 0 1 rw

5.3.6. /proc/irq/

Thisdirectoryis usedto setIRQ to CPUaf�nity , whichallows thesystemto connectaparticularIRQ
to only oneCPU.Alternatively, it canexcludeaCPUfrom handlingany IRQs.

Each IRQ has its own directory, allowing for the individual con�guration of each IRQ.
The /proc/irq/prof_cpu_mask �le is a bitmask that contains the default values for the
smp_affinity �le in theIRQ directory. Thevaluesin smp_affinity specifywhich CPUshandle
thatparticularIRQ.

For moreinformationaboutthe /proc/irq/ directory, refer to the following installeddocumenta-
tion:

/usr/share/doc/kernel-do c- < ve rsio n> /D ocument atio n/fi les yste ms/ proc .txt

5.3.7. /proc/net/

This directoryprovidesa comprehensive look at variousnetworking parametersandstatistics.Each
directoryandvirtual �le within thisdirectorydescribesaspectsof thesystem'snetwork con�guration.
Below is apartial list of the /proc/net/ directory:

• arp — Lists the kernel's ARP table.This �le is particularly useful for connectinga hardware
addressto anIP addressonasystem.

• atm/ directory— The�les within this directorycontainAsynchronousTransferMode(ATM) set-
tingsandstatistics.Thisdirectoryis primarily usedwith ATM networking andADSL cards.

• dev — Lists thevariousnetwork devicescon�guredonthesystem,completewith transmitandre-
ceivestatistics.This�le displaysthenumberof byteseachinterfacehassentandreceived,thenum-
berof packetsinboundandoutbound,thenumberof errorsseen,thenumberof packetsdropped,
andmore.

• dev_mcast — ListsLayer2multicastgroupsonwhicheachdevice is listening.

• igmp — Lists theIP multicastaddresseswhich thissystemjoined.

• ip_conntrack — Lists trackednetwork connectionsfor machinesthatareforwardingIP connec-
tions.

• ip_tables_names — Lists thetypesof iptables in use.This �le is only presentif iptables
is active onthesystemandcontainsoneor moreof thefollowing values:filter , mangle , or nat .

• ip_mr_cache — Lists themulticastroutingcache.

• ip_mr_vif — Listsmulticastvirtual interfaces.

• netstat — Containsabroadyet detailedcollectionof networking statistics,includingTCPtime-
outs,SYN cookiessentandreceived,andmuchmore.

• psched — Lists globalpacket schedulerparameters.

• raw — Lists raw device statistics.
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• route — Lists thekernel's routingtable.

• rt_cache — Containsthecurrentroutingcache.

• snmp — List of SimpleNetwork ManagementProtocol(SNMP)datafor variousnetworking pro-
tocolsin use.

• sockstat — Providessocket statistics.

• tcp — ContainsdetailedTCPsocket information.

• tr_rif — Lists thetokenring RIF routingtable.

• udp — ContainsdetailedUDP socket information.

• unix — Lists UNIX domainsocketscurrentlyin use.

• wireless — Lists wirelessinterfacedata.

5.3.8. /proc/scsi/

This directoryis analogousto the /proc/ide/ directory, but it is for connectedSCSIdevices.

The primary �le in this directory is /proc/scsi/scsi , which containsa list of every recognized
SCSIdevice. Fromthis listing, thetypeof device, aswell asthemodelname,vendor, SCSIchannel
andID datais available.

For example,if asystemcontainsaSCSICD-ROM, atapedrive,aharddrive,andaRAID controller,
this �le lookssimilar to thefollowing:

Attached devices:
Host: scsi1 Channel: 00 Id: 05 Lun: 00

Vendor: NEC Model: CD-ROMDRIVE:466 Rev: 1.06
Type: CD-ROM ANSI SCSI revision: 02

Host: scsi1 Channel: 00 Id: 06 Lun: 00
Vendor: ARCHIVE Model: Python 04106-XXX Rev: 7350
Type: Sequential-Acc es s ANSI SCSI revision: 02

Host: scsi2 Channel: 00 Id: 06 Lun: 00
Vendor: DELL Model: 1x6 U2W SCSI BP Rev: 5.35
Type: Processor ANSI SCSI revision: 02

Host: scsi2 Channel: 02 Id: 00 Lun: 00
Vendor: MegaRAID Model: LD0 RAID5 34556R Rev: 1.01
Type: Direct-Access ANSI SCSI revision: 02

EachSCSIdriver usedby the systemhasits own directorywithin /proc/scsi/ , which contains
�les speci�c to eachSCSIcontrollerusingthat driver. From the previous example,aic7xxx/ and
megaraid/ directoriesarepresent,sincetwo driversarein use.The �les in eachof thedirectories
typically containanI/O addressrange,IRQ information,andstatisticsfor theSCSIcontrollerusing
thatdriver. Eachcontrollercanreportadifferenttypeandamountof information.TheAdaptecAIC-
7880Ultra SCSIhostadapter's �le in thisexamplesystemproducesthefollowing output:

Adaptec AIC7xxx driver version: 5.1.20/3.2.4
Compile Options:

TCQ Enabled By Default : Disabled
AIC7XXX_PROC_STATS : Enabled
AIC7XXX_RESET_DELAY : 5

Adapter Configuration :
SCSI Adapter: Adaptec AIC-7880 Ultra SCSI host adapter

Ultra Narrow Controller
PCI MMAPedI/O Base: 0xfcffe000
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Adapter SEEPROMConfig: SEEPROMfound and used.
Adaptec SCSI BIOS: Enabled

IRQ: 30
SCBs: Active 0, Max Active 1,

Allocated 15, HW16, Page 255
Interrupts: 33726

BIOS Control Word: 0x18a6
Adapter Control Word: 0x1c5f
Extended Translation: Enabled

Disconnect Enable Flags: 0x00ff
Ultra Enable Flags: 0x0020

Tag Queue Enable Flags: 0x0000
Ordered Queue Tag Flags: 0x0000
Default Tag Queue Depth: 8

Tagged Queue By Device array for aic7xxx host instance 1:
{255,255,255, 255,2 55,2 55,2 55,2 55,2 55,2 55,2 55,2 55,2 55,2 55,2 55,2 55}

Actual queue depth per device for aic7xxx host instance 1:
{1,1,1,1,1,1, 1, 1,1 ,1 ,1 ,1 ,1 ,1 ,1 ,1 }

Statistics:

(scsi1:0:5:0)
Device using Narrow/Sync transfers at 20.0 MByte/sec, offset 15
Transinfo settings: current(12/15/ 0/ 0) , goal(12/15/0/0 ), user(12/15/0/ 0)
Total transfers 0 (0 reads and 0 writes)

< 2K 2K+ 4K+ 8K+ 16K+ 32K+ 64K+ 128K+
Reads: 0 0 0 0 0 0 0 0

Writes: 0 0 0 0 0 0 0 0

(scsi1:0:6:0)
Device using Narrow/Sync transfers at 10.0 MByte/sec, offset 15
Transinfo settings: current(25/15/ 0/ 0) , goal(12/15/0/0 ), user(12/15/0/ 0)
Total transfers 132 (0 reads and 132 writes)

< 2K 2K+ 4K+ 8K+ 16K+ 32K+ 64K+ 128K+
Reads: 0 0 0 0 0 0 0 0

Writes: 0 0 0 1 131 0 0 0

Thisoutputrevealsthetransferspeedto theSCSIdevicesconnectedto thecontrollerbasedonchannel
ID, aswell asdetailedstatisticsconcerningtheamountandsizesof �les reador writtenby thatdevice.
For example,this controlleris communicatingwith theCD-ROM at 20 megabytespersecond,while
thetapedrive is only communicatingat10megabytespersecond.

5.3.9. /proc/sys/

The /proc/sys/ directory is different from othersin /proc/ becauseit not only provides infor-
mationaboutthesystembut alsoallows thesystemadministratorto immediatelyenableanddisable
kernelfeatures.
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Caution

Use caution when changing settings on a production system using the various �les in the /proc/sys/
directory. Changing the wrong setting may render the kernel unstable, requiring a system reboot.

For this reason, be sure the options are valid for that �le before attempting to change any value in
/proc/sys/ .

A goodway to determineif a particular�le canbe con�gured, or if it is only designedto provide
information,is to list it with the-l optionat theshellprompt.If the�le is writable,it maybeusedto
con�gure thekernel.For example,apartiallisting of /proc/sys/fs lookslike thefollowing:

-r--r--r-- 1 root root 0 May 10 16:14 dentry-state
-rw-r--r-- 1 root root 0 May 10 16:14 dir-notify-ena bl e
-r--r--r-- 1 root root 0 May 10 16:14 dquot-nr
-rw-r--r-- 1 root root 0 May 10 16:14 file-max
-r--r--r-- 1 root root 0 May 10 16:14 file-nr

In this listing, the�les dir-notify-enable andfile-max canbewritten to and,therefore,canbe
usedto con�gure thekernel.Theother�les only provide feedbackoncurrentsettings.

Changinga value within a /proc/sys/ �le is doneby echoingthe new value into the �le. For
example,to enabletheSystemRequestKey ona runningkernel,typethecommand:

echo 1 > /proc/sys/kerne l/ sy sr q

This changesthevaluefor sysrq from 0 (off) to 1 (on).

A few /proc/sys/ con�guration �les containmorethanonevalue.To correctlysendnew valuesto
them,placea spacecharacterbetweeneachvaluepassedwith theecho command,suchasis donein
thisexample:

echo 4 2 45 > /proc/sys/kern el /a cc t

Note

Any con�gur ation changes made using the echo command disappear when the system is
restarted. To make con�gur ation changes take effect after the system is rebooted, refer to
Section 5.4 Using the sysctl Command.

The /proc/sys/ directorycontainsseveralsubdirectoriescontrollingdifferentaspectsof a running
kernel.

5.3.9.1. /proc/sys/dev/

Thisdirectoryprovidesparametersfor particulardevicesonthesystem.Mostsystemshaveatleasttwo
directories,cdrom/ andraid/ . Customizedkernelscanhave otherdirectories,suchasparport/ ,
whichprovidestheability to shareoneparallelportbetweenmultipledevice drivers.

The cdrom/ directorycontainsa �le called info , which revealsa numberof importantCD-ROM
parameters:

CD-ROMinformation, Id: cdrom.c 3.20 2003/12/17
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drive name: hdc
drive speed: 48
drive # of slots: 1
Can close tray: 1
Can open tray: 1
Can lock tray: 1
Can change speed: 1
Can select disk: 0
Can read multisession: 1
Can read MCN: 1
Reports media changed: 1
Can play audio: 1
Can write CD-R: 0
Can write CD-RW: 0
Can read DVD: 0
Can write DVD-R: 0
Can write DVD-RAM: 0
Can read MRW: 0
Can write MRW: 0
Can write RAM: 0

This �le canbequickly scannedto discover thequalitiesof anunknown CD-ROM. If multiple CD-
ROMs areavailableonasystem,eachdevice is givenits own columnof information.

Various�les in /proc/sys/dev/cdrom , suchasautoclose andcheckmedia , canbeusedto con-
trol thesystem's CD-ROM. Usetheecho commandto enableor disablethesefeatures.

If RAID supportis compiledinto thekernel,a /proc/sys/dev/raid/ directorybecomesavailable
with at leasttwo �les in it: speed_limit_min andspeed_limit_max . Thesesettingsdetermine
theaccelerationof RAID devicesfor I/O intensive tasks,suchasresyncingthedisks.

5.3.9.2. /proc/sys/fs/

This directory containsan array of optionsand informationconcerningvariousaspectsof the �le
system,includingquota,�le handle,inode,anddentryinformation.

Thebinfmt_misc/ directoryis usedto providekernelsupportfor miscellaneousbinaryformats.

Theimportant�les in /proc/sys/fs/ include:

• dentry-state — Providesthestatusof thedirectorycache.The�le lookssimilar to thefollow-
ing:
57411 52939 45 0 0 0

The �rst numberreveals the total numberof directory cacheentries,while the secondnumber
displaysthenumberof unusedentries.Thethird numbertells thenumberof secondsbetweenwhen
adirectoryhasbeenfreedandwhenit canbereclaimed,andthefourthmeasuresthepagescurrently
requestedby thesystem.Thelasttwo numbersarenot usedanddisplayonly zeros.

• dquot-nr — Lists themaximumnumberof cacheddiskquotaentries.

• file-max — Liststhemaximumnumberof �le handlesthatthekernelallocates.Raisingthevalue
in this �le canresolve errorscausedby a lackof available�le handles.

• file-nr — Liststhenumberof allocated�le handles,used�le handles,andthemaximumnumber
of �le handles.

• overflowgid andoverflowuid — De�nes the�x edgroupID anduserID, respectively, for use
with �le systemsthatonly support16-bit groupanduserIDs.

• super-max — Controlsthemaximumnumberof superblocksavailable.
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• super-nr — Displaysthecurrentnumberof superblocksin use.

5.3.9.3. /proc/sys/kerne l/

Thisdirectorycontainsavarietyof differentcon�guration�les thatdirectlyaffect theoperationof the
kernel.Someof themostimportant�les include:

• acct — Controls the suspensionof processaccountingbasedon the percentageof free space
availableon the�le systemcontainingthelog. By default, the�le lookslike thefollowing:
4 2 30

The�rst valuedictatesthepercentageof freespacerequiredfor loggingto resume,while thesecond
valuesetsthe thresholdpercentageof freespacewhenlogging is suspended.The third valuesets
the interval, in seconds,that thekernelpolls the�le systemto seeif loggingshouldbesuspended
or resumed.

• cap-bound — Controlsthecapabilityboundingsettings,which providesa list of capabilitiesfor
any processon thesystem.If a capabilityis not listedhere,thenno process,no matterhow privi-
leged,cando it. Theideais to make thesystemmoresecureby ensuringthatcertainthingscannot
happen,at leastbeyondacertainpoint in thebootprocess.

For avalid list of valuesfor this virtual �le, referto thefollowing installeddocumentation:

/lib/modules/ < kernel-version > /build/include/linux/c apabilit y.h .

• ctrl-alt-del — Controlswhether[Ctrl]-[Alt]- [Delete] gracefully restartsthe computerusing
init (0) or forcesanimmediaterebootwithout syncingthedirty buffersto disk (1).

• domainname — Con�guresthesystemdomainname,suchasexample.com .

• exec-shield — Con�gurestheExecShieldfeatureof thekernel.ExecShieldprovidesprotection
againstcertaintypesof buffer over�ow attacks.

Therearetwo possiblevaluesfor this virtual �le:

• 0 — DisablesExecShield.

• 1 — EnablesExecShield.This is thedefault value.

Impor tant

If a system is running security-sensitive applications that were started while Exec Shield was
disabled, these applications must be restarted when Exec Shield is enabled in order for Exec
Shield to take effect.

• exec-shield-randomize — Enableslocationrandomizationof variousitemsin memory. This
helpsdeterpotentialattackers from locatingprogramsanddaemonsin memory. Eachtime a pro-
gramor daemonstarts,it is put into a differentmemorylocationeachtime, never in a staticor
absolutememoryaddress.

Therearetwo possiblevaluesfor this virtual �le:

• 0 — Disablesrandomizationof ExecShield.This maybeusefulfor applicationdebuggingpur-
poses.

• 1 — Enablesrandomizationof ExecShield.This is thedefault value.Note:Theexec-shield
�le mustalsobesetto 1 for exec-shield-randomize to beeffective.

• hostname — Con�guresthesystemhostname,suchaswww.example.com .
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• hotplug — Con�gurestheutility to beusedwhenacon�gurationchangeisdetectedby thesystem.
This is primarily usedwith USB andCardbus PCI. Thedefault valueof /sbin/hotplug should
not bechangedunlesstestinganew programto ful�ll this role.

• modprobe — Setsthe locationof the programusedto load kernelmodules.Thedefault valueis
/sbin/modprobe whichmeanskmod callsit to loadthemodulewhenakernelthreadcallskmod.

• msgmax — Setsthe maximumsizeof any messagesentfrom oneprocessto anotherand is set
to 8192 bytesby default. Be carefulwhenraising this value,asqueuedmessagesbetweenpro-
cessesarestoredin non-swappablekernelmemory. Any increasein msgmaxwould increaseRAM
requirementsfor thesystem.

• msgmnb— Setsthemaximumnumberof bytesin asinglemessagequeue.Thedefault is 16384 .

• msgmni — Setsthemaximumnumberof messagequeueidenti�ers. Thedefault is 16.

• osrelease — Lists theLinux kernelreleasenumber. This �le canonly bealteredby changingthe
kernelsourceandrecompiling.

• ostype — Displaysthe type of operatingsystem.By default, this �le is set to Linux , and this
valuecanonly bechangedby changingthekernelsourceandrecompiling.

• overflowgid andoverflowuid — De�nes the�x edgroupID anduserID, respectively, for use
with systemcallsonarchitecturesthatonly support16-bit groupanduserIDs.

• panic — De�nes thenumberof secondsthekernelpostponesrebootingwhenthesystemexperi-
encesa kernelpanic.By default, thevalueis setto 0, which disablesautomaticrebootingaftera
panic.

• printk — This�le controlsavarietyof settingsrelatedto printingor loggingerrormessages.Each
errormessagereportedby thekernelhasa loglevel associatedwith it thatde�nestheimportanceof
themessage.Theloglevel valuesbreakdown in thisorder:

• 0 — Kernelemergency. Thesystemis unusable.

• 1 — Kernelalert.Action mustbetakenimmediately.

• 2 — Conditionof thekernelis consideredcritical.

• 3 — Generalkernelerrorcondition.

• 4 — Generalkernelwarningcondition.

• 5 — Kernelnoticeof anormalbut signi�cant condition.

• 6 — Kernelinformationalmessage.

• 7 — Kerneldebug-level messages.

Fourvaluesarefoundin theprintk �le:
6 4 1 7

Eachof thesevaluesde�nesadifferentrule for dealingwith errormessages.The�rst value,called
theconsoleloglevel, de�nes the lowestpriority of messagesprintedto theconsole.(Notethat,the
lower thepriority, the higherthe loglevel number.) The secondvaluesetsthe default loglevel for
messageswithout an explicit loglevel attachedto them.The third valuesetsthe lowest possible
loglevel con�gurationfor theconsoleloglevel. Thelastvaluesetsthedefault valuefor theconsole
loglevel.

• random/ directory— Listsanumberof valuesrelatedto generatingrandomnumbersfor thekernel.

• rtsig-max — Con�guresthemaximumnumberof POSIXreal-timesignalsthatthesystemmay
have queuedat any onetime.Thedefault valueis 1024 .

• rtsig-nr — Lists thecurrentnumberof POSIXreal-timesignalsqueuedby thekernel.

• sem — Con�guressemaphore settingswithin the kernel.A semaphoreis a SystemV IPC object
that is usedto controlutilizationof aparticularprocess.
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• shmall — Setsthetotal amountof sharedmemorythatcanbeusedat onetime on thesystem,in
bytes.By default, thisvalueis 2097152 .

• shmmax— Setsthelargestsharedmemorysegmentsizeallowedby thekernel,in bytes.By default,
this valueis 33554432 . However, thekernelsupportsmuchlargervaluesthanthis.

• shmmni — Setsthemaximumnumberof sharedmemorysegmentsfor thewholesystem,in bytes.
By default, this valueis 4096

• sysrq — ActivatestheSystemRequestKey, if thisvalueis setto anythingotherthanzero(0), the
default.

TheSystemRequestKey allows immediateinput to thekernelthroughsimplekey combinations.
For example,the SystemRequestKey can be usedto immediatelyshut down or restarta sys-
tem, sync all mounted�le systems,or dump importantinformation to the console.To initiate a
SystemRequestKey, type [Alt]- [SysRq]-[< system request code > ]. Replace< system
request code > with oneof thefollowing systemrequestcodes:

• r — Disablesraw modefor thekeyboardandsetsit to XLATE (a limited keyboardmodewhich
doesnot recognizemodi�ers suchas[Alt], [Ctrl], or [Shift] for all keys).

• k — Kills all processesactive in a virtual console.Also calledSecure AccessKey (SAK), it is
oftenusedto verify thatthelogin promptis spawnedfrom init andnot a trojancopy designed
to captureusernamesandpasswords.

• b — Rebootsthekernelwithout �rst unmounting�le systemsor syncingdisksattachedto the
system.

• c — Crashesthesystemwithout �rst unmounting�le systemsor syncingdisksattachedto the
system.

• o — Shutsoff thesystem.

• s — Attemptsto syncdisksattachedto thesystem.

• u — Attemptsto unmountandremountall �le systemsasread-only.

• p — Outputsall �ags andregistersto theconsole.

• t — Outputsa list of processesto theconsole.

• m— Outputsmemorystatisticsto theconsole.

• 0 through9 — Setsthelog level for theconsole.

• e — Kills all processesexceptinit usingSIGTERM.

• i — Kills all processesexceptinit usingSIGKILL.

• l — Kills all processesusingSIGKILL (including init ). Thesystemis unusableafter issuing
thisSystemRequestKey code.

• h — Displayshelptext.

This featureis most bene�cial when using a developmentkernel or when experiencingsystem
freezes.

Caution

The System Request Key feature is considered a security risk because an unattended console
provides an attacker with access to the system. For this reason, it is turned off by default.

Referto /usr/share/doc/kernel-doc- < version > /Documentat ion/sysr q.txt for more
informationabouttheSystemRequestKey.

• sysrq-key — De�nes thekey codefor theSystemRequestKey (84 is thedefault).

• sysrq-sticky — De�nes whetherthe SystemRequestKey is a chordedkey combination.The
acceptedvaluesareasfollows:
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• 0 — [Alt]- [SysRq] and the systemrequestcodemust be pressedsimultaneously. This is the
default value.

• 1 — [Alt]- [SysRq]mustbepressedsimultaneously, but thesystemrequestcodecanbepressed
anytimebeforethenumberof secondsspeci�edin /proc/sys/kernel/sysrq-timer elapses.

• sysrq-timer — Speci�esthenumberof secondsallowedto passbeforethesystemrequestcode
mustbepressed.Thedefault valueis 10.

• tainted — Indicateswhetheranon-GPLmoduleis loaded.

• 0 — No non-GPLmodulesareloaded.

• 1 — At leastonemodulewithout aGPL license(includingmoduleswith no license)is loaded.

• 2 — At leastonemodulewasforce-loadedwith thecommandinsmod -f .

• threads-max — Setsthe maximumnumberof threadsto be usedby the kernel,with a default
valueof 2048 .

• version — Displaysthedateandtimethekernelwaslastcompiled.The�rst �eld in this�le, such
as#3, relatesto thenumberof timesakernelwasbuilt from thesourcebase.

5.3.9.4. /proc/sys/net/

This directorycontainssubdirectoriesconcerningvariousnetworking topics.Variouscon�gurations
at the time of kernel compilationmake different directoriesavailable here,suchas appletalk/ ,
ethernet/ , ipv4/ , ipx/ , andipv6/ . By alteringthe�les within thesedirectories,systemadminis-
tratorsareableto adjustthenetwork con�gurationona runningsystem.

Given thewide varietyof possiblenetworking optionsavailablewith Linux, only themostcommon
/proc/sys/net/ directoriesarediscussed.

The /proc/sys/net/core/ directorycontainsa varietyof settingsthatcontrol the interactionbe-
tweenthekernelandnetworking layers.Themostimportantof these�les are:

• message_burst — Setstheamountof time in tenthsof asecondrequiredto write anew warning
message.This settingis usedto mitigateDenialof Service(DoS) attacks.Thedefault settingis 50.

• message_cost — Setsacostonevery warningmessage.Thehigherthevalueof this �le (default
of 5), themorelikely thewarningmessageis ignored.Thissettingis usedto mitigateDoSattacks.

Theideaof aDoSattackis to bombardthetargetedsystemwith requeststhatgenerateerrorsand�ll
up disk partitionswith log �les or requireall of thesystem's resourcesto handletheerrorlogging.
The settingsin message_burst andmessage_cost aredesignedto be modi�ed basedon the
system's acceptablerisk versustheneedfor comprehensive logging.

• netdev_max_backlog — Setsthemaximumnumberof packetsallowedto queuewhenapartic-
ular interfacereceivespackets fasterthanthe kernelcanprocessthem.The default valuefor this
�le is 300 .

• optmem_max — Con�guresthemaximumancillarybuffer sizeallowedpersocket.

• rmem_default — Setsthereceive socket buffer default sizein bytes.

• rmem_max— Setsthereceive socket buffer maximumsizein bytes.

• wmem_default — Setsthesendsocket buffer default sizein bytes.

• wmem_max— Setsthesendsocket buffer maximumsizein bytes.
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The /proc/sys/net/ipv4/ directorycontainsadditionalnetworking settings.Many of theseset-
tings,usedin conjunctionwith oneanother, areusefulin preventingattackson the systemor when
usingthesystemto actasa router.

Caution

An erroneous change to these �les may affect remote connectivity to the system.

Thefollowing is a list of someof themoreimportant�les within the /proc/sys/net/ipv4/ direc-
tory:

• icmp_destunreach_rate , icmp_echoreply_rate , icmp_paramprob_rate , and
icmp_timeexeed_rate — Set the maximumICMP sendpacket rate, in 1/100of a second,to
hostsundercertainconditions.A settingof 0 removesany delayandis not agoodidea.

• icmp_echo_ignore_all andicmp_echo_ignore_broadcasts — Allowsthekernelto ignore
ICMP ECHOpackets from every hostor only thoseoriginatingfrom broadcastandmulticastad-
dresses,respectively. A value of 0 allows the kernel to respond,while a value of 1 ignoresthe
packets.

• ip_default_ttl — SetsthedefaultTimeToLive(TTL), whichlimits thenumberof hopsapacket
maymake beforereachingits destination.Increasingthisvaluecandiminishsystemperformance.

• ip_forward — Permitsinterfaceson thesystemto forwardpacketsto oneother. By default, this
�le is setto 0. Settingthis �le to 1 enablesnetwork packet forwarding.

• ip_local_port_range — Speci�estherangeof portsto beusedby TCPor UDP whena local
port is needed.The�rst numberis the lowestport to beusedandthesecondnumberspeci�esthe
highestport. Any systemsthatexpectto requiremoreportsthanthe default 1024to 4999should
usea rangefrom 32768to 61000.

• tcp_syn_retries — Providesa limit on the numberof times the systemre-transmitsa SYN
packet whenattemptingto make aconnection.

• tcp_retries1 — Setsthenumberof permittedre-transmissionsattemptingto answeranincom-
ing connection.Default of 3.

• tcp_retries2 — Setsthenumberof permittedre-transmissionsof TCPpackets.Default of 15.

The

/usr/share/doc/kernel-do c- < ve rsio n> /D ocument atio n/ne two rkin g/
ip-sysctl.txt

�le containsacompletelist of �les andoptionsavailablein the /proc/sys/net/ipv4/ directory.

A numberof otherdirectoriesexist within the /proc/sys/net/ipv4/ directoryandeachcoversa
differentaspectof thenetwork stack.The /proc/sys/net/ipv4/conf/ directoryallows eachsys-
teminterfaceto becon�guredin differentways,includingtheuseof default settingsfor uncon�gured
devices(in the /proc/sys/net/ipv4/conf/default/ subdirectory)andsettingsthatoverrideall
specialcon�gurations(in the /proc/sys/net/ipv4/conf/all/ subdirectory).

The /proc/sys/net/ipv4/neigh/ directorycontainssettingsfor communicatingwith a hostdi-
rectly connectedto the system(calleda network neighbor)andalsocontainsdifferent settingsfor
systemsmorethanonehopaway.

Routingover IPV4 alsohasits own directory, /proc/sys/net/ipv4/route/ . Unlike conf/ and
neigh/ , the /proc/sys/net/ipv4/route/ directory containsspeci�cationsthat apply to rout-
ing with any interfaceson thesystem.Many of thesesettings,suchasmax_size , max_delay , and
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min_delay , relateto controlling thesizeof theroutingcache.To cleartheroutingcache,write any
valueto the flush �le.

Additional informationaboutthesedirectoriesandthepossiblevaluesfor their con�guration�les can
befoundin:

/usr/share/doc/kernel-do c- < ve rsio n> /D ocument atio n/fi les yste ms/ proc .txt

5.3.9.5. /proc/sys/vm/

Thisdirectoryfacilitatesthecon�gurationof theLinux kernel's virtual memory(VM) subsystem.The
kernelmakesextensive andintelligentuseof virtual memory, which is commonlyreferredto asswap
space.

Thefollowing �les arecommonlyfoundin the /proc/sys/vm/ directory:

• block_dump — Con�guresblock I/O debuggingwhenenabled.All read/writeandblock dirty-
ing operationsdoneto �les areloggedaccordingly. This canbeusefulif diagnosingdisk spinup
andspin downs for laptopbatteryconservation. All outputwhenblock_dump is enabledcanbe
retrievedvia dmesg. Thedefault valueis 0.

Tip

If block_dump is enabled at the same time as kernel debugging, it is prudent to stop the klogd
daemon, as it generates erroneous disk activity caused by block_dump .

• dirty_background_ratio — Startsbackgroundwritebackof dirty dataat this percentageof
total memory, via apd�ush daemon.Thedefault valueis 10.

• dirty_expire_centisecs — De�nes whendirty in-memorydatais old enoughto be eligible
for writeout.Datawhich hasbeendirty in-memoryfor longerthanthis interval is written out next
time apd�ush daemonwakesup.Thedefault valueis 3000 , expressedin hundredthsof asecond.

• dirty_ratio — Startsactive writebackof dirty dataat this percentageof total memoryfor the
generatorof dirty data,via pd�ush. Thedefault valueis 40.

• dirty_writeback_centisecs — De�nes theinterval betweenpd�ush daemonwakeups,which
periodicallywrites dirty in-memorydataout to disk. The default valueis 500 , expressedin hun-
dredthsof asecond.

• laptop_mode — Minimizes the numberof times that a harddisk needsto spin up by keeping
the disk spundown for as long aspossible,thereforeconservingbatterypower on laptops.This
increasesef�ciency by combiningall futureI/O processestogether, reducingthefrequency of spin
ups.Thedefault valueis 0, but is automaticallyenabledin caseabatteryona laptopis used.

This valueis controlledautomaticallyby the acpiddaemononcea useris noti�ed batterypower
is enabled.No usermodi�cations or interactionsare necessaryif the laptop supportsthe ACPI
(AdvancedCon�gurationandPower Interface)speci�cation.

For moreinformation,referto thefollowing installeddocumentation:

/usr/share/doc/kernel-doc- < version > /Documentation/l aptop-mo de.txt

• lower_zone_protection — Determineshow aggressive thekernelis in defendinglower mem-
ory allocation zones.This is effective when utilized with machinescon�gured with highmem
memoryspaceenabled.The default value is 0, no protectionat all. All other integer valuesare
in megabytes,andlowmem memoryis thereforeprotectedfrom beingallocatedby users.

For moreinformation,referto thefollowing installeddocumentation:
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/usr/share/doc/kernel-doc- < version > /Documentation/f ilesyste ms/proc .txt

• max_map_count — Con�guresthemaximumnumberof memorymapareasa processmayhave.
In mostcases,thedefault valueof 65536 is appropriate.

• min_free_kbytes — ForcestheLinux VM (virtual memorymanager)to keepaminimumnum-
berof kilobytesfree.TheVM usesthis numberto computea pages_min valuefor eachlowmem
zonein thesystem.Thedefault valueis in respectto thetotal memoryon themachine.

• nr_hugepages — Indicatesthecurrentnumberof con�guredhugetlb pagesin thekernel.

For moreinformation,referto thefollowing installeddocumentation:

/usr/share/doc/kernel-doc- < version > /Documentation/v m/hugetl bpage.t xt

• nr_pdflush_threads — Indicatesthe numberof pd�ush daemonsthat arecurrently running.
This �le is read-only, andshouldnot be changedby the user. Underheavy I/O loads,the default
valueof two is increasedby thekernel.

• overcommit_memory — Con�gures the conditionsunderwhich a large memoryrequestis ac-
ceptedor denied.Thefollowing threemodesareavailable:

• 0 — Thekernelperformsheuristicmemoryover commithandlingby estimatingtheamountof
memoryavailableandfailing requeststhat areblatantly invalid. Unfortunately, sincememory
is allocatedusinga heuristicratherthana precisealgorithm,this settingcansometimesallow
availablememoryon thesystemto beoverloaded.This is thedefault setting.

• 1 — Thekernelperformsnomemoryovercommithandling.Underthissetting,thepotentialfor
memoryoverloadis increased,but so is performancefor memoryintensive tasks(suchasthose
executedby somescienti�c software).

• 2 — Thekernelfails requestsfor memorythataddup to all of swapplus thepercentof physi-
cal RAM speci�ed in /proc/sys/vm/overcommit_ratio . This settingis bestfor thosewho
desirelessrisk of memoryovercommitment.

Note

This setting is only recommended for systems with swap areas larger than physical memory.

• overcommit_ratio — Speci�es the percentage of physical RAM considered when
/proc/sys/vm/overcommit_memory is setto 2. Thedefault valueis 50.

• page-cluster — Setsthenumberof pagesreadin asingleattempt.Thedefaultvalueof 3, which
actuallyrelatesto 16pages,is appropriatefor mostsystems.

• swappiness — Determineshow mucha machineshouldswap. The higherthe value,the more
swappingoccurs.Thedefault value,asapercentage,is setto 60.

All kernel-baseddocumentationcanbefoundin thefollowing locally installedlocation:

/usr/share/doc/kernel-doc- < version > /Documentatio n/ , which contains additional
information.

5.3.10. /proc/sysvipc/

ThisdirectorycontainsinformationaboutSystemV IPCresources.The�les in thisdirectoryrelateto
SystemV IPCcallsfor messages(msg), semaphores(sem), andsharedmemory(shm).
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5.3.11. /proc/tty/

This directorycontainsinformationabouttheavailableandcurrentlyusedtty deviceson thesystem.
Originally calledteletypedevices, any character-baseddataterminalsarecalledtty devices.

In Linux, therearethreedifferentkindsof tty devices.Serialdevicesareusedwith serialconnections,
suchasoveramodemor usingaserialcable.Virtual terminalscreatethecommonconsoleconnection,
suchasthevirtual consolesavailablewhenpressing[Alt]- [< F-key> ] at thesystemconsole.Pseudo
terminalscreatea two-way communicationthat is usedby somehigher level applications,suchas
XFree86.Thedrivers �le is a list of thecurrenttty devicesin use,asin thefollowing example:

serial /dev/cua 5 64-127 serial:callou t
serial /dev/ttyS 4 64-127 serial
pty_slave /dev/pts 136 0-255 pty:slave
pty_master /dev/ptm 128 0-255 pty:master
pty_slave /dev/ttyp 3 0-255 pty:slave
pty_master /dev/pty 2 0-255 pty:master
/dev/vc/0 /dev/vc/0 4 0 system:vtmast er
/dev/ptmx /dev/ptmx 5 2 system
/dev/console /dev/console 5 1 system:consol e
/dev/tty /dev/tty 5 0 system:/dev/t ty
unknown /dev/vc/%d 4 1-63 console

The /proc/tty/driver/serial �le lists the usagestatisticsandstatusof eachof the serial tty
lines.

In orderfor tty devicesto beusedasnetwork devices,theLinux kernelenforcesline disciplineon the
device. This allows thedriver to placea speci�c typeof headerwith every block of datatransmitted
over thedevice,makingit possiblefor theremoteendof theconnectionto ablockof dataasjust one
in a streamof datablocks.SLIP andPPParecommonline disciplines,andeacharecommonlyused
to connectsystemsto oneotherover aseriallink.

Registeredline disciplinesarestoredin the ldiscs �le, andmoredetailedinformationis available
within the ldisc/ directory.

5.4. Using the sysctl Command
The /sbin/sysctl commandis usedto view, set,andautomatekernelsettingsin the /proc/sys/
directory.

For a quick overview of all settings con�gurable in the /proc/sys/ directory, type the
/sbin/sysctl -a commandas root. This createsa large, comprehensive list, a small portion of
which lookssomethinglike thefollowing:

net.ipv4.rout e. mi n_delay = 2
kernel.sysrq = 0
kernel.sem = 250 32000 32 128

This is thesameinformationseenif eachof the �les wereviewed individually. Theonly difference
is the �le location.For example,the /proc/sys/net/ipv4/route/min_delay �le is listed as
net.ipv4.route.min_delay , with thedirectoryslashesreplacedby dotsandthe proc.sys por-
tion assumed.

The sysctl commandcan be used in place of echo to assignvalues to writable �les in the
/proc/sys/ directory. For example,insteadof usingthecommand

echo 1 > /proc/sys/kerne l/ sy sr q
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usetheequivalentsysctl commandasfollows:

sysctl -w kernel.sysrq=" 1"
kernel.sysrq = 1

While quickly settingsinglevalueslike this in /proc/sys/ is helpful during testing,this method
doesnot work aswell on a productionsystemasspecialsettingswithin /proc/sys/ arelost when
themachineis rebooted.To preserve customsettings,addthemto the /etc/sysctl.conf �le.

Eachtime thesystemboots,the init programrunsthe /etc/rc.d/rc.sysinit script.Thisscript
containsa commandto executesysctl using /etc/sysctl.conf to determinethe valuespassed
to the kernel.Any valuesaddedto /etc/sysctl.conf thereforetake effect eachtime the system
boots.

5.5. Additional Resour ces
Below areadditionalsourcesof informationaboutproc �le system.

5.5.1. Installed Documentation
Someof thebestdocumentationabouttheproc �le systemis installedon thesystemby default.

• /usr/share/doc/kernel-doc- < version > /Documentation/f ilesyste ms/proc .txt
— Containsassorted,but limited, informationaboutall aspectsof the /proc/ directory.

• /usr/share/doc/kernel-doc- < version > /Documentation/s ysrq.txt — An overview
of SystemRequestKey options.

• /usr/share/doc/kernel-doc- < version > /Documentation/s ysctl/ — A directorycon-
tainingavarietyof sysctl tips,includingmodifyingvaluesthatconcernthekernel(kernel.txt ),
accessing�le systems(fs.txt ), andvirtual memoryuse(vm.txt ).

• /usr/share/doc/kernel-doc- < version > /Documentation/n etworkin g/ip-sy sctl.txt
— A detailedoverview of IP networking options.

5.5.2. Useful Websites

• http://www.linuxhq.com/— This websitemaintainsa completedatabaseof source,patches,and
documentationfor variousversionsof theLinux kernel.



Chapter 6.
Users and Groups

Thecontrolof usersandgroupsis acoreelementof RedHatEnterpriseLinux systemadministration.

Users can be either people,meaningaccountstied to physicalusers,or accountswhich exist for
speci�c applicationsto use.

Groupsare logical expressionsof organization,tying userstogetherfor a commonpurpose.Users
within agroupcanread,write, or execute�les ownedby thatgroup.

Eachuserandgrouphasauniquenumericalidenti�cation numbercalleda userid(UID) andagroupid
(GID) respectively.

A userwho createsa �le is alsotheownerandgroupownerof that �le. The�le is assignedseparate
read,write, andexecutepermissionsfor theowner, thegroup,andeveryoneelse.The�le ownercan
bechangedonly by theroot useraswell asaccesspermissionscanbechangedby boththeroot user
andtheownerof the�le.

RedHat EnterpriseLinux supportsaccesscontrol lists (ACLs) for �les anddirectorieswhich allow
permissionsfor speci�c usersoutsideof theownerto beset.For moreinformationaboutusingACLs,
referto thechaptertitled AccessControl Listsin theRedHat EnterpriseLinuxSystemAdministration
Guide.

Propermanagementof usersandgroupsaswell astheeffective managementof �le permissionsare
amongthemostimportanttasksasystemadministratorundertakes.For adetailedlook atstrategiesfor
managingusersandgroups,referto thechaptertitled Managing UserAccountsandResourceAccess
in theRedHat EnterpriseLinux Introductionto SystemAdministration guide.

6.1. User and Group Management Tools
Managingusersandgroupscanbea tedioustask,but RedHat EnterpriseLinux providestools and
conventionsto make theirmanagementeasier.

The easiestway to manageusersandgroupsis throughthe graphicalapplication,User Manager
(system-config-users ). For moreinformationon User Manager, referto thechaptertitled User
andGroupCon�guration in theRedHat EnterpriseLinuxSystemAdministration Guide.

Thefollowing commandline toolscanalsobeusedto manageusersandgroups:

• useradd , usermod , anduserdel — Industry-standardmethodsof adding,deletingandmodify-
ing useraccounts.

• groupadd , groupmod , andgroupdel — Industry-standardmethodsof adding,deleting,andmod-
ifying usergroups.

• gpasswd — Industry-standardmethodof administeringthe /etc/group �le.

• pwck , grpck — Toolsusedfor theveri�cation of thepassword,group,andassociatedshadow �les.

• pwconv , pwunconv — Toolsusedfor theconversionof passwordsto shadow passwordsandback
to standardpasswords.

For anoverview of usersandgroupmanagement,referto theRedHat EnterpriseLinux Introduction
to SystemAdministration. For a detailedlook at commandline tools for managingusersandgroups,
seethechaptertitled UserandGroupCon�guration in theRedHat EnterpriseLinux SystemAdmin-
istration Guide.
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6.2. Standar d Users
Table6-1 lists thestandarduserscon�gured in the /etc/passwd �le by anEverything installation.
The groupid(GID) in this tableis the primary group for the user. SeeSection6.3Standard Groups
for a listing of standardgroups.

User UID GID Home Director y Shell

root 0 0 /root /bin/bash

bin 1 1 /bin /sbin/nologin

daemon 2 2 /sbin /sbin/nologin

adm 3 4 /var/adm /sbin/nologin

lp 4 7 /var/spool/lpd /sbin/nologin

sync 5 0 /sbin /bin/sync

shutdown 6 0 /sbin /sbin/shutdown

halt 7 0 /sbin /sbin/halt

mail 8 12 /var/spool/mail /sbin/nologin

news 9 13 /etc/news

uucp 10 14 /var/spool/uucp /sbin/nologin

operator 11 0 /root /sbin/nologin

games 12 100 /usr/games /sbin/nologin

gopher 13 30 /var/gopher /sbin/nologin

ftp 14 50 /var/ftp /sbin/nologin

nobody 99 99 / /sbin/nologin

rpm 37 37 /var/lib/rpm /sbin/nologin

vcsa 69 69 /dev /sbin/nologin

dbus 81 81 / /sbin/nologin

ntp 38 38 /etc/ntp /sbin/nologin

canna 39 39 /var/lib/canna /sbin/nologin

nscd 28 28 / /sbin/nologin

rpc 32 32 / /sbin/nologin

post�x 89 89 /var/spool/postfix /sbin/nologin

mailman 41 41 /var/mailman /sbin/nologin

named 25 25 /var/named /bin/false

amanda 33 6 var/lib/amanda/ /bin/bash

postgres 26 26 /var/lib/pgsql /bin/bash

exim 93 93 /var/spool/exim /sbin/nologin

sshd 74 74 /var/empty/sshd /sbin/nologin
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User UID GID Home Director y Shell

rpcuser 29 29 /var/lib/nfs /sbin/nologin

nsfnobody 65534 65534 /var/lib/nfs /sbin/nologin

pvm 24 24 /usr/share/pvm3 /bin/bash

apache 48 48 /var/www /sbin/nologin

xfs 43 43 /etc/X11/fs /sbin/nologin

gdm 42 42 /var/gdm /sbin/nologin

htt 100 101 /usr/lib/im /sbin/nologin

mysql 27 27 /var/lib/mysql /bin/bash

webalizer 67 67 /var/www/usage /sbin/nologin

mailnull 47 47 /var/spool/mqueue /sbin/nologin

smmsp 51 51 /var/spool/mqueue /sbin/nologin

squid 23 23 /var/spool/squid /sbin/nologin

ldap 55 55 /var/lib/ldap /bin/false

netdump 34 34 /var/crash /bin/bash

pcap 77 77 /var/arpwatch /sbin/nologin

radiusd 95 95 / /bin/false

radvd 75 75 / /sbin/nologin

quagga 92 92 /var/run/quagga /sbin/login

wnn 49 49 /var/lib/wnn /sbin/nologin

dovecot 97 97 /usr/libexec/dovecot /sbin/nologin

Table 6-1.Standard Users

6.3. Standar d Groups
Table6-2 lists thestandardgroupscon�guredby anEverything installation.Groupsarestoredin the
/etc/group �le.

Group GID Member s

root 0 root

bin 1 root,bin, daemon

daemon 2 root,bin, daemon

sys 3 root,bin, adm

adm 4 root,adm,daemon

tty 5

disk 6 root
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Group GID Member s

lp 7 daemon,lp

mem 8

kmem 9

wheel 10 root

mail 12 mail, post�x, exim

news 13 news

uucp 14 uucp

man 15

games 20

gopher 30

dip 40

ftp 50

lock 54

nobody 99

users 100

rpm 37

utmp 22

�oppy 19

vcsa 69

dbus 81

ntp 38

canna 39

nscd 28

rpc 32

postdrop 90

post�x 89

mailman 41

exim 93

named 25

postgres 26

sshd 74

rpcuser 29

nfsnobody 65534

pvm 24

apache 48
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Group GID Member s

xfs 43

gdm 42

htt 101

mysql 27

webalizer 67

mailnull 47

smmsp 51

squid 23

ldap 55

netdump 34

pcap 77

quaggavt 102

quagga 92

radvd 75

slocate 21

wnn 49

dovecot 97

radiusd 95

Table 6-2.Standard Groups

6.4. User Priv ate Groups
RedHatEnterpriseLinux usesauserprivategroup(UPG) scheme,whichmakesUNIX groupseasier
to manage.

A UPGis createdwhenever anew useris addedto thesystem.A UPGhasthesamenameastheuser
for which it wascreatedandthatuseris theonly memberof theUPG.

UPGsmake it safeto setdefault permissionsfor a newly created�le or directorywhich allow both
theuserandthatuser's groupto make modi�cationsto the�le or directory.

Thesettingwhichdetermineswhatpermissionsareappliedto anewly created�le or directoryiscalled
a umaskandis con�gured in the /etc/bashrc �le. Traditionally on UNIX systems,the umask is
setto 022 , whichallows only theuserwhocreatedthe�le or directoryto make modi�cations.Under
this scheme,all otherusers,includingmembers of the creator's group, arenot allowed to make any
modi�cations.However, undertheUPGscheme,this "groupprotection"is not necessarysinceevery
userhastheir own privategroup.

6.4.1. Group Directories
Many IT organizationslike to createa groupfor eachmajor projectandthenassignpeopleto the
groupif they needto accessthatproject's �les. Usingthis traditionalscheme,managing�les hasbeen
dif�cult; whensomeonecreatesa �le, it is associatedwith theprimary groupto which they belong.
Whenasinglepersonworksonmultipleprojects,it is dif�cult to associatetheright �les with theright
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group.Using theUPGscheme,however, groupsareautomaticallyassignedto �les createdwithin a
directorywith thesetgidbit set.Thesetgidbit makesmanaginggroupprojectsthatsharea common
directoryvery simplebecauseany �les a usercreateswithin the directoryareownedby the group
whichownsthedirectory.

Lets say, for example,thata groupof peoplework on �les in the /usr/lib/emacs/site-lisp/
directory. Somepeoplearetrustedto modify thedirectory, but certainlynot everyoneis trusted.First
createanemacs group,asin thefollowing command:

/usr/sbin/groupadd emacs

To associatethecontentsof thedirectorywith theemacs group,type:

chown -R root.emacs /usr/lib/emacs/site-lisp

Now, it is possibleto addtheproperusersto thegroupwith thegpasswd command:

/usr/bin/gpasswd -a < username > emacs

To allow usersto create�les within thedirectory, usethefollowing command:

chmod 775 /usr/lib/emacs/site-lisp

Whena usercreatesa new �le, it is assignedthegroupof theuser's default privategroup.Next, set
the setgidbit, which assignseverything createdin the directory the samegrouppermissionas the
directoryitself (emacs). Usethefollowing command:

chmod 2775 /usr/lib/emacs/site-lisp

At this point, becauseeachuser's default umaskis 002,all membersof the emacs groupcancreate
andedit �les in the /usr/lib/emacs/site-lisp/ directorywithout the administratorhaving to
change�le permissionsevery time userswrite new �les.

6.5. Shado w Passwords
In multiuser environments it is very important to use shadow passwords (provided by the
shadow-utils package).Doing so enhancesthe securityof systemauthentication�les. For this
reason,theinstallationprogramenablesshadow passwordsby default.

The following lists the advantagespf shadow passwords have over the traditional way of storing
passwordsonUNIX-basedsystems:

• Improves system security by moving encrypted password hashesfrom the world-readable
/etc/passwd �le to /etc/shadow , which is readableonly by therootuser.

• Storesinformationaboutpassword aging.

• Allows theusethe /etc/login.defs �le to enforcesecuritypolicies.

Most utilities provided by the shadow-utils packagework properly whether or not shadow
passwords are enabled.However, since password aging information is storedexclusively in the
/etc/shadow �le, any commandswhichcreateor modify password aginginformationdonotwork.

Thefollowing is a list of commandswhichdonot work without �rst enablingshadow passwords:

• chage

• gpasswd
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• /usr/sbin/usermod -e or -f options

• /usr/sbin/useradd -e or -f options

6.6. Additional Resour ces
For moreinformationaboutusersandgroups,andtools to managethem,refer to the following re-
sources.

6.6.1. Installed Documentation

• Relatedmanpages— Therearea numberof manpagesfor thevariousapplicationsandcon�gu-
ration�les involvedwith managingusersandgroups.Someof themoreimportantmanpageshave
beenlistedhere:

UserandGroupAdministrative Applications

• man chage — A commandto modify password agingpoliciesandaccountexpiration.

• man gpasswd — A commandto administerthe /etc/group �le.

• man groupadd — A commandto addgroups.

• man grpck — A commandto verify the /etc/group �le.

• man groupdel — A commandto remove groups.

• man groupmod — A commandto modify groupmembership.

• man pwck — A commandto verify the /etc/passwd and/etc/shadow �les.

• man pwconv — A tool to convert standardpasswordsto shadow passwords.

• man pwunconv — A tool to convert shadow passwordsto standardpasswords.

• man useradd — A commandto addusers.

• man userdel — A commandto remove users.

• man usermod — A commandto modify users.

Con�gurationFiles

• man 5 group — The�le containinggroupinformationfor thesystem.

• man 5 passwd — The�le containinguserinformationfor thesystem.

• man 5 shadow — The �le containingpasswordsandaccountexpiration informationfor
thesystem.
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6.6.2. Related Books

• RedHat EnterpriseLinux Introductionto SystemAdministration; RedHat,Inc. — Thiscompanion
manualprovidesan overview of conceptsand techniquesof systemadministration.The chapter
titled Managing UserAccountsandResourceAccesshasgreatinformationpertainingto userand
groupaccountmanagement.

• RedHat EnterpriseLinux SystemAdministration Guide; RedHat, Inc. — This companionmanual
containsmoreinformationonmanagingusersandgroupsaswell asadvancedpermissioncon�gu-
rationusingACLs. Referto thechapterstitled UserandGroupCon�guration andAccessControl
Listsfor details.

• RedHat EnterpriseLinux SecurityGuide; Red Hat, Inc. — This companionmanualprovides
security-relatedaspectsof useraccounts,namelychoosingstrongpasswords.
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While theheartof RedHat EnterpriseLinux is thekernel,for many users,thefaceof theoperating
systemis thegraphicalenvironmentprovidedby theX WindowSystem, alsocalledX.

Variouswindowing environmentshave existedin the UNIX™ world for decades,predatingmany of
thecurrentmainstreamoperatingsystems.Throughtheyears,X hasbecomethedominantgraphical
environmentfor UNIX-lik e operatingsystems.

Thegraphicalenvironmentfor RedHatEnterpriseLinux is suppliedby theX.OrgFoundation, anopen
sourceconsortiumcreatedto managedevelopmentandstrategy for theX Window Systemandrelated
technologies.X.Org is a large scale,rapidly developingprojectwith hundredsof developersaround
theworld. It featuresawidedegreeof supportfor avarietyof hardwaredevicesandarchitectures,and
canrunonavarietyof differentoperatingsystemsandplatforms.This releasefor RedHatEnterprise
Linux speci�cally includestheX11R6.8releaseof theX Window System.

The X Window Systemusesa client-server architecture.The X server(the Xorg binary) listensfor
connectionsfrom X client applicationsvia anetwork or local loopbackinterface.Theserver commu-
nicateswith thehardware,suchasthevideocard,monitor, keyboard,andmouse.X clientapplications
exist in theuser-space,creatingagraphicaluserinterface(GUI) for theuserandpassinguserrequests
to theX server.

7.1. The X11R6.8 Release
RedHat EnterpriseLinux 4 usestheX11R6.8releaseasthebaseX Window System,which includes
many cutting edgeX.Org technologyenhancements,suchas3D hardwareaccelerationsupport,the
XRenderextensionfor anti-aliasedfonts, a modulardriver-baseddesign,and supportfor modern
videohardwareandinputdevices.

Impor tant

Red Hat Enterprise Linux no longer provides the XFree86™ server packages. Before upgrading to
the latest version of Red Hat Enterprise Linux, be sure that the video card is compatible with
the X11R6.8 release by checking the Red Hat Hardware Compatibility List located online at
http://hardware.redhat.com/.

The�les relatedto theX11R6.8releaseresideprimarily in two locations:

/usr/X11R6/

ContainsX serverandsomeclientapplications,aswell asX header�les, libraries,modules,and
documentation.

/etc/X11/

Containscon�guration �les for X client and server applications.This includescon�guration
�les for the X server itself, the fs font server, the X displaymanagers,andmany otherbase
components.

It is importantto notethatthecon�guration�le for thenewerFontcon�g-basedfont architecture
is /etc/fonts/fonts.conf (which obsoletesthe /etc/X11/XftConfig �le). For moreon
con�guring andaddingfonts,referto Section7.4Fonts.
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Becausethe X server performsadvancedtaskson a wide array of hardware, it requiresdetailed
con�guration. The installation program installs and con�gures X automatically, unless the
X11R6.8releasepackagesarenot selectedfor installation.However, if the monitor or video card
changes,X must to be recon�gured.The bestway to do this is to usethe X Con�guration Tool
(system-config-display ).

To starttheX Con�guration Tool while in anactive X session,goto theMain Menu Button (onthe
Panel)=> SystemSettings=> Display. After usingtheX Con�guration Tool duringanX session,
changestakeseffectafterloggingoutandloggingbackin. For moreaboutusingtheX Con�guration
Tool, refer to the chaptertitled X Window SystemCon�guration in the RedHat EnterpriseLinux
SystemAdministration Guide.

In some situations,recon�guring the X server may require manually editing its con�guration
�le, /etc/X11/xorg.conf . For information about the structure of this �le, refer to
Section7.3X ServerCon�guration Files.

7.2. Desktop Envir onments and Windo w Managers
Oncean X server is running,X client applicationscanconnectto it andcreatea GUI for the user.
A rangeof GUIs are possiblewith Red Hat EnterpriseLinux, from the rudimentaryTab Window
Manager to the highly developedandinteractive GNOMEdesktopenvironmentthat mostRedHat
EnterpriseLinux usersarefamiliar with.

To createthe latter, moreadvancedGUI, two main classesof X client applicationsmustconnectto
theX server: a desktopenvironmentanda windowmanager.

7.2.1. Desktop Envir onments
A desktopenvironmentbringstogetherassortedX clientswhich,whenusedtogether, createacommon
graphicaluserenvironmentanddevelopmentplatform.

Desktopenvironmentshaveadvancedfeaturesallowing X clientsandotherrunningprocessesto com-
municatewith oneanother, while alsoallowing all applicationswrittento work in thatenvironmentto
performadvancedtasks,suchasdraganddropoperations.

RedHat EnterpriseLinux providestwo desktopenvironments:

• GNOME— Thedefault desktopenvironmentfor RedHat EnterpriseLinux basedon theGTK+ 2
graphicaltoolkit.

• KDE — An alternative desktopenvironmentbasedon theQt 3 graphicaltoolkit.

Both GNOME andKDE have advancedproductivity applications,suchasword processors,spread-
sheets,andWebbrowsers,andprovide toolsto customizethelook andfeel of theGUI. Additionally,
if both theGTK+ 2 andtheQt librariesarepresent,KDE applicationscanrun in GNOME andvisa
versa.

7.2.2. Windo w Managers
Windowmanagers areX client programswhich areeitherpartof a desktopenvironmentor, in some
cases,standalone.Their primarypurposeis to control theway graphicalwindows arepositioned,re-
sized,or moved.Window managersalsocontroltitle bars,window focusbehavior, anduser-speci�ed
key andmousebuttonbindings.

Fourwindow managersareincludedwith RedHat EnterpriseLinux:
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• kwin — The KWin window manageris the default window managerfor KDE. It is an ef�cient
window managerwhichsupportscustomthemes.

• metacity — TheMetacitywindow manageris thedefault window managerfor GNOME. It is a
simpleandef�cient window managerwhichsupportscustomthemes.

• mwm— TheMotif window manageris abasic,standalonewindow manager. Sinceit is designedto
beastandalonewindow manager, it shouldnotbeusedin conjunctionwith GNOMEor KDE.

• twm — The minimalist Tab Window Manager, which provides the mostbasictool setof any of
thewindow managersandcanbeusedeitherasa standaloneor with a desktopenvironment.It is
installedaspartof theX11R6.8release.

These window managerscan be run without desktop environments to gain a better senseof
their differences.To do this, type the xinit -e < path-to-window-manager > command,
where < path-to-window-manager > is the location of the window manager binary
�le. The binary �le can be found by typing which < window-manager-name > , where
< window-manager-name > is thenameof thewindow manageryou arequerying.

7.3. X Server Con�guration Files
The X server is a single binary executable(/usr/X11R6/bin/Xorg ) that dynamicallyloadsany
necessaryX server modulesat runtimefrom the /usr/X11R6/lib/modules/ directory. Someof
thesemodulesareautomaticallyloadedby theserver, while othersareoptionalandmustbespeci�ed
in theX server con�guration�le.

TheX serverandassociatedcon�guration�les arestoredin the /etc/X11/ directory. Thecon�gura-
tion �le for theX server is /etc/X11/xorg.conf . WhenRedHat EnterpriseLinux is installed,the
con�guration�les for X arecreatedusinginformationgatheredaboutthesystemhardwareduringthe
installationprocess.

7.3.1. xorg.conf

While thereis rarelyaneedto manuallyeditthe/etc/X11/xorg.conf �le, it is usefulto understand
thevarioussectionsandoptionalparametersavailable,especiallywhentroubleshooting.

7.3.1.1. The Structure

The /etc/X11/xorg.conf �le is comprisedof many differentsectionswhich addressspeci�c as-
pectsof thesystemhardware.

Eachsectionbegins with a Section " < section-name > " line (where< section-name > is
the title for the section)andendswith an EndSection line. Within eachof the sectionsare lines
containingoptionnamesandat leastoneoptionvalue,sometimessurroundedwith doublequotes(" ).

Linesbeginningwith a hashmark (#) arenot readby theX server andareusedfor human-readable
comments.

Someoptionswithin the /etc/X11/xorg.conf �le acceptabooleanswitchwhich turnsthefeature
onor off. Acceptablebooleanvaluesare:

• 1, on, true , or yes — Turnstheoptionon.

• 0, off , false , or no — Turnstheoptionoff.

Thefollowing aresomeof themoreimportantsectionsin theorderin which they appearin a typical
/etc/X11/xorg.conf �le. More detailedinformationabouttheX server con�guration �le canbe
foundin thexorg.conf manpage.
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7.3.1.2. ServerFlags

The optional ServerFlags sectioncontainsmiscellaneousglobal X server settings.Any settings
in this section may be overridden by options placed in the ServerLayout section (refer to
Section7.3.1.3ServerLayout for details).

Eachentry within the ServerFlags sectionis on its own line and begins with the term Option
followedby anoptionenclosedin doublequotationmarks(" ).

Thefollowing is asampleServerFlags section:

Section "ServerFlags"
Option "DontZap" "true"

EndSection

Thefollowing lists someof themostusefuloptions:

• "DontZap" " < boolean > " — Whenthe valueof < boolean > is setto true, this settingpre-
vents the useof the [Ctrl]-[Alt]- [Backspace]key combinationto immediatelyterminatethe X
server.

• "DontZoom" " < boolean > " — Whenthevalueof < boolean > is setto true,this settingpre-
ventscycling throughcon�guredvideoresolutionsusingthe[Ctrl]-[Alt]- [Keypad-Plus]and[Ctrl]-
[Alt]- [Keypad-Minus]key combinations.

7.3.1.3. ServerLayout

TheServerLayout sectionbindstogetherthe input andoutputdevicescontrolledby the X server.
At aminimum,thissectionmustspecifyoneoutputdevice andat leasttwo inputdevices(akeyboard
andamouse).

Thefollowing exampleillustratesa typical ServerLayout section:

Section "ServerLayout"
Identifier "Default Layout"
Screen 0 "Screen0" 0 0
InputDevice "Mouse0" "CorePointer"
InputDevice "Keyboard0" "CoreKeyboard"

EndSection

Thefollowing entriesarecommonlyusedin theServerLayout section:

• Identifier — Speci�esauniquenamefor this ServerLayout section.

• Screen — Speci�es thenameof a Screen sectionto beusedwith the X server. More thanone
Screen optionmaybepresent.

Thefollowing is anexampleof a typical Screen entry:
Screen 0 "Screen0" 0 0

The �rst numberin this exampleScreen entry (0) indicatesthat the �rst monitor connectoror
headon the video cardusesthe con�guration speci�ed in the Screen sectionwith the identi�er
"Screen0" .

If thevideocardhasmorethanonehead,anotherScreen entrywouldbenecessarywith adifferent
numberandadifferentScreen sectionidenti�er.

Thenumbersto the right of "Screen0" give theX andY absolutecoordinatesfor theupper-left
cornerof thescreen(0 0 by default).

• InputDevice — Speci�esthenameof an InputDevice sectionto beusedwith theX server.
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Theremustbe at leasttwo InputDevice entries:onefor the default mouseandonefor the de-
fault keyboard.TheoptionsCorePointer andCoreKeyboard indicatethatthesearetheprimary
mouseandkeyboard.

• Option " < option-name > " — An optionalentrywhich speci�esextra parametersfor thesec-
tion. Any optionslistedhereoverridethoselistedin theServerFlags section.

Replace< option-name > with avalid optionlistedfor thissectionin thexorg.conf manpage.

It is possibleto createmorethanoneServerLayout section.However, theserveronly readsthe�rst
oneto appearunlessanalternateServerLayout sectionis speci�edasacommandline argument.

7.3.1.4. Files

TheFiles sectionsetspathsfor servicesvital to theX server, suchasthefont path.

Thefollowing exampleillustratesa typical Files section:

Section "Files"
RgbPath "/usr/X11R6/lib/X11/rgb"
FontPath "unix/:7100"

EndSection

Thefollowing entriesarecommonlyusedin theFiles section:

• RgbPath — Speci�esthelocationof theRGBcolordatabase.This databasede�nesall valid color
namesin X andtiesthemto speci�c RGBvalues.

• FontPath — Speci�eswheretheX server mustconnectto obtainfontsfrom thexfs font server.

By default, theFontPath is unix/:7100 . This tells theX server to obtainfont informationusing
UNIX-domainsocketsfor inter-processcommunication(IPC)onport 7100.

Referto Section7.4Fontsfor moreinformationconcerningX andfonts.

• ModulePath — An optionalparameterwhich speci�esalternatedirectorieswhich storeX server
modules.

7.3.1.5. Module

The Module sectionspeci�eswhich modulesfrom the /usr/X11R6/lib/modules/ directorythe
X server is to load.Modulesaddadditionalfunctionalityto theX server.

Thefollowing exampleillustratesa typical Module section:

Section "Module"
Load "dbe"
Load "extmod"
Load "fbdevhw"
Load "glx"
Load "record"
Load "freetype"
Load "type1"
Load "dri"

EndSection
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7.3.1.6. InputDevice

EachInputDevice sectioncon�guresoneinput device for theX server. Systemstypically have at
leasttwo InputDevice sections,keyboardandmouse.

Thefollowing exampleillustratesa typical InputDevice sectionfor amouse:

Section "InputDevice"
Identifier "Mouse0"
Driver "mouse"
Option "Protocol" "IMPS/2"
Option "Device" "/dev/input/mice"
Option "Emulate3Buttons" "no"

EndSection

Thefollowing entriesarecommonlyusedin the InputDevice section:

• Identifier — Speci�esauniquenamefor this InputDevice section.This is a requiredentry.

• Driver — Speci�esthenameof thedevice driver X mustloadfor thedevice.

• Option — Speci�esnecessaryoptionspertainingto thedevice.

For amouse,theseoptionstypically include:

• Protocol — Speci�estheprotocolusedby themouse,suchasIMPS/2 .

• Device — Speci�esthelocationof thephysicaldevice.

• Emulate3Buttons — Speci�eswhetherto allow a two buttonmouseto act like a threebutton
mousewhenbothmousebuttonsarepressedsimultaneously.

Consultthexorg.conf manpagefor a list of valid optionsfor thissection.

By default, the InputDevice sectionhascommentsto allow usersto con�gure additionaloptions.

7.3.1.7. Monitor

EachMonitor sectioncon�guresonetypeof monitorusedby thesystem.WhileoneMonitor section
is theminimum,additionalinstancesmayoccurfor eachmonitortypein usewith themachine.

Thebestway to con�gure a monitor is to con�gure X duringthe installationprocessor by usingthe
X Con�guration Tool. For moreaboutusingtheX Con�guration Tool, referto thechaptertitled X
WindowSystemCon�guration in theRedHat EnterpriseLinuxSystemAdministration Guide.

This exampleillustratesa typical Monitor sectionfor amonitor:

Section "Monitor"
Identifier "Monitor0"
VendorName "Monitor Vendor"
ModelName "DDC Probed Monitor - ViewSonic G773-2"
DisplaySize 320 240
HorizSync 30.0 - 70.0
VertRefresh 50.0 - 180.0

EndSection
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Warning

Be careful if manually editing values in the Monitor section of /etc/X11/xorg.con f . Inappropriate
values can damage or destroy a monitor. Consult the monitor's documentation for a listing of safe
operating parameters.

Thefollowing arecommonlyentriesusedin theMonitor section:

• Identifier — Speci�esauniquenamefor this Monitor section.This is a requiredentry.

• VendorName — An optionalparameterwhichspeci�esthevendorof themonitor.

• ModelName — An optionalparameterwhichspeci�esthemonitor's modelname.

• DisplaySize — An optionalparameterwhich speci�es, in millimeters,the physicalsizeof the
monitor's picturearea.

• HorizSync — Speci�esthe rangeof horizontalsyncfrequenciescompatiblewith themonitor in
kHz.ThesevalueshelptheX serverdeterminethevalidity of built in or speci�edModeline entries
for themonitor.

• VertRefresh — Speci�esthe rangeof vertical refreshfrequenciessupportedby themonitor, in
kHz.ThesevalueshelptheX serverdeterminethevalidity of built in or speci�edModeline entries
for themonitor.

• Modeline — An optionalparameterwhich speci�es additionalvideo modesfor the monitor at
particularresolutions,with certainhorizontalsync and vertical refreshresolutions.Refer to the
xorg.conf manpagefor amoredetailedexplanationof Modeline entries.

• Option " < option-name > " — An optionalentrywhich speci�esextra parametersfor thesec-
tion. Replace< option-name > with avalid optionlistedfor thissectionin thexorg.conf man
page.

7.3.1.8. Device

EachDevice sectioncon�gures one video card on the system.While one Device sectionis the
minimum,additionalinstancesmayoccurfor eachvideocardinstalledon themachine.

Thebestway to con�gure a videocardis to con�gure X during the installationprocessor by using
theX Con�guration Tool. For moreaboutusingtheX Con�guration Tool, referto thechaptertitled
X WindowSystemCon�guration in theRedHat EnterpriseLinuxSystemAdministration Guide.

Thefollowing exampleillustratesa typical Device sectionfor avideocard:

Section "Device"
Identifier "Videocard0"
Driver "mga"
VendorName "Videocard vendor"
BoardName "Matrox Millennium G200"
VideoRam 8192

Option "dpms"
EndSection

Thefollowing entriesarecommonlyusedin theDevice section:

• Identifier — Speci�esauniquenamefor this Device section.This is a requiredentry.

• Driver — Speci�eswhichdriver theX server mustloadto utilize thevideocard.A list of drivers
canbefoundin /usr/X11R6/lib/X11/Cards , which is installedwith thehwdata package.

• VendorName — An optionalparameterwhichspeci�esthevendorof thevideocard.
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• BoardName — An optionalparameterwhichspeci�esthenameof thevideocard.

• VideoRam — An optionalparameterwhich speci�esthe amountof RAM availableon the video
cardin kilobytes.This settingis only necessaryfor videocardstheX server cannotprobeto detect
theamountof videoRAM.

• BusID — An optionalentrywhich speci�esthebuslocationof thevideocard.This optionis only
mandatoryfor systemswith multiplecards.

• Screen — An optionalentrywhich speci�eswhich monitorconnectoror headon thevideocard
theDevice sectioncon�gures.Thisoptionis only usefulfor videocardswith multipleheads.

If multiple monitorsareconnectedto different headson the samevideo card,separateDevice
sectionsmustexist andeachof thesesectionsmusthave adifferentScreen value.

Valuesfor theScreen entrymustbeaninteger. The�rst headon thevideocardhasa valueof 0.
Thevaluefor eachadditionalheadincrementsthisvalueby one.

• Option " < option-name > " — An optionalentrywhich speci�esextra parametersfor thesec-
tion. Replace< option-name > with avalid optionlistedfor thissectionin thexorg.conf man
page.

Oneof themorecommonoptionsis "dpms" , which activatestheServiceStarenergy compliance
settingfor themonitor.

7.3.1.9. Screen

EachScreen sectionbindsonevideo card(or video cardhead)to onemonitor by referencingthe
Device sectionandtheMonitor sectionfor each.While oneScreen sectionis theminimum,addi-
tional instancesmayoccurfor eachvideocardandmonitorcombinationpresenton themachine.

Thefollowing exampleillustratesa typical Screen section:

Section "Screen"
Identifier "Screen0"
Device "Videocard0"
Monitor "Monitor0"
DefaultDepth 16
SubSection "Display"

Depth 24
Modes "1280x1024" "1280x960" "1152x864" "1024x768" "800x600" "640x480"

EndSubSection
SubSection "Display"

Depth 16
Modes "1152x864" "1024x768" "800x600" "640x480"

EndSubSection
EndSection

Thefollowing entriesarecommonlyusedin theScreen section:

• Identifier — Speci�esauniquenamefor this Screen section.This is a requiredentry.

• Device — Speci�estheuniquenameof a Device section.This is a requiredentry.

• Monitor — Speci�estheuniquenameof a Monitor section.This is a requiredentry.

• DefaultDepth — Speci�es the default color depthin bits. In the previous example,16, which
providesthousandsof colors,is thedefault. Multiple DefaultDepth entriesarepermitted,but at
leastoneis required.

• SubSection "Display" — Speci�es the screenmodesavailableat a particularcolor depth.A
Screen sectionmayhave multiple Display subsections,but at leastoneis requiredfor thecolor
depthspeci�ed in theDefaultDepth entry.
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• Option " < option-name > " — An optionalentrywhich speci�esextra parametersfor thesec-
tion. Replace< option-name > with avalid optionlistedfor thissectionin thexorg.conf man
page.

7.3.1.10. DRI

TheoptionalDRI sectionspeci�esparametersfor theDirectRenderingInfrastructure (DRI). DRI is
an interfacewhich allows 3D softwareapplicationsto take advantageof 3D hardwareacceleration
capabilitiesbuilt into mostmodernvideo hardware.In addition,DRI canimprove 2D performance
via hardwareacceleration,if supportedby thevideocarddriver.

This sectionis ignoredunlessDRI is enabledin theModule section.

Thefollowing exampleillustratesa typical DRI section:

Section "DRI"
Group 0
Mode 0666

EndSection

SincedifferentvideocardsuseDRI in differentways,do not alter thevaluesfor this sectionwithout
�rst referringto http://dri.sourceforge.net/.

7.4. Fonts
RedHat EnterpriseLinux usestwo methodsto manageanddisplayfontsunderX. Thenewer Font-
con�g font subsystemsimpli�es font managementandprovidesadvanceddisplayfeatures,suchas
anti-aliasing.Thissystemis usedautomaticallyfor applicationsprogrammedusingtheQt 3 or GTK+
2 graphicaltoolkit.

For compatibility, RedHat EnterpriseLinux includestheoriginal font subsystem,calledthe coreX
font subsystem.This system,which is over15yearsold, is basedaroundtheX FontServer(xfs).

This sectiondiscusseshow to con�gure fontsfor X usingbothsystems.

7.4.1. Fontcon�g
The Fontcon�g font subsystemallows applicationsto directly accessfonts on the systemanduse
Xft or otherrenderingmechanismsto renderFontcon�g fontswith advancedanti-aliasing.Graphical
applicationscanusetheXft library with Fontcon�g to draw text to thescreen.

Over time, theFontcon�g/Xft font subsystemreplacesthecoreX font subsystem.

Impor tant

The Fontcon�g font subsystem does not yet work for OpenOf�ce .org, which uses its own font ren-
dering technology.

It is importantto note that Fontcon�g usesthe /etc/fonts/fonts.conf con�guration �le, and
shouldnotbeeditedby hand.
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Tip

Due to the transition to the new font system, GTK+ 1.2 applications are not affected by any changes
made via the Font Preferences dialog (accessed by selecting Main Menu Button [on the Panel] =>
Preferences => Font ). For these applications, a font can be con�gured by adding the following lines
to the �le ~/.gtkrc.mine :

style "user-font" {

fontset = " < font-specification > "

}

widget_class "*" style "user-font"

Replace < font-specification > with a font speci�cation in the style used by traditional X ap-
plications, such as -adobe-helvetica- mediu m-r -n ormal- -* -12 0- *-* -*- *- *-* . A full list of core
fonts can be obtained by running xlsfonts or created interactively using the xfontsel command.

7.4.1.1. Adding Fonts to Fontcon�g

Addingnew fontsto theFontcon�g subsystemis astraightforwardprocess.

1. To addfontssystem-wide,copy thenew fonts into the /usr/share/fonts/ directory. It is a
goodideato createa new subdirectory, suchas local/ or similar, to helpdistinguishbetween
useranddefault installedfonts.

To addfontsfor anindividual user, copy thenew fontsinto the .fonts/ directoryin theuser's
homedirectory.

2. Usethefc-cache commandto updatethefont informationcache,asin thefollowing example:
fc-cache < path-to-font-directory >

In this command,replace< path-to-font-directory > with the directorycontaining
thenew fonts(either/usr/share/fonts/local/ or /home/ < user > /.fonts/ ).

Tip

Individual users may also install fonts graphically, by typing fonts:/// into the Nautilus address bar,
and dragging the new font �les there.

Impor tant

If the font �le name ends with a .gz extension, it is compressed and cannot be used until uncom-
pressed. To do this, use the gunzip command or double-click the �le and drag the font to a directory
in Nautilus .
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7.4.2. Core X Font System
For compatibility, RedHat EnterpriseLinux providesthe coreX font subsystem,which usesthe X
FontServer (xfs ) to provide fontsto X clientapplications.

TheX server looksfor a font server speci�ed in theFontPath directive within theFiles sectionof
the /etc/X11/xorg.conf con�guration �le. Referto Section7.3.1.4Files for moreinformation
abouttheFontPath entry.

TheX serverconnectsto thexfs serveronaspeci�edportto acquirefont information.For thisreason,
thexfs servicemustbe runningfor X to start.For moreaboutcon�guring servicesfor a particular
runlevel, refer to the chaptertitled Controlling Accessto Servicesin the RedHat EnterpriseLinux
SystemAdministration Guide.

7.4.2.1. xfs Con�guration

The /etc/rc.d/init.d/xfs scriptstartsthexfs server. Severaloptionscanbecon�guredwithin
its con�guration�le, /etc/X11/fs/config .

Thefollowing lists commonoptions:

• alternate-servers — Speci�esa list of alternatefont serversto be usedif this font server is
not available.A commamustseperateeachfont server in a list.

• catalogue — Speci�esanorderedlist of font pathsto use.A commamustseperateeachfont path
in a list.

Usethestring :unscaled immediatelyafter thefont pathto make theunscaledfonts in thatpath
load�rst. Thenspecifytheentirepathagain,sothatotherscaledfontsarealsoloaded.

• client-limit — Speci�esthemaximumnumberof clientsthefont server services.Thedefault
is 10.

• clone-self — Allows thefont server to clonea new versionof itself whentheclient-limit
is hit. By default, thisoptionis on.

• default-point-size — Speci�es thedefault point sizefor any font thatdoesnot specifythis
value.Thevaluefor this option is setin decipoints.Thedefault of 120 correspondsto a 12 point
font.

• default-resolutions — Speci�esa list of resolutionssupportedby theX server. Eachresolu-
tion in thelist mustbeseparatedby acomma.

• deferglyphs — Speci�eswhetherto deferloadingglyphs(thegraphicusedto visually represent
a font). To disablethis featureusenone , to enablethis featurefor all fontsuseall , or to turn this
this featureononly for 16-bit fontsuse16.

• error-file — Speci�esthepathand�le nameof a locationwherexfs errorsarelogged.

• no-listen — Preventsxfs from listeningto particularprotocols.By default, this optionis setto
tcp to preventxfs from listeningonTCPportsfor securityreasons.

Tip

If using xfs to serve fonts over the network, remove this line.

• port — Speci�estheTCPport thatxfs listenson if no-listen doesnot exist or is commented
out.

• use-syslog — Speci�eswhetherto usethesystemerrorlog.
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7.4.2.2. Adding Fonts to xfs

To addfontsto thecoreX font subsystem(xfs ), follow thesesteps:

1. If it doesnot alreadyexist, createa directorycalled /usr/share/fonts/local/ usingthe
following commandasroot:
mkdir /usr/share/fonts/local/

If creatingthe /usr/share/fonts/local/ directory is necessary, it mustbe addedto the
xfs pathusingthefollowing commandasroot:
chkfontpath --add /usr/share/fonts/local/

2. Copy thenew font �le into the /usr/share/fonts/local/ directory

3. Updatethefont informationby issuingthefollowing commandasroot:
ttmkfdir -d /usr/share/fonts/local/ -o /usr/share/fonts/local/ font s.s cale

4. Reloadthexfs font servercon�guration�le by issuingthefollowing commandasroot:
service xfs reload

7.5. Runle vels and X
In mostcases,thedefault installationof RedHat EnterpriseLinux con�guresa machineto boot into
agraphicallogin environment,known asrunlevel 5. It is possible,however, to bootinto thetext-only
multi-usermodecalledrunlevel 3 andbegin anX sessionfrom there.

For moreinformationaboutrunlevels,referto Section1.4SysVInit Runlevels.

Thefollowing subsectionsreview how X startsup in bothrunlevel 3 andrunlevel 5.

7.5.1. Runle vel 3
Whenin runlevel 3, the bestway to startan X sessionis to log in andtype startx . The startx
commandis a front-endto the xinit command,which launchesthe X server (Xorg ) andconnects
X client applicationsto it. Becausetheuseris alreadyloggedinto thesystemat runlevel 3, startx
doesnot launcha displaymanageror authenticateusers.Referto Section7.5.2Runlevel 5 for more
informationaboutdisplaymanagers.

Whenthestartx commandis executed,it searchesfor an.xinitrc �le in theuser'shomedirectory
to de�ne thedesktopenvironmentandpossiblyotherX clientapplicationsto run.If no .xinitrc �le
is present,it usesthesystemdefault /etc/X11/xinit/xinitrc �le instead.

The default xinitrc script then looks for user-de�ned �les and default system�les, including
.Xresources , .Xmodmap, and.Xkbmap in theuser's homedirectory, andXresources , Xmodmap,
andXkbmap in the /etc/X11/ directory. The XmodmapandXkbmap �les, if they exist, areusedby
the xmodmap utility to con�gure the keyboard. The Xresources �le is read to assignspeci�c
preferencevaluesto applications.

After setting these options, the xinitrc script executes all scripts located in the
/etc/X11/xinit/xinitrc.d/ directory. Oneimportantscript in this directoryis xinput , which
con�guressettingssuchasthedefault language.

Next, the xinitrc script tries to execute .Xclients in the user's homedirectory and turns to
/etc/X11/xinit/Xclients if it cannotbe found. The purposeof the Xclients �le is to start
the desktopenvironmentor, possibly, just a basicwindow manager. The .Xclients script in the
user'shomedirectorystartstheuser-speci�eddesktopenvironmentin the .Xclients-default �le.
If .Xclients doesnotexist in theuser'shomedirectory, thestandard/etc/X11/xinit/Xclients
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scriptattemptsto startanotherdesktopenvironment,trying GNOME�rst andthenKDE followedby
twm.

Theuseris returnedto a text modeusersessionafterloggingout of X from runlevel 3.

7.5.2. Runle vel 5
Whenthe systembootsinto runlevel 5, a specialX client application,calleda displaymanager, is
launched.A usermust authenticateusing the displaymanagerbeforeany desktopenvironmentor
window managersarelaunched.

Dependingon thedesktopenvironmentsinstalledon thesystem,threedifferentdisplaymanagersare
availableto handleuserauthentication.

• GNOME— The default displaymanagerfor RedHat EnterpriseLinux, GNOMEallows the userto
con�gure languagesettings,shutdown, restartor log in to thesystem.

• KDE— KDE'sdisplaymanagerwhichallows theuserto shutdown, restartor log in to thesystem.

• xdm — A very basicdisplaymanagerwhichonly letstheuserlog in to thesystem.

Whenbootinginto runlevel 5, theprefdm scriptdeterminesthepreferreddisplaymanagerby refer-
encingthe/etc/sysconfig/desktop �le. A list of optionsfor this �le is availablewithin the

/usr/share/doc/initscrip ts- < versi on- number > /
sysconfig.txt

�le (where< version-number > is theversionnumberof the initscripts package).

Eachof thedisplaymanagersreferencethe/etc/X11/xdm/Xsetup_0 �le to setupthelogin screen.
Oncetheuserlogs into thesystem,the /etc/X11/xdm/GiveConsole script runsto assignowner-
shipof theconsoleto theuser. Then,the /etc/X11/xdm/Xsession scriptrunsto accomplishmany
of thetasksnormallyperformedby thexinitrc scriptwhenstartingX from runlevel 3, includingset-
ting systemanduserresources,aswell asrunningthescriptsin the /etc/X11/xinit/xinitrc.d/
directory.

Userscanspecifywhich desktopenvironmentthey want to utilize whenthey authenticateusingthe
GNOMEor KDEdisplaymanagersby selectingit from the Sessionsmenuitem (accessedby selecting
Main Menu Button [on thePanel]=> Preferences=> Mor ePreferences=> Sessions). If thedesktop
environmentis notspeci�edin thedisplaymanager, the /etc/X11/xdm/Xsession scriptchecksthe
.xsession and.Xclients �les in theuser's homedirectoryto decidewhich desktopenvironment
to load.As alastresort,the/etc/X11/xinit/Xclients �le is usedto selectadesktopenvironment
or window managerto usein thesamewayasrunlevel 3.

When the user �nishes an X session on the default display (:0 ) and logs out, the
/etc/X11/xdm/TakeConsole script runsandreassignsownershipof theconsoleto the root user.
The original display manager, which continuedrunning after the user loggedin, takes control by
spawning a new displaymanager. This restartstheX server, displaysa new login window, andstarts
theentireprocessover again.

Theuseris returnedto thedisplaymanagerafterloggingout of X from runlevel 5.

For more information on how display managerscontrol user authentication, refer to the
/usr/share/doc/gdm-< version-number > /README (where < version-number > is the
versionnumberfor thegdmpackageinstalled)andthexdm manpage.
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7.6. Additional Resour ces
Thereis a largeamountof detailedinformationavailableabouttheX server, theclientsthatconnect
to it, andtheassorteddesktopenvironmentsandwindow managers.

7.6.1. Installed Documentation

• /usr/X11R6/lib/X11/doc/README — Brie�y describesthe XFree86architectureandhow to
getadditionalinformationabouttheXFree86projectasa new user.

• /usr/X11R6/lib/X11/doc/RELNOTES — For advancedusersthatwantto readaboutthe latest
featuresavailablein XFree86.

• man xorg.conf — Containsinformationaboutthexorg.conf con�guration�les, includingthe
meaningandsyntaxfor thedifferentsectionswithin the�les.

• man X.Org — Theprimarymanpagefor X.Org Foundationinformation.

• man Xorg — DescribestheX11R6.8displayserver.

7.6.2. Useful Websites

• http://www.X.org/ — Homepageof theX.Org Foundation,whichproducestheX11R6.8releaseof
theX Window System.TheX11R6.8releaseis bundledwith RedHat EnterpriseLinux to control
thenecessaryhardwareandprovide aGUI environment.

• http://xorg.freedesktop.org/ — Homepageof the XR116.8release,which providesbinariesand
documentionfor theX Window System.

• http://dri.sourceforge.net/— Homepageof theDRI (Direct RenderingInfrastructure)project.The
DRI is thecorehardware3D accelerationcomponentof X.

• http://www.gnome.org/ — Homeof theGNOMEproject.

• http://www.kde.org/ — Homeof theKDE desktopenvironment.

• http://nexp.cs.pdx.edu/fontcon�g/ — Homeof theFontcon�g font subsystemfor X.

7.6.3. Related Books

• TheConciseGuideto XFree86for Linux by Aron Hsiao;Que— Providesanexpert's view of the
operationof XFree86onLinux systems.

• TheNew XFree86by Bill Ball; PrimaPublishing— DiscusesXFree86andits relationshipwith the
populardesktopenvironments,suchasGNOME andKDE.

• Beginning GTK+ andGNOMEby PeterWright; Wrox Press,Inc. — Introducesprogrammersto
theGNOMEarchitecture,showing themhow to getstartedwith GTK+.

• GTK+/GNOMEApplicationDevelopmentby Havoc Pennington;New RidersPublishing— An
advancedlook into theheartof GTK+ programming,focusingonsamplecodeandathoroughlook
at theavailableAPIs.

• KDE 2.0Developmentby David SweetandMatthiasEttrich; SamsPublishing— Instructsbegin-
ningandadvanceddeveloperson takingadvantageof themany environmentguidelinesrequiredto
built QT applicationsfor KDE.
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Chapter 8.
Network Interfaces

UnderRedHat EnterpriseLinux, all network communicationsoccur betweencon�gured software
interfacesandphysicalnetworkingdevicesconnectedto thesystem.

The con�guration �les for network interfaces,andthe scriptsusedto activate anddeactivate them,
arelocatedin the /etc/sysconfig/network-scripts/ directory. Althoughthenumberandtype
of interface�les candiffer from systemto system,therearethreecategoriesof �les thatexist in this
directory:

• Interfacecon�guration �les

• Interfacecontrol scripts

• Networkfunction�les

The�les in eachof thesecategorieswork togetherto enablevariousnetwork devices.

This chapterexplorestherelationshipbetweenthese�les andhow they areused.

8.1. Network Con�guration Files
Beforedelvinginto theinterfacecon�guration�les, let us�rst itemizetheprimarycon�guration�les
usedin network con�guration.Understandingtherole these�les play in settingup thenetwork stack
canbehelpfulwhencustomizingaRedHat EnterpriseLinux system.

Theprimarynetwork con�guration�les areasfollows:

• /etc/hosts — Themainpurposeof this �le is to resolve hostnamesthatcannotberesolvedany
otherway. It canalsobe usedto resolve hostnameson small networks with no DNS server. Re-
gardlessof thetypeof network thecomputeris on, this �le shouldcontaina line specifyingtheIP
addressof the loopbackdevice (127.0.0.1 ) as localhost.localdomain . For moreinforma-
tion, referto thehosts manpage.

• /etc/resolv.conf — This �le speci�estheIP addressesof DNSserversandthesearchdomain.
Unlesscon�gured to do otherwise,the network initialization scriptspopulatethis �le. For more
informationaboutthis �le, referto theresolv.conf manpage.

• /etc/sysconfig/network — Speci�es routing and host information for all network
interfaces. For more information about this �le and the directives it accepts, refer to
Section4.1.25/etc/sysconfig/network .

• /etc/sysconfig/network-scripts/ifcfg- < interface-nam e> — For eachnetwork in-
terface,thereis acorrespondinginterfacecon�gurationscript.Eachof these�les provide informa-
tion speci�c to aparticularnetwork interface.Referto Section8.2InterfaceCon�guration Files for
moreinformationon this typeof �le andthedirectivesit accepts.

Caution

The /etc/sysconfig/n etw ork in g/ directory is used by the Network Administration Tool
(system-config-n etw ork ) and its contents should not be edited manually. In addition, any use of
the Network Administration Tool , even launching the application, will override any directives
previously set in /etc/sysconfig/ne two rk -sc rip ts . Using only one method for network
con�gur ation is strongly encouraged, due to the risk of con�gur ation deletion.
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For more information about con�gur ing network interfaces using the Network Administration Tool ,
refer to the chapter titled Network Con�gur ation in the Red Hat Enterprise Linux System Administra-
tion Guide.

8.2. Interface Con�guration Files
Interfacecon�guration �les control the software interfacesfor individual network devices.As the
systemboots,it usesthese�les to determinewhat interfacesto bring up andhow to con�gure them.
These�les areusuallynamedifcfg- < name> , where< name> refersto thenameof thedevice that
thecon�guration�le controls.

8.2.1. Ethernet Interfaces
Oneof themostcommoninterface�les is ifcfg-eth0 , whichcontrolsthe�rst Ethernetnetworkin-
terfacecard or NIC in thesystem.In asystemwith multipleNICs,therearemultiple ifcfg-eth < X>
�les (where< X> is auniquenumbercorrespondingto aspeci�c interface).Becauseeachdevice has
its own con�guration�le, anadministratorcancontrolhow eachinterfacefunctionsindividually.

Thefollowing is asampleifcfg-eth0 �le for asystemusinga �x edIP address:

DEVICE=eth0
BOOTPROTO=none
ONBOOT=yes
NETWORK=10.0.1. 0
NETMASK=255.255.2 55.0
IPADDR=10.0.1 .2 7
USERCTL=no

Thevaluesrequiredin aninterfacecon�guration�le canchangebasedon othervalues.For example,
the ifcfg-eth0 �le for aninterfaceusingDHCPlooksquitea bit differentbecauseIP information
is providedby theDHCPserver:

DEVICE=eth0
BOOTPROTO=dhcp
ONBOOT=yes

The Network Administration Tool (system-config-network ) is an easyway to make changes
to thevariousnetwork interfacecon�guration �les (refer to thechaptertitled NetworkCon�guration
in theRedHat EnterpriseLinux SystemAdministration Guidefor detailedinstructionson usingthis
tool).

However, it is alsopossibleto edit thecon�guration�les for agivennetwork interfacemanually.

Below is a listing of thecon�gurableparametersin anEthernetinterfacecon�guration�le:

• BOOTPROTO=< protocol > , where< protocol > is oneof thefollowing:

• none — No boot-timeprotocolshouldbeused.

• bootp — TheBOOTPprotocolshouldbeused.

• dhcp — TheDHCPprotocolshouldbeused.

• BROADCAST=< address > , where< address > is the broadcastaddress.This directive is depre-
cated,asthevalueis calculatedautomaticallywith ifcalc .
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• DEVICE=< name> , where< name> is the nameof the physicaldevice (except for dynamically-
allocatedPPPdeviceswhereit is thelogical name).

• DHCP_HOSTNAME— Only usethis optionif theDHCPserver requirestheclient to specifya host-
namebeforereceiving anIP address.(TheDHCPserverdaemonin RedHatEnterpriseLinux does
not supportthis feature.)

• DNS{1,2} =< address > , where < address > is a name server addressto be placed in
/etc/resolv.conf if thePEERDNSdirective is setto yes .

• ETHTOOL_OPTS=< options > , where< options > areany device-speci�c optionssupportedby
ethtool . For example,if youwantedto force100Mb,full duplex:
ETHTOOL_OPTS="autoneg off speed 100 duplex full"

Notethatchangingspeedor duplex settingsalmostalwaysrequiresdisablingautonegotiationwith
theautoneg off option.This needsto bestated�rst, astheoptionentriesareorderdependent.

• GATEWAY=< address > , where< address > is the IP addressof thenetwork routeror gateway
device (if any).

• HWADDR=< MAC-address > , where< MAC-address > is the hardware addressof the Ethernet
device in the form AA:BB:CC:DD:EE:FF . This directive is useful for machineswith multiple
NICsto ensurethattheinterfacesareassignedthecorrectdevicenamesregardlessof thecon�gured
loadorderfor eachNIC's module.Thisdirective shouldnot beusedin conjunctionwith MACADDR.

• IPADDR=< address > , where< address > is theIP address.

• MACADDR=< MAC-address > , where< MAC-address > is thehardwareaddressof theEthernet
device in the form AA:BB:CC:DD:EE:FF . This directive is usedto assigna MAC addressto
aninterface,overridingtheoneassignedto thephysicalNIC. This directive shouldnot beusedin
conjunctionwith HWADDR.

• MASTER=< bond-interface > ,where< bond-interface > is the channelbondinginterfaceto
which theinterfacetheEthernetinterfaceis linked.

This directive is usedin conjunctionwith theSLAVEdirective.

Referto Section8.2.3ChannelBondingInterfacesfor moreaboutchannelbondinginterfaces.

• NETMASK=< mask> , where< mask> is thenetmaskvalue.

• NETWORK=< address > , where< address > is thenetwork address.This directive is deprecated,
asthevalueis calculatedautomaticallywith ifcalc .

• ONBOOT=< answer > , where< answer > is oneof thefollowing:

• yes — This device shouldbeactivatedat boot-time.

• no — This device shouldnotbeactivatedatboot-time.

• PEERDNS=< answer > , where< answer > is oneof thefollowing:

• yes — Modify /etc/resolv.conf if theDNSdirective is set.If usingDHCP, thenyes is the
default.

• no — Do notmodify /etc/resolv.conf .

• SLAVE=< bond-interface > ,where< bond-interface > is oneof thefollowing:

• yes — Thisdevice is controlledby thechannelbondinginterfacespeci�edin theMASTERdirec-
tive.

• no — This device is not controlledby the channelbondinginterfacespeci�ed in the MASTER
directive.

This directive is usedin conjunctionwith theMASTERdirective.



104 Chapter 8. Network Interfaces

Referto Section8.2.3ChannelBondingInterfacesfor moreaboutchannelbondinterfaces.

• SRCADDR=< address > , where< address > is thespeci�edsourceIP addressfor outgoingpack-
ets.

• USERCTL=< answer > , where< answer > is oneof thefollowing:

• yes — Non-rootusersareallowedto controlthis device.

• no — Non-rootusersarenotallowedto controlthisdevice.

8.2.2. IPsec Interfaces
With RedHat EnterpriseLinux it is possibleto connectto otherhostsor networks usinga secureIP
connection,known asIPsec.For instructionsonsettingup IPsecusingtheNetwork Administration
Tool (system-config-network ), refer to thechaptertitled NetworkCon�guration in theRedHat
EnterpriseLinuxSystemAdministrationGuide. For instructionsonsettingupIPsecmanually, referto
thechaptertitled Virtual PrivateNetworksin theRedHat EnterpriseLinuxSecurityGuide.

Thefollowing exampleshows the ifcfg �le for a network-to-network IPsecconnectionfor LAN A.
Theuniquenameto identify theconnectionin this exampleis ipsec1 , sotheresulting�le is named
/etc/sysconfig/network-scripts/ifcfg-ipsec1 .

TYPE=IPsec
ONBOOT=yes
IKE_METHOD=PSK
SRCNET=192.168.1.0/24
DSTNET=192.168.2.0/24
DST=X.X.X.X

In theexampleabove, X.X.X.X is thepublicly routableIP addressof thedestinationIPsecrouter.

Below is a listing of thecon�gurableparametersfor anIPsecinterface:

• DST=< address > , where< address > is the IP addressof the IPsecdestinationhostor router.
This is usedfor bothhost-to-hostandnetwork-to-network IPseccon�gurations.

• DSTNET=< network > , where< network > is the network addressof the IPsecdestinationnet-
work. This is only usedfor network-to-network IPseccon�gurations.

• SRC=< address > , where< address > is theIP addressof theIPsecsourcehostor router. This
settingis optionalandis only usedfor host-to-hostIPseccon�gurations.

• SRCNET=< network > , where< network > is thenetwork addressof the IPsecsourcenetwork.
This is only usedfor network-to-network IPseccon�gurations.

• TYPE=< interface-type > , where< interface-type > is IPSEC. Bothapplicationsarepart
of the ipsec-tools package.

Refer to /usr/share/doc/initscripts- < version-number > /sys config.t xt (replace
< version-number > with theversionof the initscripts packageinstalled)for con�guration
parametersif usingmanualkey encryptionwith IPsec.

Theracoon IKEv1 key managementdaemonnegotiatesandcon�guresasetof parametersfor IPSec.
It canusepresharedkeys, RSA signatures,or GSS-API.If racoon is usedto automaticallymanage
key encryption,thefollowing optionsarerequired:

• IKE_METHOD=< encryption-method > , where < encryption-method > is either PSK,
X509, or GSSAPI. If PSK is speci�ed, the IKE_PSK parametermust also be set. If X509 is
speci�ed,the IKE_CERTFILE parametermustalsobeset.
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• IKE_PSK=< shared-key > , where< shared-key > is theshared,secretvaluefor thePSK(pre-
sharedkeys) method.

• IKE_CERTFILE= < cert-file > , where< cert-file > is a valid X.509 certi�cate �le for the
host.

• IKE_PEER_CERTFILE=< cert-file > , where< cert-file > is a valid X.509 certi�cate �le
for theremotehost.

• IKE_DNSSEC=< answer > , where< answer > is yes . The racoon daemonretrievestheremote
host's X.509 certi�cate via DNS. If a IKE_PEER_CERTFILE is speci�ed, do not includethis pa-
rameter.

For moreinformationabouttheencryptionalgorithmsavailablefor IPsec,refer to the setkey man
page.For moreinformationaboutracoon , referto the racoon andracoon.conf manpages.

8.2.3. Channel Bonding Interfaces
RedHat EnterpriseLinux allows administratorsto bind multiple network interfacestogetherinto a
singlechannelusing the bonding kernelmoduleanda specialnetwork interfacecalleda channel
bondinginterface.Channelbondingenablestwo or morenetwork interfacesto actasone,simultane-
ouslyincreasingthebandwidthandproviding redundancy.

To createa channelbondinginterface,createa �le in the /etc/sysconfig/network-scripts/
directorycalledifcfg-bond < N> , replacing< N> with thenumberfor theinterface,suchas0.

Thecontentsof the �le canbe identicalto whatever typeof interfacethat is gettingbonded,suchas
anEthernetinterface.Theonly differenceis thattheDEVICE=directive mustbebond < N> , replacing
< N> with thenumberfor theinterface.

Thefollowing is asamplechannelbondingcon�guration�le:

DEVICE=bond0
BOOTPROTO=none
ONBOOT=yes
NETWORK=10.0.1.0
NETMASK=255.255.255.0
IPADDR=10.0.1.27
USERCTL=no

After thechannelbondinginterfaceis created,thenetwork interfacesto be boundtogethermustbe
con�guredby addingtheMASTER=andSLAVE=directivesto their con�guration�les. Thecon�gura-
tion �les for eachof thechannelbondedinterfacescanbenearlyidentical.

For example,if channelbondingtwo Ethernetinterfaces,both eth0 and eth1 may look like the
following example:

DEVICE=eth < N>
BOOTPROTO=none
ONBOOT=yes
MASTER=bond0
SLAVE=yes
USERCTL=no

In thisexample,replace< N> with thenumericalvaluefor theinterface.

For a channelbondinginterfaceto be valid, the kernelmodulemustbe loaded.To insurethat the
module is loadedwhen the channelbonding interface is brought up, add the following line to
/etc/modules.conf :

alias bond < N> bonding
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Replace< N> with the numberof the interface,suchas 0. For eachcon�gured channelbonding
interface,theremustbeacorrespondingentryin /etc/modules.conf .

Once/etc/modules.conf is con�gured,andthechannelbondinginterfaceandnetwork interfaces
arecon�gured,the ifup commandcanbeusedto bringup thechannelbondinginterface.

Impor tant

Important aspects of the channel bonding interface are controlled through the kernel
module. For more information about controlling the bonding modules, refer to
Section A.3.2 The Channel Bonding Module.

8.2.4. Alias and Clone Files
Two lesser-usedtypesof interfacecon�guration�les arealias andclone�les.

Alias interfacecon�guration�les, whichareusedto bindmultipleaddressesto asingleinterface,use
the ifcfg- < if-name > : < alias-value > namingscheme.

For example,an ifcfg-eth0:0 �le could be con�gured to specify DEVICE=eth0:0 anda static
IP addressof 10.0.0.2,servingasan aliasof an Ethernetinterfacealreadycon�gured to receive its
IP informationvia DHCPin ifcfg-eth0 . Underthis con�guration,eth0 is boundto a dynamicIP
address,but thesamephysicalnetwork cardcanreceive requestvia the�x ed,10.0.0.2IP address.

Caution

Alias interfaces do not support DHCP.

A clone interface con�guration �le should use the following naming convention:
ifcfg- < if-name > - < clone-name > . While analias�le allows multiple addressesfor anexisting
interface,a clone�le is usedto specifyadditionaloptionsfor an interface.For example,a standard
DHCPEthernetinterfacecalledeth0 , maylook similar to this:

DEVICE=eth0
ONBOOT=yes
BOOTPROTO=dhcp

Sincethedefault valuefor the USERCTLdirective is no if it is not speci�ed,userscannotbring this
interfaceup anddown. To give usersthe ability to control the interface,createa cloneby copying
ifcfg-eth0 to ifcfg-eth0-user andaddthefollowing line to ifcfg-eth0-user :

USERCTL=yes

This way a usercanbring up theeth0 interfaceusingthe /sbin/ifup eth0-user commandbe-
causethecon�gurationoptionsfrom ifcfg-eth0 andifcfg-eth0-user arecombined.While this
is avery basicexample,thismethodcanbeusedwith avarietyof optionsandinterfaces.

Theeasiestway to createaliasandcloneinterfacecon�guration�les is to usethegraphicalNetwork
Administration Tool. For moreon usingthis tool, referto thechaptercalledNetworkCon�guration
in theRedHat EnterpriseLinuxSystemAdministration Guide.
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8.2.5. Dialup Interfaces
If connectingto theInternetvia adialupconnection,acon�guration�le is necessaryfor theinterface.

PPPinterface�les arenamedusingthefollowing format ifcfg-ppp < X> (where< X> is a unique
numbercorrespondingto aspeci�c interface).

ThePPPinterfacecon�guration �le is createdautomaticallywhenwvdial , theNetwork Adminis-
tration Tool or Kppp is usedto createa dialupaccount.It is alsopossibleto createandedit this �le
manually.

Thefollowing is a typical ifcfg-ppp0 �le:

DEVICE=ppp0
NAME=test
WVDIALSECT=test
MODEMPORT=/dev/ modem
LINESPEED=115200
PAPNAME=test
USERCTL=true
ONBOOT=no
PERSIST=no
DEFROUTE=yes
PEERDNS=yes
DEMAND=no
IDLETIMEOUT=600

Serial Line InternetProtocol (SLIP) is anotherdialup interface,althoughit is usedlessfrequently.
SLIP �les have interfacecon�guration�le namessuchasifcfg-sl0 .

Otheroptions,notalreadydiscussed,thatmaybeusedin these�les include:

• DEFROUTE=< answer > , where< answer > is oneof thefollowing:

• yes — Setthis interfaceasthedefault route.

• no — Do notsetthis interfaceasthedefault route.

• DEMAND=< answer > , where< answer > is oneof thefollowing:

• yes — This interfaceallows pppd to initiateaconnectionwhensomeoneattemptsto useit.

• no — A connectionmustbemanuallyestablishedfor this interface.

• IDLETIMEOUT=< value > , where< value > is thenumberof secondsof idle activity beforethe
interfacedisconnectsitself.

• INITSTRING= < string > , where< string > is theinitialization stringpassedto themodemde-
vice.This optionis primarily usedin conjunctionwith SLIP interfaces.

• LINESPEED=< value > , where< value > is thebaudrateof thedevice. Possiblestandardvalues
include57600 , 38400 , 19200 , and9600 .

• MODEMPORT=< device > , where< device > is thenameof theserialdevice thatis usedto estab-
lish theconnectionfor theinterface.

• MTU=< value > , where< value > is theMaximumTransferUnit (MTU) settingfor the interface.
The MTU refersto the largestnumberof bytesof dataa framecancarry, not countingits header
information.In somedialupsituations,settingthistoavalueof 576 resultsin fewerpacketsdropped
andaslight improvementto thethroughputfor aconnection.
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• NAME=< name> , where< name> is thereferenceto thetitle givento acollectionof dialupconnec-
tion con�gurations.

• PAPNAME=< name> , where< name> is the usernamegiven during the Password Authentication
Protocol(PAP)exchangethatoccursto allow connectionsto a remotesystem.

• PERSIST=< answer > , where< answer > is oneof thefollowing:

• yes — This interfaceshouldbekeptactive at all times,evenif deactivatedaftera modemhang
up.

• no — This interfaceshouldnotbekeptactive at all times.

• REMIP=< address > , where< address > is the remotesystem's IP address.This is usuallyleft
unspeci�ed.

• WVDIALSECT=< name> , where< name> associatesthis interfacewith a dialer con�guration in
/etc/wvdial.conf . This �le containsthephonenumberto bedialedandotherimportantinfor-
mationfor theinterface.

8.2.6. Other Interfaces
Othercommoninterfacecon�guration�les includethefollowing:

• ifcfg-lo — A local loopback interfaceis oftenusedin testing,aswell asbeingusedin avariety
of applicationsthat requirean IP addresspointingbackto the samesystem.Any datasentto the
loopbackdevice is immediatelyreturnedto thehost's network layer.

Warning

Never edit the loopback interface script, /etc/sysconfig/net work- scr ip ts/ if cfg -lo , manu-
ally. Doing so can prevent the system from operating correctly.

• ifcfg-irlan0 — An infraredinterfaceallows informationbetweendevices,suchasalaptopand
aprinter, to �o w overaninfraredlink. Thisworksin asimilarwayto anEthernetdeviceexceptthat
it commonlyoccursoverapeer-to-peerconnection.

• ifcfg-plip0 — A Parallel Line InterfaceProtocol(PLIP) connectionworksmuchthesameway
asanEthernetdevice,exceptthatit utilizesaparallelport.

• ifcfg-tr0 — TokenRingtopologiesarenot ascommonon Local AreaNetworks(LANs) asthey
oncewere,having beeneclipsedby Ethernet.

8.3. Interface Contr ol Scripts
The interfacecontrol scriptsactivate anddeactivatedsysteminterfaces.Thereare two primary in-
terfacecontrol scripts,/sbin/ifdown and /sbin/ifup , that call on control scriptslocatedin the
/etc/sysconfig/network-scripts/ directory.

The ifup and ifdown interfacescriptsaresymboliclinks to scriptsin the /sbin/ directory. When
eitherof thesescriptsarecalled,they requirethevalueof theinterfaceto bespeci�ed,suchas:

ifup eth0
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Caution

The ifup and ifdown interface scripts are the only scripts that the user should use to bring up and
take down network interfaces.

The following scripts are described for reference purposes only.

Two �les used to perform a variety of network initialization tasks during the
process of bringing up a network interface are /etc/rc.d/init.d/functions
and /etc/sysconfig/network-scripts/network-functio ns . Refer to
Section8.4NetworkFunctionFiles for moreinformation.

After verifying thataninterfacehasbeenspeci�edandthat theuserexecutingtherequestis allowed
to controltheinterface,thecorrectscriptbringstheinterfaceupor down. Thefollowing arecommon
interfacecontrolscriptsfoundwithin the /etc/sysconfig/network-scripts/ directory:

• ifup-aliases — Con�guresIP aliasesfrom interfacecon�guration�les whenmorethanoneIP
addressis associatedwith aninterface.

• ifup-ippp andifdown-ippp — BringsISDN interfacesupanddown.

• ifup-ipsec andifdown-ipsec — BringsIPsecinterfacesupanddown.

• ifup-ipv6 andifdown-ipv6 — BringsIPv6 interfacesupanddown.

• ifup-ipx — BringsupanIPX interface.

• ifup-plip — Bringsupa PLIP interface.

• ifup-plusb — BringsupaUSB interfacefor network connections.

• ifup-post andifdown-post — Containscommandsto beexecutedafteraninterfaceis brought
upor down.

• ifup-ppp andifdown-ppp — BringsaPPPinterfaceupor down.

• ifup-routes — Addsstaticroutesfor adevice asits interfaceis broughtup.

• ifdown-sit and ifup-sit — Containsfunctioncalls relatedto bringingup anddown anIPv6
tunnelwithin anIPv4connection.

• ifup-sl andifdown-sl — BringsaSLIP interfaceupor down.

• ifup-wireless — Bringsupawirelessinterface.

Warning

Removing or modifying any scripts in the /etc/sysconfig/net wor k- scr ipt s/ directory can cause
interface connections to act irregularly or fail. Only advanced users should modify scripts related to a
network interface.

The easiestway to manipulateall network scriptssimultaneouslyis to use the /sbin/service
commandonthenetwork service(/etc/rc.d/init.d/network ), asillustratedthefollowing com-
mand:

/sbin/service network < action >

In thisexample,< action > canbeeitherstart , stop , or restart .

To view a list of con�gured devicesandcurrentlyactive network interfaces,usethe following com-
mand:
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/sbin/service network status

8.4. Network Function Files
RedHatEnterpriseLinux makesuseof several�les thatcontainimportantcommonfunctionsusedto
bringinterfacesupanddown. Ratherthanforcingeachinterfacecontrol�le to containthesefunctions,
they aregroupedtogetherin a few �les thatarecalleduponwhennecessary.

The /etc/sysconfig/network-scripts/network-functio ns �le contains the most
commonlyusedIPv4 functions,which areusefulto many interfacecontrol scripts.Thesefunctions
includecontactingrunningprogramsthathave requestedinformationaboutchangesin aninterface's
status,settinghostnames,�nding a gateway device, verifying whetheror not if a particulardevice is
down, andaddingadefault route.

As the functions required for IPv6 interfaces are different than IPv4 interfaces, a
/etc/sysconfig/network-scripts/network-functions -ipv6 �le exists speci�cally to
hold this information.The functionsin this �le con�gure anddeletestatic IPv6 routes,createand
remove tunnels,addandremove IPv6 addressesto aninterface,andtestfor theexistenceof anIPv6
addressonaninterface.

8.5. Additional Resour ces
Thefollowing areresourceswhichexplain moreaboutnetwork interfaces.

8.5.1. Installed Documentation

• /usr/share/doc/initscripts- < version > /sysconfig.txt — A guide to available op-
tionsfor network con�guration�les, includingIPv6optionsnot coveredin thischapter.

• /usr/share/doc/iproute- < version > /ip-cref.ps — This �le containsa wealthof infor-
mationabouttheip command,whichcanbeusedto manipulateroutingtables,amongotherthings.
Usetheggvor kghostviewapplicationto view this �le.
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Network File System (NFS)

A NetworkFile System(NFS) allows remotehoststo mount�le systemsover a network andinteract
with those�le systemsas thoughthey aremountedlocally. This enablessystemadministratorsto
consolidateresourcesontocentralizedserverson thenetwork.

This chapterfocuseson fundamentalNFS conceptsandsupplementalinformation.For speci�c in-
structionsregardingthe con�guration andoperationof NFS server andclient software,refer to the
chaptertitled NetworkFile System(NFS) in the RedHat EnterpriseLinux SystemAdministration
Guide.

9.1. How It Works
Currently, therearethreeversionsof NFS.NFSversion2 (NFSv2)is olderandis widely supported.
NFSversion3 (NFSv3)hasmorefeatures,includingvariablesize�le handlingandbettererrorreport-
ing, but is not fully compatiblewith NFSv2clients.NFSversion4 (NFSv4)includesKerberossecu-
rity, worksthrough�re walls andon theInternet,no longerrequiresportmapper, supportsACLs, and
utilizes statefuloperations.RedHat EnterpriseLinux supportsNFSv2,NFSv3,andNFSv4clients,
andwhenmountinga �le systemvia NFS,RedHat EnterpriseLinux usesNFSv4by default, if the
server supportsit.

All versionsof NFScanuseTransmissionControl Protocol(TCP) runningover anIP network, with
NFSv4requiringit. NFSv2andNFSv3canusetheUserDatagramProtocol(UDP) runningover an
IP network to provide astatelessnetwork connectionbetweentheclientandserver.

WhenusingNFSv2or NFSv3with UDP, thestatelessUDPconnectionundernormalconditionsmin-
imizesnetwork traf�c, as the NFS server sendsthe client a cookieafter the client is authorizedto
accessthe sharedvolume.This cookie is a randomvaluestoredon the server's sideand is passed
alongwith RPCrequestsfrom theclient.TheNFSservercanberestartedwithoutaffectingtheclients
andthecookieremainsintact.However, becauseUDP is stateless,if theserver goesdown unexpect-
edly, UDP clientscontinueto saturatethenetwork with requestsfor theserver. For this reason,TCP
is thepreferredprotocolwhenconnectingto anNFSserver.

When using NFSv4, a stateful connectionis made,and Kerberosuser and group authentication
with various security levels is optionally available. NFSv4 has no interactionwith portmapper,
rpc.mountd , rpc.lockd , and rpc.statd , sincethey have beenrolled into the kernel. NFSv4
listenson thewell known TCPport 2049.

Note

TCP is the default transport protocol for NFS under Red Hat Enterprise Linux. Refer to the chapter
titled Network File System (NFS) in the Red Hat Enterprise Linux System Administration Guide for
more information about connecting to NFS servers using TCP. UDP can be used for compatibility
purposes as needed, but is not recommended for wide usage.

The only time NFS performsauthenticationis whena client systemattemptsto mount the shared
NFS resource.To limit accessto the NFS service,TCP wrappersareused.TCP wrappersreadthe
/etc/hosts.allow and /etc/hosts.deny �les to determineif a particularclient or network is
permittedor deniedaccessto theNFSservice.For moreinformationon con�guring accesscontrols
with TCPwrappers,referto Chapter17TCPWrappers andxinetd .
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After the client is grantedaccessby TCP wrappers,the NFS server refersto its con�guration �le,
/etc/exports , to determinewhethertheclient is allowedto accessany of theexported�le systems.
Onceaccessis granted,all �le anddirectoryoperationsareavailableto theuser.

Warning

If using NFSv2 or NFSv3, which do not support Kerberos authentication, NFS mount privileges are
granted to the client host, not the user. Therefore, exported �le systems can be accessed by any user
on a client host with access permissions. When con�gur ing the NFS shares, be very careful which
hosts get read/write permissions (rw ).

Impor tant

In order for NFS to work with a default installation of Red Hat Enterprise Linux with a �re wall enabled,
IPTables with the default TCP port 2049 must be con�gured. Without an IPTables con�gur ation, NFS
does not function properly.

The NFS initialization script and rpc.nfsd process now allow binding to any speci�ed port during
system start up. However, this can be error prone if the port is unavailable or con�icts with another
daemon.

9.1.1. Required Services
RedHatEnterpriseLinux usesacombinationof kernel-level supportanddaemonprocessesto provide
NFS �le sharing.NFSv2andNFSv3rely on RemoteProcedure Calls (RPC) to encodeanddecode
requestsbetweenclientsandservers.RPCservicesunderLinux arecontrolledby the portmap ser-
vice.To shareor mountNFS�le systems,thefollowing serviceswork together, dependingon which
versionof NFSis implemented:

• nfs — StartstheappropriateRPCprocessesto servicerequestsfor sharedNFS�le systems.

• nfslock — An optionalservicethatstartstheappropriateRPCprocessesto allow NFSclientsto
lock �les on theserver.

• portmap — The RPC servicefor Linux; it respondsto requestsfor RPC servicesand setsup
connectionsto therequestedRPCservice.This is not usedwith NFSv4.

Thefollowing RPCprocessesfacilitateNFSservices:

• rpc.mountd — This processreceivesmountrequestsfrom NFSclientsandveri�es therequested
�le systemis currentlyexported.This processis startedautomaticallyby thenfs serviceanddoes
not requireusercon�guration.This is notusedwith NFSv4.

• rpc.nfsd — This processis theNFSserver. It workswith theLinux kernelto meetthedynamic
demandsof NFSclients,suchasproviding server threadseachtime anNFSclient connects.This
processcorrespondsto thenfs service.

• rpc.lockd — An optionalprocessthatallows NFSclientsto lock �les ontheserver. Thisprocess
correspondsto thenfslock service.This is not usedwith NFSv4.

• rpc.statd — This processimplementstheNetworkStatusMonitor (NSM)RPCprotocolwhich
noti�es NFSclientswhenanNFSserver is restartedwithout beinggracefullybroughtdown. This
processis startedautomaticallyby the nfslock serviceanddoesnot requireusercon�guration.
This is notusedwith NFSv4.
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• rpc.rquotad — This processprovidesuserquotainformationfor remoteusers.This processis
startedautomaticallyby thenfs serviceanddoesnot requireusercon�guration.

• rpc.idmapd — This processprovidesNFSv4client andserver upcallswhich mapbetweenon-
the-wireNFSv4names(whicharestringsin theform of user@domain)andlocal UIDs andGIDs.
For idmapd to functionwith NFSv4,the /etc/idmapd.conf mustbecon�gured.This serviceis
requiredfor usewith NFSv4.

• rpc.svcgssd — Thisprocessprovidestheserver transportmechanismfor theauthenticationpro-
cess(KerberosVersion5) with NFSv4.Thisserviceis requiredfor usewith NFSv4.

• rpc.gssd — This processprovidestheclient transportmechanismfor theauthenticationprocess
(KerberosVersion5) with NFSv4.This serviceis requiredfor usewith NFSv4.

9.1.2. NFS and portmap

Note

The following section only applies to NFSv2 or NFSv3 implementations that require the portmap
service for backward compatibility.

Theportmap serviceunderLinux mapsRPCrequeststo thecorrectservices.RPCprocessesnotify
portmap whenthey start,revealingtheport numberthey aremonitoringandtheRPCprogramnum-
bersthey expect to serve. The client systemthencontactsportmap on the server with a particular
RPCprogramnumber. The portmap serviceredirectstheclient to theproperport numberso it can
communicatewith therequestedservice.

BecauseRPC-basedservicesrely onportmap to makeall connectionswith incomingclient requests,
portmap mustbeavailablebeforeany of theseservicesstart.

The portmap serviceusesTCP wrappersfor accesscontrol,andaccesscontrol rulesfor portmap
affectall RPC-basedservices.Alternatively, it ispossibleto specifyaccesscontrolrulesfor eachof the
NFSRPCdaemons.Themanpagesfor rpc.mountd andrpc.statd containinformationregarding
theprecisesyntaxfor theserules.

9.1.2.1. Troub leshooting NFS and portmap

Becauseportmap providescoordinationbetweenRPCservicesandthe port numbersusedto com-
municatewith them, it is useful to view the statusof currentRPC servicesusing portmap when
troubleshooting.The rpcinfo commandshows eachRPC-basedservicewith port numbers,anRPC
programnumber, aversionnumber, andanIP protocoltype(TCPor UDP).

To make surethe properNFS RPC-basedservicesare enabledfor portmap , issuethe following
commandasroot:

rpcinfo -p

Thefollowing is sampleoutputfrom thiscommand:

program vers proto port
100000 2 tcp 111 portmapper
100000 2 udp 111 portmapper
100021 1 udp 32774 nlockmgr
100021 3 udp 32774 nlockmgr
100021 4 udp 32774 nlockmgr
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100021 1 tcp 34437 nlockmgr
100021 3 tcp 34437 nlockmgr
100021 4 tcp 34437 nlockmgr
100011 1 udp 819 rquotad
100011 2 udp 819 rquotad
100011 1 tcp 822 rquotad
100011 2 tcp 822 rquotad
100003 2 udp 2049 nfs
100003 3 udp 2049 nfs
100003 2 tcp 2049 nfs
100003 3 tcp 2049 nfs
100005 1 udp 836 mountd
100005 1 tcp 839 mountd
100005 2 udp 836 mountd
100005 2 tcp 839 mountd
100005 3 udp 836 mountd
100005 3 tcp 839 mountd

Theoutputfrom this commandrevealsthat thecorrectNFSservicesarerunning.If oneof theNFS
servicesdoesnot startup correctly, portmap is unableto mapRPCrequestsfrom clients for that
serviceto the correctport. In many cases,if NFS is not presentin rpcinfo output,restartingNFS
causestheserviceto correctlyregisterwith portmap andbegin working.For instructionson starting
NFS,referto Section9.2StartingandStoppingNFS.

Otherusefuloptionsareavailable for the rpcinfo command.Referto the rpcinfo manpagefor
moreinformation.

9.2. Star ting and Stopping NFS
To run anNFSserver, theportmap servicemustberunning.To verify thatportmap is active, type
thefollowing commandasroot:

/sbin/service portmap status

If theportmap serviceis running,thenthenfs servicecanbestarted.To startanNFSserver, asroot
type:

/sbin/service nfs start

To stoptheserver, asroot, type:

/sbin/service nfs stop

Therestart optionis a shorthandway of stoppingandthenstartingNFS.This is themostef�cient
way to make con�gurationchangestake effect aftereditingthecon�guration�le for NFS.

To restarttheserver, asroot, type:

/sbin/service nfs restart

Thecondrestart (conditionalrestart) optiononly startsnfs if it is currentlyrunning.This option
is usefulfor scripts,becauseit doesnot startthedaemonif it is not running.

To conditionallyrestarttheserver, asroot, type:

/sbin/service nfs condrestart
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To reloadtheNFSserver con�guration�le without restartingtheservice,asroot, type:

/sbin/service nfs reload

By default, the nfs servicedoesnot startautomaticallyat boot time. To con�gure the NFS to start
up at boot time, usean initscript utility, suchas /sbin/chkconfig , /sbin/ntsysv, or the Services
Con�guration Tool program.Refer to the chaptertitled Controlling Accessto Servicesin the Red
Hat EnterpriseLinuxSystemAdministration Guidefor moreinformationregardingthesetools.

9.3. NFS Server Con�guration
Thereare threeways to con�gure an NFS server underRedHat EnterpriseLinux: using the NFS
Server Con�guration Tool (system-config-nfs ), manually editing its con�guration �le
(/etc/exports ), or usingthe /usr/sbin/exportfs command.

For instructionson usingNFS Server Con�guration Tool, refer to the chaptertitled NetworkFile
System(NFS)in the RedHat EnterpriseLinux SystemAdministration Guide. The remainderof this
sectiondiscussesmanuallyediting /etc/exports andusingthe /usr/sbin/exportfs command
to exportNFS�le systems.

9.3.1. The /etc/exports Con�guration File
The /etc/exports �le controlswhich �le systemsareexportedto remotehostsandspeci�esop-
tions.Blank linesareignored,commentscanbemadeby startinga line with thehashmark(#), and
long linescanbewrappedwith a backslash(\ ). Eachexported�le systemshouldbeon its own indi-
vidual line, andany listsof authorizedhostsplacedafteranexported�le systemmustbeseparatedby
spacecharacters.Optionsfor eachof thehostsmustbeplacedin parenthesesdirectly after thehost
identi�er, without any spacesseparatingthehostandthe�rst parenthesis.

A line for anexported�le systemhasthefollowing structure:

< export > < host1 > ( < options > ) < hostN > ( < options > )...

In thisstructure,replace< export > with thedirectorybeingexported,replace< host1 > with the
hostor network to which theexport is beingshared,andreplace< options > with theoptionsfor
thathostor network. Additionalhostscanbespeci�edin aspaceseparatedlist.

Thefollowing methodscanbeusedto specifyhostnames:

• singlehost— Whereoneparticularhostis speci�edwith a fully quali�ed domainname,hostname,
or IP address.

• wildcards— Wherea * or ? characteris usedto take into accountagroupingof fully quali�ed do-
mainnamesthatmatchaparticularstringof letters.Wildcardsshouldnotbeusedwith IP addresses;
however, it is possiblefor themto work accidentallyif reverseDNSlookupsfail.

Be carefulwhenusingwildcardswith fully quali�ed domainnames,asthey tendto bemoreexact
thanexpected.For example,theuseof *.example.com asa wildcardallows sales.example.com
to accessanexported�le system,but not bob.sales.example.com.To matchbothpossibilitiesboth
*.example.com and*.*.example.com mustbespeci�ed.

• IP networks— Allows thematchingof hostsbasedon their IP addresseswithin a largernetwork.
For example,192.168.0.0/28 allowsthe�rst 16IP addresses,from 192.168.0.0to 192.168.0.15,
to accesstheexported�le system,but not192.168.0.16andhigher.

• netgroups— PermitsanNIS netgroupname,written as@< group-name > , to beused.This effec-
tively putstheNIS server in chargeof accesscontrolfor this exported�le system,whereuserscan
beaddedandremovedfrom anNIS groupwithoutaffecting /etc/exports .
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In its simplestform, the /etc/exports �le only speci�estheexporteddirectoryandthehostsper-
mittedto accessit, asin thefollowing example:

/exported/directory bob.example.com

In the example,bob.example.com canmount /exported/directory/ . Becauseno optionsare
speci�ed in thisexample,thefollowing default NFSoptionstake effect:

• ro — Mountsof theexported�le systemareread-only. Remotehostsarenotableto makechanges
to the datasharedon the �le system.To allow hoststo make changesto the �le system,the
read/write(rw ) optionmustbespeci�ed.

• wdelay — CausestheNFSserver to delaywriting to thedisk if it suspectsanotherwrite request
is imminent.This can improve performanceby reducingthe numberof times the disk must be
accessedby separatewrite commands,reducingwrite overhead.The no_wdelay option turnsoff
this feature,but is only availablewhenusingthesync option.

• root_squash — Prevents root usersconnectedremotely from having root privileges and as-
signs them the user ID for the user nfsnobody . This effectively "squashes"the power of the
remoteroot user to the lowest local user, preventing unauthorizedalterationof �les on the re-
moteserver. Alternatively, the no_root_squash option turnsoff root squashing.To squashev-
ery remoteuser, including root, usethe all_squash option. To specify the userandgroupIDs
to usewith remoteusersfrom a particularhost,usethe anonuid andanongid options,respec-
tively. In this case,a specialuseraccountcanbecreatedfor remoteNFSusersto shareandspec-
ify (anonuid= < uid-value > ,anongid= < gid-value > ) ,where< uid-value > is theuserID
numberand< gid-value > is thegroupID number.

Impor tant

By default, access control lists (ACLs) are supported by NFS under Red Hat Enterprise Linux. To
disable this feature, specify the no_acl option when exporting the �le system. For more about this
feature, refer to the chapter titled Network File System (NFS) in the Red Hat Enterprise Linux System
Administration Guide.

Eachdefault for every exported�le systemmust be explicitly overridden.For example,if the rw
optionis notspeci�ed,thentheexported�le systemis sharedasread-only. Thefollowing is asample
line from /etc/exports whichoverridestwo default options:

/another/exported/direct ory 192.168.0.3(rw,sync)

In this example192.168.0.3 canmount /another/exported/directory/ read/writeandall
transfersto disk arecommittedto thedisk beforethewrite requestby theclient is completed.

Additionally, otheroptionsareavailablewherenodefault valueis speci�ed.Theseincludetheability
to disablesub-treechecking,allow accessfrom insecureports,andallow insecure�le locks(necessary
for certainearly NFS client implementations).Referto the exports manpagefor detailson these
lesserusedoptions.

Warning

The format of the /etc/exports �le is very precise, particularly in regards to use of the space char-
acter. Remember to always separate exported �le systems from hosts and hosts from one another
with a space character. However, there should be no other space characters in the �le except on
comment lines.

For example, the following two lines do not mean the same thing:
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/home bob.example.com(rw)
/home bob.example.com (rw)

The �rst line allows only users from bob.example.com read/write access to the /home directory. The
second line allows users from bob.example.com to mount the directory as read-only (the default),
while the rest of the world can mount it read/write.

For detailedinstructionsoncon�guring anNFSserverby editing /etc/exports , referto thechapter
titled NetworkFile System(NFS)in theRedHat EnterpriseLinuxSystemAdministration Guide.

9.3.2. The exportfs Command
Every�le systembeingexportedto remoteusersvia NFS,aswell astheaccesslevel for those�le sys-
tems,arelistedin the /etc/exports �le. Whenthenfs servicestarts,the /usr/sbin/exportfs
commandlaunchesandreadsthis �le, passescontrol to rpc.mountd (if NFSv2or NFSv3)for the
actualmountingprocess,thento rpc.nfsd wherethe�le systemsarethenavailableto remoteusers.

Whenissuedmanually, the /usr/sbin/exportfs commandallows theroot userto selectively ex-
port or unexport directorieswithout restartingthe NFS service.Whengiven the properoptions,the
/usr/sbin/exportfs commandwrites theexported�le systemsto /var/lib/nfs/xtab . Since
rpc.mountd refersto thextab �le whendecidingaccessprivilegesto a �le system,changesto the
list of exported�le systemstake effect immediately.

Thefollowing is a list of commonlyusedoptionsavailablefor /usr/sbin/exportfs :

• -r — Causesall directorieslistedin /etc/exports to beexportedby constructinga new export
list in /etc/lib/nfs/xtab . Thisoptioneffectively refreshestheexport list with any changesthat
have beenmadeto /etc/exports .

• -a — Causesall directoriesto be exportedor unexported,dependingon what otheroptionsare
passedto /usr/sbin/exportfs . If no otheroptionsarespeci�ed, /usr/sbin/exportfs ex-
portsall �le systemsspeci�ed in /etc/exports .

• -o file-systems — Speci�esdirectoriesto beexportedthatarenot listed in /etc/exports .
Replace file-systems with additional �le systemsto be exported. These �le systems
must be formatted in the same way they are speci�ed in /etc/exports . Refer to
Section9.3.1The/etc/exports Con�guration File for more information on /etc/exports
syntax.Thisoptionis oftenusedto testanexported�le systembeforeaddingit permanentlyto the
list of �le systemsto beexported.

• -i — Ignores/etc/exports ; only optionsgiven from thecommandline areusedto de�ne ex-
ported�le systems.

• -u — Unexportsall shareddirectories.Thecommand/usr/sbin/exportfs -ua suspendsNFS
�le sharingwhile keepingall NFSdaemonsup.To re-enableNFSsharing,typeexportfs -r .

• -v — Verboseoperation,wherethe �le systemsbeing exportedor unexportedaredisplayedin
greaterdetailwhentheexportfs commandis executed.

If no optionsarepassedto the /usr/sbin/exportfs command,it displaysa list of currentlyex-
ported�le systems.

For moreinformationaboutthe/usr/sbin/exportfs command,referto theexportfs manpage.

9.3.2.1. Using exportfs with NFSv4

SinceNFSv4no longerutilizes the rpc.mountd protocol aswasusedin NFSv2andNFSv3, the
mountingof �le systemshaschanged.
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An NFSv4clientnow hastheability to seeall of theexportsservedby theNFSv4serverasasingle�le
system,calledtheNFSv4pseudo-�lesystem.OnRedHatEnterpriseLinux, thepseudo-�lesystemis
identi�ed asasingle,real�le system,identi�ed at exportwith the fsid=0 option.

For example,thefollowing commandscouldbeexecutedonanNFSv4server:

mkdir /exports
mkdir /exports/opt
mkdir /exports/etc
mount --bind /usr/local/opt /exports/opt
mount --bind /usr/local/etc /exports/etc
exportfs -o fsid=0,insecure,no_subt ree_ che ck gss/krb5p:/exports
exportfs -o rw,nohide,insecure,no_s ubtr ee_chec k gss/krb5p:/exports/opt
exportfs -o rw,nohide,insecure,no_s ubtr ee_chec k gss/krb5p:/exports/etc

In thisexample,clientsareprovidedwith multiple �le systemsto mount,by usingthe--bind option.

9.4. NFS Client Con�guration Files
NFSsharesaremountedontheclientsideusingthemount command.Theformatof thecommandis
asfollows:

mount -t < nfs-type > -o < options > < host > : < /remote/export > < /local/directory >

Replace< nfs-type > with eithernfs for NFSv2or NFSv3servers,or nfs4 for NFSv4servers.
Replace< options > with a commaseparatedlist of optionsfor the NFS �le system(refer to
Section9.4.3CommonNFSMountOptions for details). Replace< host > with the remotehost,
< /remote/export > with theremotedirectorybeingmounted,and< /local/directory >
with thelocal directorywheretheremote�le systemis to bemounted.

Referto themount manpagefor moredetails.

If accessingan NFS shareby manuallyissuingthe mount command,the �le systemmust be re-
mountedmanuallyafter the systemis rebooted.RedHat EnterpriseLinux offers two methodsfor
mountingremote�le systemsautomaticallyat boot time: the /etc/fstab �le or the autofs ser-
vice.

9.4.1. /etc/fstab

The/etc/fstab �le is referencedby thenetfs serviceatboottime,solinesreferencingNFSshares
have thesameeffect asmanuallytyping themount commandduringthebootprocess.

A sample/etc/fstab line to mountanNFSexport lookslike thefollowing example:

< server > : < /remot e/ ex port > < /local/direct or y> < nfs-type > < options > 0 0

Replace< server > with the hostname,IP address,or fully quali�ed domainnameof the server
exportingthe�le system.

Replace< /remote/export > with thepathto theexporteddirectory.

Replace< /local/directory > with the local �le systemon which the exported directory is
mounted.Thismountpointmustexist before/etc/fstab is reador themountfails.

Replace< nfs-type > with eithernfs for NFSv2or NFSv3servers,or nfs4 for NFSv4servers.
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Replace< options > with a commaseparatedlist of optionsfor the NFS �le system(refer to
Section9.4.3CommonNFSMountOptionsfor details).Referto the fstab manpagefor additional
information.

9.4.2. autofs

Onedrawbackto using/etc/fstab is that,regardlessof how infrequentlya useraccessestheNFS
mounted�le system,the systemmustdedicateresourcesto keepthe mounted�le systemin place.
This is not aproblemwith oneor two mounts,but whenthesystemis maintainingmountsto adozen
systemsat onetime, overall systemperformancecansuffer. An alternative to /etc/fstab is to use
thekernel-basedautomount utility, which canmountandunmountNFS�le systemsautomatically,
saving resources.

Theautofs serviceis usedto control the automount commandthroughthe /etc/auto.master
primarycon�guration �le. While automount canbespeci�edon thecommandline, it is morecon-
venientto specifythemountpoints,hostname,exporteddirectory, andoptionsin a setof �les rather
thantyping themmanually.

The autofs con�guration �les arearrangedin a parent-childrelationship.The main con�guration
�le (/etc/auto.master ) lists mountpointson thesystemthatarelinked to a particularmaptype,
which takestheform of othercon�guration�les, programs,NIS maps,andotherlesscommonmount
methods.Theauto.master �le containslinesreferringto eachof thesemountpoints,organizedin
thefollowing manner:

< mount-point > < map-type >

The < mount-point > elementspeci�es the location of the mount on the local �le system.The
< map-type > speci�eshow themountpoint is mounted.Themostcommonmethodfor automount-
ing NFS exports is to usea �le as the map type for the particularmount point. The map �le is
usuallynamedauto. < mount-point > , where< mount-point > is themountpoint designatedin
auto.master . A line within map�les to mountanNFSexport lookslike thefollowing example:

< /local/direct or y> - < options > < server > : < /remo te /e xp or t >

Replace< /local/directory; > with the local �le systemon which the exporteddirectory is
mounted.Thismountpointmustexist beforethemap�le is read,elsethemountfails.

Replace< options > with a commaseparatedlist of optionsfor the NFS �le system(refer to
Section9.4.3CommonNFSMountOptionsfor details).Be sureto includethe hyphencharacter(- )
immediatelybeforetheoptionslist.

Replace< server > with the hostname,IP address,or fully quali�ed domainnameof the server
exportingthe�le system.

Replace< /remote/export > with thepathto theexporteddirectory.

Replace< options > with a commaseparatedlist of optionsfor the NFS �le system(refer to
Section9.4.3CommonNFSMountOptionsfor details).

While autofs con�guration�les canbeusedfor avarietyof mountsto many typesof devicesand�le
systems,they areparticularlyusefulin creatingNFSmounts.For example,someorganizationsstore
a user's /home/ directoryon a centralserver via an NFS share,thencon�gure the auto.master
�le on eachof the workstationsto point to an auto.home �le containingthe speci�cs for how to
mountthe /home/ directoryvia NFS.This allows theuserto accesspersonaldataandcon�guration
�les in their /home/ directoryby loggingin anywhereonthenetwork. Theauto.master �le in this
situationwould look similar to this:

/home /etc/auto.home
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This setsup the /home/ mountpoint on thelocal systemto becon�guredby the /etc/auto.home
�le, which lookssimilar to theexamplebelow:

* -fstype=nfs4,soft,intr,rs ize =327 68,w siz e=32 768 ,nos uid server.example.com:/home

This line statesthat any directory a usertries to accessunderthe local /home/ directory (due to
theasteriskcharacter)shouldresult in anNFSmounton the server.example.com systemon the
mountpoint /home/ . Themountoptionsspecifythateach/home/ directoryNFSmountsshoulduse
aparticularcollectionof settings.For moreinformationonmountoptions,includingtheonesusedin
thisexample,referto Section9.4.3CommonNFSMountOptions.

For moreinformationabouttheautofs con�guration�les, referto theauto.master manpage.

9.4.3. Common NFS Mount Options
Beyondmountinga �le systemvia NFSon a remotehost,otheroptionscanbespeci�ed at the time
of the mount to make it easierto use.Theseoptionscanbe usedwith manualmount commands,
/etc/fstab settings,andautofs .

Thefollowing areoptionscommonlyusedfor NFSmounts:

• fsid=num — Forcesthe�le handleand�le attributessettingson thewire to be num, insteadof a
numberderived from themajorandminor numberof theblock device on themounted�le system.
The value0 hasspecialmeaningwhenusedwith NFSv4.NFSv4hasa conceptof a root of the
overall exported�le system.Theexport pointexportedwith fsid=0 is usedasthis root.

• hard or soft — Speci�eswhetherthe programusinga �le via an NFS connectionshouldstop
andwait (hard ) for theserver to comebackonline,if thehostservingtheexported�le systemis
unavailable,or if it shouldreportanerror(soft ).

If hard is speci�ed, theusercannotterminatetheprocesswaiting for theNFScommunicationto
resumeunlessthe intr optionis alsospeci�ed.

If soft is speci�ed, the usercanset an additional timeo= < value > option, where< value >
speci�esthenumberof secondsto passbeforetheerroris reported.

• intr — Allows NFSrequeststo beinterruptedif theserver goesdown or cannotbereached.

• nfsvers=2 or nfsvers=3 — Speci�eswhich versionof theNFSprotocolto use.This is useful
for hoststhatrun multiple NFSservers.If no versionis speci�ed,NFSusesthehighestsupported
versionby thekernelandmount command.This option is not supportedwith NFSv4andshould
not beused.

• noacl — Turnsoff all ACL processing.This maybeneededwheninterfacingwith olderversions
of RedHat EnterpriseLinux, RedHat Linux, or Solaris,sincethemostrecentACL technologyis
not compatiblewith oldersystems.

• nolock — Disables�le locking. This settingis occasionallyrequiredwhenconnectingto older
NFSservers.

• noexec — Preventsexecutionof binarieson mounted�le systems.This is usefulif thesystemis
mountinganon-Linux�le systemvia NFScontainingincompatiblebinaries.

• nosuid — Disablesset-user-identi�er or set-group-identi�erbits.Thispreventsremoteusersfrom
gaininghigherprivilegesby runningasetuidprogram.

• port=num — Speci�es the numericvalueof the NFS server port. If num is 0 (the default), then
mount queriestheremotehost's portmapperfor theport numberto use.If theremotehost's NFS
daemonis not registeredwith its portmapper, thestandardNFSport numberof TCP2049is used
instead.
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• rsize=num andwsize=num — Thesesettingsspeedup NFS communicationfor reads(rsize )
andwrites (wsize ) by settinga larger datablock size,in bytes,to be transferredat onetime. Be
carefulwhenchangingthesevalues;someolderLinux kernelsandnetwork cardsdonotwork well
with largerblocksizes.For NFSv2or NFSv3,thedefault valuesfor bothparametersis setto 8192.
For NFSv4,thedefault valuesfor bothparametersis setto 32768.

• sec=mode — Speci�esthetypeof securityto utilize whenauthenticatinganNFSconnection.

sec=sys is thedefault setting,which useslocal UNIX UIDs andGIDs by meansof AUTH_SYS
to authenticateNFSoperations.

sec=krb5 usesKerberosV5 insteadof localUNIX UIDs andGIDs to authenticateusers.

sec=krb5i usesKerberosV5 for userauthenticationand performsintegrity checkingof NFS
operationsusingsecurechecksumsto preventdatatampering.

sec=krb5p usesKerberosV5 for userauthentication,integrity checking,andencryptsNFStraf�c
to prevent traf�c snif�ng. This is the most securesetting,but it also hasthe most performance
overheadinvolved.

• tcp — Speci�esfor theNFSmountto usetheTCPprotocol.

• udp — Speci�esfor theNFSmountto usetheUDPprotocol.

Many moreoptionsarelistedon themount andnfs manpages.

9.5. Securing NFS
NFSis well suitedfor sharingentire�le systemswith a largenumberof known hostsin a transparent
manner. However, with easeof usecomesavarietyof potentialsecurityproblems.

Thefollowing pointsshouldbeconsideredwhenexportingNFS�le systemson aserver or mounting
themonaclient.Doing sominimizesNFSsecurityrisksandbetterprotectsdataon theserver.

For aconciselisting of stepsadministratorscantake to secureNFSservers,referthethechaptertitled
ServerSecurityin theRedHat EnterpriseLinuxSecurityGuide.

9.5.1. Host Access
Dependingon which versionof NFSyou plan to implement,dependson your existing network en-
vironment,andyour securityconcerns.The following sectionsexplain the differencesbetweenim-
plementingsecuritymeasureswith NFSv2,NFSv3,andNFSv4.If at all possible,useof NFSv4 is
recommendedoverotherversionsof NFS.

9.5.1.1. Using NFSv2 or NFSv3

NFScontrolswhocanmountanexported�le systembasedonthehostmakingthemountrequest,not
theuserthatactuallyusesthe�le system.Hostsmustbegivenexplicit rights to mounttheexported
�le system.Accesscontrolis notpossiblefor users,otherthanthrough�le anddirectorypermissions.
In otherwords,oncea �le systemis exportedvia NFS,any useron any remotehostconnectedto the
NFSserver canaccessthe shareddata.To limit the potentialrisks,administratorsoftenallow read-
only accessor squashuserpermissionsto acommonuserandgroupID. Unfortunately, thesesolutions
preventtheNFSsharefrom beingusedin theway it wasoriginally intended.

Additionally, if an attacker gainscontrol of the DNS server usedby the systemexporting the NFS
�le system,thesystemassociatedwith a particularhostnameor fully quali�ed domainnamecanbe
pointedto anunauthorizedmachine.At thispoint,theunauthorizedmachineis thesystempermittedto
mounttheNFSshare,sincenousernameor password informationis exchangedto provideadditional
securityfor theNFSmount.
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Wildcardsshouldbeusedsparinglywhenexportingdirectoriesvia NFSasit is possiblefor thescope
of thewildcardto encompassmoresystemsthanintended.

It is alsopossibleto restrictaccessto theportmap servicevia TCPwrappers.Accessto portsusedby
portmap , rpc.mountd , andrpc.nfsd canalsobelimitedby creating�re wall ruleswith iptables .

For more informationon securingNFS andportmap , refer to the chaptertitled ServerSecurityin
theRedHat EnterpriseLinux SecurityGuide. Additional informationabout�re walls canbefoundin
Chapter18 iptables .

9.5.1.2. Using NFSv4

The releaseof NFSv4broughta revolution to authenticationandsecurityto NFS exports.NFSv4
mandatestheimplementationof theRPCSEC_GSSkernelmodule,theKerberosversion5 GSS-API
mechanism,SPKM-3,andLIPKEY. With NFSv4,the mandatorysecuritymechanismsareoriented
towardsauthenticatingindividual users,andnotclient machinesasusedin NFSv2andNFSv3.

Note

It is assumed that a Kerberos ticket-granting server (KDC) is installed and con�gured correctly, prior
to con�gur ing an NFSv4 server.

NFSv4includesACL supportbasedon the Microsoft Windows NT model,not the POSIX model,
becauseof its featuresandbecauseit is widely deployed.NFSv2andNFSv3do not have supportfor
native ACL attributes.

Another important security featureof NFSv4 is its removal of the rpc.mountd daemon.The
rpc.mountd daemonpresentedpossiblesecurityholesbecauseof theway it dealtwith �lehandlers.

FormoreinformationontheRPCSEC_GSSframework, includinghow rpc.svcgssd andrpc.gssd
interoperate,referto http://www.citi.umich.edu/projects/nfsv4/gssd/.

9.5.2. File Permissions
OncetheNFS�le systemis mountedread/writeby a remotehost,theonly protectioneachshared�le
hasis its permissions.If two usersthatsharethesameuserID valuemountthesameNFS�le system,
they canmodify eachothers�les. Additionally, anyoneloggedin asroot on theclient systemcanuse
thesu - commandto becomeauserwhocouldaccessparticular�les via theNFSshare.For moreon
NFSanduserID con�icts, refer to thechaptertitled Managing UserAccountsandResourceAccess
in theRedHat EnterpriseLinux Introductionto SystemAdministration.

By default, accesscontrol lists (ACLs) aresupportedby NFSunderRedHat EnterpriseLinux. It is
not recommendedthatthis featurebedisabled.For moreaboutthis feature,referto thechaptertitled
NetworkFile System(NFS)in theRedHat EnterpriseLinuxSystemAdministration Guide.

Thedefault behavior whenexportinga �le systemvia NFSis to userootsquashing. Thissetstheuser
ID of anyoneaccessingtheNFSshareastherootuseron their localmachineto avalueof theserver's
nfsnobody account.Never turn off root squashing.

If exportinganNFSshareasread-only, considerusingthe all_squash option,which makesevery
useraccessingtheexported�le systemtake theuserID of thenfsnobody user.
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9.6. Additional Resour ces
AdministeringanNFSserver canbeachallenge.Many options,includingquitea few not mentioned
in thischapter, areavailablefor exportingor mountingNFSshares.Consultthefollowing sourcesfor
moreinformation.

9.6.1. Installed Documentation

• /usr/share/doc/nfs-utils- < version-number > / — Replace < version-number >
with the version number of the NFS packageinstalled. This directory containsa wealth of
information about the NFS implementation for Linux, including a look at various NFS
con�gurationsandtheir impacton �le transferperformance.

• man mount — Containsa comprehensive look at mountoptionsfor both NFS server andclient
con�gurations.

• man fstab — Givesdetailsfor theformatof the /etc/fstab �le usedto mount�le systemsat
boot-time.

• man nfs — ProvidesdetailsonNFS-speci�c�le systemexport andmountoptions.

• man exports — Shows commonoptionsusedin the /etc/exports �le whenexporting NFS
�le systems.

9.6.2. Useful Websites

• http://nfs.sourceforge.net/— Thehomeof theLinux NFSprojectandagreatplacefor projectstatus
updates.

• http://www.citi.umich.edu/projects/nfsv4/linux/ — An NFSv4for Linux 2.6kernelresource.

• http://www.nfsv4.org — Thehomeof NFSversion4 andall relatedstandards.

• http://www.vanemery.com/Linux/NFSv4/NFSv4-no-rpcsec.html — Describesthedetailsof NFSv4
with FedoraCore2, which includesthe2.6kernel.

• http://www.nluug.nl/events/sane2000/papers/pawlowski.pdf — An excellentwhitepaperonthefea-
turesandenhancementsof theNFSVersion4 protocol.

9.6.3. Related Books

• Managing NFSandNISby Hal Stern,MikeEisler, andRicardoLabiaga;O'Reilly & Associates—
Makesanexcellentreferenceguidefor themany differentNFSexportandmountoptionsavailable.

• NFSIllustrated by Brent Callaghan;Addison-Wesley PublishingCompany — Providescompar-
isonsof NFSto othernetwork �le systemsandshows, in detail,how NFScommunicationoccurs.

• RedHat EnterpriseLinuxSystemAdministrationGuide; RedHat,Inc. — TheNetworkFile System
(NFS)chapterexplainsconciselyhow to setupanNFSclientsandservers.

• RedHat EnterpriseLinux SecurityGuide; RedHat, Inc. — The ServerSecuritychapterexplains
waysto secureNFSandotherservices.
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Chapter 10.
Apac he HTTP Server

The ApacheHTTP Server is a robust, commercial-gradeopen sourceWeb server developedby
the Apache Software Foundation (http://www.apache.org/). Red Hat EnterpriseLinux includes
the Apache HTTP Server 2.0 as well as a number of server modulesdesignedto enhanceits
functionality.

The default con�guration �le installedwith the ApacheHTTP Server works without alterationfor
most situations.This chapteroutlines many of the directives found within its con�guration �le
(/etc/httpd/conf/httpd.conf ) to aid thosewho require a customcon�guration or needto
convert acon�guration�le from theolderApacheHTTP Server 1.3 format.

Warning

If using the graphical HTTP Con�guration Tool (system-config-ht tp d), do not hand edit the
Apache HTTP Server's con�gur ation �le as the HTTP Con�guration Tool regenerates this �le when-
ever it is used.

For more information about the HTTP Con�guration Tool , please refer to the chapter titled Apache
HTTP Server Con�gur ation in the Red Hat Enterprise Linux System Administration Guide.

10.1. Apac he HTTP Server 2.0
There are important differences between the Apache HTTP Server 2.0 and version 1.3
(version 1.3 shipped with Red Hat Enterprise Linux 2.1 and earlier). This section reviews
some of the features of Apache HTTP Server 2.0 and outlines important changes. For
instructions on migrating a version 1.3 con�guration �le to the 2.0 format, refer to
Section10.2Migrating ApacheHTTPServer1.3Con�guration Files.

10.1.1. Features of Apac he HTTP Server 2.0
ApacheHTTP Server 2.0 includesthefollowing features:

• ApacheAPI — Modulesutilize amorepowerful setof ApplicationProgrammingInterfaces(APIs).

Impor tant

Modules built for Apache HTTP Server 1.3 do not work without being ported to the new API. If un-
sure whether or not a particular module has been ported, consult the developer before upgrading.

• Filtering — Modules can act as content �lters. Refer to
Section10.2.4ModulesandApacheHTTPServer2.0 for moreonhow �ltering works.

• IPv6Support— Thenext generationIP addressingformatis supported.

• Simpli�ed Directives— A numberof confusingdirectives have beenremoved while othershave
beensimpli�ed. Referto Section10.5Con�guration Directivesin httpd.conf for moreinforma-
tion aboutspeci�c directives.
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• Multilingual Error Responses— WhenusingServerSideInclude(SSI) documents,customizable
errorresponsepagescanbedeliveredin multiple languages.

A morecompletelist of changescanbefoundonlineat http://httpd.apache.org/docs-2.0/.

10.1.2. Packaging Chang es in Apac he HTTP Server 2.0
Startingwith RedHat EnterpriseLinux 3, the ApacheHTTP Server packageswererenamed.Also,
somerelatedpackageswererenamed,deprecated,or incorporatedinto otherpackages.

Below is a list of packagingchanges:

• The apache , apache-devel and apache-manual packageswere renamed to httpd ,
httpd-devel andhttpd-manual respectively.

• Themod_dav packagewasincorporatedinto thehttpd package.

• The mod_put andmod_roaming packageswereremoved,sincetheir functionality is a subsetof
thatprovidedby mod_dav (which is now incorporatedinto thehttpd package).

• Themod_auth_any andmod_bandwidth packageswereremoved.

• Theversionnumberfor themod_ssl packageis now synchronizedwith thehttpd package.This
meansthat the mod_ssl packagefor ApacheHTTP Server 2.0 hasa lower versionnumberthan
mod_ssl packagefor ApacheHTTPServer 1.3.

10.1.3. File System Chang es in Apac he HTTP Server 2.0
Thefollowing changesto the�le systemlayoutoccurwhenupgradingto ApacheHTTP Server 2.0:

• The con�guration directory, /etc/httpd/conf.d/ , has been added. — This directory
is used to store con�guration �les for individually packagedmodules, such as mod_ssl ,
mod_perl , and php . The server is instructedto load con�guration �les from this location by
the directive Include conf.d/*.conf within the Apache HTTP Server con�guration �le,
/etc/httpd/conf/httpd.conf .

Impor tant

It is vital that the line specifying the new con�gur ation directory be inserted when migrating an
existing con�gur ation.

• Theab and logresolve programshavebeenmoved.— Theseutility programshavebeenmoved
from the /usr/sbin/ directoryandinto the /usr/bin/ directory. This causesscriptswith abso-
lute pathsfor thesebinariesto fail.

• Thedbmmanagecommandhasbeenreplaced.— Thedbmmanagecommandhasbeenreplacedby
htdbm . Referto Section10.2.4.5Themod_auth_dbm andmod_auth_db Modulesfor moreinfor-
mation.

• The logrotate con�guration �le hasbeenrenamed.— The logrotate con�guration �le has
beenrenamedfrom /etc/logrotate.d/apache to /etc/logrotate.d/httpd .

Thenext sectionoutlineshow to migrateanApacheHTTPServer1.3con�gurationto the2.0format.
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10.2. Migrating Apac he HTTP Server 1.3 Con�guration Files
ThissectiondetailsmigratinganApacheHTTPServer1.3con�guration�le to beutilizedby Apache
HTTP Server2.0.

If upgrading to Red Hat EnterpriseLinux 4 from Red Hat EnterpriseLinux 2.1, note that
the new stock con�guration �le for the Apache HTTP Server 2.0 package is installed as
/etc/httpd/conf/httpd.conf.rpmnew and the original version 1.3 httpd.conf is left
untouched.It is entirely up to you whetherto usethe new con�guration �le and migratethe old
settingsto it, or usethe existing �le asa baseandmodify it to suit; however, somepartsof the �le
have changedmorethanothersanda mixedapproachis generallythebest.Thestockcon�guration
�les for bothversion1.3and2.0aredividedinto threesections.

If the /etc/httpd/conf/httpd.conf �le is a modi�ed versionof thenewly installeddefault and
a saved a copy of the original con�guration �le is available, it may be easiestto invoke the diff
command,asin thefollowing example(loggedin asroot):

diff -u httpd.conf.orig httpd.conf | less

Thiscommandhighlightsany modi�cationsmade.If acopy of theoriginal�le is notavailable,extract
it from anRPM packageusingthe rpm2cpio andcpio commands,asin thefollowing example:

rpm2cpio apache- < version-number > .i 386 .rpm | cpio -i --make

In the above command,replace< version-number > with the versionnumberfor the apache
package.

Finally, it is usefulto know thattheApacheHTTPServerhasatestingmodeto checkfor con�guration
errors.To useaccessit, typethefollowing command:

apachectl configtest

10.2.1. Global Envir onment Con�guration
The globalenvironmentsectionof thecon�guration �le containsdirectiveswhich affect theoverall
operationof theApacheHTTP Server, suchasthenumberof concurrentrequestsit canhandleand
thelocationsof thevarious�les. Thissectionrequiresa largenumberof changesandshouldbebased
on theApacheHTTP Server 2.0con�guration�le, while migratingtheold settingsinto it.

10.2.1.1. Interface and Por t Binding

TheBindAddress andPort directivesno longerexist; their functionalityis now providedby amore
�e xible Listen directive.

If Port 80 wassetin the1.3versioncon�guration �le, changeit to Listen 80 in the2.0con�gu-
ration�le. If Port wassetto somevalueotherthan80, thenappendtheport numberto thecontents
of theServerName directive.

For example,thefollowing is asampleApacheHTTP Server 1.3directive:

Port 123
ServerName www.example.com

To migratethis settingto ApacheHTTP Server 2.0,usethefollowing structure:

Listen 123
ServerName www.example.com: 123
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For moreon this topic, refer to the following documentationon the ApacheSoftwareFoundation's
website:

• http://httpd.apache.org/docs-2.0/mod/mpm_common.htm l#liste n

• http://httpd.apache.org/docs-2.0/mod/core.html#serv ername

10.2.1.2. Server-Pool Size Regulation

Whenthe ApacheHTTP Server acceptsrequests,it dispatcheschild processesor threadsto handle
them.Thisgroupof child processesor threadsis known asaserver-pool. UnderApacheHTTPServer
2.0, theresponsibilityfor creatingandmaintainingtheseserver-poolshasbeenabstractedto a group
of modulescalledMulti-ProcessingModules(MPMs). Unlike othermodules,only onemodulefrom
theMPM groupcanbeloadedby theApacheHTTP Server. TherearethreeMPM modulesthatship
with 2.0: prefork , worker , andperchild . Currentlyonly the prefork andworker MPMs are
available,althoughtheperchild MPM maybeavailableata laterdate.

The original ApacheHTTP Server 1.3 behavior has beenmoved into the prefork MPM. The
prefork MPM acceptsthesamedirectivesasApacheHTTP Server 1.3,sothefollowing directives
maybemigrateddirectly:

• StartServers

• MinSpareServers

• MaxSpareServers

• MaxClients

• MaxRequestsPerChild

The worker MPM implementsa multi-process,multi-threadedserver providing greaterscalability.
Whenusingthis MPM, requestsarehandledby threads,conservingsystemresourcesandallowing
large numbersof requeststo be served ef�ciently. Although someof the directives acceptedby the
worker MPM arethesameasthoseacceptedby theprefork MPM, thevaluesfor thosedirectives
shouldnot be transfereddirectly from an ApacheHTTP Server 1.3 installation.It is bestto instead
usethedefault valuesasaguide,thenexperimentto determinewhatvalueswork best.

Impor tant

To use the worker MPM, create the �le /etc/sysconfig/http d and add the following directive:

HTTPD=/usr/sbin/httpd.wor ker

For moreon thetopicof MPMs,referto thefollowing documentationon theApacheSoftwareFoun-
dation's website:

• http://httpd.apache.org/docs-2.0/mpm.html

10.2.1.3. Dynamic Shared Object (DSO) Suppor t

Therearemany changesrequiredhere,andit is highly recommendedthatanyonetrying to modify an
ApacheHTTP Server 1.3con�guration to suit version2.0 (asopposedto migratingthechangesinto
theversion2.0con�guration)copy thissectionfrom thestockApacheHTTPServer2.0con�guration
�le.
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Thosewho do not want to copy the sectionfrom the stockApacheHTTP Server 2.0 con�guration
shouldnotethefollowing:

• The AddModule andClearModuleList directivesno longerexist. Thesedirectiveswhereused
to ensurethat modulescould be enabledin the correctorder. The ApacheHTTP Server 2.0 API
allows modulesto specifytheirordering,eliminatingtheneedfor thesetwo directives.

• Theorderof theLoadModule linesareno longerrelevant in mostcases.

• Many moduleshavebeenadded,removed,renamed,split up,or incorporatedinto others.

• LoadModule lines for modules packagedin their own RPMs (mod_ssl , php , mod_perl ,
and the like) are no longer necessaryas they can be found in their relevant �les within the
/etc/httpd/conf.d/ directory.

• ThevariousHAVE_XXXde�nitions areno longerde�ned.

Impor tant

If modifying the original �le , note that it is of paramount importance that the httpd.conf contains the
following directive:

Include conf.d/*.conf

Omission of this directive results in the failure of all modules packaged in their own RPMs (such as
mod_perl , php , and mod_ssl ).

10.2.1.4. Other Global Envir onment Chang es

Thefollowing directiveshave beenremovedfrom ApacheHTTP Server 2.0's con�guration:

• ServerType — TheApacheHTTPServercanonly berunasServerType standalone making
this directive irrelevant.

• AccessConfig andResourceConfig — Thesedirectiveshave beenremovedasthey mirror the
functionalityof theInclude directive. If theAccessConfig andResourceConfig directivesare
set,replacethemwith Include directives.

To ensurethatthe�les arereadin theorderimpliedby theolderdirectives,the Include directives
shouldbeplacedat theendof thehttpd.conf , with theonecorrespondingto ResourceConfig
precedingtheonecorrespondingto AccessConfig . If usingthedefault values,includethemex-
plicitly asconf/srm.conf andconf/access.conf �les.

10.2.2. Main Server Con�guration
Themainservercon�gurationsectionof thecon�guration�le setsupthemainserver, whichresponds
to any requeststhat arenot handledby a virtual hostde�ned within a < VirtualHost > container.
Valuesherealsoprovide defaultsfor any < VirtualHost > containersde�ned.

Thedirectivesusedin this sectionhave changedlittle betweenApacheHTTP Server 1.3andversion
2.0. If the main server con�guration is heavily customized,it may be easierto modify the existing
con�guration �le to suit ApacheHTTP Server 2.0. Userswith only lightly customizedmain server
sectionsshouldmigratetheir changesinto thedefault 2.0con�guration.
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10.2.2.1. UserDir Mapping

The UserDir directive is usedto enableURLs suchas http://example.com/~bob/ to mapto
a subdirectorywithin the homedirectoryof the userbob , suchas /home/bob/public_html/ . A
side-effect of this featureallows apotentialattacker to determinewhetheragivenusernameis present
on the system.For this reason,the default con�guration for ApacheHTTP Server 2.0 disablesthis
directive.

To enableUserDir mapping,changethedirective in httpd.conf from:

UserDir disable

to thefollowing:

UserDir public_html

For moreon this topic, refer to the following documentationon the ApacheSoftwareFoundation's
website:

• http://httpd.apache.org/docs-2.0/mod/mod_userdir.html#userdir

10.2.2.2. Log ging

Thefollowing loggingdirectiveshavebeenremoved:

• AgentLog

• RefererLog

• RefererIgnore

However, agentandreferrerlogsarestill availableusingtheCustomLog andLogFormat directives.

For moreon this topic, refer to the following documentationon the ApacheSoftwareFoundation's
website:

• http://httpd.apache.org/docs-2.0/mod/mod_log_con�g.html#customlog

• http://httpd.apache.org/docs-2.0/mod/mod_log_con�g.html#logformat

10.2.2.3. Director y Indexing

ThedeprecatedFancyIndexing directivehasnow beenremoved.Thesamefunctionalityis available
throughtheFancyIndexing optionwithin the IndexOptions directive.

The VersionSort option to the IndexOptions directive causes �les containing version
numbersto be sorted in a more natural way. For example, httpd-2.0.6.tar appearsbefore
httpd-2.0.36.tar in adirectoryindex page.

The defaults for the ReadmeNameand HeaderName directives have changedfrom READMEand
HEADERto README.html andHEADER.html .

For moreon this topic, refer to the following documentationon the ApacheSoftwareFoundation's
website:

• http://httpd.apache.org/docs-2.0/mod/mod_autoindex.html#indexoptions

• http://httpd.apache.org/docs-2.0/mod/mod_autoindex.html#readmename

• http://httpd.apache.org/docs-2.0/mod/mod_autoindex.html#headername
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10.2.2.4. Content Negotiation

The CacheNegotiatedDocs directive now takes the argumenton or off . Existing instancesof
CacheNegotiatedDocs shouldbereplacedwith CacheNegotiatedDocs on.

For moreon this topic, refer to the following documentationon the ApacheSoftwareFoundation's
website:

• http://httpd.apache.org/docs-2.0/mod/mod_negotiation.html#cachenegotiateddocs

10.2.2.5. Error Documents

To useahard-codedmessagewith theErrorDocument directive, themessageshouldbeenclosedin
apairof doublequotationmarks["], ratherthanjustprecededby adoublequotationmarkasrequired
in ApacheHTTPServer 1.3.

For example,thefollowing is asampleApacheHTTP Server 1.3directive:

ErrorDocument 404 "The document was not found

To migrateanErrorDocument settingto ApacheHTTP Server 2.0,usethefollowing structure:

ErrorDocument 404 "The document was not found "

Notethetrailing doublequotein thepreviousErrorDocument directive example.

For moreon this topic, refer to the following documentationon the ApacheSoftwareFoundation's
website:

• http://httpd.apache.org/docs-2.0/mod/core.html#errordocument

10.2.3. Vir tual Host Con�guration
The contentsof all < VirtualHost > containersshouldbe migratedin the sameway asthe main
server sectionasdescribedin Section10.2.2Main ServerCon�guration.

Impor tant

Note that SSL/TLS virtual host con�gur ation has been moved out of the main server con�gur ation
�le and into /etc/httpd/conf.d/ ssl .c onf .

For moreon this topic, refer to the chaptertitled Apache HTTP Secure ServerCon�guration in the
RedHat EnterpriseLinuxSystemAdministrationGuideandthedocumentationonlineatthefollowing
URL:

• http://httpd.apache.org/docs-2.0/vhosts/
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10.2.4. Modules and Apac he HTTP Server 2.0
In ApacheHTTP Server 2.0, the modulesystemhasbeenchangedto allow modulesto be chained
togetheror combinedin new andinterestingways.CommonGatewayInterface(CGI) scripts,for ex-
ample,cangenerateserver-parsedHTML documentswhichcanthenbeprocessedby mod_include .
Thisopensupa tremendousnumberof possibilitieswith regardsto how modulescanbecombinedto
achieve aspeci�c goal.

Theway this worksis thateachrequestis servedby exactly onehandlermodulefollowedby zeroor
more�lter modules.

UnderApacheHTTP Server 1.3, for example,a Perl script would be handledin its entiretyby the
Perlmodule(mod_perl ). UnderApacheHTTPServer2.0,therequestis initially handledby thecore
module— whichservesstatic�les — andis then�lter edby mod_perl .

Exactlyhow to usethis,andall othernew featuresof ApacheHTTP Server 2.0, is beyondthescope
of this document;however, the changehasrami�cations if the PATH_INFO directive is usedfor a
documentwhich is handledby a modulethatis now implementedasa �lter , aseachcontainstrailing
pathinformationafter thetrue �le name.Thecoremodule,which initially handlestherequest,does
not by default understandPATH_INFOandreturns404 Not Found errorsfor requeststhat contain
suchinformation.As an alternative, usethe AcceptPathInfo directive to coercethe coremodule
into acceptingrequestswith PATH_INFO.

Thefollowing is anexampleof thisdirective:

AcceptPathInfo on

For moreon this topic, refer to the following documentationon the ApacheSoftwareFoundation's
website:

• http://httpd.apache.org/docs-2.0/mod/core.html#acceptpathinfo

• http://httpd.apache.org/docs-2.0/handler.html

• http://httpd.apache.org/docs-2.0/�l ter.html

10.2.4.1. The suexec Module

In ApacheHTTP Server 2.0,themod_suexec moduleusestheSuexecUserGroup directive, rather
thantheUser andGroup directives,whichis usedfor con�guring virtual hosts.TheUser andGroup
directivescanstill beusedin general,but aredeprecatedfor con�guring virtual hosts.

For example,thefollowing is asampleApacheHTTP Server 1.3directive:

< VirtualHost vhost.example.com:80 >
User someone
Group somegroup

< /VirtualHost >

To migratethis settingto ApacheHTTP Server 2.0,usethefollowing structure:

< VirtualHost vhost.example.com:80 >
SuexecUserGroup someone somegroup

< /VirtualHost >
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10.2.4.2. The mod_ssl Module

The con�guration for mod_ssl has been moved from the httpd.conf �le into the
/etc/httpd/conf.d/ssl.conf �le. For this �le to be loaded, and for mod_ssl to work,
the statement Include conf.d/*.conf must be in the httpd.conf �le as described in
Section10.2.1.3DynamicSharedObject(DSO)Support.

ServerName directivesin SSLvirtual hostsmustexplicitly specifytheport number.

For example,thefollowing is asampleApacheHTTP Server 1.3directive:

< VirtualHost _default_:443 >
# General setup for the virtual host
ServerName ssl.example.name
...

< /VirtualHost >

To migratethis settingto ApacheHTTP Server 2.0,usethefollowing structure:

< VirtualHost _default_:443 >
# General setup for the virtual host
ServerName ssl.host.name :443
...

< /VirtualHost >

It is also important to note that both the SSLLog and SSLLogLevel directives have been
removed. The mod_ssl module now obeys the ErrorLog and LogLevel directives. Refer to
Section10.5.35ErrorLog and Section10.5.36LogLevel for more information about these
directives.

For moreon this topic, refer to the following documentationon the ApacheSoftwareFoundation's
website:

• http://httpd.apache.org/docs-2.0/mod/mod_ssl.html

• http://httpd.apache.org/docs-2.0/vhosts/

10.2.4.3. The mod_proxy Module

Proxyaccesscontrolstatementsarenow placedinsidea < Proxy > block ratherthana < Directory
proxy: > .

Thecachingfunctionalityof theold mod_proxy hasbeensplit out into thefollowing threemodules:

• mod_cache

• mod_disk_cache

• mod_mem_cache

Thesegenerallyusedirectivessimilar to theolderversionsof themod_proxy module,but it is advis-
ableto verify eachdirective beforemigratingany cachesettings.

For moreon this topic, refer to the following documentationon the ApacheSoftwareFoundation's
website:

• http://httpd.apache.org/docs-2.0/mod/mod_proxy.html
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10.2.4.4. The mod_include Module

Themod_include moduleis now implementedasa �lter andis thereforeenableddifferently. Refer
to Section10.2.4ModulesandApacheHTTPServer2.0 for moreabout�lters.

For example,thefollowing is asampleApacheHTTP Server 1.3directive:

AddType text/html .shtml
AddHandler server-parsed .shtml

To migratethis settingto ApacheHTTP Server 2.0,usethefollowing structure:

AddType text/html .shtml
AddOutputFilter INCLUDES .shtml

NotethattheOptions +Includes directive is still requiredfor the< Directory > containeror in
a .htaccess �le.

For moreon this topic, refer to the following documentationon the ApacheSoftwareFoundation's
website:

• http://httpd.apache.org/docs-2.0/mod/mod_include.html

10.2.4.5. The mod_auth_dbm and mod_auth_db Modules

ApacheHTTPServer1.3supportedtwo authenticationmodules,mod_auth_db andmod_auth_dbm ,
which usedBerkeley DatabasesandDBM databasesrespectively. Thesemoduleshave beencom-
binedinto a singlemodulenamedmod_auth_dbm in ApacheHTTP Server 2.0, which canaccess
severaldifferentdatabaseformats.To migratefrom mod_auth_db , con�guration �les shouldbead-
justedby replacingAuthDBUserFile andAuthDBGroupFile with themod_auth_dbm equivalents,
AuthDBMUserFile andAuthDBMGroupFile . Also, thedirective AuthDBMType DBmustbeadded
to indicatethetypeof database�le in use.

Thefollowing exampleshows asamplemod_auth_db con�gurationfor ApacheHTTP Server1.3:

< Location /private/>
AuthType Basic
AuthName "My Private Files"
AuthDBUserFile /var/www/authdb
require valid-user

< /Location>

To migratethis settingto version2.0of ApacheHTTP Server, usethefollowing structure:

< Location /private/>
AuthType Basic
AuthName "My Private Files"
AuthDBMUserFile /var/www/authdb
AuthDBMType DB
require valid-user

< /Location>

NotethattheAuthDBMUserFile directive canalsobeusedin .htaccess �les.

ThedbmmanagePerlscript,usedto manipulateusernameandpassworddatabases,hasbeenreplaced
by htdbm in ApacheHTTP Server 2.0.Thehtdbm programoffersequivalentfunctionalityand,like
mod_auth_dbm , canoperateavarietyof databaseformats;the-T optioncanbeusedonthecommand
line to specifytheformatto use.

Table10-1shows how to migratefrom aDBM-formatdatabaseto htdbm formatusingdbmmanage.



Chapter 10.ApacheHTTP Server 135

Action dbmmana ge command
(1.3)

Equiv alent htdbm
command (2.0)

Add userto database(using
givenpassword)

dbmmanage authdb add
username password

htdbm -b -TDB authdb
username password

Add userto database(prompts
for password)

dbmmanage authdb
adduser username

htdbm -TDB authdb
username

Remove userfrom database dbmmanage authdb delete
username

htdbm -x -TDB authdb
username

List usersin database dbmmanage authdb view htdbm -l -TDB authdb

Verify apassword dbmmanage authdb check
username

htdbm -v -TDB authdb
username

Table 10-1.Migrating fr om dbmmanage to htdbm

The-m and-s optionswork with bothdbmmanageandhtdbm , enablingtheuseof theMD5 or SHA1
algorithmsfor hashingpasswords,respectively.

Whencreatinganew databasewith htdbm , the-c optionmustbeused.

For moreon this topic, refer to the following documentationon the ApacheSoftwareFoundation's
website:

• http://httpd.apache.org/docs-2.0/mod/mod_auth_dbm.html

10.2.4.6. The mod_perl Module

The con�guration for mod_perl has been moved from httpd.conf into the �le
/etc/httpd/conf.d/perl.conf . For this �le to be loaded,and hencefor mod_perl to work,
the statementInclude conf.d/*.conf must be included in httpd.conf as describedin
Section10.2.1.3DynamicSharedObject(DSO)Support.

Occurrencesof Apache:: in httpd.conf mustbereplacedwith ModPerl:: . Additionally, theman-
nerin whichhandlersareregisteredhasbeenchanged.

This is a sampleApacheHTTPServer 1.3mod_perl con�guration:

< Directory /var/www/perl >
SetHandler perl-script
PerlHandler Apache::Registry
Options +ExecCGI

< /Directory >

This is theequivalentmod_perl for ApacheHTTP Server 2.0:

< Directory /var/www/perl >
SetHandler perl-script
PerlResponseHandler ModPerl::Registry
Options +ExecCGI

< /Directory >

Mostmodulesfor mod_perl 1.x shouldwork withoutmodi�cation with mod_perl 2.x.XS modules
requirerecompilationandmayrequireminor Make�le modi�cations.
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10.2.4.7. The mod_python Module

Con�guration for mod_python has moved from httpd.conf to the
/etc/httpd/conf.d/python.conf �le. For this �le to beloaded,andhencefor mod_python to
work, the statement Include conf.d/*.conf must be in httpd.conf as described in
Section10.2.1.3DynamicSharedObject(DSO)Support.

10.2.4.8. PHP

The con�guration for PHP has been moved from httpd.conf into the �le
/etc/httpd/conf.d/php.conf . For this �le to be loaded, the statement
Include conf.d/*.conf must be in httpd.conf as described in
Section10.2.1.3DynamicSharedObject(DSO)Support.

Note

Any PHP con�gur ation directives used in Apache HTTP Server 1.3 are now fully compatible, when
migrating to Apache HTTP Server 2.0 on Red Hat Enterprise Linux 4.

In PHPversion4.2.0andlaterthedefault setof prede�nedvariableswhichareavailablein theglobal
scopehaschanged.Individual input andserver variablesare,by default, no longerplaceddirectly
into the globalscope.This changemaycausescriptsto break.Revert to theold behavior by setting
register_globals to On in the�le /etc/php.ini .

For moreon this topic, referto thefollowing URL for detailsconcerningtheglobalscopechanges:

• http://www.php.net/release_4_1_0.php

10.2.4.9. The mod_authz_ldap Module

RedHat EnterpriseLinux shipswith the mod_authz_ldap modulefor the ApacheHTTP Server.
This moduleusestheshortform of the distinguishednamefor a subjectandthe issuerof theclient
SSLcerti�cate to determinethedistinguishednameof theuserwithin anLDAP directory. It is also
capableof authorizingusersbasedon attributes of that user's LDAP directory entry, determining
accessto assetsbasedon theuserandgroupprivilegesof theasset,anddenying accessfor userswith
expiredpasswords.Themod_ssl moduleis requiredwhenusingthemod_authz_ldap module.

Impor tant

The mod_authz_ldap module does not authenticate a user to an LDAP directory
using an encrypted password hash. This functionality is provided by the experimental
mod_auth_ldap module. Refer to the mod_auth_ldap module documentation online at
http://httpd.apache.org/docs-2.0/mod/mod_auth_ldap.html for details on the status of this module.

The /etc/httpd/conf.d/authz_ldap.conf �le con�guresthemod_authz_ldap module.

Refer to /usr/share/doc/mod_authz_ldap- < version > /index.html (replacing
< version > with the version numberof the package)or http://authzldap.othello.ch/ for more
informationoncon�guring themod_authz_ldap third partymodule.
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10.3. After Installation
After installingthehttpd package,review theApacheHTTPServer'sdocumentationavailableonline
athttp://httpd.apache.org/docs-2.0/.

TheApacheHTTP Server's documentationcontainsa full list andcompletedescriptionsof all con-
�guration options.This chapterprovidesshortdescriptionsof the con�guration directives usedby
ApacheHTTP Server 2.0.

TheApacheHTTP Server 2.0 includestheability to setup secureWebserversusingthestrongSSL
encryptionprovided by the mod_ssl and openssl packages.When looking throughthe con�gu-
ration �les, be aware that it includesboth a non-secureanda secureWeb server. The secureWeb
server runsasa virtual host,which is con�gured in the /etc/httpd/conf.d/ssl.conf �le. For
moreinformationaboutvirtual hosts,refer to Section10.8Virtual Hosts. For informationon con�g-
uringasecureservervirtual host,referto Section10.8.1SettingUp Virtual Hosts. For informationon
settingup an ApacheHTTP SecureServer, refer to the chaptertitled Apache HTTP Secure Server
Con�guration in theRedHat EnterpriseLinuxSystemAdministration Guide.

Note

Red Hat, Inc. does not ship FrontPage extensions as the Microsoft™ license prohibits the inclusion
of these extensions in a third party product. More information about FrontPage extensions and the
Apache HTTP Server can be found online at http://www.rtr.com/fpsupport/.

10.4. Star ting and Stopping httpd

The httpd RPM installs the /etc/init.d/httpd script, which can be accessedusing the
/sbin/service command.

To starttheserver, asroot type:

/sbin/service httpd start

To stoptheserver, asroot type:

/sbin/service httpd stop

Therestart optionis ashorthandway of stoppingandthenstartingtheApacheHTTPServer.

To restarttheserver, asroot type:

/sbin/service httpd restart

Note

If running the Apache HTTP Server as a secure server, it may be necessary to type the server
password whenever using the start or restart options.

After editingthehttpd.conf �le, however, it is not necessaryto explicitly stopandstarttheserver.
Instead,usethe reload option.

To reloadtheserver con�guration�le, asroot type:
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/sbin/service httpd reload

Note

If running the Apache HTTP Server as a secure server, the server password is not required when
using the reload option.

By default, the httpd servicedoesnot start automaticallyat boot time. To con�gure the httpd
serviceto startup at boottime,useaninitscript utility, suchas/sbin/chkconfig , /sbin/ntsysv, or
theServicesCon�guration Tool program.Referto thechaptertitled Controlling Accessto Services
in RedHat EnterpriseLinuxSystemAdministrationGuidefor moreinformationregardingthesetools.

Note

If running the Apache HTTP Server as a secure server, the secure server's password is required after
the machine boots when using an encrypted private SSL key.

For information about setting up an Apache HTTP Secure Server, refer to the chapter titled Apache
HTTP Secure Server Con�gur ation in the Red Hat Enterprise Linux System Administration Guide.

10.5. Con�guration Directives in httpd.conf

TheApacheHTTPServer con�guration�le is /etc/httpd/conf/httpd.conf . Thehttpd.conf
�le is well-commentedandmostlyself-explanatory. Thedefault con�gurationworks for mostsitua-
tions;however, it is agoodideato becomefamiliarsomeof themoreimportantcon�gurationoptions.

Warning

With the release of Apache HTTP Server 2.0, many con�gur ation options have
changed. If migrating a version 1.3 con�gur ation �le to the 2.0 format, refer to
Section 10.2 Migrating Apache HTTP Server 1.3 Con�gur ation Files.

10.5.1. General Con�guration Tips
If con�guring the Apache HTTP Server, edit /etc/httpd/conf/httpd.conf
and then either reload, restart, or stop and start the httpd process as outlined in
Section10.4StartingandStoppinghttpd .

Before editing httpd.conf , make a copy the original �le. Creatinga backupmakes it easierto
recover from mistakesmadewhile editingthecon�guration�le.

If amistake is madeandtheWebserver doesnotwork correctly, �rst review recentlyeditedpassages
in httpd.conf to verify thereareno typos.

Next look in the Webserver's error log, /var/log/httpd/error_log . The error log may not be
easyto interpret,dependingonyour level of expertise.However, thelastentriesin theerrorlog should
provideusefulinformation.
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The following subsectionscontaina list of short descriptionsfor many of the directives included
in httpd.conf . Thesedescriptionsarenot exhaustive. For more information,refer to the Apache
documentationonlineat http://httpd.apache.org/docs-2.0/.

For more information about mod_ssl directives, refer to the documentation online at
http://httpd.apache.org/docs-2.0/mod/mod_ssl.html.

10.5.2. ServerRoot

The ServerRoot directive speci�es the top-level directorycontainingwebsitecontent.By default,
ServerRoot is setto "/etc/httpd" for bothsecureandnon-secureservers.

10.5.3. PidFile

PidFile namesthe�le wheretheserver recordsits processID (PID). By default thePID is listedin
/var/run/httpd.pid .

10.5.4. Timeout

Timeout de�nes, in seconds,theamountof time that theserver waits for receiptsandtransmissions
during communications.Timeout is set to 300 secondsby default, which is appropriatefor most
situations.

10.5.5. KeepAlive

KeepAlive setswhethertheserver allows morethanonerequestperconnectionandcanbeusedto
preventany oneclient from consumingtoo muchof theserver's resources.

By default Keepalive is setto off . If Keepalive is setto on andtheserverbecomesverybusy, the
server canquickly spawn themaximumnumberof child processes.In this situation,theserver slows
down signi�cantly. If Keepalive is enabled,it is agoodideato setthetheKeepAliveTimeout low
(refer to Section10.5.7KeepAliveTimeout for more informationaboutthe KeepAliveTimeout
directive) and monitor the /var/log/httpd/error_log log �le on the server. This log reports
whentheserver is runningout of child processes.

10.5.6. MaxKeepAliveReque st s

This directive sets the maximum number of requests allowed per persistent connection.
The Apache Project recommendsa high setting, which improves the server's performance.
MaxKeepAliveRequests is setto 100 by default,whichshouldbeappropriatefor mostsituations.

10.5.7. KeepAliveTimeout

KeepAliveTimeout setsthe numberof secondsthe server waits after a requesthasbeenserved
beforeit closesthe connection.Oncethe server receives a request,the Timeout directive applies
instead.TheKeepAliveTimeout directive is setto 15 secondsby default.
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10.5.8. IfModule

< IfModule > and< /IfModule > tagscreateaconditionalcontainerwhichareonly activatedif the
speci�edmoduleis loaded.Directiveswithin the IfModule containerareprocessedunderoneof two
conditions.Thedirectivesareprocessedif themodulecontainedwithin thestarting< IfModule > tag
is loaded.Or, if anexclamationpoint [!] appearsbeforethemodulename,thedirectivesareprocessed
only if themodulespeci�ed in the< IfModule > tagis not loaded.

For moreinformationaboutApacheHTTPServer modules,referto Section10.7AddingModules.

10.5.9. MPM Speci�c Server-Pool Directives
As explainedin Section10.2.1.2Server-Pool SizeRegulation, the responsibilityfor managingchar-
acteristicsof theserver-pool falls to a modulegroupcalledMPMs underApacheHTTP Server 2.0.
Thecharacteristicsof theserver-pool differ dependinguponwhich MPM is used.For this reason,an
IfModule containeris necessaryto de�ne theserver-pool for theMPM in use.

By default, ApacheHTTP Server 2.0 de�nes the server-pool for both the prefork and worker
MPMs.

Thefollowing sectionlist directivesfoundwithin theMPM-speci�c server-pool containers.

10.5.9.1. StartServers

The StartServers directive setshow many server processesarecreateduponstartup.Sincethe
Webserver dynamicallykills andcreatesserver processesbasedon traf�c load,it is not necessaryto
changethis parameter. The Webserver is setto start8 server processesat startupfor the prefork
MPM and2 for theworker MPM.

10.5.9.2. MaxRequestsPerCh il d

MaxRequestsPerChild setsthe total numberof requestseachchild server processservesbefore
the child dies.The main reasonfor settingMaxRequestsPerChild is to avoid long-lived process
inducedmemoryleaks.Thedefault MaxRequestsPerChild for theprefork MPM is 4000 andfor
theworker MPM is 0.

10.5.9.3. MaxClients

MaxClients setsalimit onthetotalnumberof serverprocesses,or simultaneouslyconnectedclients,
thatcanrunatonetime.Themainpurposeof thisdirective is to keeparunawayApacheHTTPServer
from crashingthe operatingsystem.For busy servers this valueshouldbe set to a high value.The
server's default is setto 150regardlessof theMPM in use.However, it is not recommendedthat the
valuefor MaxClients exceeds256 whenusingtheprefork MPM.

10.5.9.4. MinSpareServers and MaxSpareServers

Thesevaluesare only usedwith the prefork MPM. They adjusthow the ApacheHTTP Server
dynamicallyadaptsto theperceived loadby maintaininganappropriatenumberof spareserver pro-
cessesbasedon thenumberof incomingrequests.The server checksthe numberof serverswaiting
for a requestandkills someif therearemorethanMaxSpareServers or createssomeif thenumber
of serversis lessthanMinSpareServers .

Thedefault MinSpareServers valueis 5; thedefault MaxSpareServers valueis 20. Thesedefault
settingsshouldbeappropriatefor mostsituations.Be carefulnot to increasethe MinSpareServers
to a largenumberasdoingsocreatesaheavy processingloadon theserver evenwhentraf�c is light.
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10.5.9.5. MinSpareThreads and MaxSpareThreads

Thesevaluesareonly usedwith the worker MPM. They adjusthow the ApacheHTTP Server dy-
namicallyadaptsto theperceived loadby maintaininganappropriatenumberof spareserver threads
basedon the numberof incomingrequests.Theserver checksthenumberof server threadswaiting
for a requestandkills someif therearemorethanMaxSpareThreads or createssomeif thenumber
of serversis lessthanMinSpareThreads .

Thedefault MinSpareThreads valueis 25; thedefault MaxSpareThreads valueis 75. Thesede-
fault settingsshouldbe appropriatefor mostsituations.The valuefor MaxSpareThreads mustbe
greaterthan or equalto the sum of MinSpareThreads and ThreadsPerChild , elsethe Apache
HTTP Serverautomaticallycorrectsit.

10.5.9.6. ThreadsPerChild

Thisvalueis onlyusedwith theworker MPM. It setsthenumberof threadswithin eachchild process.
Thedefault valuefor this directive is 25.

10.5.10. Listen

The Listen commandidenti�es the portson which the Web server acceptsincomingrequests.By
default, theApacheHTTP Server is setto listento port 80 for non-secureWebcommunicationsand
(in the/etc/httpd/conf.d/ssl.conf �le whichde�nesany secureservers)to port443for secure
Webcommunications.

If theApacheHTTP Server is con�guredto listento aportunder1024,only therootusercanstartit.
For port1024andabove, httpd canbestartedasa regularuser.

TheListen directive canalsobeusedto specifyparticularIP addressesoverwhichtheserveraccepts
connections.

10.5.11. Include

Include allows othercon�guration�les to beincludedat runtime.

Thepathto thesecon�guration�les canbeabsoluteor relative to theServerRoot .

Impor tant

For the server to use individually packaged modules, such as mod_ssl , mod_perl , and php , the
following directive must be included in Section 1: Global Environment of httpd.conf :

Include conf.d/*.conf

10.5.12. LoadModule

LoadModule is usedto load Dynamic SharedObject (DSO) modules.More information on the
ApacheHTTPServer's DSOsupport,includinginstructionsfor usingtheLoadModule directive, can
befoundin Section10.7AddingModules. Note,theloadorderof themodulesis no longer important
with ApacheHTTP Server 2.0.Referto Section10.2.1.3DynamicSharedObject(DSO)Supportfor
moreinformationaboutApacheHTTPServer 2.0DSOsupport.
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10.5.13. ExtendedStatus

The ExtendedStatus directive controlswhetherApachegeneratesbasic(off ) or detailedserver
statusinformation (on), when the server-status handleris called. The server-status han-
dler is called using Location tags.More information on calling server-status is includedin
Section10.5.60Location .

10.5.14. IfDefine

The IfDefine tags surroundcon�guration directives that are applied if the "test" statedin the
IfDefine tagis true.Thedirectivesareignoredif thetestis false.

The testin the IfDefine tagsis a parametername(for example,HAVE_PERL). If the parameteris
de�ned, meaningthat it is providedasanargumentto theserver's start-upcommand,thenthetestis
true. In this case,whenthe Webserver is started,the testis true andthe directivescontainedin the
IfDefine tagsareapplied.

10.5.15. SuexecUserGroup

TheSuexecUserGroup directive, whichoriginatesfrom themod_suexec module,allows thespeci-
�cation of userandgroupexecutionprivilegesfor CGIprograms.Non-CGIrequestsarestill processed
with theuserandgroupspeci�edin theUser andGroup directives.

Note

The SuexecUserGroup directive replaces the Apache HTTP Server 1.3 con�gur ation of using the
User and Group directives inside the con�gur ation of VirtualHosts sections.

10.5.16. User

The User directive setsthe usernameof the server processanddetermineswhat �les the server is
allowedto access.Any �les inaccessibleto this userarealsoinaccessibleto clientsconnectingto the
ApacheHTTP Server.

By default User is setto apache .

This directive hasbeendeprecatedfor thecon�gurationof virtual hosts.

Note

For security reasons, the Apache HTTP Server does not run as the root user.

10.5.17. Group

Speci�esthegroupnameof theApacheHTTP Server processes.

This directive hasbeendeprecatedfor thecon�gurationof virtual hosts.

By default,Group is setto apache .
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10.5.18. ServerAdmin

Setsthe ServerAdmin directive to the email addressof the Web server administrator. This email
addressshowsup in errormessagesonserver-generatedWebpages,souserscanreportaproblemby
sendingemailto theserver administrator.

By default,ServerAdmin is setto root@localhost .

A commonway to set up ServerAdmin is to set it to webmaster@example.com . Once set,
alias webmaster to the person responsiblefor the Web server in /etc/aliases and run
/usr/bin/newaliases .

10.5.19. ServerName

ServerName speci�esa hostnameandport number(matchingthe Listen directive) for theserver.
TheServerName doesnotneedto matchthemachine'sactualhostname.Forexample,theWebserver
may be www.example.com , but the server's hostnameis actually foo.example.com . The value
speci�edin ServerName mustbeavalid DomainNameService(DNS)namethatcanberesolvedby
thesystem— donotmake somethingup.

Thefollowing is asampleServerName directive:

ServerName www.example.com:80

Whenspecifyinga ServerName , be surethe IP addressandserver namepair are includedin the
/etc/hosts �le.

10.5.20. UseCanonicalName

Whensetto on, this directive con�gurestheApacheHTTP Server to referenceitself usingthevalue
speci�ed in the ServerName and Port directives. When UseCanonicalName is set to off , the
server insteadusesthevalueusedby therequestingclient whenreferringto itself.

UseCanonicalName is setto off by default.

10.5.21. DocumentRoot

DocumentRoot is the directory which containsmost of the HTML �les which are served in re-
sponseto requests.The default DocumentRoot , for both the non-secureand secureWeb servers,
is the /var/www/html directory. For example,theserver might receive a requestfor the following
document:

http://example.com/foo.h tml

Theserver looksfor thefollowing �le in thedefault directory:

/var/www/html /f oo.h tml

To changetheDocumentRoot sothatit is not sharedby thesecureandthenon-secureWebservers,
referto Section10.8Virtual Hosts.



144 Chapter 10.ApacheHTTP Server

10.5.22. Directory

< Directory /path/to/directory > and < /Directory > tagscreatea containerusedto en-
closeagroupof con�gurationdirectiveswhichapplyonly to aspeci�c directoryandits subdirectories.
Any directive which is applicableto adirectorymaybeusedwithin Directory tags.

By default, very restrictive parametersareappliedto theroot directory(/ ), usingtheOptions (refer
to Section10.5.23Options ) and AllowOverride (refer to Section10.5.24AllowOverride ) di-
rectives.Underthis con�guration,any directoryon thesystemwhich needsmorepermissive settings
hasto beexplicitly giventhosesettings.

In the default con�guration, anotherDirectory containeris con�gured for the DocumentRoot
which assignslessrigid parametersto thedirectorytreesothat theApacheHTTP Server canaccess
the�les residingthere.

The Directory containercan be also be usedto con�gure additional cgi-bin directoriesfor
server-side applicationsoutsideof the directory speci�ed in the ScriptAlias directive (refer to
Section10.5.41ScriptAlias for moreinformation).

To accomplishthis, theDirectory containermustsettheExecCGI optionfor thatdirectory.

For example, if CGI scripts are located in /home/my_cgi_directory , add the following
Directory containerto thehttpd.conf �le:

< Directory /home/my_cgi_ di re ct or y>
Options +ExecCGI

< /Directory >

Next, the AddHandler directive mustbeuncommentedto identify �les with the .cgi extensionas
CGI scripts.Referto Section10.5.56AddHandler for instructionsonsettingAddHandler .

For this to work, permissionsfor CGI scripts,andtheentirepathto thescripts,mustbesetto 0755.

10.5.23. Options

TheOptions directive controlswhich server featuresareavailablein a particulardirectory. For ex-
ample,underthe restrictive parametersspeci�ed for the root directory, Options is only set to the
FollowSymLinks directive. No featuresareenabled,exceptthattheserver is allowedto follow sym-
bolic links in theroot directory.

By default, in the DocumentRoot directory, Options is set to include Indexes and
FollowSymLinks . Indexes permitsthe server to generatea directorylisting for a directory if no
DirectoryIndex (for example,index.html ) is speci�ed.FollowSymLinks allows theserver to
follow symboliclinks in thatdirectory.

Note

Options statements from the main server con�gur ation section need to be replicated to each
VirtualHost container individually. Refer to Section 10.5.65 VirtualHost for more information.

10.5.24. AllowOverride

TheAllowOverride directive setswhetherany Options canbeoverriddenby the declarationsin
an .htaccess �le. By default, both the root directoryandthe DocumentRoot aresetto allow no
.htaccess overrides.
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10.5.25. Order

TheOrder directive controlstheorderin which allow anddeny directivesareevaluated.Theserver
is con�gured to evaluatethe Allow directives beforethe Deny directives for the DocumentRoot
directory.

10.5.26. Allow

Allow speci�eswhichclient canaccessa givendirectory. Theclient canbeall , a domainname,an
IP address,a partial IP address,a network/netmaskpair, andsoon.The DocumentRoot directoryis
con�guredto Allow requestsfrom all , meaningeveryonehasaccess.

10.5.27. Deny

Deny works similar to Allow , except it speci�eswho is deniedaccess.The DocumentRoot is not
con�guredto Deny requestsfrom anyoneby default.

10.5.28. UserDir

UserDir is the subdirectorywithin eachuser's homedirectorywherethey shouldplacepersonal
HTML �les whichareservedby theWebserver. This directive is setto disable by default.

Thenamefor thesubdirectoryis setto public_html in thedefault con�guration.For example,the
server might receive thefollowing request:

http:// exampl e. co m/ ~use rn ame/ fo o. ht ml

Theserver would look for the�le:

/home/usernam e/ publ ic _ht ml /f oo.h tml

In theabove example,/home/username/ is theuser's homedirectory(notethat thedefault pathto
users'homedirectoriesmayvary).

Make surethat the permissionson the users'homedirectoriesaresetcorrectly. Users'homedirec-
toriesmustbesetto 0711.Theread(r) andexecute(x) bits mustbeseton theusers'public_html
directories(0755alsoworks).Files thatareservedin a users'public_html directoriesmustbeset
to at least0644.

10.5.29. DirectoryIndex

The DirectoryIndex is the default pageserved by the server whena userrequestsan index of a
directoryby specifyinga forwardslash(/) at theendof thedirectoryname.

When a user requests the page http://example /this_directory /, they get either the
DirectoryIndex page, if it exists, or a server-generateddirectory list. The default for
DirectoryIndex is index.html and the index.html.var type map. The server tries to �nd
eitherof these�les andreturnsthe�rst oneit �nds. If it doesnot �nd oneof these�les andOptions
Indexes is setfor thatdirectory, theserver generatesandreturnsa listing, in HTML format,of the
subdirectoriesand�les within thedirectory, unlessthedirectorylisting featureis turnedoff.
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10.5.30. AccessFileName

AccessFileName namesthe�le which theserver shouldusefor accesscontrol informationin each
directory. Thedefault is .htaccess .

Immediatelyafter the AccessFileName directive, a setof Files tagsapply accesscontrol to any
�le beginning with a .ht . Thesedirectivesdeny Webaccessto any .htaccess �les (or other�les
whichbegin with .ht ) for securityreasons.

10.5.31. CacheNegotiatedDoc s

By default, theWebserver asksproxy serversnot to cacheany documentswhich werenegotiatedon
thebasisof content(thatis, they maychangeover time or becauseof theinput from therequester).If
CacheNegotiatedDocs is setto on, this functionis disabledandproxyserversareallowedto cache
suchdocuments.

10.5.32. TypesConfig

TypesConfig namesthe �le which setsthe default list of MIME type mappings(�le nameexten-
sions to contenttypes).The default TypesConfig �le is /etc/mime.types . Insteadof editing
/etc/mime.types , the recommendedway to add MIME type mappingsis to usethe AddType
directive.

For moreinformationaboutAddType , referto Section10.5.55AddType .

10.5.33. DefaultType

DefaultType setsadefaultcontenttypefor theWebserverto usefor documentswhoseMIME types
cannotbedetermined.Thedefault is text/plain .

10.5.34. HostnameLookups

HostnameLookups can be set to on, off , or double . If HostnameLookups is set to on, the
server automaticallyresolves the IP addressfor eachconnection.Resolvingthe IP addressmeans
that the server makes one or more connectionsto a DNS server, adding processingoverhead.If
HostnameLookups is set to double , the server performsa double-reverseDNS look up adding
evenmoreprocessingoverhead.

To conserve resourceson theserver, HostnameLookups is setto off by default.

If hostnamesarerequiredin server log �les, considerrunningoneof themany log analyzertoolsthat
performtheDNS lookupsmoreef�ciently andin bulk whenrotatingtheWebserver log �les.

10.5.35. ErrorLog

ErrorLog speci�es the �le where server errors are logged. By default, this directive is set to
/var/log/httpd/error_log .
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10.5.36. LogLevel

LogLevel setshow verbosethe error messagesin the error logs are. LogLevel canbe set (from
leastverboseto mostverbose)to emerg , alert , crit , error , warn , notice , info , or debug . The
default LogLevel is warn .

10.5.37. LogFormat

The LogFormat directive con�gures the format of the various Web server log �les. The
actual LogFormat used dependson the settings given in the CustomLog directive (refer to
Section10.5.38CustomLog ).

Thefollowing aretheformatoptionsif theCustomLog directive is setto combined :

%h(remotehost's IP addressor hostname)

Lists theremoteIP addressof therequestingclient. If HostnameLookups is setto on, theclient
hostnameis recordedunlessit is notavailablefrom DNS.

%l (rfc931)

Not used.A hyphen[-] appearsin thelog �le for this �eld.

%u(authenticateduser)

Lists theusernameof theuserrecordedif authenticationwasrequired.Usually, this is not used,
soahyphen[-] appearsin thelog �le for this �eld.

%t (date)

Lists thedateandtime of therequest.

%r (requeststring)

Lists therequeststringexactlyasit camefrom thebrowseror client.

%s(status)

Lists theHTTP statuscodewhichwasreturnedto theclienthost.

%b(bytes)

Lists thesizeof thedocument.

%\"%{Referer}i\" (referrer)

Lists theURL of thewebpagewhich referredtheclient hostto Webserver.

%\"%{User-Agent}i\" (user-agent)

Lists thetypeof Webbrowsermakingtherequest.

10.5.38. CustomLog

CustomLog identi�es the log �le and the log �le format. By default, the log is recordedto the
/var/log/httpd/access_log �le.

Thedefault CustomLog formatis thecombined log �le format,asillustratedhere:

remotehost rfc931 user date "request" status bytes referrer user-agent
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10.5.39. ServerSignature

TheServerSignature directive addsa line containingtheApacheHTTPServerserverversionand
the ServerName to any server-generateddocuments,suchas error messagessentback to clients.
ServerSignature is setto on by default.

It can also be set to off or to EMail . EMail , addsa mailto:ServerAdmin HTML tag to the
signatureline of auto-generatedresponses.

10.5.40. Alias

The Alias settingallows directoriesoutsidethe DocumentRoot directory to be accessible.Any
URL endingin thealiasautomaticallyresolvesto thealias' path.By default,onealiasfor an icons/
directoryis alreadysetup.An icons/ directorycanbeaccessedby theWebserver, but thedirectory
is not in theDocumentRoot .

10.5.41. ScriptAlias

TheScriptAlias directivede�neswhereCGI scriptsarelocated.Generally, it isnotgoodpracticeto
leaveCGI scriptswithin theDocumentRoot , wherethey canpotentiallybeviewedastext documents.
For this reason,a specialdirectoryoutsideof the DocumentRoot directorycontainingserver-side
executablesandscriptsis designatedby the ScriptAlias directive. This directory is known asa
cgi-bin andis setto /var/www/cgi-bin/ by default.

It is possibleto establishdirectoriesfor storingexecutablesoutsideof the cgi-bin/ directory. For
instructionsondoingso,referto Section10.5.56AddHandler andSection10.5.22Directory .

10.5.42. Redirect

Whenawebpageis moved,Redirect canbeusedto mapthe�le locationto anew URL. Theformat
is asfollows:

Redirect / < old-path > / < file-name > http:// < current-domain > / < cur ren t-pa th > / < f ile -name>

In this example,replace< old-path > with the old path information for < file-name > and
< current-domain > and < current-path > with the currentdomainandpath information
for < file-name > .

In this example,any requestsfor < file-name > at theold locationis automaticallyredirectedto
thenew location.

For more advanced redirection techniques, use the mod_rewrite module included
with the Apache HTTP Server. For more information about con�guring the
mod_rewrite module, refer to the Apache Software Foundation documentationonline at
http://httpd.apache.org/docs-2.0/mod/mod_rewrite.html.

10.5.43. IndexOptions

IndexOptions controlsthe appearanceof server generateddirectinglistings,by addingicons,�le
descriptions,andso on. If Options Indexes is set (refer to Section10.5.23Options ), the Web
server generatesa directory listing whenthe Web server receives an HTTP requestfor a directory
withoutanindex.

First, the Web server looks in the requesteddirectory for a �le matchingthe nameslisted in the
DirectoryIndex directive (usually, index.html ). If an index.html �le is not found, Apache
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HTTP Server createsan HTML directorylisting of the requesteddirectory. The appearanceof this
directorylisting is controlled,in part,by the IndexOptions directive.

The default con�guration turnson FancyIndexing . This meansthat a usercanre-sorta directory
listing by clicking on columnheaders.Anotherclick on the sameheaderswitchesfrom ascending
to descendingorder. FancyIndexing alsoshows different iconsfor different �les, basedupon�le
extensions.

The AddDescription option, when usedin conjunctionwith FancyIndexing , presentsa short
descriptionfor the�le in server generateddirectorylistings.

IndexOptions hasanumberof otherparameterswhichcanbesetto controltheappearanceof server
generateddirectories.The IconHeight and IconWidth parametersrequirethe server to include
HTML HEIGHT andWIDTHtagsfor the iconsin server generatedwebpages.The IconsAreLinks
parametercombinesthe graphicalicon with the HTML link anchor, which containsthe URL link
target.

10.5.44. AddIconByEncoding

This directive namesiconswhich aredisplayedby �les with MIME encodingin server generated
directorylistings.For example,by default, theWebserver shows thecompressed.gif icon next to
MIME encodedx-compressandx-gzip �les in server generateddirectorylistings.

10.5.45. AddIconByType

This directive namesiconswhich aredisplayednext to �les with MIME typesin server generated
directorylistings.For example,theservershowstheicon text.gif next to �les with amime-typeof
text , in server generateddirectorylistings.

10.5.46. AddIcon

AddIcon speci�es which icon to show in server generateddirectory listings for �les with certain
extensions.For example,theWebserver is setto show the icon binary.gif for �les with .bin or
.exe extensions.

10.5.47. DefaultIcon

DefaultIcon speci�estheicon displayedin server generateddirectorylistingsfor �les which have
noothericonspeci�ed.Theunknown.gif image�le is thedefault.

10.5.48. AddDescription

WhenusingFancyIndexing asan IndexOptions parameter, theAddDescription directive can
beusedto displayuser-speci�eddescriptionsfor certain�les or �le typesin aservergenerateddirec-
tory listing. The AddDescription directive supportslisting speci�c �les, wildcardexpressions,or
�le extensions.
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10.5.49. ReadmeName

ReadmeNamenamesthe�le which, if it exists in thedirectory, is appendedto theendof server gen-
erateddirectorylistings.TheWebserver �rst triesto includethe�le asanHTML documentandthen
triesto includeit asplain text. By default, ReadmeNameis setto README.html .

10.5.50. HeaderName

HeaderName namesthe �le which, if it exists in the directory, is prependedto the start of server
generateddirectorylistings.Like ReadmeName, theserver tries to includeit asanHTML document
if possibleor in plain text if not.

10.5.51. IndexIgnore

IndexIgnore lists �le extensions,partial �le names,wildcard expressions,or full �le names.The
Webserver doesnot includeany �les whichmatchany of thoseparametersin servergenerateddirec-
tory listings.

10.5.52. AddEncoding

AddEncoding names �le name extensionswhich should specify a particular encoding type.
AddEncoding canalso be usedto instruct somebrowsersto uncompresscertain�les as they are
downloaded.

10.5.53. AddLanguage

AddLanguage associates�le nameextensionswith speci�c languages.This directive is useful for
ApacheHTTP Serverswhich serve contentin multiple languagesbasedon theclient Webbrowser's
languagesettings.

10.5.54. LanguagePriority

LanguagePriority setsprecedencefor differentlanguagesin casetheclient Webbrowserhasno
languagepreferenceset.

10.5.55. AddType

Usethe AddType directive to de�ne or overridea default MIME type and�le extensionpairs.The
following exampledirective tells theApacheHTTPServer to recognizethe .tgz �le extension:

AddType application/x -ta r .tgz

10.5.56. AddHandler

AddHandler maps�le extensionsto speci�c handlers.For example,thecgi-script handlercanbe
matchedwith theextension.cgi to automaticallytreata �le endingwith .cgi asa CGI script.The
following is asampleAddHandler directive for the .cgi extension.

AddHandler cgi-script .cgi
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This directive enablesCGIsoutsideof thecgi-bin to functionin any directoryon theserver which
hasthe ExecCGI option within the directoriescontainer. Refer to Section10.5.22Directory for
moreinformationaboutsettingtheExecCGI optionfor adirectory.

In addition to CGI scripts,the AddHandler directive is usedto processserver-parsedHTML and
image-map�les.

10.5.57. Action

Action speci�esa MIME contenttypeandCGI scriptpair, so thatwhena �le of thatmediatypeis
requested,aparticularCGI scriptis executed.

10.5.58. ErrorDocument

TheErrorDocument directive associatesanHTTPresponsecodewith amessageor aURL to besent
backto theclient.By default, theWebserveroutputsasimpleandusuallycrypticerrormessagewhen
anerroroccurs.TheErrorDocument directive forcestheWebserver to insteadoutputacustomized
messageor page.

Impor tant

To be valid, the message must be enclosed in a pair of double quotes ["].

10.5.59. BrowserMatch

TheBrowserMatch directive allows theserver to de�ne environmentvariablesandtake appropriate
actionsbasedontheUser-AgentHTTPheader�eld — whichidenti�es theclient's Webbrowsertype.
By default, theWebserverusesBrowserMatch to deny connectionsto speci�c browserswith known
problemsandalsoto disablekeepalivesandHTTPheader�ushesfor browsersthatareknown to have
problemswith thoseactions.

10.5.60. Location

The< Location > and< /Location > tagscreateacontainerin whichaccesscontrolbasedonURL
canbespeci�ed.

For instance,to allow peopleconnectingfrom within theserver's domainto seestatusreports,usethe
following directives:

< Location /server-status >
SetHandler server-status
Order deny,allow
Deny from all
Allow from < .example.com >

< /Location >

Replace< .example.com > with thesecond-level domainnamefor theWebserver.

To provide server con�guration reports(including installedmodulesandcon�gurationdirectives) to
requestsfrom insidethedomain,usethefollowing directives:
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< Location /server-info >
SetHandler server-info
Order deny,allow
Deny from all
Allow from < .example.com >

< /Location >

Again,replace< .example.com > with thesecond-level domainnamefor theWebserver.

10.5.61. ProxyRequests

To con�gure theApacheHTTP Server to functionasa proxy server, remove thehashmark(#) from
the beginning of the < IfModule mod_proxy.c > line, the ProxyRequests,and eachline in the
< Proxy > stanza.SettheProxyRequests directive to On, andsetwhichdomainsareallowedaccess
to theserver in theAllow from directive of the< Proxy > stanza.

10.5.62. Proxy

< Proxy * > and < /Proxy > tags createa containerwhich enclosesa group of con�guration
directives meantto apply only to the proxy server. Many directives which are allowed within a
< Directory > containermayalsobeusedwithin < Proxy > container.

10.5.63. Cache Directives
A numberof commentedcachedirectivesaresuppliedby thedefaultApacheHTTPServercon�gura-
tion �le. In mostcases,uncommentingtheselinesby removing thehashmark(#) from thebeginning
of theline is suf�cient. Thefollowing, however, is a list of someof themoreimportantcache-related
directives.

• CacheEnable — Speci�eswhetherthecacheisadisk,memory, or �le descriptorcache.By default
CacheEnable con�guresadiskcachefor URLsat or below / .

• CacheRoot — Speci�esthenameof thedirectorycontainingcached�les. Thedefault CacheRoot
is the /var/httpd/proxy/ directory.

• CacheSize — Speci�eshow muchspacethecachecanusein kilobytes.Thedefault CacheSize
is 5 KB.

Thefollowing is a list of someof theothercommoncache-relateddirectives.

• CacheMaxExpire — Speci�eshow long HTML documentsareretained(without a reloadfrom
theoriginatingWebserver) in thecache.Thedefault is 24 hours(86400 seconds).

• CacheLastModifiedFactor — Speci�es the creation of an expiry (expiration) date for a
documentwhich did not comefrom its originating server with its own expiry set.The default
CacheLastModifiedFactor is set to 0.1 , meaningthat the expiry date for suchdocuments
equalsone-tenthof theamountof timesincethedocumentwaslastmodi�ed.

• CacheDefaultExpire — Speci�es the expiry time in hoursfor a documentthat was received
usingaprotocolthatdoesnot supportexpiry times.Thedefault is setto 1 hour(3600 seconds).

• NoProxy — Speci�es a space-separatedlist of subnets,IP addresses,domains,or hostswhose
contentis not cached.This settingis mostusefulfor Intranetsites.
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10.5.64. NameVirtualHost

The NameVirtualHost directive associatesan IP addressand port number, if necessary, for any
name-basedvirtual hosts.Name-basedvirtual hostingallows oneApacheHTTP Server to serve dif-
ferentdomainswithout usingmultiple IP addresses.

Note

Name-based virtual hosts only work with non-secure HTTP connections. If using virtual hosts with a
secure server, use IP address-based virtual hosts instead.

To enablename-basedvirtual hosting,uncommentthe NameVirtualHost con�guration directive
andaddthecorrectIP address.ThenaddadditionalVirtualHost containersfor eachvirtual hostas
is necessaryfor yourcon�guration.

10.5.65. VirtualHost

< VirtualHost > and< /VirtualHost > tagscreatea containeroutlining the characteristicsof a
virtual host.TheVirtualHost containeracceptsmostcon�gurationdirectives.

A commentedVirtualHost containeris provided in httpd.conf , which illustratestheminimum
setof con�gurationdirectivesnecessaryfor eachvirtual host.Referto Section10.8Virtual Hostsfor
moreinformationaboutvirtual hosts.

Note

The default SSL virtual host container now resides in the �le /etc/httpd/conf.d /s sl. con f .

10.5.66. Con�guration Directives for SSL
Thedirectivesin /etc/httpd/conf.d/ssl.conf �le canbecon�guredto enablesecureWebcom-
municationsusingSSLandTLS.

10.5.66.1. SetEnvIf

SetEnvIf setsenvironmentvariablesbasedontheheadersof incomingconnections.It is notsolelyan
SSLdirective, thoughit is presentin thesupplied/etc/httpd/conf.d/ssl.conf �le. It' spurpose
in thiscontext is to disableHTTPkeepalive andto allow SSLto closetheconnectionwithoutaclosing
noti�cation from theclientbrowser. This settingis necessaryfor certainbrowsersthatdonot reliably
shutdown theSSLconnection.

For more information on other directives within the SSL con�guration �le, refer to the following
URLs:

• http://localhost/manual/mod/mod_ssl.html

• http://httpd.apache.org/docs-2.0/mod/mod_ssl.html

For informationaboutsettingup anApacheHTTP SecureServer, Referto thechaptertitled Apache
HTTPSecure ServerCon�guration in theRedHat EnterpriseLinuxSystemAdministration Guide.
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Note

In most cases, SSL directives are con�gured appropriately during the installation of Red Hat Enter-
prise Linux. Be careful when altering Apache HTTP Secure Server directives, miscon�gur ation can
lead to security vulnerabilities.

10.6. Default Modules
TheApacheHTTPServer is distributedwith anumberof modules.By default thefollowing modules
areinstalledandenabledwith thehttpd packagein RedHat EnterpriseLinux 4:

mod_access
mod_actions
mod_alias
mod_asis
mod_auth
mod_auth_anon
mod_auth_dbm
mod_auth_digest
mod_auth_ldap
mod_autoindex
mod_cache
mod_cern_meta
mod_cgi
mod_dav
mod_dav_fs
mod_deflate
mod_dir
mod_disk_cache
mod_env
mod_expires
mod_ext_filter
mod_file_cache
mod_headers
mod_imap
mod_include
mod_info
mod_ldap
mod_log_config
mod_logio
mod_mem_cache
mod_mime
mod_mime_magic
mod_negotiation
mod_proxy
mod_proxy_connect
mod_proxy_ftp
mod_proxy_http
mod_rewrite
mod_setenvif
mod_speling
mod_status
mod_suexec
mod_unique_id
mod_userdir
mod_usertrack
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mod_vhost_alias

Additionally, thefollowing modulesareavailableby installingadditionalpackages:

mod_auth_kerb
mod_auth_mysql
mod_auth_pgsql
mod_authz_ldap
mod_dav_svn
mod_jkz
mod_perl
mod_python
mod_ssl
php

10.7. Adding Modules
TheApacheHTTPServersupportsDynamicallySharedObjects(DSOs),ormodules,whichcaneasily
beloadedat runtimeasnecessary.

The ApacheProjectprovidescompleteDSO documentationonline at http://httpd.apache.org/docs-
2.0/dso.html.Or, if thehttp-manual packageis installed,documentationaboutDSOscanbefound
onlineathttp://localhost/manual/mod/.

For theApacheHTTP Server to usea DSO, it mustbespeci�ed in a LoadModule directive within
/etc/httpd/conf/httpd.conf . If the moduleis provided by a separatepackage,the line must
appearwithin the modulescon�guration �le in the /etc/httpd/conf.d/ directory. Refer to
Section10.5.12LoadModule for moreinformation.

If addingor deletingmodulesfrom http.conf , ApacheHTTP Server mustbereloadedor restarted,
asreferredto in Section10.4StartingandStoppinghttpd .

If creatinganew module,�rst install thehttpd-devel packagewhichcontainstheinclude�les, the
header�les, aswell astheAPacheeXtenSion(/usr/sbin/apxs ) application,whichusestheinclude
�les andtheheader�les to compileDSOs.

After writing a module,use/usr/sbin/apxs to compile the modulesourcesoutsidethe Apache
sourcetree. For more information about using the /usr/sbin/apxs command,refer to the the
Apachedocumentationonline at http://httpd.apache.org/docs-2.0/dso.htmlaswell asthe apxs man
page.

Once compiled, put the module in the /usr/lib/httpd/modules/ directory. Then add a
LoadModule line to thehttpd.conf , usingthefollowing structure:

LoadModule < module-name > < path/to/module.so >

Where< module-name > is thenameof themoduleand< path/to/module.so > is thepath
to theDSO.

10.8. Vir tual Hosts
TheApacheHTTP Server's built in virtual hostingallows theserver to provide differentinformation
basedon which IP address,hostname,or port is beingrequested.A completeguideto usingvirtual
hostsis availableonlineat http://httpd.apache.org/docs-2.0/vhosts/.
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10.8.1. Setting Up Vir tual Hosts
Tocreateaname-basedvirtual host,it is bestto usethevirtual hostcontainerprovidedin httpd.conf
asanexample.

Thevirtual hostexamplereadasfollows:

#NameVirtualHost *:80
#
#< VirtualHost *:80 >
# ServerAdmin webmaster@dummy-host.exam ple. com
# DocumentRoot /www/docs/dummy-host.exa mple .co m
# ServerName dummy-host.example.com
# ErrorLog logs/dummy-host.example.c om-erro r_l og
# CustomLog logs/dummy-host.example. com-acc ess _log common
#< /VirtualHost >

To activate name-basedvirtual hosting,uncommentthe NameVirtualHost line by removing the
hashmark(#) andreplacetheasterisk(* ) with theIP addressassignedto themachine.

Next, con�gure avirtual hostby uncommentingandcustomizingthe< VirtualHost > container.

On the < VirtualHost > line, changethe asterisk(* ) to the server's IP address.Changethe
ServerName to a valid DNS nameassignedto the machine,andcon�gure the otherdirectives as
necessary.

The< VirtualHost > containeris highly customizableandacceptsalmostevery directive available
within themainserver con�guration.

Tip

If con�gur ing a virtual host to listen on a non-default port, that port must be added to the Listen
directive in the global settings section of /etc/httpd/conf/h tt pd. con f �le .

To activateanewly createdvirtual host,theApacheHTTPServermustbereloadedor restarted.Refer
to Section10.4StartingandStoppinghttpd for furtherinstructions.

Comprehensive informationaboutcreatingandcon�guring both name-basedandIP address-based
virtual hostsis providedonlineat http://httpd.apache.org/docs-2.0/vhosts/.

10.8.2. The Secure Web Server Vir tual Host
By default, theApacheHTTP Server is con�guredasbotha non-secureandasecureserver. Both the
non-secureandsecureserversusethesameIP addressandhostname,but listenondifferentports:80
and443respectively. Thisenablesbothnon-secureandsecurecommunicationsto take placesimulta-
neously.

Oneaspectof SSL enhancedHTTP transmissionsis that they aremoreresourceintensive thanthe
standardHTTPprotocol,soasecureservercannotserveasmany pagespersecond.For this reason,it
is oftenagoodideato minimizetheinformationavailablefrom thesecureserver, especiallyonahigh
traf�c website.
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Impor tant

Do not use name-based virtual hosts in conjunction with a secure Web server as the SSL handshake
occurs before the HTTP request identi�es the appropriate name-based virtual host. Name-based
virtual hosts only work with the non-secure Web server.

The con�guration directives for the secureserver are containedwithin virtual host tags in the
/etc/httpd/conf.d/ssl.conf �le.

By default, both the secureand the non-secureWeb servers sharethe sameDocumentRoot . It is
recommendedthatadifferentDocumentRoot bemadeavailablefor thesecureWebserver.

To stopthenon-secureWebserver from acceptingconnections,commentout theline in httpd.conf
which readsListen 80 by placinga hashmark(#) at thebeginningof the line. When�nished, the
line lookslike thefollowing example:

#Listen 80

For moreinformationon con�guring anSSLenhancedWebserver, referto thechaptertitled Apache
HTTP Secure ServerCon�guration in the RedHat EnterpriseLinux SystemAdministration Guide.
For advancedcon�guration tips, refer to the ApacheSoftwareFoundationdocumentationavailable
onlineat thefollowing URLs:

• http://httpd.apache.org/docs-2.0/ssl/

• http://httpd.apache.org/docs-2.0/vhosts/

10.9. Additional Resour ces
To learnmoreabouttheApacheHTTPServer, referto thefollowing resources.

10.9.1. Useful Websites

• http://httpd.apache.org/ — The of�cial websitefor the ApacheHTTP Server with documentation
onall thedirectivesanddefault modules.

• http://www.modssl.org/ — Theof�cial websitefor mod_ssl .

• http://www.apacheweek.com/ — A comprehensive online weekly newsletter about all things
Apache.

10.9.2. Related Books

• Apache DesktopReferenceby Ralf S. Engelschall;AddisonWesley — Written by ASF member
andmod_ssl authorRalf Engelschall,theApacheDesktopReferenceprovidesaconcisebut com-
prehensive referenceguideto using the ApacheHTTP Server at compilation,con�guration, and
run time.Thisbookis availableonlineat http://www.apacheref.com/.

• ProfessionalApacheby PeterWainwright;Wrox PressLtd — ProfessionalApache is from Wrox
PressLtd's "Programmerto Programmer"seriesandis aimedat bothexperiencedandnovice Web
server administrators.
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• AdministeringApache by Mark Allan Arnold; OsborneMedia Group— This book is targetedat
InternetServiceProviderswhoaim to providemoresecureservices.

• ApacheServerUnleashedby RichardBowen,etal; SAMSBOOKS— An encyclopedicsourcefor
theApacheHTTPServer.

• ApachePocket Referenceby Andrew Ford, Gigi Estabrook;O'Reilly — This is the latestaddition
to theO'Reilly Pocket Referenceseries.

• RedHat EnterpriseLinuxSystemAdministration Guide; RedHat,Inc. — Containsachapterabout
con�guring the ApacheHTTP Server usingthe HTTP Con�guration Tool anda chapterabout
con�guring theApacheHTTP Server SecureServer.

• RedHat EnterpriseLinux SecurityGuide; RedHat, Inc. — The ServerSecuritychapterexplains
waysto secureApacheHTTPServer andotherservices.
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The birth of electronicmail (email) occurredin the early 1960s.The mailbox wasa �le in a user's
homedirectorythat wasreadableonly by that user. Primitive mail applicationsappendednew text
messagesto thebottomof the �le, makingtheuserwadethroughtheconstantlygrowing �le to �nd
any particularmessage.This systemwas only capableof sendingmessagesto userson the same
system.

The �rst network transferof an electronicmail message�le took placein 1971whena computer
engineernamedRay Tomlinsonsenta testmessagebetweentwo machinesvia ARPANET — the
precursorto theInternet.Communicationvia emailsoonbecameverypopular, comprising75percent
of ARPANET's traf�c in lessthantwo years.

Today, email systemsbasedon standardizednetwork protocolshave evolved into someof the most
widely usedserviceson theInternet.RedHat EnterpriseLinux offersmany advancedapplicationsto
serve andaccessemail.

Thischapterreviews modernemailprotocolsin usetodayandsomeof theprogramsdesignedto send
andreceive email.

11.1. Email Protocols
Today, email is deliveredusinga client/server architecture.An emailmessageis createdusinga mail
clientprogram.Thisprogramthensendsthemessageto aserver. Theserverthenforwardsthemessage
to therecipient's emailserver, wherethemessageis thensuppliedto therecipient's emailclient.

Toenablethisprocess,avarietyof standardnetwork protocolsallow differentmachines,oftenrunning
differentoperatingsystemsandusingdifferentemailprograms,to sendandreceive email.

Thefollowing protocolsdiscussedarethemostcommonlyusedin thetransferof email.

11.1.1. Mail Transpor t Protocols
Mail delivery from aclient applicationto theserver, andfrom anoriginatingserver to thedestination
server, is handledby theSimpleMail TransferProtocol(SMTP).

11.1.1.1. SMTP

The primary purposeof SMTP is to transferemail betweenmail servers.However, it is critical for
email clientsaswell. To sendemail, theclient sendsthemessageto anoutgoingmail server, which
in turn contactsthedestinationmail server for delivery. For this reason,it is necessaryto specifyan
SMTPserver whencon�guring anemailclient.

UnderRedHatEnterpriseLinux, ausercancon�gureanSMTPserveron thelocalmachineto handle
mail delivery. However, it is alsopossibleto con�gure remoteSMTPserversfor outgoingmail.

Oneimportantpoint to make abouttheSMTPprotocolis that it doesnot requireauthentication.This
allows anyoneon theInternetto sendemailto anyoneelseor evento largegroupsof people.It is this
characteristicof SMTP that makes junk email or spampossible.ModernSMTP serversattemptto
minimizethis behavior by allowing only known hostsaccessto theSMTPserver. Thoseserversthat
donot imposesuchrestrictionsarecalledopenrelayservers.
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By default, Sendmail(/usr/sbin/sendmail ) is thedefault SMTPprogramunderRedHat Enter-
priseLinux. However, asimplermail serverapplicationcalledPost�x (/usr/sbin/postfix ) is also
available.

11.1.2. Mail Access Protocols
Therearetwo primaryprotocolsusedby emailclientapplicationsto retrieve emailfrom mail servers:
thePostOf�ce Protocol(POP) andtheInternetMessage AccessProtocol(IMAP).

UnlikeSMTP, bothof theseprotocolsrequireconnectingclientsto authenticateusingausernameand
password.By default,passwordsfor bothprotocolsarepassedover thenetwork unencrypted.

11.1.2.1. POP

The default POPserver underRed Hat EnterpriseLinux is /usr/sbin/ipop3d and is provided
by the imap package.When usinga POPserver, email messagesaredownloadedby email client
applications.By default, mostPOPemailclientsareautomaticallycon�gured to deletethemessage
on the email server after it hasbeensuccessfullytransferred,however this settingusually can be
changed.

POPis fully compatiblewith importantInternetmessagingstandards,suchasMultipurposeInternet
Mail Extensions(MIME), whichallow for emailattachments.

POPworksbestfor userswho have onesystemon which to reademail.It alsoworkswell for users
who do not have a persistentconnectionto the Internetor the network containingthe mail server.
Unfortunatelyfor thosewith slow network connections,POPrequiresclientprogramsuponauthenti-
cationto downloadtheentirecontentof eachmessage.Thiscantakea longtimeif any messageshave
largeattachments.

Themostcurrentversionof thestandardPOPprotocolis POP3.

Thereare,however, avarietyof lesser-usedPOPprotocolvariants:

• APOP— POP3with MDS authentication.An encodedhashof theuser'spassword is sentfrom the
emailclient to theserver ratherthensendinganunencryptedpassword.

• KPOP— POP3with Kerberosauthentication.Referto Chapter19Kerberosfor moreinformation.

• RPOP— POP3with RPOPauthentication.This usesa per-userID, similar to a password, to au-
thenticatePOPrequests.However, this ID is not encrypted,soRPOPis no moresecurethanstan-
dardPOP.

For addedsecurity, it is possibleto useSecure Socket Layer (SSL) encryptionfor client authentica-
tion anddatatransfersessions.This canbe enabledby using the ipop3s serviceor by using the
/usr/sbin/stunnel program.Referto Section11.5.1SecuringCommunicationfor moreinforma-
tion.

11.1.2.2. IMAP

Thedefault IMAP server underRedHat EnterpriseLinux is /usr/sbin/imapd andis providedby
the imap package.Whenusingan IMAP mail server, email messagesremainon the server where
userscanreador deletethem.IMAP alsoallows client applicationsto create,rename,or deletemail
directorieson theserver to organizeandstoreemail.

IMAP is particularlyusefulfor thosewhoaccesstheiremailusingmultiplemachines.Theprotocolis
alsoconvenientfor usersconnectingto themail server via a slow connection,becauseonly theemail
headerinformationis downloadedfor messagesuntil opened,saving bandwidth.Theuseralsohasthe
ability to deletemessageswithout viewing or downloadingthem.
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For convenience,IMAP client applicationsarecapableof cachingcopiesof messageslocally, so the
usercanbrowsepreviously readmessageswhennotdirectly connectedto theIMAP server.

IMAP, like POP, is fully compatiblewith importantInternetmessagingstandards,suchasMIME,
whichallow for emailattachments.

For addedsecurity, it is possibleto useSSLencryptionfor client authenticationanddatatransfer
sessions.This canbe enabledby using the imaps service,or by using the /usr/sbin/stunnel
program.Referto Section11.5.1SecuringCommunicationfor moreinformation.

Other free, aswell ascommercial,IMAP clients andservers areavailable,many of which extend
theIMAP protocolandprovide additionalfunctionality. A comprehensive list canbefoundonlineat
http://www.imap.org/products/longlist.htm.

11.2. Email Program Classi�cations
In general,all emailapplicationsfall into at leastoneof threeclassi�cations.Eachclassi�cationplays
a speci�c role in the processof moving andmanagingemail messages.While mostusersareonly
awareof thespeci�c emailprogramthey useto receive andsendmessages,eachoneis importantfor
ensuringthatemailarrivesat thecorrectdestination.

11.2.1. Mail Transf er Agent
A Mail TransferAgent (MTA) transfersemailmessagesbetweenhostsusingSMTP. A messagemay
involve severalMTAs asit movesto its intendeddestination.

While thedeliveryof messagesbetweenmachinesmayseemratherstraightforward,theentireprocess
of decidingif a particularMTA canor shouldaccepta messagefor delivery is quitecomplicated.In
addition,due to problemsfrom spam,useof a particularMTA is usually restrictedby the MTA's
con�gurationor theaccesscon�gurationfor thenetwork onwhich theMTA resides.

Many modernemail client programscanact asan MTA whensendingemail.However, this action
shouldnotbeconfusedwith theroleof atrueMTA. Thesolereasonemailclientprogramsarecapable
of sendingemaillikeanMTA is becausethehostrunningtheapplicationdoesnothave its own MTA.
This is particularlytruefor email client programson non-UNIX-basedoperatingsystems.However,
theseclient programsonly sendoutboundmessagesto anMTA they areauthorizedto useanddo not
directlydeliver themessageto theintendedrecipient's emailserver.

SinceRedHat EnterpriseLinux installstwo MTAs, SendmailandPost�x, emailclient programsare
oftennot requiredto actasanMTA. RedHat EnterpriseLinux alsoincludesa specialpurposeMTA
calledFetchmail.

For more information on Sendmail, Post�x, and Fetchmail, refer to
Section11.3Mail TransportAgents.

11.2.2. Mail Deliver y Agent
A Mail Delivery Agent (MDA) is invoked by the MTA to �le incomingemail in the properuser's
mailbox.In many cases,theMDA isactuallyaLocalDeliveryAgent(LDA), suchasmail orProcmail.

Any programthat actuallyhandlesa messagefor delivery to the point whereit canbe readby an
emailclient applicationcanbeconsideredanMDA. For this reason,someMTAs (suchasSendmail
andPost�x) can�ll theroleof anMDA whenthey appendnew emailmessagesto a local user's mail
spool�le. In general,MDAs do not transportmessagesbetweensystemsnor do they provide a user
interface;MDAs distributeandsortmessageson the local machinefor anemailclient applicationto
access.
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11.2.3. Mail User Agent
A Mail User Agent (MUA) is synonymouswith an email client application.An MUA is a program
that,at the very least,allows a userto readandcomposeemailmessages.Many MUAs arecapable
of retrieving messagesvia thePOPor IMAP protocols,settingup mailboxesto storemessages,and
sendingoutboundmessagesto anMTA.

MUAs maybegraphical,suchasMozilla Mail , or have a very simple,text-basedinterface,suchas
mutt .

11.3. Mail Transpor t Agents
RedHatEnterpriseLinux includestwo primaryMTAs, SendmailandPost�x. Sendmailis con�gured
asthedefault MTA, althoughit is easyto switchthedefault MTA to Post�x.

Tip

For information about how to switch the default MTA from Sendmail to Post�x, refer to the chapter
called Mail Transport Agent (MTA) Con�gur ation in the Red Hat Enterprise Linux System Administra-
tion Guide.

11.3.1. Sendmail
Sendmail's core purpose,like other MTAs, is to safely transferemail amonghosts,usually using
the SMTP protocol.However, Sendmailis highly con�gurable,allowing control over almostevery
aspectof how email is handled,includingtheprotocolused.Many systemadministratorselectto use
Sendmailastheir MTA dueto its power andscalability.

11.3.1.1. Purpose and Limitations

It is importantto beawareof whatSendmailis andwhatit cando,asopposedto whatit is not.In these
daysof monolithicapplicationsthatful�ll multipleroles,Sendmailmayseemliketheonly application
neededto run anemailserver within anorganization.Technically, this is true,asSendmailcanspool
mail to eachusers'directoryanddeliveroutboundmail for users.However, mostusersactuallyrequire
muchmorethansimpleemaildelivery. Usersusuallywantto interactwith theiremailusinganMUA,
that usesPOPor IMAP, to download their messagesto their local machine.Or, they may prefera
Webinterfaceto gainaccessto their mailbox.Theseotherapplicationscanwork in conjunctionwith
Sendmail,but they actuallyexist for differentreasonsandcanoperateseparatelyfrom oneanother.

It is beyond the scopeof this sectionto go into all that Sendmailshouldor could be con�gured to
do. With literally hundredsof different optionsand rule sets,entire volumeshave beendedicated
to helping explain everything that can be doneand how to �x things that go wrong. Refer to the
Section11.6AdditionalResourcesfor a list of Sendmailresources.

This sectionreviews the �les installedwith Sendmailby default and reviews basiccon�guration
changes,including how to stop unwanted email (spam) and how to extend Sendmailwith the
LightweightDirectoryAccessProtocol(LDAP).
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11.3.1.2. The Default Sendmail Installation

TheSendmailexecutableis /usr/sbin/sendmail .

Sendmail's lengthy and detailedcon�guration �le is /etc/mail/sendmail.cf . Avoid editing
the sendmail.cf �le directly. Instead, to make con�guration changesto Sendmail,edit the
/etc/mail/sendmail.mc �le, backup theoriginal /etc/mail/sendmail.cf , andthenusethe
included m4 macro processorto createa new /etc/mail/sendmail.cf . More information on
con�guring Sendmailcanbefoundin Section11.3.1.3CommonSendmailCon�guration Changes.

VariousSendmailcon�guration�les areinstalledin the /etc/mail/ directoryincluding:

• access — Speci�eswhichsystemscanuseSendmailfor outboundemail.

• domaintable — Speci�esdomainnamemapping.

• local-host-names — Speci�esaliasesfor thehost.

• mailertable — Speci�esinstructionsthatoverrideroutingfor particulardomains.

• virtusertable — Speci�es a domain-speci�cform of aliasing,allowing multiple virtual do-
mainsto behostedononemachine.

Several of the con�guration �les in /etc/mail/ , suchasaccess , domaintable , mailertable
andvirtusertable , mustactuallystoretheir informationin database�les beforeSendmailcanuse
any con�gurationchanges.To includeany changesmadeto thesecon�gurationsin theirdatabase�les,
run thecommand

makemap hash /etc/mail/ < name> < /etc/mail/ < name>

where< name> is replacedwith thenameof thecon�guration�le to convert.

For example, to have all emails addressedto the example.com domain delivered to
<bob@other-example.com >, addthefollowing line to thevirtusertable �le:

@example.com bob@other-example.com

To �nalize thechange,thevirtusertable.db �le mustbeupdatedusingthefollowing command
asroot:

makemap hash /etc/mail/virtusertable < /etc/mail/virtusertabl e

This createsanupdatedvirtusertable.db �le containingthenew con�guration.

11.3.1.3. Common Sendmail Con�guration Chang es

WhenalteringtheSendmailcon�guration �le, it is bestnot to edit anexisting �le, but to generatean
entirelynew /etc/mail/sendmail.cf �le.

Caution

Before changing the sendmail.cf �le , it is a good idea to create a backup copy.

To add the desiredfunctionality to Sendmail,edit the /etc/mail/sendmail.mc �le as the root
user. When�nished, usethe m4macroprocessorto generatea new sendmail.cf by executingthe
following command:

m4 /etc/mail/sendmail.mc > /etc/mail/sendmail.cf
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By default, them4macroprocessoris installedwith Sendmailbut is partof them4package.

After creatinganew /etc/mail/sendmail.cf �le, restartSendmailfor thechangesto take effect.
Theeasiestway to do this is to typethefollowing command:

/sbin/service sendmail restart

Impor tant

The default sendmail.cf �le does not allow Sendmail to accept network connections from any
host other than the local computer. To con�gure Sendmail as a server for other clients, edit the
/etc/mail/sendma il. mc �le , and either change the address speci�ed in the Addr= option of the
DAEMON_OPTIONSdirective from 127.0.0.1 to the IP address of an active network device or com-
ment out the DAEMON_OPTIONSdirective all together by placing dnl at the beginning of the line. When
�nished, regenerate /etc/mail/sendmail .cf by executing the following command:

m4 /etc/mail/sendmail.mc > /etc/mail/sendmail.cf

The default con�guration which shipswith RedHat EnterpriseLinux works for mostSMTP-only
sites.However, it doesnot work for UUCP(UNIX to UNIX Copy) sites.If usingUUCPmail trans-
fers,the/etc/mail/sendmail.mc �le mustberecon�guredandanew /etc/mail/sendmail.cf
mustbegenerated.

Consult the /usr/share/sendmail-cf/README �le before editing any �les in the directories
under the /usr/share/sendmail-cf directory, as they can affect the future con�guration of
/etc/mail/sendmail.cf �les.

11.3.1.4. Masquerading

One common Sendmail con�guration is to have a single machineact as a mail gateway for
all machineson the network. For instance,a company may want to have a machine called
mail.example.com that handlesall of their email and assignsa consistentreturn addressto all
outgoingmail.

In this situation,theSendmailserver mustmasqueradethemachinenameson thecompany network
sothattheir returnaddressis user@example.com insteadof user@host.example.com .

To do this,addthefollowing linesto /etc/mail/sendmail.mc :

FEATURE(always_add_domai n)dn l
FEATURE(`masquerade_enti re_d omain')
FEATURE(`masquerade_enve lope ')
FEATURE(`allmasquerade')
MASQUERADE_AS(`bigcorp.c om.' )
MASQUERADE_DOMAIN(`bigcorp.c om. ')
MASQUERADE_AS(bigcorp.co m)

After generatinga new sendmail.cf usingm4, this con�guration makesall mail from inside the
network appearasif it weresentfrom bigcorp.com .
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11.3.1.5. Stopping Spam

Emailspamcanbede�nedasunnecessaryandunwantedemailreceivedbyauserwhoneverrequested
thecommunication.It is a disruptive, costly, andwidespreadabuseof Internetcommunicationstan-
dards.

Sendmailmakesit relatively easyto block new spammingtechniquesbeingemployed to sendjunk
email.It evenblocksmany of themoreusualspammingmethodsby default.

For example,forwardingof SMTPmessages,alsocalledrelaying,hasbeendisabledby default since
Sendmailversion8.9.Beforethischangeoccurred,Sendmaildirectedthemail host(x.edu ) to accept
messagesfromoneparty(y.com ) andsentthemto adifferentparty(z.net ). Now, however, Sendmail
mustbecon�guredto permitany domainto relaymail throughtheserver. To con�gurerelaydomains,
edit the /etc/mail/relay-domains �le andrestartSendmail.

However, many timesusersarebombardedwith spamfrom otherserversthroughouttheInternet.In
theseinstances,Sendmail's accesscontrol featuresavailable throughthe /etc/mail/access �le
canbeusedto preventconnectionsfrom unwantedhosts.Thefollowing exampleillustrateshow this
�le canbeusedto bothblockandspeci�cally allow accessto theSendmailserver:

badspammer.com ERROR:550 "Go away and do not spam us anymore"
tux.badspammer.com OK
10.0 RELAY

This example shows that any email sent from badspammer.com is blocked with a 550
RFC-821compliant error code,with a messagesent back to the spammer. Email sent from the
tux.badspammer.com sub-domain,is accepted.The last line shows that any email sentfrom the
10.0.*.* network canberelayedthroughthemail server.

Because/etc/mail/access.db is adatabase,usemakemapto activateany changes.Do this using
thefollowing commandasroot:

makemap hash /etc/mail/access < /etc/mail/access

This exampleonly representsa smallpartof whatSendmailcando in termsof allowing or blocking
access.Referto the /usr/share/sendmail-cf/README for moreinformationandexamples.

Since Sendmail calls the Procmail MDA when delivering mail, it is also possible to use a
spam �ltering program, such as SpamAssassin,to identify and �le spam for users.Refer to
Section11.4.2.6SpamFilters for moreaboutusingSpamAssassin.

11.3.1.6. Using Sendmail with LDAP

Using the LightweightDirectoryAccessProtocol (LDAP) is a very quick andpowerful way to �nd
speci�c informationabouta particularuserfrom a muchlargergroup.For example,anLDAP server
canbeusedto look upaparticularemailaddressfrom acommoncorporatedirectoryby theuser's last
name.In this kind of implementation,LDAP is largely separatefrom Sendmail,with LDAP storing
thehierarchicaluserinformationandSendmailonly beinggiven the resultof LDAP queriesin pre-
addressedemailmessages.

However, Sendmailsupportsa muchgreaterintegrationwith LDAP, whereit usesLDAP to replace
separatelymaintained�les, suchasaliases andvirtusertables , on differentmail serversthat
work togetherto supportamedium-to enterprise-level organization.In short,LDAP abstractsthemail
routing level from Sendmailandits separatecon�guration �les to a powerful LDAP clusterthatcan
beleveragedby many differentapplications.

The currentversionof Sendmailcontainssupportfor LDAP. To extend the Sendmailserver using
LDAP, �rst getanLDAP server, suchasOpenLDAP, runningandproperlycon�gured.Thenedit the
/etc/mail/sendmail.mc to includethefollowing:
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LDAPROUTE_DOMAIN('yourdo main .co m')dn l
FEATURE('ldap_routing')d nl

Note

This is only for a very basic con�gur ation of Sendmail with LDAP. The con�gur ation can differ greatly
from this depending on the implementation of LDAP, especially when con�gur ing several Sendmail
machines to use a common LDAP server.

Consult /usr/share/sendmail -c f/R EADME for detailed LDAP routing con�gur ation instructions and
examples.

Next, recreatethe /etc/mail/sendmail.cf �le by runningm4 andrestartingSendmail.Referto
Section11.3.1.3CommonSendmailCon�guration Changesfor instructions.

For moreinformationonLDAP, referto Chapter13LightweightDirectoryAccessProtocol(LDAP).

11.3.2. Post�x
Originally developed at IBM by security expert and programmerWietse Venema,Post�x is a
Sendmail-compatibleMTA thatis designedto besecure,fast,andeasyto con�gure.

To improve security, Post�x usesa modulardesign,wheresmall processeswith limited privileges
arelaunchedby a masterdaemon.Thesmaller, lessprivilegedprocessesperformvery speci�c tasks
relatedto the variousstagesof mail delivery and run in a changerootedenvironmentto limit the
effectsof attacks.

Con�guring Post�x to acceptnetwork connectionsfrom hostsother than the local computertakes
only a few minor changesin its con�guration �le. Yet for thosewith morecomplex needs,Post�x
providesavarietyof con�gurationoptions,aswell asthird partyaddonsthatmake it avery versatile
andfull-featuredMTA.

Thecon�guration �les for Post�x arehumanreadableandsupportupwardof 250directives.Unlike
Sendmail,no macroprocessingis requiredfor changesto take effect andthe majority of the most
commonlyusedoptionsaredescribedin theheavily commented�les.

Impor tant

Before using Post�x, the default MTA must be switched from Sendmail to Post�x. Refer to the chapter
called Mail Transport Agent (MTA) Con�gur ation in the Red Hat Enterprise Linux System Administra-
tion Guide for further details.

11.3.2.1. The Default Post�x Installation

ThePost�x executableis /usr/sbin/postfix . This daemonlaunchesall relatedprocessesneeded
to handlemail delivery.

Post�x storesits con�guration �les in the /etc/postfix/ directory. The following is a list of the
morecommonlyused�les:

• access — Usedfor accesscontrol,this�le speci�eswhichhostsareallowedto connectto Post�x.
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• aliases — A con�gurablelist requiredby themail protocol.

• main.cf — TheglobalPost�x con�guration�le. Themajority of con�gurationoptionsarespeci-
�ed in this �le.

• master.cf — Speci�eshow Post�x interactswith variousprocessesto accomplishmail delivery.

• transport — Mapsemailaddressesto relayhosts.

Impor tant

The default /etc/postfix/main. cf �le does not allow Post�x to accept network connections from a
host other than the local computer. For instructions on con�gur ing Post�x as a server for other clients,
refer to Section 11.3.2.2 Basic Post�x Con�gur ation.

Whenchangingsomeoptionswithin �les in the /etc/postfix/ directory, it may benecessaryto
restartthe postfix servicefor the changesto take effect. The easiestway to do this is to type the
following command:

/sbin/service postfix restart

11.3.2.2. Basic Post�x Con�guration

By default, Post�x doesnot acceptnetwork connectionsfrom any host other than the local host.
Performthefollowing stepsasroot to enablemail delivery for otherhostson thenetwork:

• Edit the/etc/postfix/main.cf �le with a text editor, suchasvi .

• Uncommentthe mydomain line by removing thehashmark (#), andreplacedomain.tld with
thedomainthemail server is servicing,suchasexample.com .

• Uncommentthemyorigin = $mydomain line.

• Uncommentthe myhostname line, andreplacehost.domain.tld with the hostnamefor the
machine.

• Uncommentthemydestination = $myhostname, localhost.$mydomain line.

• Uncommentthe mynetworks line, andreplace168.100.189.0/28 with a valid network set-
ting for hoststhatcanconnectto theserver.

• Uncommentthe inet_interfaces = all line.

• Restartthepostfix service.

Oncethesestepsarecomplete,thehostacceptsoutsideemailsfor delivery.

Post�x hasa largeassortmentof con�gurationoptions.Oneof thebestwaysto learnhow to con�gure
Post�x is to readthecommentswithin /etc/postfix/main.cf . Additional resourcesincludingin-
formationaboutLDAP andSpamAssassinintegrationareavailableonlineat http://www.post�x.org/.

11.3.3. Fetchmail
Fetchmailis an MTA which retrieves email from remoteservers anddelivers it to the local MTA.
Many usersappreciatetheability to separatetheprocessof downloadingtheir messageslocatedona
remoteserver from theprocessof readingandorganizingtheir email in anMUA. Designedwith the
needsof dial-upusersin mind,Fetchmailconnectsandquickly downloadsall of theemailmessages
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to themail spool�le usingany numberof protocols,includingPOP3andIMAP. It canevenforward
emailmessagesto anSMTPserver, if necessary.

Fetchmailis con�gured for eachuserthroughthe useof a .fetchmailrc �le in the user's home
directory.

Using preferencesin the .fetchmailrc �le, Fetchmailchecksfor email on a remoteserver and
downloadsit. It thendelivers it to port 25 on the local machine,usingthe local MTA to placethe
email in the correctuser's spool �le. If Procmailis available, it is launchedto �lter the email and
placeit in a mailboxsothatit canbereadby anMUA.

11.3.3.1. Fetchmail Con�guration Options

Although it is possibleto passall necessaryoptionson the commandline to checkfor email on a
remoteserverwhenexecutingFetchmail,usinga .fetchmailrc �le ismucheasier. Placeany desired
con�gurationoptionsin the.fetchmailrc �le for thoseoptionstobeusedeachtimethefetchmail
commandis issued.It is possibleto override theseat the time Fetchmailis run by specifyingthat
optionon thecommandline.

A user's .fetchmailrc �le containsthreeclassesof con�gurationoptions:

• globaloptions— GivesFetchmailinstructionsthatcontroltheoperationof theprogramor provide
settingsfor every connectionthatchecksfor email.

• serveroptions— Speci�esnecessaryinformationabouttheserver beingpolled,suchasthehost-
name,aswell aspreferencesfor speci�c email servers,suchas the port to checkor numberof
secondsto wait beforetiming out.Theseoptionsaffect every userusingthatserver.

• useroptions— Containsinformation,suchasusernameandpassword, necessaryto authenticate
andcheckfor emailusingaspeci�edemailserver.

Globaloptionsappearat thetop of the .fetchmailrc �le, followedby oneor moreserver options,
eachof which designatea differentemail server that Fetchmailshouldcheck.Useroptionsfollow
server optionsfor eachuseraccountcheckingthat email server. Like server options,multiple user
optionsmaybespeci�ed for usewith a particularserver aswell asto checkmultiple emailaccounts
on thesameserver.

Server optionsarecalledinto servicein the .fetchmailrc �le by theuseof a specialoptionverb,
poll or skip , that precedesany of the server information.The poll actiontells Fetchmailto use
this server optionwhenit is run,which checksfor emailusingthespeci�eduseroptions.Any server
optionsaftera skip action,however, arenotcheckedunlessthisserver's hostnameis speci�edwhen
Fetchmailis invoked.The skip option is usefulwhentestingcon�gurationsin .fetchmailrc be-
causeit only checksskippedservers when speci�cally invoked, and doesnot affect any currently
workingcon�gurations.

A sample.fetchmailrc �le lookssimilar to thefollowing example:

set postmaster "user1"
set bouncemail

poll pop.domain.com proto pop3
user 'user1' there with password 'secret' is user1 here

poll mail.domain2.com
user 'user5' there with password 'secret2' is user1 here
user 'user7' there with password 'secret3' is user1 here

In this example,the global optionsspecifythat the useris sentemail asa last resort(postmaster
option)andall emailerrorsaresentto thepostmasterinsteadof thesender(bouncemail option).The
set actiontellsFetchmailthatthis line containsaglobaloption.Then,two emailserversarespeci�ed,
onesetto checkusingPOP3,theotherfor trying variousprotocolsto �nd onethatworks.Two users
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arechecked usingthesecondserver option,but all email found for any useris sentto user1 's mail
spool.This allows multiple mailboxesto becheckedon multiple servers,while appearingin a single
MUA inbox.Eachuser's speci�c informationbeginswith theuser action.

Note

Users are not required to place their password in the .fetchmailrc �le . Omitting the with password
' < password > ' section causes Fetchmail to ask for a password when it is launched.

Fetchmailhasnumerousglobal,server, andlocal options.Many of theseoptionsarerarely usedor
only apply to very speci�c situations.The fetchmail manpageexplainseachoption in detail,but
themostcommononesarelistedhere.

11.3.3.2. Global Options

Eachglobaloptionshouldbeplacedonasingleline aftera set action.

• daemon < seconds > — Speci�esdaemon-mode,whereFetchmailstaysin thebackground.Re-
place< seconds > with thenumberof secondsFetchmailis to wait beforepolling theserver.

• postmaster — Speci�esa local userto sendmail to in caseof delivery problems.

• syslog — Speci�es the log �le for errors and status messages.By default, this is
/var/log/maillog .

11.3.3.3. Server Options

Server optionsmustbeplacedon theirown line in .fetchmailrc aftera poll or skip action.

• auth < auth-type > — Replace< auth-type > with thetypeof authenticationto beused.By
default,password authenticationis used,but someprotocolssupportothertypesof authentication,
includingkerberos_v5 , kerberos_v4 , andssh . If theany authenticationtypeisused,Fetchmail
�rst triesmethodsthatdonot requireapassword,thenmethodsthatmaskthepassword,and�nally
attemptsto sendthepassword unencryptedto authenticateto theserver.

• interval < number > — Polls thespeci�ed server every < number > of timesthat it checksfor
emailonall con�guredservers.Thisoptionis generallyusedfor emailserverswheretheuserrarely
receivesmessages.

• port < port-number > — Replace< port-number > with theport number. This valueover-
ridesthedefault port numberfor thespeci�edprotocol.

• proto < protocol > — Replace< protocol > with theprotocol,suchaspop3 or imap , to use
whencheckingfor messageson theserver.

• timeout < seconds > — Replace< seconds > with thenumberof secondsof server inactivity
after which Fetchmailgivesup on a connectionattempt.If this value is not set,a default of 300
secondsis assumed.
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11.3.3.4. User Options

Useroptionsmaybeplacedontheirown linesbeneathaserveroptionor onthesameline astheserver
option.In eithercase,thede�ned optionsmustfollow theuser option(de�ned below).

• fetchall — OrdersFetchmailto downloadall messagesin the queue,including messagesthat
have alreadybeenviewed.By default,Fetchmailonly pulls down new messages.

• fetchlimit < number > — Replace< number > with thenumberof messagesto beretrieved
beforestopping.

• flush — Deletesall previously viewedmessagesin thequeuebeforeretrieving new messages.

• limit < max-number-bytes > — Replace< max-number-bytes > with themaximumsize
in bytesthatmessagesareallowed to bewhenretrieved by Fetchmail.This option is usefulwith
slow network links, whena largemessagetakestoo long to download.

• password ' < password > ' — Replace< password > with theuser's password.

• preconnect " < command> " — Replace< command> with a commandto beexecutedbefore
retrieving messagesfor theuser.

• postconnect " < command> " — Replace< command> with a commandto be executedafter
retrieving messagesfor theuser.

• ssl — ActivatesSSLencryption.

• user " < username > " — Replace< username > with the usernameusedby Fetchmailto re-
trieve messages.Thisoptionmustprecedeall otheruseroptions.

11.3.3.5. Fetchmail Command Options

MostFetchmailoptionsusedon thecommandline whenexecutingthe fetchmail commandmirror
the .fetchmailrc con�guration options.In this way, Fetchmailmay be usedwith or without a
con�guration �le. Theseoptionsarenot usedon thecommandline by mostusersbecauseit is easier
to leave themin the .fetchmailrc �le.

Theremay be timeswhenit is desirableto run the fetchmail commandwith otheroptionsfor a
particularpurpose.It is possibleto issuecommandoptionsto temporarilyoverridea .fetchmailrc
settingthat is causinganerror, asany optionsspeci�ed at the commandline overridecon�guration
�le options.

11.3.3.6. Informational or Debugging Options

Certainoptionsusedafterthe fetchmail commandcansupplyimportantinformation.

• --configdump — Displayseverypossibleoptionbasedon informationfrom .fetchmailrc and
Fetchmaildefaults.No emailis retrievedfor any userswhenusingthisoption.

• -s — ExecutesFetchmailin silentmode,preventingany messages,otherthanerrors,from appear-
ing afterthe fetchmail command.

• -v — ExecutesFetchmailin verbosemode,displayingevery communicationbetweenFetchmail
andremoteemailservers.

• -V — Displaysdetailedversioninformation,lists its globaloptions,andshows settingsto beused
with eachuser, including theemailprotocolandauthenticationmethod.No email is retrieved for
any userswhenusingthisoption.
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11.3.3.7. Special Options

Theseoptionsareoccasionallyusefulfor overridingdefaultsoftenfoundin the .fetchmailrc �le.

• -a — Fetchmaildownloadsall messagesfrom theremoteemailserver, whethernew or previously
viewed.By default,Fetchmailonly downloadsnew messages.

• -k — Fetchmailleaves the messageson the remoteemail server after downloadingthem.This
optionoverridesthedefault behavior of deletingmessagesafterdownloadingthem.

• -l < max-number-bytes > — Fetchmaildoesnot downloadany messagesover aparticularsize
andleavesthemon theremoteemailserver.

• --quit — QuitstheFetchmaildaemonprocess.

Morecommandsand.fetchmailrc optionscanbefoundin the fetchmail manpage.

11.4. Mail Deliver y Agents
RedHat EnterpriseLinux includestwo primaryMDAs, Procmailandmail . Both of theapplications
areconsideredLDAs andbothmoveemailfromtheMTA'sspool�le into theuser'smailbox.However,
Procmailprovidesa robust�ltering system.

This sectiondetailsonly Procmail.For informationon themail command,consultits manpage.

Procmaildeliversand�lters emailasit is placedin themail spool�le of thelocalhost.It is powerful,
gentleon systemresources,andwidely used.Procmailcanplay a critical role in deliveringemail to
bereadby emailclientapplications.

Procmailcanbe invoked in severaldifferentways.Whenever anMTA placesanemail into themail
spool �le, Procmail is launched.Procmail then �lters and �les the email for the MUA and quits.
Alternatively, theMUA canbecon�guredto executeProcmailany time amessageis receivedsothat
messagesaremovedinto their correctmailboxes.By default, thepresenceof /etc/procmailrc or
of a .procmailrc �le (alsocalledanrc �le) in theuser'shomedirectoryinvokesProcmailwhenever
anMTA receivesanew message.

WhetherProcmailactsuponanemailmessagedependsuponwhetherthemessagematchesaspeci�ed
setof conditionsor recipesin the rc �le. If a messagematchesa recipe,thentheemailis placedin a
speci�ed�le, is deleted,or is otherwiseprocessed.

WhenProcmailstarts,it readstheemailmessageandseparatesthebodyfrom theheaderinformation.
Next, Procmaillooks for /etc/procmailrc andrc �les in the /etc/procmailrcs directoryfor
default, system-wide,Procmailenvironmentalvariablesand recipes.Procmail then searchesfor a
.procmailrc �le in theuser'shomedirectory. Many usersalsocreateadditionalrc �les for Procmail
thatarereferredto within the .procmailrc �le in theirhomedirectory.

By default, no system-widerc �les exist in the /etc/ directoryandno .procmailrc �les exist in
any user's homedirectory. Therefore,to useProcmail,eachusermustconstructa .procmailrc �le
with speci�c environmentvariablesandrules.

11.4.1. Procmail Con�guration
TheProcmailcon�guration �le containsimportantenvironmentalvariables.Thesevariablesspecify
thingssuchaswhichmessagesto sortandwhatto dowith themessagesthatdonotmatchany recipes.

Theseenvironmentalvariablesusually appearat the beginning of .procmailrc in the following
format:

< env-variable > =" < val ue> "
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In thisexample,< env-variable > is thenameof thevariableand< value > de�nesthevariable.

Therearemany environmentvariablesnot usedby mostProcmailusersandmany of the moreim-
portantenvironmentvariablesarealreadyde�ned by a default value.Most of thetime, thefollowing
variablesareused:

• DEFAULT— Setsthedefault mailboxwheremessagesthatdonot matchany recipesareplaced.

Thedefault DEFAULTvalueis thesameas$ORGMAIL.

• INCLUDERC— Speci�esadditionalrc �les containingmorerecipesfor messagesto be checked
against.Thisbreaksup theProcmailrecipelists into individual �les thatful�ll differentroles,such
asblocking spamandmanagingemail lists, that canthenbe turnedoff or on by usingcomment
charactersin theuser's .procmailrc �le.

For example,linesin auser's .procmailrc �le maylook like this:
MAILDIR=$HOME/Msgs
INCLUDERC=$MAILDIR/l ist s.r c
INCLUDERC=$MAILDIR/s pam.rc

If theuserwantsto turn off Procmail�ltering of their email lists but leave spamcontrol in place,
they would commentout the�rst INCLUDERCline with ahashmarkcharacter(#).

• LOCKSLEEP— Setstheamountof time, in seconds,betweenattemptsby Procmailto useapartic-
ular lock�le. Thedefault is eightseconds.

• LOCKTIMEOUT— Setsthe amountof time, in seconds,that must passafter a lock�le was last
modi�ed beforeProcmailassumesthat the lock�le is old andcanbedeleted.Thedefault is 1024
seconds.

• LOGFILE — The�le to whichany Procmailinformationor errormessagesarewritten.

• MAILDIR — Setsthe currentworking directoryfor Procmail.If set,all otherProcmailpathsare
relative to thisdirectory.

• ORGMAIL— Speci�estheoriginal mailbox,or anotherplaceto put themessagesif they cannotbe
placedin thedefault or recipe-requiredlocation.

By default,avalueof /var/spool/mail/$LOGNAME is used.

• SUSPEND— Setstheamountof time,in seconds,thatProcmailpausesif anecessaryresource,such
asswapspace,is not available.

• SWITCHRC— Allows a userto specify an external �le containingadditionalProcmail recipes,
muchlike the INCLUDERCoption,exceptthat recipecheckingis actuallystoppedon thereferring
con�guration�le andonly therecipeson theSWITCHRC-speci�ed�le areused.

• VERBOSE— CausesProcmailto log moreinformation.This optionis usefulfor debugging.

Other importantenvironmentalvariablesarepulled from the shell, suchas LOGNAME, which is the
login name;HOME, which is thelocationof thehomedirectory;andSHELL, which is thedefault shell.

A comprehensiveexplanationof all environmentsvariables,aswell astheirdefaultvalues,is available
in theprocmailrc manpage.

11.4.2. Procmail Recipes
New usersoften �nd the constructionof recipesthe mostdif�cult part of learningto useProcmail.
To some extent, this is understandable,as recipes do their messagematching using regular
expressions, which is a particular format used to specify quali�cations for a matching string.
However, regularexpressionsarenot very dif�cult to constructandeven lessdif�cult to understand
when read.Additionally, the consistency of the way Procmail recipesare written, regardlessof
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regular expressions,makes it easyto learnby example.To seeexampleProcmailrecipes,refer to
Section11.4.2.5RecipeExamples.

Procmailrecipestake thefollowing form:

:0 < flags > : < lockfile-name >

* < special-condi ti on-c hara ct er > < condition-1 >
* < special-condi ti on-c hara ct er > < condition-2 >
* < special-condi ti on-c hara ct er > < condition-N >

< special-actio n- ch ar ac te r > < act io n- to -p er fo rm>

The�rst two charactersin a Procmailrecipearea colonanda zero.Various�ags canbeplacedafter
thezeroto controlhow Procmailprocessestherecipe.A colonafter the < flags > sectionspeci�es
thatalock�le iscreatedfor thismessage.If alock�le iscreated,thenamecanbespeci�edby replacing
< lockfile-name > .

A recipecancontainseveral conditionsto matchagainstthemessage.If it hasno conditions,every
messagematchestherecipe.Regularexpressionsareplacedin someconditionsto facilitatemessage
matching.If multiple conditionsareused,they mustall matchfor the actionto beperformed.Con-
ditionsarecheckedbasedon the�ags setin therecipe's �rst line. Optionalspecialcharactersplaced
afterthe* charactercanfurthercontrolthecondition.

The< action-to-perform > speci�estheactiontakenwhenthemessagematchesoneof thecon-
ditions.Therecanonly beoneactionper recipe.In many cases,thenameof a mailbox is usedhere
to directmatchingmessagesinto that�le, effectively sortingtheemail.Specialactioncharactersmay
alsobeusedbeforetheactionis speci�ed.Referto Section11.4.2.4SpecialConditionsandActions
for moreinformation.

11.4.2.1. Delivering vs. Non-Delivering Recipes

The action usedif the recipematchesa particularmessagedetermineswhetherit is considereda
deliveringor non-deliveringrecipe.A delivering recipecontainsanactionthatwritesthemessageto
a�le, sendsthemessageto anotherprogram,or forwardsthemessageto anotheremailaddress.A non-
deliveringrecipecoversany otheractions,suchasa nestingblock. A nestingblock is asetof actions,
containedin braces{ } , thatareperformedonmessageswhichmatchtherecipe's conditions.Nesting
blocks can be nestedinside one another, providing greatercontrol for identifying and performing
actionsonmessages.

Whenmessagesmatcha deliveringrecipe,Procmailperformsthespeci�edactionandstopscompar-
ing themessageagainstany otherrecipes.Messagesthatmatchnon-deliveringrecipescontinueto be
comparedagainstotherrecipes.

11.4.2.2. Flags

Flagsare essentialto determinehow or if a recipe's conditionsare comparedto a message.The
following �ags arecommonlyused:

• A — Speci�esthatthisrecipeis only usedif thepreviousrecipewithoutanA or a �ag alsomatched
this message.

• a — Speci�esthat this recipeis only usedif theprevious recipewith an A or a �ag alsomatched
this messageandwassuccessfullycompleted.

• B — Parsesthebodyof themessageandlooksfor matchingconditions.

• b — Usesthebody in any resultingaction,suchaswriting themessageto a �le or forwardingit.
This is thedefault behavior.
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• c — Generatesacarboncopy of theemail.This is usefulwith deliveringrecipes,sincetherequired
actioncanbeperformedon themessageanda copy of themessagecancontinuebeingprocessed
in therc �les.

• D — Makestheegrep comparisoncase-sensitive. By default, thecomparisonprocessis not case-
sensitive.

• E — While similar to theA �ag, theconditionsin therecipeareonly comparedto themessageif
theimmediatelyprecedingtherecipewithoutanE �ag did notmatch.This is comparableto anelse
action.

• e — Therecipeiscomparedto themessageonly if theactionspeci�edin theimmediatelypreceding
recipefails.

• f — Usesthepipeasa �lter .

• H — Parsestheheaderof themessageandlooksfor matchingconditions.Thisoccursby default.

• h — Usestheheaderin a resultingaction.This is thedefault behavior.

• w — Tells Procmailto wait for thespeci�ed �lter or programto �nish, andreportswhetheror not
it wassuccessfulbeforeconsideringthemessage�ltered.

• W— Is identicalto w exceptthat"Programfailure"messagesaresuppressed.

For adetailedlist of additional�ags, referto theprocmailrc manpage.

11.4.2.3. Specifying a Local Loc k�le

Lock�les arevery usefulwith Procmailto ensurethatmorethanoneprocessdoesnot try to altera
messagesimultaneously. Specifya local lock�le by placinga colon(: ) afterany �ags on a recipe's
�rst line. This createsa local lock�le basedonthedestination�le namepluswhatever hasbeensetin
theLOCKEXTglobalenvironmentvariable.

Alternatively, specifythenameof thelocal lock�le to beusedwith this recipeafterthecolon.

11.4.2.4. Special Conditions and Actions

SpecialcharactersusedbeforeProcmailrecipeconditionsandactionschangetheway they areinter-
preted.

The following charactersmay be usedafter the * characterat the beginning of a recipe's condition
line:

• ! — In theconditionline, this characterinvertsthecondition,causinga matchto occuronly if the
conditiondoesnot matchthemessage.

• < — Checksif themessageis underaspeci�ednumberof bytes.

• > — Checksif themessageis over aspeci�ednumberof bytes.

Thefollowing charactersareusedto performspecialactions:

• ! — In theactionline, this charactertells Procmailto forward themessageto thespeci�ed email
addresses.

• $ — Refersto a variablesetearlierin the rc �le. This is oftenusedto seta commonmailboxthat
is referredto by variousrecipes.

• | — Startsaspeci�edprogramto processthemessage.

• { and } — Constructsa nestingblock, usedto containadditionalrecipesto apply to matching
messages.
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If nospecialcharacteris usedat thebeginningof theactionline,Procmailassumesthattheactionline
is specifyingthemailboxin which to write themessage.

11.4.2.5. Recipe Examples

Procmail is an extremely �e xible program,but as a result of this �e xibility, composingProcmail
recipesfrom scratchcanbedif�cult for new users.

The bestway to develop the skills to build Procmailrecipeconditionsstemsfrom a strongunder-
standingof regularexpressionscombinedwith looking atmany examplesbuilt by others.A thorough
explanationof regular expressionsis beyond the scopeof this section.The structureof Procmail
recipesandusefulsampleProcmailrecipescanbe found at variousplaceson the Internet(suchas
http://www.iki.�/era/procmail/links.html). The properuseandadaptationof regular expressionscan
bederivedby viewing theserecipeexamples.In addition,introductoryinformationaboutbasicregular
expressionrulescanbefoundin thegrep manpage.

Thefollowing simpleexamplesdemonstratethebasicstructureof Procmailrecipesandcanprovide
thefoundationfor moreintricateconstructions.

A basicrecipemaynot evencontainconditions,asis illustratedin thefollowing example:

:0:
new-mail.spoo l

The �rst line speci�esthata local lock�le is to becreatedbut doesnot specifya name,soProcmail
usesthedestination�le nameandappendsthevaluespeci�ed in theLOCKEXTenvironmentvariable.
No condition is speci�ed, so every messagematchesthis recipeand is placedin the single spool
�le called new-mail.spool , locatedwithin the directoryspeci�ed by the MAILDIR environment
variable.An MUA canthenview messagesin this �le.

A basicrecipe,suchasthis, canbe placedat the endof all rc �les to direct messagesto a default
location.

Thefollowing examplematchedmessagesfrom a speci�c emailaddressandthrows themaway.

:0
* ^From: spammer@domain. co m
/dev/null

With this example,any messagessentby spammer@domain.com aresentto the /dev/null device,
deletingthem.

Caution

Be certain that rules are working as intended before sending messages to /dev/null for permanent
deletion. If a recipe inadvertently catches unintended messages, and those messages disappear, it
becomes dif�cult to troubleshoot the rule.

A better solution is to point the recipe's action to a special mailbox, which can be checked from time
to time to look for false positives. Once satis�ed that no messages are accidentally being matched,
delete the mailbox and direct the action to send the messages to /dev/null .

Thefollowing recipegrabsemailsentfrom aparticularmailing list andplacesit in aspeci�edfolder.

:0:
* ^(From|CC|To).*tux-lug
tuxlug
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Any messagessentfrom the tux-lug@domain.com mailing list areplacedin the tuxlug mailbox
automaticallyfor theMUA. Notethattheconditionin this examplematchesthemessageif it hasthe
mailing list's emailaddresson theFrom, CC, or To lines.

Consultthemany Procmailonlineresourcesavailablein Section11.6AdditionalResourcesfor more
detailedandpowerful recipes.

11.4.2.6. Spam Filter s

Becauseit is calledby Sendmail,Post�x, andFetchmailuponreceiving new emails,Procmailcanbe
usedasapowerful tool for combatingspam.

This is particularly true whenProcmailis usedin conjunctionwith SpamAssassin.Whenusedto-
gether, thesetwo applicationscanquickly identify spamemails,andsortor destroy them.

SpamAssassinusesheaderanalysis,text analysis,blacklists,a spam-trackingdatabase,and self-
learningBayesianspamanalysisto quickly andaccuratelyidentify andtagspam.

Theeasiestway for a local userto useSpamAssassinis to placethefollowing line nearthetop of the
~/.procmailrc �le:

INCLUDERC=/etc/mail/spam assa ssi n/sp amassas sin- def ault .rc

The /etc/mail/spamassassin/spamassassin-default.rc containsa simple Procmail rule
thatactivatesSpamAssassinfor all incomingemail.If anemail is determinedto bespam,it is tagged
in theheaderassuchandthetitle is prependedwith thefollowing pattern:

*****SPAM*****

Themessagebodyof theemail is alsoprependedwith a runningtally of whatelementscausedit to
bediagnosedasspam.

To �le email taggedasspam,a rulesimilar to thefollowing canbeused:

:0 Hw
* ^X-Spam-Status: Yes
spam

This rule �les all emailtaggedin theheaderasspaminto amailboxcalledspam.

SinceSpamAssassinis aPerlscript,it maybenecessaryonbusyserversto usethebinarySpamAssas-
sin daemon(spamd) andclient application(spamc). Con�guring SpamAssassinthis way, however,
requiresroot accessto thehost.

To startthespamd daemon,typethefollowing commandasroot:

/sbin/service spamassassin start

To start the SpamAssassindaemonwhenthe systemis booted,usean initscript utility, suchasthe
ServicesCon�guration Tool (system-config-services ), to turnonthespamassassin service.
Referto Section1.4.2Runlevel Utilities for moreinformationaboutinitscript utilities.

To con�gure Procmailto usetheSpamAssassinclient applicationinsteadof thePerlscript,placethe
following line nearthetop of the~/.procmailrc �le. For a system-widecon�guration,placeit in
/etc/procmailrc :

INCLUDERC=/etc/mail/spam assa ssi n/sp amassas sin- spa mc.r c
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11.5. Mail User Agents
Therearescoresof mail programsavailableunderRedHatEnterpriseLinux. Therearefull-featured,
graphicalemail client programs,suchasMozilla Mail or Ximian Evolution, aswell astext-based
emailprogramssuchasmutt .

For instructionson usingtheseapplications,referto thechaptertitled Email Applicationsin theRed
Hat EnterpriseLinuxStepBy StepGuide.

Theremainderof thissectionfocusesonsecuringcommunicationbetweentheclientandserver.

11.5.1. Securing Communication
PopularMUAs includedwith RedHat EnterpriseLinux, suchasMozilla Mail , Ximian Evolution,
andmutt offer SSL-encryptedemailsessions.

Like any other servicethat �o ws over a network unencrypted,importantemail information,such
asusernames,passwords,andentiremessages,may be interceptedandviewed by userson the net-
work. Additionally, sincethestandardPOPandIMAP protocolspassauthenticationinformationun-
encrypted,it is possiblefor anattacker to gainaccessto useraccountsby collectingusernamesand
passwordsasthey arepassedover thenetwork.

11.5.1.1. Secure Email Clients

Most Linux MUAs designedto checkemailon remoteserverssupportSSLencryption.To useSSL
whenretrieving email,it mustbeenabledonboththeemailclientandserver.

SSLis easyto enableon theclient-side,oftendonewith theclick of a buttonin theMUA's con�gu-
rationwindow or via anoption in theMUA's con�guration �le. SecureIMAP andPOPhave known
portnumbers(993and995,respectively) thattheMUA usesto authenticateanddownloadmessages.

11.5.1.2. Securing Email Client Comm unications

OfferingSSLencryptionto IMAP andPOPuserson theemailserver is asimplematter.

First, createan SSL certi�cate. This canbe donetwo ways:by applyingto a Certi�cate Authority
(CA) for anSSLcerti�cate or by creatingaself-signedcerti�cate.

Caution

Self-signed certi�cates should be used for testing purposes only. Any server used in a production
environment should use an SSL certi�cate granted by a CA.

To createaself-signedSSLcerti�cate for IMAP, changeto the /usr/share/ssl/certs/ directory
andtypethefollowing commandsasroot:

rm -f imapd.pem
make imapd.pem

Answerall of thequestionsto completetheprocess.

To createa self-signedSSLcerti�cate for POP, changeto the /usr/share/ssl/certs/ directory,
andtypethefollowing commandsasroot:

rm -f ipop3d.pem
make ipop3d.pem
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Again,answerall of thequestionsto completetheprocess.

Impor tant

Please be sure to remove the default imapd.pem and ipop3d.pem �les before issuing each make
command.

Once�nished, executethe/sbin/service xinetd restart commandto restartthexinetd dae-
monwhichcontrolsimapd andipop3d .

Alternatively, thestunnel commandcanbeusedasanSSLencryptionwrapperaroundthestandard,
non-securedaemons,imapd or pop3d .

The stunnel programusesexternalOpenSSLlibrariesincludedwith RedHat EnterpriseLinux to
provide strongcryptographyandprotecttheconnections.It is bestto applyto aCA to obtainanSSL
certi�cate,but it is alsopossibleto createaself-signedcerti�cate.

To createa self-signedSSLcerti�cate, changeto the /usr/share/ssl/certs/ directory, andtype
thefollowing command:

make stunnel.pem

Again,answerall of thequestionsto completetheprocess.

Oncethecerti�cate is generated,it is possibleto usethestunnel commandto startthe imapd mail
daemonusingthefollowing command:

/usr/sbin/stunnel -d 993 -l /usr/sbin/imapd imapd

Oncethis commandis issued,it is possibleto openan IMAP email client andconnectto the email
server usingSSLencryption.

To startthepop3d usingthestunnel command,typethefollowing command:

/usr/sbin/stunnel -d 995 -l /usr/sbin/pop3d pop3d

For more information about how to use stunnel , read the stunnel man page or refer to
the documents in the /usr/share/doc/stunnel- < version-number > / directory, where
< version-number > is theversionnumberfor stunnel .

11.6. Additional Resour ces
Thefollowing is a list of additionaldocumentationaboutemailapplications.

11.6.1. Installed Documentation

• Informationoncon�guring Sendmailis includedwith thesendmail andsendmail-cf packages.

• /usr/share/sendmail-cf/README.cf — Containsinformation on m4, �le locationsfor
Sendmail,supportedmailers,how to accessenhancedfeatures,andmore.

In addition,thesendmail andaliases manpagescontainhelpful informationcoveringvarious
Sendmailoptionsandthepropercon�gurationof theSendmail/etc/mail/aliases �le.



Chapter 11.Email 179

• /usr/share/doc/postfix- < version-number > — Containsa large amountof information
aboutwaysto con�gurePost�x. Replace< version-number > with theversionnumberof Post-
�x.

• /usr/share/doc/fetchmail- < version-number > — Containsa full list of Fetchmailfea-
turesin the FEATURES�le andan introductoryFAQdocument.Replace< version-number >
with theversionnumberof Fetchmail.

• /usr/share/doc/procmail- < version-number > — ContainsaREADME�le thatprovidesan
overview of Procmail,a FEATURES�le thatexploresevery programfeature,andan FAQ�le with
answersto many commoncon�gurationquestions.Replace< version-number > with thever-
sionnumberof Procmail.

Whenlearninghow Procmailworks andcreatingnew recipes,the following Procmailmanpages
areinvaluable:

• procmail — Providesanoverview of how Procmailworksandthestepsinvolvedwith �ltering
email.

• procmailrc — Explainsthe rc �le formatusedto constructrecipes.

• procmailex — Givesanumberof useful,real-world examplesof Procmailrecipes.

• procmailsc — Explainstheweightedscoringtechniqueusedby Procmailto matchaparticular
recipeto amessage.

• /usr/share/doc/spamassassin- < version-number > / — Containsa largeamountof in-
formationpertainingto SpamAssassin.Replace< version-number > with theversionnum-
berof thespamassassin package.

11.6.2. Useful Websites

• http://www.redhat.com/mirrors/LDP/HOWTO/Mail-Administrator-HOWTO.html — Provides an
overview of how email works, andexaminespossibleemail solutionsandcon�gurationson the
clientandserver sides.

• http://www.redhat.com/mirrors/LDP/HOWTO/Mail-User-HOWTO/ — Looks at email from the
user's perspective, investigatesvariouspopularemailclient applicationsandgivesanintroduction
to topicssuchasaliases,forwarding,auto-replying,mailing lists,mail �lters, andspam.

• http://www.redhat.com/mirrors/LDP/HOWTO/mini/Secure-POP+SSH.html — Demonstratesa
way to retrieve POP email using SSH with port forwarding, so that the email passwords and
messagesaretransferredsecurely.

• http://www.sendmail.net/— Containsnews, interviews, andarticlesconcerningSendmail,includ-
ing anexpandedview of themany optionsavailable.

• http://www.sendmail.org/ — Offersa thoroughtechnicalbreakdown of Sendmailfeaturesandcon-
�guration examples.

• http://www.post�x.org/ — The Post�x projecthomepagecontainsa wealthof informationabout
Post�x. Themailing list is aparticularlygoodplaceto look for information.

• http://catb.org/~esr/fetchmail/ — Thehomepagefor Fetchmail,featuringanonlinemanual,anda
thoroughFAQ.

• http://www.procmail.org/ — Thehomepagefor Procmailwith links to assortedmailing lists dedi-
catedto Procmailaswell asvariousFAQ documents.

• http://www.ling.helsinki.�/users/reriksso/procmail/mini-faq.html — An excellent ProcmailFAQ,
offerstroubleshootingtips,detailsabout�le locking,andtheuseof wildcardcharacters.
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• http://www.uwasa.�/~ts/info/proctips.html — Containsdozensof tips that make using Procmail
mucheasier. Includesinstructionson how to test .procmailrc �les anduseProcmailscoringto
decideif a particularactionshouldbetaken.

• http://www.spamassassin.org/ — Theof�cial siteof theSpamAssassinproject.

11.6.3. Related Books

• Sendmailby Bryan Costaleswith Eric Allman et al; O'Reilly & Associates— A goodSendmail
referencewritten with theassistanceof theoriginal creatorof DelivermailandSendmail.

• Removing the Spam:Email Processingand Filtering by Geoff Mulligan; Addison-Wesley Pub-
lishing Company — A volumethat looks at variousmethodsusedby email administratorsusing
establishedtools,suchasSendmailandProcmail,to managespamproblems.

• Internet Email Protocols: A Developer's Guide by Kevin Johnson;Addison-Wesley Publishing
Company — Providesa very thoroughreview of majoremailprotocolsandthesecuritythey pro-
vide.

• Managing IMAP by DiannaMullet andKevin Mullet; O'Reilly & Associates— Detailsthesteps
requiredto con�gure anIMAP server.

• RedHat EnterpriseLinux SecurityGuide; RedHat, Inc. — The ServerSecuritychapterexplains
waysto secureSendmailandotherservices.
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On mostmodernnetworks, includingthe Internet,userslocateothercomputersby name.This frees
usersfrom the dauntingtaskof rememberingthe numericalnetwork addressof network resources.
Themosteffective way to con�gure a network to allow suchname-basedconnectionsis to setup a
DomainNameService(DNS) or anameserver, whichresolveshostnamesonthenetwork to numerical
addressesandviceversa.

This chapterreviews the nameserver includedin Red Hat EnterpriseLinux, the Berkeley Internet
NameDomain(BIND) DNS server, with an emphasison the structureof its con�guration �les and
how it maybeadministeredbothlocally andremotely.

For instructionsoncon�guring BIND usingthegraphicalDomainNameServiceCon�guration Tool
(redhat-config-bind ), refer to thechaptercalledBIND Con�guration in theRedHat Enterprise
LinuxSystemAdministration Guide.

Warning

If using the Domain Name Service Con�guration Tool , do not manually edit any BIND con�gur ation
�les as all changes are overwritten the next time the Domain Name Service Con�guration Tool is
used.

12.1. Intr oduction to DNS
Whenhostson a network connectto oneanothervia a hostname,alsocalleda fully quali�ed domain
name(FQDN), DNSis usedto associatethenamesof machinesto theIP addressfor thehost.

Useof DNS andFQDNsalsohasadvantagesfor systemadministrators,allowing the �e xibility to
changethe IP addressfor a hostwithout effecting name-basedqueriesto the machine.Conversely,
administratorscanshuf�e whichmachineshandleaname-basedquery.

DNS is normally implementedusingcentralizedserversthatareauthoritative for somedomainsand
referto otherDNS serversfor otherdomains.

Whenaclienthostrequestsinformationfrom anameserver, it usuallyconnectsto port53.Thename-
serverthenattemptsto resolvetheFQDNbasedonits resolverlibrary, whichmaycontainauthoritative
informationaboutthehostrequestedor cacheddatafrom anearlierquery. If thenameserver doesnot
alreadyhave theanswerin its resolver library, it queriesothernameservers,calledroot nameservers,
to determinewhich nameserversareauthoritative for the FQDN in question.Then,with that infor-
mation,it queriestheauthoritative nameserversto determinetheIP addressof therequestedhost.If
performinga reverselookup,thesameprocedureis used,exceptthequeryis madewith anunknown
IP addressratherthananame.

12.1.1. Nameser ver Zones
On the Internet,the FQDN of a host can be broken down into different sections.Thesesections
areorganizedinto a hierarchy(much like a tree),with a main trunk, primary branches,secondary
branches,andsoforth. Considerthefollowing FQDN:

bob.sales.example.com
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Whenlooking at how anFQDN is resolved to �nd theIP addressthat relatesto a particularsystem,
readthe namefrom right to left, with eachlevel of the hierarchydivided by periods(. ). In this
example,com de�nesthetop level domainfor thisFQDN.Thenameexample is asub-domainunder
com, while sales is a sub-domainunderexample . The namefurthestto the left, bob , identi�es a
speci�c machinehostname.

Exceptfor the hostname,eachsectionis a called a zone, which de�nes a speci�c namespace. A
namespacecontrolsthenamingof thesub-domainsto its left. While this exampleonly containstwo
sub-domains,a FQDN mustcontainat leastonesub-domainbut mayincludemany more,depending
uponhow thenamespaceis organized.

Zonesare de�ned on authoritative nameservers throughthe useof zone�les, which describethe
namespaceof thatzone,themail serversto beusedfor aparticulardomainor sub-domain,andmore.
Zone�les arestoredon primary nameservers (alsocalledmasternameservers), which aretruly au-
thoritative andwherechangesaremadeto the �les, and secondarynameservers (alsocalled slave
nameservers), which receive their zone�les from theprimarynameservers.Any nameserver canbea
primaryandsecondarynameserver for differentzonesat thesametime,andthey mayalsobeconsid-
eredauthoritative for multiplezones.It all dependsonhow thenameserver is con�gured.

12.1.2. Nameser ver Types
Therearefour primarynameserver con�gurationtypes:

• master— Storesoriginal and authoritative zonerecordsfor a namespace,and answersqueries
aboutthenamespacefrom othernameservers.

• slave— Answersqueriesfrom other nameservers concerningnamespacesfor which it is con-
sideredan authority. However, slave nameservers get their namespaceinformation from master
nameservers.

• caching-only— Offers nameto IP resolutionservicesbut is not authoritative for any zones.An-
swersfor all resolutionsarecachedin memoryfor a �x edperiodof time,which is speci�edby the
retrievedzonerecord.

• forwarding — Forwardsrequeststo a speci�c list of nameserversfor nameresolution.If noneof
thespeci�ednameserverscanperformtheresolution,theresolutionfails.

A nameservermaybeoneor moreof thesetypes.For example,anameservercanbeamasterfor some
zones,aslave for others,andonly offer forwardingresolutionsfor others.

12.1.3. BIND as a Nameser ver
BIND performsnameresolutionservicesthroughthe /usr/sbin/named daemon.BIND also in-
cludesanadministrationutility called/usr/sbin/rndc . Moreinformationaboutrndc canbefound
in Section12.4Usingrndc .

BIND storesits con�guration�les in thefollowing locations:

• /etc/named.conf — Thecon�guration�le for thenamed daemon.

• /var/named/ directory— The named working directorywhich storeszone,statistic,andcache
�les.

Thenext few sectionsreview theBIND con�guration�les in moredetail.
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12.2. /etc/named.conf

Thenamed.conf �le is a collectionof statementsusingnestedoptionssurroundedby openingand
closingellipsecharacters,{ } . Administratorsmustbe carefulwhenediting named.conf to avoid
syntacticalerrorsasmany seeminglyminorerrorspreventthenamed servicefrom starting.

Warning

Do not manually edit the /etc/named.conf �le or any �les in the /var/named/ directory if you are
using the Domain Name Service Con�guration Tool . Any manual changes to those �les are over-
written the next time the Domain Name Service Con�guration Tool is used.

A typical named.conf �le is organizedsimilar to thefollowing example:

< statement-1 > [" < statement-1-name > "] [ < statement-1-class > ] {
< option-1 > ;
< option-2 > ;
< option-N > ;

};

< statement-2 > [" < statement-2-name > "] [ < statement-2-class > ] {
< option-1 > ;
< option-2 > ;
< option-N > ;

};

< statement-N > [" < statement-N-name > "] [ < statement-N-class > ] {
< option-1 > ;
< option-2 > ;
< option-N > ;

};

12.2.1. Common Statement Types
Thefollowing typesof statementsarecommonlyusedin /etc/named.conf :

12.2.1.1. acl Statement

Theacl statement(or accesscontrolstatement)de�nesgroupsof hostswhich canthenbepermitted
or deniedaccessto thenameserver.

An acl statementtakesthefollowing form:

acl < acl-name > {
< match-element > ;
[ < match-element > ; ...]

};

In this statement,replace< acl-name > with the nameof the accesscontrol list and replace
< match-element > with a semi-colonseparatedlist of IP addresses.Most of the time, an
individual IP addressor IP network notation (such as 10.0.1.0/24 ) is usedto identify the IP
addresseswithin theacl statement.

Thefollowing accesscontrollists arealreadyde�ned askeywordsto simplify con�guration:

• any — Matchesevery IP address.
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• localhost — Matchesany IP addressin useby thelocal system.

• localnets — Matchesany IP addressonany network to which thelocal systemis connected.

• none — Matchesno IP addresses.

Whenusedin conjunctionwith otherstatements(suchasthe options statement),acl statements
canbevery usefulin preventingthemisuseof aBIND nameserver.

Thefollowing examplede�nestwo accesscontrollistsandusesanoptions statementto de�ne how
they aretreatedby thenameserver:

acl black-hats {
10.0.2.0/24;
192.168.0.0/24;

};

acl red-hats {
10.0.1.0/24;

};

options {
blackhole { black-hats; };
allow-query { red-hats; };
allow-recursion { red-hats; };

}

This example contains two accesscontrol lists, black-hats and red-hats . Hosts in the
black-hats list aredeniedaccessto the nameserver, while hostsin the red-hats list aregiven
normalaccess.

12.2.1.2. include Statement

The include statementallows �les to beincludedin a named.conf �le. In this way, sensitive con-
�guration data(suchaskeys ) canbeplacedin aseparate�le with restrictive permissions.

An include statementtakesthefollowing form:

include " < file-name > "

In thisstatement,< file-name > is replacedwith anabsolutepathto a �le.

12.2.1.3. options Statement

Theoptions statementde�nes globalserver con�gurationoptionsandsetsdefaultsfor otherstate-
ments.It canbe usedto specify the locationof the named working directory, the typesof queries
allowed,andmuchmore.

Theoptions statementtakesthefollowing form:

options {
< option > ;

[ < option > ; ...]
};

In thisstatement,the< option > directivesarereplacedwith avalid option.

Thefollowing arecommonlyusedoptions:
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• allow-query — Speci�eswhichhostsareallowedto querythisnameserver. By default,all hosts
areallowedto query. An accesscontrol list, or collectionof IP addressesor networksmaybeused
hereto only allow particularhoststo querythenameserver.

• allow-recursion — Similar to allow-query , this optionappliesto recursive queries.By de-
fault,all hostsareallowedto performrecursive querieson thenameserver.

• blackhole — Speci�eswhichhostsarenotallowedto querytheserver.

• directory — Speci�es the named working directory if different from the default value,
/var/named/ .

• forward — Speci�estheforwardingbehavior of a forwarders directive.

Thefollowing optionsareaccepted:

• first — Speci�esthat thenameserverslisted in the forwarders directive bequeriedbefore
named attemptsto resolve thenameitself.

• only — Speci�es that named doesnot attemptnameresolutionitself in the event queriesto
nameserversspeci�ed in the forwarders directive fail.

• forwarders — Speci�esa list of valid IP addressesfor nameservers whererequestsshouldbe
forwardedfor resolution.

• listen-on — Speci�esthenetwork interfaceon which named listensfor queries.By default, all
interfacesareused.

Using this directive on a DNS server which alsoactsa gateway, BIND canbecon�gured to only
answerqueriesthatoriginatefrom oneof thenetworks.

A listen-on directive lookslike thefollowing example:
options {

listen-on { 10.0.1.1; };
};

In this example,only requeststhat arrive from the network interfaceservingthe privatenetwork
(10.0.1.1 ) areaccepted.

• notify — Controlswhethernamed noti�es theslave serverswhena zoneis updated.It accepts
thefollowing options:

• yes — Noti�es slave servers.

• no — Doesnot notify slave servers.

• explicit — Only noti�es slave serversspeci�ed in analso-notify list within a zonestate-
ment.

• pid-file — Speci�esthelocationof theprocessID �le createdby named.

• root-delegation-only — Turnson the enforcementof delegationpropertiesin top-level do-
mains(TLDs) androotzoneswith anoptionalexcludelist. Delegationis theprocessof separatinga
singlezoneinto multiplesubzones.In orderto createadelegatedzone,itemsknown asNSrecords
areused.NameServer records(delegation records)announcethe authoritative nameservers for a
particularzone.

The following root-delegation-only examplespeci�esan excludelist of TLDs from whom
undelegatedresponsesareexpectedandtrusted:
options {

root-delegation-only exclude { "ad"; "ar"; "biz"; "cr"; "cu"; "de"; "dm"; "id;
"lu"; "lv"; "md"; "ms"; "museum"; "name"; "no"; "pa";
"pf"; "se"; "sr"; "to"; "tw"; "us"; "uy"; };

};
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• statistics-file — Speci�esanalternatelocationfor statistics�les. By default, named statis-
tics aresavedto the /var/named/named.stats �le.

Dozens of other options are also available, many of which rely upon one another to
work properly. Refer to the BIND 9 Administrator Reference Manual referenced in
Section12.7.1InstalledDocumentationandthebind.conf manpagefor moredetails.

12.2.1.4. zone Statement

A zone statementde�nesthecharacteristicsof azonesuchasthelocationof its con�guration�le and
zone-speci�coptions.Thisstatementcanbeusedto overridetheglobaloptions statements.

A zone statementtakesthefollowing form:

zone < zone-name > < zone-class > {
< zone-options > ;
[ < zone-options > ; ...]

};

In this statement,< zone-name > is thenameof thezone,< zone-class > is theoptionalclass
of thezone,and< zone-options > is a list of optionscharacterizingthezone.

The < zone-name > attribute for the zone statementis particularly important. It is the default
value assignedfor the $ORIGIN directive usedwithin the correspondingzone �le locatedin the
/var/named/ directory. The named daemonappendsthe nameof the zoneto any non-fully qual-
i�ed domainnamelistedin thezone�le.

For example,if azone statementde�nesthenamespacefor example.com , useexample.com asthe
< zone-name > soit is placedat theendof hostnameswithin theexample.com zone�le.

For moreinformationaboutzone�les, seeSection12.3ZoneFiles.

Themostcommonzone statementoptionsincludethefollowing:

• allow-query — Speci�estheclientsthatareallowedto requestinformationaboutthiszone.The
default is to allow all queryrequests.

• allow-transfer — Speci�estheslaveserversthatareallowedto requesta transferof thezone's
information.Thedefault is to allow all transferrequests.

• allow-update — Speci�esthehoststhatareallowedto dynamicallyupdateinformationin their
zone.Thedefault is to deny all dynamicupdaterequests.

Be carefulwhenallowing hoststo updateinformationabouttheir zone.Do not enablethis option
unlessthehostspeci�ediscompletelytrusted.In general,it bettertohaveanadministratormanually
updatetherecordsfor azoneandreloadthenamed service.

• file — Speci�es the nameof the �le in the named working directory that containsthe zone's
con�gurationdata.

• masters — Speci�estheIP addressesfrom whichto requestauthoritative zoneinformationandis
usedonly if thezoneis de�ned astype slave .

• notify — Speci�eswhetheror not named noti�es theslave serverswhenazoneis updated.This
directive acceptsthefollowing options:

• yes — Noti�es slave servers.

• no — Doesnot notify slave servers.

• explicit — Only noti�es slave serversspeci�ed in analso-notify list within a zonestate-
ment.
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• type — De�nes thetypeof zone.

Below is a list of valid options:

• delegation-only — Enforcesthedelegationstatusof infrastructurezonessuchasCOM,NET,
or ORG. Any answerthat is received without an explicit or implicit delegation is treatedas
NXDOMAIN. Thisoptionis only applicablein TLDs or rootzone�les usedin recursive or caching
implementations.

• forward — Forwardsall requestsfor informationaboutthis zoneto othernameservers.

• hint — A specialtype of zoneusedto point to the root nameservers which resolve queries
whena zoneis not otherwiseknown. No con�guration beyond the default is necessarywith a
hint zone.

• master — Designatesthenameserver asauthoritative for this zone.A zoneshouldbesetasthe
master if thezone's con�guration�les resideon thesystem.

• slave — Designatesthenameserverasaslaveserver for thiszone.Also speci�estheIP address
of themasternameserver for thezone.

• zone-statistics — Con�gures named to keep statistics concerning this zone,
writing them to either the default location (/var/named/named.stats ) or the
�le listed in the statistics-file option in the server statement. Refer to
Section12.2.2OtherStatementTypesfor moreinformationabouttheserver statement.

12.2.1.5. Sample zone Statements

Most changesto the /etc/named.conf �le of a masteror slave nameserver involvesadding,mod-
ifying, or deletingzone statements.While thesezone statementscancontainmany options,most
nameservers requireonly a small subsetto function ef�ciently. The following zone statementsare
very basicexamplesillustratingamaster-slave nameserver relationship.

Thefollowing is anexampleof a zone statementfor theprimarynameserver hostingexample.com
(192.168.0.1 ):

zone "example.com" IN {
type master;
file "example.com.zone";
allow-update { none; };

};

In the statement,the zoneis identi�ed asexample.com , the type is setto master , andthe named
serviceis instructedto readthe /var/named/example.com.zone �le. It also tells named not to
allow any otherhoststo update.

A slave server's zone statementfor example.com is slightly different from the previous example.
For aslaveserver, thetypeis setto slave andin placeof theallow-update line is adirective telling
named theIP addressof themasterserver.

Thefollowing is anexampleslave server zone statementfor example.com zone:

zone "example.com" {
type slave;
file "example.com.zone";
masters { 192.168.0.1; };

};
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This zone statementcon�gures named on the slave server to query the masterserver at the
192.168.0.1 IP addressfor informationaboutthe example.com zone.The informationthe slave
server receivesfrom themasterserver is savedto the /var/named/example.com.zone �le.

12.2.2. Other Statement Types
Thefollowing is a list of lesserusedstatementtypesavailablewithin named.conf :

• controls — Con�gures varioussecurityrequirementsnecessaryto usethe rndc commandto
administerthenamed service.

Referto Section12.4.1Con�guring /etc/named.conf to learnmoreabouthow the controls
statementis structuredandavailableoptions.

• key " < key-name > " — De�nes a particularkey by name.Keys areusedto authenticatevarious
actions,suchassecureupdatesor theuseof the rndc command.Two optionsareusedwith key :

• algorithm < algorithm-name > — Thetypeof algorithmused,suchasdsa or hmac-md5 .

• secret " < key-value > " — Theencryptedkey.

RefertoSection12.4.2Con�guring /etc/rndc.conf for instructionsonhow towriteakey state-
ment.

• logging — Allows for theuseof multiple typesof logs,calledchannels. By usingthechannel
option within the logging statement,a customizedtype of log, with its own �le name(file ),
sizelimit (size ), versioning(version ), andlevel of importance(severity ), canbeconstructed.
Onceacustomizedchannelhasbeende�ned,a category optionis usedto categorizethechannel
andbegin loggingwhennamed is restarted.

By default, named logs standard messagesto the syslog daemon, which places them
in /var/log/messages . This occurs because several standard channels are built
into BIND with various severity levels, such as one that handles informational logging
messages(default_syslog ) and another that speci�cally handles debugging messages
(default_debug ). A default category, calleddefault , usesthe built-in channelsto do normal
loggingwithoutany specialcon�guration.

Customizingthe logging processcanbe a very detailedprocessand is beyond the scopeof this
chapter. For informationon creatingcustomBIND logs,refer to the BIND 9 Administrator Refer-
enceManualreferencedin Section12.7.1InstalledDocumentation.

• server — Speci�esoptionsthataffect how named shouldrespondto remotenameservers,espe-
cially in regardsto noti�cations andzonetransfers.

The transfer-format option controlswhetheroneresourcerecordis sentwith eachmessage
(one-answer ) or multiple resourcerecordsaresentwith eachmessage(many-answers ). While
many-answers is moreef�cient, only newer BIND nameserversunderstandit.

• trusted-keys — Containsassortedpublic keys usedfor secureDNS (DNSSEC).Refer to
Section12.5.3Securityfor moreinformationconcerningBIND security.

• view " < view-name > " — Createsspecialviews dependinguponwhichnetwork thehostquery-
ing thenameserver is on.Thisallowssomehoststo receiveoneanswerregardingazonewhile other
hostsreceive totally differentinformation.Alternatively, certainzonesmayonly bemadeavailable
to particulartrustedhostswhile non-trustedhostscanonly make queriesfor otherzones.

Multiple views maybeused,but their namesmustbeunique.The match-clients optionspec-
i�es the IP addressesthat apply to a particularview. Any options statementsmay alsobe used
within a view, overriding theglobaloptionsalreadycon�gured for named. Most view statements
containmultiple zone statementsthatapplyto thematch-clients list. Theorderin which view



Chapter 12.BerkeleyInternet NameDomain (BIND) 189

statementsarelisted is important,asthe �rst view statementthatmatchesa particularclient's IP
addressis used.

Referto Section12.5.2Multiple Viewsfor moreinformationabouttheview statement.

12.2.3. Comment Tags
Thefollowing is a list of valid commenttagsusedwithin named.conf :

• // — Whenplacedat thebeginningof a line, that line is ignoredby named.

• # — Whenplacedat thebeginningof a line, that line is ignoredby named.

• /* and*/ — Whentext is enclosein thesetags,theblockof text is ignoredby named.

12.3. Zone Files
Zone�les containinformationabouta namespaceand arestoredin the named working directory,
/var/named/ , by default. Eachzone�le is namedaccordingto the file option datain the zone
statement,usuallyin a way thatrelatesto thedomainin questionandidenti�es the�le ascontaining
zonedata,suchasexample.com.zone .

Eachzone�le maycontaindirectivesandresourcerecords. Directivestell thenameserver to perform
tasksor applyspecialsettingsto thezone.Resourcerecordsde�ne theparametersof thezoneandas-
signidentitiesto individual hosts.Directivesareoptional,but resourcerecordsarerequiredto provide
nameserviceto azone.

All directivesandresourcerecordsshouldbeenteredon individual lines.

Commentscanbeplacedaftersemicoloncharacters(; ) in zone�les.

12.3.1. Zone File Directives
Directivesbegin with thedollarsigncharacter($) followedby thenameof thedirective.They usually
appearat thetopof thezone�le.

Thefollowing arecommonlyuseddirectives:

• $INCLUDE— Con�guresnamed to includeanotherzone�le in thiszone�le at theplacewherethe
directive appears.Thisallows additionalzonesettingsto bestoredapartfrom themainzone�le.

• $ORIGIN — Appendsthe domainnameto unquali�ed records,suchasthosewith the hostname
andnothingmore.

For example,azone�le maycontainthefollowing line:
$ORIGIN example.com.

Any namesusedin resourcerecordsthat do not end in a trailing period (. ) are appendedwith
example.com .

Note

The use of the $ORIGIN directive is unnecessary if the zone is speci�ed in /etc/named.conf
because the zone name is used as the value for the $ORIGIN directive by default.
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• $TTL — Setsthe default Time to Live (TTL) value for the zone.This is the length of time, in
seconds,a zoneresourcerecordis valid. Eachresourcerecordcan containits own TTL value,
whichoverridesthis directive.

Increasingthis valueallows remotenameserversto cachethezoneinformationfor a longerperiod
of time, reducingthenumberof queriesfor thezoneandlengtheningtheamountof time required
to proliferateresourcerecordchanges.

12.3.2. Zone File Resour ce Recor ds
Theprimarycomponentof azone�le is its resourcerecords.

Therearemany typesof zone�le resourcerecords.Thefollowing areusedmostfrequently:

• A — Addressrecord,whichspeci�esanIP addressto assignto aname,asin this example:
< host > IN A < IP-address >

If the< host > valueis omitted,thenan A recordpointsto a default IP addressfor thetop of the
namespace.This systemis thetargetfor all non-FQDNrequests.

Considerthefollowing A recordexamplesfor theexample.com zone�le:
IN A 10.0.1.3

server1 IN A 10.0.1.5

Requestsfor example.com arepointedto 10.0.1.3,while requestsfor server1.example.com
arepointedto 10.0.1.5.

• CNAME— Canonicalnamerecord,mapsonenameto another. This typeof recordis alsoknown as
analiasrecord.

Thenext exampletells named thatany requestssentto the< alias-name > shouldpoint to the
host,< real-name > . CNAMErecordsare most commonlyusedto point to servicesthat usea
commonnamingscheme,suchaswwwfor Webservers.
< alias-name > IN CNAME < real-name >

In the following example,an A recordbindsa hostnameto an IP address,while a CNAMErecord
pointsthecommonlyusedwwwhostnameto it.
server1 IN A 10.0.1.5
www IN CNAME server1

• MX— Mail eXchangerecord,which tells wheremail sentto a particularnamespacecontrolledby
this zoneshouldgo.

IN MX < preference-value > < email-server-name >

In thisexample,the< preference-value > allowsnumericalrankingof theemailserversfor a
namespace,giving preferenceto someemailsystemsover others.TheMXresourcerecordwith the
lowest < preference-value > is preferredover the others.However, multiple email servers
canpossessthesamevalueto distributeemailtraf�c evenly amongthem.

The< email-server-name > maybeahostnameor FQDN.
IN MX 10 mail.example.com.
IN MX 20 mail2.example.com.

In this example, the �rst mail.example.com email server is preferred to the
mail2.example.com emailserver whenreceiving emaildestinedfor theexample.com domain.

• NS— NameServer record,whichannouncestheauthoritative nameserversfor aparticularzone.

This is anexampleof anNSrecord:
IN NS < nameserver-name >

The< nameserver-name > shouldbeaFQDN.
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Next, two nameserversarelistedasauthoritative for thedomain.It is not importantwhetherthese
nameserversareslavesor if oneis amaster;they arebothstill consideredauthoritative.

IN NS dns1.example.com.
IN NS dns2.example.com.

• PTR— PoinTeRrecord,designedto point to anotherpartof thenamespace.

PTR recordsareprimarily usedfor reversenameresolution,asthey point IP addressesbackto a
particularname.Refer to Section12.3.4ReverseNameResolutionZoneFiles for moreexamples
of PTRrecordsin use.

• SOA— StartOf Authority resourcerecord,proclaimsimportantauthoritative informationabouta
namespaceto thenameserver.

Locatedafterthedirectives,anSOAresourcerecordis the�rst resourcerecordin azone�le.

Thefollowing exampleshows thebasicstructureof anSOAresourcerecord:
@ IN SOA < primary-name-server > < hostmaster-email > (

< serial-number >
< time-to-refresh >
< time-to-retry >
< time-to-expire >
< minimum-TTL > )

The @symbolplacesthe $ORIGIN directive (or the zone's name,if the $ORIGIN directive is not
set) as the namespacebeing de�ned by this SOAresourcerecord.The hostnameof the primary
nameserver that is authoritative for this domainis the < primary-name-server > directive,
and the email of the personto contactaboutthis namespaceis the < hostmaster-email >
directive.

The< serial-number > directive is a numericalvalueincrementedevery time thezone�le is
alteredto indicateit is time for named to reloadthezone.The< time-to-refresh > directive
is the numericalvalueslave serversuseto determinehow long to wait beforeaskingthe master
nameserver if any changeshave beenmadeto thezone.The< serial-number > directive is a
numericalvalueusedby theslave serversto determineif it is usingoutdatedzonedataandshould
thereforerefreshit.

The < time-to-retry > directive is a numericalvalueusedby slave serversto determinethe
lengthof time to wait beforeissuinga refreshrequestin the event the masternameserver is not
answering.If themasterhasnot repliedto a refreshrequestbeforetheamountof time speci�ed in
the< time-to-expire > directive elapses,theslaveserversstoprespondingasanauthorityfor
requestsconcerningthatnamespace.

The< minimum-TTL > directive is thequantityof timeothernameserverscachethezone's infor-
mation.

Whencon�guring BIND, all timesarespeci�ed in seconds.However, it is possibleto useabbrevi-
ationswhenspecifyingunitsof time otherthanseconds,suchasminutes(M), hours(H), days(D),
andweeks(W). Thetablein Table12-1showsanamountof time in secondsandtheequivalenttime
in anotherformat.

Seconds Other Time Units

60 1M

1800 30M

3600 1H

10800 3H

21600 6H

43200 12H
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Seconds Other Time Units

86400 1D

259200 3D

604800 1W

31536000 365D

Table 12-1.Secondscompared to other time units

Thefollowing exampleillustratestheform anSOAresourcerecordmight take whenit is populated
with realvalues.

@ IN SOA dns1.example.com. hostmaster.example.com. (
2001062501 ; serial
21600 ; refresh after 6 hours
3600 ; retry after 1 hour
604800 ; expire after 1 week
86400 ) ; minimum TTL of 1 day

12.3.3. Example Zone File
Seenindividually, directives andresourcerecordscanbe dif�cult to grasp.However, whenplaced
togetherin a single�le, they becomeeasierto understand.

Thefollowing exampleshows averybasiczone�le.

$ORIGIN example.com.
$TTL 86400
@ IN SOA dns1.example.com. hostmaster.example.com. (

2001062501 ; serial
21600 ; refresh after 6 hours
3600 ; retry after 1 hour
604800 ; expire after 1 week
86400 ) ; minimum TTL of 1 day

IN NS dns1.example.com.
IN NS dns2.example.com.

IN MX 10 mail.example.com.
IN MX 20 mail2.example.com.

IN A 10.0.1.5

server1 IN A 10.0.1.5
server2 IN A 10.0.1.7
dns1 IN A 10.0.1.2
dns2 IN A 10.0.1.3

ftp IN CNAME server1
mail IN CNAME server1
mail2 IN CNAME server2
www IN CNAME server2

In this example,standarddirectives andSOAvaluesareused.The authoritative nameserversareset
asdns1.example.com anddns2.example.com , which have A recordsthattie themto 10.0.1.2
and10.0.1.3 , respectively.

Theemailserverscon�guredwith theMXrecordspoint to server1 andserver2 via CNAMErecords.
Sincethe server1 andserver2 namesdo not end in a trailing period(. ), the $ORIGIN domain
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is placedafter them, expandingthem to server1.example.com and server2.example.com .
ThroughtherelatedA resourcerecords,their IP addressescanbedetermined.

FTPandWebservices,availableat thestandardftp.example.com andwww.example.com names,
arepointedat theappropriateserversusingCNAMErecords.

12.3.4. Reverse Name Resolution Zone Files
A reversenameresolutionzone�le is usedto translateanIP addressin a particularnamespaceinto a
FQDN.It looksvery similar to a standardzone�le, exceptthatPTRresourcerecordsareusedto link
theIP addressesto a fully quali�ed domainname.

A PTRrecordlookssimilar to this:

< last-IP-digit > IN PTR < FQDN-of-system >

The< last-IP-digit > is the lastnumberin anIP addresswhich pointsto a particularsystem's
FQDN.

In the follow example,IP addresses10.0.1.20 through10.0.1.25 arepointedto corresponding
FQDNs.

$ORIGIN 1.0.10.in-addr.arpa.
$TTL 86400
@ IN SOA dns1.example.com. hostmaster.example.com. (

2001062501 ; serial
21600 ; refresh after 6 hours
3600 ; retry after 1 hour
604800 ; expire after 1 week
86400 ) ; minimum TTL of 1 day

IN NS dns1.example.com.
IN NS dns2.example.com.

20 IN PTR alice.example.com.
21 IN PTR betty.example.com.
22 IN PTR charlie.example.com.
23 IN PTR doug.example.com.
24 IN PTR ernest.example.com.
25 IN PTR fanny.example.com.

Thiszone�le wouldbecalledinto servicewith a zone statementin thenamed.conf �le whichlooks
similar to thefollowing:

zone "1.0.10.in-addr.arpa" IN {
type master;
file "example.com.rr.zone";
allow-update { none; };

};

Thereis very little differencebetweenthis exampleanda standardzone statement,except for the
zonename.Notethata reversenameresolutionzonerequiresthe�rst threeblocksof theIP address
reversedfollowedby .in-addr.arpa . Thisallows thesingleblockof IP numbersusedin thereverse
nameresolutionzone�le to beassociatedwith thezone.
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12.4. Using rndc

BIND includesautility calledrndc whichallows commandline administrationof thenamed daemon
from thelocalhostor from a remotehost.

In order to prevent unauthorizedaccessto the named daemon,BIND usesa sharedsecretkey au-
thenticationmethodto grantprivilegesto hosts.This meansanidenticalkey mustbepresentin both
/etc/named.conf andthe rndc con�guration�le, /etc/rndc.conf .

12.4.1. Con�guring /etc/named.conf

In order for rndc to connectto a named service,theremusta controls statementin the BIND
server's /etc/named.conf �le.

Thecontrols statement,shown in thefollowing example,allows rndc to connectfromthelocalhost.

controls {
inet 127.0.0.1 allow { localhost; } keys { < key-name > ; };

};

This statementtells named to listenon thedefault TCPport 953of the loopbackaddressandallow
rndc commandscomingfrom thelocalhost,if theproperkey is given.The< key-name > speci�es
anamein thekey statementwithin the/etc/named.conf �le. Thenext exampleillustratesasample
key statement.

key " < key-name > " {
algorithm hmac-md5;
secret " < key-value > ";

};

In this case,the < key-value > usesthe HMAC-MD5 algorithm.Usethe following commandto
generatekeys usingtheHMAC-MD5 algorithm:

dnssec-keygen -a hmac-md5 -b < bit-length > -n HOST < key-file-name >

A key with at leasta 256-bit length is a good idea. The actualkey that shouldbe placedin the
< key-value > areacanbefoundin the< key-file-name > �le generatedby thiscommand.

Warning

Because /etc/named.conf is world-readable, it is a good idea to place the key statement in a sep-
arate �le , readable only by root, and then use an include statement to reference it. For example:

include "/etc/rndc.key";

12.4.2. Con�guring /etc/rndc.conf

Thekey is themostimportantstatementin /etc/rndc.conf .

key " < key-name > " {
algorithm hmac-md5;
secret " < key-value > ";

};
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The < key-name > and < key-value > should be exactly the same as their settings in
/etc/named.conf .

To matchthe keys speci�ed in the target server's /etc/named.conf , add the following lines to
/etc/rndc.conf .

options {
default-server localhost;
default-key " < key-name > ";

};

Thisdirective setsaglobaldefaultkey. However, therndc con�guration�le canalsospecifydifferent
keys for differentservers,asin thefollowing example:

server localhost {
key " < key-name > ";

};

Caution

Make sure that only the root user can read or write to the /etc/rndc.conf �le .

For moreinformationaboutthe /etc/rndc.conf �le, referto the rndc.conf manpage.

12.4.3. Command Line Options
An rndc commandtakesthefollowing form:

rndc < options > < command> < command-options >

Whenexecutingrndc onaproperlycon�guredlocalhost,thefollowing commandsareavailable:

• halt — Stopsthenamed serviceimmediately.

• querylog — Logsall queriesmadeto this nameserver.

• refresh — Refreshesthenameserver's database.

• reload — Reloadsthezone�les but keepsall otherpreviously cachedresponses.This command
alsoallows changesto zone�les without losingall storednameresolutions.

If changesonly affecteda speci�c zone,reloadonly thatspeci�c zoneby addingthenameof the
zoneafterthereload command.

• stats — Dumpsthecurrentnamed statisticsto the /var/named/named.stats �le.

• stop — Stopsthe server gracefully, saving any dynamicupdateandIncrementalZoneTransfers
(IXFR) databeforeexiting.

Occasionally, it maybenecessaryto overridethedefault settingsin the /etc/rndc.conf �le. The
following optionsareavailable:

• -c < configuration-file > — Speci�esthealternatelocationof acon�guration�le.

• -p < port-number > — Speci�esa port numberto usefor the rndc connectionotherthanport
953,thedefault.

• -s < server > — Speci�esaserverotherthanthedefault-server listedin /etc/rndc.conf .
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• -y < key-name > — Speci�esakey otherthanthedefault-key optionin /etc/rndc.conf .

Additional informationabouttheseoptionscanbefoundin therndc manpage.

12.5. Advanced Features of BIND
Most BIND implementationsonly usenamed to provide nameresolutionservicesor to act as an
authorityfor aparticulardomainor sub-domain.However, BIND version9 hasanumberof advanced
featuresthatallow for a moresecureandef�cient DNSservice.

Caution

Some of these advanced features, such as DNSSEC, TSIG, and IXFR (which are de�ned in the
following section), should only be used in network environments with nameservers that support the
features. If the network environment includes non-BIND or older BIND nameservers, verify that each
advanced feature is supported before attempting to use it.

All of the featuresmentionedarediscussedin greaterdetail in the BIND 9 Administrator Reference
Manualreferencedin Section12.7.1InstalledDocumentation.

12.5.1. DNS Protocol Enhancements
BIND supportsIncrementalZoneTransfers(IXFR), whereaslavenameserveronly downloadstheup-
datedportionsof azonemodi�ed onamasternameserver. Thestandardtransferprocessrequiresthat
theentirezonebetransferredto eachslavenameserver for eventhesmallestchange.For verypopular
domainswith very lengthyzone�les andmany slave nameservers,IXFR makesthenoti�cation and
updateprocessmuchlessresourceintensive.

Note that IXFR is only available when using dynamicupdatingto make changesto masterzone
records.If manuallyeditingzone�les to make changes,AutomaticZoneTransfer(AXFR) is used.
More informationon dynamicupdatingis availablein theBIND 9 Administrator ReferenceManual.
SeeSection12.7.1InstalledDocumentationfor moreinformation.

12.5.2. Multiple Views
Throughthe useof the view statementin named.conf , BIND can presentdifferent information
dependingwhichnetwork a requestoriginatesfrom.

This is primarily usedto deny sensitive DNS entriesfrom clientsoutsideof thelocal network, while
allowing queriesfrom clientsinsidethelocal network.

Theview statementusesthe match-clients option to matchIP addressesor entirenetworks and
give themspecialoptionsandzonedata.

12.5.3. Security
BIND supportsa numberof differentmethodsto protecttheupdatingandtransferof zones,on both
masterandslave nameservers:

• DNSSEC— Shortfor DNSSECurity, this featureallows for zonesto becryptographicallysigned
with azonekey.
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In thisway, theinformationaboutaspeci�c zonecanbeveri�ed ascomingfrom anameserver that
hassignedit with aparticularprivatekey, aslongastherecipienthasthatnameserver's publickey.

BIND version9 alsosupportstheSIG(0)public/privatekey methodof messageauthentication.

• TSIG— Shortfor TransactionSIGnatures, this featureallows a transferfrom masterto slave only
afterverifying thatasharedsecretkey existsonbothnameservers.

ThisfeaturestrengthensthestandardIPaddress-basedmethodof transferauthorization.An attacker
would not only needto have accessto theIP addressto transferthezone,but they would alsoneed
to know thesecretkey.

BIND version9 alsosupportsTKEY, which is anothersharedsecretkey methodof authorizing
zonetransfers.

12.5.4. IP version 6
BIND version9 supportsnameservicein IP version6 (IPv6)environmentsthroughtheuseof A6 zone
records.

If thenetwork environmentincludesbothIPv4 andIPv6 hosts,usethe lwresd lightweight resolver
daemonon all network clients.This daemonis a very ef�cient, caching-onlynameserver which un-
derstandsthenew A6 andDNAMErecordsusedunderIPv6. Referto the lwresd manpagefor more
information.

12.6. Common Mistakes to Avoid
It is very commonfor beginnersto make mistakeswheneditingBIND con�guration �les. Be sureto
avoid thefollowing issues:

• Take care to incrementtheserial numberwheneditinga zone�le .

If the serialnumberis not incremented,the masternameserver hasthe correct,new information,
but theslave nameserversarenever noti�ed of thechangeanddo not attemptto refreshtheir data
of thatzone.

• Becareful to useellipsesandsemi-colonscorrectlyin the /etc/named.conf �le .

An omittedsemi-colonor unclosedellipsesectioncancausenamed to refuseto start.

• Rememberto placeperiods(. ) in zone�les afterall FQDNsandomit themonhostnames.

A period at the end of a domainnamedenotesa fully quali�ed domainname.If the period is
omitted,thennamed appendsthenameof thezoneor the$ORIGIN valueto completeit.

• If a �r ewall is blocking connectionsfromthenamed programto othernameservers, edit its con�g-
uration �le .

By default, BIND version9 usesrandomports above 1024 to query other nameservers. Some
�re walls, however, expectall nameserversto communicateusingonly port 53. To force named to
useport 53,addthefollowing line to theoptions statementof /etc/named.conf :
query-source address * port 53;

12.7. Additional Resour ces
Thefollowing sourcesof informationprovideadditionalresourcesregardingBIND.
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12.7.1. Installed Documentation

• BIND featuresa full-rangeof installeddocumentationcoveringmany differenttopics,eachplaced
in its own subjectdirectory:

• /usr/share/doc/bind- < version-number > / — This directory lists the most recentfea-
tures.Replace< version-number > with theversionof bind installedon thesystem.

• /usr/share/doc/bind- < version-number > /arm/ — This directory contains HTML
and SGML of the BIND 9 Administrator ReferenceManual, which details BIND resource
requirements,how to con�gure different typesof nameservers, perform load balancing,and
other advancedtopics. For most new usersof BIND, this is the bestplace to start. Replace
< version-number > with theversionof bind installedon thesystem.

• /usr/share/doc/bind- < version-number > /draft/ — This directorycontainsassorted
technicaldocumentsthat reviews issuesrelatedto DNS serviceandsomemethodsproposedto
addressthem.Replace< version-number > with theversionof bind installedonthesystem.

• /usr/share/doc/bind- < version-number > /misc/ — This directory contains
documentsdesignedto addressspeci�c advancedissues.Usersof BIND version 8 should
consult the migration documentfor speci�c changesthey must make when moving to
BIND 9. The options �le lists all of the options implementedin BIND 9 that are usedin
/etc/named.conf . Replace< version-number > with the versionof bind installedon
thesystem.

• /usr/share/doc/bind- < version-number > /rfc/ — This directoryprivides every RFC
documentrelatedto BIND. Replace< version-number > with theversionof bind installed
on thesystem.

• BIND relatedman pages— Therearea numberof manpagesfor the variousapplicationsand
con�guration�les involvedwith BIND. Thefollowing listssomeof themoreimportantmanpages.

Administrative Applications

• man rndc — Explainsthe differentoptionsavailablewhenusingthe rndc commandto
controlaBIND nameserver.

Server Applications

• man named — Exploresassortedargumentsthat canbeusedto control the BIND name-
serverdaemon.

• man lwresd — Describesthepurposeof andoptionsavailablefor thelightweightresolver
daemon.

Con�gurationFiles

• man named.conf — A comprehensive list of optionsavailablewithin thenamed con�gu-
ration�le.

• man rndc.conf — A comprehensive list of optionsavailablewithin the rndc con�gura-
tion �le.
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12.7.2. Useful Websites

• http://www.isc.org/products/BIND/— Thehomepageof theBIND projectcontaininginformation
aboutcurrentreleasesaswell asaPDFversionof theBIND 9 Administrator ReferenceManual.

• http://www.redhat.com/mirrors/LDP/HOWTO/DNS-HOWTO.html — Coverstheuseof BIND as
a resolving,cachingnameserver andthe con�guration of variouszone�les necessaryto serve as
theprimarynameserver for adomain.

12.7.3. Related Books

• RedHat EnterpriseLinux SystemAdministration Guide— The BIND Con�guration chapterex-
plainshow to setupaDNSserver usingtheDomain NameService Con�guration Tool.

• DNSandBIND by PaulAlbitz andCricket Liu; O'Reilly & Associates— A popularreferencethat
explainsbothcommonandesotericBIND con�gurationoptions,aswell asproviding strategiesfor
securingaDNSserver.

• TheConciseGuideto DNSandBIND by Nicolai Langfeldt;Que— Looksat theconnectionbe-
tweenmultiplenetwork servicesandBIND, with anemphasison task-oriented,technicaltopics.
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Chapter 13.
Lightweight Director y Access Protocol (LDAP)

TheLightweightDirectoryAccessProtocol(LDAP) is asetof openprotocolsusedto accesscentrally
storedinformation over a network. It is basedon the X.500standardfor directory sharing,but is
lesscomplex andresourceintensive. For this reason,LDAP is sometimesreferredto as"X.500Lite."
TheX.500standardis adirectorythatcontainshierarchicalandcategorizedinformation,whichcould
includeinformationsuchasnames,addresses,andphonenumbers.

Like X.500,LDAP organizesinformationin a hierarchalmannerusingdirectories.Thesedirectories
canstorea varietyof informationandcanevenbeusedin a mannersimilar to theNetwork Informa-
tion Service(NIS), enablinganyoneto accesstheir accountfrom any machineon theLDAP enabled
network.

In many cases,LDAP isusedasavirtual phonedirectory, allowing usersto easilyaccesscontactinfor-
mationfor otherusers.But LDAP is more�e xible thanatraditionalphonedirectory, asit is capableof
referringaquerentto otherLDAP serversthroughouttheworld,providing anad-hocglobalrepository
of information.Currently, however, LDAP is morecommonlyusedwithin individual organizations,
like universities,governmentdepartments,andprivatecompanies.

LDAP is a client/server system.The server canusea variety of databasesto storea directory, each
optimizedfor quick andcopiousreadoperations.Whenan LDAP client applicationconnectsto an
LDAP server, it can either query a directory or attemptto modify it. In the event of a query, the
servereitheranswersthequerylocally, or it canreferthequerentto anLDAP server whichdoeshave
the answer. If the client applicationis attemptingto modify informationwithin an LDAP directory,
the server veri�es that the userhaspermissionto make the changeand then addsor updatesthe
information.

Thischapterrefersto thecon�gurationanduseof OpenLDAP 2.0,anopensourceimplementationof
theLDAPv2andLDAPv3protocols.

13.1. Why Use LDAP?
The main bene�t of usingLDAP is that informationfor an entireorganizationcanbe consolidated
into a centralrepository. For example,ratherthanmanaginguserlists for eachgroupwithin an or-
ganization,LDAP canbeusedasa centraldirectoryaccessiblefrom anywhereon thenetwork. And
becauseLDAP supportsSecureSocketsLayer (SSL)andTransportLayerSecurity(TLS), sensitive
datacanbeprotectedfrom pryingeyes.

LDAP alsosupportsanumberof back-enddatabasesin which to storedirectories.Thisallows admin-
istratorsthe �e xibility to deploy the databasebestsuitedfor the typeof informationtheserver is to
disseminate.BecauseLDAP alsohasawell-de�ned clientApplicationProgrammingInterface(API),
thenumberof LDAP-enabledapplicationsarenumerousandincreasingin quantityandquality.

13.1.1. OpenLDAP Features
OpenLDAP includesanumberof importantfeatures.

• LDAPv3 Support— OpenLDAP supportsSimple Authenticationand Security Layer (SASL),
TransportLayer Security(TLS), and SecureSockets Layer (SSL), amongother improvements.
Many of thechangesin theprotocolsinceLDAPv2aredesignedto makeLDAP moresecure.

• IPv6Support— OpenLDAP supportsthenext generationInternetProtocolversion6.
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• LDAP OverIPC — OpenLDAP cancommunicatewithin asystemusinginterprocesscommunica-
tion (IPC).This enhancessecurityby eliminatingtheneedto communicateover anetwork.

• UpdatedC API — Improvesthewayprogrammerscanconnectto anduseLDAP directoryservers.

• LDIFv1 Support— Provides full compliancewith the LDAP Data InterchangeFormat (LDIF)
version1.

• EnhancedStand-AloneLDAPServer— Includesanupdatedaccesscontrolsystem,threadpooling,
bettertools,andmuchmore.

13.2. LDAP Terminology
Any discussionof LDAP requiresabasicunderstandingof asetof LDAP-speci�c terms:

• entry— A singleunit within anLDAPdirectory. Eachentryis identi�ed by itsuniqueDistinguished
Name(DN).

• attributes— Information directly associatedwith an entry. For example,an organizationcould
be representedasanLDAP entry. Attributesassociatedwith theorganizationmight includea fax
number, anaddress,andsoon.Peoplecanalsoberepresentedasentriesin anLDAP directory, with
commonattributessuchastheperson's telephonenumberandemailaddress.

Someattributes are required,while other attributes are optional. An objectclassde�nition sets
which attributesarerequiredfor eachentry. Objectclassde�nitions are found in variousschema
�les, located in the /etc/openldap/schema/ directory. For more information, refer to
Section13.5The/etc/openldap/schema/ Directory.

• LDIF — The LDAP Data Interchange Format (LDIF) is an ASCII text representationof LDAP
entries.Files usedfor importing datato LDAP serversmustbe in LDIF format.An LDIF entry
lookssimilar to thefollowing example:
[ < id > ]
dn: < distinguished name>
< attrtype > : < attrvalue >
< attrtype > : < attrvalue >
< attrtype > : < attrvalue >

Eachentry cancontainasmany < attrtype > : < attrvalue > pairsasneeded.A blank line
indicatestheendof anentry.

Caution

All < attrtype > and < attrvalue > pairs must be de�ned in a corresponding schema �le to use
this information.

Any valueenclosedwithin a < anda > is a variableandcanbesetwhenever a new LDAP entry
is created.This ruledoesnot apply, however, to < id > . The< id > is a numberdeterminedby the
applicationusedto edit theentry.

13.3. OpenLDAP Daemons and Utilities
Thesuiteof OpenLDAP librariesandtoolsareincludedwithin thefollowing packages:

• openldap — Containsthelibrariesnecessaryto runtheOpenLDAP serverandclientapplications.

• openldap-clients — Containscommandline toolsfor viewing andmodifyingdirectoriesonan
LDAP server.
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• openldap-servers — Containstheserversandotherutilities necessaryto con�gure andrun an
LDAP server.

There are two servers contained in the openldap-servers package: the Standalone
LDAP Daemon (/usr/sbin/slapd ) and the StandaloneLDAP Update Replication Daemon
(/usr/sbin/slurpd ).

Theslapd daemonis thestandaloneLDAP server while theslurpd daemonis usedto synchronize
changesfrom oneLDAP server to otherLDAP serverson thenetwork. The slurpd daemonis only
usedwhendealingwith multipleLDAP servers.

To performadministrative tasks,theopenldap-servers packageinstallsthefollowing utilities into
the /usr/sbin/ directory:

• slapadd — Adds entriesfrom an LDIF �le to an LDAP directory. For example,the command
/usr/sbin/slapadd -l ldif-input readsin theLDIF �le, ldif-input , containingthenew
entries.

Impor tant

Only the root user may use /usr/sbin/slapadd . However, the directory server runs as the ldap
user. Therefore the directory server is unable to modify any �les created by slapadd . To correct
this issue, after using slapadd , type the following command:

chown -R ldap /var/lib/ldap

• slapcat — Pulls entries from an LDAP directory in the default format, Sleepycat
Software's Berkeley DB system,and saves them in an LDIF �le. For example, the command
/usr/sbin/slapcat -l ldif-output outputsan LDIF �le called ldif-output containing
theentriesfrom theLDAP directory.

• slapindex — Re-indexesthe slapd directorybasedon thecurrentcontent.This tool shouldbe
runwhenever indexing optionswithin /etc/openldap/slapd.conf arechanged.

• slappasswd — Generatesan encrypteduserpassword value for usewith ldapmodify or the
rootpw value in the slapd con�guration �le, /etc/openldap/slapd.conf . Execute the
/usr/sbin/slappasswd commandto createthepassword.

Warning

You must stop slapd by issuing the /sbin/service ldap stop command before using slapadd ,
slapcat or slapindex . Otherwise, the integrity of the LDAP directory is at risk.

For moreinformationonusingtheseutilities, referto their respective manpages.

Theopenldap-clients packageinstallstoolsinto /usr/bin/ whichareusedto add,modify, and
deleteentriesin anLDAP directory. Thesetoolsincludethefollowing:

• ldapadd — Adds entriesto an LDAP directoryby acceptinginput via a �le or standardinput;
ldapadd is actuallyahardlink to ldapmodify -a .

• ldapdelete — Deletesentriesfrom anLDAP directoryby acceptinguserinputat ashellprompt
or via a �le.

• ldapmodify — Modi�es entriesin anLDAP directory, acceptinginputvia a�le or standardinput.

• ldappasswd — Setsthepassword for anLDAP user.

• ldapsearch — Searchesfor entriesin anLDAP directoryusingashellprompt.
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With the exceptionof ldapsearch , eachof theseutilities is moreeasilyusedby referencinga �le
containingthechangesto bemaderatherthantypingacommandfor eachentryto bechangedwithin
anLDAP directory. Theformatof sucha �le is outlinedin themanpagefor eachutility.

13.3.1. NSS, PAM, and LDAP
In addition to the OpenLDAP packages,Red Hat EnterpriseLinux includes a packagecalled
nss_ldap , which enhancesLDAP's ability to integrate into both Linux and other UNIX
environments.

Thenss_ldap packageprovidesthefollowing modules:

• /lib/libnss_ldap- < glibc-version > .so

• /lib/security/pam_ldap.so

Thenss_ldap packageprovidesthefollowing modulesfor Itaniumor AMD64 architectures:

• /lib64/libnss_ldap- < glibc-version > .so

• /lib64/security/pam_ldap.so

The libnss_ldap- < glibc-version > .so moduleallows applicationsto look up users,groups,
hosts,andotherinformationusinganLDAP directoryvia glibc's NameserviceSwitch (NSS)interface
(replace< glibc-version > with theversionof libnss_ldap in use).NSSallows applications
to authenticateusingLDAP in conjunctionwith theNIS nameserviceand�at authentication�les.

Thepam_ldap moduleallowsPAM-awareapplicationsto authenticateusersusinginformationstored
in anLDAP directory. PAM-awareapplicationsincludeconsolelogin, POPandIMAP mail servers,
andSamba.By deploying an LDAP server on a network, all of theseapplicationscanauthenticate
usingthesameuserID andpassword combination,greatlysimplifying administration.

For moreaboutcon�guring PAM, refer to Chapter16PluggableAuthenticationModules(PAM) and
thePAM manpages.

13.3.2. PHP4, LDAP, and the Apac he HTTP Server
RedHat EnterpriseLinux includesa packagecontainingan LDAP modulefor the PHPserver-side
scriptinglanguage.

Thephp-ldap packageaddsLDAP supportto thePHP4HTML-embeddedscriptinglanguagevia the
/usr/lib/php4/ldap.so module.This moduleallows PHP4scriptsto accessinformationstored
in anLDAP directory.

RedHat EnterpriseLinux shipswith the mod_authz_ldap modulefor the ApacheHTTP Server.
This moduleusestheshortform of the distinguishednamefor a subjectandthe issuerof theclient
SSLcerti�cate to determinethedistinguishednameof theuserwithin anLDAP directory. It is also
capableof authorizingusersbasedon attributes of that user's LDAP directory entry, determining
accessto assetsbasedon theuserandgroupprivilegesof theasset,anddenying accessfor userswith
expiredpasswords.Themod_ssl moduleis requiredwhenusingthemod_authz_ldap module.

Impor tant

The mod_authz_ldap module does not authenticate a user to an LDAP directory using an encrypted
password hash. This functionality is provided by the experimental mod_auth_ldap module, which is
not included with Red Hat Enterprise Linux. Refer to the Apache Software Foundation website online
at http://www.apache.org/ for details on the status of this module.
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13.3.3. LDAP Client Applications
TherearegraphicalLDAP clientsavailablewhichsupportcreatingandmodifyingdirectories,but they
arenot includedwith RedHat EnterpriseLinux. Onesuchapplicationis LDAP Browser/Editor —
A Java-basedtool availableonlineat http://www.iit.edu/~gawojar/ldap/.

Most other LDAP clients accessdirectoriesas read-only, using them to reference,but not alter,
organization-wideinformation.Someexamplesof suchapplicationsareSendmail,Mozilla, Gnome
Meeting, andEvolution.

13.4. OpenLDAP Con�guration Files
OpenLDAP con�guration �les areinstalledinto the /etc/openldap/ directory. Thefollowing is a
brief list highlightingthemostimportantdirectoriesand�les:

• /etc/openldap/ldap.conf — This is the con�guration �le for all client applicationswhich
usethe OpenLDAP librariessuchas ldapsearch , ldapadd , Sendmail,Evolution, andGnome
Meeting.

• /etc/openldap/slapd.conf — This is the con�guration �le for the slapd daemon.Referto
Section13.6.1Editing /etc/openldap/slapd.conf for moreinformation�le.

• /etc/openldap/schema/ directory— Thissubdirectorycontainstheschemausedby theslapd
daemon.Referto Section13.5The/etc/openldap/schema/ Directoryfor moreinformation.

Note

If the nss_ldap package is installed, it creates a �le named /etc/ldap.conf . This �le
is used by the PAM and NSS modules supplied by the nss_ldap package. Refer to
Section 13.7 Con�gur ing a System to Authenticate Using OpenLDAP for more information.

13.5. The /etc/openldap/schema/ Director y
The /etc/openldap/schema/ directory holds LDAP de�nitions, previously located in the
slapd.at.conf and slapd.oc.conf �les. The /etc/openldap/schema/redhat/ directory
holdscustomizedschemasdistributedby RedHat for RedHat EnterpriseLinux.

All attributesyntaxde�nitionsandobjectclassde�nitionsarenow locatedin thedifferentschema�les.
Thevariousschema�les arereferencedin /etc/openldap/slapd.conf using include lines,as
shown in thisexample:

include /etc/openldap/s ch ema/ co re .s ch ema
include /etc/openldap/s ch ema/ co si ne.s ch ema
include /etc/openldap/s ch ema/ in et or gper so n. sc hema
include /etc/openldap/s ch ema/ ni s. sc hema
include /etc/openldap/s ch ema/ rf c8 22-Mai lM ember. sc hema
include /etc/openldap/s ch ema/ re dhat /a ut of s. sc hema
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Caution

Do not modify schema items de�ned in the schema �les installed by OpenLDAP.

It is possibleto extendtheschemausedby OpenLDAP to supportadditionalattributetypesandobject
classesusing the default schema�les as a guide.To do this, createa local.schema �le in the
/etc/openldap/schema/ directory. Referencethisnew schemawithin slapd.conf by addingthe
following line below thedefault include schemalines:

include /etc/openldap/s ch ema/ lo ca l. sc hema

Next, de�ne new attributetypesandobjectclasseswithin thelocal.schema �le. Many organizations
useexisting attribute typesfrom theschema�les installedby default andaddnew objectclassesto
the local.schema �le.

Extendingthe schemato matchcertainspecializedrequirementsis quite involved and beyond the
scopeof thischapter. Referto http://www.openldap.org/doc/admin/schema.html for information.

13.6. OpenLDAP Setup Overview
This sectionprovidesa quick overview for installing andcon�guring an OpenLDAP directory. For
moredetails,referto thefollowing URLs:

• http://www.openldap.org/doc/admin/quickstart.html — The Quick-StartGuideon theOpenLDAP
website.

• http://www.redhat.com/mirrors/LDP/HOWTO/LDAP-HOWTO.html— TheLDAPLinuxHOWTO
from theLinux DocumentationProject,mirroredonRedHat's website.

Thebasicstepsfor creatinganLDAP serverareasfollows:

1. Install theopenldap , openldap-servers , andopenldap-clients RPMs.

2. Edit the /etc/openldap/slapd.conf �le to specifytheLDAP domainandserver. Referto
Section13.6.1Editing /etc/openldap/slapd.conf for moreinformation.

3. Startslapd with thecommand:
/sbin/service ldap start

After con�guring LDAP, usechkconfig , ntsysv , or theServicesCon�guration Tool to con-
�gure LDAP to startat boottime.For moreinformationaboutcon�guring services,referto the
chaptertitled Controlling Accessto Servicesin theRedHat EnterpriseLinux SystemAdminis-
tration Guide.

4. Add entriesto anLDAP directorywith ldapadd .

5. Useldapsearch to determineif slapd is accessingtheinformationcorrectly.

6. At this point, the LDAP directoryshouldbe functioningproperlyandcanbe con�gured with
LDAP-enabledapplications.

13.6.1. Editing /etc/openldap/slap d. con f

To usethe slapd LDAP server, modify its con�guration �le, /etc/openldap/slapd.conf , to
specifythecorrectdomainandserver.

Thesuffix line namesthedomainfor which theLDAP server providesinformationandshouldbe
changedfrom:
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suffix "dc=your-domai n, dc =com"

sothatit re�ects a fully quali�ed domainname.For example:

suffix "dc=example,dc=com"

The rootdn entry is theDistinguishedName(DN) for a userwho is unrestrictedby accesscontrols
or administrative limit parameterssetfor operationson theLDAP directory. The rootdn usercanbe
thoughtof astheroot userfor theLDAP directory. In thecon�guration �le, changethe rootdn line
from its default valueasin thefollowing example:

rootdn "cn=root,dc=ex ampl e, dc =com"

WhenpopulatinganLDAP directoryoveranetwork, changetherootpw line — replacingthedefault
valuewith anencryptedpassword string.To createanencryptedpassword string,typethefollowing
command:

slappasswd

Whenprompted,typeandthenre-typea password. Theprogramprintstheresultingencryptedpass-
word to theshellprompt.

Next, copy thenewly createdencryptedpassword into the /etc/openldap/slapd.conf on oneof
therootpw linesandremove thehashmark(#).

When�nished, theline shouldlook similar to thefollowing example:

rootpw {SSHA}vv2y+i6V 6es az rI v7 0x SSnNAJE18bb2u

Warning

LDAP passwords, including the rootpw directive speci�ed in /etc/openldap/sla pd. con f , are sent
over the network unencrypted, unless TLS encryption is enabled.

To enable TLS encryption, review the comments in /etc/openldap/slap d. con f and refer to the
man page for slapd.conf .

For addedsecurity, the rootpw directive shouldbecommentedout afterpopulatingtheLDAP direc-
tory by precedingit with ahashmark(#).

Whenusingthe /usr/sbin/slapadd commandline tool locally to populatethe LDAP directory,
useof therootpw directive is notnecessary.

Impor tant

Only the root user can use /usr/sbin/slapadd . However, the directory server runs as the ldap user.
Therefore, the directory server is unable to modify any �les created by slapadd . To correct this issue,
after using slapadd , type the following command:

chown -R ldap /var/lib/ldap
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13.7. Con�guring a System to Authenticate Using OpenLDAP
This sectionprovidesa brief overview of how to con�gure OpenLDAP userauthentication.Unless
you areanOpenLDAP expert,moredocumentationthanis provided hereis necessary. Referto the
referencesprovidedin Section13.9AdditionalResourcesfor moreinformation.

Install theNecessaryLDAPPackage

First, make surethat the appropriatepackagesare installedon both the LDAP server and the
LDAP clientmachines.TheLDAP serverneedstheopenldap-servers package.

Theopenldap , openldap-clients , andnss_ldap packagesneedto beinstalledonall LDAP
clientmachines.

Edit theCon�guration Files

• On the server, edit the /etc/openldap/slapd.conf �le on the LDAP
server to make sure it matches the speci�cs of the organization. Refer to
Section13.6.1Editing /etc/openldap/slapd.conf for instructions about editing
slapd.conf .

• On the client machines,both /etc/ldap.conf and /etc/openldap/ldap.conf needto
containtheproperserver andsearchbaseinformationfor theorganization.

To do this, run the graphical Authentication Con�guration Tool
(system-config-authentication ) and selectEnable LDAP Support under the User
Information tab.

It is alsopossibleto edit these�les by hand.

• On theclientmachines,the /etc/nsswitch.conf mustbeeditedto useLDAP.

To do this, run the Authentication Con�guration Tool
(system-config-authentication ) and selectEnable LDAP Support under the User
Information tab.

If editing /etc/nsswitch.conf by hand,addldap to theappropriatelines.

For example:
passwd: files ldap
shadow: files ldap
group: files ldap

13.7.1. PAM and LDAP
To have standardPAM-enabledapplicationsuseLDAP for authentication,run the Authentication
Con�guration Tool (system-config-authentication ) and select Enable LDAP
Support under the the Authentication tab. For more about con�guring PAM, refer to
Chapter16PluggableAuthenticationModules(PAM) andthePAM manpages.

13.7.2. Migrating Old Authentication Information to LDAP Format
The /usr/share/openldap/migration/ directorycontainsa setof shellandPerlscriptsfor mi-
gratingauthenticationinformationinto anLDAP format.
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Note

Perl must be installed on the system to use these scripts.

First, modify the migrate_common.ph �le so that it re�ects the correctdomain.The default DNS
domainshouldbechangedfrom its default valueto somethinglike:

$DEFAULT_MAIL_DOMAIN= " example ";

Thedefault baseshouldalsobechanged,to somethinglike:

$DEFAULT_BASE=
"dc= example ,dc= com";

Thejob of migratingauserdatabaseinto a formatthatis LDAP readablefalls to agroupof migration
scriptsinstalledin thesamedirectory. UsingTable13-1, decidewhichscriptto runto migratetheuser
database.

Runtheappropriatescriptbasedon theexisting nameservice.

The READMEand the migration-tools.txt �les in the /usr/share/openldap/migration/
directoryprovide moredetailsonhow to migratetheinformation.

Existing name service Is LDAP
running?

Script to Use

/etc �at �les yes migrate_all_online.sh

/etc �at �les no migrate_all_offline.sh

NetInfo yes migrate_all_netinfo_online.sh

NetInfo no migrate_all_netinfo_offline.sh

NIS (YP) yes migrate_all_nis_online.sh

NIS (YP) no migrate_all_nis_offline.sh

Table 13-1.LDAP Migration Scripts

13.8. Migrating Directories from Earlier Releases
With RedHat EnterpriseLinux, OpenLDAP usesSleepycat Software's Berkeley DB systemas its
on-diskstorageformatfor directories.Earlierversionsof OpenLDAP usedGNU DatabaseManager
(gdbm). For this reason,beforeupgradinganLDAP implementationto RedHat EnterpriseLinux 4,
originalLDAP datashould�rst beexportedbeforetheupgrade,andthenreimportedafterwards.This
canbeachievedby performingthefollowing steps:

1. Before upgrading the operating system, run the command /usr/sbin/slapcat -l
ldif-output . This outputsanLDIF �le calledldif-output containingtheentriesfrom the
LDAP directory.

2. Upgradetheoperatingsystem,beingcarefulnot to reformatthepartitioncontainingtheLDIF
�le.
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3. Re-importtheLDAP directoryto theupgradedBerkeley DB formatby executingthecommand
/usr/sbin/slapadd -l ldif-output .

13.9. Additional Resour ces
The following resourcesoffer additionalinformationon LDAP. It is highly recommendedthat you
review these,especiallytheOpenLDAP websiteandtheLDAP HOWTO, beforecon�guring LDAP
onyoursystem(s).

13.9.1. Installed Documentation

• /usr/share/docs/openldap- < versionnumber > / directory— Containsa generalREADME
documentandmiscellaneousinformation.

• LDAP relatedmanpages— Therearea numberof manpagesfor the variousapplicationsand
con�guration�les involvedwith LDAP. Thefollowing is a list of someof themoreimportantman
pages.

ClientApplications

• man ldapadd — Describeshow to addentriesto anLDAP directory.

• man ldapdelete — Describeshow to deleteentrieswithin anLDAP directory.

• man ldapmodify — Describeshow to modify entrieswithin anLDAP directory.

• man ldapsearch — Describeshow to searchfor entrieswithin anLDAP directory.

• man ldappasswd — Describeshow to setor changethepassword of anLDAP user.

Server Applications

• man slapd — Describescommandline optionsfor theLDAP server.

• man slurpd — Describescommandline optionsfor theLDAP replicationserver.

Administrative Applications

• man slapadd — Describescommandline optionsusedto addentriesto a slapd database.

• man slapcat — Describescommandline optionsusedto generatean LDIF �le from a
slapd database.

• man slapindex — Describescommandline optionsusedto regeneratean index based
uponthecontentsof a slapd database.

• man slappasswd — Describescommandline optionsusedto generateuserpasswordsfor
LDAP directories.



Chapter 13.Lightweight Directory AccessProtocol (LDAP) 211

Con�gurationFiles

• man ldap.conf — Describesthe format andoptionsavailablewithin the con�guration
�le for LDAP clients.

• man slapd.conf — Describesthe formatandoptionsavailablewithin thecon�guration
�le referencedby both theLDAP server applications(slapd andslurpd ) andtheLDAP
administrative tools(slapadd , slapcat , andslapindex ).

13.9.2. Useful Websites

• http://www.openldap.org/ — Homeof the OpenLDAP Project.This websitecontainsa wealthof
informationaboutcon�guring OpenLDAP aswell asa futureroadmapandversionchanges.

• http://www.redhat.com/mirrors/LDP/HOWTO/LDAP-HOWTO.html — A comprehensive,
relevant,andupdatedLDAP HOWTO.

• http://www.padl.com/— Developersof nss_ldap and pam_ldap , amongother useful LDAP
tools.

• http://www.kingsmountain.com/ldapRoadmap.shtml — Jeff Hodges' LDAP RoadMap contains
links to severalusefulFAQsandemerging news concerningtheLDAP protocol.

• http://www.newarchitectmag.com/archives/2000/05/wilcox/ — A usefullook at managinggroups
in LDAP.

• http://www.ldapman.org/articles/ — Articles that offer a good introduction to LDAP, including
methodsto designadirectorytreeandcustomizingdirectorystructures.

13.9.3. Related Books

• OpenLDAP by Exampleby JohnTerpstraandBenjaminColes;PrenticeHall.

• ImplementingLDAPby Mark Wilcox; Wrox Press,Inc.

• UnderstandingandDeployingLDAPDirectoryServicesby Tim Howesetal.;MacmillanTechnical
Publishing.
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Sambais anopensourceimplementationof theServer MessageBlock (SMB) protocol.It allows the
networking of Microsoft Windows®, Linux, UNIX, andotheroperatingsystemstogether, enabling
accessto Windows-based�le andprintershares.Samba'suseof SMBallowsit toappearasaWindows
server to Windows clients.

14.1. Intr oduction to Samba
Thethird majorreleaseof Samba,version3.0.0,introducednumerousimprovementsfrom prior ver-
sions,including:

• Theability to join anActive Directorydomainby meansof LDAP andKerberos

• Built in Unicodesupportfor internationalization

• Supportfor MicrosoftWindowsXP Professionalclientconnectionsto Sambaserverswithoutneed-
ing local registryhacking

• Two new documentsdevelopedby theSamba.org team,which includea400+pagereferenceman-
ual, anda 300+ pageimplementationandintegration manual.For more informationaboutthese
publishedtitles, referto Section14.9.3RelatedBooks.

14.1.1. Samba Features
Sambais apowerful andversatileserverapplication.Evenseasonedsystemadministratorsmustknow
its abilitiesandlimitationsbeforeattemptinginstallationandcon�guration.

WhatSambacando:

• Serve directorytreesandprintersto Linux, UNIX, andWindows clients

• Assistin network browsing(with or without NetBIOS)

• AuthenticateWindows domainlogins

• Provide Windows InternetNameService(WINS) nameserver resolution

• Act asaWindows NT®-stylePrimaryDomainController(PDC)

• Act asaBackupDomainController(BDC) for aSamba-basedPDC

• Act asanActive Directorydomainmemberserver

• JoinaWindows NT/2000/2003PDC

WhatSambacannotdo:

• Act asaBDC for aWindows PDC(andvice versa)

• Act asanActive Directorydomaincontroller
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14.2. Samba Daemons and Related Services
Thefollowing is abrief introductionto theindividual Sambadaemonsandservices,aswell asdetails
onhow to startandstopthem.

14.2.1. Daemon Overview
Sambais comprisedof three daemons(smbd, nmbd, and winbindd ). Two services(smb and
windbind ) control how the daemonsarestarted,stopped,andotherservice-relatedfeatures.Each
daemonis listedin detail,aswell aswhichspeci�c servicehascontrolover it.

14.2.1.1. The smbd daemon

Thesmbd server daemonprovides�le sharingandprinting servicesto Windows clients.In addition,
it is responsiblefor userauthentication,resourcelocking,anddatasharingthroughtheSMB protocol.
Thedefault portsonwhich theserver listensfor SMB traf�c areTCPports139and445.

Thesmbd daemonis controlledby thesmb service.

14.2.1.2. The nmbd daemon

Thenmbdserverdaemonunderstandsandrepliesto NetBIOSnameservicerequestssuchasthosepro-
ducedby SMB/CIFSin Windows-basedsystems.ThesesystemsincludeWindows 95/98/ME,Win-
dows NT, Windows 2000,Windows XP, andLanManagerclients.It alsoparticipatesin thebrowsing
protocolsthatmake up theWindows Network Neighborhoodview. Thedefault port that theserver
listensto for NMB traf�c is UDPport 137.

Thenmbd daemonis controlledby thesmb service.

14.2.1.3. The winbindd daemon

The winbind serviceresolves userandgroup informationon a Windows NT server andmakes it
understandableby UNIX platforms.This is achieved by usingMicrosoft RPCcalls,PluggableAu-
thenticationModules(PAM), andtheNameServiceSwitch(NSS).Thisallows Windows NT domain
usersto appearandoperateasUNIX userson a UNIX machine.Thoughbundledwith the Samba
distribution, thewinbind serviceis controlledseparatelyfrom thesmb service.

Thewinbindd daemonis controlledby thewinbind serviceanddoesnot requirethesmb serviceto
bestartedin orderto operate.Becausewinbind is a client-sideserviceusedto connectto Windows
NT basedservers,furtherdiscussionof winbind is beyondthescopeof this manual.

14.2.2. Star ting and Stopping Samba
To startaSambaserver, typethefollowing commandin ashellpromptwhile loggedin asroot:

/sbin/service smb start

Impor tant

To set up a domain member server, you must �rst join the domain or Active Directory using the net
join command before starting the smb service.
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To stoptheserver, typethefollowing commandin ashellpromptwhile loggedin asroot:

/sbin/service smb stop

The restart option is a quick way of stoppingandthenstartingSamba.This is the mostreliable
wayto makecon�gurationchangestakeeffectaftereditingthecon�guration�le for Samba.Notethat
therestartoptionstartsthedaemonevenif it wasnot runningoriginally.

To restarttheserver, typethefollowing commandin ashellpromptwhile loggedin asroot:

/sbin/service smb restart

The condrestart (conditional restart) option only startssmb on the conditionthat it is currently
running.Thisoptionis usefulfor scripts,becauseit doesnotstartthedaemonif it is not running.

Note

When the smb.conf �le is changed, Samba automatically reloads it after a few minutes. Issuing a
manual restart or reload is just as affective.

To conditionallyrestarttheserver, typethefollowing commandasroot:

/sbin/service smb condrestart

A manualreloadof the smb.conf �le canbeusefulin caseof a failedautomaticreloadby the smb
service.To ensurethat theSambaserver con�guration �le is reloadedwithout restartingtheservice,
typethefollowing commandasroot:

/sbin/service smb reload

By default, the smb servicedoesnot startautomaticallyat boot time. To con�gure Sambato start
at boot time, usean initscript utility, suchas /sbin/chkconfig , /sbin/ntsysv , or the Services
Con�guration Tool program.Refer to the chaptertitled Controlling Accessto Servicesin the Red
Hat EnterpriseLinuxSystemAdministration Guidefor moreinformationregardingthesetools.

14.3. Samba Server Types and the smb.conf File
Samba con�guration is straightforward. All modi�cations to Samba are done in the
/etc/samba/smb.conf con�guration�le. Althoughthedefault smb.conf �le is well documented,
it doesnot addresscomplex topics such as LDAP, Active Directory, and the numerousdomain
controllerimplementations.

The following sectionsdescribethedifferentwaysa Sambaserver canbecon�gured.Keepin mind
yourneedsandthechangesrequiredto thesmb.conf �le for asuccessfulcon�guration.

14.3.1. Stand-alone Server
A stand-aloneserver canbea workgroupserver or a memberof a workgroupenvironment.A stand-
aloneserver is not a domaincontrolleranddoesnot participatein a domainin any way. The fol-
lowing examplesincludeseveral anonymousshare-level securitycon�gurationsandoneuser-level
securitycon�guration. For more informationon share-level anduser-level securitymodes,refer to
Section14.4SambaSecurityModes.
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14.3.1.1. Anon ymous Read-Onl y

The following smb.conf �le shows a samplecon�guration neededto implementanonymousread-
only �le sharing.Thesecurity = share parametermakesashareanonymous.Note,securitylevels
for a singleSambaserver cannotbe mixed. The security directive is a global Sambaparameter
locatedin the[global] con�gurationsectionof thesmb.conf �le.

[global]
workgroup = DOCS
netbios name = DOCS_SRV
security = share

[data]
comment = Documentation Samba Server
path = /export
read only = Yes
guest only = Yes

14.3.1.2. Anon ymous Read/Write

The following smb.conf �le shows a sample con�guration neededto implement anonymous
read/write�le sharing.To enableanonymousread/write�le sharing,setthe read only directive to
no. The force user and force group directivesarealsoaddedto enforcetheownershipof any
newly placed�les speci�ed in theshare.

Note

Although having an anonymous read/write server is possible, it is not recommended. Any �les placed
in the share space, regardless of user, are assigned the user/group combination as speci�ed by a
generic user (force user ) and group (force group ) in the smb.conf �le .

[global]
workgroup = DOCS
netbios name = DOCS_SRV
security = share

[data]
comment = Data
path = /export
force user = docsbot
force group = users
read only = No
guest ok = Yes

14.3.1.3. Anon ymous Print Server

Thefollowing smb.conf �le showsasamplecon�gurationneededto implementananonymousprint
server. Settingbrowseable to no asshown doesnot list theprinterin Windows Network Neighbor-
hood. Althoughhiddenfrom browsing,con�guring theprinter explicitly is possible.By connecting
to DOCS_SRVusingNetBIOS,theclient canhave accessto theprinter if theclient is alsopartof the
DOCSworkgroup.It is alsoassumedthattheclient hasthecorrectlocal printerdriver installed,asthe
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use client driver directive is setto Yes. In thiscase,theSambaserver hasno responsibilityfor
sharingprinterdriversto theclient.

[global]
workgroup = DOCS
netbios name = DOCS_SRV
security = share
printcap name = cups
disable spools= Yes
show add printer wizard = No
printing = cups

[printers]
comment = All Printers
path = /var/spool/sam ba
guest ok = Yes
printable = Yes
use client driver = Yes
browseable = Yes

14.3.1.4. Secure Read/Write File and Print Server

Thefollowing smb.conf �le shows a samplecon�gurationneededto implementa secureread/write
print server. Settingthesecurity directive to user forcesSambato authenticateclientconnections.
Noticethe[homes] sharedoesnothavea force user or force group directive asthe [public]
sharedoes.The [homes] shareusestheauthenticateduserdetailsfor any �les createdasopposedto
the force user andforce group in [public] .

[global]
workgroup = DOCS
netbios name = DOCS_SRV
security = user
printcap name = cups
disable spools = Yes
show add printer wizard = No
printing = cups

[homes]
comment = Home Directories
valid users = %S
read only = No
browseable = No

[public]
comment = Data
path = /export
force user = docsbot
force group = users
guest ok = Yes

[printers]
comment = All Printers
path = /var/spool/sam ba
printer admin = john, ed, @admins
create mask = 0600
guest ok = Yes
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printable = Yes
use client driver = Yes
browseable = Yes

14.3.2. Domain Member Server
A domainmember, while similar to a stand-aloneserver, is loggedinto a domaincontroller(either
Windows or Samba)andis subjectto thedomain's securityrules.An exampleof a domainmember
server would be a departmentalserver runningSambathat hasa machineaccounton the Primary
DomainController(PDC).All of thedepartment's clientsstill authenticatewith thePDC,anddesktop
pro�les andall network policy �les areincluded.The differenceis that the departmentalserver has
theability to controlprinterandnetwork shares.

14.3.2.1. Active Director y Domain Member Server

Thefollowing smb.conf �le showsasamplecon�gurationneededto implementanActive Directory
domainmemberserver. In this example,Sambaauthenticatesusersfor servicesbeing run locally
but is alsoa client of the Active Directory. Ensurethat your kerberosrealm parameteris shown in
all caps(for example realm = EXAMPLE.COM). SinceWindows 2000/2003requiresKerberosfor
Active Directoryauthentication,therealm directive is required.If Active DirectoryandKerberosare
runningondifferentservers,thepassword server directive mayberequiredto helpthedistinction.

[global]
realm = EXAMPLE.COM
security = ADS
encrypt passwords = yes
# Optional. Use only if Samba cannot determine the Kerberos server automatically .
password server = kerberos.examp le .c om

In orderto join a memberserver to an Active Directory domain,the following stepsmustbe com-
pleted:

• Con�gurationof thesmb.conf �le on thememberserver

• Con�gurationof Kerberos,includingthe /etc/krb5.conf �le, on thememberserver

• Creationof themachineaccounton theActive Directorydomainserver

• Associationof thememberserver to theActive Directorydomain

To createthe machineaccountand join the Windows 2000/2003Active Directory, Kerberosmust
�rst be initialized for the memberserver wishing to join the Active Directory domain.To createan
administrative Kerberosticket, typethefollowing commandasrooton thememberserver:

root# kinit administrator@ EXAMPLE. COM

Thekinit commandis a Kerberosinitialization scriptthatreferencestheActive Directoryadminis-
tratoraccountandKerberosrealm.SinceActive Directory requiresKerberostickets,kinit obtains
andcachesaKerberosticket-grantingticket for client/server authentication.For moreinformationon
Kerberos,the /etc/krb5.conf �le, andthekinit command,referto Chapter19Kerberos.

To join anActive Directoryserver (windows1.example.com),typethefollowing commandasrooton
thememberserver:

root# net ads join -S windows1.examp le .c om -U administrator% pass word
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Sincethe machinewindows1 was automaticallyfound in the correspondingKerberosrealm (the
kinit commandsucceeded),the net commandconnectsto the Active Directory server using its
requiredadministratoraccountandpassword. This createsthe appropriatemachineaccounton the
Active Directoryandgrantspermissionsto theSambadomainmemberserver to join thedomain.

Note

Since security = ads and not security = user is used, a local password backend such as
smbpasswd is not needed. Older clients that do not support security = ads are authenticated as if
security = domain had been set. This change does not affect functionality and allows local users
not previously in the domain.

14.3.2.2. Windo ws NT4-based Domain Member Server

The following smb.conf �le shows a samplecon�guration neededto implementa Windows NT4-
baseddomainmemberserver. Becominga memberserver of an NT4-baseddomain is similar to
connectingto anActive Directory. Themaindifferenceis NT4-baseddomainsdonotuseKerberosin
their authenticationmethod,makingthe smb.conf �le simpler. In this instance,theSambamember
server servesasapassthroughto theNT4-baseddomainserver.

[global]
workgroup = DOCS
netbios name = DOCS_SRV
security = domain

[homes]
comment = Home Directories
valid users = %S
read only = No
browseable = No

[public]
comment = Data
path = /export
force user = docsbot
force group = users
guest ok = Yes

Having Sambaasa domainmemberserver canbeusefulin many situations.Therearetimeswhere
the Sambaserver canhave otherusesbesides�le andprinter sharing.It may be bene�cial to make
Sambaa domainmemberserver in instanceswhereLinux-only applicationsarerequiredfor usein
thedomainenvironment.Administratorsappreciatekeepingtrackof all machinesin thedomain,even
if notWindows-based.In theeventtheWindows-basedserver hardwareis deprecated,it is quiteeasy
to modify the smb.conf �le to convert the server to a Samba-basedPDC. If Windows NT-based
serversareupgradedto Windows 2000/2003,the smb.conf �le is easilymodi�able to incorporate
theinfrastructurechangeto Active Directoryif needed.
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Impor tant

After con�gur ing the smb.conf �le , join the domain before starting Samba by typing the following
command as root:

root# net rpc join -U administrator%password

Note that the -S option,which speci�es the domainserver hostname,doesnot needto be statedin
thenet rpc join command.Sambausesthehostnamespeci�edby theworkgroup directive in the
smb.conf �le insteadof it beingstatedexplicitly.

14.3.3. Domain Contr oller
A domaincontrollerin Windows NT is functionallysimilar to a Network InformationService(NIS)
server in a Linux environment.DomaincontrollersandNIS serversbothhostuser/groupinformation
databasesaswell asrelatedservices.Domaincontrollersaremainly usedfor security, including the
authenticationof usersaccessingdomainresources.Theservicethatmaintainstheuser/groupdatabase
integrity is called the SecurityAccountManager (SAM). The SAM databaseis storeddifferently
betweenWindows andLinux Samba-basedsystems,thereforeSAM replicationcannotbe achieved
andplatformscannotbemixedin a PDC/BDCenvironment.

In aSambaenvironment,therecanbeonly onePDCandzeroor moreBDCs.

Impor tant

Samba cannot exist in a mixed Samba/Windows domain controller environment (Samba cannot be a
BDC of a Windows PDC or vice versa). Alternatively, Samba PDCs and BDCs can coexist.

14.3.3.1. Primar y Domain Contr oller (PDC) using tdbsam

Thesimplestandmostcommonimplementationof aSambaPDCusesthetdbsam passworddatabase
backend.Plannedto replacethe aging smbpasswd backend, tdbsam hasnumerousimprovements
thatareexplainedin moredetailin Section14.5SambaAccountInformationDatabases. Thepassdb
backend directive controlswhichbackendis to beusedfor thePDC.

[global]
workgroup = DOCS
netbios name = DOCS_SRV
passdb backend = tdbsam
security = user
add user script = /usr/sbin/user add -m %u
delete user script = /usr/sbin/userd el -r %u
add group script = /usr/sbin/group add %g
delete group script = /usr/sbin/grou pdel %g
add user to group script = /usr/sbin/use rmod -G %g %u
add machine script = \

/usr/sbin/user add -s /bin/false -d /dev/null \
-g machines %u

# The following specifies the default logon script
# Per user logon scripts can be specified in the user
# account using pdbedit
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logon script = logon.bat
# This sets the default profile path.
# Set per user paths with pdbedit
logon path = \\%L\Profiles\% U
logon drive = H:
logon home = \\%L\%U
domain logons = Yes
os level = 35
preferred master = Yes
domain master = Yes
idmap uid = 15000-20000
idmap gid = 15000-20000

[homes]
comment = Home Directories
valid users = %S
read only = No
browseable = No
writable = Yes

[public]
comment = Data
path = /export
force user = docsbot
force group = users
guest ok = Yes

[netlogon]
comment = Network Logon Service
path = /var/lib/samba /ne tl ogon/s cr ip ts
admin users = ed, john, sam
guest ok = No
browseable = No
writable = No

# For profiles to work, create a user directory under the
# path shown. mkdir -p /var/lib/samba/profiles/john
[Profiles]
comment = Roaming Profile Share
path = /var/lib/samba /pr of il es
read only = No
browseable = No
guest ok = Yes
profile acls = Yes

# Other resource shares
...
...

Note

If you need more than one domain controller or have more than 250 users, do not use a tdbsam
authentication backend. LDAP is recommended in these cases.
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14.3.3.2. Primar y Domain Contr oller (PDC) using LDAP

The most powerful and versatileimplementationof a SambaPDC is its ability to have an LDAP
password backend.LDAP is highly scalable.LDAP databaseserverscanbeusedfor redundancy and
fail-over by replicatingto a SambaBDC. Groupsof LDAP PDCsandBDCswith loadbalancingare
ideal for anenterpriseenvironment.On theotherhand,LDAP con�gurationsareinherentlycomplex
to setupandmaintain.If SSL is to be incorporatedwith LDAP, the complexity instantlymultiplies.
Evenso,with carefulandpreciseplanning,LDAP is anidealsolutionfor enterpriseenvironments.

Note the passdb backend directive aswell asspeci�c LDAP suf�x speci�cations.Although the
Sambacon�gurationfor LDAP is straightforward,theinstallationof OpenLDAP is not trivial. LDAP
shouldbeinstalledandcon�guredbeforeany Sambacon�guration.Also noticethatSambaandLDAP
do not needto beon thesameserver to function.It is highly recommendedto separatethetwo in an
enterpriseenvironment.

[global]
workgroup = DOCS
netbios name = DOCS_SRV
passdb backend = ldapsam:ldap:// ld ap.e xa mple .c om
username map = /etc/samba/smbu se rs
security = user
add user script = /usr/sbin/user add -m %u
delete user script = /usr/sbin/userd el -r %u
add group script = /usr/sbin/group add %g
delete group script = /usr/sbin/grou pdel %g
add user to group script = /usr/sbin/use rmod -G %g %u
add machine script = \

/usr/sbin/user add -s /bin/false -d /dev/null \
-g machines %u

# The following specifies the default logon script
# Per user logon scripts can be specified in the
# user account using pdbedit
logon script = scripts\logon.b at
# This sets the default profile path.
# Set per user paths with pdbedit
logon path = \\%L\Profiles\% U
logon drive = H:
logon home = \\%L\%U
domain logons = Yes
os level = 35
preferred master = Yes
domain master = Yes
ldap suffix = dc=example,dc= co m
ldap machine suffix = ou=People
ldap user suffix = ou=People
ldap group suffix = ou=Group
ldap idmap suffix = ou=People
ldap admin dn = cn=Manager
ldap ssl = no
ldap passwd sync = yes
idmap uid = 15000-20000
idmap gid = 15000-20000
...

# Other resource shares
...
...
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Note

Implementing LDAP in this smb.conf �le assumes that a working LDAP server has been successfully
installed on ldap.example.com .

14.3.3.3. Backup Domain Contr oller (BDC) using LDAP

A BDC is anintegral partof any enterpriseSamba/LDAP solution.Thesmb.conf �les betweenthe
PDCandBDC arevirtually identicalexceptfor the domain master directive. Make surethePDC
hasa valueof Yes andthe BDC hasa valueof No. If you have multiple BDCs for a PDC, the os
level directive is useful in settingthe BDC electionpriority. The higher the value,the higher the
server priority for connectingclients.

Note

A BDC can either use the LDAP database of the PDC or have its own LDAP database. This example
uses the LDAP database of the PDC as seen in the passdb backend directive.

[global] workgroup = DOCS
netbios name = DOCS_SRV2
passdb backend = ldapsam:ldap:// ld ap.e xa mple .c om
username map = /etc/samba/smbu se rs
security = user
add user script = /usr/sbin/user add -m %u
delete user script = /usr/sbin/userd el -r %u
add group script = /usr/sbin/group add %g
delete group script = /usr/sbin/grou pdel %g
add user to group script = /usr/sbin/use rmod -G %g %u
add machine script = \

/usr/sbin/user add -s /bin/false -d /dev/null \
-g machines %u

# The following specifies the default logon script
# Per user logon scripts can be specified in the
# user account using pdbedit
logon script = scripts\logon.b at
# This sets the default profile path.
# Set per user paths with pdbedit
logon path = \\%L\Profiles\% U
logon drive = H:
logon home = \\%L\%U
domain logons = Yes
os level = 35
preferred master = Yes
domain master = No
ldap suffix = dc=example,dc= co m
ldap machine suffix = ou=People
ldap user suffix = ou=People
ldap group suffix = ou=Group
ldap idmap suffix = ou=People
ldap admin dn = cn=Manager
ldap ssl = no
ldap passwd sync = yes



224 Chapter 14.Samba

idmap uid = 15000-20000
idmap gid = 15000-20000
...

# Other resource shares
...
...

14.3.3.4. Primar y Domain Contr oller (PDC) with Active Director y

Althoughit is possiblefor Sambato beamemberof anActive Directory, it is notpossiblefor Samba
to operateasanActive Directorydomaincontroller.

14.4. Samba Security Modes
Thereare only two typesof securitymodesfor Samba,share-level and user-level, which are col-
lectively known assecuritylevels. Share-level securitycanonly be implementedin oneway, while
user-level securitycanbe implementedin oneof four differentways.The differentwaysof imple-
mentingasecuritylevel arecalledsecuritymodes.

14.4.1. User-Level Security
User-level securityis the default settingfor Samba.Even if the security = user directive is not
listedin thesmb.conf �le, it is usedby Samba.If theserveracceptstheclient's username/password,
theclientcanthenmountmultipleshareswithoutspecifyingapassword for eachinstance.Sambacan
alsoacceptsession-basedusername/password requests.Theclient maintainsmultiple authentication
contexts by usinga uniqueUID for eachlogon.

In smb.conf , thesecurity = user directive thatsetsuser-level securityis:

[GLOBAL]
...
security = user
...

14.4.2. Share-Le vel Security
With share-level security, theserver acceptsonly a password without anexplicit usernamefrom the
client. Theserver expectsa password for eachshare,independentof theusername.Therehave been
recentreportsthat Microsoft Windows clients have compatibility issueswith share-level security
servers.Sambadevelopersstronglydiscourageuseof share-level security.

In smb.conf , thesecurity = share directive thatsetsshare-level securityis:

[GLOBAL]
...
security = share
...
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14.4.3. Domain Security Mode (User-Level Security)
In domainsecuritymode,theSambaserverhasamachineaccount(domainsecuritytrustaccount)and
causesall authenticationrequeststo bepassedthroughto thedomaincontrollers.TheSambaserver is
madeinto adomainmemberserver by usingthefollowing directivesin smb.conf :

[GLOBAL]
...
security = domain
workgroup = MARKETING
...

14.4.4. Active Director y Security Mode (User-Level Security)
If youhaveanActiveDirectoryenvironment,it is possibleto join thedomainasanativeActiveDirec-
tory member. Evenif asecuritypolicy restrictstheuseof NT-compatibleauthenticationprotocols,the
Sambaserver canjoin anADS usingKerberos.Sambain Active Directorymembermodecanaccept
Kerberostickets.

In smb.conf , thefollowing directivesmake SambaanActive Directorymemberserver:

[GLOBAL]
...
security = ADS
realm = EXAMPLE.COM
password server = kerberos.examp le .c om
...

14.4.5. Server Security Mode (User-Level Security)
ServersecuritymodewaspreviouslyusedwhenSambawasnotcapableof actingasadomainmember
server.

Note

It is highly recommended to not use this mode since there are numerous security drawbacks.

In smb.conf , thefollowing directivesenableSambato operatein server securitymode:

[GLOBAL]
...
encrypt passwords = Yes
security = server
password server = "NetBIOS_of_Do main _Contr ol le r"
...
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14.5. Samba Account Information Databases
Thelatestreleaseof Sambaoffersmany new featuresincludingnew password databasebackendsnot
previously available.Sambaversion3.0.0 fully supportsall databasesusedin previous versionsof
Samba.However, althoughsupported,many backendsmaynotbesuitablefor productionuse.

14.5.1. Backwar d Compatib le Backends

PlainText

Plain text backendsarenothingmorethanthe /etc/passwd type backends.With a plain text
backend,all usernamesandpasswordsaresentunencryptedbetweenthe client andthe Samba
server. Thismethodis very insecureandis not recommendedfor useby any means.It is possible
thatdifferentWindows clientsconnectingto theSambaserver with plain text passwordscannot
supportsuchanauthenticationmethod.

smbpasswd

A popularbackendusedin previous Sambapackages,the smbpasswd backendutilizesa plain
ASCII text layoutthatincludestheMS Windows LanManandNT account,andencryptedpass-
word information.The smbpasswd backend lacksthe storageof the Windows NT/2000/2003
SAM extendedcontrols.Thesmbpasswd backendis not recommendedbecauseit doesnotscale
well or holdany Windowsinformation,suchasRIDsfor NT-basedgroups.The tdbsam backend
solvestheseissuesfor usein a smallerdatabase(250 users),but is still not an enterprise-class
solution.

Warning

This type of backend may be deprecated for future releases and replaced by the tdbsam back-
end, which does include the SAM extended controls.

ldapsam_compat

The ldapsam_compat backend allows continuedOpenLDAP supportfor usewith upgraded
versionsof Samba.Thisoptionis idealfor migration,but is notrequired.Thistool will eventually
bedeprecated.

14.5.2. New Backends

tdbsam

The tdbsam backendprovidesan ideal databasebackendfor local servers,serversthatdo not
needbuilt-in databasereplication,andserversthatdonot requirethescalabilityor complexity of
LDAP. The tdbsam backendincludesall of thesmbpasswd databaseinformationaswell asthe
previously-excludedSAM information.Theinclusionof theextendedSAM dataallows Samba
to implementthesameaccountandsystemaccesscontrolsasseenwith WindowsNT/2000/2003-
basedsystems.

Thetdbsam backendis recommendedfor 250usersatmost.Largerorganizationsshouldrequire
ActiveDirectoryor LDAP integrationdueto scalabilityandpossiblenetwork infrastructurecon-
cerns.

ldapsam

The ldapsam backendprovidesanoptimaldistributedaccountinstallationmethodfor Samba.
LDAP is optimalbecauseof its ability to replicateits databaseto any numberof serversusing
theOpenLDAP slurpd daemon.LDAP databasesarelight-weightandscalable,perfectfor most
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organizations,especiallylargeenterprises.LDAP is de�nitely the "wave of the future" with re-
gardsto Samba.Improvementsto LDAP areconstantlybeingaddedinto Sambasuchaseasing
installationandcon�gurationissues.

mysqlsam

The mysqlsam backend usesa MySQL-baseddatabasebackend. This is useful for sitesthat
alreadyimplementMySQL.

xmlsam

Thexmlsam backendusesaccountandpassword datathatarestoredin anXML formatted�le.
Thismethodcanbeusefulfor migrationof differentbackenddatabasesor backups.

14.6. Samba Network Browsing
Networkbrowsingis a conceptthatenablesWindows andSambaserversto appearin the Windows
Network Neighborhood. InsidetheNetwork Neighborhood, iconsarerepresentedasserversandif
opened,theserver's sharesandprintersthatareavailablearedisplayed.

Network browsingcapabilitiesrequireNetBIOSoverTCP/IP. NetBIOS-basednetworkingusesbroad-
cast(UDP) messagingto accomplishbrowse list management.Without NetBIOSandWINS asthe
primarymethodfor TCP/IPhostnameresolution,othermethodssuchasstatic�les (/etc/hosts ) or
DNS,mustbeused.

A domainmasterbrowsercollatesthebrowselists from local masterbrowserson all subnetssothat
browsingcanoccurbetweenworkgroupsandsubnets.Also, thedomainmasterbrowsershouldprefer-
ablybethelocal masterbrowserfor its own subnet.

14.6.1. Workgr oup Browsing
For eachworkgroup,theremustbeoneandonly onedomainmasterbrowser. Youcanhave onelocal
masterbrowserpersubnetwithout a domainmasterbrowser, but this resultsin isolatedworkgroups
unableto seeeachother. To resolve NetBIOSnamesin cross-subnetworkgroups,WINS is required.

Note

The Domain Master Browser can be the same machine as the WINS server.

Therecan only be one domainmasterbrowser per workgroupname.Here is an example of the
smb.conf �le in which theSambaserver is adomainmasterbrowser:

[global]
domain master = Yes
local master = Yes
preferred master = Yes
os level = 35

Next is anexampleof thesmb.conf �le in which theSambaserver is a local masterbrowser:

[global]
domain master = no
local master = Yes
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preferred master = Yes
os level = 35

Theos level directiveoperatesasapriority systemfor masterbrowsersin asubnet.Settingdifferent
valuesensuresmasterbrowsersdonotcon�ict with eachotherfor authority.

Tip

Lowering the os level directive results in Samba con�icting with other master browsers on the same
subnet. The higher the value, the higher the priority. The highest a Windows server can operate at is
32. This is a good way of tuning multiple local master browsers.

Thereareinstanceswhena Windows NT machineon thesubnetcouldbe the local masterbrowser.
Thefollowing is anexamplesmb.conf con�gurationin which theSambaserver is notservingin any
browsingcapacity:

[global]
domain master = no
local master = no
preferred master = no
os level = 0

Warning

Having multiple local master browsers result in each server competing for browsing election requests.
Make sure there is only one local master browser per subnet.

14.6.2. Domain Browsing
By default, a Windows NT PDCfor a domainis alsothedomainmasterbrowserfor thatdomain.A
Sambaserver mustbe setup asa domainmasterserver in this type of situation.Network browsing
mayfail if theSambaserver is runningWINS alongwith otherdomaincontrollersin operation.

For subnetsthatdonot includetheWindows NT PDC,aSambaservercanbeimplementedasa local
masterbrowser. Con�guring the smb.conf for a local masterbrowser (or no browsing at all) in a
domaincontrollerenvironmentis thesameasworkgroupcon�guration.

14.6.3. WINS (Windo ws Internetw orking Name Server)
EitheraSambaserver or a Windows NT server canfunctionasaWINS server. WhenaWINS server
is usedwith NetBIOS enabled,UDP unicastscan be routedwhich allows nameresolutionacross
networks. Without a WINS server, the UDP broadcastis limited to the local subnetand therefore
cannotberoutedto othersubnets,workgroups,or domains.If WINS replicationis necessary, do not
useSambaasyour primaryWINS server, asSambadoesnot currentlysupportWINS replication.

In a mixed NT/2000/2003server andSambaenvironment,it is recommendedthat you usethe Mi-
crosoftWINS capabilities.In a Samba-onlyenvironment,it is recommendedthat you useonly one
Sambaserver for WINS.

The following is anexampleof the smb.conf �le in which theSambaserver is servingasa WINS
server:
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[global]
wins support = Yes

Tip

All servers (including Samba) should connect to a WINS server to resolve NetBIOS names. Without
WINS, browsing only occurs on the local subnet. Furthermore, even if a domain-wide list is somehow
obtained, hosts are not resolvable for the client without WINS.

14.7. Samba with CUPS Printing Suppor t
Sambaallows client machinesto shareprintersconnectedto theSambaserver, aswell assendLinux
documentsto Windows printer shares.Although thereareotherprinting systemsthat function with
RedHatEnterpriseLinux, CUPS(CommonUNIX PrintSystem)is therecommendedprintingsystem
dueto its closeintegrationwith Samba.

14.7.1. Simple smb.conf Settings
Thefollowing exampleshows averybasicsmb.conf con�gurationfor CUPSsupport:

[global]
load printers = Yes
printing = cups
printcap name = cups

[printers]
comment = All Printers
path = /var/spool/sam ba/ pr in t
printer = IBMInfoP
browseable = No
public = Yes
guest ok = Yes
writable = No
printable = Yes
printer admin = @ntadmins

[print$]
comment = Printer Drivers Share
path = /var/lib/samba /dr iv er s
write list = ed, john
printer admin = ed, john

More complicatedprinting con�gurationsare possible.To add additionalsecurityand privacy for
printingcon�dential documents,userscanhavetheirown print spoolernot locatedin apublicpath.If
a job fails,otheruserswould nothave accessto the�le.

Theprint$ sharecontainsprinterdriversfor clientsto accessif not availablelocally. The print$
shareis optionalandmaynot berequireddependingon theorganization.

Settingbrowseable to Yes enablestheprinterto beviewedin theWindowsNetwork Neighborhood,
providedtheSambaserver is setupcorrectlyin thedomain/workgroup.
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14.8. Samba Distrib ution Programs

14.8.1. findsmb

findsmb < subnet_broadcast_address >

The findsmb programis a Perl script which reportsinformationaboutSMB-aware systemson a
speci�c subnet.If no subnetis speci�ed thelocal subnetis used.ItemsdisplayedincludeIP address,
NetBIOSname,workgroupor domainname,operatingsystem,andversion.

Thefollowing exampleshows theoutputof executingfindsmb asany valid useronasystem:

findsmb

IP ADDR NETBIOS NAME WORKGROUP/OS/VERSI ON
------------- -- -- -- -- --- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- --
10.1.59.25 VERVE [MYGROUP] [Unix] [Samba 3.0.0-15]
10.1.59.26 STATION22 [MYGROUP] [Unix] [Samba 3.0.2-7.FC1]
10.1.56.45 TREK +[WORKGROUP][Windows 5.0] [Windows 2000 LAN Manager]
10.1.57.94 PIXEL [MYGROUP] [Unix] [Samba 3.0.0-15]
10.1.57.137 MOBILE001 [WORKGROUP][Windows 5.0] [Windows 2000 LAN Manager]
10.1.57.141 JAWS +[KWIKIMART] [Unix] [Samba 2.2.7a-securit y- ro ll up-f ix ]
10.1.56.159 FRED +[MYGROUP] [Unix] [Samba 3.0.0-14.3E]
10.1.59.192 LEGION *[MYGROUP] [Unix] [Samba 2.2.7-security -r ol lu p- fi x]
10.1.56.205 NANCYN +[MYGROUP] [Unix] [Samba 2.2.7a-securit y- ro ll up-f ix ]

14.8.2. make_smbcodepage

make_smbcodepage < c|d > < codepage_number > < inputfile > < outputfile >

Themake_smbcodepage programcompilesabinarycodepage�le from atext-formatde�nition. The
reverseis alsoallowedby decompilingabinarycodepage�le to atext-formatde�nition. Thisobsolete
programis partof theinternationalization featuresof previousversionsof Sambawhichareincluded
by default with thecurrentversionof Samba.

14.8.3. make_unicodemap

make_unicodemap < codepage_number > < inputfile > < outputfile >

The make_unicodemap programcompilesbinary Unicode�les from text �les so Sambacandis-
play non-ASCIIcharactersets.This obsoleteprogramwaspartof the internationalization featuresof
previousversionsof Sambawhicharenow includedwith thecurrentreleaseof Samba.

14.8.4. net

net < protocol > < function > < misc_options > < target_options >

The net utility is similar to the net utility usedfor Windows and MS-DOS.The �rst argument
is usedto specifytheprotocolto usewhenexecutinga command.The < protocol > optioncanbe
ads , rap , or rpc for specifyingthetypeof serverconnection.ActiveDirectoryusesads , Win9x/NT3
usesrap , andWindows NT4/2000/2003usesrpc . If theprotocolis omitted,net automaticallytries
to determineit.

Thefollowing exampledisplaysa list theavailablesharesfor ahostnamedwakko :
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net -l share -S wakko
Password:

Enumerating shared resources (exports) on remote server:

Share name Type Description
---------- ---- -----------
data Disk Wakko data share
tmp Disk Wakko tmp share
IPC$ IPC IPC Service (Samba Server)
ADMIN$ IPC IPC Service (Samba Server)

Thefollowing exampledisplaysa list of Sambausersfor ahostnamedwakko :

net -l user -S wakko
root password:

User name Comment
------------- -- -- -- -- --- -- -- -
andriusb Documentation
joe Marketing
lisa Sales

14.8.5. nmblookup

nmblookup < options > < netbios_name >

The nmblookup programresolves NetBIOSnamesinto IP addresses.The programbroadcastsits
queryon thelocalsubnetuntil thetargetmachinereplies.

Hereis anexample:

nmblookup trek
querying trek on 10.1.59.255
10.1.56.45 trek<00>

14.8.6. pdbedit

pdbedit < options >

Thepdbedit programmanagesaccountslocatedin theSAM database.All backendsaresupported
includingsmbpasswd , LDAP, NIS+, andthe tdb databaselibrary.

Thefollowing areexamplesof adding,deleting,andlisting users:

pdbedit -a kristin
new password:
retype new password:
Unix username: kristin
NT username:
Account Flags: [U ]
User SID: S-1-5-21-12102 35352- 3804200048-1 474496110- 2012
Primary Group SID: S-1-5-21-12102 35352- 3804200048-1 474496110- 2077
Full Name:
Home Directory: \\wakko\kristi n
HomeDir Drive:
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Logon Script:
Profile Path: \\wakko\kristi n\ pr of il e
Domain: WAKKO
Account desc:
Workstations:
Munged dial:
Logon time: 0
Logoff time: Mon, 18 Jan 2038 22:14:07 GMT
Kickoff time: Mon, 18 Jan 2038 22:14:07 GMT
Password last set: Thu, 29 Jan 2004 08:29:28 GMT
Password can change: Thu, 29 Jan 2004 08:29:28 GMT
Password must change: Mon, 18 Jan 2038 22:14:07 GMT

pdbedit -v -L kristin
Unix username: kristin
NT username:
Account Flags: [U ]
User SID: S-1-5-21-12102 35352- 3804200048-1 474496110- 2012
Primary Group SID: S-1-5-21-12102 35352- 3804200048-1 474496110- 2077
Full Name:
Home Directory: \\wakko\kristi n
HomeDir Drive:
Logon Script:
Profile Path: \\wakko\kristi n\ pr of il e
Domain: WAKKO
Account desc:
Workstations:
Munged dial:
Logon time: 0
Logoff time: Mon, 18 Jan 2038 22:14:07 GMT
Kickoff time: Mon, 18 Jan 2038 22:14:07 GMT
Password last set: Thu, 29 Jan 2004 08:29:28 GMT
Password can change: Thu, 29 Jan 2004 08:29:28 GMT
Password must change: Mon, 18 Jan 2038 22:14:07 GMT

pdbedit -L
andriusb:505:
joe:503:
lisa:504:
kristin:506:

pdbedit -x joe

pdbedit -L
andriusb:505:
lisa:504:
kristin:506:

14.8.7. rpcclient

rpcclient < server > < options >

Therpcclient programissuesadministrative commandsusingMicrosoft RPCs,which provide ac-
cessto the Windows administrationgraphicaluserinterfaces(GUIs) for systemsmanagement.This
is mostoftenusedby advancedusersthatunderstandthefull complexity of Microsoft RPCs.
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14.8.8. smbcacls

smbcacls < //server/share > < filename > < options >

Thesmbcacls programmodi�es WindowsACLson�les anddirectoriessharedby theSambaserver.

14.8.9. smbclient

smbclient < //server/share > < password > < options >

Thesmbclient programis aversatileUNIX clientwhichprovidesfunctionalitysimilar to ftp .

14.8.10. smbcontrol

smbcontrol -i < options >

smbcontrol < options > < destination > < messagetype > < parameters >

The smbcontrol programsendscontrol messagesto running smbd or nmbd daemons.Executing
smbcontrol -i runscommandsinteractively until a blankline or a 'q' is entered.

14.8.11. smbgroupedit

smbgroupedit < options >

The smbgroupedit programmapsbetweenLinux groupsand Windows groups.It also allows a
Linux groupto beadomaingroup.

14.8.12. smbmount

smbmount < //server/share > < mount_point > < -o options >

Thesmbmount programusesthe low-level smbmnt programto mountansmbfs�le system(Samba
share). The mount -t smbfs < //server/share > < mount_point > < -o options >
commandalsoworks.

For example:

smbmount //wakko/html /mnt/html -o username=kris ti n
Password: < password >
[root@yakko /]# ls -l /mnt/html
total 0
-rwxr-xr-x 1 root root 0 Jan 29 08:09 index.html

14.8.13. smbpasswd

smbpasswd < options > < username > < password >

Thesmbpasswd programmanagesencryptedpasswords.This programcanberun by a superuserto
changeany user's passwordaswell asby anordinaryuserto changetheir own Sambapassword.
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14.8.14. smbspool

smbspool < job > < user > < title > < copies > < options > < filename >

The smbspool programis a CUPS-compatibleprinting interfaceto Samba.Although designedfor
usewith CUPSprinters,smbspool canwork with non-CUPSprintersaswell.

14.8.15. smbstatus

smbstatus < options >

Thesmbstatus programdisplaysthestatusof currentconnectionsto aSambaserver.

14.8.16. smbtar

smbtar < options >

Thesmbtar programperformsbackupandrestoresof Windows-basedshare�les anddirectoriesto a
local tapearchive. Thoughsimilar to the tar command,thetwo arenotcompatible.

14.8.17. testparm

testparm < options > < filename > < hostname IP_address >

The testparm programchecksthe syntaxof the smb.conf �le. If your smb.conf �le is in the
default location(/etc/samba/smb.conf ) you do not needto specifythe location.Specifyingthe
hostnameandIP addressto the testparm programveri�es that thehosts.allow andhost.deny
�les arecon�gured correctly. The testparm programalsodisplaysa summaryof your smb.conf
�le andtheserver's role (stand-alone,domain,etc.)aftertesting.This is convenientwhendebugging
asit excludescommentsandconciselypresentsinformationfor experiencedadministratorsto read.

For example:

testparm
Load smb config files from /etc/samba/sm b. co nf
Processing section "[homes]"
Processing section "[printers]"
Processing section "[tmp]"
Processing section "[html]"
Loaded services file OK.
Server role: ROLE_STANDALONE
Press enter to see a dump of your service definitions
< enter >
# Global parameters
[global]

workgroup = MYGROUP
server string = Samba Server
security = SHARE
log file = /var/log/samba/ %m.l og
max log size = 50
socket options = TCP_NODELAYSO_RCVBUF=8192 SO_SNDBUF=8192
dns proxy = No

[homes]
comment = Home Directories
read only = No
browseable = No
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[printers]
comment = All Printers
path = /var/spool/samb a
printable = Yes
browseable = No

[tmp]
comment = Wakko tmp
path = /tmp
guest only = Yes

[html]
comment = Wakko www
path = /var/www/html
force user = andriusb
force group = users
read only = No
guest only = Yes

14.8.18. testprns

testprns < printername > < printcapname >

The testprns program checksif printername is valid and exists in the printcap . If the
printcapname is not speci�ed, thedefault speci�ed in theSambaor printcap con�guration �les
is used.

14.8.19. wbinfo

wbinfo < options >

Thewbinfo programdisplaysinformationfrom thewinbindd daemon.Thewinbindd daemonmust
berunningfor wbinfo to work.

14.9. Additional Resour ces
Thefollowing sectionsgive you themeansto exploreSambain greaterdetail.

14.9.1. Installed Documentation

• /usr/share/doc/samba- < version-number > / — All additional �les included with the
Sambadistribution.This includesall helperscripts,samplecon�guration�les, anddocumentation.

14.9.2. Red Hat Documentation

• RedHat EnterpriseLinux SystemAdministration Guide; RedHat, Inc. — The Sambachapterex-
plainshow to con�gure aSambaserver.
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14.9.3. Related Books

• TheOf�cial Samba-3HOWTO-Collectionby JohnH. TerpstraandJelmerR. Vernooij; Prentice
Hall — The of�cial Samba-3documentationas issuedby the Sambadevelopmentteam.This is
moreof a referenceguidethanastep-by-stepguide.

• Samba-3by Exampleby JohnH. Terpstra;PrenticeHall — This is anotherof�cial releaseissued
by theSambadevelopmentteamwhich discussesdetailedexamplesof OpenLDAP, DNS, DHCP,
andprinting con�guration �les. This hasstep-by-steprelatedinformationthathelpsin real-world
implementations.

• UsingSamba,2ndEdition by JayT's, RobertEckstein,andDavid Collier-Brown; O'Reilly — A
goodresourcefor novice to advancedusers,which includescomprehensive referencematerial.

14.9.4. Useful Websites

• http://www.samba.org/ — Homepagefor theSambadistributionandall of�cial documentationcre-
atedby the Sambadevelopmentteam.Many resourcesareavailable in HTML andPDFformats,
while othersareonly availablefor purchase.Althoughmany of theselinks arenot RedHat Enter-
priseLinux speci�c, someconceptsmayapply.

• http://samba.org/samba/archives.html — Active email lists for the Sambacommunity. Enabling
digestmodeis recommendeddueto high levelsof list activity.

• Sambanewsgroups— Sambathreadednewsgroups,suchasgmane.org, thatusetheNNTPprotocol
arealsoavailable.Thisanalternative to receiving mailing list emails.

• http://samba.idealx.org/ — Idealx.org distributes installation and con�guration
scripts for integration of Samba and OpenLDAP. These are highly recommended
for assisting in managing LDAP related resources. The scripts can be found at
/usr/share/doc/samba-3.0.3/LDAP/smbldap-tools or can be downloaded from the
Idealxwebsite.
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File TransferProtocol(FTP) is oneof the oldestandmostcommonlyusedprotocolsfound on the
Internettoday. Its purposeis to reliably transfer�les betweencomputerhostson a network without
requiringthe userto log directly into the remotehostor have knowledgeof how to usethe remote
system.It allows usersto access�les on remotesystemsusingastandardsetof simplecommands.

This chapteroutlinesthebasicsof theFTPprotocol,aswell ascon�gurationoptionsfor theprimary
FTPserver shippedwith RedHat EnterpriseLinux, vsftpd .

15.1. The File Transpor t Protocol
FTPusesa client server architectureto transfer�les usingtheTCPnetwork protocol.BecauseFTP
is anolderprotocol,it usesunencryptedusernameandpassword authentication.For this reason,it is
consideredaninsecureprotocolandshouldnotbeusedunlessabsolutelynecessary. A goodsubstitute
for FTPis sftp from theOpenSSHsuiteof tools.For informationaboutcon�guring OpenSSH,refer
to thechaptertitled OpenSSHin RedHat EnterpriseLinux SystemAdministration Guide. For more
informationabouttheSSHprotocol,referto Chapter20SSHProtocol.

However, becauseFTPis soprevalenton theInternet,it is oftenrequiredto share�les to thepublic.
Systemadministrators,therefore,shouldbeawareof theFTPprotocol's uniquecharacteristics.

15.1.1. Multiple Por ts, Multiple Modes
Unlike mostprotocolsusedon the Internet,FTP requiresmultiple network ports to work properly.
WhenanFTPclientapplicationinitiatesaconnectionto anFTPserver, it opensport21on theserver
— known asthecommandport. This port is usedto issueall commandsto theserver. Any datare-
questedfrom theserver is returnedto theclientvia a dataport. Theportnumberfor dataconnections,
andthewayin whichdataconnectionsareinitialized,varydependinguponwhethertheclientrequests
thedatain activeor passivemode.

Thefollowing de�nesthesemodes:

active mode

Active modeis theoriginal methodusedby theFTPprotocolfor transferringdatato theclient
application.Whenanactive modedatatransferis initiatedby theFTPclient, theserver opensa
connectionfrom port 20on theserver to theIP addressanda random,unprivilegedport (greater
than 1024) speci�ed by the client. This arrangementmeansthat the client machinemust be
allowedto acceptconnectionsover any port above 1024.With thegrowth of insecurenetworks,
suchastheInternet,theuseof �re walls toprotectclientmachinesis now prevalent.Becausethese
client-side�re walls often deny incoming connectionsfrom active modeFTP servers,passive
modewasdevised.

passive mode

Passive mode,like active mode,is initiatedby theFTPclient application.Whenrequestingdata
from theserver, theFTPclientindicatesit wantsto accessthedatain passivemodeandtheserver
providesthe IP addressanda random,unprivilegedport (greaterthan1024)on theserver. The
client thenconnectsto thatport on theserver to downloadtherequestedinformation.

While passive moderesolves issuesfor client-side�re wall interferencewith dataconnections,
it cancomplicateadministrationof the server-side�re wall. Limiting the rangeof unprivileged
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portsofferedfor passive connectionsin theFTPserver's con�guration �le is oneway to reduce
thenumberof openportsonaserverandsimplify thetaskof creating�re wall rulesfor theserver.
Referto Section15.5.8NetworkOptionsfor moreaboutlimiting passive ports.

15.2. FTP Servers
RedHat EnterpriseLinux shipswith two differentFTPservers:

• Red Hat Content Accelerator — A kernel-basedWebserver thatdelivershigh performanceWeb
server and FTP services.Since speedas its primary designgoal, it has limited functionality
and runs only as an anonymous FTP server. For more information about con�guring and
administeringRed Hat Content Accelerator, consult the documentationavailable online at
http://www.redhat.com/docs/manuals/tux/.

• vsftpd — A fast,secureFTPdaemonwhich is thepreferredFTP server for RedHat Enterprise
Linux. Theremainderof thischapterfocuseson vsftpd .

15.2.1. vsftpd

TheVery SecureFTPDaemon(vsftpd ) is designedfrom thegroundup to befast,stable,and,most
importantly, secure.Its ability to handlelargenumbersof connectionsef�ciently andsecurelyis why
vsftpd is theonly stand-aloneFTPdistributedwith RedHatEnterpriseLinux.

Thesecuritymodelusedby vsftpd hasthreeprimaryaspects:

• Strongseparationof privilegedandnon-privilegedprocesses— Separateprocesseshandledifferent
tasks,andeachof theseprocessesrunwith theminimalprivilegesrequiredfor thetask.

• Tasksrequiringelevatedprivilegesare handledby processeswith theminimalprivilege necessary
— By leveragingcompatibilitiesfound in the libcap library, tasksthat usuallyrequirefull root
privilegescanbeexecutedmoresafelyfrom a lessprivilegedprocess.

• Most processesrun in a chroot jail — Whenever possible,processesarechange-rootedto the
directorybeingshared;this directoryis thenconsidereda chroot jail. For example,if thedirec-
tory /var/ftp/ is the primary shareddirectory, vsftpd reassigns/var/ftp/ to the new root
directory, known as / . This disallows any potentialmalicioushacker activities for any directories
not containedbelow thenew root directory.

Useof thesesecuritypracticeshasthefollowing effect onhow vsftpd dealswith requests:

• Theparentprocessrunswith the leastprivilegesrequired— Theparentprocessdynamicallycal-
culatesthelevel of privilegesit requiresto minimizethelevel of risk. Child processeshandledirect
interactionwith theFTPclientsandrunwith ascloseto noprivilegesaspossible.

• All operationsrequiringelevatedprivileges are handledby a small parent process— Much like
theApacheHTTP Server, vsftpd launchesunprivilegedchild processesto handleincomingcon-
nections.This allows theprivileged,parentprocessto beassmallaspossibleandhandlerelatively
few tasks.

• All requestsfromunprivilegedchild processesaredistrustedbytheparentprocess— Communica-
tion with child processesarereceivedover asocket, andthevalidity of any informationfrom child
processesis checkedbeforebeingactedon.

• Most interaction with FTP clientsis handledby unprivileged child processesin a chroot jail —
Becausethesechild processesareunprivilegedandonly have accessto thedirectorybeingshared,
any crashedprocessesonly allows theattacker accessto theshared�les.
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15.3. Files Installed with vsftpd

Thevsftpd RPM installsthedaemon(/usr/sbin/vsftpd ), its con�guration andrelated�les, as
well asFTPdirectoriesontothesystem.Thefollowing is a list of the�les anddirectoriesmostoften
consideredwhencon�guring vsftpd :

• /etc/rc.d/init.d/vsftpd — The initialization script (initscript) used
by the /sbin/service command to start, stop, or reload vsftpd . Refer to
Section15.4StartingandStoppingvsftpd for moreinformationaboutusingthis script.

• /etc/pam.d/vsftpd — The PluggableAuthenticationModules (PAM) con�guration �le for
vsftpd . This �le de�nes the requirementsa usermustmeetto login to theFTPserver. For more
information,referto Chapter16PluggableAuthenticationModules(PAM).

• /etc/vsftpd/vsftpd.conf — The con�guration �le for vsftpd . Refer to
Section15.5vsftpd Con�guration Optionsfor a list of importantoptionscontainedwithin this
�le.

• /etc/vsftpd.ftpusers — A list of usersnot allowed to log into vsftpd . By default, this list
includestheroot , bin , anddaemon users,amongothers.

• /etc/vsftpd.user_list — This �le canbe con�gured to eitherdeny or allow accessto the
userslisted,dependingon whetherthe userlist_deny directive is setto YES (default) or NOin
/etc/vsftpd/vsftpd.conf . If /etc/vsftpd.user_list is usedto grantaccessto users,the
usernameslistedmustnot appearin /etc/vsftpd.ftpusers .

• /var/ftp/ — The directory containing �les served by vsftpd . It also contains the
/var/ftp/pub/ directoryfor anonymoususers.Both directoriesareworld-readable,but writable
only by therootuser.

15.4. Star ting and Stopping vsftpd

Thevsftpd RPM installsthe /etc/rc.d/init.d/vsftpd script,whichcanbeaccessedusingthe
/sbin/service command.

To starttheserver, asroot type:

/sbin/service vsftpd start

To stoptheserver, asroot type:

/sbin/service vsftpd stop

The restart option is a shorthandway of stoppingand then starting vsftpd . This is the most
ef�cient wayto makecon�gurationchangestakeeffectaftereditingthecon�guration�le for vsftpd .

To restarttheserver, asroot type:

/sbin/service vsftpd restart

The condrestart (conditional restart) option only startsvsftpd if it is currently running.This
optionis usefulfor scripts,becauseit doesnot startthedaemonif it is not running.

To conditionallyrestarttheserver, asroot type:

/sbin/service vsftpd condrestart

By default, the vsftpd servicedoesnot startautomaticallyat boot time. To con�gure the vsftpd
serviceto startat boottime,useaninitscript utility, suchas/sbin/chkconfig , /sbin/ntsysv, or the
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ServicesCon�guration Tool program.Referto thechaptertitled Controlling Accessto Servicesin
RedHat EnterpriseLinuxSystemAdministration Guidefor moreinformationregardingthesetools.

15.4.1. Star ting Multiple Copies of vsftpd

Sometimesonecomputeris usedto servemultipleFTPdomains.This is a techniquecalledmultihom-
ing. Oneway to multihomeusingvsftpd is by runningmultiplecopiesof thedaemon,eachwith its
own con�guration�le.

To do this, �rst assignall relevant IP addressesto network devicesor aliasnetwork deviceson the
system.Referto thechaptertitled NetworkCon�guration in RedHat EnterpriseLinuxSystemAdmin-
istrationGuidefor moreinformationaboutcon�guring network devicesanddevicealiases.Additional
informationcanbefoundaboutnetwork con�gurationscriptsin Chapter8 NetworkInterfaces.

Next, theDNSserver for theFTPdomainsmustbecon�guredto referencethecorrectmachine.If the
DNS server is runningon RedHat EnterpriseLinux, refer to thechaptertitled BIND Con�guration
in RedHat EnterpriseLinux SystemAdministration Guidefor instructionsaboutusingthe Domain
Name Service Con�guration Tool (system-config-bind ). For informationaboutBIND andits
con�guration�les, referto Chapter12Berkeley InternetNameDomain(BIND).

For vsftpd to answer requestson different IP addresses,multiple copies of the daemon
must be running. The �rst copy must be run using the vsftpd initscripts, as outlined in
Section15.4StartingandStoppingvsftpd . This copy uses the standard con�guration �le,
/etc/vsftpd/vsftpd.conf .

EachadditionalFTP site musthave a con�guration �le with a uniquenamein the /etc/vsftpd/
directory, suchas /etc/vsftpd/vsftpd-site-2.conf . Eachcon�guration �le mustbereadable
andwritable only by root. Within eachcon�guration �le for eachFTP server listeningon an IPv4
network, thefollowing directive mustbeunique:

listen_address= N.N.N.N

ReplaceN.N.N.N with theuniqueIP addressfor theFTPsitebeingserved.If thesiteis usingIPv6,
usethe listen_address6 directive instead.

Onceeachadditionalserver hasa con�guration �le, the vsftpd daemonmustbe launchedfrom a
rootshellpromptusingthefollowing command:

vsftpd /etc/vsftpd/ < configuration -fi le > &

In theabove command,replace< configuration-file > with theuniquenamefor theserver's
con�guration�le, suchas/etc/vsftpd/vsftpd-site-2.conf .

Otherdirectivesto consideralteringonaper-server basisare:

• anon_root

• local_root

• vsftpd_log_file

• xferlog_file

For a detailed list of directives available within vsftpd 's con�guration �le, refer to
Section15.5vsftpd Con�guration Options.

To con�gure any additionalserversto startautomaticallyatboottime,addtheabove commandto the
endof the /etc/rc.local �le.
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15.5. vsftpd Con�guration Options
Althoughvsftpd maynot offer thelevel of customizationotherwidely availableFTPservershave,
it offersenoughoptionsto �ll mostadministrator's needs.Thefact that it is not overly feature-laden
limits con�gurationandprogrammaticerrors.

All con�gurationof vsftpd is handledby its con�guration�le, /etc/vsftpd/vsftpd.conf . Each
directive is on its own line within the�le andfollows thefollowing format:

< directive > =< value >

For eachdirective, replace< directive > with avalid directive and< value > with avalid value.

Impor tant

There must not be any spaces between the < directive > , equal symbol, and the < value > in a
directive.

Commentlinesmustbeprecededby ahashmark(#) andareignoredby thedaemon.

For acompletelist of all directivesavailable,referto themanpagefor vsftpd.conf .

Impor tant

For an overview of ways to secure vsftpd , refer to the chapter titled Server Security in the Red Hat
Enterprise Linux Security Guide.

Thefollowing is alist of someof themoreimportantdirectiveswithin /etc/vsftpd/vsftpd.conf .
All directivesnotexplicitly foundwithin vsftpd 's con�guration�le aresetto their default value.

15.5.1. Daemon Options
Thefollowing is a list of directiveswhichcontroltheoverall behavior of thevsftpd daemon.

• listen — Whenenabled,vsftpd runsin stand-alonemode.RedHat EnterpriseLinux setsthis
valueto YES. This directive cannotbeusedin conjunctionwith the listen_ipv6 directive.

Thedefault valueis NO.

• listen_ipv6 — Whenenabled,vsftpd runsin stand-alonemode,but listensonly to IPv6sock-
ets.This directive cannotbeusedin conjunctionwith the listen directive.

Thedefault valueis NO.

• session_support — When enabled, vsftpd attempts to maintain login
sessions for each user through Pluggable Authentication Modules (PAM). Refer to
Chapter16PluggableAuthenticationModules(PAM) for more information.If sessionlogging is
not necessary, disablingthisoptionallows vsftpd to runwith lessprocessesandlower privileges.

Thedefault valueis YES.
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15.5.2. Log In Options and Access Contr ols
Thefollowing is a list of directiveswhichcontrolthelogin behavior andaccesscontrolmechanisms.

• anonymous_enable — Whenenabled,anonymoususersareallowed to log in. The usernames
anonymous andftp areaccepted.

Thedefault valueis YES.

Referto Section15.5.3AnonymousUserOptionsfor a list of directivesaffectinganonymoususers.

• banned_email_file — If thedeny_email_enable directive is setto YES, this directive spec-
i�es the�le containinga list of anonymousemailpasswordswhich arenot permittedaccessto the
server.

Thedefault valueis /etc/vsftpd.banned_emails .

• banner_file — Speci�esthe �le containingtext displayedwhena connectionis establishedto
theserver. This optionoverridesany text speci�ed in the ftpd_banner directive.

Thereis nodefault valuefor this directive.

• cmds_allowed — Speci�esa comma-delimitedlist of FTPcommandsallowedby theserver. All
othercommandsarerejected.

Thereis nodefault valuefor this directive.

• deny_email_enable — Whenenabled,any anonymoususerusingemailpasswordsspeci�ed in
the /etc/vsftpd.banned_emails aredeniedaccessto the server. The nameof the �le refer-
encedby thisdirective canbespeci�edusingthebanned_email_file directive.

Thedefault valueis NO.

• ftpd_banner — Whenenabled,thestringspeci�edwithin thisdirective is displayedwhenacon-
nectionis establishedto theserver. This optioncanbeoverriddenby thebanner_file directive.

By default vsftpd displaysits standardbanner.

• local_enable — Whenenabled,local usersareallowedto log into thesystem.

Thedefault valueis YES.

Referto Section15.5.4LocalUserOptionsfor a list of directivesaffectinglocal users.

• pam_service_name — Speci�esthePAM servicenamefor vsftpd .

Thedefault valueis ftp . Note,in RedHat EnterpriseLinux, thevalueis setto vsftpd .

• tcp_wrappers — When enabled,TCP wrappersare usedto grant accessto the server. If the
FTPserver is con�guredonmultiple IP addresses,theVSFTPD_LOAD_CONFoptioncanbeusedto
load differentcon�guration �les basedon the IP addressbeingrequestedby the client. For more
informationaboutTCPWrappers,referto Chapter17TCPWrappers andxinetd .

Thedefault valueis NO. Note,in RedHat EnterpriseLinux, thevalueis setto YES.

• userlist_deny — When usedin conjunctionwith the userlist_enable directive and set
to NO, all local usersaredeniedaccessunlessthe usernameis listed in the �le speci�ed by the
userlist_file directive. Becauseaccessis deniedbeforethe client is asked for a password,
settingthis directive to NOpreventslocal usersfrom submittingunencryptedpasswordsover the
network.

Thedefault valueis YES.

• userlist_enable — Whenenabled,theuserslistedin the�le speci�edby theuserlist_file
directive aredeniedaccess.Becauseaccessis deniedbeforetheclient is askedfor apassword,users
arepreventedfrom submittingunencryptedpasswordsover thenetwork.

Thedefault valueis NO, however underRedHatEnterpriseLinux thevalueis setto YES.
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• userlist_file — Speci�esthe�le referencedby vsftpd whentheuserlist_enable direc-
tive is enabled.

Thedefault valueis /etc/vsftpd.user_list andis createdduringinstallation.

• cmds_allowed — Speci�esacommaseparatedlist of FTPcommandsthattheserverallows.Any
othercommandsarerejected.

Thereis nodefault valuefor this directive.

15.5.3. Anon ymous User Options
Thefollowing listsdirectiveswhichcontrolanonymoususeraccessto theserver. Tousetheseoptions,
theanonymous_enable directive mustbesetto YES.

• anon_mkdir_write_enable — Whenenabledin conjunctionwith thewrite_enable directive,
anonymoususersareallowed to createnew directorieswithin a parentdirectorywhich haswrite
permissions.

Thedefault valueis NO.

• anon_root — Speci�esthedirectoryvsftpd changesto afterananonymoususerlogsin.

Thereis nodefault valuefor this directive.

• anon_upload_enable — When enabledin conjunction with the write_enable directive,
anonymoususersareallowedto upload�les within aparentdirectorywhichhaswrite permissions.

Thedefault valueis NO.

• anon_world_readable_only — Whenenabled,anonymoususersareonly allowedto download
world-readable�les.

Thedefault valueis YES.

• ftp_username — Speci�esthe local useraccount(listed in /etc/passwd ) usedfor theanony-
mousFTPuser. Thehomedirectoryspeci�edin /etc/passwd for theuseris theroot directoryof
theanonymousFTPuser.

Thedefault valueis ftp .

• no_anon_password — Whenenabled,theanonymoususeris notaskedfor apassword.

Thedefault valueis NO.

• secure_email_list_enable — When enabled,only a speci�ed list of email passwords for
anonymousloginsareaccepted.This is aconvenientway to offer limited securityto publiccontent
without theneedfor virtual users.

Anonymous logins are prevented unless the password provided is listed in
/etc/vsftpd.email_passwords . The �le format is one password per line, with no trailing
whitespaces.

Thedefault valueis NO.

15.5.4. Local User Options
Thefollowing lists directiveswhich characterizetheway local usersaccessthe server. To usethese
options,the local_enable directive mustbesetto YES.

• chmod_enable — Whenenabled,theFTPcommandSITE CHMODis allowedfor localusers.This
commandallows theusersto changethepermissionson �les.
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Thedefault valueis YES.

• chroot_list_enable — When enabled,the local users listed in the �le speci�ed in the
chroot_list_file directive areplacedin a chroot jail uponlog in.

If enabledin conjunctionwith thechroot_local_user directive, thelocal userslistedin the�le
speci�ed in thechroot_list_file directive arenot placedin a chroot jail uponlog in.

Thedefault valueis NO.

• chroot_list_file — Speci�es the �le containinga list of local usersreferencedwhen the
chroot_list_enable directive is setto YES.

Thedefault valueis /etc/vsftpd.chroot_list .

• chroot_local_user — Whenenabled,local usersarechange-rootedto their homedirectories
afterloggingin.

Thedefault valueis NO.

Warning

Enabling chroot_local_user opens up a number of security issues, especially for users with
upload privileges. For this reason, it is not recommended.

• guest_enable — Whenenabled,all non-anonymoususersareloggedin astheuserguest , which
is thelocal userspeci�ed in theguest_username directive.

Thedefault valueis NO.

• guest_username — Speci�estheusernametheguest useris mappedto.

Thedefault valueis ftp .

• local_root — Speci�esthedirectoryvsftpd changesto aftera local userlogsin.

Thereis nodefault valuefor this directive.

• local_umask — Speci�estheumaskvaluefor �le creation.Notethatthedefault valueis in octal
form (anumericalsystemwith abaseof eight),which includesa "0" pre�x. Otherwisethevalueis
treatedasabase-10integer.

Thedefault valueis 022 .

• passwd_chroot_enable — Whenenabledin conjunctionwith thechroot_local_user direc-
tive, vsftpd change-rootslocal usersbasedon the occurrenceof the /./ in the homedirectory
�eld within /etc/passwd .

Thedefault valueis NO.

• user_config_dir — Speci�esthepathto a directorycontainingcon�guration �les bearingthe
nameof local systemusersthat containspeci�c settingfor that user. Any directive in the user's
con�guration�le overridesthosefoundin /etc/vsftpd/vsftpd.conf .

Thereis nodefault valuefor this directive.

15.5.5. Director y Options
Thefollowing lists directiveswhichaffect directories.

• dirlist_enable — Whenenabled,usersareallowedto view directorylists.

Thedefault valueis YES.
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• dirmessage_enable — Whenenabled,amessageis displayedwheneverauserentersadirectory
with amessage�le. Thismessageis foundwithin thedirectorybeingentered.Thenameof this �le
is speci�ed in themessage_file directive andis .message by default.

Thedefault valueis NO. Note,in RedHat EnterpriseLinux, thevalueis setto YES.

• force_dot_files — Whenenabled,�les beginningwith adot (. ) arelistedin directorylistings,
with theexceptionof the . and.. �les.

Thedefault valueis NO.

• hide_ids — Whenenabled,all directorylistingsshow ftp astheuserandgroupfor each�le.

Thedefault valueis NO.

• message_file — Speci�esthenameof themessage�le whenusingthe dirmessage_enable
directive.

Thedefault valueis .message .

• text_userdb_names — Whenenabled,testusernamesandgroupnamesareusedin placeof UID
andGID entries.Enablingthis optionmayslow performanceof theserver.

Thedefault valueis NO.

• use_localtime — Whenenabled,directorylistingsrevealthelocaltimefor thecomputerinstead
of GMT.

Thedefault valueis NO.

15.5.6. File Transf er Options
Thefollowing lists directiveswhichaffect directories.

• download_enable — Whenenabled,�le downloadsarepermitted.

Thedefault valueis YES.

• chown_uploads — Whenenabled,all �les uploadedby anonymoususersareownedby theuser
speci�ed in thechown_username directive.

Thedefault valueis NO.

• chown_username — Speci�es the ownership of anonymously uploaded �les if the
chown_uploads directive is enabled.

Thedefault valueis root .

• write_enable — Whenenabled,FTPcommandswhich canchangethe�le systemareallowed,
suchasDELE, RNFR, andSTOR.

Thedefault valueis YES.

15.5.7. Log ging Options
Thefollowing lists directiveswhichaffect vsftpd 's loggingbehavior.

• dual_log_enable — Whenenabledin conjunctionwith xferlog_enable , vsftpd writestwo
�les simultaneously:a wu-ftpd -compatible log to the �le speci�ed in the xferlog_file
directive (/var/log/xferlog by default) and a standardvsftpd log �le speci�ed in the
vsftpd_log_file directive (/var/log/vsftpd.log by default).

Thedefault valueis NO.
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• log_ftp_protocol — When enabled in conjunction with xferlog_enable and with
xferlog_std_format setto NO, all FTP commandsandresponsesarelogged.This directive is
usefulfor debugging.

Thedefault valueis NO.

• syslog_enable — When enabled in conjunction with xferlog_enable , all logging
normally written to the standardvsftpd log �le speci�ed in the vsftpd_log_file directive
(/var/log/vsftpd.log by default) is sentto thesystemloggerinsteadundertheFTPDfacility.

Thedefault valueis NO.

• vsftpd_log_file — Speci�esthe vsftpd log �le. For this �le to beused,xferlog_enable
mustbeenabledandxferlog_std_format musteitherbesetto NOor, if xferlog_std_format
is setto YES, dual_log_enable mustbeenabled.It is importantto notethatif syslog_enable
is setto YES, thesystemlog is usedinsteadof the�le speci�ed in this directive.

Thedefault valueis /var/log/vsftpd.log .

• xferlog_enable — When enabled, vsftpd logs connections (vsftpd format only)
and �le transfer information to the log �le speci�ed in the vsftpd_log_file directive
(/var/log/vsftpd.log by default). If xferlog_std_format is set to YES, �le transfer
information is logged but connectionsare not, and the log �le speci�ed in xferlog_file
(/var/log/xferlog by default) is usedinstead.It is importantto notethatbothlog �les andlog
formatsareusedif dual_log_enable is setto YES.

Thedefault valueis NO. Note,in RedHat EnterpriseLinux, thevalueis setto YES.

• xferlog_file — Speci�es the wu-ftpd -compatible log �le. For this �le to be used,
xferlog_enable must be enabledand xferlog_std_format must be set to YES. It is also
usedif dual_log_enable is setto YES.

Thedefault valueis /var/log/xferlog .

• xferlog_std_format — When enabled in conjunction with xferlog_enable , only
a wu-ftpd -compatible�le transfer log is written to the �le speci�ed in the xferlog_file
directive (/var/log/xferlog by default). It is important to note that this �le only logs �le
transfersanddoesnot log connectionsto theserver.

Thedefault valueis NO. Note,in RedHat EnterpriseLinux, thevalueis setto YES.

Impor tant

To maintain compatibility with log �les written by the older wu-ftpd FTP server, the
xferlog_std_form at directive is set to YES under Red Hat Enterprise Linux. However, this setting
means that connections to the server are not logged.

To both log connections in vsftpd format and maintain a wu-ftpd -compatible �le transfer log, set
dual_log_enable to YES.

If maintaining a wu-ftpd -compatible �le transfer log is not important, either set xferlog_std_format
to NO, comment the line with a hash mark (#), or delete the line entirely.

15.5.8. Network Options
Thefollowing lists directiveswhichaffect how vsftpd interactswith thenetwork.

• accept_timeout — Speci�esthe amountof time for a client usingpassive modeto establisha
connection.
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Thedefault valueis 60.

• anon_max_rate — Speci�es the maximumdatatransferratefor anonymoususersin bytesper
second.

Thedefault valueis 0, whichdoesnot limit thetransferrate.

• connect_from_port_20 Whenenabled,vsftpd runswith enoughprivilegesto openport 20on
theserver duringactive modedatatransfers.Disablingthis optionallows vsftpd to run with less
privileges,but maybeincompatiblewith someFTPclients.

Thedefault valueis NO. Note,in RedHat EnterpriseLinux, thevalueis setto YES.

• connect_timeout — Speci�es themaximumamountof time a client usingactive modehasto
respondto a dataconnection,in seconds.

Thedefault valueis 60.

• data_connection_timeout — Speci�esmaximumamountof timedatatransfersareallowedto
stall, in seconds.Oncetriggered,theconnectionto theremoteclient is closed.

Thedefault valueis 300 .

• ftp_data_port — Speci�es the port used for active data connections when
connect_from_port_20 is setto YES.

Thedefault valueis 20.

• idle_session_timeout — Speci�esthemaximumamountof time betweencommandsfrom a
remoteclient.Oncetriggered,theconnectionto theremoteclient is closed.

Thedefault valueis 300 .

• listen_address — Speci�estheIP addressonwhich vsftpd listensfor network connections.

Thereis nodefault valuefor this directive.

Tip

If running multiple copies of vsftpd serving different IP addresses, the con�gur ation �le for
each copy of the vsftpd daemon must have a different value for this directive. Refer to
Section 15.4.1 Starting Multiple Copies of vsftpd for more information about multihomed FTP
servers.

• listen_address6 — Speci�es the IPv6 addresson which vsftpd listensfor network connec-
tionswhenlisten_ipv6 is setto YES.

Thereis nodefault valuefor this directive.

Tip

If running multiple copies of vsftpd serving different IP addresses, the con�gur ation �le for
each copy of the vsftpd daemon must have a different value for this directive. Refer to
Section 15.4.1 Starting Multiple Copies of vsftpd for more information about multihomed FTP
servers.

• listen_port — Speci�estheportonwhich vsftpd listensfor network connections.

Thedefault valueis 21.

• local_max_rate — Speci�esthemaximumratedatais transferedfor local usersloggedinto the
server in bytespersecond.

Thedefault valueis 0, whichdoesnot limit thetransferrate.
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• max_clients — Speci�es the maximumnumberof simultaneousclientsallowed to connectto
theserverwhenit is runningin standalonemode.Any additionalclientconnectionswould resultin
anerrormessage.

Thedefault valueis 0, whichdoesnot limit connections.

• max_per_ip — Speci�esthemaximumof clientsallowed to connectedfrom thesamesourceIP
address.

Thedefault valueis 0, whichdoesnot limit connections.

• pasv_address — Speci�estheIP addressfor thepublic facingIP addressof theserver for servers
behindNetwork AddressTranslation(NAT) �re walls.This enablesvsftpd to handout thecorrect
returnaddressfor passive modeconnections.

Thereis nodefault valuefor this directive.

• pasv_enable — Whenenabled,passive modeconnectsareallowed.

Thedefault valueis YES.

• pasv_max_port — Speci�es the highestpossibleport sentto the FTP clientsfor passive mode
connections.Thissettingis usedto limit theport rangesothat�re wall rulesareeasierto create.

The default value is 0, which doesnot limit the highestpassive port range.The value mustnot
exceed65535 .

• pasv_min_port — Speci�es the lowest possibleport sentto the FTP clients for passive mode
connections.Thissettingis usedto limit theport rangesothat�re wall rulesareeasierto create.

Thedefault valueis 0, which doesnot limit the lowestpassive port range.Thevaluemustnot be
lower 1024 .

• pasv_promiscuous — Whenenabled,dataconnectionsarenot checked to make surethey are
originatingfrom thesameIP address.This settingis only usefulfor certaintypesof tunneling.

Caution

Do not enable this option unless absolutely necessary as it disables an important security feature
which veri�es that passive mode connections originate from the same IP address as the control
connection that initiates the data transfer.

Thedefault valueis NO.

• port_enable — Whenenabled,active modeconnectsareallowed.

Thedefault valueis YES.

15.6. Additional Resour ces
For moreinformationaboutvsftpd , referto thefollowing resources.

15.6.1. Installed Documentation

• The /usr/share/doc/vsftpd- < version-number > / directory — Replace
< version-number > with the installed version of the vsftpd package.This directory
containsa READMEwith basic information about the software. The TUNING �le containsbasic
performancetuning tips and the SECURITY/ directory containsinformation about the security
modelemployedby vsftpd .
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• vsftpd relatedmanpages— Therearea numberof manpagesfor thedaemonandcon�guration
�les. Thefollowing lists someof themoreimportantmanpages.

Server Applications

• man vsftpd — Describesavailablecommandline optionsfor vsftpd .

Con�gurationFiles

• man vsftpd.conf — Containsadetailedlist of optionsavailablewithin thecon�guration
�le for vsftpd .

• man 5 hosts_access — Describesthe format and optionsavailable within the TCP
wrapperscon�guration�les: hosts.allow andhosts.deny .

15.6.2. Useful Websites

• http://vsftpd.beasts.org/ — Thevsftpd projectpageis a greatplaceto locatethelatestdocumen-
tationandto contacttheauthorof thesoftware.

• http://slacksite.com/other/ftp.html— Thiswebsiteprovidesaconciseexplanationof thedifferences
betweenactive andpassive modeFTP.

• http://war.jgaa.com/ftp/?cmd=rfc — A comprehensive list of Requestfor Comments(RFCs) related
to theFTPprotocol.

15.6.3. Related Books

• RedHat EnterpriseLinux SecurityGuide; RedHat, Inc. — The ServerSecuritychapterexplains
waysto securevsftpd andotherservices.
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III. Security Reference

Using secureprotocolsis a critical part of maintainingsystemintegrity. This part describescritical
tools usedfor the purposeof userauthentication,network accesscontrol,andsecurenetwork com-
munication.For moreinformationaboutsecuringaRedHatEnterpriseLinux system,referto theRed
Hat EnterpriseLinuxSecurityGuide.

Table of Contents
16.PluggableAuthentication Modules (PAM) ............................................................................. 253
17.TCP Wrappers and xinetd ..................................................................................................... 263
18. iptables ................................................................................................................................... 279
19.Kerberos..................................................................................................................................... 291
20.SSHProtocol.............................................................................................................................. 301
21.SELinux ..................................................................................................................................... 309





Chapter 16.
Plug gable Authentication Modules (PAM)

Programswhich grantusersaccessto a systemverify eachuser's identity througha processcalled
authentication. Historically, eachsuchprogramhadits own way of performingthe taskof authen-
tication.UnderRedHat EnterpriseLinux, many suchprogramsarecon�gured to usea centralized
authenticationmechanismcalledPluggableAuthenticationModulesor PAM.

PAM usesa pluggable,modulararchitecture,which affords thesystemadministratora greatdealof
�e xibility in settingauthenticationpoliciesfor thesystem.

In mostsituations,thedefaultPAM con�guration�le for aPAM-awareapplicationis suf�cient. How-
ever, sometimesit maybecomenecessaryto edit aPAM con�guration�le. Becausemiscon�guration
of PAM cancompromisesystemsecurity, it is importantto understandthe structureof these�les
beforemakingany modi�cations (refer to Section16.3PAM Con�guration File Format for morein-
formation).

16.1. Advantages of PAM
PAM offersthefollowing advantages:

• It providesacommonauthenticationschemethatcanbeusedwith awide varietyof applications.

• It allowsalargeamountof �e xibility andcontroloverauthenticationfor bothsystemadministrators
andapplicationdevelopers.

• It allows applicationdevelopersto develop programswithout creatingtheir own authentication
scheme.

16.2. PAM Con�guration Files
Thedirectory/etc/pam.d/ containsthePAM con�guration �les for eachPAM-awareapplication.
In earlierversionsof PAM, the�le /etc/pam.conf wasused,but this �le is now deprecatedandis
only usedif the /etc/pam.d/ directorydoesnotexist.

16.2.1. PAM Service Files
EachPAM-awareapplicationor servicehasa�le within the/etc/pam.d/ directory. Each�le within
thisdirectorybearsthenameof theservicefor which it controlsaccess.

It is up to thePAM-awareprogramto de�ne its servicenameandinstall its own PAM con�guration
�le in the/etc/pam.d/ directory. For example,the login programde�nesits servicenameaslogin
andinstallsthe /etc/pam.d/login PAM con�guration�le.

16.3. PAM Con�guration File Format
EachPAM con�guration�le containsagroupof directivesformattedasfollows:

< module interface > < control flag > < module name> < module arguments >

Eachof theseelementsareexplainedin thesubsequentsections.
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16.3.1. Module Interface
Therearefour typesof PAM moduleinterfaceswhichcorrelateto differentaspectsof theauthorization
process:

• auth — This moduleinterfaceauthenticatesuse.For example,it asksfor andveri�es thevalidity
of a password. Moduleswith this interfacecanalsosetcredentials,suchasgroupmembershipsor
Kerberostickets.

• account — This moduleinterfaceveri�es thataccessis allowed.For example,it maycheckif a
useraccountis expiredor is allowedto log in ataparticulartime of day.

• password — This moduleinterfacesetsandveri�es passwords.

• session — This moduleinterfacecon�guresandmanagesusersessions.Moduleswith this inter-
facecanalsoperformadditionaltasksthatareneededto allow access,like mountingauser's home
directoryandmakingtheuser's mailboxavailable.

Note

An individual module can provide any or all module interfaces. For instance, pam_unix.so provides
all four module interfaces.

In a PAM con�guration �le, themoduleinterfaceis the�rst �eld de�ned.For example,a typical line
in acon�gurationmaylook like this:

auth required pam_unix.so

This instructsPAM to usethepam_unix.so module's auth interface.

16.3.1.1. Stacking Module Interfaces

Module interfacedirectives can be stacked, or placedupon oneanother, so that multiple modules
areusedtogetherfor onepurpose.For this reason,theorderin which themodulesarelisted is very
importantto theauthenticationprocess.

Stackingmakesit veryeasyfor anadministratorto requirespeci�c conditionsto exist beforeallowing
theuserto authenticate.For example,rlogin normallyuses� ve stacked auth modules,asseenin
its PAM con�guration�le:

auth required pam_nologin.so
auth required pam_securetty.so
auth required pam_env.so
auth sufficient pam_rhosts_auth.so
auth required pam_stack.so service=system-auth

Beforesomeoneis allowed to userlogin , PAM veri�es thatthe /etc/nologin �le doesnot exist,
that they arenot trying to log in remotelyas a root userover a network connection,and that any
environmentalvariablescanbeloaded.Then,if asuccessfulrhosts authenticationis performed,the
connectionis allowed. If the rhosts authenticationfails, thenstandardpassword authenticationis
performed.
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16.3.2. Contr ol Flag
All PAM modulesgeneratea successor failure resultwhencalled.Control �ags tell PAM what do
with theresult.Sincemodulescanbestackedin aparticularorder, control�ags decidehow important
the successor failure of a particularmoduleis to the overall goal of authenticatingthe userto the
service.

Therearefour prede�nedcontrol�ags:

• required — Themoduleresultmustbesuccessfulfor authenticationto continue.If a required
moduleresultfails, theuseris notnoti�ed until resultsonall modulesreferencingthatinterfaceare
completed.

• requisite — Themoduleresultmustbesuccessfulfor authenticationto continue.However, if a
requisite moduleresultfails, theuseris noti�ed immediatelywith amessagere�ecting the�rst
failedrequired or requisite module.

• sufficient — Themoduleresultis ignoredif it fails.However, if asufficient �aggedmodule
result is successfuland no required �agged modulesabove it have failed, thenno otherresults
arerequiredandtheuseris authenticatedto theservice.

• optional — Themoduleresultis ignored.A module�agged asoptional only becomesneces-
saryfor successfulauthenticationwhentherearenoothermodulesreferencingtheinterface.

Impor tant

The order in which required modules are called is not critical. The sufficient and requisite
control �ags cause order to become important.

A newer control �ag syntaxwhich allows for moreprecisecontrol is now availablefor PAM. Please
seethe PAM documentationlocatedin the /usr/share/doc/pam- < version-number > / direc-
tory for informationon this new syntax(where< version-number > is the versionnumberfor
PAM).

16.3.3. Module Name
ThemodulenameprovidesPAM thenameof thepluggablemodulecontainingthespeci�ed module
interface.Underolderversionsof RedHatEnterpriseLinux, thefull pathto themodulewasprovided
within thePAM con�guration�le, suchas/lib/security/pam_stack.so .However, sincethead-
ventof multilib systems,whichstore64-bitPAM moduleswithin the /lib64/security/ directory,
thedirectorynameis omittedbecausetheapplicationis linkedto theappropriateversionof libpam ,
whichcanlocatethecorrectversionof themodule.

16.3.4. Module Arguments
PAM usesargumentsto passinformationto apluggablemoduleduringauthenticationfor somemod-
ules.

For example,the pam_userdb.so moduleusessecretsstoredin a Berkeley DB �le to authenticate
theuser. Berkeley DB is anopensourcedatabasesystemembeddedin many applications.Themodule
takesa db argumentsothatBerkeley DB knows whichdatabaseto usefor therequestedservice.

A typical pam_userdb.so line within aPAM con�guration�le lookslike this:

auth required pam_userdb.so db=< path-to-file >
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In thepreviousexample,replace< path-to-file > with thefull pathto theBerkeley DB database
�le.

Invalid argumentsareignoredanddo not otherwiseaffect thesuccessor failureof thePAM module.
However, mostmodulesreporterrorsto the /var/log/messages �le.

16.4. Sample PAM Con�guration Files
Below is asamplePAM applicationcon�guration�le:

#%PAM-1.0
auth required pam_securetty.so
auth required pam_unix.so shadow nullok
auth required pam_nologin.so
account required pam_unix.so
password required pam_cracklib.so retry=3
password required pam_unix.so shadow nullok use_authtok
session required pam_unix.so

The�rst line is acommentasdenotedby thehashmark(#) at thebeginningof theline.

Linestwo throughfour stackthreemodulesfor login authentication.

auth required pam_securetty.so

Thismodulemakessurethatif theuseris trying to log in asroot, thetty onwhich theuseris logging
in is listedin the /etc/securetty �le, if that�le exists.

auth required pam_unix.so shadow nullok

This modulepromptsthe userfor a password andthenchecksthe password usingthe information
storedin /etc/passwd and,if it exists, /etc/shadow . The pam_unix.so moduleautomatically
detectsandusesshadow passwordsto authenticateusers.Referto Section6.5ShadowPasswordsfor
moreinformation.

Theargumentnullok instructsthepam_unix.so moduleto allow ablankpassword.

auth required pam_nologin.so

This is the �nal authenticationstep.It veri�es whetherthe �le /etc/nologin exists. If nologin
doesexist andtheuseris not root,authenticationfails.

Note

In this example, all three auth modules are checked, even if the �rst auth module fails. This prevents
the user from knowing at what stage their authentication failed. Such knowledge in the hands of an
attacker could allow them to more easily deduce how to crack the system.

account required pam_unix.so

This moduleperformsany necessaryaccountveri�cation. For example,if shadow passwordshave
beenenabled,theaccountcomponentof the pam_unix.so modulechecksto seeif theaccounthas
expiredor if theuserhasnotchangedthepassword within thegraceperiodallowed.

password required pam_cracklib.so retry=3
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If apasswordhasexpired,thepasswordcomponentof thepam_cracklib.so modulepromptsfor a
new password. It thenteststhenewly createdpassword to seewhetherit caneasilybedeterminedby
a dictionary-basedpassword crackingprogram.If it fails this testthe �rst time, it givestheusertwo
morechancesto createastrongpassword,asspeci�ed in the retry=3 argument.

password required pam_unix.so shadow nullok use_authtok

This line speci�es that if the programchangesthe user's password, it shoulduse the password
componentof the pam_unix.so module to do so. This only happensif the auth portion of the
pam_unix.so modulehasdeterminedthatthepassword needsto bechanged.

Theargumentshadow tells themoduleto createshadow passwordswhenupdatingauser'spassword.

Theargumentnullok instructsthemoduleto allow theuserto changetheir password froma blank
password,otherwiseanull password is treatedasanaccountlock.

The�nal argumenton this line, use_authtok , providesa goodexampleof theimportanceof order
whenstackingPAM modules.This argumenttells themodulenot to prompttheuserfor a new pass-
word.Instead,it acceptsany password thatwasrecordedby apreviouspasswordmodule.In thisway,
all new passwordsmustpassthepam_cracklib.so testfor securepasswordsbeforebeingaccepted.

session required pam_unix.so

The �nal line speci�es that the sessioncomponentof the pam_unix.so modulemanagesthe ses-
sion.This modulelogstheusernameandtheservicetypeto /var/log/messages at thebeginning
andendof eachsession.It canbesupplementedby stackingit with othersessionmodulesfor more
functionality.

Thenext samplecon�guration�le illustratesauth modulestackingfor therlogin program.

#%PAM-1.0
auth required pam_nologin.so
auth required pam_securetty.so
auth required pam_env.so
auth sufficient pam_rhosts_auth.so
auth required pam_stack.so service=system-auth

First, pam_nologin.so checksto seeif /etc/nologin exists. If it does,no onecanlog in except
for root.

auth required pam_securetty.so

Thepam_securetty.so modulepreventstheroot userfrom loggingin on insecureterminals.This
effectively disallows all root rlogin attemptsdueto theapplication's limited securitysafeguards.

Tip

To log in remotely as the root user, use OpenSSH instead. For more information, refer to
Chapter 20 SSH Protocol.

auth required pam_env.so

This line loads the pam_env.so module, which sets the environmental variables speci�ed in
/etc/security/pam_env.conf .

auth sufficient pam_rhosts_auth.so
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The pam_rhosts_auth.so module authenticatesthe user using .rhosts in the user's home
directory. If this succeeds,PAM immediatelyconsidersthe authenticationto have succeeded.If
pam_rhosts_auth.so fails to authenticatetheuser, theauthenticationattemptis ignored.

auth required pam_stack.so service=system-auth

If thepam_rhosts_auth.so modulefails to successfullyauthenticatetheuser, thepam_stack.so
moduleperformsnormalpassword authentication.

Theargumentservice=system-auth indicatesthattheusermustnow passthroughthePAM con-
�guration for systemauthenticationasfoundin /etc/pam.d/system-auth .

Tip

To prevent PAM from prompting for a password when the securetty result fails, change the
pam_securetty.so module from required to requisite .

16.5. Creating PAM Modules
New PAM modulescanbeaddedat any time for PAM-awareapplicationsto use.For example,if a
developerinventsaone-time-passwordcreationmethodandwritesaPAM moduleto supportit, PAM-
awareprogramscanimmediatelyusethenew moduleandpasswordmethodwithoutbeingrecompiled
or otherwisemodi�ed. This allows developersandsystemadministratorsto mix-and-match,aswell
astest,authenticationmethodsfor differentprogramswithout recompilingthem.

Documentation on writing modules is included in the
/usr/share/doc/pam- < version-number > / directory (where < version-number > is the
versionnumberfor PAM).

16.6. PAM and Administrative Credential Caching
A varietyof graphicaladministrative toolsunderRedHat EnterpriseLinux give userselevatedpriv-
ilegesfor up to � ve minutesvia thepam_timestamp.so module.It is importantto understandhow
thismechanismworksbecauseauserwhowalksaway from aterminalwhile pam_timestamp.so is
in effect leavesthemachineopento manipulationby anyonewith physicalaccessto theconsole.

Under the PAM timestampscheme,the graphicaladministrative applicationpromptsthe user for
the root password when it is launched.Onceauthenticated,the pam_timestamp.so modulecre-
atesa timestamp�le within the /var/run/sudo/ directory by default. If the timestamp�le al-
readyexists, other graphicaladministrative programsdo not prompt for a password. Instead,the
pam_timestamp.so modulefreshensthe timestamp�le — reservingan extra � ve minutesof un-
challengedadministrative accessfor theuser.

Theexistenceof thetimestamp�le is denotedby anauthenticationicon in thenoti�cation areaof the
panel.Below is anillustrationof theauthenticationicon:

Figure16-1.The Authentication Icon
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16.6.1. Removing the Timestamp File
It is recommendedthat beforewalking away from a consolewherea PAM timestampis active, the
timestamp�le bedestroyed.To do this from within agraphicalenvironment,click on theauthentica-
tion iconon thepanel.Whenadialogboxappears,click on theForget Authorization button.

Figure16-2.Authentication Icon Dialog

If loggedintoasystemremotelyusingssh , usethe/sbin/pam_timestamp_check -k root com-
mandto destroy thetimestamp�le.

Note

You must be logged in as the user who originally invoked the pam_timestamp.so module in order to
use the /sbin/pam_timesta mp_ch eck command. Do not log in as root to issue this command.

For information about destroying the timestamp�le using pam_timestamp_check , refer to the
pam_timestamp_check manpage.

16.6.2. Common pam_timestamp Directives
Thepam_timestamp.so moduleacceptsseveraldirectives.Below arethetwo mostcommonlyused
options:

• timestamp_timeout — Speci�esthenumberof secondstheduringwhich thetimestamp�le is
valid (in seconds).Thedefault valueis 300seconds(� ve minutes).

• timestampdir — Speci�esthedirectoryin which thetimestamp�le is stored.Thedefault value
is /var/run/sudo/ .

For more information about controlling the pam_timestamp.so module, refer to
Section16.8.1InstalledDocumentation.

16.7. PAM and Device Owner ship
RedHat EnterpriseLinux allows the �rst userto log in on the physicalconsoleof the machinethe
ability to manipulatesomedevicesandperformsometasksnormally reservedfor theroot user. This
is controlledby aPAM modulecalledpam_console.so .
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16.7.1. Device Owner ship
Whena userlogs into a RedHat EnterpriseLinux system,the pam_console.so moduleis called
by login or thegraphicallogin programs,gdm andkdm. If this useris the�rst userto log in at the
physicalconsole— calledthe consoleuser— themodulegrantstheuserownershipof a varietyof
devicesnormallyownedby root.Theconsoleuserownsthesedevicesuntil the last local sessionfor
thatuserends.Oncetheuserhasloggedout,ownershipof thedevicesrevertsbackto therootuser.

Thedevicesaffectedinclude,but arenot limited to, soundcards,diskettedrives,andCD-ROM drives.

This allows a local userto manipulatethesedeviceswithout attainingroot access,thussimplifying
commontasksfor theconsoleuser.

By modifying the �le /etc/security/console.perms , the administratorcanedit the list of de-
vicescontrolledby pam_console.so .

Warning

If the gdm , kdm , or xdm display manager con�gur ation �le has been altered to allow remote users
to log in and the host is con�gured to run at runlevel 5, it is advisable to change the < console > and
< xconsole > directives within the /etc/security/con so le. perms to the following values:

< console > =tty[0-9][0-9]* vc/[0-9][0-9]* :0\.[0-9] :0
< xconsole > =:0\.[0-9] :0

Doing this prevents remote users from gaining access to devices and restricted applications on the
machine.

If the gdm , kdm , or xdm display manager con�gur ation �le has been altered to allow remote users
to log in and the host is con�gured to run at any multiple user runlevel other than 5, it is advisable
to remove the < xconsole > directive entirely and change the < console > directive to the following
value:

< console > =tty[0-9][0-9]* vc/[0-9][0-9]*

16.7.2. Application Access
Theconsoleuseris alsoallowedaccessto certainprogramswith a �le bearingthecommandnamein
the /etc/security/console.apps/ directory.

Onenotablegroupof applicationstheconsoleuserhasaccessto arethreeprogramswhichshutoff or
rebootthesystem.Theseare:

• /sbin/halt

• /sbin/reboot

• /sbin/poweroff

BecausethesearePAM-awareapplications,they call thepam_console.so moduleasa requirement
for use.

For moreinformation,referto theSection16.8.1InstalledDocumentation.
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16.8. Additional Resour ces
The following resourcesfurther explain methodsto useand con�gure PAM. In addition to these
resources,readthePAM con�guration�les onthesystemto betterunderstandhow they arestructured.

16.8.1. Installed Documentation

• PAM relatedman pages— Thereare a numberof man pagesfor the variousapplicationsand
con�guration �les involvedwith PAM. Thefollowing is a list of someof themoreimportantman
pages.

Con�gurationFiles

• man pam — Good introductory information on PAM, including the structureand pur-
poseof the PAM con�guration �les. Note that althoughthis man pagetalks about the
/etc/pam.conf �le, the actualcon�guration �les for PAM underRed Hat Enterprise
Linux arein the /etc/pam.d/ directory.

• man pam_console — Describesthe purposeof the pam_console.so module.It also
describestheappropriatesyntaxfor anentrywithin aPAM con�guration�le.

• man console.apps — Describes the format and options available within
/etc/security/console.apps thecon�guration �le which de�nes which applications
areaccessibleby theconsoleuserassignedby PAM.

• man console.perms — Describes the format and options available within
/etc/security/console.perms , thecon�guration�le for theconsoleuserpermissions
assignedby PAM.

• man pam_timestamp — Describesthepam_timestamp.so module.

• /usr/share/doc/pam- < version-number > — Containsa SystemAdministrators' Guide, a
ModuleWriters' Manual, andtheApplicationDevelopers' Manual, aswell asa copy of thePAM
standard,DCE-RFC86.0(replace< version-number > with theversionnumberof PAM).

• /usr/share/doc/pam- < version-number > /txts/README.pam _timesta mp — Contains
informationaboutthe pam_timestamp.so PAM module(replace< version-number > with
theversionnumberof PAM).

16.8.2. Useful Websites

• http://www.kernel.org/pub/linux/libs/pam/ — Theprimarydistribution websitefor theLinux-PAM
project,containinginformationonvariousPAM modules,a FAQ, andadditionalPAM documenta-
tion.
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Chapter 17.
TCP Wrapper s and xinetd

Controlling accessto network servicesis oneof the most importantsecuritytasksfacing a server
administrator. RedHat EnterpriseLinux providesseveral tools which do just that.For instance,an
iptables -based�re wall �lters out unwelcomenetwork packetswithin the kernel's network stack.
For network servicesthatutilize it, TCPwrappers addanadditionallayerof protectionby de�ning
which hostsareor are not allowed to connectto "wrapped" network services.One suchwrapped
network serviceis thexinetd superserver. This serviceis calleda superserver becauseit controls
connectionsto asubsetof network servicesandfurtherre�nes accesscontrol.

Figure17-1is abasicillustrationof how thesetoolswork togetherto protectnetwork services.

Figure17-1.AccessControl to Network Services

This chapterfocuseson the role of TCPwrappersandxinetd in controllingaccessto network ser-
vicesandreviews how thesetoolscanbeusedto enhanceboth loggingandutilization management.
For adiscussionof using�re walls with iptables , referto Chapter18 iptables .
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17.1. TCP Wrapper s
The TCP wrapperspackage(tcp_wrappers ) is installed by default and provides host-based
accesscontrol to network services.The most important componentwithin the packageis the
/usr/lib/libwrap.a library. In generalterms, a TCP wrappedservice is one that has been
compiledagainstthe libwrap.a library.

Whena connectionattemptis madeto a TCPwrappedservice,theservice�rst referencesthe hosts
access�les (/etc/hosts.allow and /etc/hosts.deny ) to determinewhetheror not the client
hostis allowedto connect.In mostcases,it thenusesthesyslogdaemon(syslogd ) to write thename
of therequestinghostandtherequestedserviceto /var/log/secure or /var/log/messages .

If aclienthostis allowedto connect,TCPwrappersreleasecontrolof theconnectionto therequested
serviceanddonot interferefurtherwith communicationbetweentheclienthostandtheserver.

In additionto accesscontrolandlogging,TCPwrapperscanactivatecommandsto interactwith the
clientbeforedenying or releasingcontrolof theconnectionto therequestednetwork service.

BecauseTCP wrappersare a valuableaddition to any server administrator's arsenalof security
tools, most network serviceswithin Red Hat EnterpriseLinux are linked againstthe libwrap.a
library. Some such applications include /usr/sbin/sshd , /usr/sbin/sendmail , and
/usr/sbin/xinetd .

Note

To determine if a network service binary is linked against libwrap.a , type the following command as
the root user:

strings -f < binary-name > | grep hosts_access

Replace < binary-name > with the name of the network service binary.

If a prompt is returned, then the network service is not linked against libwrap.a .

17.1.1. Advantages of TCP Wrapper s
TCPwrappersprovide thefollowing advantagesover othernetwork servicecontroltechniques:

• Transparencyto boththeclienthostandthewrappednetworkservice— Boththeconnectingclient
andthewrappednetwork serviceareunawarethatTCPwrappersarein use.Legitimateusersare
loggedandconnectedto therequestedservicewhile connectionsfrom bannedclientsfail.

• Centralizedmanagementof multipleprotocols— TCPwrappersoperateseparatelyfrom the net-
work servicesthey protect,allowing many server applicationsto shareacommonsetof con�gura-
tion �les for simplermanagement.

17.2. TCP Wrapper s Con�guration Files
To determineif a client machineis allowed to connectto a service,TCP wrappersreferencethe
following two �les, whicharecommonlyreferredto ashostsaccess�les:

• /etc/hosts.allow

• /etc/hosts.deny
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Whenaclient requestis receivedby aTCPwrappedservice,it takesthefollowing basicsteps:

1. References /etc/hosts.allow . — The TCP wrapped service sequentially parsesthe
/etc/hosts.allow �le and applies the �rst rule speci�ed for that service. If it �nds a
matchingrule, it allows theconnection.If not, it moveson to thenext step.

2. References /etc/hosts.deny . — The TCP wrapped service sequentially parses the
/etc/hosts.deny �le. If it �nds a matchingrule, it deniesthe connection.If not, accessto
theserviceis granted.

Thefollowing areimportantpointsto considerwhenusingTCPwrappersto protectnetwork services:

• Becauseaccessrulesin hosts.allow areapplied�rst, they takeprecedenceoverrulesspeci�edin
hosts.deny . Therefore,if accessto a serviceis allowed in hosts.allow , a rule denying access
to thatsameservicein hosts.deny is ignored.

• Therulesin each�le arereadfrom thetop down andthe�rst matchingrule for a givenserviceis
theonly oneapplied.Theorderof therulesis extremelyimportant.

• If no rulesfor the servicearefound in either �le, or if neither�le exists,accessto the serviceis
granted.

• TCP wrappedservicesdo not cachethe rules from the hostsaccess�les, so any changesto
hosts.allow or hosts.deny take effect immediatelywithout restartingnetwork services.

Warning

If the last line of a hosts access �le is not a newline character (created by pressing the [Enter] key),
the last rule in the �le fails and an error is logged to either /var/log/messages or /var/log/secure .
This is also the case for a rule that spans multiple lines without using the backslash. The following
example illustrates the relevant portion of a log message for a rule failure due to either of these
circumstances:

warning: /etc/hosts.allow, line 20: missing newline or line too long

17.2.1. Formatting Access Rules
Theformat for both /etc/hosts.allow and /etc/hosts.deny areidentical.Any blank linesor
linesthatstartwith ahashmark(#) areignored,andeachrulemustbeon its own line.

Eachruleusesthefollowing basicformatto controlaccessto network services:

< daemon list > : < client list > [: < option > : < option > : ...]

• < daemon list > — A commaseparatedlist of processnames(not servicenames)or theALL
wildcard (refer to Section17.2.1.1Wildcards). The daemonlist also acceptsoperators (refer to
Section17.2.1.4Operators) to allow greater�e xibility.

• < client list > — A commaseparatedlist of hostnames,hostIP addresses,specialpatterns
(refer to Section17.2.1.2Patterns), or special wildcards (refer to Section17.2.1.1Wildcards)
which identify the hostseffected by the rule. The client list also acceptsoperatorslisted in
Section17.2.1.4Operators to allow greater�e xibility.
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• < option > — An optional action or colon separatedlist of actionsperformedwhen the rule
is triggered.Option �elds supportexpansions(refer to Section17.2.2.4Expansions), launchshell
commands,allow or deny access,andalterloggingbehavior (referto Section17.2.2OptionFields).

Thefollowing is abasicsamplehostsaccessrule:

vsftpd : .example.com

This rule instructsTCP wrappersto watchfor connectionsto the FTP daemon(vsftpd ) from any
hostin theexample.com domain.If this rule appearsin hosts.allow , theconnectionis accepted.
If this ruleappearsin hosts.deny , theconnectionis rejected.

Thenext samplehostsaccessrule is morecomplex andusestwo option�elds:

sshd : .example.com \
: spawn /bin/echo `/bin/date` access denied>>/var/log/sshd.l og \
: deny

Notethateachoption�eld is precededby thebackslash(\ ). Useof thebackslashpreventsfailureof
theruledueto length.

Thissamplerulestatesthatif aconnectionto theSSHdaemon(sshd ) is attemptedfrom ahostin the
example.com domain, execute the echo command(which logs the attempt to a special �le),
and deny the connection.Becausethe optional deny directive is used, this line deniesaccess
even if it appearsin the hosts.allow �le. For a moredetailedlook at availableoptions,refer to
Section17.2.2OptionFields.

17.2.1.1. Wildcar ds

Wildcardsallow TCPwrappersto moreeasilymatchgroupsof daemonsor hosts.They areusedmost
frequentlyin theclient list �eld of accessrules.

Thefollowing wildcardsmaybeused:

• ALL — Matcheseverything.It canbeusedfor boththedaemonlist andtheclient list.

• LOCAL— Matchesany hostthatdoesnot containaperiod(. ), suchaslocalhost.

• KNOWN— Matchesany hostwherethehostnameandhostaddressareknown or wheretheuseris
known.

• UNKNOWN— Matchesany hostwherethehostnameor hostaddressareunknown or wheretheuser
is unknown.

• PARANOID— Matchesany hostwherethehostnamedoesnot matchthehostaddress.

Caution

The KNOWN, UNKNOWN, and PARANOIDwildcards should be used with care as a disruption in name
resolution may prevent legitimate users from gaining access to a service.

17.2.1.2. Patterns

Patternscanbeusedin theclient list �eld of accessrulesto morepreciselyspecifygroupsof client
hosts.

Thefollowing is a list of themostcommonacceptedpatternsfor aclient list entry:
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• Hostnamebeginningwith a period(. ) — Placingaperiodat thebeginningof ahostnamematches
all hostssharingthe listed componentsof the name.The following exampleappliesto any host
within theexample.com domain:
ALL : .example.com

• IP addressendingwith a period (. ) — Placinga periodat the endof an IP addressmatchesall
hostssharingthe initial numericgroupsof an IP address.The following exampleappliesto any
hostwithin the192.168.x.x network:
ALL : 192.168.

• IP address/netmaskpair — Netmaskexpressionscanalsobeusedasa patternto controlaccessto
aparticulargroupof IP addresses.Thefollowing exampleappliesto any hostwith anaddressrange
of 192.168.0.0 through192.168.1.255 :
ALL : 192.168.0.0/255.255.254. 0

Impor tant

When working in the IPv4 address space, the address/pre�x length (pre�xlen ) pair declarations
are not supported. Only IPv6 rules can use this format.

• [IPv6 address]/pre�xlen pair — [net]/pre�xlen pairscanalsobeusedasapatternto controlaccess
to a particulargroupof IPv6 addresses.The following examplewould apply to any hostwith an
addressrangeof 3ffe:505:2:1:: through3ffe:505:2:1:ffff:ffff:ffff:ffff :
ALL : [3ffe:505:2:1::]/64

• Theasterisk(* ) — Asteriskscanbeusedto matchentiregroupsof hostnamesor IP addresses,as
longasthey arenotmixedin aclient list containingothertypesof patterns.Thefollowing example
would applyto any hostwithin theexample.com domain:
ALL : *.example.com

• Theslash(/ ) — If aclient list beginswith aslash,it is treatedasa �le name.This is usefulif rules
specifyinglargenumbersof hostsarenecessary. Thefollowing examplerefersTCPwrappersto the
/etc/telnet.hosts �le for all Telnetconnections:
in.telnetd : /etc/telnet.hosts

Other, lesserused,patternsarealsoacceptedby TCPwrappers.Referto the hosts_access man5
pagefor moreinformation.

Warning

Be very careful when using hostnames and domain names. Attackers can use a variety of tricks to
circumvent accurate name resolution. In addition, disruption in DNS service prevents even authorized
users from using network services.

It is, therefore, best to use IP addresses whenever possible.

17.2.1.3. Por tmap and TCP Wrapper s

Whencreatingaccesscontrolrulesfor portmap , donotusehostnamesasportmap 's implementation
of TCPwrappersdoesnotsupporthostlook ups.For this reason,only useIP addressesor thekeyword
ALL whenspecifyinghostsin hosts.allow or hosts.deny .

In addition,changesto portmap accesscontrolrulesmaynot takeaffect immediatelywithout restart-
ing theportmap service.
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Widely usedservices,suchasNIS andNFS, dependon portmap to operate,so be awareof these
limitations.

17.2.1.4. Operator s

At present,accesscontrol rulesacceptoneoperator, EXCEPT. It canbeusedin both thedaemonlist
andtheclient list of a rule.

TheEXCEPToperatorallows speci�c exceptionsto broadermatcheswithin thesamerule.

In thefollowing examplefrom a hosts.allow �le, all example.com hostsareallowed to connect
to all servicesexceptcracker.example.com :

ALL: .example.com EXCEPT cracker.example.com

In theanotherexamplefrom a hosts.allow �le, clientsfrom the192.168.0.x network canuseall
servicesexceptfor FTP:

ALL EXCEPT vsftpd: 192.168.0.

Note

Organizationally, it is often easier to avoid using EXCEPToperators. This allows other administrators to
quickly scan the appropriate �les to see what hosts are allowed or denied access to services, without
having to sort through EXCEPToperators.

17.2.2. Option Fields
In additionto basicrulesallowing anddenying access,theRedHat EnterpriseLinux implementation
of TCPwrapperssupportsextensionsto theaccesscontrol languagethroughoption �elds. By using
option�elds within hostsaccessrules,administratorscanaccomplishavarietyof taskssuchasaltering
log behavior, consolidatingaccesscontrol,andlaunchingshellcommands.

17.2.2.1. Log ging

Option�elds let administratorseasilychangethelog facility andpriority level for a ruleby usingthe
severity directive.

In thefollowing example,connectionsto theSSHdaemonfrom any hostin theexample.com domain
areloggedto the default authpriv syslog facility (becauseno facility value is speci�ed) with a
priority of emerg :

sshd : .example.com : severity emerg

It is alsopossibleto specifya facility usingthe severity option.The following examplelogsany
SSH connectionattemptsby hostsfrom the example.com domainto the local0 facility with a
priority of alert :

sshd : .example.com : severity local0.alert
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Note

In practice, this example does not work until the syslog daemon (syslogd ) is con�gured to log to
the local0 facility. Refer to the syslog.conf man page for information about con�gur ing custom log
facilities.

17.2.2.2. Access Contr ol

Option�elds alsoallow administratorsto explicitly allow or deny hostsin asingleruleby addingthe
allow or deny directive asthe�nal option.

For instance,the following two rulesallow SSH connectionsfrom client-1.example.com , but
deny connectionsfrom client-2.example.com :

sshd : client-1.example.com : allow
sshd : client-2.example.com : deny

By allowing accesscontrolon a per-rule basis,the option �eld allows administratorsto consolidate
all accessrulesinto a single�le: eitherhosts.allow or hosts.deny . Someconsiderthis aneasier
wayof organizingaccessrules.

17.2.2.3. Shell Commands

Option�elds allow accessrulesto launchshellcommandsthroughthefollowing two directives:

• spawn — Launchesa shell commandasa child process.This optiondirective canperformtasks
likeusing/usr/sbin/safe_finger to getmoreinformationabouttherequestingclientor create
speciallog �les usingtheecho command.

In thefollowing example,clientsattemptingto accessTelnetservicesfrom the example.com do-
mainarequietly loggedto aspecial�le:
in.telnetd : .example.com \

: spawn /bin/echo `/bin/date` from %h>>/var/log/telnet.log \
: allow

• twist — Replacestherequestedservicewith thespeci�edcommand.This directive is oftenused
to set up trapsfor intruders(alsocalled "honey pots"). It canalsobe usedto sendmessagesto
connectingclients.The twist directive mustoccurat theendof therule line.

In thefollowing example,clientsattemptingto accessFTPservicesfromtheexample.com domain
aresentamessagevia theecho command:
vsftpd : .example.com \
: twist /bin/echo "421 Bad hacker, go away!"

For moreinformationaboutshellcommandoptions,referto thehosts_options manpage.

17.2.2.4. Expansions

Expansions,whenusedin conjunctionwith the spawn and twist directives, provide information
abouttheclient,server, andprocessesinvolved.

Below is a list of supportedexpansions:

• %a— Suppliestheclient's IP address.
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• %A— Suppliestheserver's IP address.

• %c— Suppliesavarietyof client information,suchastheusernameandhostname,or theusername
andIP address.

• %d— Suppliesthedaemonprocessname.

• %h— Suppliestheclient's hostname(or IP address,if thehostnameis unavailable).

• %H— Suppliestheserver's hostname(or IP address,if thehostnameis unavailable).

• %n— Suppliestheclient's hostname.If unavailable,unknown is printed.If theclient's hostname
andhostaddressdonotmatch,paranoid is printed.

• %N— Suppliestheserver's hostname.If unavailable,unknown is printed.If theserver's hostname
andhostaddressdonotmatch,paranoid is printed.

• %p— SuppliesthedaemonprocessID.

• %s—Suppliesvarioustypesof server information,suchasthedaemonprocessandthehostor IP
addressof theserver.

• %u— Suppliestheclient's username.If unavailable,unknown is printed.

Thefollowing sampleruleusesanexpansionin conjunctionwith thespawn commandto identify the
clienthostin acustomizedlog �le.

Whenconnectionsto the SSHdaemon(sshd ) areattemptedfrom a host in the example.com do-
main,executetheecho commandto log theattempt,includingtheclient hostname(by usingthe %h
expansion),to aspecial�le:

sshd : .example.com \
: spawn /bin/echo `/bin/date` access denied to %h>>/var/log/sshd.log \
: deny

Similarly, expansionscanbeusedto personalizemessagesbackto theclient.In thefollowing example,
clientsattemptingto accessFTPservicesfrom theexample.com domainareinformedthatthey have
beenbannedfrom theserver:

vsftpd : .example.com \
: twist /bin/echo "421 %h has been banned from this server!"

For a full explanationof available expansions,as well as additionalaccesscontrol options,refer
to section5 of the manpagesfor hosts_access (man 5 hosts_access ) and the manpagefor
hosts_options .

For additionalinformationaboutTCPwrappers,referto Section17.5AdditionalResources. For more
informationabouthow to secureTCPwrappers,referto thechaptertitled ServerSecurityin theRed
Hat EnterpriseLinuxSecurityGuide.

17.3. xinetd

The xinetd daemonis a TCP wrappedsuperservicewhich controlsaccessto a subsetof popular
network servicesincluding FTP, IMAP, and Telnet. It also provides service-speci�ccon�guration
optionsfor accesscontrol,enhancedlogging,binding,redirection,andresourceutilizationcontrol.

Whena client hostattemptsto connectto a network servicecontrolledby xinetd , thesuperservice
receives the requestand checksfor any TCP wrappersaccesscontrol rules. If accessis allowed,
xinetd veri�es thattheconnectionis allowedunderits own accessrulesfor thatserviceandthatthe
serviceis notconsumingmorethanits allotedamountof resourcesor is in breachof any de�nedrules.
It thenstartsaninstanceof therequestedserviceandpassescontrolof theconnectionto it. Oncethe
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connectionis established,xinetd doesnot interferefurtherwith communicationbetweentheclient
hostandtheserver.

17.4. xinetd Con�guration Files
Thecon�guration�les for xinetd areasfollows:

• /etc/xinetd.conf — Theglobalxinetd con�guration�le.

• /etc/xinetd.d/ — Thedirectorycontainingall service-speci�c�les.

17.4.1. The /etc/xinetd.conf File
The/etc/xinetd.conf �le containsgeneralcon�gurationsettingswhicheffecteveryserviceunder
xinetd 's control.It is readoncewhenthexinetd serviceis started,sofor con�gurationchangesto
takeeffect,theadministratormustrestartthexinetd service.Below isasample/etc/xinetd.conf
�le:

defaults
{

instances = 60
log_type = SYSLOGauthpriv
log_on_success = HOST PID
log_on_failure = HOST
cps = 25 30

}
includedir /etc/xinetd.d

Theselinescontrolthefollowing aspectsof xinetd :

• instances — Setsthemaximumnumberof requestsxinetd canhandleatonce.

• log_type — Con�guresxinetd to usetheauthpriv log facility, whichwriteslog entriesto the
/var/log/secure �le. Addingadirective suchasFILE /var/log/xinetdlog wouldcreatea
customlog �le calledxinetdlog in the/var/log/ directory.

• log_on_success — Con�gures xinetd to log if the connectionis successful.By default, the
remotehost's IP addressandtheprocessID of server processingtherequestarerecorded.

• log_on_failure — Con�guresxinetd to log if thereis aconnectionfailureor if theconnection
is not allowed.

• cps — Con�guresxinetd to allow nomorethan25 connectionspersecondto any givenservice.
If this limit is reached,theserviceis retiredfor 30seconds.

• includedir /etc/xinetd.d/ — Includes options declared in the service-speci�c
con�guration �les located in the /etc/xinetd.d/ directory. Refer to
Section17.4.2The/etc/xinetd.d/ Directoryfor moreinformation.

Note

Often, both the log_on_success and log_on_failure settings in /etc/xinetd.conf are further
modi�ed in the service-speci�c log �les . For this reason, more information may appear in a given ser-
vice's log than the /etc/xinetd.conf �le may indicate. Refer to Section 17.4.3.1 Logging Options
for additional information.
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17.4.2. The /etc/xinetd.d/ Director y
The/etc/xinetd.d/ directorycontainsthecon�guration�les for eachservicemanagedby xinetd
andthenamesof the�les correlateto theservice.As with xinetd.conf , this directoryis readonly
whenthexinetd serviceis started.For any changesto take effect, theadministratormustrestartthe
xinetd service.

The format of �les in the /etc/xinetd.d/ directory use the same conventions as
/etc/xinetd.conf . The primary reasonthe con�guration for eachserviceis storedin a separate
�le is to makecustomizationeasierandlesslikely to effect otherservices.

To gain an understandingof how these�les arestructured,considerthe /etc/xinetd.d/telnet
�le:

service telnet
{

flags = REUSE
socket_type = stream
wait = no
user = root
server = /usr/sbin/in.t el netd
log_on_failur e += USERID
disable = yes

}

Theselinescontrolvariousaspectsof the telnet service:

• service — De�nes theservicename,usuallyonelistedin the /etc/services �le.

• flags — Setsany of a numberof attributesfor theconnection.REUSEinstructsxinetd to reuse
thesocket for aTelnetconnection.

• socket_type — Setsthenetwork socket typeto stream .

• wait — De�nes whethertheserviceis single-threaded(yes ) or multi-threaded(no).

• user — De�nes whatuserID theprocessrunsunder.

• server — De�nes thebinaryexecutableto belaunched.

• log_on_failure — De�nes logging parametersfor log_on_failure in additionto thoseal-
readyde�ned in xinetd.conf .

• disable — De�nes whethertheserviceis active.

17.4.3. Altering xinetd Con�guration Files
Therearea largeassortmentof directivesavailablefor xinetd protectedservices.This sectionhigh-
lightssomeof themorecommonlyusedoptions.

17.4.3.1. Log ging Options

The following logging optionsareavailable for both /etc/xinetd.conf andthe service-speci�c
con�guration�les within the /etc/xinetd.d/ directory.

Below is a list of someof themorecommonlyusedloggingoptions:

• ATTEMPT— Logsthefactthata failedattemptwasmade(log_on_failure ).

• DURATION— Logsthelengthof time theserviceis usedby a remotesystem(log_on_success ).
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• EXIT — Logstheexit statusor terminationsignalof theservice(log_on_success ).

• HOST— Logstheremotehost's IP address(log_on_failure andlog_on_success ).

• PID — LogstheprocessID of theserver receiving therequest(log_on_success ).

• USERID — Logs the remoteuserusing the methodde�ned in RFC 1413 for all multi-threaded
streamservices(log_on_failure andlog_on_success ).

For acompletelist of loggingoptions,referto thexinetd.conf manpage.

17.4.3.2. Access Contr ol Options

Usersof xinetd servicescanchooseto usetheTCPwrappershostsaccessrules,provideaccesscon-
trol via thexinetd con�guration �les, or a mixtureof both.Informationconcerningtheuseof TCP
wrappershostsaccesscontrol�les canbefoundin Section17.2TCPWrappers Con�guration Files.

This sectiondiscussesusingxinetd to controlaccessto services.

Note

Unlike TCP wrappers, changes to access control only take effect if the xinetd administrator restarts
the xinetd service.

Also, unlike TCP wrappers, access control through xinetd only affects services controlled by xinetd .

Thexinetd hostsaccesscontroldiffersfromthemethodusedbyTCPwrappers.WhileTCPwrappers
placesall of theaccesscon�gurationwithin two �les, /etc/hosts.allow and/etc/hosts.deny ,
xinetd 's accesscontrol is found in eachservice's con�guration �le within the /etc/xinetd.d/
directory.

Thefollowing hostsaccessoptionsaresupportedby xinetd :

• only_from — Allows only thespeci�edhoststo usetheservice.

• no_access — Blockslistedhostsfrom usingtheservice.

• access_times — Speci�esthetimerangewhenaparticularservicemaybeused.Thetimerange
mustbestatedin 24-hourformatnotation,HH:MM-HH:MM.

Theonly_from andno_access optionscanusea list of IP addressesor hostnames,or canspecify
anentirenetwork. Like TCPwrappers,combiningxinetd accesscontrolwith theenhancedlogging
con�gurationcanincreasesecurityby blockingrequestsfrom bannedhostswhile verboselyrecording
eachconnectionattempt.

For example,thefollowing /etc/xinetd.d/telnet �le canbeusedto blockTelnetaccessfrom a
particularnetwork groupandrestricttheoverall timerangethatevenalloweduserscanlog in:

service telnet
{

disable = no
flags = REUSE
socket_type = stream
wait = no
user = root
server = /usr/sbin/in.telnetd
log_on_failure += USERID
no_access = 10.0.1.0/24
log_on_success += PID HOST EXIT
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access_times = 09:45-16:15
}

In this example,whena client systemfrom the10.0.1.0/24network, suchas10.0.1.2,tries to access
theTelnetservice,it receivesamessagestatingthefollowing message:

Connection closed by foreign host.

In addition,their login attemptsareloggedin /var/log/secure asfollows:

May 15 17:38:49 boo xinetd[16252]: START: telnet pid=16256 from=10.0.1.2
May 15 17:38:49 boo xinetd[16256]: FAIL: telnet address from=10.0.1.2
May 15 17:38:49 boo xinetd[16252]: EXIT: telnet status=0 pid=16256

WhenusingTCPwrappersin conjunctionwith xinetd accesscontrols,it is importantto understand
therelationshipbetweenthetwo accesscontrolmechanisms.

Thefollowing is theorderof operationsfollowedby xinetd whenaclient requestsaconnection:

1. The xinetd daemonaccessesthe TCP wrappershostsaccessrulesthrougha libwrap.a li-
brary call. If a deny rule matchesthe client host,the connectionis dropped.If an allow rule
matchestheclienthost,theconnectionis passedon to xinetd .

2. Thexinetd daemonchecksits own accesscontrol rulesboth for the xinetd serviceandthe
requestedservice.If a deny rule matchestheclient hosttheconnectionis dropped.Otherwise,
xinetd startsaninstanceof therequestedserviceandpassescontrolof theconnectionto it.

Impor tant

Care should be taken when using TCP wrappers access controls in conjunction with xinetd access
controls. Miscon�gur ation can cause undesired effects.

17.4.3.3. Binding and Redirection Options

Theservicecon�guration�les for xinetd supportbindingtheserviceto anIPaddressandredirecting
incomingrequestsfor thatserviceto anotherIP address,hostname,or port.

Binding is controlledwith the bind option in the service-speci�ccon�guration �les and links the
serviceto oneIP addresson thesystem.Oncecon�gured, the bind optiononly allows requestsfor
the properIP addressto accessthe service.In this way, differentservicescanbeboundto different
network interfacesbasedonneed.

This is particularlyusefulfor systemswith multiple network adaptersor with multiple IP addresses
con�gured.On sucha system,insecureservices,like Telnet,canbecon�gured to listenonly on the
interfaceconnectedto aprivatenetwork andnot to theinterfaceconnectedwith theInternet.

The redirect option acceptsan IP addressor hostnamefollowed by a port number. It con�gures
theserviceto redirectany requestsfor this serviceto thespeci�edhostandport number. This feature
canbeusedto point to anotherport numberon thesamesystem,redirectthe requestto differentIP
addresson thesamemachine,shift the requestto a totally differentsystemandport number, or any
combinationof theseoptions.In this way, a userconnectingto certainserviceon a systemmay be
reroutedto anothersystemwith nodisruption.

Thexinetd daemonis ableto accomplishthis redirectionby spawning a processthatstaysalive for
thedurationof theconnectionbetweentherequestingclient machineandthehostactuallyproviding
theservice,transferringdatabetweenthetwo systems.
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But theadvantagesof the bind andredirect optionsaremostclearlyevident whenthey areused
together. By bindingaserviceto aparticularIP addressona systemandthenredirectingrequestsfor
this serviceto a secondmachinethatonly the �rst machinecansee,an internalsystemcanbeused
to provideservicesfor a totally differentnetwork. Alternatively, theseoptionscanbeusedto limit the
exposureof a particularserviceona multi-homedmachineto aknown IP address,aswell asredirect
any requestsfor thatserviceto anothermachinespeciallycon�guredfor thatpurpose.

For example,considerasystemthatis usedasa �re wall with this settingfor its Telnetservice:

service telnet
{

socket_type = stream
wait = no
server = /usr/sbin/in.te ln et d
log_on_succes s += DURATION USERID
log_on_failur e += USERID
bind = 123.123.123.12 3
redirect = 10.0.1.13 23

}

Thebind andredirect optionsin this �le ensuresthat theTelnetserviceon themachineis bound
to the external IP address(123.123.123.123),the onefacing the Internet.In addition,any requests
for Telnetservicesentto 123.123.123.123areredirectedvia a secondnetwork adapterto aninternal
IP address(10.0.1.13)thatonly the �re wall andinternalsystemscanaccess.The �re wall thensend
the communicationbetweenthe two systems,and the connectingsystemthinks it is connectedto
123.123.123.123whenit is actuallyconnectedto adifferentmachine.

This featureis particularlyusefulfor userswith broadbandconnectionsandonly one�x edIP address.
WhenusingNetwork AddressTranslation(NAT), the systemsbehindthe gateway machine,which
areusing internal-onlyIP addresses,arenot available from outsidethe gateway system.However,
whencertainservicescontrolledby xinetd arecon�gured with the bind and redirect options,
the gateway machinecanact asa proxy betweenoutsidesystemsanda particularinternalmachine
con�guredto provide theservice.In addition,thevariousxinetd accesscontrolandloggingoptions
arealsoavailablefor additionalprotection.

17.4.3.4. Resour ce Management Options

The xinetd daemoncan add a basiclevel of protectionfrom a Denial of Service(DoS) attacks.
Below is a list of directiveswhichcanaid in limiting theeffectivenessof suchattacks:

• per_source — De�nes themaximumnumberof instancesfor a servicepersourceIP address.It
acceptsonly integersasan argumentandcanbe usedin both xinetd.conf andin the service-
speci�c con�guration�les in thexinetd.d/ directory.

• cps — De�nes themaximumof connectionspersecond.Thisdirective takestwo integerarguments
separatedby white space.The �rst is themaximumnumberof connectionsallowed to theservice
persecond.Thesecondis thenumberof secondsxinetd mustwait beforere-enablingtheservice.
It acceptsonly integersasanargumentandcanbeusedin bothxinetd.conf andin theservice-
speci�c con�guration�les in thexinetd.d/ directory.

• max_load — De�nes the CPU usagethresholdfor a service.It acceptsa �oating point number
argument.

There are more resourcemanagementoptions available for xinetd . Refer to the chaptertitled
ServerSecurityin theRedHat EnterpriseLinux SecurityGuidefor moreinformation,aswell asthe
xinetd.conf manpage.
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17.5. Additional Resour ces
Additional informationconcerningTCPwrappersandxinetd is availablefrom systemdocumenta-
tion andon theInternet.

17.5.1. Installed Documentation
Thebundleddocumentationonyoursystemis agoodplaceto startlookingfor additionalTCPWrap-
pers,xinetd , andaccesscontrolcon�gurationoptions.

• /usr/share/doc/tcp_wrappers- < version > / — This directorycontainsa README�le that
discusseshow TCPwrapperswork andthevarioushostnameandhostaddressspoo�ng risks that
exist.

• /usr/share/doc/xinetd- < version > / — ThisdirectorycontainsaREADME�le thatdiscusses
aspectsof accesscontrolandasample.conf �le with variousideasfor modifyingservice-speci�c
con�guration�les in the /etc/xinetd.d/ directory.

• TCPwrappersandxinetd relatedmanpages— Thereareanumberof manpagesfor thevarious
applicationsandcon�guration �les involved with TCPwrappersandxinetd . The following lists
someof themoreimportantmanpages.

Server Applications

• man xinetd — Themanpagefor thexinetd superservicedaemon.

Con�gurationFiles

• man 5 hosts_access — Themanpagefor theTCPwrappershostsaccesscontrol�les.

• man hosts_options — Themanpagefor theTCPwrappersoptions�elds.

• man xinetd.conf — Themanpagelisting xinetd con�gurationoptions.

17.5.2. Useful Websites

• http://www.xinetd.org/ — Thehomeof xinetd , containingsamplecon�guration�les, afull listing
of features,andaninformative FAQ.

• http://www.macsecurity.org/resources/xinetd/tutorial.shtml — A thoroughtutorial that discusses
many differentwaysto tweakdefault xinetd con�guration�les to meetspeci�c securitygoals.

17.5.3. Related Books

• RedHat EnterpriseLinux SecurityGuide; RedHat, Inc. — Providesanoverview of workstation,
server, andnetwork securitywith speci�c suggestionsregardingTCPwrappersandxinetd .
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• HackingLinuxExposedby BrianHatch,JamesLee,andGeorgeKurtz;Osbourne/McGraw-Hill —
An excellentsecurityresourcewith featuringinformationaboutTCPwrappersandxinetd .
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Chapter 18.
iptables

Includedwith RedHatEnterpriseLinux areadvancedtoolsfor network packet �ltering — theprocess
of controlling network packets as they enter, move through,andexit the network stackwithin the
kernel.Kernelversionsprior to 2.4 relied on ipchains for packet �ltering andusedlists of rules
appliedto packetsateachstepof the�ltering process.Theintroductionof the2.4kernelbroughtwith
it iptables (alsocallednet�lter), which is similar to ipchains but greatlyexpandsthescopeand
controlavailablefor �ltering network packets.

This chapterfocuseson packet �ltering basics,de�nes the differencesbetween ipchains and
iptables , explainsvariousoptionsavailablewith iptables commands,andexplainshow �ltering
rulescanbepreservedbetweensystemreboots.

For instructionsonconstructingiptables rulesor settingupa �re wall basedon theserules,referto
Section18.7AdditionalResources.

Warning

The default �re wall mechanism under the 2.4 and newer kernels is iptables , but iptables cannot
be used if ipchains are already running. If ipchains is present at boot time, the kernel issues an
error and fails to start iptables .

The functionality of ipchains is not affected by these errors.

18.1. Packet Filtering
TheLinux kernelhasthebuilt-in ability to �lter packets,allowing someof themto bereceivedby or
passthroughthesystemwhile stoppingothers.Thekernel's net�lter hasthreebuilt-in tablesor rules
lists. They areasfollows:

• filter — Thedefault tablefor handlingnetwork packets.

• nat — Usedto alterpacketsthatcreateanew connectionandusedfor NetworkAddressTranslation
(NAT).

• mangle — Usedfor speci�c typesof packet alteration.

Tip

In addition to these built in tables, specialized tables can be created and stored in the
/lib/modules/ < ker nel -ve rs ion > /ke rn el/ net/i pv4 /n etf ilt er / directory (where
< kernel-version > corresponds to the version kernel number).

Eachtablehasagroupof built-in chainswhichcorrespondto theactionsperformedon thepacket by
thenet�lter.

Thebuilt-in chainsfor the filter tableareasfollows:

• INPUT — Appliesto network packetsthataretargetedfor thehost.
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• OUTPUT— Appliesto locally-generatednetwork packets.

• FORWARD— Appliesto network packetsroutedthroughthehost.

Thebuilt-in chainsfor thenat tableareasfollows:

• PREROUTING— Altersnetwork packetswhenthey arrive.

• OUTPUT— Alters locally-generatednetwork packetsbeforethey aresentout.

• POSTROUTING— Altersnetwork packetsbeforethey aresentout.

Thebuilt-in chainsfor themangle tableareasfollows:

• INPUT — Altersnetwork packetstargetedfor thehost.

• OUTPUT— Alters locally-generatednetwork packetsbeforethey aresentout.

• FORWARD— Altersnetwork packetsroutedthroughthehost.

• PREROUTING— Alters incomingnetwork packetsbeforethey arerouted.

• POSTROUTING— Altersnetwork packetsbeforethey aresentout.

Everynetwork packetreceivedbyor sentfromaLinux systemissubjectto atleastonetable.However,
apacket maybesubjectedto multiple ruleswithin eachtablebeforeemergingat theendof thechain.
Thestructureandpurposeof theserulesmayvary, but they usuallyseekto identify a packet coming
from or going to a particularIP address,or setof addresses,whenusinga particularprotocoland
network service.

Note

Do not use fully quali�ed domain names in �re wall rules that are saved in the
/etc/sysconfig/i pta ble s or /etc/sysconfig/ip6 ta ble s �les . In the following example:

iptables -A FORWARD-s example.com -i eth0 -j DROP example.com is invalid because the
iptables service starts before any DNS related services at boot time, which results in an error.
Only IP addresses are valid in creating �re wall rules.

Regardlessof their destination,whenpacketsmatcha particularrule in oneof thetables,a target or
actionis appliedto them.If therulespeci�esanACCEPTtargetfor amatchingpacket,thepacketskips
therestof therulechecksandis allowedto continueto its destination.If arulespeci�esa DROPtarget,
thatpacket is refusedaccessto the systemandnothingis sentbackto thehostthat sentthe packet.
If a rule speci�esa QUEUEtarget, the packet is passedto user-space.If a rule speci�es the optional
REJECTtarget,thepacket is dropped,but anerrorpacket is sentto thepacket's originator.

Everychainhasadefaultpolicy to ACCEPT, DROP, REJECT, or QUEUE. If noneof therulesin thechain
applyto thepacket, thenthepacket is dealtwith in accordancewith thedefault policy.

The iptables commandcon�guresthesetables,aswell assetsupnew tablesif necessary.

18.2. Diff erences between iptables and ipchains

At �rst glance,ipchains andiptables appearto bequitesimilar. Bothmethodsof packet �ltering
usechainsof rulesoperatingwithin theLinux kernelto decidewhatto dowith packetsthatmatchthe
speci�ed rule or setof rules.However, iptables offersa moreextensibleway of �ltering packets,
giving theadministratora greateramountof controlwithout building a greatdealof complexity into
thesystem.
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Speci�cally, userscomfortablewith ipchains shouldbe awareof the following signi�cant differ-
encesbetweenipchains andiptables beforeattemptingto useiptables :

• Under iptables , each �lter ed packet is processedusingrules from only onechain rather than
multiplechains.For instance,a FORWARD packet cominginto a systemusing ipchains would
have to go throughtheINPUT, FORWARD, andOUTPUTchainsto movealongto its destination.
However, iptables only sendspackets to the INPUT chain if they are destinedfor the local
systemandonly sendsthemto the OUTPUTchainif the local systemgeneratedthe packets.For
this reason,it is importantto placetheruledesignedto catchaparticularpacket within therulethat
actuallyhandlesthepacket.

• TheDENYtarget hasbeenchangedto DROP. In ipchains , packetsthatmatchedarule in achain
couldbedirectedto theDENY target.This targetmustbechangedto DROPunderiptables .

• Order matters whenplacingoptionsin a rule. With ipchains , theorderof therule optionsdoes
not matter. The iptables commandusesstrictersyntax.In iptables commands,the protocol
(ICMP, TCP, or UDP) mustbespeci�edbeforethesourceor destinationports.

• Whenspecifyingnetworkinterfacesto beusedwith a rule, youmustonly useincominginterfaces
(-i option)with INPUTor FORWARDchainsandoutgoinginterfaces(-o option)with FORWARD
or OUTPUTchains.This is necessarybecauseOUTPUTchainsareno longerusedby incoming
interfaces,andINPUT chainsarenotseenby packetsmoving throughoutgoinginterfaces.

This is not a comprehensive list of the changes,given that iptables is a fundamentallyrewritten
network �lter . For morespeci�c information,refer to theLinux Packet Filtering HOWTO referenced
in Section18.7AdditionalResources.

18.3. Options Used within iptables Commands
Rulesfor �ltering packetsareput in placeusingthe iptables command.Thefollowing aspectsof
thepacket aremostoftenusedascriteria:

• Packet Type— Speci�esthetypeof packetsthecommand�lters.

• Packet Source/Destination— Speci�eswhich packetsthecommand�lters basedon thesourceor
destinationof thepacket.

• Target — Speci�eswhatactionis takenonpacketsmatchingtheabove criteria.

For more information on speci�c options which addressthese aspectsof a packet, refer to
Section18.3.4iptables Match OptionsandSection18.3.5Target Options.

Theoptionsusedwith giveniptables rulesmustbegroupedlogically, basedonthepurposeandcon-
ditionsof theoverall rule, for therule to bevalid. Theremainderof this sectionexplainscommonly-
usedoptionsfor the iptables command.

18.3.1. Structure of iptables Options
Many iptables commandshave thefollowing structure:

iptables [-t < table-name > ] < command> < chain-name > < parameter-1 > \
< option-1 > < parameter-n > < option-n >

The < table-name > option allows the user to select a table other than the default filter
table to use with the command.The < command> option dictatesa speci�c action to perform,
suchas appendingor deletingthe rule speci�ed by the < chain-name > option. Following the
< chain-name > are pairs of parametersand options that de�ne what happenswhen a packet
matchestherule.



282 Chapter 18. iptables

Whenlooking at the structureof an iptables command,it is importantto rememberthat,unlike
mostothercommands,thelengthandcomplexity of an iptables commandcanchangebasedon its
purpose.A commandto remove a rule from a chaincanbevery short,while a commanddesignedto
�lter packetsfrom aparticularsubnetusingavarietyof speci�c parametersandoptionscanberather
lengthy. Whencreatingiptables commands,it is helpful to recognizethat someparametersand
optionsmaycreatetheneedfor otherparametersandoptionsto furtherspecifythepreviousoption's
request.To constructa valid rule, this mustcontinueuntil every parameterandoption that requires
anothersetof optionsis satis�ed.

Type iptables -h to view acomprehensive list of iptables commandstructures.

18.3.2. Command Options
Commandoptions instruct iptables to perform a speci�c action.Only one commandoption is
allowedperiptables command.With theexceptionof thehelpcommand,all commandsarewritten
in upper-casecharacters.

The iptables commandsareasfollows:

• -A — Appendsthe iptables rule to theendof thespeci�edchain.This is thecommandusedto
adda rulewhenruleorderin thechaindoesnotmatter.

• -C — Checksa particularrule beforeaddingit to the user-speci�ed chain.This commandcan
help you constructcomplicatediptables rulesby promptingyou for additionalparametersand
options.

• -D — Deletesa rule in a particularchainby number(suchas5 for the �fth rule in a chain).You
canalsotypetheentirerule,andiptables deletestherule in thechainthatmatchesit.

• -E — Renamesauser-de�ned chain.This doesnotaffect thestructureof thetable.

• -F — Flushestheselectedchain,which effectively deletesevery rule in thethechain.If no chain
is speci�ed,thiscommand�ushesevery rule from every chain.

• -h — Providesa list of commandstructures,aswell asa quick summaryof commandparameters
andoptions.

• -I — Insertsa rule in a chainat a point speci�edby a user-de�ned integervalue.If no numberis
speci�ed, iptables placesthecommandat thetop of thechain.

Caution

Be aware when using the -A or -I option that the order of the rules within a chain are important
for determining which rules apply to which packets.

• -L — Listsall of therulesin thechainspeci�edafterthecommand.To list all rulesin all chainsin
thedefault filter table,do not specifya chainor table.Otherwise,the following syntaxshould
beusedto list therulesin aspeci�c chainin aparticulartable:
iptables -L < chain-name > -t < table-name >

Additionaloptionsfor the-L commandoption,whichproviderulenumbersandallow moreverbose
ruledescriptions,aredescribedin Section18.3.6ListingOptions.

• -N — Createsa new chainwith auser-speci�edname.

• -P — Setsthedefault policy for thespeci�ed chain,sothatwhenpacketstraverseanentirechain
without matchinga rule, they aresenton to thespeci�edtarget,suchasACCEPTor DROP.

• -R — Replacesa rule in thespeci�edchain.Therule's numbermustbespeci�edafter thechain's
name.The�rst rule in achaincorrespondsto rulenumberone.

• -X — Deletesa user-speci�edchain.Deletingabuilt-in chainfor any tableis notallowed.
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• -Z — Zerosthebyteandpacket countersin all chainsfor a table.

18.3.3. iptables Parameter Options
Oncecertainiptables commandsarespeci�ed,includingthoseusedto add,append,delete,insert,
or replaceruleswithin aparticularchain,parametersarerequiredto constructa packet �ltering rule.

• -c — Resetsthecountersfor aparticularrule.ThisparameteracceptsthePKTSandBYTESoptions
to specifywhatcounterto reset.

• -d — Setsthedestinationhostname,IP address,or network of apacket thatmatchestherule.When
matchinganetwork, thefollowing IP address/netmaskformatsaresupported:

• N.N.N.N / M.M.M.M — WhereN.N.N.N is theIP addressrangeandM.M.M.M is thenetmask.

• N.N.N.N / M— WhereN.N.N.N is theIP addressrangeandMis thebitmask.

• -f — Appliesthis ruleonly to fragmentedpackets.

By usingtheexclamationpointcharacter(! ) optionafterthisparameter, only unfragmentedpackets
arematched.

• -i — Setsthe incomingnetwork interface,suchaseth0 or ppp0 . With iptables , this optional
parametermayonly beusedwith theINPUT andFORWARD chainswhenusedwith the filter
tableandthePREROUTING chainwith thenat andmangle tables.

This parameteralsosupportsthefollowing specialoptions:

• Exclamationpoint character(! ) — Reversesthedirective, meaningany speci�ed interfacesare
excludedfrom this rule.

• Pluscharacter(+) — A wildcardcharacterusedto matchall interfacesthatmatchthespeci�ed
string.For example,theparameter-i eth+ would applythis rule to any Ethernetinterfacesbut
excludeany otherinterfaces,suchasppp0 .

If the-i parameteris usedbut no interfaceis speci�ed,thenevery interfaceis affectedby therule.

• -j — Jumpsto thespeci�edtargetwhenapacketmatchesaparticularrule.Valid targetsto useafter
the -j option includestandardoptions(ACCEPT, DROP, QUEUE, andRETURN) aswell asextended
optionsthat areavailable throughmodulesloadedby default with the RedHat EnterpriseLinux
iptables RPM package,suchasLOG, MARK, andREJECT, amongothers.Referto the iptables
manpagefor moreinformationabouttheseandothertargets.

It is alsopossibleto directapacket matchingthis rule to auser-de�ned chainoutsideof thecurrent
chainsothatotherrulescanbeappliedto thepacket.

If no target is speci�ed,thepacket movespasttherule with no actiontaken.However, thecounter
for this rule increasesby one.

• -o — Setsthe outgoingnetwork interfacefor a rule andmay only be usedwith OUTPUT and
FORWARD chainsin the filter table,andthe POSTROUTING chain in the nat andmangle
tables.Thisparameter's optionsarethesameasthoseof theincomingnetwork interfaceparameter
(-i ).

• -p — SetstheIP protocolfor therule,whichcanbeeithericmp , tcp , udp , or all , to matchevery
supportedprotocol.In addition,any protocolslistedin /etc/protocols mayalsobeused.If this
optionis omittedwhencreatinga rule, theall optionis thedefault.

• -s — Setsthesourcefor aparticularpacketusingthesamesyntaxasthedestination(-d ) parameter.
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18.3.4. iptables Match Options
Differentnetwork protocolsprovide specializedmatchingoptionswhich canbecon�gured to match
aparticularpacket usingthatprotocol.However, theprotocolmust�rst bespeci�edin the iptables
command.For example-p tcp < protocol-name > (where< protocol-name > is the target
protocol),makesoptionsfor thespeci�edprotocolavailable.

18.3.4.1. TCP Protocol

Thesematchoptionsareavailablefor theTCPprotocol(-p tcp ):

• --dport — Setsthe destinationport for the packet. Useeithera network servicename(suchas
wwwor smtp ), portnumber, or rangeof portnumbersto con�gure thisoption.To browsethenames
andaliasesof network servicesandtheportnumbersthey use,view the /etc/services �le. The
--destination-port matchoptionis synonymouswith --dport .

To specifya rangeof port numbers,separatethe two numberswith a colon (: ), suchas -p tcp
--dport 3000:3200 . Thelargestacceptablevalid rangeis 0:65535 .

Useanexclamationpointcharacter(! ) afterthe--dport optionto matchall packetswhichdonot
usethatnetwork serviceor port.

• --sport — Sets the source port of the packet using the same options as --dport . The
--source-port matchoptionis synonymouswith --sport .

• --syn — Applies to all TCPpacketsdesignedto initiate communication,commonlycalledSYN
packets. Any packetsthatcarrya datapayloadarenot touched.Placinganexclamationpoint char-
acter(! ) asa �ag afterthe --syn optioncausesall non-SYNpacketsto bematched.

• --tcp-flags — Allows TCP packets with speci�c set bits, or �ags, to match a rule. The
--tcp-flags matchoption acceptstwo parameters.The �rst parameteris the mask,which sets
the �ags to beexaminedin thepacket. Thesecondparameterrefersto the �ag thatmustbesetto
match.

Thepossible�ags are:

• ACK

• FIN

• PSH

• RST

• SYN

• URG

• ALL

• NONE

For example,aniptables rulewhichcontains-p tcp --tcp-flags ACK,FIN,SYN SYNonly
matchesTCPpacketsthathave theSYN �ag setandtheACK andFIN �ags unset.

Using the exclamationpoint character(! ) after --tcp-flags reversesthe effect of the match
option.

• --tcp-option — Attemptsto matchwith TCP-speci�coptionsthatcanbesetwithin aparticular
packet.This matchoptioncanalsobereversedwith theexclamationpoint character(! ).
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18.3.4.2. UDP Protocol

Thesematchoptionsareavailablefor theUDP protocol(-p udp ):

• --dport — Speci�esthedestinationportof theUDPpacket,usingtheservicename,portnumber,
or rangeof portnumbers.The--destination-port matchoptionissynonymouswith --dport .

• --sport — Speci�esthesourceport of theUDP packet, usingtheservicename,port number, or
rangeof port numbers.The --source-port matchoptionis synonymouswith --sport .

18.3.4.3. ICMP Protocol

The following matchoptionsare available for the InternetControl MessageProtocol(ICMP) (-p
icmp ):

• --icmp-type — Setsthenameor numberof theICMP typeto matchwith therule.A list of valid
ICMP namescanberetrievedby typing the iptables -p icmp -h command.

18.3.4.4. Additional Match Option Modules

Additional matchoptionsarealso available throughmodulesloadedby the iptables command.
To use a match option module, load the module by name using the -m option, such as -m
< module-name > (replacing< module-name > with thenameof themodule).

A largenumberof modulesareavailableby default. It is evenpossibleto createmodulesthatprovide
additionalfunctionality.

Thefollowing is apartiallist of themostcommonlyusedmodules:

• limit module— Placeslimits onhow many packetsarematchedto aparticularrule.This is espe-
cially bene�cial whenusedin conjunctionwith theLOGtargetasit canpreventa �ood of matching
packetsfrom �lling upthesystemlog with repetitive messagesor usingupsystemresources.Refer
to Section18.3.5Target Optionsfor moreinformationabouttheLOGtarget.

The limit moduleenablesthefollowing options:

• --limit — Setsthenumberof matchesfor a particularrangeof time,speci�edwith a number
and time modi�er arrangedin a < number > / < time > format. For example,using --limit
5/hour only letsa rulematch5 timesin asinglehour.

If anumberandtimemodi�er arenotused,thedefault valueof 3/hour is assumed.

• --limit-burst — Setsa limit on thenumberof packetsableto matcharuleatonetime.This
optionshouldbeusedin conjunctionwith the --limit option,andit acceptsa numberto set
theburstthreshold.

If nonumberis speci�ed,only � ve packetsareinitially ableto matchtherule.

• state module— Enablesstatematching.

Thestate moduleenablesthefollowing options:

• --state — matchapacket with thefollowing connectionstates:

• ESTABLISHED— Thematchingpacket is associatedwith otherpacketsin anestablishedcon-
nection.

• INVALID — Thematchingpacket cannotbetied to aknown connection.
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• NEW— Thematchingpacket is eithercreatinga new connectionor is partof a two-way con-
nectionnot previously seen.

• RELATED— The matchingpacket is startinga new connectionrelatedin someway to an
existing connection.

Theseconnectionstatescanbe usedin combinationwith oneanotherby separatingthemwith
commas,suchas-m state --state INVALID,NEW .

• mac module— EnableshardwareMAC addressmatching.

Themac moduleenablesthefollowing option:

• --mac-source — Matchesa MAC addressof thenetwork interfacecardthatsentthepacket.
To exclude a MAC addressfrom a rule, place an exclamationpoint character(! ) after the
--mac-source matchoption.

To view othermatchoptionsavailablethroughmodules,referto the iptables manpage.

18.3.5. Target Options
Oncea packet hasmatcheda particularrule, the rule candirect the packet to a numberof different
targetsthatdecideits fateand,possibly, takeadditionalactions.Eachchainhasadefault target,which
is usedif noneof therulesonthatchainmatchapacket or if noneof theruleswhichmatchthepacket
specifya target.

Thefollowing arethestandardtargets:

• < user-defined-chain > — Replace< user-defined-chain > with the nameof a user-
de�ned chainwithin thetable.This targetpassesthepacket to thetargetchain.

• ACCEPT— Allows thepacket to successfullymoveon to its destinationor anotherchain.

• DROP— Dropsthepacket without respondingto the requester. Thesystemthatsentthepacket is
not noti�ed of thefailure.

• QUEUE— Thepacket is queuedfor handlingby auser-spaceapplication.

• RETURN— Stopscheckingthepacketagainstrulesin thecurrentchain.If thepacketwith a RETURN
targetmatchesarule in achaincalledfrom anotherchain,thepacket is returnedto the�rst chainto
resumerulecheckingwhereit left off. If theRETURNrule is usedonabuilt-in chainandthepacket
cannotmoveup to its previouschain,thedefault targetfor thecurrentchaindecideswhatactionto
take.

In addition to these standard targets, various other targets may be used with extensions
called target modules. For more information about match option modules, refer to
Section18.3.4.4AdditionalMatch OptionModules.

Therearemany extendedtargetmodules,mostof whichonly applyto speci�c tablesor situations.A
coupleof themostpopulartargetmodulesincludedby default in RedHat EnterpriseLinux are:

• LOG— Logs all packets that match this rule. Since the packets are logged by the kernel, the
/etc/syslog.conf �le determineswheretheselog entriesarewritten.By default,they areplaced
in the/var/log/messages �le.

AdditionaloptionscanbeusedaftertheLOGtargetto specifytheway in which loggingoccurs:

• --log-level — Setsthepriority level of a loggingevent.A list of priority levelscanbefound
within thesyslog.conf manpage.
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• --log-ip-options — Logsany optionssetin theheaderof a IP packet.

• --log-prefix — Placesa stringof up to 29 charactersbeforethe log line whenit is written.
This is usefulfor writing syslog�lters for usein conjunctionwith packet logging.

• --log-tcp-options — Logsany optionssetin theheaderof aTCPpacket.

• --log-tcp-sequence — WritestheTCPsequencenumberfor thepacket in thelog.

• REJECT— Sendsanerrorpacket backto theremotesystemanddropsthepacket.

The REJECT target accepts--reject-with < type > (where< type > is the rejectiontype)
allowing more detailed information to be sent back with the error packet. The message
port-unreachable is thedefault < type > errorgiven if no otheroption is used.For a full list
of < type > options,referto the iptables manpage.

Othertargetextensions,includingseveral thatareusefulfor IP masqueradingusingthe nat tableor
with packet alterationusingthemangle table,canbefoundin the iptables manpage.

18.3.6. Listing Options
Thedefault list command,iptables -L , providesa very basicoverview of thedefault �lter table's
currentchains.Additionaloptionsprovide moreinformation:

• -v — Displaysverboseoutput,suchasthenumberof packetsandbyteseachchainhasseen,the
numberof packetsandbyteseachrulehasmatched,andwhich interfacesapplyto aparticularrule.

• -x — Expandsnumbersinto their exact values.On a busy system,the numberof packets and
bytesseenby aparticularchainor rulemaybeabbreviatedusingK (thousands),M(millions), andG
(billions) at theendof thenumber. This optionforcesthefull numberto bedisplayed.

• -n — DisplaysIP addressesandport numbersin numericformat,ratherthanthedefault hostname
andnetwork serviceformat.

• --line-numbers — Listsrulesin eachchainnext to theirnumericorderin thechain.Thisoption
is usefulwhenattemptingto deletethe speci�c rule in a chainor to locatewhereto inserta rule
within achain.

• -t — Speci�esa tablename.

18.4. Saving iptables Rules
Rulescreatedwith the iptables commandarestoredin memory. If the systemis restartedbefore
saving the iptables rule set,all rulesarelost. For net�lter rulesto persistthroughsystemreboot,
they needto besaved.To do this, log in asrootandtype:

/sbin/service iptables save

This executesthe iptables initscript, which runs the /sbin/iptables-save program and
writes the current iptables con�guration to /etc/sysconfig/iptables . The existing
/etc/sysconfig/iptables �le is savedas/etc/sysconfig/iptables.save .

The next time the system boots, the iptables init script reapplies the rules saved in
/etc/sysconfig/iptables by usingthe /sbin/iptables-restore command.

While it is always a good idea to test a new iptables rule before committing it to the
/etc/sysconfig/iptables �le, it is possibleto copy iptables rulesinto this �le from another
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system's version of this �le. This provides a quick way to distribute setsof iptables rules to
multiplemachines.

Impor tant

If distributing the /etc/sysconfig/ip ta ble s �le to other machines, type /sbin/service iptables
restart for the new rules to take effect.

18.5. iptables Contr ol Scripts
Therearetwo basicmethodsfor controlling iptables underRedHatEnterpriseLinux:

• Security Level Con�guration Tool (system-config-securitylevel ) — A graphicalinter-
facefor creating,activating,andsaving basic�re wall rules.For moreinformationabouthow to use
this tool, refer to thechaptertitled BasicFirewall Con�guration in the RedHat EnterpriseLinux
SystemAdministration Guide.

• /sbin/service iptables < option > — A commandissuedby the root user capableof
activating, deactivating, and performingother functionsof iptables via its initscript. Replace
< option > in thecommandwith oneof thefollowing directives:

• start — If a �re wall is con�gured (meaning/etc/sysconfig/iptables exists), all run-
ning iptables arestoppedcompletelyandthenstartedusingthe /sbin/iptables-restore
command.Thestart directive only worksif the ipchains kernelmoduleis not loaded.

• stop — If a�re wall is running,the�re wall rulesin memoryare�ushed,andall iptablesmodules
andhelpersareunloaded.

If the IPTABLES_SAVE_ON_STOPdirective within the /etc/sysconfig/iptables-config
con�guration �le is changed from its default value to yes , current rules are saved
to /etc/sysconfig/iptables and any existing rules are moved to the �le
/etc/sysconfig/iptables.save .

Refer to Section18.5.1iptables Control ScriptsCon�guration File for more information
aboutthe iptables-config �le.

• restart — If a �re wall is running,the�re wall rulesin memoryare�ushed, andthe�re wall is
startedagainif it is con�gured in /etc/sysconfig/iptables . The restart directive only
worksif the ipchains kernelmoduleis not loaded.

If the IPTABLES_SAVE_ON_RESTART directive within the
/etc/sysconfig/iptables-config con�guration �le is changedfrom its default valueto
yes , currentrulesaresavedto /etc/sysconfig/iptables andany existing rulesaremoved
to the�le /etc/sysconfig/iptables.save .

Refer to Section18.5.1iptables Control ScriptsCon�guration File for more information
aboutthe iptables-config �le.

• status — Printsto theshellpromptthestatusof the�re wall anda list of all active rules.If no
�re wall rulesareloadedor con�gured,it indicatesthis fact.

A listing of active rules containing IP addresses within rule lists unless the
default value for IPTABLES_STATUS_NUMERIC is changed to no within
the /etc/sysconfig/iptables-config con�guration �le. This change
would revert status output to domain and hostname information. Refer to
Section18.5.1iptables Control ScriptsCon�guration File for more information about the
iptables-config �le.
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• panic — Flushesall �re wall rules.Thepolicy of all con�guredtablesis setto DROP.

• save — Saves�re wall rulesto /etc/sysconfig/iptables usingiptables-save . Referto
Section18.4Savingiptables Rulesfor moreinformation.

Tip

To use the same initscript commands to control net�lter for IPv6, substitute ip6tables for iptables
in the /sbin/service commands listed in this section. For more information about IPv6 and net�lter ,
refer to Section 18.6 ip6tables and IPv6.

18.5.1. iptables Contr ol Scripts Con�guration File
Thebehavior of theiptables initscriptsiscontrolledby the/etc/sysconfig/iptables-config
con�guration�le. Thefollowing is a list of directivescontainedwithin this �le:

• IPTABLES_MODULES— Speci�esa space-separatedlist of additionaliptables modulesto load
whena �re wall is activated.ThesecanincludeconnectiontrackingandNAT helpers.

• IPTABLES_MODULES_UNLOAD— Unloadsmoduleson restartandstop.This directive acceptsthe
following values:

• yes — Thedefault value.This optionmustbesetto achieve a correctstatefor a �re wall restart
or stop.

• no — This optionshouldonly besetif thereareproblemsunloadingthenet�lter modules.

• IPTABLES_SAVE_ON_STOP— Savescurrent�re wall rulesto /etc/sysconfig/iptables when
the�re wall is stopped.This directive acceptsthefollowing values:

• yes — Savesexistingrulesto /etc/sysconfig/iptables whenthe�re wall is stopped,mov-
ing thepreviousversionto the /etc/sysconfig/iptables.save �le.

• no — Thedefault value.Doesnotsave existing ruleswhenthe�re wall is stopped.

• IPTABLES_SAVE_ON_RESTART— Savescurrent�re wall ruleswhenthe�re wall is restarted.This
directive acceptsthefollowing values:

• yes — Savesexistingrulesto /etc/sysconfig/iptables whenthe�re wall is restarted,mov-
ing thepreviousversionto the /etc/sysconfig/iptables.save �le.

• no — Thedefault value.Doesnotsave existing ruleswhenthe�re wall is restarted.

• IPTABLES_SAVE_COUNTER— Savesandrestoresall packet andbyte countersin all chainsand
rules.Thisdirective acceptsthefollowing values:

• yes — Savesthecountervalues.

• no — Thedefault value.Doesnotsave thecountervalues.

• IPTABLES_STATUS_NUMERIC— OutputsIP addressesin a statusoutput insteadof domainor
hostnames.This directive acceptsthefollowing values:

• yes — Thedefault value.Returnsonly IP addresseswithin astatusoutput.
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• no — Returnsdomainor hostnameswithin a statusoutput.

18.6. ip6tables and IPv6
If the iptables-ipv6 packageis installed,net�lter under Red Hat EnterpriseLinux can �lter
the next-generationIPv6 Internetprotocol.The commandusedto manipulatethe IPv6 net�lter is
ip6tables . Most directivesfor this commandareidenticalto thoseusedfor iptables , exceptthe
nat tableis notyet supported.This meansthatit is notyet possibleto performIPv6network address
translationtasks,suchasmasqueradingandport forwarding.

Savedrulesfor ip6tables arestoredin the /etc/sysconfig/ip6tables �le. Old rulessavedby
the ip6tables initscriptsaresavedin the /etc/sysconfig/ip6tables.save �le.

The con�guration �le for ip6tables initscript is /etc/sysconfig/ip6tables-config and
the names for each directive vary slightly. For instance, the iptables-config directive
IPTABLES_MODULESis IP6TABLES_MODULESin the ip6tables-config �le.

18.7. Additional Resour ces
Referto thefollowing sourcesfor additionalinformationonpacket �ltering with iptables .

• RedHat EnterpriseLinux SecurityGuide; RedHat, Inc. — Containsa chapteraboutthe role of
�re walls within anoverall securitystrategy aswell asstrategiesfor constructing�re wall rules.

• RedHat EnterpriseLinuxSystemAdministration Guide; RedHat,Inc. — Containsachapterabout
con�guring �re walls usingSecurity Level Con�guration Tool.

18.7.1. Installed Documentation

• man iptables — Containsadescriptionof iptables aswell asacomprehensive list of targets,
options,andmatchextensions.

18.7.2. Useful Websites

• http://www.net�lter.org/ — The homeof the net�lter/iptablesproject.Containsassortedinforma-
tion aboutiptables , includingaFAQ addressingspeci�c problemsandvarioushelpfulguidesby
RustyRussell,theLinux IP �re wall maintainer. TheHOWTO documentsonthesitecoversubjects
suchasbasicnetworking concepts,kernelpacket �ltering, andNAT con�gurations.

• http://www.linuxnewbie.org/nhf/Security/IPtables_Basics.html — A basicandgenerallook at the
way packetsmove throughtheLinux kernel,plusanintroductionto constructingbasiciptables
commands.

• http://www.redhat.com/support/resources/networking/�re wall.html — This webpagelinks to a va-
riety of update-to-datepacket �lter resources.
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Kerber os

Systemsecurityand integrity within a network canbe unwieldy. It canoccupy the time of several
administratorsjust to keeptrackof whatservicesarebeingrunonanetwork andthemannerin which
theseservicesareused.Moreover, authenticatingusersto network servicescanprovedangerouswhen
themethodusedby theprotocolis inherentlyinsecure,asevidencedby the transferof unencrypted
passwordsoveranetwork undertheFTPandTelnetprotocols.Kerberosis awayto eliminatetheneed
for protocolsthatallow unsafemethodsof authentication,therebyenhancingoverallnetwork security.

19.1. What is Kerberos?
Kerberos,a network authenticationprotocolcreatedby MIT, usessymmetric-key cryptography1 to
authenticateusersto network services— eliminatingthe needto sendpasswordsover the network.
Whenusersauthenticateto network servicesusingKerberos,unauthorizedusersattemptingto gather
passwordsby monitoringnetwork traf�c areeffectively thwarted.

19.1.1. Advantages of Kerberos
Most conventionalnetwork servicesusepassword-basedauthenticationschemes.Suchschemesre-
quire a userto authenticateto a given network server by supplyingtheir usernameandpassword.
Unfortunately, the transmissionof authenticationinformationfor many servicesis unencrypted.For
sucha schemeto be secure,the network hasto be inaccessibleto outsiders,andall computersand
userson thenetwork mustbetrustedandtrustworthy.

Even if this is the case,oncea network is connectedto the Internet,it canno longerbe assumed
that the network is secure.Any attacker who gainsaccessto the network canusea simplepacket
analyzer, alsoknown asa packet sniffer, to interceptusernamesandpasswordssentin this manner,
compromisinguseraccountsandtheintegrity of theentiresecurityinfrastructure.

Theprimarydesigngoalof Kerberosis to eliminatethetransmissionof unencryptedpasswordsacross
thenetwork. If usedproperly, Kerberoseffectively eliminatesthethreatpacket snifferswould other-
wiseposeonanetwork.

19.1.2. Disad vantages of Kerberos
AlthoughKerberosremovesacommonandseveresecuritythreat,it maybedif�cult to implementfor
avarietyof reasons:

• Migrating userpasswords from a standardUNIX password database,suchas /etc/passwd or
/etc/shadow , to a Kerberospassword databasecanbe tedious,asthereis no automatedmech-
anismto perform this task. For more information, refer to questionnumber2.23 in the online
KerberosFAQ:

http://www.nrl.navy.mil/CCS/people/kenh/kerberos-faq.html

• Kerberoshasonly partialcompatibilitywith thePluggableAuthenticationModules(PAM) system
usedby mostRedHat EnterpriseLinux servers.For more informationaboutthis issue,refer to
Section19.4KerberosandPAM.

1. A systemwhereboth the client and the server sharea commonkey that is usedto encryptand decrypt

network communication.
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• Kerberosassumesthateachuseris trustedbut is usinganuntrustedhoston anuntrustednetwork.
Its primarygoalis to preventunencryptedpasswordsfrom beingsentacrossthatnetwork. However,
if anyoneotherthantheproperuserhasaccessto theonehostthat issuesticketsusedfor authenti-
cation— calledthekey distribution center(KDC) — theentireKerberosauthenticationsystemis
at risk.

• For anapplicationto useKerberos,its sourcemustbemodi�ed to make theappropriatecalls into
theKerberoslibraries.Applicationsmodi�ed in thiswayareconsideredto bekerberized. For some
applications,this canbequiteproblematicdueto thesizeof theapplicationor its design.For other
incompatibleapplications,changesmustbe madeto the way in which the server andclient side
communicate.Again, this mayrequireextensive programming.Closed-sourceapplicationsthatdo
not haveKerberossupportby default areoftenthemostproblematic.

• Kerberosis an all or nothingsolution.OnceKerberosis usedon the network, any unencrypted
passwordstransferredto anon-kerberizedserviceis atrisk.Thus,thenetwork gainsnobene�t from
theuseof Kerberos.To secureanetwork with Kerberos,onemusteitherusekerberizedversionsof
all client/server applicationswhich sendunencryptedpasswordsor not useanysuchclient/server
applicationsatall.

19.2. Kerberos Terminology
Kerberoshasits own terminologyto de�ne variousaspectsof theservice.Beforelearninghow ker-
berosworks,it is importantto learnthefollowing terms.

authenticationserver (AS)

A server thatissuesticketsfor adesiredservicewhicharein turngivento usersfor accessto the
service.The AS respondsto requestsfrom clientswho do not have or do not sendcredentials
with a request.It is usuallyusedto gain accessto the ticket-grantingserver (TGS) serviceby
issuinga ticket-grantingticket (TGT). TheAS usuallyrunson thesamehostastheKDC.

ciphertext

Encrypteddata.

client

An entityonthenetwork (auser, ahost,or anapplication)thatcanreceiveaticket fromKerberos.

credentials

A temporarysetof electroniccredentialsthatverify theidentityof aclientfor aparticularservice.
Also calleda ticket.

credentialcacheor ticket �le

A �le which containsthekeys for encryptingcommunicationsbetweena userandvariousnet-
work services.Kerberos5 supportsa framework for using other cachetypes,suchas shared
memory, but �les aremorethoroughlysupported.

crypthash

A onewayhashusedto authenticateusers.While moresecurethanunencrypteddata,it is fairly
easyto decryptfor anexperiencedcracker.

GSS-API

TheGenericSecurityServiceApplicationProgramInterface(de�ned in RFC-2743publishedby
TheInternetEngineeringTaskForce)is a setof functionswhich provide securityservices.This
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API is usedby clientsandservicesto authenticateto eachotherwithout eitherprogramhaving
speci�c knowledgeof the underlyingmechanism.If a network service(suchascyrus-IMAP)
usesGSS-API,it canauthenticateusingKerberos.

hash

A text generatednumberusedto ensurethattransmitteddatahasnot beentamperedwith.

key

Datausedwhenencryptingor decryptingotherdata.Encrypteddatacannotbedecryptedwithout
theproperkey or extremelygoodguessing.

key distribution center(KDC)

A servicethatissuesKerberostickets,usuallyrun on thesamehostastheticket-grantingserver
(TGS).

keytab(or key table)

A �le thatincludesanunencryptedlist of principalsandtheirkeys.Serversretrieve thekeys they
needfrom keytab �les insteadof usingkinit . Thedefault keytab �le is /etc/krb5.keytab .
TheKDC administrationserver, /usr/kerberos/sbin/kadmind , is theonly servicethatuses
any other�le (it uses/var/kerberos/krb5kdc/kadm5.keytab ).

kinit

Thekinit commandallowsaprincipalwhohasalreadyloggedin to obtainandcachetheinitial
ticket-grantingticket (TGT). For moreinformationaboutusingthekinit command,referto its
manpage.

principal(or principalname)

Theprincipal is theuniquenameof a useror serviceallowed to authenticateusingKerberos.A
principal follows the form root[/instance]@REALM . For a typical user, the root is thesame
astheir login ID. The instance is optional.If theprincipalhasaninstance,it is separatedfrom
the root with a forward slash("/"). An emptystring ("") is considereda valid instance(which
differs from thedefault NULL instance),but usingit canbeconfusing.All principalsin a realm
have their own key, which for usersis derivedfrom apassword or is randomlysetfor services.

realm

A network thatusesKerberos,composedof oneor moreserverscalledKDCs anda potentially
largenumberof clients.

service

A programaccessedover thenetwork.

ticket

A temporarysetof electroniccredentialsthatverify theidentityof aclientfor aparticularservice.
Also calledcredentials.

ticket-grantingserver (TGS)

A server thatissuesticketsfor adesiredservicewhicharein turngivento usersfor accessto the
service.TheTGSusuallyrunson thesamehostastheKDC.

ticket-grantingticket (TGT)

A specialticket thatallows theclient to obtainadditionalticketswithoutapplyingfor themfrom
theKDC.
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unencryptedpassword

A plain text, human-readablepassword.

19.3. How Kerberos Works
Kerberosdiffers from username/password authenticationmethodsbecauseinsteadof authenticating
eachuserto eachnetwork service,it usessymmetricencryptionanda trustedthird party, a KDC, to
authenticateusersto a suiteof network services.Oncea userauthenticatesto the KDC, it sendsa
ticket speci�c to thatsessionbacktheuser's machineandany kerberizedserviceslook for theticket
on theuser's machineratherthanaskingtheuserto authenticateusingapassword.

Whenauseronakerberizednetwork logsin to theirworkstation,theirprincipalis sentto theKDC in
arequestfor aTGT from AS. This requestcanbesentby thelogin programsothatit is transparentto
theuseror canbesentby thekinit programaftertheuserlogsin.

TheKDC checksfor theprincipal in its database.If theprincipal is found, theKDC createsa TGT,
which is encryptedusingtheuser's key andreturnedto thatuser.

Thelogin or kinit programontheclientmachinethendecryptstheTGT usingtheuser'skey (which
it computesfrom theuser's password). Theuser's key is usedonly on theclient machineandis not
sentover thenetwork.

The TGT is set to expire after a certainperiodof time (usually ten hours)andstoredin the client
machine's credentialscache.An expiration time is setso that a compromisedTGT is of useto an
attacker for only a shortperiodof time. Oncethe TGT is issued,the userdoesnot have to re-enter
theirpassword until theTGT expiresor they logoutandlogin again.

Whenever the userneedsaccessto a network service,theclient softwareusestheTGT to requesta
new ticket for that speci�c servicefrom theTGS.Theserviceticket is thenusedto authenticatethe
userto thatservicetransparently.

Warning

The Kerberos system can be compromised any time any user on the network authenticates against
a non-kerberized service by sending a password in plain text. Use of non-kerberized services is
discouraged. Such services include Telnet and FTP. Use of other encrypted protocols, such as SSH
or SSL secured services, however, is acceptable, though not ideal.

This is only a broadoverview of how Kerberosauthenticationworks.Thoseseekinga morein-depth
look atKerberosauthenticationshouldreferto Section19.7AdditionalResources.

Note

Kerberos depends on certain network services to work correctly. First, Kerberos requires approximate
clock synchronization between the machines on the network. Therefore, a clock synchronization pro-
gram should be set up for the network, such as ntpd . For more about con�gur ing ntpd , refer to
/usr/share/doc/n tp- < ver si on- number > /i ndex. htm for details on setting up Network Time Pro-
tocol servers (replace < version-number > with the version number of the ntp package installed
on the system).

Also, since certain aspects of Kerberos rely on the Domain Name Service (DNS), be sure
that the DNS entries and hosts on the network are all properly con�gured. Refer to the
Kerberos V5 System Administrator's Guide, provided in PostScript and HTML formats
in /usr/share/doc/krb 5-s er ver - < vers ion -n umber > for more information (replace
< version-number > with the version number of the krb5-server package installed on the
system).



Chapter 19.Kerberos 295

19.4. Kerberos and PAM
Currently, kerberizedservicesdo not make useof PluggableAuthenticationModules(PAM) — ker-
berizedserversbypassPAM completely. However, applicationsthatusePAM canmake useof Ker-
berosfor authenticationif the pam_krb5 module(provided in the pam_krb5 package)is installed.
Thepam_krb5 packagecontainssamplecon�guration �les thatallow serviceslike login andgdm
to authenticateusersaswell asobtaininitial credentialsusingtheir passwords.If accessto network
serversis alwaysperformedusingkerberizedservicesor servicesthatuseGSS-API,suchasIMAP,
thenetwork canbeconsideredreasonablysafe.

Tip

Administrators should be careful to not allow users to authenticate to most network services using
Kerberos passwords. Many protocols used by these services do not encrypt the password before
sending it over the network, destroying the bene�ts of the Kerberos system. For example, users
should not be allowed to authenticate using their Kerberos passwords over Telnet.

19.5. Con�guring a Kerberos 5 Server
Whensettingup Kerberos,install the server �rst. If it is necessaryto setup slave servers, the de-
tails of settingup relationshipsbetweenmasterandslave serversarecoveredin the Kerberos 5 In-
stallation Guidelocatedin the /usr/share/doc/krb5-server- < version-number > directory
(replace< version-number > with theversionnumberof thekrb5-server packageinstalledon
thesystem).

To con�gure a basicKerberosserver, follow thesesteps:

1. Be surethatclock synchronizationandDNS arefunctioningon all client andserver machines
beforecon�guring Kerberos5. Pay particularattentionto time synchronizationbetweenthe
Kerberosserver andits clients.If the server andclient clocksaredifferentby morethan� ve
minutes(this default amountis con�gurablein Kerberos5), Kerberosclientscannot authenti-
cateto theserver. This clock synchronizationis necessaryto preventanattacker from usingan
old Kerberosticket to masqueradeasavalid user.

It is advisableto setup a Network TimeProtocol(NTP) compatibleclient/server network even
if Kerberosis not beingused.RedHat EnterpriseLinux includesthentp packagefor this pur-
pose.Refer to /usr/share/doc/ntp- < version-number > /index.htm for detailsabout
how to setupNetwork TimeProtocolserversandhttp://www.eecis.udel.edu/~ntpfor additional
informationaboutNTP.

2. Install the krb5-libs , krb5-server , andkrb5-workstation packageson the dedicated
machinewhich runsthe KDC. This machineneedsto bevery secure— if possible,it should
not runany servicesotherthantheKDC.

If a graphicaluserinterfaceis requiredto administrateKerberos,install thegnome-kerberos
package.It containskrb5 , aGUI tool for managingtickets.

3. Edit the /etc/krb5.conf and /var/kerberos/krb5kdc/kdc.conf con�guration �les to
re�ect the realmnameanddomain-to-realmmappings.A simplerealmcanbeconstructedby
replacinginstancesof EXAMPLE.COMandexample.com with thecorrectdomainname—
beingcertainto keepuppercaseandlowercasenamesin thecorrectformat— andby changing
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theKDC from kerberos.example.com to thenameof theKerberosserver. By convention,
all realmnamesareuppercaseandall DNS hostnamesanddomainnamesarelowercase.For
full detailsabouttheformatsof thesecon�guration�les, referto their respective manpages.

4. Createthedatabaseusingthekdb5_util utility from ashellprompt:
/usr/kerberos/sbin/kdb5 _ut il create -s

The create commandcreatesthe databasethat storeskeys for the Kerberosrealm.The -s
switch forcescreationof a stash�le in which the masterserver key is stored.If no stash�le
is presentfrom which to readthekey, theKerberosserver (krb5kdc ) promptstheuserfor the
masterserver password (whichcanbeusedto regeneratethekey) every time it starts.

5. Edit the /var/kerberos/krb5kdc/kadm5.acl �le. This �le is usedby kadmind to deter-
mine which principalshave administrative accessto the Kerberosdatabaseandtheir level of
access.Mostorganizationscangetby with a singleline:
*/admin@EXAMPLE.COM *

Most usersarerepresentedin the databaseby a singleprincipal (with a NULL, or empty, in-
stance,suchasjoe@EXAMPLE.COM). In thiscon�guration,userswith asecondprincipalwith
an instanceof admin(for example,joe/admin@EXAMPLE.COM) areableto wield full power
over therealm's Kerberosdatabase.

Oncekadmind is startedon theserver, any usercanaccessits servicesby runningkadmin on
any of theclientsor serversin therealm.However, only userslistedin the kadm5.acl �le can
modify thedatabasein any way, exceptfor changingtheirown passwords.

Note

The kadmin utility communicates with the kadmind server over the network, and uses Kerberos
to handle authentication. For this reason, the �rst principal must already exist before connecting
to the server over the network to administer it. Create the �rst principal with the kadmin.local
command, which is speci�cally designed to be used on the same host as the KDC and does
not use Kerberos for authentication.

Typethefollowing kadmin.local commandat theKDC terminalto createthe�rst principal:
/usr/kerberos/sbin/kadm in. loca l -q "addprinc username /admin"

6. StartKerberosusingthefollowing commands:
/sbin/service krb5kdc start
/sbin/service kadmin start
/sbin/service krb524 start

7. Add principals for the usersusing the addprinc commandwith kadmin . kadmin and
kadmin.local are commandline interfacesto the KDC. As such, many commandsare
available after launching the kadmin program.Refer to the kadmin man page for more
information.

8. Verify thattheKDC is issuingtickets.First,runkinit to obtainaticket andstoreit in acreden-
tial cache�le. Next, useklist to view thelist of credentialsin thecacheandusekdestroy to
destroy thecacheandthecredentialsit contains.

Note

By default, kinit attempts to authenticate using the same system login username (not the
Kerberos server). If that username does not correspond to a principal in the Kerberos database,
kinit issues an error message. If that happens, supply kinit with the name of the correct
principal as an argument on the command line (kinit < principal > ).

Oncethesestepsarecompleted,theKerberosserver shouldbeupandrunning.
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19.6. Con�guring a Kerberos 5 Client
SettingupaKerberos5 client is lessinvolvedthansettingupaserver. At aminimum,install theclient
packagesandprovide eachclient with a valid krb5.conf con�guration �le. Kerberizedversionsof
rsh andrlogin alsorequiressomecon�gurationchanges.

1. Be surethat time synchronizationis in placebetweenthe Kerberosclient andthe KDC. Re-
fer to Section19.5Con�guring a Kerberos5 Serverfor more information.In addition,verify
that DNS is working properlyon the Kerberosclient beforecon�guring the Kerberosclient
programs.

2. Install thekrb5-libs andkrb5-workstation packagesonall of theclientmachines.Supply
avalid /etc/krb5.conf �le for eachclient(usuallythiscanbethesamekrb5.conf �le used
by theKDC).

3. Beforeaworkstationin therealmcanallow usersto connectusingkerberizedrsh andrlogin ,
thatworkstationmusthave thexinetd packageinstalledandhave its own hostprincipalin the
Kerberosdatabase.The kshd andklogind server programsalsoneedaccessto the keys for
their service's principal.

Usingkadmin , adda hostprincipal for theworkstationon theKDC. Theinstancein this case
is the hostnameof the workstation.Use the -randkey option for the kadmin 's addprinc
commandto createtheprincipalandassignit a randomkey:
addprinc -randkey host/ blah.example.com

Now that theprincipalhasbeencreated,keys canbeextractedfor theworkstationby running
kadmin on theworkstationitself, andusingthektadd commandwithin kadmin :
ktadd -k /etc/krb5.keytab host/ blah.example.com

4. To useotherkerberizednetwork services,they must �rst be started.Below is a list of some
commonkerberizedservicesandinstructionsaboutenablingthem:

• rsh and rlogin — To usethe kerberizedversionsof rsh and rlogin , enableklogin ,
eklogin , andkshell .

• Telnet— To usekerberizedTelnet,krb5-telnet mustbeenabled.

• FTP— To provide FTPaccess,createandextracta key for theprincipalwith a root of ftp .
Be certainto setthe instanceto the fully quali�ed hostnameof theFTP server, thenenable
gssftp .

• IMAP — To usea kerberizedIMAP server, the cyrus-imap packageusesKerberos5 if
it alsohasthe cyrus-sasl-gssapi packageinstalled.The cyrus-sasl-gssapi pack-
agecontainstheCyrusSASL pluginswhich supportGSS-APIauthentication.CyrusIMAP
shouldfunctionproperlywith Kerberosaslongasthecyrus userisableto �nd theproperkey
in /etc/krb5.keytab , andtheroot for theprincipalis setto imap (createdwith kadmin ).

The dovecot packagealsocontainsan IMAP server alternative to cyrus-imap , which is
alsoincludedwith RedHatEnterpriseLinux, but doesnotsupportGSS-APIandKerberosto
date.

• CVS — To useakerberizedCVS server, gserver usesaprincipalwith a root of cvs andis
otherwiseidenticalto theCVS pserver .

Fordetailsabouthow toenableservices,referto thechaptertitled Controlling Accessto Services
in theRedHat EnterpriseLinuxSystemAdministration Guide.

19.7. Additional Resour ces
For moreinformationaboutKerberos,referto thefollowing resources.
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19.7.1. Installed Documentation

• The/usr/share/doc/krb5-server- < version-number > / directory— TheKerberosV5In-
stallationGuideandtheKerberosV5 SystemAdministrator's Guidein PostScriptandHTML for-
mats.Thekrb5-server packagemustbeinstalled.

• The/usr/share/doc/krb5-workstation- < version-number > / directory— TheKerberos
V5 UNIX User's Guidein PostScriptandHTML formats.Thekrb5-workstation packagemust
beinstalled.

• Kerberosmanpages— Therearea numberof manpagesfor thevariousapplicationsandcon�g-
uration�les involvedwith a Kerberosimplementation.Thefollowing is a list of someof themore
importantmanpages.

ClientApplications

• man kerberos — An introductionto theKerberossystemwhichdescribeshow credentials
work and provides recommendationsfor obtaininganddestroying Kerberostickets. The
bottomof themanpagereferencesa numberof relatedmanpages.

• man kinit — Describeshow to usethis commandto obtainandcachea ticket-granting
ticket.

• man kdestroy — Describeshow to usethiscommandto destroy Kerberoscredentials.

• man klist — Describeshow to usethis commandto list cachedKerberoscredentials.

Administrative Applications

• man kadmin — Describeshow to use this commandto administerthe KerberosV5
database.

• man kdb5_util — Describeshow to usethis commandto createandperformlow-level
administrative functionson theKerberosV5 database.

Server Applications

• man krb5kdc — Describesavailablecommandline optionsfor theKerberosV5 KDC.

• man kadmind — Describesavailablecommandline optionsfor theKerberosV5 adminis-
trationserver.

Con�gurationFiles

• man krb5.conf — Describesthe format andoptionsavailablewithin the con�guration
�le for theKerberosV5 library.

• man kdc.conf — Describestheformatandoptionsavailablewithin thecon�guration�le
for theKerberosV5 AS andKDC.
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19.7.2. Useful Websites

• http://web.mit.edu/kerberos/www/ — Kerberos: The NetworkAuthenticationProtocol webpage
from MIT.

• http://www.nrl.navy.mil/CCS/people/kenh/kerberos-faq.html — The KerberosFrequentlyAsked
Questions(FAQ).

• ftp://athena-dist.mit.edu/pub/kerberos/doc/usenix.PS — The PostScriptversionof Kerberos: An
AuthenticationServicefor OpenNetworkSystemsby JenniferG. Steiner, Clifford Neuman,and
Jeffrey I. Schiller. This documentis theoriginalpaperdescribingKerberos.

• http://web.mit.edu/kerberos/www/dialogue.html — Designingan AuthenticationSystem:a Dia-
loguein Four Scenesoriginally by Bill Bryant in 1988,modi�ed by TheodoreTs'o in 1997.This
documentis a conversationbetweentwo developerswho are thinking throughthe creationof a
Kerberos-styleauthenticationsystem.Theconversationalstyleof thediscussionmake this a good
startingplacefor peoplewhoarecompletelyunfamiliar with Kerberos.

• http://www.ornl.gov/~jar/HowToKerb.html — How to Kerberizeyour site is a goodreferencefor
kerberizinganetwork.

• http://www.networkcomputing.com/netdesign/kerb1.html — Kerberos NetworkDesignManual is
a thoroughoverview of theKerberossystem.
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Chapter 20.
SSH Protocol

SSH™(or SecureSHell) is aprotocolwhich facilitatessecurecommunicationsbetweentwo systems
usinga client/server architectureandallows usersto log into server hostsystemsremotely. Unlike
otherremotecommunicationprotocols,suchasFTPor Telnet,SSHencryptsthelogin session,making
it impossiblefor intrudersto collectunencryptedpasswords.

SSH is designedto replaceolder, lesssecureterminal applicationsusedto log into remotehosts,
suchastelnet or rsh . A relatedprogramcalledscp replacesolderprogramsdesignedto copy �les
betweenhosts,suchas rcp . Becausetheseolder applicationsdo not encryptpasswordstransmitted
betweenthe client andthe server, avoid themwhenever possible.Using securemethodsto log into
remotesystemsdecreasestherisksfor boththeclient systemandtheremotehost.

20.1. Features of SSH
TheSSHprotocolprovidesthefollowing safeguards:

• After an initial connection,the client can verify that it is connectingto the sameserver it had
connectedto previously.

• Theclient transmitsits authenticationinformationto theserver usingstrong,128-bitencryption.

• All datasentandreceived during a sessionis transferredusing128-bit encryption,makinginter-
ceptedtransmissionsextremelydif�cult to decryptandread.

• Theclient canforwardX111 applicationsfrom theserver. This technique,calledX11 forwarding,
providesasecuremeansto usegraphicalapplicationsover anetwork.

BecausetheSSHprotocolencryptseverythingit sendsandreceives,it canbeusedto secureotherwise
insecureprotocols.Usinga techniquecalledport forwarding, anSSHservercanbecomeaconduitto
securingotherwiseinsecureprotocols,like POP, andincreasingoverall systemanddatasecurity.

RedHatEnterpriseLinux includesthegeneralOpenSSHpackage(openssh ) aswell astheOpenSSH
server (openssh-server ) and client (openssh-clients ) packages.Refer to the chaptertitled
OpenSSHin theRedHat EnterpriseLinuxSystemAdministration Guidefor instructionson installing
anddeploying OpenSSH.Note, the OpenSSHpackagesrequirethe OpenSSLpackage(openssl )
whichinstallsseveralimportantcryptographiclibraries,enablingOpenSSHtoprovideencryptedcom-
munications.

20.1.1. Why Use SSH?
Nefariouscomputerusershave a varietyof toolsat their disposalenablingthemto disrupt,intercept,
andre-routenetwork traf�c in aneffort to gainaccessto asystem.In generalterms,thesethreatscan
becategorizedasfollows:

• Interceptionof communicationbetweentwo systems— In this scenario,theattacker canbesome-
whereon the network betweenthe communicatingentities,copying any informationpassedbe-
tweenthem.Theattacker mayinterceptandkeeptheinformation,or altertheinformationandsend
it on to theintendedrecipient.

1. X11 refersto theX11R6.7windowing displaysystem,traditionallyreferredto astheX Window Systemor

X. RedHatEnterpriseLinux includesXFree86,anopensourceX Window System.
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This attackcanbemountedthroughtheuseof a packet sniffer — acommonnetwork utility.

• Impersonationof a particular host — Using this strategy, an attacker's systemis con�gured to
poseasthe intendedrecipientof a transmission.If this strategy works, the user's systemremains
unawarethatit is communicatingwith thewronghost.

This attackcanbemountedthroughtechniquesknown asDNSpoisoning2 or IP spoo�ng3.

Both techniquesinterceptpotentiallysensitive informationand,if theinterceptionis madefor hostile
reasons,theresultscanbedisastrous.

If SSHis usedfor remoteshelllogin and�le copying, thesesecuritythreatscanbegreatlydiminished.
This is becausetheSSHclient andserver usedigital signaturesto verify their identity. Additionally,
all communicationbetweentheclientandserver systemsis encrypted.Attemptsto spooftheidentity
of eithersideof a communicationdoesnot work, sinceeachpacket is encryptedusinga key known
only by thelocal andremotesystems.

20.2. SSH Protocol Versions
TheSSHprotocolallows any clientandserverprogramsbuilt to theprotocol's speci�cationsto com-
municatesecurelyandto beusedinterchangeably.

Two varietiesof SSH(version1 andversion2) currentlyexist. SSHversion1 makesuseof several
patentedencryptionalgorithms(however, someof thesepatentshave expired) andis vulnerableto
a well known securityexploit that allows an attacker to insertdatainto the communicationstream.
The OpenSSHsuite underRed Hat EnterpriseLinux usesSSH version2 which hasan enhanced
key exchangealgorithmnot vulnerableto theexploit in version1. However, theOpenSSHsuitedoes
supportversion1 connections.

Impor tant

It is recommended that only SSH version 2-compatible servers and clients are used whenever pos-
sible.

20.3. Event Sequence of an SSH Connection
Thefollowing seriesof eventshelpprotecttheintegrity of SSHcommunicationbetweentwo hosts.

• A cryptographichandshake is madesothat theclient canverify that it is communicatingwith the
correctserver.

• The transportlayer of the connectionbetweenthe client and remotehost is encryptedusing a
symmetriccipher.

• Theclientauthenticatesitself to theserver.

• Theremoteclient interactswith theremotehostover theencryptedconnection.

2. DNS poisoningoccurswhenan intrudercracksa DNS server, pointingclient systemsto a maliciouslydu-

plicatedhost.
3. IP spoo�ng occurswhenanintrudersendsnetwork packetswhichfalselyappearto befrom atrustedhoston

thenetwork.
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20.3.1. Transpor t Layer
Theprimaryroleof thetransportlayeris to facilitatesafeandsecurecommunicationbetweenthetwo
hostsat thetimeof authenticationandduringsubsequentcommunication.Thetransportlayeraccom-
plishesthis by handlingtheencryptionanddecryptionof data,andby providing integrity protection
of datapacketsasthey aresentandreceived.Thetransportlayeralsoprovidescompression,speeding
thetransferof information.

Oncean SSH client contactsa server, key information is exchangedso that the two systemscan
correctlyconstructthetransportlayer. Thefollowing stepsoccurduringthis exchange:

• Keys areexchanged

• Thepublic key encryptionalgorithmis determined

• Thesymmetricencryptionalgorithmis determined

• Themessageauthenticationalgorithmis determined

• Thehashalgorithmis determined

During thekey exchange,theserver identi�es itself to theclient with a uniquehostkey. If theclient
hasnever communicatedwith this particularserver before,the server's hostkey is unknown to the
client andit doesnot connect.OpenSSHgetsaroundthis problemby acceptingtheserver's hostkey
after theuseris noti�ed andveri�es theacceptanceof thenew hostkey. In subsequentconnections,
the server's host key is checked againstthe saved versionon the client, providing con�dencethat
theclient is indeedcommunicatingwith the intendedserver. If, in thefuture,thehostkey no longer
matches,theusermustremove theclient's savedversionbeforea connectioncanoccur.

Caution

It is possible for an attacker to masquerade as an SSH server during the initial contact since the
local system does not know the difference between the intended server and a false one set up by
an attacker. To help prevent this, verify the integrity of a new SSH server by contacting the server
administrator before connecting for the �rst time or in the event of a host key mismatch.

SSHis designedto work with almostany kind of public key algorithmor encodingformat. After
an initial key exchangecreatesa hashvalueusedfor exchangesanda sharedsecretvalue,the two
systemsimmediatelybegin calculatingnew keys andalgorithmsto protectauthenticationandfuture
datasentover theconnection.

After acertainamountof datahasbeentransmittedusingagivenkey andalgorithm(theexactamount
dependson the SSHimplementation),anotherkey exchangeoccurs,generatinganothersetof hash
valuesanda new sharedsecretvalue.Even if an attacker is ableto determinethe hashandshared
secretvalue,this informationis only usefulfor a limited periodof time.

20.3.2. Authentication
Oncethetransportlayerhasconstructedasecuretunnelto passinformationbetweenthetwo systems,
theserver tells theclient thedifferentauthenticationmethodssupported,suchasusinga privatekey-
encodedsignatureor typinga password.Theclient thentriesto authenticateitself to theserver using
oneof thesesupportedmethods.

SSHserversandclientscanbecon�guredto allow differenttypesof authentication,whichgiveseach
sidetheoptimalamountof control.Theservercandecidewhichencryptionmethodsit supportsbased
on its securitymodel,andtheclient canchoosetheorderof authenticationmethodsto attemptfrom
theavailableoptions.Thanksto thesecurenatureof theSSHtransportlayer, evenseeminglyinsecure
authenticationmethods,suchasahostandpassword-basedauthentication,aresafeto use.
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20.3.3. Channels
After a successfulauthenticationover the SSHtransportlayer, multiple channelsareopenedvia a
techniquecalledmultiplexing4. Eachof thesechannelshandlescommunicationfor differentterminal
sessionsandfor forwardedX11 sessions.

Both clientsandserverscancreatea new channel.Eachchannelis thenassigneda differentnumber
on eachendof the connection.Whenthe client attemptsto opena new channel,the clientssends
the channelnumberalongwith the request.This informationis storedby the server andis usedto
direct communicationto that channel.This is doneso that different typesof sessionsdo not affect
oneanotherandso thatwhena given sessionends,its channelcanbeclosedwithout disruptingthe
primarySSHconnection.

Channelsalsosupport�ow-control, whichallows themto sendandreceive datain anorderlyfashion.
In this way, datais not sentover the channeluntil the client receivesa messagethat the channelis
open.

The client andserver negotiatethe characteristicsof eachchannelautomatically, dependingon the
type of servicethe client requestsand the way the user is connectedto the network. This allows
great�e xibility in handlingdifferenttypesof remoteconnectionswithout having to changethebasic
infrastructureof theprotocol.

20.4. OpenSSH Con�guration Files
OpenSSHhastwo differentsetsof con�guration�les: onefor client programs(ssh , scp , andsftp )
andonefor theserver daemon(sshd ).

System-wideSSHcon�gurationinformationis storedin the /etc/ssh/ directory:

• moduli — ContainsDif�e-Hellman groupsusedfor the Dif�e-Hellman key exchangewhich is
critical for constructinga securetransportlayer. Whenkeys areexchangedat thebeginningof an
SSHsession,a shared,secretvalue is createdwhich cannotbe determinedby eitherpartyalone.
This valueis thenusedto provide hostauthentication.

• ssh_config — The system-widedefault SSHclient con�guration �le. It is overriddenif oneis
alsopresentin theuser's homedirectory(~/.ssh/config ).

• sshd_config — Thecon�guration�le for thesshd daemon.

• ssh_host_dsa_key — TheDSA privatekey usedby thesshd daemon.

• ssh_host_dsa_key.pub — TheDSA publickey usedby thesshd daemon.

• ssh_host_key — TheRSA privatekey usedby thesshd daemonfor version1 of theSSHpro-
tocol.

• ssh_host_key.pub — TheRSA public key usedby the sshd daemonfor version1 of theSSH
protocol.

• ssh_host_rsa_key — TheRSA privatekey usedby thesshd daemonfor version2 of theSSH
protocol.

• ssh_host_rsa_key.pub — The RSA public key usedby the sshd for version2 of the SSH
protocol.

User-speci�c SSH con�guration information is stored in the user's home directory within the
~/.ssh/ directory:

4. A multiplexedconnectionconsistsof severalsignalsbeingsentoverashared,commonmedium.With SSH,

differentchannelsaresentover acommonsecureconnection.
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• authorized_keys — This �le holdsa list of authorizedpublic keys for servers.Whentheclient
connectsto a server, the server authenticatesthe client by checkingits signedpublic key stored
within this �le.

• id_dsa — ContainstheDSA privatekey of theuser.

• id_dsa.pub — TheDSA public key of theuser.

• id_rsa — TheRSA privatekey usedby ssh for version2 of theSSHprotocol.

• id_rsa.pub — TheRSA public key usedby ssh for version2 of theSSHprotocol

• identity — TheRSA privatekey usedby ssh for version1 of theSSHprotocol.

• identity.pub — TheRSA public key usedby ssh for version1 of theSSHprotocol.

• known_hosts — This �le containsDSA hostkeys of SSHserversaccessedby theuser. This �le
is very importantfor ensuringthattheSSHclient is connectingthecorrectSSHserver.

Impor tant

If an SSH server's host key has changed, the client notifys the user that the connection cannot
proceed until the server's host key is deleted from the known_hosts �le using a text editor. Before
doing this, however, contact the system administrator of the SSH server to verify the server is not
compromised.

Referto the ssh_config andsshd_config manpagesfor informationconcerningthevariousdi-
rectivesavailablein theSSHcon�guration�les.

20.5. More Than a Secure Shell
A securecommandline interfaceis just thebeginningof themany waysSSHcanbeused.Giventhe
properamountof bandwidth,X11 sessionscanbedirectedoveranSSHchannel.Or, by usingTCP/IP
forwarding,previously insecureport connectionsbetweensystemscanbe mappedto speci�c SSH
channels.

20.5.1. X11 Forwar ding
OpeninganX11 sessionover anestablishedSSHconnectionis aseasyasrunninganX programon
a local machine.WhenanX programis run from thesecureshellprompt,theSSHclient andserver
createa new securechannel,andtheX programdatais sentover thatchannelto theclient machine
transparently.

X11 forwardingcanbe very useful.For example,X11 forwardingcanbe usedto createa secure,
interactive sessionwith up2date . To do this,connectto theserver usingsshandtype:

up2date &

After supplyingtheroot password for theserver, theRed Hat Update Agent appearsandallows the
remoteuserto safelyupdatetheremotesystem.

20.5.2. Por t Forwar ding
SSHcansecureotherwiseinsecureTCP/IPprotocolsvia port forwarding.Whenusingthis technique,
theSSHserver becomesanencryptedconduitto theSSHclient.
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Port forwardingworksby mappinga local port on theclient to a remoteport on theserver. SSHcan
mapany port from the server to any port on the client; port numbersdo not needto matchfor this
techniqueto work.

To createa TCP/IPport forwardingchannelwhich listensfor connectionson the localhost,usethe
following command:

ssh -L local-port : remote-hostna me: r emot e-p ort username @hostname

Note

Setting up port forwarding to listen on ports below 1024 requires root level access.

To checkemailonaservercalledmail.example.com usingPOP3throughanencryptedconnection,
usethefollowing command:

ssh -L 1100:mail.example.com:11 0 mail.example.com

Oncetheport forwardingchannelis in placebetweentheclient machineandthemail server, directa
POP3mail client to useport 1100on the localhostto checkfor new mail. Any requestssentto port
1100on theclient systemaredirectedsecurelyto themail.example.com server.

If mail.example.com is not runninganSSHserver, but anothermachineon thesamenetwork is,
SSH can still be usedto securepart of the connection.However, a slightly different commandis
necessary:

ssh -L 1100:mail.example.com:11 0 other.example.com

In this example,POP3requestsfrom port 1100 on the client machineare forwardedthroughthe
SSHconnectionon port 22 to theSSHserver, other.example.com . Then,other.example.com
connectsto port110on mail.example.com to checkfor new mail. Note,whenusingthis technique
only theconnectionbetweentheclient systemandother.example.com SSHserver is secure.

Portforwardingcanalsobeusedto getinformationsecurelythroughnetwork �re walls. If the�re wall
is con�gured to allow SSHtraf�c via its standardport (22) but blocksaccessto otherports,a con-
nectionbetweentwo hostsusingtheblockedportsis still possibleby redirectingtheircommunication
over anestablishedSSHconnection.

Note

Using port forwarding to forward connections in this manner allows any user on the client system to
connect to that service. If the client system becomes compromised, the attacker also has access to
forwarded services.

System administrators concerned about port forwarding can disable this functionality on the server by
specifying a No parameter for the AllowTcpForwarding line in /etc/ssh/sshd_confi g and restart-
ing the sshd service.
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20.6. Requiring SSH for Remote Connections
For SSHto be truly effective, usinginsecureconnectionprotocols,suchasTelnetandFTP, should
beprohibited.Otherwise,a user's password maybeprotectedusingSSHfor onesession,only to be
capturedlaterwhile loggingin usingTelnet.

Someservicesto disableinclude:

• telnet

• rsh

• rlogin

• vsftpd

Todisableinsecureconnectionmethodsto thesystem,usethecommandline programchkconfig , the
ncurses-basedprogramntsysv, or the ServicesCon�guration Tool (redhat-config-services )
graphicalapplication.All of thesetoolsrequireroot level access.

For moreinformationon runlevels andcon�guring serviceswith chkconfig , ntsysv, andthe Ser-
vicesCon�guration Tool, refer to the chaptertitled Controlling Accessto Servicesin the RedHat
EnterpriseLinuxSystemAdministration Guide.

20.7. Additional Resour ces
For moreinformationaboutSSH,referto thefollowing resources.

20.7.1. Installed Documentation

• The /usr/share/doc/openssh- < version-number > / directory — Replace
< version-number > with the installed version of the OpenSSHpackage.This directory
contains a README with basic information about the OpenSSHproject and a �le called
RFC.nroff with generalinformationabouttheSSHprotocol.

• SSH relatedman pages— Thereare a numberof man pagesfor the variousapplicationsand
con�guration �les involved with SSH.The following is a list of someof themoreimportantman
pages.

ClientApplications

• man ssh — Describeshow to usethis commandto connectto anSSHserver.

• man scp — Describeshow to usethis commandto copy �les to andfrom anSSHserver.

• man sftp — Describeshow to usethis commandto interactively copy �les to andfrom
andSSHserver.

Server Applications

• man sshd — Describesavailablecommandline optionsfor theSSHserver.
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Con�gurationFiles

• man ssh_config — Describesthe formatandoptionsavailablewithin thecon�guration
�le for SSHclients.

• man sshd_config — Describestheformatandoptionsavailablewithin thecon�guration
�le for theSSHserver.

20.7.2. Useful Websites

• http://www.openssh.com— TheOpenSSHFAQ page,bug reports,mailing lists,projectgoals,and
amoretechnicalexplanationof thesecurityfeatures.

• http://www.openssl.org — TheOpenSSLFAQ page,mailing lists, anda descriptionof theproject
goal.

• http://www.freessh.org — SSHclientsoftwarefor otherplatforms.

20.7.3. Related Books

• RedHat EnterpriseLinux SystemAdministration Guide; RedHat, Inc. — The OpenSSHchapter
explainshow to setup an SSHserver andusethe SSHclient softwareprovided in the OpenSSH
suiteof tools.It alsoexplainshow to generateanRSA(orDSA) key pair, whichallow for password-
freelogins.
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SELin ux

Security-EnhancedLinux, or SELinux, is asecurityarchitectureintegratedinto the2.6.x kernelusing
thelinux securitymodules(LSM). It is aprojectof theUnitedStatesNationalSecurityAgency (NSA)
andthe SELinux community. SELinux integrationinto RedHat EnterpriseLinux wasa joint effort
betweentheNSA andRedHat.

21.1. Intr oduction to SELin ux
SELinux provides a �e xible mandatoryaccesscontrol (MAC) systembuilt into the Linux kernel.
Under standardLinux discretionary accesscontrol (DAC), an applicationor processrunningas a
user(UID or SUID) hastheuser's permissionsto objectssuchas�les, sockets,andotherprocesses.
Runningan SELinux MAC kernel protectsthe systemfrom maliciousor �a wed applicationsthat
candamageor destroy the system.SELinux de�nes the accessandtransitionrights of every user,
application,process,and�le on thesystem.SELinuxthengovernsthe interactionsof thesesubjects
andobjectsusingasecuritypolicythatspeci�eshow strictor lenientagivenRedHatEnterpriseLinux
installationshouldbe.

For themostpart,SELinuxis almostcompletelyinvisible to systemusers.Only systemadministrators
mustworry abouthow strict apolicy to implementfor their server environment.Thepolicy canbeas
strict or lenientasneeded,andis very �nely detailed.This detailgivestheSELinuxkernelcomplete,
granularcontrolover theentiresystem.

Whena subjectsuchasanapplicationattemptsto accessanobjectsuchasa �le, thepolicy enforce-
mentserver in thekernelchecksanaccessvectorcache(AVC), wheresubjectandobjectpermissions
arecached.If adecisioncannotbemadebasedondatain theAVC, therequestcontinuesto thesecu-
rity server, whichlooksupthesecuritycontext of theapplicationandthe�le in amatrix.Permissionis
thengrantedor denied,with an avc: denied messagedetailedin /var/log/messages . Subjects
andobjectsgain their securitycontext from installedpolicy, which alsoprovidesthe informationto
populatethesecurityserver's matrix.

In additionto runningin anenforcing mode,SELinuxcanrun in a permissivemode,wheretheAVC
is checkedanddenialsarelogged,but SELinuxdoesnotenforcethepolicy.

For moreinformationabouthow SELinuxworks,referto Section21.3AdditionalResources.

21.2. Files Related to SELin ux
Thefollowing sectionsdescribeSELinuxcon�guration�les andrelated�le systems.

21.2.1. The /selinux/ Pseudo-File System
The /selinux/ pseudo-�lesystemcontainscommandsthataremostcommonlyusedby thekernel
subsystem.This typeof �le systemis similar to the /proc/ pseudo-�lesystem.

In mostcases,administratorsandusersdo not needto manipulatethis componentcomparedto other
SELinux�les anddirectories.

Thefollowing exampleshows samplecontentsof the /selinux/ directory:

-rw-rw-rw- 1 root root 0 Sep 22 13:14 access
dr-xr-xr-x 1 root root 0 Sep 22 13:14 booleans
--w------- 1 root root 0 Sep 22 13:14 commit_pending_bools
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-rw-rw-rw- 1 root root 0 Sep 22 13:14 context
-rw-rw-rw- 1 root root 0 Sep 22 13:14 create
--w------- 1 root root 0 Sep 22 13:14 disable
-rw-r--r-- 1 root root 0 Sep 22 13:14 enforce
-rw------- 1 root root 0 Sep 22 13:14 load
-r--r--r-- 1 root root 0 Sep 22 13:14 mls
-r--r--r-- 1 root root 0 Sep 22 13:14 policyvers
-rw-rw-rw- 1 root root 0 Sep 22 13:14 relabel
-rw-rw-rw- 1 root root 0 Sep 22 13:14 user

For example,runningthecat commandontheenforce �le revealseithera 1 for enforcingmodeor
0 for permissive mode.

21.2.2. SELin ux Con�guration Files
Thefollowing sectionsdescribeSELinux con�guration andpolicy �les, andrelated�le systemslo-
catedin the /etc/ directory.

21.2.2.1. The /etc/sysconfig/ sel in ux Con�guration File

Therearetwo waysto con�gure SELinuxunderRedHat EnterpriseLinux: usingtheSecurity Level
Con�guration Tool (system-config-securitylevel ), or manuallyeditingthecon�guration�le
(/etc/sysconfig/selinux ).

The /etc/sysconfig/selinux �le is the primary con�guration �le for enablingor disabling
SELinux,aswell assettingwhichpolicy to enforceon thesystemandhow to enforceit.

Note

The /etc/sysconfig/se lin ux contains a symbolic link to the actual con�gur ation �le ,
/etc/selinux/con fig .

Thefollowing explainsthefull subsetof optionsavailablefor con�guration:

• SELINUX=< enforcing|permissive|disabled > — De�nes thetop-level stateof SELinuxon
asystem.

• enforcing — TheSELinuxsecuritypolicy is enforced.

• permissive — TheSELinuxsystemprintswarningsbut doesnotenforcepolicy. This is useful
for debuggingandtroubleshootingpurposes.In permissivemode,moredenialswill belogged,as
subjectswill beableto continuewith actionsotherwisedeniedin enforcingmode.For example,
traversinga directory tree will producemultiple avc: denied messagesfor every directory
level read,wherea kernel in enforcingmodewould have stoppedthe initial traversalandkept
furtherdenialmessagesfrom occurring.

• disabled — SELinuxis fully disabled.SELinuxhooksaredisengagedfrom thekernelandthe
pseudo-�lesystemis unregistered.
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Tip

Actions made while SELinux is disabled may cause the �le system to no longer have the proper
security context as de�ned by the policy. Running fixfiles relabel prior to enabling SELinux
will relabel the �le system so that SELinux works properly when enabled. For more information,
refer to the fixfiles (8) manpage.

Note

Additional white space at the end of a con�gur ation line or as extra lines at the end of the �le may
cause unexpected behavior. To be safe, remove unnecessary white spaces.

• SELINUXTYPE=< targeted|strict > — Speci�eswhich policy is currentlybeingenforcedby
SELinux.

• targeted — Only targetednetwork daemonsareprotected.

Impor tant

The following daemons are protected in the default targeted policy: dhcpd , httpd (apache.te) ,
named, nscd , ntpd , portmap , snmpd, squid , and syslogd . The rest of the system runs in the
unconfined_t domain.

The policy �les for these daemons can be found in
/etc/selinux/targ et ed/ src /p oli cy/ domai ns /pr ogr am and are subject to change, as
newer versions of Red Hat Enterprise Linux are released.

Policy enforcementfor thesedaemonscanbeturnedonoroff, usingBooleanvaluescontrolledby
SecurityLevel Con�guration Tool (system-config-securitylevel ).SwitchingaBoolean
valuefor atargeteddaemondisablesthepolicy transitionfor thedaemon,whichprevents,for ex-
ample,init from transitioningdhcpd from theunconfined_t domainto thedomainspeci�ed
in dhcpd.te . Thedomainunconfined_t allowssubjectsandobjectswith thatsecuritycontext
to rununderstandardLinux security.

• strict — Full SELinuxprotection,for all daemons.Securitycontexts arede�ned for all sub-
jectsandobjects,andevery singleactionis processedby thepolicy enforcementserver.

21.2.2.2. The /etc/selinux/ Director y

The /etc/selinux/ directoryis theprimarylocationfor all policy �les aswell asthemaincon�g-
uration�le.

Thefollowing exampleshows samplecontentsof the /etc/selinux/ directory:

-rw-r--r-- 1 root root 448 Sep 22 17:34 config
drwxr-xr-x 5 root root 4096 Sep 22 17:27 strict
drwxr-xr-x 5 root root 4096 Sep 22 17:28 targeted

Thetwo subdirectories,strict/ andtargeted/ , arethespeci�c directorieswherethepolicy �les
of thesamename(i.e.,strictandtargeted)arecontained.

For moreinformationonSELinuxpolicy andpolicy con�guration,referto therhel-pwg-selinux.
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21.2.3. SELin ux Utilities
Thefollowing aresomeof themostcommonlyusedSELinuxutilities:

• /usr/bin/setenforce — Modi�es in real-timethe modeSELinux is running.By executing
setenforce 1, SELinux is put in enforcingmode.By executing setenforce 0, SELinux is
put in permissive mode.To actually disableSELinux, you needto either set the parameterin
/etc/sysconfig/selinux or pass the parameter selinux=0 to the kernel, either in
/etc/grub.conf or at boottime.

• /usr/bin/sestatus -v — Getsthedetailedstatusof asystemrunningSELinux.Thefollowing
exampleshows anexcerptof sestatus output:
SELinux status: enabled
SELinuxfs mount: /selinux
Current mode: enforcing
Policy version: 18

• /usr/bin/newrole — Runsanew shellin anew context, or role.Policy mustallow thetransition
to thenew role.

• /sbin/restorecon — Setsthe securitycontext of oneor more�les by markingthe extended
attributeswith theappropriate�le or securitycontext.

• /sbin/fixfiles — Checksor correctsthesecuritycontext databaseon the�le system.

Referto themanpageassociatedwith theseutilities for moreinformation.

For moreinformationon all binary utilities available,refer to the setools or policycoreutils
packagecontentsby runningrpm -ql < package-name > , where< package-name > is thename
of thespeci�c package.

21.3. Additional Resour ces
Thefollowing sectionsgive you themeansto exploreSELinuxin greaterdetail.

21.3.1. Installed Documentation

• /usr/share/doc/setools- < version-number > / — All documentation for utilities
containedin thesetools package.This includesall helperscripts,samplecon�guration�les, and
documentation.

21.3.2. Red Hat Documentation

• rhel-pwg-selinux; — Explainshow to createandcon�gure SELinuxpolicy.

• RedHat SELinuxApplicationDevelopmentGuide; — Considersapplicationdevelopmentin an
SELinuxsystem.
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21.3.3. Useful Websites

• http://www.nsa.gov/selinux/ — Homepagefor the NSA SELinux developmentteam.Many re-
sourcesareavailablein HTML andPDF formats.Although many of theselinks arenot RedHat
EnterpriseLinux speci�c, someconceptsmayapply.

• http://fedora.redhat.com/docs/ — Homepagefor theFedoradocumentationproject,whichcontains
FedoraCorespeci�c materialsthatmaybemoretimely, sincethereleasecycle is muchshorter.

• http://selinux.sourceforge.net— Homepagefor theSELinuxcommunity.
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Appendix A.
General Parameter s and Modules

Thisappendixisprovidedto illustratesomeof thepossibleparametersavailablefor commonhardware
device drivers1, which underRedHat EnterpriseLinux arecalledkernelmodules. In mostcases,the
defaultparametersdowork.However, theremaybetimeswhenextramoduleparametersarenecessary
for adevice to functionproperlyor to overridethemodule's default parametersfor thedevice.

During installation,RedHatEnterpriseLinux usesa limited subsetof devicedriversto createastable
installationenvironment.Although the installationprogramsupportsinstallationon many different
typesof hardware,somedrivers (including thosefor SCSIadaptersandnetwork adapters)arenot
includedin theinstallationkernel.Rather, they mustbeloadedasmodulesby theuseratboottime.For
informationaboutextrakernelmodulesduringtheinstallationprocess,referto thesectionconcerning
alternative bootmethodsin thechaptertitled Stepsto GetYouStartedin theRedHat EnterpriseLinux
InstallationGuide.

Onceinstallationis completed,supportexistsfor a largenumberof devicesthroughkernelmodules.

Impor tant

Red Hat provides a large number of unsupported device drivers in a group of packages called
kernel-unsupport ed- < ker nel-v ers io n> , kernel-smp-unsup por ted - < kern el- ve rsi on> , and
kernel-hugemem-u nsu pport ed- < ker nel-v er sio n> . Replace < kernel-version > with the ver-
sion of the kernel installed on the system. These packages are not installed by the Red Hat Enterprise
Linux installation program, and the modules provided are not supported by Red Hat, Inc.

A.1. Specifying Module Parameter s
In somesituations,it may be necessaryto supply parametersto a moduleas it is loadedfor it to
functionproperly.

For instance,to enablefull duplex at 100Mbpsconnectionspeedfor anIntel EtherExpress/100card,
loadthee100 driver with thee100_speed_duplex=4 option.

Caution

When a parameter has commas, be sure not to put a space after a comma.

Tip

The modinfo command is also useful for listing various information about a kernel module, such as
version, dependencies, paramater options, and aliases.

1. A driver is softwarewhich enablesLinux to usea particularhardwaredevice. Without a driver, thekernel

cannotcommunicatewith attacheddevices.
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A.2. SCSI parameter s

Hardware Module Parameter s

3wareStorageController 3w-xxxx.o

NCR53c810/820/720,
NCR53c700/710/700-66

53c7,8xx.o

AdaptecAACRAID aacraid.o

Adaptec28xx,R9xx,39xx
AHA-284x, AHA-29xx,
AHA-394x, AHA-398x,
AHA-274x, AHA-274xT,
AHA-2842,AHA-2910B,
AHA-2920C,AHA-2930/U/U2,
AHA-2940/W/U/UW/AU/,
U2W/U2/U2B/,U2BOEM,
AHA-2944D/WD/UD/UWD,
AHA-2950U2/W/B,
AHA-3940/U/W/UW/,
AUW/U2W/U2B,
AHA-3950U2D,
AHA-3985/U/W/UW, AIC-777x,
AIC-785x,AIC-786x,AIC-787x,
AIC-788x , AIC-789x,AIC-3860

aic7xxx.o

ICPRAID Controller gdth.o

IBM ServeRAID ips.o

AMI MegaRAID 418,428,438,
466,762

megaraid.o

Qlogic1280 qla1280.o

Table A-1. SCSIParameters

A.3. Ethernet Parameter s

Impor tant

Most modern Ethernet-based network interface cards (NICs), do not require module parameters to
alter settings. Instead, they can be con�gured using ethtool or mii-tool . Only after these tools
fail to work should module parameters be adjusted. Module paramaters can be viewed using the
modinfo command.

Note

For information about using these tools, consult the man pages for ethtool , mii-tool , and modinfo .
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Hardware Module Parameter s

3ComEtherLinkPCI
III/XL Vortex (3c590,
3c592,3c595,3c597)
Boomerang(3c900,3c905,
3c595)

3c59x.o full_duplex=
0 is off
1 is on

RTL8139,SMC EZ Card
FastEthernet,RealTek
cardsusingRTL8129,or
RTL8139FastEthernet
chipsets

8139too.o

Intel EtherExpress/100
driver

e100.o e100_speed_duplex=X
If X =
0 = autodetectspeedandduplex
1 = 10Mbps,half duplex
2 = 10Mbps,full duplex
3 = 100Mbps,half duplex
4 = 100Mbps,full duplex

Intel EtherExpress/1000
Gigabit

e1000.o

Intel i82557/i82558PCI
EtherExpressProdriver

eepro100.o

NatSemiDP83815Fast
Ethernet

natsemi.o

AMD PCnet32andAMD
PCnetPCI

pcnet32.o

SIS900/701GPCIFast
Ethernet

sis900.o

ThunderLAN tlan.o

Digital 21x4xTulip PCI
EthernetcardsSMC
EtherPower 10
PCI(8432T/8432BT)SMC
EtherPower 10/100
PCI(9332DST)DEC
EtherWorks100/10
PCI(DE500-XA)DEC
EtherWorks10
PCI(DE450)DEC
QSILVER's,Znyx 312
etherarrayAllied Telesis
LA100PCI-TDanpex
EN-9400,CogentEM110

tulip.o io=io_port



320 Appendix A. GeneralParametersand Modules

Hardware Module Parameter s

VIA RhinePCIFast
Ethernetcardswith either
theVIA VT86c100A
Rhine-II PCIor 3043
Rhine-ID-Link
DFE-930-TXPCI10/100

via-rhine.o

Table A-2. Ethernet Module Parameters

A.3.1. Using Multiple Ethernet Cards
It is possibleto usemultipleEthernetcardsonasinglemachine.For eachcardtheremustbeanalias
and,possibly, options linesfor eachcardin /etc/modules.conf .Referto thechaptertitled Kernel
Modulesin theRedHat EnterpriseLinuxSystemAdministration Guidefor moreinformation.

For additionalinformationaboutusingmultiple Ethernetcards,refer to the Linux Ethernet-HOWTO
onlineathttp://www.redhat.com/mirrors/LDP/HOWTO/Ethernet-HOWTO.html.

A.3.2. The Channel Bonding Module
RedHat EnterpriseLinux allows administratorsto bind NICs togetherinto a singlechannelusing
the bonding kernel moduleand a specialnetwork interface,called a channelbonding interface.
Channelbondingenablestwo or morenetwork interfacesto actasone,simultaneouslyincreasingthe
bandwidthandproviding redundancy.

To channelbondmultiplenetwork interfaces,theadministratormustperformthefollowing steps:

1. Add thefollowing line to /etc/modules.conf :
alias bond < N> bonding

Replace< N> with theinterfacenumber, suchas0. For eachcon�guredchannelbondinginter-
face,theremustbeacorrespondingentryin /etc/modules.conf .

2. Con�gure achannelbondinginterfaceasoutlinedin Section8.2.3ChannelBondingInterfaces.

3. To enhanceperformance,adjustavailablemoduleoptionsto ascertainwhatcombinationworks
best.Pay particularattentionto the miimon or arp_interval andthe arp_ip_target pa-
rameters.Refer to SectionA.3.2.1bonding ModuleDirectivesfor a listing of available op-
tions.

4. After testing,placepreferredmoduleoptionsin /etc/modules.conf .

A.3.2.1. bonding Module Directives

Before�nalizing thesettingsfor the bonding module,it is a goodideato testwhich settingswork
best.To do this,openashellpromptasrootandtype:

tail -f /var/log/messages

Openanothershellpromptandusethe /sbin/insmod commandto loadthebonding modulewith
differentparameterswhile observingthekernelmessagesfor errors.

The /sbin/insmod commandis issuedin thefollowing format:

/sbin/insmod bond < N> < parameter=value >
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Replace< N> with thenumberfor thebondinginterface.Replace< parameter=value > with a
spaceseparatedlist of desiredparametersfor theinterface.

Oncesatis�ed that thereareno errorsandafter verifying the performanceof the bondinginterface,
addtheappropriatebonding moduleparametersto /etc/modules.conf .

Thefollowing is a list of availableparametersfor thebonding module:

• mode= — Speci�esoneof four policiesallowed for the bonding module.Acceptablevaluesfor
this parameterare:

• 0 — Setsaround-robinpolicy for fault toleranceandloadbalancing.Transmissionsarereceived
andsentoutsequentiallyoneachbondedslave interfacebeginningwith the�rst oneavailable.

• 1 — Setsan active-backuppolicy for fault tolerance.Transmissionsarereceived andsentout
via the �rst availablebondedslave interface.Anotherbondedslave interfaceis only usedif the
active bondedslave interfacefails.

• 2 — SetsanXOR (exclusive-or)policy for faulttoleranceandloadbalancing.Usingthismethod,
theinterfacematchesup theincomingrequest's MAC addresswith theMAC addressfor oneof
theslave NICs. Oncethis link is established,transmissionsaresentout sequentiallybeginning
with the�rst availableinterface.

• 3 — Setsabroadcastpolicy for fault tolerance.All transmissionsaresentonall slave interfaces.

• 4 — Setsan IEEE 802.3addynamiclink aggregation policy. Createsaggregation groupsthat
sharethe samespeedand duplex settings.Transmitsand receives on all slaves in the active
aggregator. Requiresaswitchthatis 802.3adcompliant.

• 5 — Setsa TransmitLoadBalancing(TLB) policy for fault toleranceandload balancing.The
outgoingtraf�c is distributed accordingto the currentload on eachslave interface.Incoming
traf�c is received by the currentslave. If the receiving slave fails, anotherslave takesover the
MAC addressof thefailedslave.

• 6 — SetsanActiveLoadBalancing(ALB) policy for fault toleranceandloadbalancing.Includes
transmitandreceive loadbalancingfor IPV4 traf�c. Receive loadbalancingis achievedthrough
ARPnegotiation.

• miimon= — Speci�es (in milliseconds)how often MII link monitoringoccurs.This is useful if
high availability is requiredbecauseMII is usedto verify that theNIC is active. To verify that the
driver for aparticularNIC supportstheMII tool, typethefollowing commandasroot:
ethtool < interface-name > | grep "Link detected:"

In this command,replace< interface-name > with thenameof thedevice interface,suchas
eth0 , not thebond interface.If MII is supported,thecommandreturns:
Link detected: yes

If usingabondedinterfacefor high availability, themodulefor eachNIC mustsupportMII.

Settingthe value to 0 (the default), turns this featureoff. Whencon�guring this setting,a good
startingpoint for this parameteris 100 .

• downdelay= — Speci�es(in milliseconds)how long to wait afterlink failurebeforedisablingthe
link. Thevaluemustbea multipleof thevaluespeci�ed in themiimon parameter. Thevalueis set
to 0 by default,whichdisablesit.

• updelay= — Speci�es(in milliseconds)how long to wait beforeenablinga link. Thevaluemust
beamultipleof thevaluespeci�edin themiimon parameter. Thevalueis setto 0 by default,which
disablesit.

• arp_interval= — Speci�es(in milliseconds)how oftenARP monitoringoccurs.
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If using this settingwhile in mode 0 or 2 (the two load-balancingmodes),the network switch
mustbecon�gured to distribute packetsevenly acrosstheNICs. For moreinformationon how to
accomplishthis, referto
/usr/share/doc/kernel-d oc- < kern el-v ers ion > / Documentati on/ netw ork ing/
bonding.txt

Thevalueis setto 0 by default,whichdisablesit.

• arp_ip_target= — Speci�es the target IP addressof ARP requestswhenthe arp_interval
parameteris enabled.Up to 16 IP addressescanbespeci�ed in acommaseparatedlist.

• primary= — Speci�es the interfacename,suchas eth0 , of the primary device. The primary
device is the �rst of the bondinginterfacesto be usedand is not abandonedunlessit fails. This
settingis particularlyusefulwhenoneNIC in thebondinginterfaceis fasterand,therefore,ableto
handleabiggerload.

This settingis only valid whenthebondinginterfaceis in active-backupmode.Referto
/usr/share/doc/kernel-d oc- < kern el-v ers ion > / Documentati on/ netw ork ing/
bonding.txt

for moreinformation.

• multicast= — Speci�esanintegervaluefor thetypeof multicastsupportdesired.

Acceptablevaluesfor this parameterare:

• 0 — Disablesmulticastsupport.

• 1 — Enablesmulticastsupport,but only on theactive slave.

• 2 — Enablesmulticastsupportonall slaves(thedefault).

Impor tant

It is essential that either the arp_interval and arp_ip_target or miimon parameters are speci�ed.
Failure to due so can cause degradation of network performance in the event a link fails.

Referto:

/usr/share/doc/kernel-do c- < ke rnel -ve rsio n> /D ocumenta tio n/ne two rkin g/
bonding.txt

for detailedinstructionsregardingbondinginterfaces.
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