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Intr oduction

Welcometo theRedHat EnterpriseLinuxSystemAdministration Guide.

TheRedHat EnterpriseLinuxSystemAdministrationGuidecontainsinformationonhow tocustomize
your RedHat EnterpriseLinux systemto �t your needs.If you arelooking for a step-by-step,task-
orientedguidefor con�guring andcustomizingyour system,this is themanualfor you.This manual
discussesmany intermediatetopicssuchasthefollowing:

• Settingupanetwork interfacecard(NIC)

• Performinga Kickstartinstallation

• Con�guring Sambashares

• Managingyour softwarewith RPM

• Determininginformationaboutyoursystem

• Upgradingyourkernel

This manualis dividedinto thefollowing maincategories:

• Installation-Related Reference

• File SystemsReference

• PackageManagement

• Network Con�guration

• SystemCon�guration

• SystemMonitoring

This guideassumesyouhave abasicunderstandingof your RedHat EnterpriseLinux system.If you
needhelp installing Red Hat EnterpriseLinux, refer to the RedHat EnterpriseLinux Installation
Guide. For moregeneralinformationaboutsystemadministration,refer to the RedHat Enterprise
Linux Introductionto SystemAdministration. If you needmoreadvanceddocumentationsuchasan
overview of �le systems,referto theRedHat EnterpriseLinuxReferenceGuide. If youneedsecurity
information,referto theRedHat EnterpriseLinuxSecurityGuide.

1. Chang es To This Manual
Thismanualhasbeenreorganizedfor clarity andupdatedfor thelatestfeaturesof RedHatEnterprise
Linux 4. Someof thechangesinclude:

UpdatedKernel Modules andManually Updating the Kernel Chapters

TheKernel Modules andtheUpgrading the Kernel Manually chaptersincludeupdated
informationin regardsto the2.6 kernel.Specialthanksto Arjan van de Ven for his hardwork
in helpingto completethis chapter.

AnUpdatedNetworkFile System(NFS)Chapter

The NetworkFile System(NFS)chapterhasbeenrevised and reorganizedto include NFSv4.
Specialthanksto Steve Dickson for hishardwork in helpingto completethis chapter.
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AnUpdatedOPro�le Chapter

TheOPro�le chapterhasbeenrevisedandreorganizedto includeupdatedinformationin regards
to the 2.6 kernel.Specialthanksto Will Cohen for his hardwork in helpingto completethis
chapter.

AnUpdatedX WindowSystemChapter

TheX Window Systemchapterhasbeenrevisedto includeinformationon theX11R6.8release
developedby theX.Org team.

Beforereadingthis guide,you shouldbefamiliar with thecontentsof the RedHat EnterpriseLinux
InstallationGuideconcerninginstallationissues,theRedHat EnterpriseLinuxIntroductionto System
Administrationfor basicadministrationconcepts,theRedHatEnterpriseLinuxSystemAdministration
Guidefor generalcustomizationinstructions,andthe RedHat EnterpriseLinux SecurityGuidefor
securityrelatedinstructions.This guidecontainsinformationabouttopicsfor advancedusers.

HTML, PDF, andRPM versionsof themanualsareavailableon theRedHat EnterpriseLinux Docu-
mentationCD andonlineat http://www.redhat.com/docs/.

Note

Although this manual re�ects the most current information possible, read the Red Hat Enterprise
Linux Release Notes for information that may not have been available prior to our documentation
being �naliz ed. The Release Notes can be found on the Red Hat Enterprise Linux CD #1, online at
http://www.redhat.com/docs/, or in the /usr/share/doc/re dha t- rel eas e- 4< pr oduct > / directory
after installation, where < product > is AS, ES, WS, or Desktop .

2. Architecture-speci�c Information
Unlessotherwisenoted,informationcontainedin this manualappliesonly to thex86 processorand
processorsfeaturingtheIntel® ExtendedMemory64Technology(Intel® EM64T)andAMD64 tech-
nologies.For architecture-speci�cinformation, refer to the RedHat EnterpriseLinux Installation
Guidefor your respective architecture.

3. Document Conventions
In this manual,certainwordsarerepresentedin different fonts, typefaces,sizes,andweights.This
highlightingis systematic;differentwordsarerepresentedin thesamestyleto indicatetheir inclusion
in aspeci�c category. Thetypesof wordsthatarerepresentedthisway includethefollowing:

command

Linux commands(andotheroperatingsystemcommands,whenused)arerepresentedthis way.
This style shouldindicateto you that you can type the word or phraseon the commandline
andpress[Enter] to invoke a command.Sometimesa commandcontainswordsthatwould be
displayedin adifferentstyleontheirown (suchas�le names).In thesecases,they areconsidered
to bepartof thecommand,sotheentirephraseis displayedasacommand.For example:

Usethecat testfile commandto view thecontentsof a�le, namedtestfile , in thecurrent
workingdirectory.
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file name

File names,directorynames,paths,andRPMpackagenamesarerepresentedthisway. Thisstyle
indicatesthataparticular�le or directoryexistswith thatnameonyoursystem.Examples:

The.bashrc �le in yourhomedirectorycontainsbashshellde�nitions andaliasesfor yourown
use.

The /etc/fstab �le containsinformationaboutdifferentsystemdevicesand�le systems.

Install thewebalizer RPMif youwantto useaWebserver log �le analysisprogram.

application

Thisstyleindicatesthattheprogramis anend-userapplication(asopposedto systemsoftware).
For example:

UseMozilla to browsetheWeb.

[key]

A key on thekeyboardis shown in thisstyle.For example:

To use[Tab]completion,typein acharacterandthenpressthe[Tab]key. Your terminaldisplays
thelist of �les in thedirectorythatstartwith thatletter.

[key]-[combination]

A combinationof keystrokesis representedin this way. For example:

The[Ctrl]-[Alt]- [Backspace]key combinationexits yourgraphicalsessionandreturnsyouto the
graphicallogin screenor theconsole.

text found on a GUI interface

A title, word, or phrasefoundon a GUI interfacescreenor window is shown in this style.Text
shown in thisstyleindicatesthataparticularGUI screenor anelementonaGUI screen(suchas
text associatedwith acheckboxor �eld). Example:

SelecttheRequirePassword checkboxif youwouldlikeyourscreensaver to requireapassword
beforestopping.

top level of a menuon a GUI screenor window

A word in this styleindicatesthat theword is thetop level of a pulldown menu.If you click on
theword on theGUI screen,therestof themenushouldappear. For example:

Under File on a GNOME terminal, the New Tab option allows you to openmultiple shell
promptsin thesamewindow.

Instructionsto typein asequenceof commandsfrom aGUI menulook like thefollowing exam-
ple:

Go to Applications (themainmenuon thepanel)=> Programming => EmacsText Editor to
starttheEmacstext editor.

button on a GUI screenor window

Thisstyleindicatesthatthetext canbefoundonaclickablebuttononaGUI screen.Forexample:

Click on theBack buttonto returnto thewebpageyou lastviewed.

computer output

Text in this styleindicatestext displayedto ashellpromptsuchaserrormessagesandresponses
to commands.For example:

The ls commanddisplaysthecontentsof a directory. For example:
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Desktop about.html logs paulwesterberg.png
Mail backupfiles mail reports

The outputreturnedin responseto the command(in this case,the contentsof the directory)is
shown in this style.

prompt

A prompt,which is acomputer's wayof signifying thatit is readyfor you to inputsomething,is
shown in this style.Examples:

$

#

[stephen@maturin stephen]$

leopard login:

user input

Text that the user types,either on the commandline or into a text box on a GUI screen,is
displayedin this style.In thefollowing example,text is displayedin this style:

To bootyour systeminto the text basedinstallationprogram,you musttype in the text com-
mandat theboot: prompt.

< replaceable >

Text usedin examplesthatis meantto bereplacedwith dataprovidedby theuseris displayedin
thisstyle.In thefollowing example,< version-number > is displayedin thisstyle:

The directory for the kernel sourceis /usr/src/kernels/ < version-number > / , where
< version-number > is theversionandtypeof kernelinstalledon thissystem.

Additionally, weuseseveraldifferentstrategiesto draw yourattentionto certainpiecesof information.
In orderof urgency, theseitemsaremarkedasanote,tip, important,caution,or warning.For example:

Note

Remember that Linux is case sensitive. In other words, a rose is not a ROSE is not a rOsE.

Tip

The directory /usr/share/doc/ contains additional documentation for packages installed on your
system.

Impor tant

If you modify the DHCP con�gur ation �le , the changes do not take effect until you restart the DHCP
daemon.
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Caution

Do not perform routine tasks as root — use a regular user account unless you need to use the root
account for system administration tasks.

Warning

Be careful to remove only the necessary partitions. Removing other partitions could result in data
loss or a corrupted system environment.

4. Activ ate Your Subscription
Beforeyou canaccessserviceandsoftwaremaintenanceinformation,andthe supportdocumenta-
tion includedin your subscription,you mustactivateyour subscriptionby registeringwith RedHat.
Registrationincludesthesesimplesteps:

• Provide aRedHat login

• Provide asubscriptionnumber

• Connectyour system

The �rst time you boot your installationof RedHat EnterpriseLinux, you arepromptedto register
with RedHat usingthe Setup Agent. If you follow the promptsduring the Setup Agent, you can
completetheregistrationstepsandactivateyoursubscription.

If you cannot completeregistrationduring the Setup Agent (which requiresnetwork access),you
canalternatively completetheRedHat registrationprocessonlineat http://www.redhat.com/register/.

4.1. Provide a Red Hat Login
If you do not have anexisting RedHat login, you cancreateonewhenpromptedduring the Setup
Agent or onlineat:

https://www.redhat.com/apps/activate/newlogin.ht ml

A RedHat login enablesyour accessto:

• Softwareupdates,errataandmaintenancevia RedHat Network

• RedHat technicalsupportresources,documentation,andKnowledgebase

If youhave forgottenyourRedHat login, youcansearchfor yourRedHat login onlineat:

https://rhn.redhat.com/help/forgot_password.pxt
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4.2. Provide Your Subscription Number
Yoursubscriptionnumberis locatedin thepackagethatcamewith yourorder. If yourpackagedid not
includeasubscriptionnumber, yoursubscriptionwasactivatedfor youandyoucanskip this step.

You canprovide your subscriptionnumberwhenpromptedduring the Setup Agent or by visiting
http://www.redhat.com/register/.

4.3. Connect Your System
TheRedHatNetwork RegistrationClienthelpsyouconnectyoursystemsothatyoucanbegin to get
updatesandperformsystemsmanagement.Therearethreewaysto connect:

1. DuringtheSetupAgent — ChecktheSendhardware information andSendsystempackage
list optionswhenprompted.

2. After theSetupAgent hasbeencompleted— FromApplications (themainmenuonthepanel),
go to SystemTools, thenselectRedHat Network.

3. After theSetupAgent hasbeencompleted— Enterthefollowing commandfrom thecommand
line astheroot user:

• /usr/bin/up2date --register

5. Using the Mouse
RedHat EnterpriseLinux is designedto usea three-button mouse.If you have a two-buttonmouse,
youshouldhaveselectedthree-buttonemulationduringtheinstallationprocess.If youareusingthree-
buttonemulation,pressingbothmousebuttonsat thesametime equatesto pressingthemissingthird
(middle)button.

In thisdocument,if youareinstructedto click with themouseonsomething,thatmeansclick theleft
mousebutton.If youneedto usethemiddleor right mousebutton,thatwill beexplicitly stated.(This
will bereversedif youhave con�guredyourmouseto beusedby a left handedperson.)

The phrase"drag anddrop" may be familiar to you. If you areinstructedto draganddrop an item
onyourGUI desktop,click onsomethingandhold themousebuttondown. While continuingto hold
down themousebutton,dragtheitemby moving themouseto anew location.Whenyouhavereached
thedesiredlocation,releasethemousebuttonto droptheitem.

6. Copying and Pasting Text With X
Copying andpastingtext is easyusingyourmouseandtheX Window System.To copy text, click and
dragyour mouseover the text to highlight it. To pastethe text somewhere,click the middlemouse
buttonin thespotwherethetext shouldbeplaced.

7. More to Come
TheRedHat EnterpriseLinuxSystemAdministrationGuideis partof RedHat'sgrowing commitment
to provideusefulandtimely supportto RedHatEnterpriseLinux users.As new toolsandapplications
arereleased,this guidewill beexpandedto includethem.
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7.1. Send in Your Feedbac k
If you �nd an error in the RedHat EnterpriseLinux SystemAdministration Guide, or if you have
thoughtof a way to make this manualbetter, wewould love to hearfrom you! Pleasesubmita report
in Bugzilla (http://bugzilla.redhat.com/bugzilla/) againstthecomponentrhel-sag .

Besureto mentionthemanual's identi�er:

rhel-sag(EN)-4-Print-RHI (2005-06-06T17:10U1)

By mentioningthis manual's identi�er, weknow exactly whichversionof theguideyouhave.

If you have a suggestionfor improving thedocumentation,try to beasspeci�c aspossiblewhende-
scribingit. If youhavefoundanerror, pleaseincludethesectionnumberandsomeof thesurrounding
text sowecan�nd it easily.
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I. Installation-Related Information

The RedHat EnterpriseLinux Installation Guide discussesthe installationof Red Hat Enterprise
Linux andsomebasicpost-installationtroubleshooting.However, advancedinstallationoptionsare
coveredin this manual.This part providesinstructionsfor kickstart (anautomatedinstallationtech-
nique)andall relatedtools.Usethispartin conjunctionwith theRedHat EnterpriseLinuxInstallation
Guideto performany of theseadvancedinstallationtasks.

Table of Contents
1. Kickstart Installations .................................................................................................................... 1
2. Kickstart Con�gurator ................................................................................................................. 27
3. PXE Network Installations........................................................................................................... 43
4. DisklessEnvironments.................................................................................................................. 49
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Chapter 1.
Kic kstar t Installations

1.1. What are Kic kstar t Installations?
Many systemadministratorswould preferto useanautomatedinstallationmethodto install RedHat
EnterpriseLinux on their machines.To answerthis need,RedHat createdthe kickstart installation
method.Usingkickstart,a systemadministratorcancreatea single�le containingtheanswersto all
thequestionsthatwould normallybeaskedduringa typical installation.

Kickstart �les canbe kept on a single server systemand readby individual computersduring the
installation.This installationmethodcansupportthe useof a singlekickstart�le to install RedHat
EnterpriseLinux onmultiplemachines,makingit idealfor network andsystemadministrators.

Kickstartprovidesaway for usersto automateaRedHat EnterpriseLinux installation.

1.2. How Do You Perform a Kic kstar t Installation?
Kickstart installationscanbeperformedusinga local CD-ROM, a local harddrive, or via NFS,FTP,
or HTTP.

To usekickstart,youmust:

1. Createakickstart�le.

2. Createabootmediawith thekickstart�le or make thekickstart�le availableon thenetwork.

3. Make theinstallationtreeavailable.

4. Startthekickstartinstallation.

This chapterexplainsthesestepsin detail.

1.3. Creating the Kic kstar t File
Thekickstart�le is asimpletext �le, containinga list of items,eachidenti�ed by akeyword.Youcan
createit by editingacopy of thesample.ks �le foundin theRH-DOCSdirectoryof theRedHat En-
terpriseLinux DocumentationCD, usingtheKickstart Con�gurator application,or writing it from
scratch.TheRedHat EnterpriseLinux installationprogramalsocreatesa samplekickstart�le based
ontheoptionsthatyouselectedduringinstallation.It iswrittento the�le /root/anaconda-ks.cfg .
Youshouldbeableto edit it with any text editoror wordprocessorthatcansave �les asASCII text.

First,beawareof thefollowing issueswhenyou arecreatingyourkickstart�le:

• Sectionsmustbespeci�ed in order. Itemswithin thesectionsdo not have to bein a speci�c order
unlessotherwisespeci�ed.Thesectionorderis:

• Commandsection— Referto Section1.4KickstartOptionsfor a list of kickstartoptions.You
mustincludetherequiredoptions.

• The%packages section— Referto Section1.5Package Selectionfor details.
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• The%pre and%post sections— Thesetwo sectionscanbe in any orderandarenot required.
Referto Section1.6Pre-installationScriptandSection1.7Post-installationScript for details.

• Itemsthatarenot requiredcanbeomitted.

• Omitting any requireditem resultsin theinstallationprogrampromptingtheuserfor ananswerto
therelateditem, just astheuserwould bepromptedduringa typical installation.Oncetheanswer
is given,theinstallationcontinuesunattended(unlessit �nds anothermissingitem).

• Linesstartingwith apoundsign(#) aretreatedascommentsandareignored.

• For kickstartupgrades, thefollowing itemsarerequired:

• Language

• Languagesupport

• Installationmethod

• Device speci�cation(if device is neededto performtheinstallation)

• Keyboardsetup

• Theupgrade keyword

• Boot loadercon�guration

If any other itemsarespeci�ed for an upgrade,thoseitemsare ignored(note that this includes
packageselection).

1.4. Kic kstar t Options
The following options can be placed in a kickstart �le. If you prefer to use a graphical
interface for creating your kickstart �le, use the Kickstart Con�gurator application.Refer to
Chapter2 Kickstart Con�gurator for details.

Note

If the option is followed by an equals mark (=), a value must be speci�ed after it. In the example
commands, options in brackets ([]) are optional arguments for the command.

autopart (optional)

Automatically createpartitions— 1 GB or more root (/ ) partition, a swap partition, and an
appropriatebootpartitionfor thearchitecture.Oneor moreof thedefault partitionsizescanbe
rede�nedwith thepart directive.

autostep (optional)

Similar to interactive exceptit goesto thenext screenfor you. It is usedmostly for debug-
ging.

auth or authconfig (required)

Setsup the authenticationoptionsfor the system.It is similar to the authconfig command,
which can be run after the install. By default, passwords are normally encryptedand arenot
shadowed.
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--enablemd5

Usemd5encryptionfor userpasswords.

--enablenis

Turns on NIS support.By default, --enablenis useswhatever domainit �nds on the
network. A domainshouldalmostalwaysbesetby handwith the --nisdomain= option.

--nisdomain=

NIS domainnameto usefor NIS services.

--nisserver=

Server to usefor NIS services(broadcastsby default).

--useshadow or --enableshadow

Useshadow passwords.

--enableldap

TurnsonLDAP supportin /etc/nsswitch.conf , allowing yoursystemto retrieve infor-
mationaboutusers(UIDs, homedirectories,shells,etc.) from anLDAP directory. To use
this option,you mustinstall the nss_ldap package.You mustalsospecifya server anda
baseDN (distinguishedname)with --ldapserver= and--ldapbasedn= .

--enableldapauth

UseLDAP asan authenticationmethod.This enablesthe pam_ldap modulefor authen-
tication andchangingpasswords,usingan LDAP directory. To usethis option, you must
have thenss_ldap packageinstalled.You mustalsospecifya server anda baseDN with
--ldapserver= and--ldapbasedn= .

--ldapserver=

If you speci�ed either--enableldap or --enableldapauth , usethis option to specify
thenameof theLDAP server to use.Thisoptionis setin the /etc/ldap.conf �le.

--ldapbasedn=

If you speci�ed either--enableldap or --enableldapauth , usethis option to specify
theDN in your LDAP directorytreeunderwhich userinformationis stored.This optionis
setin the /etc/ldap.conf �le.

--enableldaptls

UseTLS (TransportLayerSecurity)lookups.This optionallows LDAP to sendencrypted
usernamesandpasswordsto anLDAP serverbeforeauthentication.

--enablekrb5

UseKerberos5 for authenticatingusers.Kerberositself doesnot know abouthomedirec-
tories,UIDs, or shells.If you enableKerberos,you mustmake users'accountsknown to
this workstationby enablingLDAP, NIS, or Hesiodor by usingthe /usr/sbin/useradd
commandto maketheiraccountsknown to thisworkstation.If youusethisoption,youmust
have thepam_krb5 packageinstalled.

--krb5realm=

TheKerberos5 realmto whichyourworkstationbelongs.
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--krb5kdc=

TheKDC (or KDCs) thatserve requestsfor therealm.If you have multiple KDCs in your
realm,separatetheir nameswith commas(,).

--krb5adminserver=

TheKDC in your realmthatis alsorunningkadmind.Thisserver handlespassword chang-
ing andotheradministrative requests.This server mustbe run on the masterKDC if you
havemorethanoneKDC.

--enablehesiod

Enable Hesiod support for looking up user home directories, UIDs, and shells.
More information on setting up and using Hesiod on your network is in
/usr/share/doc/glibc-2.x.x/README.hesiod , which is included in the glibc
package.Hesiodis anextensionof DNS thatusesDNS recordsto storeinformationabout
users,groups,andvariousotheritems.

--hesiodlhs

TheHesiodLHS ("left-handside")option,setin /etc/hesiod.conf . This optionis used
by theHesiodlibrary to determinethenameto searchDNS for whenlooking up informa-
tion, similar to LDAP's useof abaseDN.

--hesiodrhs

The HesiodRHS ("right-handside") option, set in /etc/hesiod.conf . This option is
usedby the Hesiod library to determinethe nameto searchDNS for when looking up
information,similar to LDAP'suseof a baseDN.

Tip

To look up user information for "jim", the Hesiod library looks up
jim.passwd< LHS>< RHS> , which should resolve to a TXT record that looks like what
his passwd entry would look like (jim:*:501:501:Ju ngl e Jim:/home/jim:/bin/ bash ).
For groups, the situation is identical, except jim.group< LHS>< RHS> would be used.

Looking up users and groups by number is handled by making "501.uid" a CNAME for
"jim.passwd", and "501.gid" a CNAME for "jim.group". Note that the LHS and RHS do not
have periods [.] put in front of them when the library determines the name for which to
search, so the LHS and RHS usually begin with periods.

--enablesmbauth

Enablesauthenticationof usersagainstan SMB server (typically a Sambaor Windows
server).SMB authenticationsupportdoesnotknow abouthomedirectories,UIDs,or shells.
If you enableSMB, you mustmake users'accountsknown to theworkstationby enabling
LDAP, NIS, or Hesiodor by usingthe /usr/sbin/useradd commandto make their ac-
countsknown to theworkstation.To usethis option,you musthave the pam_smbpackage
installed.

--smbservers=

Thenameof theserver(s)to usefor SMB authentication.To specifymorethanoneserver,
separatethenameswith commas(,).

--smbworkgroup=

Thenameof theworkgroupfor theSMB servers.
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--enablecache

Enablesthe nscd service.The nscd servicecachesinformationaboutusers,groups,and
variousothertypesof information.Cachingis especiallyhelpful if you chooseto distribute
informationaboutusersandgroupsover yournetwork usingNIS, LDAP, or hesiod.

bootloader (required)

Speci�eshow theGRUB bootloadershouldbeinstalled.This optionis requiredfor bothinstal-
lationsandupgrades.For upgrades,if GRUB is not the currentboot loader, the boot loaderis
changedto GRUB. To preserve otherbootloaders,usebootloader --upgrade .

--append=

Speci�eskernelparameters.To specifymultipleparameters,separatethemwith spaces.For
example:
bootloader --location=mbr --append="hdd=ide-scsi ide=nodma"

--driveorder

Specifywhichdrive is �rst in theBIOSbootorder. For example:
bootloader --driveorder=sda,hda

--location=

Speci�eswherethebootrecordis written.Valid valuesarethefollowing: mbr (thedefault),
partition (installsthebootloaderonthe�rst sectorof thepartitioncontainingthekernel),
or none (donot install thebootloader).

--password=

SetstheGRUB boot loaderpassword to theonespeci�ed with this option.This shouldbe
usedto restrictaccessto theGRUB shell,wherearbitrarykerneloptionscanbepassed.

--md5pass=

Similar to --password= exceptthepassword shouldalreadybeencrypted.

--upgrade

Upgradethe existing boot loadercon�guration, preservingthe old entries.This option is
only availablefor upgrades.

clearpart (optional)

Removespartitionsfrom thesystem,prior to creationof new partitions.By default,nopartitions
areremoved.

Note

If the clearpart command is used, then the --onpart command cannot be used on a logical
partition.

--all

Erasesall partitionsfrom thesystem.
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--drives=

Speci�es which drives to clearpartitionsfrom. For example,the following clearsall the
partitionson the�rst two driveson theprimaryIDE controller:
clearpart --drives=hda,hdb --all

--initlabel

Initializes the disk label to the default for your architecture(for examplemsdos for x86
andgpt for Itanium).It is usefulso that the installationprogramdoesnot askif it should
initialize thedisk labelif installingto abrandnew harddrive.

--linux

Erasesall Linux partitions.

--none (default)

Do not remove any partitions.

cmdline (optional)

Performthe installationin a completelynon-interactive commandline mode.Any promptsfor
interactionhaltstheinstall.This modeis usefulonS/390systemswith thex3270console.

device (optional)

OnmostPCIsystems,theinstallationprogramautoprobesfor EthernetandSCSIcardsproperly.
On older systemsand somePCI systems,however, kickstart needsa hint to �nd the proper
devices.Thedevice command,which tells theinstallationprogramto install extra modules,is
in this format:
device < type > < moduleName> --opts= < options >

< type >

Replacewith eitherscsi or eth

< moduleName>

Replacewith thenameof thekernelmodulewhichshouldbeinstalled.

--opts=

Optionsto passto thekernelmodule.Notethatmultiple optionsmaybepassedif they are
put in quotes.For example:
--opts="aic152x=0x340 io=11"

driverdisk (optional)

Driver diskettescanbeusedduringkickstartinstallations.You mustcopy thedriver diskettes's
contentsto the root directoryof a partition on the system's harddrive. Thenyou mustusethe
driverdisk commandto tell theinstallationprogramwhereto look for thedriver disk.
driverdisk < partition > [--type= < fstype > ]

Alternatively, a network locationcanbespeci�edfor thedriver diskette:
driverdisk --source=ftp://path/to/dd.img
driverdisk --source=http://path/to/dd.img
driverdisk --source=nfs:host:/path/to/img
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< partition >

Partitioncontainingthedriver disk.

--type=

File systemtype(for example,vfat or ext2).

firewall (optional)

Thisoptioncorrespondsto theFir ewall Con�guration screenin theinstallationprogram:
firewall --enabled|--disabled [--trust=] < device > [--port=]

--enabled

Rejectincomingconnectionsthat arenot in responseto outboundrequests,suchasDNS
repliesor DHCPrequests.If accessto servicesrunningon this machineis needed,you can
chooseto allow speci�c servicesthroughthe�re wall.

--disabled

Do not con�gure any iptablesrules.

--trust=

Listing adevice here,suchaseth0,allows all traf�c comingfrom thatdevice to go through
the �re wall. To list morethanonedevice, use--trust eth0 --trust eth1 . Do NOT
useacomma-separatedformatsuchas--trust eth0, eth1 .

< incoming >

Replacewith oneor moreof thefollowing to allow thespeci�ed servicesthroughthe�re-
wall.

• --ssh

• --telnet

• --smtp

• --http

• --ftp

--port=

You canspecifythatportsbeallowed throughthe �re wall usingthe port:protocolformat.
For example,to allow IMAP accessthroughyour �re wall, specify imap:tcp . Numeric
ports can also be speci�ed explicitly; for example,to allow UDP packets on port 1234
through,specify1234:udp . To specifymultipleports,separatethemby commas.

firstboot (optional)

Determinewhetherthe Setup Agent startsthe �rst time the systemis booted.If enabled,the
firstboot packagemustbeinstalled.If notspeci�ed,this optionis disabledby default.

--enable

TheSetupAgent is startedthe�rst time thesystemboots.
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--disable

TheSetupAgent is notstartedthe�rst time thesystemboots.

--reconfig

Enablethe SetupAgent to startat boot time in recon�gurationmode.This modeenables
the language,mouse,keyboard,root password, securitylevel, time zone,andnetworking
con�gurationoptionsin additionto thedefault ones.

halt (optional)

Halt the systemafter the installationhassuccessfullycompleted.This is similar to a manual
installation,whereanacondadisplaysa messageandwaits for theuserto pressa key beforere-
booting.Duringakickstartinstallation,if nocompletionmethodis speci�ed,the reboot option
is usedasdefault.

Thehalt optionis roughlyequivalentto theshutdown -h command.

For othercompletionmethods,referto thepoweroff , reboot , andshutdown kickstartoptions.

install (optional)

Tells the systemto install a freshsystemratherthan upgradean existing system.This is the
defaultmode.For installation,youmustspecifythetypeof installationfrom cdrom , harddrive ,
nfs , or url (for FTPor HTTPinstallations).Theinstall commandandtheinstallationmethod
commandmustbeonseparatelines.

cdrom

Install from the�rst CD-ROM drive on thesystem.

harddrive

Install from aRedHat installationtreeona local drive,whichmustbeeithervfat or ext2.

• --partition=

Partition to install from (suchas,sdb2).

• --dir=

DirectorycontainingtheRedHat directoryof theinstallationtree.

For example:
harddrive --partition=hdb2 --dir=/tmp/install-tree

nfs

Install from theNFSserver speci�ed.

• --server=

Server from which to install (hostnameor IP).

• --dir=

DirectorycontainingtheRedHat directoryof theinstallationtree.

For example:
nfs --server=nfsserver.example.com --dir=/tmp/install-tree
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url

Install from aninstallationtreeona remoteserver via FTPor HTTP.

For example:
url --url http:// < server > / < dir >

or:
url --url ftp:// < username > : < password > @< server > / < dir >

interactive (optional)

Usestheinformationprovidedin thekickstart�le duringtheinstallation,but allow for inspection
and modi�cation of the valuesgiven. You are presentedwith eachscreenof the installation
programwith the valuesfrom the kickstart �le. Either acceptthe valuesby clicking Next or
changethevaluesandclick Next to continue.Referto theautostep command.

keyboard (required)

Setssystemkeyboardtype.Hereis the list of availablekeyboardson i386, Itanium,andAlpha
machines:
be-latin1, bg, br-abnt2, cf, cz-lat2, cz-us-qwertz, de,
de-latin1, de-latin1-nodeadkeys, dk, dk-latin1, dvorak, es, et,
fi, fi-latin1, fr, fr-latin0, fr-latin1, fr-pc, fr_CH, fr_CH-latin1,
gr, hu, hu101, is-latin1, it, it-ibm, it2, jp106, la-latin1, mk-utf,
no, no-latin1, pl, pt-latin1, ro_win, ru, ru-cp1251, ru-ms, ru1, ru2,
ru_win, se-latin1, sg, sg-latin1, sk-qwerty, slovene, speakup,
speakup-lt, sv-latin1, sg, sg-latin1, sk-querty, slovene, trq, ua,
uk, us, us-acentos

The �le /usr/lib/python2.2/site-packages/rhpl/keyboard_m odels.p y also
containsthis list andis partof the rhpl package.

lang (required)

Setsthe languageto useduring installation.For example,to set the languageto English, the
kickstart�le shouldcontainthefollowing line:
lang en_US

The�le /usr/share/system-config-language/locale-list providesa list of thevalid
languagecodesin the �rst columnof eachline andis partof the system-config-language
package.

langsupport (required)

Setsthe language(s)to install on thesystem.Thesamelanguagecodesusedwith lang canbe
usedwith langsupport .

To install onelanguage,specifyit. For example,to install andusetheFrenchlanguagefr_FR :
langsupport fr_FR

--default=

If languagesupportfor morethanonelanguageis speci�ed,adefault mustbeidenti�ed.

For example,to installEnglishandFrenchanduseEnglishasthedefault language:
langsupport --default=en_US fr_FR

If you use --default with only one language,all languagesare installedwith the speci�ed
languagesetto thedefault.
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logvol (optional)

Createa logical volumefor LogicalVolumeManagement(LVM) with thesyntax:
logvol < mntpoint > --vgname= < name> --size= < size > --name= < name> < options >

Theoptionsareasfollows:

--noformat

Useanexisting logical volumeanddonot formatit.

--useexisting

Useanexisting logical volumeandreformatit.

Createthepartition�rst, createthelogicalvolumegroup,andthencreatethelogicalvolume.For
example:
part pv.01 --size 3000
volgroup myvg pv.01
logvol / --vgname=myvg --size=2000 --name=rootvol

For a detailed example of logvol in action, refer to
Section1.4.1AdvancedPartitioning Example.

mouse (required)

Con�guresthemousefor thesystem,bothin GUI andtext modes.Optionsare:

--device=

Device themouseis on (suchas--device=ttyS0 ).

--emulthree

If present,simultaneousclicks on the left andright mousebuttonsarerecognizedas the
middlemousebuttonby theX Window System.This optionshouldbeusedif you have a
two buttonmouse.

After options,themousetypemaybespeci�edasoneof thefollowing:
alpsps/2, ascii, asciips/2, atibm, generic, generic3, genericps/2,
generic3ps/2, genericwheelps/2, genericusb, generic3usb, genericwheelusb,
geniusnm, geniusnmps/2, geniusprops/2, geniusscrollps/2, geniusscrollps/2+,
thinking, thinkingps/2, logitech, logitechcc, logibm, logimman,
logimmanps/2, logimman+, logimman+ps/2, logimmusb, microsoft, msnew,
msintelli, msintellips/2, msintelliusb, msbm, mousesystems, mmseries,
mmhittab, sun, none

This list canalsobefoundin the /usr/lib/python2.2/site-packages/rhpl/mouse.py
�le, which is partof the rhpl package.

If themousecommandis givenwithout any arguments,or it is omitted,theinstallationprogram
attemptsto automaticallydetectthemouse.This procedureworksfor mostmodernmice.

network (optional)

Con�guresnetwork informationfor thesystem.If thekickstartinstallationdoesnot requirenet-
working (in otherwords,it is not installedover NFS,HTTP, or FTP),networking is not con�g-
uredfor thesystem.If the installationdoesrequirenetworking andnetwork informationis not
providedin thekickstart�le, theinstallationprogramassumesthattheinstallationshouldbedone
overeth0via adynamicIP address(BOOTP/DHCP),andcon�guresthe�nal, installedsystemto
determineits IP addressdynamically. The network optioncon�guresnetworking information
for kickstartinstallationsvia anetwork aswell asfor theinstalledsystem.
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--bootproto=

Oneof dhcp , bootp , or static .

It defaultsto dhcp . bootp anddhcp aretreatedthesame.

TheDHCPmethodusesa DHCPserver systemto obtainits networking con�guration.As
you might guess,the BOOTP methodis similar, requiringa BOOTP server to supplythe
networking con�guration.To directasystemto useDHCP:
network --bootproto=dhcp

To directamachineto useBOOTPto obtainits networkingcon�guration,usethefollowing
line in thekickstart�le:
network --bootproto=bootp

The staticmethodrequiresthat you enterall the requirednetworking information in the
kickstart�le. As thenameimplies, this informationis staticandareusedduringandafter
the installation.The line for staticnetworking is morecomplex, asyou must includeall
network con�guration informationon oneline. You mustspecifytheIP address,netmask,
gateway, andnameserver. For example:(the "\" indicatesthat this shouldbe readasone
continuousline):
network --bootproto=static --ip=10.0.2.15 --netmask=255.255.255.0 \
--gateway=10.0.2.254 --nameserver=10.0.2.1

If you usethestaticmethod,beawareof thefollowing two restrictions:

• All staticnetworkingcon�gurationinformationmustbespeci�edononeline; youcannot
wraplinesusingabackslash,for example.

• You can only specify one nameserver here.However, you can usethe kickstart �le' s
%post section (describedin Section1.7Post-installationScript) to add more name
servers,if needed.

--device=

Usedto selecta speci�c Ethernetdevice for installation.Notethatusing--device= is not
effective unlessthekickstart�le is a local �le (suchasks=floppy ), sincethe installation
programcon�guresthenetwork to �nd thekickstart�le. For example:
network --bootproto=dhcp --device=eth0

--ip=

IP addressfor themachineto beinstalled.

--gateway=

Default gateway asanIP address.

--nameserver=

Primarynameserver, asanIP address.

--nodns

Do not con�gure any DNSserver.

--netmask=

Netmaskfor theinstalledsystem.
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--hostname=

Hostnamefor theinstalledsystem.

part or partition (requiredfor installs,ignoredfor upgrades)

Createsapartitionon thesystem.

If morethanoneRedHat EnterpriseLinux installationexists on the systemon differentparti-
tions,theinstallationprogrampromptstheuserandaskswhich installationto upgrade.

Warning

All partitions created are formatted as part of the installation process unless --noformat and
--onpart are used.

For adetailedexampleof part in action,referto Section1.4.1AdvancedPartitioning Example.

< mntpoint >

The< mntpoint > is wherethepartitionis mountedandmustbeof oneof thefollowing
forms:

• / < path >

For example,/ , /usr , /home

• swap

Thepartitionis usedasswapspace.

To determinethesizeof theswappartitionautomatically, usethe --recommended op-
tion:
swap --recommended

The minimum sizeof the automatically-generated swappartition is no smallerthanthe
amountof RAM in thesystemandnolargerthantwicetheamountof RAM in thesystem.

• raid. < id >

Thepartitionis usedfor softwareRAID (referto raid ).

• pv. < id >

Thepartitionis usedfor LVM (referto logvol ).

--size=

The minimum partition sizein megabytes.Specifyan integer valueheresuchas500.Do
notappendthenumberwith MB.

--grow

Tells thepartitionto grow to �ll availablespace(if any), or up to themaximumsizesetting.

--maxsize=

The maximumpartition size in megabyteswhen the partition is set to grow. Specify an
integervaluehere,anddonot appendthenumberwith MB.

--noformat

Tells the installationprogramnot to format thepartition,for usewith the --onpart com-
mand.
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--onpart= or --usepart=

Putthepartitionon thealreadyexistingdevice.For example:
partition /home --onpart=hda1

puts/home on /dev/hda1 , whichmustalreadyexist.

--ondisk= or --ondrive=

Forcesthe partition to be createdon a particulardisk. For example,--ondisk=sdb puts
thepartitionon thesecondSCSIdiskon thesystem.

--asprimary

Forcesautomaticallocationof thepartitionasaprimarypartition,or thepartitioningfails.

--type= (replacedby fstype )

Thisoptionis no longeravailable.Usefstype .

--fstype=

Setsthe�le systemtypefor thepartition.Valid valuesareext2 , ext3 , swap, andvfat .

--start=

Speci�es the startingcylinder for the partition. It requiresthat a drive be speci�ed with
--ondisk= or ondrive= . It alsorequiresthattheendingcylinderbespeci�edwith --end=
or thepartitionsizebespeci�edwith --size= .

--end=

Speci�estheendingcylinder for thepartition.It requiresthatthestartingcylinderbespeci-
�ed with --start= .

Note

If partitioning fails for any reason, diagnostic messages appear on virtual console 3.

poweroff (optional)

Shutdown andpower off thesystemaftertheinstallationhassuccessfullycompleted.Normally
during a manualinstallation,anacondadisplaysa messageand waits for the user to pressa
key beforerebooting.During a kickstart installation,if no completionmethodis speci�ed, the
reboot optionis usedasdefault.

Thepoweroff optionis roughlyequivalentto theshutdown -p command.

Note

The poweroff option is highly dependent on the system hardware in use. Speci�cally , cer-
tain hardware components such as the BIOS, APM (advanced power management), and ACPI
(advanced con�gur ation and power interface) must be able to interact with the system kernel.
Contact your manufacturer for more information on you system's APM/ACPI abilities.

For othercompletionmethods,referto thehalt , reboot , andshutdown kickstartoptions.
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raid (optional)

AssemblesasoftwareRAID device.Thiscommandis of theform:
raid < mntpoint > --level= < level > --device= < mddevice > < partitions* >

< mntpoint >

LocationwheretheRAID �le systemis mounted.If it is / , theRAID level mustbe1 unless
abootpartition(/boot ) is present.If abootpartitionis present,the/boot partitionmustbe
level 1 andtheroot (/ ) partitioncanbeany of theavailabletypes.The< partitions* >
(whichdenotesthatmultiplepartitionscanbelisted)lists theRAID identi�ers to addto the
RAID array.

--level=

RAID level to use(0, 1, or 5).

--device=

Nameof theRAID device to use(suchasmd0or md1).RAID devicesrangefrom md0to
md7,andeachmayonly beusedonce.

--spares=

Speci�esthenumberof sparedrivesallocatedfor theRAID array. Sparedrivesareusedto
rebuild thearrayin caseof drive failure.

--fstype=

Setsthe�le systemtypefor theRAID array. Valid valuesareext2, ext3, swap,andvfat.

--noformat

Useanexisting RAID device anddonot formattheRAID array.

--useexisting

Useanexisting RAID device andreformatit.

Thefollowing exampleshows how to createa RAID level 1 partitionfor / , anda RAID level 5
for /usr , assumingtherearethreeSCSIdisksonthesystem.It alsocreatesthreeswappartitions,
oneoneachdrive.
part raid.01 --size=60 --ondisk=sda
part raid.02 --size=60 --ondisk=sdb
part raid.03 --size=60 --ondisk=sdc
part swap --size=128 --ondisk=sda
part swap --size=128 --ondisk=sdb
part swap --size=128 --ondisk=sdc
part raid.11 --size=1 --grow --ondisk=sda
part raid.12 --size=1 --grow --ondisk=sdb
part raid.13 --size=1 --grow --ondisk=sdc
raid / --level=1 --device=md0 raid.01 raid.02 raid.03
raid /usr --level=5 --device=md1 raid.11 raid.12 raid.13

For adetailedexampleof raid in action,referto Section1.4.1AdvancedPartitioning Example.

reboot (optional)

Rebootaftertheinstallationis successfullycompleted(noarguments).Normallyduringamanual
installation,anacondadisplaysamessageandwaitsfor theuserto pressakey beforerebooting.

Thereboot optionis roughlyequivalentto theshutdown -r command.
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Note

Use of the reboot option may result in an endless installation loop, depending on the installation
media and method.

The reboot option is the default completion method if no other methods are explicitly speci�ed
in the kickstart �le .

For othercompletionmethods,referto thehalt , poweroff , andshutdown kickstartoptions.

rootpw (required)

Setsthesystem's root password to the< password > argument.
rootpw [--iscrypted] < password >

--iscrypted

If this is present,thepasswordargumentis assumedto alreadybeencrypted.

selinux (optional)

Setsthesystem's SELinuxmodeto oneof thefollowing arguments:

--enforcing

EnablesSELinuxwith thedefault targetedpolicy beingenforced.

Note

If the selinux option is not present in the kickstart �le , SELinux is enabled and set to
--enforcing by default.

--permissive

Outputswarningsonly basedon theSELinuxpolicy, but doesnot actuallyenforcethepol-
icy.

--disabled

DisablesSELinuxcompletelyon thesystem.

For completeinformationregardingSELinuxfor RedHatEnterpriseLinux, referto theRedHat
SELinuxGuide.

shutdown (optional)

Shutdown thesystemaftertheinstallationhassuccessfullycompleted.Duringakickstartinstal-
lation, if nocompletionmethodis speci�ed,the reboot optionis usedasdefault.

Theshutdown optionis roughlyequivalentto theshutdown command.

For othercompletionmethods,referto thehalt , poweroff , andreboot kickstartoptions.

skipx (optional)

If present,X is not con�guredon theinstalledsystem.
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text (optional)

Performthekickstartinstallationin text mode.Kickstartinstallationsareperformedin graphical
modeby default.

timezone (required)

Setsthe systemtime zoneto < timezone > which may be any of the time zoneslisted by
timeconfig .
timezone [--utc] < timezone >

--utc

If present,thesystemassumesthehardwareclock is setto UTC (GreenwichMean)time.

upgrade (optional)

Tellsthesystemto upgradeanexistingsystemratherthaninstallafreshsystem.Youmustspecify
oneof cdrom , harddrive , nfs , or url (for FTPandHTTP) asthelocationof the installation
tree.Referto install for details.

xconfig (optional)

Con�gurestheX Window System.If thisoptionis notgiven,theusermustcon�gureX manually
duringthe installation,if X wasinstalled;this optionshouldnot beusedif X is not installedon
the�nal system.

--noprobe

Do not probethemonitor.

--card=

Use speci�ed card; this card name should be from the list of cards in
/usr/share/hwdata/Cards from the hwdata package.The list of cardscan also be
foundon theX Con�guration screenof the Kickstart Con�gurator . If this argumentis
notprovided,theinstallationprogramprobesthePCIbusfor thecard.SinceAGPis partof
the PCI bus, AGP cardsaredetectedif supported.The probeorder is determinedby the
PCIscanorderof themotherboard.

--videoram=

Speci�estheamountof videoRAM thevideocardhas.

--monitor=

Use speci�ed monitor; monitor name should be from the list of monitors in
/usr/share/hwdata/MonitorsDB from the hwdata package.The list of monitorscan
also be found on the X Con�guration screenof the Kickstart Con�gurator . This is
ignoredif --hsync or --vsync is provided. If no monitor information is provided, the
installationprogramtriesto probefor it automatically.

--hsync=

Speci�esthehorizontalsyncfrequency of themonitor.

--vsync=

Speci�estheverticalsyncfrequency of themonitor.
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--defaultdesktop=

SpecifyeitherGNOME or KDE to setthedefault desktop(assumesthatGNOMEDesktop
Environmentand/orKDE DesktopEnvironmenthasbeeninstalledthrough%packages ).

--startxonboot

Usea graphicallogin on theinstalledsystem.

--resolution=

Specify the default resolutionfor the X Window Systemon the installedsystem.Valid
valuesare640x480,800x600,1024x768,1152x864,1280x1024,1400x1050,1600x1200.
Besureto specifya resolutionthatis compatiblewith thevideocardandmonitor.

--depth=

Specify the default color depthfor the X Window Systemon the installedsystem.Valid
valuesare8, 16, 24, and32. Be sureto specifya color depththat is compatiblewith the
videocardandmonitor.

volgroup (optional)

Useto createaLogical VolumeManagement(LVM) groupwith thesyntax:
volgroup < name> < partition > < options >

Theoptionsareasfollows:

--noformat

Useanexisting volumegroupanddonot formatit.

--useexisting

Useanexisting volumegroupandreformatit.

Createthepartition�rst, createthelogicalvolumegroup,andthencreatethelogicalvolume.For
example:
part pv.01 --size 3000
volgroup myvg pv.01
logvol / --vgname=myvg --size=2000 --name=rootvol

For a detailed example of volgroup in action, refer to
Section1.4.1AdvancedPartitioning Example.

zerombr (optional)

If zerombr is speci�ed, and yes is its sole argument,any invalid partition tablesfound on
disksareinitialized.This destroys all of thecontentsof diskswith invalid partitiontables.This
commandshouldbein thefollowing format:
zerombr yes

No otherformatis effective.

%include

Use the %include /path/to/file commandto include the contentsof another�le in the
kickstart�le asthoughthecontentswereat thelocationof the%include commandin thekick-
start�le.



18 Chapter 1. Kickstart Installations

1.4.1. Advanced Partitioning Example
Thefollowing is asingle,integratedexampleshowing theclearpart , raid , part , volgroup , and
logvol kickstartoptionsin action:

clearpart --drives=hda,h dc --initlabel

# Raid 1 IDE config
part raid.11 --size 1000 --asprimary --ondrive=hda
part raid.12 --size 1000 --asprimary --ondrive=hda
part raid.13 --size 2000 --asprimary --ondrive=hda
part raid.14 --size 8000 --ondrive=hda
part raid.15 --size 1 --grow --ondrive=hda

part raid.21 --size 1000 --asprimary --ondrive=hdc
part raid.22 --size 1000 --asprimary --ondrive=hdc
part raid.23 --size 2000 --asprimary --ondrive=hdc
part raid.24 --size 8000 --ondrive=hdc
part raid.25 --size 1 --grow --ondrive=hdc

# You can add --spares=x
raid / --fstype ext3 --device md0 --level=RAID1 raid.11 raid.21
raid /safe --fstype ext3 --device md1 --level=RAID1 raid.12 raid.22
raid swap --fstype swap --device md2 --level=RAID1 raid.13 raid.23
raid /usr --fstype ext3 --device md3 --level=RAID1 raid.14 raid.24
raid pv.01 --fstype ext3 --device md4 --level=RAID1 raid.15 raid.25

# LVM configuration so that we can resize /var and /usr/local later
volgroup sysvg pv.01
logvol /var --vgname=sysvg --size=8000 --name=var
logvol /var/freespace --vgname=sysvg --size=8000 --name=freespa ce to us e
logvol /usr/local --vgname=sysvg --size=1 --grow --name=usrloca l

ThisadvancedexampleimplementsLVM overRAID, aswell astheability to resizevariousdirectories
for futuregrowth.

1.5. Package Selection
Usethe%packages commandto begin a kickstart�le sectionthat lists thepackagesyou would like
to install (this is for installationsonly, aspackageselectionduringupgradesis notsupported).

Packagescanbespeci�edby groupor by individual packagename.Theinstallationprogramde�nes
severalgroupsthatcontainrelatedpackages.Referto theRedHat/base/comps.xml �le on the�rst
RedHat EnterpriseLinux CD-ROM for a list of groups.Eachgrouphasan id, uservisibility value,
name,description,andpackagelist. In thepackagelist, thepackagesmarkedasmandatoryarealways
installedif thegroupis selected,thepackagesmarked default areselectedby default if thegroupis
selected,andthepackagesmarkedoptionalmustbespeci�cally selectedevenif thegroupis selected
to beinstalled.

In mostcases,it is only necessaryto list the desiredgroupsandnot individual packages.Note that
theCore andBase groupsarealwaysselectedby default,soit is notnecessaryto specifythemin the
%packages section.

Hereis anexample%packages selection:

%packages
@ X Window System
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@ GNOMEDesktop Environment
@ Graphical Internet
@ Sound and Video
dhcp

As youcansee,groupsarespeci�ed,oneto aline, startingwith an@symbol,aspace,andthenthefull
groupnameasgiven in thecomps.xml �le. Groupscanalsobespeci�edusingtheid for thegroup,
suchasgnome-desktop . Specifyindividual packageswith no additionalcharacters(the dhcp line
in theexampleabove is anindividual package).

Youcanalsospecifywhichpackagesnot to install from thedefault packagelist:

-autofs

Thefollowing optionsareavailablefor the%packages option:

--resolvedeps

Install thelistedpackagesandautomaticallyresolve packagedependencies.If this optionis not
speci�edandtherearepackagedependencies,theautomatedinstallationpausesandpromptsthe
user. For example:
%packages --resolvedeps

--ignoredeps

Ignoretheunresolveddependenciesandinstall thelistedpackageswithoutthedependencies.For
example:
%packages --ignoredeps

--ignoremissing

Ignorethemissingpackagesandgroupsinsteadof haltingtheinstallationto askif theinstallation
shouldbeabortedor continued.For example:
%packages --ignoremissing

1.6. Pre-installation Script
You canaddcommandsto run on the systemimmediatelyafter the ks.cfg hasbeenparsed.This
sectionmustbe at the endof the kickstart �le (after the commands)andmuststartwith the %pre
command.You can accessthe network in the %pre section;however, nameservicehasnot been
con�guredat this point,soonly IP addresseswork.

Note

Note that the pre-install script is not run in the change root environment.

--interpreter /usr/bin/python

Allows you to specify a different scripting language, such as Python. Replace
/usr/bin/python with thescriptinglanguageof yourchoice.
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1.6.1. Example
Hereis anexample%pre section:

%pre

#!/bin/sh

hds=""
mymedia=""

for file in /proc/ide/h*
do

mymedia=`cat $file/media`
if [ $mymedia == "disk" ] ; then

hds="$hds `basename $file`"
fi

done

set $hds
numhd=`echo $#`

drive1=`echo $hds | cut -d' ' -f1`
drive2=`echo $hds | cut -d' ' -f2`

#Write out partition scheme based on whether there are 1 or 2 hard drives

if [ $numhd == "2" ] ; then
#2 drives
echo "#partitioning scheme generated in %pre for 2 drives" > /tmp/part-include
echo "clearpart --all" >> /tmp/part-include
echo "part /boot --fstype ext3 --size 75 --ondisk hda" >> /tmp/part-include
echo "part / --fstype ext3 --size 1 --grow --ondisk hda" >> /tmp/part-include
echo "part swap --recommended --ondisk $drive1" >> /tmp/part-include
echo "part /home --fstype ext3 --size 1 --grow --ondisk hdb" >> /tmp/part-include

else
#1 drive
echo "#partitioning scheme generated in %pre for 1 drive" > /tmp/part-include
echo "clearpart --all" >> /tmp/part-include
echo "part /boot --fstype ext3 --size 75" >> /tmp/part-includ
echo "part swap --recommended" >> /tmp/part-include
echo "part / --fstype ext3 --size 2048" >> /tmp/part-include
echo "part /home --fstype ext3 --size 2048 --grow" >> /tmp/part-include

fi

This script determinesthe numberof harddrives in the systemandwrites a text �le with a differ-
ent partitioningschemedependingon whetherit hasoneor two drives. Insteadof having a setof
partitioningcommandsin thekickstart�le, includetheline:

%include /tmp/part-include

Thepartitioningcommandsselectedin thescriptareused.
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Note

The pre-installation script section of kickstart cannot manage multiple install trees or source media.
This information must be included for each created ks.cfg �le , as the pre-installation script occurs
during the second stage of the installation process.

1.7. Post-installation Script
Youhave theoptionof addingcommandsto run on thesystemoncetheinstallationis complete.This
sectionmustbeat theendof thekickstart�le andmuststartwith the%post command.Thissectionis
usefulfor functionssuchasinstallingadditionalsoftwareandcon�guring anadditionalnameserver.

Note

If you con�gured the network with static IP information, including a nameserver, you can access the
network and resolve IP addresses in the %post section. If you con�gured the network for DHCP, the
/etc/resolv.conf �le has not been completed when the installation executes the %post section.
You can access the network, but you can not resolve IP addresses. Thus, if you are using DHCP, you
must specify IP addresses in the %post section.

Note

The post-install script is run in a chroot environment; therefore, performing tasks such as copying
scripts or RPMs from the installation media do not work.

--nochroot

Allows you to specifycommandsthatyouwould like to runoutsideof thechrootenvironment.

The following examplecopiesthe �le /etc/resolv.conf to the �le systemthatwasjust in-
stalled.
%post --nochroot
cp /etc/resolv.conf /mnt/sysimage/etc/resolv.conf

--interpreter /usr/bin/python

Allows you to specify a different scripting language, such as Python. Replace
/usr/bin/python with thescriptinglanguageof yourchoice.

1.7.1. Examples
Turnservicesonandoff:

/sbin/chkconfig --level 345 telnet off
/sbin/chkconfig --level 345 finger off
/sbin/chkconfig --level 345 lpd off
/sbin/chkconfig --level 345 httpd on
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Runascriptnamedrunme from anNFSshare:

mkdir /mnt/temp
mount -o nolock 10.10.0.2:/usr/new-mach ine s /mnt/temp
open -s -w -- /mnt/temp/runme
umount /mnt/temp

Note

NFS �le locking is not supported while in kickstart mode, therefore -o nolock is required when
mounting an NFS mount.

Add auserto thesystem:

/usr/sbin/useradd bob
/usr/bin/chfn -f "Bob Smith" bob
/usr/sbin/usermod -p 'kjdf$04930FTH/ ' bob

1.8. Making the Kic kstar t File Availab le
A kickstart�le mustbeplacedin oneof thefollowing locations:

• On abootdiskette

• On abootCD-ROM

• On anetwork

Normallyakickstart�le is copiedto thebootdiskette,or madeavailableonthenetwork.Thenetwork-
basedapproachis mostcommonlyused,asmostkickstartinstallationstendto beperformedon net-
workedcomputers.

Let ustake amorein-depthlook at wherethekickstart�le maybeplaced.

1.8.1. Creating Kic kstar t Boot Media
Diskette-basedbooting is no longersupportedin RedHat EnterpriseLinux. Installationsmustuse
CD-ROM or �ash memoryproductsfor booting.However, the kickstart �le may still resideon a
diskette's top-level directory, andmustbenamedks.cfg .

ToperformaCD-ROM-basedkickstartinstallation,thekickstart�le mustbenamedks.cfg andmust
belocatedin thebootCD-ROM's top-level directory. Sincea CD-ROM is read-only, the�le mustbe
addedto thedirectoryusedto createtheimagethat is written to theCD-ROM. Referto the RedHat
EnterpriseLinux InstallationGuidefor instructionsoncreatingbootmedia;however, beforemaking
the file.iso image�le, copy theks.cfg kickstart�le to the isolinux/ directory.

To performapen-based�ash memorykickstartinstallation,thekickstart�le mustbenamedks.cfg
andmustbe locatedin the �ash memory's top-level directory. Createthe boot image�rst, andthen
copy theks.cfg �le.

Forexample,thefollowing transfersabootimageto thependrive(/dev/sda ) usingthedd command:

dd if=diskboot.img of=/dev/sda bs=1M
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Note

Creation of USB �ash memory pen drives for booting is possible, but is heavily dependent on system
hardware BIOS settings. Refer to your hardware manufacturer to see if your system supports booting
to alternate devices.

1.8.2. Making the Kic kstar t File Availab le on the Network
Network installationsusingkickstartarequitecommon,becausesystemadministratorscaneasilyau-
tomatetheinstallationonmany networkedcomputersquickly andpainlessly. In general,theapproach
mostcommonlyusedis for theadministratorto havebothaBOOTP/DHCPserverandanNFSserver
onthelocalnetwork. TheBOOTP/DHCPserver is usedto give theclientsystemits networking infor-
mation,while theactual�les usedduring the installationareservedby theNFSserver. Often,these
two serversrunon thesamephysicalmachine,but they arenot requiredto.

To performa network-basedkickstart installation,you musthave a BOOTP/DHCPserver on your
network, andit mustincludecon�guration informationfor themachineon which you areattempting
to installRedHatEnterpriseLinux. TheBOOTP/DHCPserverprovidestheclientwith its networking
informationaswell asthelocationof thekickstart�le.

If a kickstart�le is speci�edby theBOOTP/DHCPserver, theclient systemattemptsanNFSmount
of the �le' s path,andcopiesthe speci�ed �le to the client, using it as the kickstart �le. The exact
settingsrequiredvary dependingon theBOOTP/DHCPserver youuse.

Hereis anexampleof a line from thedhcpd.conf �le for theDHCPserver:

filename "/usr/new-mac hi ne/k ic ks ta rt /" ;
next-server blarg.redhat.c om;

Note that you shouldreplacethe value after filename with the nameof the kickstart �le (or the
directoryin which the kickstart�le resides)andthe valueafter next-server with the NFS server
name.

If the�le namereturnedby theBOOTP/DHCPserver endswith a slash("/"), thenit is interpretedas
a pathonly. In this case,theclient systemmountsthatpathusingNFS,andsearchesfor a particular
�le. The�le nametheclient searchesfor is:

< ip-addr > -kicks ta rt

The < ip-addr > sectionof the �le nameshouldbe replacedwith the client's IP addressin dotted
decimalnotation.For example,the�le namefor acomputerwith anIP addressof 10.10.0.1wouldbe
10.10.0.1-kickstart .

Note that if you do not specifya server name,thentheclient systemattemptsto usethe server that
answeredthe BOOTP/DHCPrequestas its NFS server. If you do not specifya path or �le name,
the client systemtries to mount /kickstart from the BOOTP/DHCPserver andtries to �nd the
kickstart�le usingthesame< ip-addr > -kickstart �le nameasdescribedabove.

1.9. Making the Installation Tree Availab le
Thekickstartinstallationmustaccessan installationtree. An installationtreeis a copy of thebinary
RedHat EnterpriseLinux CD-ROMs with thesamedirectorystructure.

If you areperforminga CD-basedinstallation,inserttheRedHat EnterpriseLinux CD-ROM #1 into
thecomputerbeforestartingthekickstartinstallation.
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If you are performinga hard drive installation,make surethe ISO imagesof the binary Red Hat
EnterpriseLinux CD-ROMs areonaharddrive in thecomputer.

If youareperforminganetwork-based(NFS,FTP, or HTTP) installation,youmustmake theinstalla-
tion treeavailableover thenetwork. Referto thePreparingfor a NetworkInstallationsectionof the
RedHat EnterpriseLinux InstallationGuidefor details.

1.10. Star ting a Kic kstar t Installation
To begin a kickstart installation,you mustboot the systemfrom boot mediayou have madeor the
RedHat EnterpriseLinux CD-ROM #1, andentera specialbootcommandat the bootprompt.The
installationprogramlooksfor akickstart�le if theks commandline argumentis passedto thekernel.

CD-ROM #1 andDiskette

The linux ks=floppy commandalsoworks if theks.cfg �le is locatedon a vfat or ext2
�le systemonadisketteandyou bootfrom theRedHatEnterpriseLinux CD-ROM #1.

An alternatebootcommandis to bootoff theRedHat EnterpriseLinux CD-ROM #1 andhave
thekickstart�le onavfatorext2 �le systemonadiskette.Todoso,enterthefollowing command
at theboot: prompt:
linux ks=hd:fd0:/ks. cfg

With Driver Disk

If you needto usea driver disk with kickstart,specify the dd option aswell. For example,to
bootoff abootdisketteanduseadriverdisk,enterthefollowing commandat theboot: prompt:
linux ks=floppy dd

Boot CD-ROM

If the kickstart �le is on a boot CD-ROM as described in
Section1.8.1CreatingKickstartBootMedia, insert the CD-ROM into the system,boot the
system,andenterthe following commandat the boot: prompt(whereks.cfg is thenameof
thekickstart�le):
linux ks=cdrom:/ks.c fg

Otheroptionsto startakickstartinstallationareasfollows:

ks=nfs: < server > :/ < path >

The installation program looks for the kickstart �le on the NFS server < server > ,
as �le < path > . The installation program uses DHCP to con�gure the Ethernet
card. For example, if your NFS server is server.example.com and the kickstart
�le is in the NFS share /mydir/ks.cfg , the correct boot command would be
ks=nfs:server.example.com:/mydir/ks.cfg .

ks=http:// < server > / < path >

The installation program looks for the kickstart �le on the HTTP server < server > ,
as �le < path > . The installation program uses DHCP to con�gure the Ethernet
card. For example, if your HTTP server is server.example.com and the kickstart �le
is in the HTTP directory /mydir/ks.cfg , the correct boot command would be
ks=http://server.example.com/mydir/ks.cfg .

ks=floppy

Theinstallationprogramlooksfor the�le ks.cfg onavfator ext2 �le systemon thediskettein
/dev/fd0 .
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ks=floppy:/ < path >

The installation program looks for the kickstart �le on the diskette in /dev/fd0 , as �le
< path > .

ks=hd: < device > :/ < file >

The installationprogrammountsthe �le systemon < device > (which mustbevfat or ext2),
and look for the kickstart con�guration �le as < file > in that �le system(for example,
ks=hd:sda3:/mydir/ks.cfg ).

ks=file:/ < file >

Theinstallationprogramtriesto readthe�le < file > from the�le system;nomountsaredone.
This is normallyusedif thekickstart�le is alreadyon the initrd image.

ks=cdrom:/ < path >

Theinstallationprogramlooksfor thekickstart�le onCD-ROM, as�le < path > .

ks

If ks is usedalone,the installationprogramcon�gures the Ethernetcard to useDHCP. The
kickstart �le is readfrom the "bootServer" from the DHCP responseas if it is an NFS server
sharingthekickstart�le. By default, thebootServer is thesameastheDHCPserver. Thename
of thekickstart�le is oneof thefollowing:

• If DHCP is speci�ed andthe boot �le begins with a / , the boot �le provided by DHCP is
lookedfor on theNFSserver.

• If DHCP is speci�ed and the boot �le begins with somethingother then a / , the boot �le
providedby DHCPis lookedfor in the /kickstart directoryon theNFSserver.

• If DHCP did not specify a boot �le, then the installation programtries to read the �le
/kickstart/1.2.3.4-kickstart , where 1.2.3.4 is the numeric IP addressof the
machinebeinginstalled.

ksdevice= < device >

Theinstallationprogramusesthisnetwork deviceto connectto thenetwork. For example,to start
a kickstart installationwith the kickstart �le on an NFS server that is connectedto the system
throughtheeth1device, usethecommandks=nfs: < server > :/ < path > ksdevice=eth1
at theboot: prompt.
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Chapter 2.
Kic kstar t Con�gurator

Kickstart Con�gurator allowsyoutocreateormodifyakickstart�le usingagraphicaluserinterface,
sothatyoudonothave to rememberthecorrectsyntaxof the�le.

To useKickstart Con�gurator , you must be running the X Window System.To start Kickstart
Con�gurator , selectApplications (themainmenuon thepanel)=> SystemTools=> Kickstart , or
typethecommand/usr/sbin/system-config-kickstart .

As youarecreatingakickstart�le, youcanselectFile => Preview atany time to review yourcurrent
selections.

To startwith anexisting kickstart�le, selectFile => Open andselecttheexisting �le.

2.1. Basic Con�guration

Figure2-1.BasicCon�guration

Choosethelanguageto useduringtheinstallationandasthedefault languageto beusedafterinstal-
lation from theDefault Languagemenu.

Selectthesystemkeyboardtypefrom theKeyboardmenu.

Choosethe mousefor the systemfrom the Mouse menu.If No Mouse is selected,no mouseis
con�gured. If Probe for Mouse is selected,the installationprogramtries to automaticallydetect
themouse.Probingworksfor mostmodernmice.

If the systemhasa two-button mouse,a three-button mousecanbeemulatedby selectingEmulate
3 Buttons. If this option is selected,simultaneouslyclicking the left and right mousebuttonsare
recognizedasamiddlemousebuttonclick.
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FromtheTime Zone menu,choosethe time zoneto usefor thesystem.To con�gure thesystemto
useUTC, selectUseUTC clock.

Enterthedesiredroot password for thesystemin theRoot Password text entrybox. Typethesame
password in theCon�rm Password text box.Thesecond�eld is to makesureyoudonotmistypethe
password andthenrealizeyou do not know what it is after you have completedthe installation.To
save thepasswordasanencryptedpassword in the�le, selectEncrypt root password. If theencryp-
tion option is selected,whenthe �le is saved, the plain text password that you typedareencrypted
andwritten to thekickstart�le. Do not typeanalreadyencryptedpassword andselectto encryptit.
Becauseakickstart�le is aplain text �le thatcanbeeasilyread,it is recommendedthatanencrypted
password beused.

To install languagesin additionto theoneselectedfrom theDefault Languagepulldown menu.check
themin the LanguageSupport list. The languageselectedfrom the Default Languagepulldown
menuis usedby default after installation;however, the default canbe changedwith the Language
Con�guration Tool (system-config-language ) afterinstallation.

ChoosingTarget Ar chitecture speci�es which speci�c hardware architecturedistribution is used
duringinstallation.

ChoosingRebootsystemafter installation rebootsyour systemautomaticallyafter the installation
is �nished.

Kickstart installationsareperformedin graphicalmodeby default. To overridethis default anduse
text modeinstead,selectthePerform installation in text modeoption.

Youcanperforma kickstartinstallationin interactive mode.This meansthattheinstallationprogram
usesall theoptionspre-con�guredin thekickstart�le, but it allowsyouto preview theoptionsin each
screenbeforecontinuingto thenext screen.To continueto thenext screen,click theNext buttonafter
you have approved thesettingsor changethembeforecontinuingthe installation.To selectthis type
of installation,selectthePerform installation in interactive modeoption.
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2.2. Installation Method

Figure2-2. Installation Method

TheInstallation Method screenallows youto choosewhetherto performanew installationor anup-
grade.If youchooseupgrade,thePartition Information andPackageSelectionoptionsaredisabled.
They arenotsupportedfor kickstartupgrades.

Choosethetypeof kickstartinstallationor upgradescreenfrom thefollowing options:

• CD-ROM — Choosethis option to install or upgradefrom the Red Hat EnterpriseLinux CD-
ROMs.

• NFS — Choosethis option to install or upgradefrom an NFS shareddirectory. In the text �eld
for the theNFSserver, entera fully-quali�ed domainnameor IP address.For theNFSdirectory,
enterthe nameof the NFS directory that containsthe RedHat directoryof the installationtree.
For example,if theNFSserver containsthedirectory /mirrors/redhat/i386/RedHat/ , enter
/mirrors/redhat/i386/ for theNFSdirectory.

• FTP — Choosethis option to install or upgradefrom anFTPserver. In theFTPserver text �eld,
enterafully-quali�ed domainnameor IP address.For theFTPdirectory, enterthenameof theFTP
directorythatcontainstheRedHat directory. For example,if theFTPserver containsthedirectory
/mirrors/redhat/i386/RedHat/ , enter/mirrors/redhat/i386/ for the FTPdirectory. If
theFTPserver requiresausernameandpassword,specifythemaswell.

• HTTP — Choosethis option to install or upgradefrom an HTTP server. In the text �eld for the
HTTPserver, enterthefully-quali�ed domainnameor IP address.For theHTTPdirectory, enterthe
nameof theHTTP directorythatcontainstheRedHat directory. For example,if theHTTP server
containsthedirectory/mirrors/redhat/i386/RedHat/ , enter/mirrors/redhat/i386/ for
theHTTP directory.

• Hard Dri ve — Choosethis optionto install or upgradefrom a harddrive. Harddrive installations
requirethe useof ISO (or CD-ROM) images.Be sureto verify that the ISO imagesare intact
beforeyou start the installation.To verify them,usean md5sum programas well as the linux
mediacheck boot optionasdiscussedin the RedHat EnterpriseLinux InstallationGuide. Enter



30 Chapter 2. Kickstart Con�gurator

theharddrivepartitionthatcontainstheISOimages(for example,/dev/hda1 ) in theHard Dri ve
Partition text box. EnterthedirectorythatcontainstheISO imagesin theHard Dri ve Directory
text box.

2.3. Boot Loader Options

Figure2-3.Boot Loader Options

GRUB is the default boot loaderfor RedHat EnterpriseLinux. If you do not want to install a boot
loader, selectDo not install a boot loader. If you choosenot to install a boot loader, make sureyou
createabootdisketteor have anotherway to bootyour system,suchasa third-partybootloader.

You mustchoosewhereto install the boot loader(the MasterBoot Recordor the �rst sectorof the
/boot partition).Install thebootloaderon theMBR if youplanto useit asyour bootloader.

To passany specialparametersto the kernel to be usedwhen the systemboots,enterthemin the
Kernel parameters text �eld. For example,if you have an IDE CD-ROM Writer, you cantell the
kernelto usetheSCSIemulationdriver thatmustbe loadedbeforeusingcdrecord by con�guring
hdd=ide-scsi asakernelparameter(wherehdd is theCD-ROM device).

YoucanpasswordprotecttheGRUB bootloaderbycon�guring aGRUB password.SelectUseGRUB
password, and entera password in the Password �eld. Type the samepassword in the Con�rm
Password text �eld. To savethepasswordasanencryptedpasswordin the�le, selectEncrypt GRUB
password. If theencryptionoptionis selected,whenthe�le is saved,theplain text password thatyou
typedareencryptedandwritten to thekickstart�le. If typeanalreadyencryptedpassword, unselect
to encryptit.

If Upgradean existing installation is selectedontheInstallation Method page,selectUpgradeex-
isting boot loader to upgradetheexistingbootloadercon�guration,while preservingtheold entries.
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2.4. Partition Information

Figure2-4.Partition Information

Selectwhetheror not to cleartheMasterBoot Record(MBR). Chooseto remove all existing parti-
tions,remove all existing Linux partitions,or preserve existing partitions.

To initialize the disk label to the default for the architectureof the system(for example,msdos for
x86 andgpt for Itanium),selectInitialize the disk label if you areinstallingon a brandnew hard
drive.

2.4.1. Creating Partitions
To createa partition, click the Add button. The Partition Options window shown in Figure2-5
appears.Choosethemountpoint, �le systemtype,andpartitionsizefor thenew partition.Optionally,
youcanalsochoosefrom thefollowing:

• In theAdditional SizeOptions section,chooseto make thepartitiona �x edsize,up to a chosen
size,or �ll theremainingspaceon theharddrive. If you selectedswapasthe�le systemtype,you
canselectto have the installationprogramcreatethe swap partition with the recommendedsize
insteadof specifyingasize.

• Forcethepartitionto becreatedasa primarypartition.

• Createthe partition on a speci�c harddrive. For example,to make the partition on the �rst IDE
harddisk (/dev/hda ), specifyhda asthedrive.Do not include/dev in thedrive name.

• Useanexisting partition.For example,to make thepartitionon the �rst partitionon the�rst IDE
harddisk (/dev/hda1 ), specifyhda1 asthepartition.Do not include/dev in thepartitionname.

• Formatthepartitionasthechosen�le systemtype.
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Figure2-5.CreatingPartitions

To edit an existing partition, selectthe partition from the list andclick the Edit button. The same
Partition Options window appearsas whenyou choseto adda partition as shown in Figure2-5,
exceptit re�ects thevaluesfor theselectedpartition.Modify thepartitionoptionsandclick OK.

To deleteanexisting partition,selectthepartitionfrom thelist andclick theDeletebutton.

2.4.1.1. Creating Software RAID Partitions

To createasoftwareRAID partition,usethefollowing steps:

1. Click theRAID button.

2. SelectCreatea software RAID partition .

3. Con�gurethepartitionsaspreviouslydescribed,exceptselectSoftwareRAID asthe�le system
type.Also, you mustspecifya harddrive on which to make thepartitionor specifyanexisting
partitionto use.

Figure2-6.Creatinga Software RAID Partition
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Repeatthesestepsto createasmany partitionsasneededfor your RAID setup.All of your partitions
donothave to beRAID partitions.

After creatingall thepartitionsneededto form aRAID device, follow thesesteps:

1. Click theRAID button.

2. SelectCreatea RAID device.

3. Selectamountpoint,�le systemtype,RAID devicename,RAID level,RAID members,number
of sparesfor thesoftwareRAID device,andwhetherto formattheRAID device.

Figure 2-7.Creatinga Software RAID Device

4. Click OK to addthedevice to thelist.
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2.5. Network Con�guration

Figure2-8.Network Con�guration

If thesystemto beinstalledvia kickstartdoesnot have anEthernetcard,do not con�gure oneon the
Network Con�guration page.

Networking is only requiredif you choosea networking-basedinstallationmethod(NFS, FTP, or
HTTP). Networking canalwaysbe con�gured after installationwith the Network Administration
Tool (system-config-network ). Referto Chapter18NetworkCon�guration for details.

For eachEthernetcard on the system,click Add Network Device and selectthe network device
andnetwork typefor thedevice. Selecteth0 to con�gure the�rst Ethernetcard,eth1 for thesecond
Ethernetcard,andsoon.
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2.6. Authentication

Figure2-9.Authentication

In theAuthentication section,selectwhetherto useshadow passwordsandMD5 encryptionfor user
passwords.Theseoptionsarehighly recommendedandchosenby default.

TheAuthentication Con�guration optionsallow you to con�gure thefollowing methodsof authen-
tication:

• NIS

• LDAP

• Kerberos5

• Hesiod

• SMB

• NameSwitchCache

Thesemethodsarenotenabledby default.To enableoneor moreof thesemethods,click theappropri-
atetab,click thecheckboxnext to Enable, andentertheappropriateinformationfor theauthentication
method.Referto Chapter27AuthenticationCon�guration for moreinformationabouttheoptions.

2.7. Firewall Con�guration
TheFir ewall Con�guration window is similar to thescreenin the installationprogramandthe Se-
curity Level Con�guration Tool.
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Figure2-10.Fir ewall Con�guration

If Disable�r ewall is selected,thesystemallows completeaccessto any active servicesandports.No
connectionsto thesystemarerefusedor denied.

SelectingEnable �r ewall con�gures the systemto reject incomingconnectionsthat arenot in re-
sponseto outboundrequests,suchasDNSrepliesor DHCPrequests.If accessto servicesrunningon
thismachineis required,you canchooseto allow speci�c servicesthroughthe�re wall.

Only devicescon�gured in the Network Con�guration sectionarelisted asavailableTrusted de-
vices. Connectionsfrom any devicesselectedin the list areacceptedby thesystem.For example,if
eth1only receivesconnectionsfrom internalsystem,youmight wantto allow connectionsfrom it.

If a serviceis selectedin the Trusted services list, connectionsfor the serviceare acceptedand
processedby thesystem.

In theOther ports text �eld, list any additionalportsthat shouldbeopenedfor remoteaccess.Use
the following format: port:protocol . For example,to allow IMAP accessthroughthe �re wall,
specifyimap:tcp . Specifynumericportscanalsobespeci�ed; to allow UDP packetsonport 1234
throughthe�re wall, enter1234:udp . To specifymultipleports,separatethemwith commas.

2.7.1. SELin ux Con�guration
Althoughcon�gurationfor SELinuxis notspeci�edin theKickstart Con�gurator , kickstartenables
SELinuxin enforcing modeby default if theselinux parameteris omittedfrom thekickstart�le.

2.8. Displa y Con�guration
If you areinstalling the X Window System,you cancon�gure it during thekickstartinstallationby
checkingthe Con�gur e the X Window Systemoption on the Display Con�guration window as
shown in Figure2-11. If this option is not chosen,the X con�guration optionsaredisabledandthe
skipx optionis written to thekickstart�le.
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2.8.1. General
The �rst stepin con�guring X is to choosethedefault color depthandresolution.Selectthemfrom
their respective pulldown menus.Be sureto specifya color depthandresolutionthat is compatible
with thevideocardandmonitorfor thesystem.

Figure2-11.X Con�guration - General

If youareinstallingboththeGNOMEandKDE desktops,youmustchoosewhichdesktopshouldbe
thedefault. If only onedesktopis to be installed,besureto chooseit. Oncethesystemis installed,
userscanchoosewhichdesktopthey wantto betheirdefault.

Next, choosewhetherto starttheX Window Systemwhenthesystemis booted.Thisoptionstartsthe
systemin runlevel 5 with thegraphicallogin screen.After thesystemis installed,thiscanbechanged
by modifying the /etc/inittab con�guration�le.

Also selectwhetherto startthe Setup Agent the �rst time the systemis rebooted.It is disabledby
default, but the settingcanbe changedto enabledor enabledin recon�gurationmode.Recon�gu-
ration modeenablesthe language,mouse,keyboard,root password, securitylevel, time zone,and
networking con�gurationoptionsin additionto thedefault ones.

2.8.2. Video Card
Probefor videocard is selectedby default.Acceptthisdefault to havetheinstallationprogramprobe
for the video card during installation.Probingworks for most modernvideo cards.If this option
is selectedand the installationprogramcannotsuccessfullyprobethe video card, the installation
programstopsat thevideocardcon�gurationscreen.To continuetheinstallationprocess,selectyour
videocardfrom thelist andclick Next.

Alternatively, you can select the video card from the list on the Video Card tab as shown in
Figure2-12. Specify the amountof video RAM the selectedvideo cardhasfrom the Video Card
RAM pulldown menu.Thesevaluesareusedby theinstallationprogramto con�gure theX Window
System.
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Figure2-12.X Con�guration - VideoCard

2.8.3. Monitor
After con�guring thevideocard,click on theMonitor tabasshown in Figure2-13.

Figure2-13.X Con�guration - Monitor
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Probefor monitor is selectedby default. Acceptthis default to have the installationprogramprobe
for themonitorduringinstallation.Probingworksfor mostmodernmonitors.If thisoptionis selected
andthe installationprogramcannotsuccessfullyprobethemonitor, the installationprogramstopsat
the monitor con�guration screen.To continuethe installationprocess,selectyour monitor from the
list andclick Next.

Alternatively, you can selectyour monitor from the list. You can also specify the horizontaland
vertical syncratesinsteadof selectinga speci�c monitorby checkingthe Specifyhysncand vsync
insteadof monitor option.Thisoptionis usefulif themonitorfor thesystemis not listed.Noticethat
whenthis optionis enabled,themonitorlist is disabled.

2.9. Package Selection

Figure2-14.PackageSelection

ThePackageSelectionwindow allows you to choosewhichpackagegroupsto install.

Therearealsooptionsavailableto resolve andignorepackagedependenciesautomatically.

Currently, Kickstart Con�gurator doesnot allow you to selectindividual packages.To install in-
dividual packages,modify the %packages sectionof the kickstart �le after you save it. Refer to
Section1.5Package Selectionfor details.
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2.10. Pre-Installation Script

Figure2-15.Pre-Installation Script

Youcanaddcommandsto run on thesystemimmediatelyafterthekickstart�le hasbeenparsedand
beforetheinstallationbegins.If you have con�gured thenetwork in thekickstart�le, thenetwork is
enabledbeforethis sectionis processed.To includeapre-installationscript,typeit in thetext area.

To specify a scripting languageto useto executethe script, selectthe Use an interpreter option
and enter the interpreterin the text box besideit. For example, /usr/bin/python2.2 can
be speci�ed for a Python script. This option correspondsto using %pre --interpreter
/usr/bin/python2.2 in your kickstart�le.

Caution

Do not include the %pre command. It is added for you.
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2.11. Post-Installation Script

Figure2-16.Post-Installation Script

You canalsoaddcommandsto executeon the systemafter the installationis completed.If the net-
work is properlycon�gured in the kickstart �le, the network is enabled,andthe script caninclude
commandsto accessresourceson thenetwork. To includea post-installationscript,typeit in thetext
area.

Caution

Do not include the %post command. It is added for you.

For example,to changethe messageof the day for the newly installedsystem,add the following
commandto the%post section:

echo "Hackers will be punished!" > /etc/motd

Tip

More examples can be found in Section 1.7.1 Examples.
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2.11.1. Chroot Envir onment
To run thepost-installationscript outsideof thechrootenvironment,click thecheckboxnext to this
optiononthetopof thePost-Installation window. Thisis equivalentto usingthe--nochroot option
in the%post section.

To makechangesto thenewly installed�le system,within thepost-installationsection,but outsideof
thechrootenvironment,youmustprependthedirectorynamewith /mnt/sysimage/ .

For example,if you selectRun outside of the chroot environment, the previous examplemustbe
changedto thefollowing:

echo "Hackers will be punished!" > /mnt/sysimage/etc/motd

2.11.2. Use an Interpreter
To specify a scripting languageto useto executethe script, selectthe Use an interpreter option
and enter the interpreterin the text box besideit. For example, /usr/bin/python2.2 can
be speci�ed for a Python script. This option correspondsto using %post --interpreter
/usr/bin/python2.2 in your kickstart�le.

2.12. Saving the File
To review the contentsof the kickstart �le after you have �nished choosingyour kickstartoptions,
selectFile => Preview from thepull-down menu.

Figure2-17.Preview

To savethekickstart�le, click theSave to File buttonin thepreview window. To save the�le without
previewing it, selectFile => Save File or press[Ctrl]-[S]. A dialogbox appears.Selectwhereto save
the�le.

After saving the�le, referto Section1.10Startinga Kickstart Installationfor informationon how to
startthekickstartinstallation.



Chapter 3.
PXE Network Installations

RedHat EnterpriseLinux allows for installationover a network usingtheNFS,FTP, or HTTP pro-
tocols.A network installationcanbestartedfrom a bootCD-ROM, a bootable�ash memorydrive,
or by usingthe askmethod bootoptionwith theRedHat EnterpriseLinux CD #1. Alternatively, if
thesystemto be installedcontainsa network interfacecard(NIC) with Pre-ExecutionEnvironment
(PXE) support,it canbecon�gured to bootfrom �les on anothernetworkedsystemratherthanlocal
mediasuchasaCD-ROM.

For a PXE network installation,theclient's NIC with PXE supportsendsout a broadcastrequestfor
DHCP information.The DHCP server provides the client with an IP address,othernetwork infor-
mationsuchasnameserver, theIP addressor hostnameof the tftp server (which providesthe�les
necessaryto start the installationprogram),andthe locationof the �les on the tftp server. This is
possiblebecauseof PXELINUX, which is partof thesyslinux package.

Thefollowing stepsmustbeperformedto preparefor aPXE installation:

1. Con�gure thenetwork (NFS,FTP, HTTP) server to export theinstallationtree.

2. Con�gure the�les on the tftp server necessaryfor PXEbooting.

3. Con�gure whichhostsareallowedto bootfrom thePXEcon�guration.

4. Startthe tftp service.

5. Con�gure DHCP.

6. Boot theclient,andstarttheinstallation.

3.1. Setting up the Network Server
First,con�gure anNFS,FTP, or HTTP server to export theentireinstallationtreefor theversionand
variantof RedHat EnterpriseLinux to be installed.Refer to the sectionPreparingfor a Network
Installationin theRedHat EnterpriseLinux InstallationGuidefor detailedinstructions.

3.2. PXE Boot Con�guration
Thenext stepis to copy the�les necessaryto startthe installationto the tftp server sothey canbe
foundwhentheclient requeststhem.Thetftp server is usuallythesameserverasthenetwork server
exportingtheinstallationtree.

To copy these�les, runtheNetwork Booting Tool on theNFS,FTP, or HTTPserver. A separatePXE
server is notnecessary.

For the command line version of these instructions, refer to
Section3.2.1CommandLine Con�guration.

To usethe graphicalversionof the Network Booting Tool, you must be running the X Window
System,have root privileges,andhave the system-config-netboot RPM packageinstalled.To
starttheNetwork Booting Tool from thedesktop,go to Applications (themainmenuon thepanel)
=> System Settings => Server Settings => Network Booting Service. Or, type the command
system-config-netboot atashellprompt(for example,in anXTerm or a GNOME terminal).
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If startingtheNetwork Booting Tool for the �rst time, selectNetwork Install from theFirst Time
Druid . Otherwise,selectCon�gur e => Network Installation from the pulldown menu,and then
click Add. Thedialogin Figure3-1 is displayed.

Figure3-1.Network Installation Setup

• Operating system identi�er — Provide a unique name using one word to identify the
Red Hat Enterprise Linux version and variant. It is used as the directory name in the
/tftpboot/linux-install/ directory.

• Description — Provide abrief descriptionof theRedHatEnterpriseLinux versionandvariant.

• Selectsprotocol for installation — SelectsNFS,FTP, or HTTP asthe network installationtype
dependingon which onewascon�guredpreviously. If FTPis selectedandanonymousFTPis not
beingused,uncheckAnonymousFTP andprovide avalid usernameandpassword combination.

• Kickstart — Specify the location of the kickstart �le. The �le can be a URL or a �le stored
locally (diskette). The kickstart �le can be createdwith the Kickstart Con�gurator . Refer to
Chapter2 Kickstart Con�gurator for details.

• Server — Provide theIP addressor domainnameof theNFS,FTP, or HTTP server.

• Location — Provide the directorysharedby the network server. If FTP or HTTP wasselected,
thedirectorymustbe relative to thedefault directoryfor theFTPserver or thedocumentroot for
the HTTP server. For all network installations,the directoryprovided mustcontainthe RedHat/
directoryof theinstallationtree.

After clicking OK, the initrd.img and vmlinuz �les necessaryto boot the installation
program are transfered from images/pxeboot/ in the provided installation tree to
/tftpboot/linux-install/ < os-identifier > / on the tftp server (theoneyou arerunning
theNetwork Booting Tool on).

3.2.1. Command Line Con�guration
If the network server is not running X, the pxeos commandline utility, which is part of the
system-config-netboot package,canbeusedto con�gure the tftp server �les asdescribedin
Section3.4Startingthe tftp Server:

pxeos -a -i " < description > " -p < NFS|HTTP|FTP> -D 0 -s client.example.com \
-L < net-location > -k < kernel > -K < kickstart > < os-identifer >
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Thefollowing list explainstheoptions:

• -a — Speci�esthatanOSinstanceis beingaddedto thePXEcon�guration.

• -i "< description > " — Replace"< description > " with adescriptionof theOSinstance.
This correspondsto theDescription �eld in Figure3-1.

• -p < NFS|HTTP|FTP> — Specifywhich of theNFS,FTP, or HTTP protocolsto usefor installa-
tion. Only onemaybespeci�ed.This correspondsto theSelectprotocol for installation menuin
Figure3-1.

• -D < 0|1> — Specify"0" which indicatesthatit is not adisklesscon�gurationsincepxeos canbe
usedto con�gure adisklessenvironmentaswell.

• -s client.example.com — Provide thenameof theNFS,FTP, or HTTP server after the -s
option.This correspondsto theServer �eld in Figure3-1.

• -L < net-location > — Provide thelocationof theinstallationtreeon thatserver afterthe -L
option.This correspondsto theLocation �eld in Figure3-1.

• -k < kernel > — Provide thespeci�c kernelversionof theserver installationtreefor booting.

• -K < kickstart > — Provide thelocationof thekickstart�le, if available.

• < os-identifer > — Specify the OS identi�er, which is usedas the directory namein the
/tftpboot/linux-install/ directory. This correspondsto the Operating systemidenti�er
�eld in Figure3-1.

If FTP is selectedasthe installationprotocolandanonymouslogin is not available,specifya user-
nameandpassword for login,with thefollowing optionsbefore< os-identifer > in theprevious
command:

-A 0 -u < username > -p < password >

For moreinformationoncommandline optionsavailablefor thepxeos command,referto thepxeos
manpage.

3.3. Adding PXE Hosts
After con�guring thenetwork server, theinterfaceasshown in Figure3-2 is displayed.

Figure3-2.Add Hosts
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The next stepis to con�gure which hostsare allowed to connectto the PXE boot server. For the
commandline versionof thisstep,referto Section3.3.1CommandLineCon�guration.

To addhosts,click theNewbutton.

Figure3-3.Add a Host

Enterthefollowing information:

• Hostname or IP Addr ess/Subnet— The IP address,fully quali�ed hostname,or a subnetof
systemsthatshouldbeallowedto connectto thePXEserver for installations.

• Operating System— Theoperatingsystemidenti�er to install on thisclient.Thelist is populated
from thenetwork install instancescreatedfrom theNetwork Installation Dialog.

• Serial Console— Thisoptionallows useof aserialconsole.

• Kickstart File — The location of a kickstart �le to use, such as
http://server.example.com/kickstart/ks.cfg . This �le can be createdwith the
Kickstart Con�gurator . Referto Chapter2 Kickstart Con�gurator for details.

IgnoretheSnapshotnameandEthernet options.They areonly usedfor disklessenvironments.For
moreinformationoncon�guring adisklessenvironment,referto Chapter4 DisklessEnvironmentsfor
details.

3.3.1. Command Line Con�guration
If thenetwork server is not runningX, thepxeboot utility, apartof thesystem-config-netboot
package,canbeusedto addhostswhichareallowedto connectto thePXEserver:

pxeboot -a -K < kickstart > -O < os-identifier > -r < value > < host >

Thefollowing list explainstheoptions:

• -a — Speci�esthatahostis to beadded.

• -K < kickstart > — Thelocationof thekickstart�le, if available.

• -O < os-identifier > — Speci�es the operating system identi�er as de�ned in
Section3.2PXEBootCon�guration.

• -r < value > — Speci�estheramdisk size.

• < host > — Speci�estheIP addressor hostnameof thehostto add.

For more informationon commandline optionsavailable for the pxeboot command,refer to the
pxeboot manpage.
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3.4. Star ting the tftp Server
On theDHCPserver, verify that the tftp-server packageis installedwith thecommandrpm -q
tftp-server . If it is not installed,install it via RedHat Network or theRedHat EnterpriseLinux
CD-ROMs.For moreinformationoninstallingRPMpackages,referto Part III Package Management.

tftp is anxinetd-basedservice;startit with thefollowing commands:

/sbin/chkconfig --level 345 xinetd on
/sbin/chkconfig --level 345 tftp on

Thesecommandscon�gure the tftp andxinetd servicesto immediatelyturnonandalsocon�gure
themto startatboottime in runlevels3, 4, and5.

3.5. Con�guring the DHCP Server
If a DHCP server does not already exist on the network, con�gure one. Refer to
Chapter24DynamicHostCon�guration Protocol(DHCP) for details.Make surethe con�guration
�le containsthefollowing sothatPXEbootingis enabledfor systemswhichsupportit:

allow booting;
allow bootp;
class "pxeclients" {

match if substring(option vendor-class-identifier, 0, 9) = "PXEClient";
next-server < server-ip > ;
filename "linux-install/pxelinux .0";

}

where< next-server > optionshouldbereplacedwith theIP addressof the tftp server.

3.6. Adding a Custom Boot Message
Optionally, modify /tftpboot/linux-install/msgs/boot.msg to usea custombootmessage.

3.7. Performing the PXE Installation
For instructionson how to con�gure the network interfacecardwith PXE supportto boot from the
network, consultthedocumentationfor theNIC. It variesslightly percard.

After the systembootsthe installationprogram,refer to the RedHat EnterpriseLinux Installation
Guide.
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Chapter 4.
Diskless Envir onments

Somenetworks requiremultiple systemswith the samecon�guration. They alsorequirethat these
systemsbe easyto reboot,upgrade,andmanage.Onesolution is to usea disklessenvironmentin
which mostof theoperatingsystem,which canberead-only, is sharedfrom a centralserver between
the clients.The individual clientshave their own directorieson thecentralserver for the restof the
operatingsystem,whichmustberead/write.Eachtimetheclientboots,it mountsmostof theOSfrom
the NFS server asread-onlyandanotherdirectoryasread-write.Eachclient hasits own read-write
directorysothatoneclient cannotaffect theothers.

Thefollowing stepsarenecessaryto con�gure RedHat EnterpriseLinux to runonadisklessclient:

1. Install RedHat EnterpriseLinux on a systemsothat the �les canbecopiedto theNFSserver.
(Referto theRedHat EnterpriseLinux InstallationGuidefor details.)Any softwareto beused
on theclientsmustbe installedon this systemandthe busybox-anaconda packagemustbe
installed.

2. Create a directory on the NFS server to contain the diskless environment such as
/diskless/i386/RHEL4-AS/ . For example:
mkdir -p /diskless/i386/RHEL4-AS/

This directoryis referredto asthediskless directory .

3. Createasubdirectoryof thisdirectorynamedroot/ :
mkdir -p /diskless/i386/RHEL4-AS/r oot /

4. Copy RedHatEnterpriseLinux from theclientsystemto theserverusingrsync . For example:
rsync -a -e ssh installed-system.example. com:/ /diskless/i386/RHEL4-A S/ro ot/

Thelengthof thisoperationdependson thenetwork connectionspeedaswell asthesizeof the
�le systemontheinstalledsystem.Dependingonthesefactors,thisoperationmaytakeawhile.

5. Startthe tftp server asdiscussedin Section4.1Startthetftp Server.

6. Con�gure theDHCPserver asdiscussedin Section4.2Con�guring theDHCP Server.

7. Finish creating the diskless environment as discussed in
Section4.4FinishCon�guring theDisklessEnvironment.

8. Con�gure thedisklessclientsasdiscussedin Section4.5AddingHosts.

9. Con�gure eachdisklessclient to bootvia PXEandbootthem.

4.1. Star t the tftp Server
On theDHCPserver, verify that the tftp-server packageis installedwith thecommandrpm -q
tftp-server . If it is not installed,install it via RedHat Network or theRedHat EnterpriseLinux
CD-ROMs.For moreinformationoninstallingRPMpackages,referto Part III Package Management.

tftp is anxinetd-basedservice;startit with thefollowing commands:

/sbin/chkconfig --level 345 xinetd on
/sbin/chkconfig --level 345 tftp on

Thesecommandscon�gure the tftp andxinetd servicesto immediatelyturnonandalsocon�gure
themto startatboottime in runlevels3, 4, and5.
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4.2. Con�guring the DHCP Server
If a DHCP server does not already exist on the network, con�gure one. Refer to
Chapter24DynamicHostCon�guration Protocol(DHCP) for details.Make surethe con�guration
�le containsthefollowing sothatPXEbootingis enabledfor systemswhichsupportit:

allow booting;
allow bootp;
class "pxeclients" {

match if substring(option vendor-class-identifier, 0, 9) = "PXEClient";
next-server < server-ip > ;
filename "linux-install/pxelinux .0";

}

where< next-server > optionshouldbereplacedwith theIP addressof the tftp server.

4.3. Con�guring the NFS Server
Thesharedread-onlypartof theoperatingsystemis sharedvia NFS.

Con�gure NFSto export the root/ andsnapshot/ directoriesby addingthemto /etc/exports .
For example:

/diskless/i386/RHEL4-AS/ root / *(ro,sync,no_root_squas h)
/diskless/i386/RHEL4-AS/ snap sho t/ *(rw,sync,no_root_squas h)

Replace* with oneof the hostnameformatsdiscussedin Section22.3.2HostnameFormats. Make
thehostnamedeclarationasspeci�c aspossible,sounwantedsystemscannotaccesstheNFSmount.

If theNFSserviceis not running,startit:

service nfs start

If theNFSserviceis alreadyrunning,reloadthecon�guration�le:

service nfs reload

4.4. Finish Con�guring the Diskless Envir onment
To usethe graphicalversionof the Network Booting Tool, you must be running the X Window
System,have root privileges,andhave the system-config-netboot RPM packageinstalled.To
starttheNetwork Booting Tool from thedesktop,go to Applications (themainmenuon thepanel)
=> System Settings => Server Settings => Network Booting Service. Or, type the command
system-config-netboot atashellprompt(for example,in anXTerm or a GNOME terminal).

If startingtheNetwork Booting Tool for the �rst time, selectDisklessfrom theFirst Time Druid .
Otherwise,selectCon�gur e=> Disklessfrom thepull-down menu,andthenclick Add.

A wizardappearsto stepyou throughtheprocess:

1. Click Forward on the�rst page.

2. On theDisklessIdenti�er page,entera NameandDescription for thedisklessenvironment.
Click Forward.

3. Enter the IP address or domain name of the NFS server con�gured in
Section4.3Con�guring theNFSServer as well as the directory exported as the diskless
environment.Click Forward.
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4. Thekernelversionsinstalledin thedisklessenvironmentarelisted.Selectthekernelversionto
booton thedisklesssystem.

5. Click Apply to �nish thecon�guration.

After clicking Apply, the disklesskernel and image�le are createdbasedon the kernel selected.
They arecopiedto the PXE boot directory /tftpboot/linux-install/ < os-identifier > / .
The directory snapshot/ is createdin the samedirectory as the root/ directory (for example,
/diskless/i386/RHEL4-AS/snapshot/ ) with a �le called files in it. This �le containsa list
of �les anddirectoriesthat mustbe read/writefor eachdisklesssystem.Do not modify this �le. If
additionalentriesmustbeaddedto thelist, createa files.custom �le in thesamedirectoryasthe
files �le, andaddeachadditional�le or directoryonaseparateline.

4.5. Adding Hosts
Each disklessclient must have its own snapshotdirectory on the NFS server that is usedas its
read/write�le system.TheNetwork Booting Tool canbeusedto createthesesnapshotdirectories.

After completingthestepsin Section4.4Finish Con�guring theDisklessEnvironment, awindow ap-
pearsto allow hoststo be addedfor the disklessenvironment.Click the New button. In the dialog
shown in Figure4-1, provide thefollowing information:

• Hostnameor IP Addr ess/Subnet— Specifythehostnameor IP addressof asystemto addit asa
hostfor thedisklessenvironment.Enterasubnetto specifyagroupof systems.

• Operating System— Selectthedisklessenvironmentfor thehostor subnetof hosts.

• Serial Console— Selectthischeckboxto performaserialinstallation.

• Snapshotname— Provideasubdirectorynameto beusedto storeall of theread/writecontentfor
thehost.

• Ethernet — SelecttheEthernetdevice onthehostto useto mountthedisklessenvironment.If the
hostonly hasoneEthernetcard,selecteth0.

IgnoretheKickstart File option.It is only usedfor PXE installations.

Figure4-1.Add DisklessHost

In the existing snapshot/ directory in the disklessdirectory, a subdirectoryis createdwith the
Snapshotname speci�ed as the �le name.Then,all of the �les listed in snapshot/files and
snapshot/files.custom arecopiedcopy from the root/ directoryto this new directory.

4.6. Booting the Hosts
Consultthedocumentationfor your PXEcardto con�gure thehostto bootvia PXE.

When the disklessclient boots,it mountsthe remoteroot/ directory in the disklessdirectoryas
read-only. It alsomountsits individual snapshotdirectoryasread/write.Thenit mountsall the �les
anddirectoriesin the files andfiles.custom �les usingthemount -o bind over theread-only



52 Chapter 4. DisklessEnvironments

disklessdirectoryto allow applicationsto write to the root directoryof the disklessenvironmentif
they needto.



Chapter 5.
Basic System Recovery

When things go wrong, thereare ways to �x problems.However, thesemethodsrequirethat you
understandthesystemwell. This chapterdescribeshow to boot into rescuemode,single-usermode,
andemergency mode,whereyoucanuseyourown knowledgeto repairthesystem.

5.1. Common Problems
Youmightneedto bootinto oneof theserecovery modesfor any of thefollowing reasons:

• Youareunableto bootnormallyinto RedHat EnterpriseLinux (runlevel 3 or 5).

• You arehaving hardwareor softwareproblems,andyou want to get a few important�les off of
your system's harddrive.

• You forgot theroot password.

5.1.1. Unable to Boot into Red Hat Enterprise Lin ux
This problemis oftencausedby theinstallationof anotheroperatingsystemafteryou have installed
RedHat EnterpriseLinux. Someotheroperatingsystemsassumethat you have no otheroperating
system(s)onyourcomputer. They overwritetheMasterBootRecord(MBR) thatoriginally contained
the GRUB boot loader. If the boot loaderis overwritten in this manner, you cannotboot RedHat
EnterpriseLinux unlessyou cangetinto rescuemodeandrecon�gurethebootloader.

Anothercommonproblemoccurswhenusinga partitioningtool to resizea partitionor createa new
partitionfrom freespaceafter installation,andit changestheorderof your partitions.If thepartition
numberof your / partitionchanges,thebootloadermightnotbeableto �nd it to mountthepartition.
To �x thisproblem,bootin rescuemodeandmodify the /boot/grub/grub.conf �le.

For instructionson how to reinstall the GRUB boot loader from a rescueenvironment, refer to
Section5.2.1ReinstallingtheBootLoader.

5.1.2. Hardware/Software Problems
Thiscategory includesawidevarietyof differentsituations.Two examplesincludefailing harddrives
andspecifyinganinvalid root device or kernelin theboot loadercon�guration �le. If eitherof these
occur, you might not beableto rebootinto RedHat EnterpriseLinux. However, if you boot into one
of thesystemrecovery modes,youmight beableto resolve theproblemor at leastgetcopiesof your
mostimportant�les.

5.1.3. Root Password
Whatcanyoudoif youforgetyour rootpassword?To resetit to adifferentpassword,bootinto rescue
modeor single-usermode,andusethepasswd commandto resettherootpassword.
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5.2. Booting into Rescue Mode
Rescuemodeprovidestheability to bootasmallRedHatEnterpriseLinux environmententirelyfrom
CD-ROM, or someotherbootmethod,insteadof thesystem's harddrive.

As the nameimplies, rescuemodeis provided to rescueyou from something.During normaloper-
ation, your RedHat EnterpriseLinux systemuses�les locatedon your system's harddrive to do
everything— runprograms,storeyour �les, andmore.

However, theremaybetimeswhenyouareunableto getRedHatEnterpriseLinux runningcompletely
enoughto access�les onyoursystem's harddrive.Usingrescuemode,youcanaccessthe�les stored
onyoursystem's harddrive,evenif youcannotactuallyrunRedHatEnterpriseLinux from thathard
drive.

To bootinto rescuemode,youmustbeableto bootthesystemusingoneof thefollowing methods1:

• By bootingthesystemfrom aninstallationbootCD-ROM.

• By bootingthesystemfrom otherinstallationbootmedia,suchasUSB �ash devices.

• By bootingthesystemfrom theRedHatEnterpriseLinux CD-ROM #1.

Onceyouhave bootedusingoneof thedescribedmethods,addthekeyword rescue asa kernelpa-
rameter. For example,for anx86system,typethefollowing commandat theinstallationbootprompt:

linux rescue

You arepromptedto answera few basicquestions,includingwhich languageto use.It alsoprompts
you to selectwherea valid rescueimageis located.Selectfrom Local CD-ROM, Hard Dri ve, NFS
image, FTP, or HTTP. Thelocationselectedmustcontainavalid installationtree,andtheinstallation
treemustbefor thesameversionof RedHat EnterpriseLinux astheRedHat EnterpriseLinux CD-
ROM #1from whichyoubooted.If youusedabootCD-ROM or othermediato startrescuemode,the
installationtreemustbefrom thesametreefrom which themediawascreated.For moreinformation
abouthow to setupaninstallationtreeonaharddrive,NFSserver, FTPserver, or HTTP server, refer
to theRedHat EnterpriseLinux InstallationGuide.

If youselecta rescueimagethatdoesnot requireanetwork connection,youareaskedwhetheror not
youwantto establishanetwork connection.A network connectionis usefulif youneedto backup�les
to adifferentcomputeror install someRPM packagesfrom asharednetwork location,for example.

Thefollowing messageis displayed:

The rescue environment will now attempt to find
your Linux installation and mount it under the
directory /mnt/sysimage. You can then make any
changes required to your system. If you want
to proceed with this step choose 'Continue'.
You can also choose to mount your file systems
read-only instead of read-write by choosing
'Read-only'.

If for some reason this process fails you can
choose 'Skip' and this step will be skipped and
you will go directly to a command shell.

If you selectContinue, it attemptsto mountyour �le systemunderthedirectory/mnt/sysimage/ .
If it fails to mounta partition,it noti�es you. If you selectRead-Only, it attemptsto mountyour �le
systemunderthe directory /mnt/sysimage/ , but in read-onlymode.If you selectSkip, your �le
systemis notmounted.ChooseSkip if you think your �le systemis corrupted.

1. Referto theRedHat EnterpriseLinux InstallationGuidefor moredetails.
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Onceyou have your systemin rescuemode,a promptappearson VC (virtual console)1 andVC 2
(usethe[Ctrl]-[Alt]- [F1] key combinationto accessVC 1 and[Ctrl]-[Alt]- [F2] to accessVC 2):

sh-3.00b#

If youselectedContinue to mountyourpartitionsautomaticallyandthey weremountedsuccessfully,
youarein single-usermode.

Evenif your�le systemis mounted,thedefault rootpartitionwhile in rescuemodeis atemporaryroot
partition,not the root partitionof the �le systemusedduringnormalusermode(runlevel 3 or 5). If
youselectedto mountyour �le systemandit mountedsuccessfully, youcanchangetheroot partition
of the rescuemodeenvironmentto the root partition of your �le systemby executingthe following
command:

chroot /mnt/sysimage

This is usefulif youneedto runcommandssuchasrpm thatrequireyourrootpartitionto bemounted
as/ . To exit thechroot environment,typeexit to returnto theprompt.

If you selectedSkip, you canstill try to mounta partitionor LVM2 logical volumemanuallyinside
rescuemodeby creatingadirectorysuchas/foo , andtyping thefollowing command:

mount -t ext3 /dev/mapper/Vo lG ro up00-L ogVol0 2 /foo

In the above command, /foo is a directory that you have created and
/dev/mapper/VolGroup00-LogVol02 is the LVM2 logical volume you want to mount. If the
partitionis of typeext2 , replaceext3 with ext2 .

If youdonotknow thenamesof all physicalpartitions,usethefollowing commandto list them:

fdisk -l

If youdonotknow thenamesof all LVM2 physicalvolumes,volumegroups,or logical volumes,use
thefollowing commandsto list them:

pvdisplay

vgdisplay

lvdisplay

Fromtheprompt,youcanrunmany usefulcommands,suchas:

• ssh , scp , andping if thenetwork is started

• dump andrestore for userswith tapedrives

• parted andfdisk for managingpartitions

• rpm for installingor upgradingsoftware

• joe for editingcon�guration�les

Note

If you try to start other popular editors such as emacs, pico , or vi , the joe editor is started.
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5.2.1. Reinstalling the Boot Loader
In many cases,the GRUB boot loadercan mistakenly be deleted,corrupted,or replacedby other
operatingsystems.

Thefollowing stepsdetail theprocessonhow GRUB is reinstalledon themasterbootrecord:

• Boot thesystemfrom aninstallationbootmedium.

• Type linux rescue at theinstallationbootpromptto entertherescueenvironment.

• Typechroot /mnt/sysimage to mounttheroot partition.

• Type /sbin/grub-install /dev/hda to reinstalltheGRUB boot loader, where/dev/hda is
thebootpartition.

• Review the /boot/grub/grub.conf �le, asadditionalentriesmaybeneededfor GRUB to con-
trol additionaloperatingsystems.

• Rebootthesystem.

5.3. Booting into Single-User Mode
Oneof theadvantagesof single-usermodeis thatyou donotneedabootCD-ROM; however, it does
notgive you theoptionto mountthe�le systemsasread-onlyor notmountthemat all.

If your systemboots,but doesnot allow you to log in whenit hascompletedbooting,try single-user
mode.

In single-usermode,yourcomputerbootsto runlevel 1. Your local �le systemsaremounted,but your
network is notactivated.Youhaveausablesystemmaintenanceshell.Unlikerescuemode,single-user
modeautomaticallytries to mountyour �le system.Do not usesingle-usermodeif your �le system
cannotbemountedsuccessfully. You cannotusesingle-usermodeif the runlevel 1 con�guration on
yoursystemis corrupted.

On anx86systemusingGRUB, usethefollowing stepsto bootinto single-usermode:

1. At theGRUB splashscreenat boottime,pressany key to entertheGRUB interactive menu.

2. SelectRedHat Enterprise Linux with theversionof thekernelthatyouwish to bootandtype
a to appendtheline.

3. Go to theendof the line andtype single asa separateword (pressthe [Spacebar]andthen
typesingle ). Press[Enter] to exit editmode.

5.4. Booting into Emergency Mode
In emergency mode,youarebootedinto themostminimalenvironmentpossible.Theroot �le system
is mountedread-onlyandalmostnothing is set up. The main advantageof emergency modeover
single-usermodeis that the init �les arenot loaded.If init is corruptedor not working, you can
still mount�le systemsto recover datathatcouldbelost duringa re-installation.

To boot into emergency mode, use the same method as describedfor single-usermode in
Section5.3Bootinginto Single-UserMode with oneexception,replacethe keyword single with
thekeyword emergency .



II. File Systems

File systemrefersto the �les anddirectoriesstoredon a computer. A �le systemcanhave different
formatscalled�le systemtypes. Theseformatsdeterminehow the informationis storedas�les and
directories.Some�le systemtypesstoreredundantcopiesof thedata,while some�le systemtypes
make harddrive accessfaster. This partdiscussestheext3 �le systemtypes.
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Chapter 6.
The ext3 File System

Thedefault �le systemis thejournalingext3 �le system.

6.1. Features of ext3
Theext3 �le systemis essentiallyanenhancedversionof theext2 �le system.Theseimprovements
provide thefollowing advantages:

Availability

After an unexpectedpower failure or systemcrash(alsocalledan uncleansystemshutdown),
eachmountedext2 �le systemon themachinemustbechecked for consistency by the e2fsck
program.This is a time-consumingprocessthatcandelaysystemboot time signi�cantly, espe-
cially with large volumescontaininga large numberof �les. During this time, any dataon the
volumesis unreachable.

The journalingprovided by the ext3 �le systemmeansthat this sort of �le systemcheckis no
longernecessaryafteran uncleansystemshutdown. The only time a consistency checkoccurs
using ext3 is in certainrare hardware failure cases,suchas hard drive failures.The time to
recover anext3 �le systemafteranuncleansystemshutdown doesnot dependon thesizeof the
�le systemor thenumberof �les; rather, it dependson thesizeof the journal usedto maintain
consistency. Thedefault journalsizetakesabouta secondto recover, dependingon thespeedof
thehardware.

DataIntegrity

Theext3 �le systemprovidesstrongerdataintegrity in theeventthatanuncleansystemshutdown
occurs.Theext3 �le systemallows you to choosethetypeandlevel of protectionthatyour data
receives.By default, the ext3 volumesarecon�gured to keepa high level of dataconsistency
with regardto thestateof the�le system.

Speed

Despitewriting somedatamore than once,ext3 hasa higher throughputin most casesthan
ext2 becauseext3's journalingoptimizesharddrive headmotion. You canchoosefrom three
journalingmodesto optimizespeed,but doingsomeanstrade-offs in regardsto dataintegrity.

EasyTransition

It is easyto migratefrom ext2 to ext3 andgain the bene�ts of a robust journaling�le system
without reformatting.Referto Section6.3Convertingto anext3File Systemfor moreonhow to
performthis task.

The following sections walk you through the steps for creating and tuning ext3 partitions.
For ext2 partitions, skip the partitioning and formating sections below and go directly to
Section6.3Convertingto anext3 File System.

6.2. Creating an ext3 File System
After installation,it is sometimesnecessaryto createa new ext3 �le system.For example,if you add
anew diskdrive to thesystem,youmaywantto partitionthedrive andusetheext3 �le system.
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Thestepsfor creatinganext3 �le systemareasfollows:

1. Createthepartitionusingparted or fdisk .

2. Formatthepartitionwith theext3 �le systemusingmkfs .

3. Labelthepartitionusinge2label .

4. Createthemountpoint.

5. Add thepartitionto the /etc/fstab �le.

6.3. Conver ting to an ext3 File System
The tune2fs programcan add a journal to an existing ext2 �le systemwithout altering the data
alreadyonthepartition.If the�le systemis alreadymountedwhile it is beingtransitioned,thejournal
is visibleasthe�le .journal in therootdirectoryof the�le system.If the�le systemis notmounted,
thejournalis hiddenanddoesnotappearin the�le systemat all.

Note

A default installation of Red Hat Enterprise Linux uses ext3 for all �le systems.

To convert anext2 �le systemto ext3, log in asrootandtype,

/sbin/tune2fs -j < file_system >

where< file_system > is anappropriateLVM2 �le system.

A valid LVM2 �le systemcouldbeoneof two typesof entries:

• A mapped device — A logical volume in a volume group, for example,
/dev/mapper/VolGroup00-LogVol02 .

• A staticdevice — A traditionalstoragevolume,for example,/dev/ hdb X, wherehdb is astorage
device nameandX is thepartitionnumber.

Issuethedf commandto displaymounted�le systems.

For theremainderof this section,thesamplecommandsusethefollowing value:

/dev/mapper/VolGroup00-L ogVol02

After doingthis,becertainto changethepartitiontypefrom ext2 to ext3 in the /etc/fstab �le.

If youaretransitioningyour root �le system,youmustusean initrd image(or RAM disk) to boot.
To createthis, run the mkinitrd program.For informationon usingthe mkinitrd command,type
man mkinitrd . Also, make sureyour GRUB con�gurationloadsthe initrd .

If you fail to make this change,thesystemstill boots,but the �le systemis mountedasext2 instead
of ext3.
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6.4. Rever ting to an ext2 File System
Becauseext3 is relatively new, somedisk utilities do not yet supportit. For example,you mayneed
to shrink a partition with resize2fs , which doesnot yet supportext3. In this situation,it may be
necessaryto temporarilyrevert a �le systemto ext2.

To revert apartition,youmust�rst unmountthepartitionby loggingin asroot andtyping,

umount /dev/mapper/VolGroup00-L ogVol02

Next, changethe�le systemtypeto ext2 by typing thefollowing commandasroot:

/sbin/tune2fs -O ^has_journal /dev/mapper/VolGroup00- LogVol0 2

Checkthepartitionfor errorsby typing thefollowing commandasroot:

/sbin/e2fsck -y /dev/mapper/VolGroup00- LogVol0 2

Thenmountthepartitionagainasext2 �le systemby typing:

mount -t ext2 /dev/mapper/VolGroup00-Lo gVol02 /mount/point

In theabove command,replace/mount/point with themountpointof thepartition.

Next, remove the .journal �le at theroot level of thepartitionby changingto thedirectorywhereit
is mountedandtyping:

rm -f .journal

Younow have anext2 partition.

If youwantto permanentlychangethepartitionto ext2, rememberto updatethe /etc/fstab �le.
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Chapter 7.
Logical Volume Manager (LVM)

7.1. What is LVM?
LVM is amethodof allocatingharddrivespaceinto logicalvolumesthatcanbeeasilyresizedinstead
of partitions.

With LVM, aharddrive or setof harddrivesis allocatedto oneor morephysicalvolumes. A physical
volumecannotspanover morethanonedrive.

The physicalvolumesarecombinedinto logical volumegroups, with the exceptionof the /boot/
partition.The /boot/ partitioncannotbeon a logical volumegroupbecausetheboot loadercannot
readit. If theroot (/ ) partitionis ona logical volume,createaseparate/boot/ partitionwhich is not
apartof avolumegroup.

Sincea physicalvolumecannotspanover multiple drives,to spanover morethanonedrive, create
oneor morephysicalvolumesperdrive.

Physical Volume
9.1 GB

Logical Volume Group
(9.1 GB x 3) - 75 MB

Physical Volume
9.1 GB

Physical Volume
9.1 GB

/boot
75 MB (ext3)

Figure7-1.Logical VolumeGroup

Thelogical volumegroupis divided into logical volumes, which areassignedmountpoints,suchas
/home and/ m and�le systemtypes,suchasext2 or ext3. When"partitions"reachtheir full capacity,
freespacefrom the logical volumegroupcanbeaddedto the logical volumeto increasethesizeof
the partition.Whena new harddrive is addedto the system,it canbe addedto the logical volume
group,andpartitionsthatarelogical volumescanbeexpanded.
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Logical Volume
/home
20 GB

Logical Volume Group
(9.1 GB x 3) - 75 MB

Logical Volume
/

2 GB

Free Space

5 GB

Figure7-2.Logical Volumes

On theotherhand,if a systemis partitionedwith theext3 �le system,theharddrive is divided into
partitionsof de�ned sizes.If apartitionbecomesfull, it is not easyto expandthesizeof thepartition.
Evenif thepartitionis movedto anotherharddrive, theoriginalharddrivespacehasto bereallocated
asadifferentpartitionor not used.

LVM supportmustbecompiledinto thekernel,andthedefaultRedHatkernelis compiledwith LVM
support.

To learnhow to con�gureLVM duringtheinstallationprocess,referto Chapter8 LVM Con�guration.

7.2. What is LVM2?
LVM version2, or LVM2, is thedefault for RedHat EnterpriseLinux, whichusesthedevice mapper
driver containedin the 2.6 kernel.LVM2, which is almostcompletelycompatiblewith the earlier
LVM1 version,canbeupgradedfrom versionsof RedHat EnterpriseLinux runningthe2.4kernel.

Although upgrading from LVM1 to LVM2 is usually seamless, refer to
Section7.3AdditionalResourcesfor further detailson more complex requirementsand upgrading
scenarios.

7.3. Additional Resour ces
Usethesesourcesto learnmoreaboutLVM.

7.3.1. Installed Documentation

• rpm -qd lvm — This commandshows all the documentationavailable from the lvm package,
includingmanpages.

• lvm help — This commandshows all LVM commandsavailable.

7.3.2. Useful Websites

• http://sourceware.org/lvm2 — LVM2 webpage,which containsan overview, link to the mailing
lists,andmore.

• http://tldp.org/HOWTO/LVM-HOWTO/ — LVM HOWTO from theLinux DocumentationProject.
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LVM Con�guration

LVM canbecon�guredduringthegraphicalinstallationprocess,thetext-basedinstallationprocess,or
duringakickstartinstallation.Youcanusetheutilities from the lvm packageto createyourown LVM
con�gurationpost-installation,but theseinstructionsfocusonusingDisk Druid duringinstallationto
completethis task.

ReadChapter7 Logical VolumeManager (LVM) �rst to learnaboutLVM. An overview of thesteps
requiredto con�gure LVM include:

• Creatingphysicalvolumesfrom theharddrives.

• Creatingvolumegroupsfrom thephysicalvolumes.

• Creatinglogical volumesfrom thevolumegroupsandassignthelogical volumesmountpoints.

Note

Although the following steps are illustrated during a GUI installation, the same can be done during a
text-based installation.

Two 9.1 GB SCSIdrives(/dev/sda and /dev/sdb ) areusedin the following examples.They de-
tail how to createa simplecon�guration usinga singleLVM volumegroupwith associatedlogical
volumesduringinstallation.

8.1. Automatic Partitioning
On theDisk Partitioning Setupscreen,selectAutomatically partition .

For RedHat EnterpriseLinux, LVM is thedefault methodfor diskpartitioning.If you donot wish to
have LVM implemented,or if you requireRAID partitioning,manualdisk partitioningthroughDisk
Druid is required.

Thefollowing propertiesmake up theautomaticallycreatedcon�guration:

• The /boot/ partition resideson its own non-LVM partition. In the following example,it is the
�rst partition on the �rst drive (/dev/sda1 ). Bootablepartitionscannotresideon LVM logical
volumes.

• A single LVM volume group (VolGroup00 ) is created,which spansall selecteddrives andall
remainingspaceavailable.In thefollowing example,theremainderof the�rst drive (/dev/sda2 ),
andtheentireseconddrive (/dev/sdb1 ) areallocatedto thevolumegroup.

• Two LVM logicalvolumes(LogVol00 andLogVol01 ) arecreatedfrom thenewly createdspanned
volumegroup.In thefollowing example,therecommendedswapspaceis automaticallycalculated
andassignedto LogVol01 , andtheremainderis allocatedto theroot �le system,LogVol00 .
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Figure8-1.Automatic LVM Con�guration With Two SCSIDri ves

Note

If enabling quotas are of interest to you, it may be best to modify the automatic con�gur ation to include
other mount points, such as /home/ or /var/ , so that each �le system has its own independent quota
con�gur ation limits.

In most cases, the default automatic LVM partitioning is suf�cient, but advanced implementations
could warrant modi�cation or manual con�gur ation of the LVM partition tables.

Note

If you anticipate future memory upgrades, leaving some free space in the volume group would al-
low for easy future expansion of the swap space logical volume on the system; in which case, the
automatic LVM con�gur ation should be modi�ed to leave available space for future growth.

8.2. Manual LVM Partitioning
The following sectionexplainshow to manuallycon�gure LVM for RedHat EnterpriseLinux. Be-
causetherearenumerouswaysto manuallycon�gure a systemwith LVM, thefollowing exampleis
similar to thedefault con�gurationdonein Section8.1AutomaticPartitioning.

On theDisk Partitioning Setupscreen,selectManually partition with Disk Druid .
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8.2.1. Creating the /boot/ Partition
In a typical situation,the disk drivesarenew, or formattedclean.The following �gure, Figure8-2,
shows bothdrivesasraw deviceswith nopartitioningcon�gured.

Figure8-2.Two Blank Dri ves,ReadyFor Con�guration

Warning

The /boot/ partition cannot reside on an LVM volume group because the GRUB boot loader cannot
read it.

1. SelectNew.

2. Select/boot from theMount Point pulldown menu.

3. Selectext3 from theFile SystemType pulldown menu.

4. Selectonly thesdacheckboxfrom theAllowable Dri vesarea.

5. Leave 100(thedefault) in theSize(MB) menu.

6. Leave theFixed size(thedefault) radiobuttonselectedin theAdditional SizeOptions area.

7. SelectForceto bea primary partition to make thepartitionbeaprimarypartition.A primary
partitionis oneof the�rst four partitionsontheharddrive.If unselected,thepartitionis created
asa logical partition.If otheroperatingsystemsarealreadyon thesystem,unselectingthis op-
tion shouldbeconsidered.For moreinformationonprimaryversuslogical/extendedpartitions,
referto theappendixsectionof theRedHat EnterpriseLinux InstallationGuide.

Referto Figure8-3 to verify your inputtedvalues:
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Figure8-3.Creationof the Boot Partition

Click OK to returnto themainscreen.Thefollowing �gure displaysthebootpartitioncorrectlyset:

Figure8-4.The /boot/ Partition Displayed

8.2.2. Creating the LVM Physical Volumes
Oncethebootpartitionis created,theremainderof all diskspacecanbeallocatedto LVM partitions.
The�rst stepin creatingasuccessfulLVM implementationis thecreationof thephysicalvolume(s).

1. SelectNew.

2. Selectphysical volume (LVM) from the File System Type pulldown menu as shown in
Figure8-5.
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Figure 8-5.Creatinga PhysicalVolume

3. You cannotentera mountpoint yet (you canonceyou have createdall your physicalvolumes
andthenall volumegroups).

4. A physicalvolumemustbeconstrainedto onedrive.For Allowable Dri ves, selectthedrive on
which thephysicalvolumearecreated.If you have multiple drives,all drivesareselected,and
you mustdeselectall but onedrive.

5. Enterthesizethatyouwantthephysicalvolumeto be.

6. SelectFixed size to make the physicalvolumethe speci�ed size,selectFill all spaceup to
(MB) and entera size in MBs to give rangefor the physicalvolume size,or selectFill to
maximum allowable size to make it grow to �ll all availablespaceon the harddisk. If you
make morethanonegrowable,they sharetheavailablefreespaceon thedisk.

7. SelectForceto bea primary partition if you wantthepartitionto beaprimarypartition.

8. Click OK to returnto themainscreen.

Repeatthesestepsto createasmany physicalvolumesasneededfor your LVM setup.For example,
if you want thevolumegroupto spanover morethanonedrive, createa physicalvolumeon eachof
thedrives.Thefollowing �gure shows bothdrivescompletedaftertherepeatedprocess:
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Figure8-6.Two PhysicalVolumesCreated

8.2.3. Creating the LVM Volume Groups
Onceall thephysicalvolumesarecreated,thevolumegroupscanbecreated:

1. Click theLVM buttonto collect thephysicalvolumesinto volumegroups.A volumegroupis
basicallya collectionof physicalvolumes.Youcanhave multiple logical volumegroups,but a
physicalvolumecanonly bein onevolumegroup.

Note

There is overhead disk space reserved in the logical volume group. The summation of the
physical volumes may not equal the size of the volume group; however, the size of the logical
volumes shown is correct.

Figure 8-7.Creatingan LVM VolumeGroup
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2. ChangetheVolumeGroup Nameif desired.

3. All logical volumesinside the volume group must be allocatedin physicalextent units. By
default, thephysicalextent is setto 32 MB; thus,logical volumesizesmustbedivisible by 32
MBs. If you entera size that is not a unit of 32 MBs, the installationprogramautomatically
selectstheclosestsizein unitsof 32MBs. It is not recommendedthatyouchangethis setting.

4. Selectwhichphysicalvolumesto usefor thevolumegroup.

8.2.4. Creating the LVM Logical Volumes
Createlogicalvolumeswith mountpointssuchas/ , /home/ , andswapspace.Rememberthat/boot
cannotbea logical volume.To adda logical volume,click the Add button in the Logical Volumes
section.A dialogwindow asshown in Figure8-8appears.

Figure8-8.Creatinga Logical Volume

Repeatthesestepsfor eachvolumegroupyouwantto create.

Tip

You may want to leave some free space in the logical volume group so you can expand the logical
volumes later. The default automatic con�gur ation does not do this, but this manual con�gur ation
example does — approximately 1 GB is left as free space for future expansion.
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Figure8-9.PendingLogical Volumes

Click OK to applythevolumegroupandall associatedlogical volumes.

Thefollowing �gure shows the�nal manualcon�guration:

Figure8-10.Final Manual Con�guration



Chapter 9.
Redundant Arra y of Independent Disks (RAID)

9.1. What is RAID?
The basicideabehindRAID is to combinemultiple small, inexpensive disk drives into an arrayto
accomplishperformanceor redundancy goalsnot attainablewith onelargeandexpensive drive. This
arrayof drivesappearsto thecomputerasasinglelogical storageunit or drive.

RAID is a methodin which informationis spreadacrossseveral disks.RAID usestechniquessuch
asdiskstriping (RAID Level 0), diskmirroring (RAID level 1), anddiskstriping with parity (RAID
Level 5) to achieve redundancy, lower latency and/orto increasebandwidthfor readingor writing to
disks,andto maximizetheability to recover from harddisk crashes.

The underlyingconceptof RAID is that datamay be distributedacrosseachdrive in the arrayin a
consistentmanner. To do this, thedatamust�rst bebrokeninto consistently-sizedchunks(often32K
or 64K in size,althoughdifferentsizescanbeused).Eachchunkis thenwritten to aharddrive in the
RAID arrayaccordingto theRAID level used.Whenthedatais to beread,theprocessis reversed,
giving theillusion thatthemultipledrivesin thearrayareactuallyonelargedrive.

9.2. Who Should Use RAID?
Thosewhoneedto keeplargequantitiesof dataonhand(suchassystemadministrators)wouldbene�t
by usingRAID technology. Primaryreasonsto useRAID include:

• Enhancedspeed

• Increasedstoragecapacityusingasinglevirtual disk

• Lessenedimpactof adisk failure

9.3. Hardware RAID versus Software RAID
Therearetwo possibleRAID approaches:HardwareRAID andSoftwareRAID.

9.3.1. Hardware RAID
Thehardware-basedarraymanagestheRAID subsystemindependentlyfrom thehostandpresentsto
thehostonly asinglediskperRAID array.

An exampleof aHardwareRAID devicewouldbeonethatconnectsto aSCSIcontrollerandpresents
theRAID arraysasasingleSCSIdrive.An externalRAID systemmovesall RAID handling"intelli-
gence"into a controllerlocatedin theexternaldisk subsystem.Thewholesubsystemis connectedto
thehostvia anormalSCSIcontrollerandappearsto thehostasasingledisk.

RAID controllersalso comein the form of cardsthat act like a SCSI controller to the operating
systembut handleall of the actualdrive communicationsthemselves. In thesecases,you plug the
drivesinto theRAID controllerjust like you would a SCSIcontroller, but thenyou addthemto the
RAID controller's con�guration,andtheoperatingsystemnever knows thedifference.
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9.3.2. Software RAID
SoftwareRAID implementsthevariousRAID levels in thekerneldisk (block device) code.It offers
the cheapestpossiblesolution,asexpensive disk controllercardsor hot-swap chassis1 arenot re-
quired.SoftwareRAID alsoworkswith cheaperIDE disksaswell asSCSIdisks.With today's fast
CPUs,SoftwareRAID performancecanexcelagainstHardwareRAID.

The MD driver in the Linux kernel is an exampleof a RAID solution that is completelyhardware
independent.Theperformanceof asoftware-basedarrayis dependentontheserverCPUperformance
andload.

For information on con�guring Software RAID during installation, refer to the
Chapter10Software RAIDCon�guration.

For thoseinterestedin learningmore aboutwhat Software RAID hasto offer, hereare the most
importantfeatures:

• Threadedrebuild process

• Kernel-basedcon�guration

• Portabilityof arraysbetweenLinux machineswithout reconstruction

• Backgroundedarrayreconstructionusingidle systemresources

• Hot-swappabledrive support

• AutomaticCPUdetectionto take advantageof certainCPUoptimizations

9.4. RAID Levels and Linear Suppor t
RAID supportsvariouscon�gurations,including levels 0, 1, 4, 5, andlinear. TheseRAID typesare
de�ned asfollows:

• Level 0 — RAID level 0, oftencalled"striping," is a performance-orientedstripeddatamapping
technique.This meansthe databeingwritten to the arrayis broken down into stripsandwritten
acrossthememberdisksof thearray, allowing high I/O performanceat low inherentcostbut pro-
videsno redundancy. The storagecapacityof a level 0 arrayis equalto the total capacityof the
memberdisksin aHardwareRAID or thetotal capacityof memberpartitionsin aSoftwareRAID.

• Level 1 — RAID level 1, or "mirroring," hasbeenusedlonger than any other form of RAID.
Level 1 providesredundancy by writing identicaldatato eachmemberdisk of the array, leaving
a "mirrored" copy on eachdisk. Mirroring remainspopulardueto its simplicity andhigh level of
dataavailability. Level 1 operateswith two or more disks that may useparallelaccessfor high
data-transferrateswhenreadingbut morecommonlyoperateindependentlyto provide high I/O
transactionrates.Level 1 providesvery gooddatareliability andimprovesperformancefor read-
intensive applicationsbut at a relatively high cost. 2 The storagecapacityof the level 1 array is
equalto thecapacityof oneof themirroredharddisksin aHardwareRAID or oneof themirrored
partitionsin aSoftwareRAID.

1. A hot-swapchassisallowsyou to removeaharddrivewithout having to power-down your system.
2. RAID level 1 comesat a high costbecauseyou write thesameinformationto all of thedisksin thearray,

which wastesdrive space.For example,if you have RAID level 1 setup sothatyour root (/ ) partitionexistson

two 40Gdrives,youhave80Gtotalbut areonly ableto access40Gof that80G.Theother40Gactslikeamirror

of the�rst 40G.
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• Level4 — Level 4 usesparity 3 concentratedonasinglediskdrive to protectdata.It is bettersuited
to transactionI/O ratherthanlarge �le transfers.Becausethe dedicatedparity disk representsan
inherentbottleneck,level 4 is seldomusedwithout accompanying technologiessuchaswrite-back
caching.AlthoughRAID level 4 is anoptionin someRAID partitioningschemes,it is notanoption
allowedin RedHatEnterpriseLinux RAID installations.4 Thestoragecapacityof HardwareRAID
level 4 is equalto the capacityof memberdisks,minus the capacityof one memberdisk. The
storagecapacityof SoftwareRAID level 4 is equalto thecapacityof thememberpartitions,minus
thesizeof oneof thepartitionsif they areof equalsize.

• Level 5 — This is themostcommontypeof RAID. By distributing parity acrosssomeor all of an
array's memberdisk drives,RAID level 5 eliminatesthewrite bottleneckinherentin level 4. The
only performancebottleneckis the parity calculationprocess.With modernCPUsandSoftware
RAID, that usuallyis not a very big problem.As with level 4, the result is asymmetricalperfor-
mance,with readssubstantiallyoutperformingwrites.Level 5 is oftenusedwith write-backcaching
to reducetheasymmetry. Thestoragecapacityof HardwareRAID level 5 is equalto thecapacity
of memberdisks,minusthecapacityof onememberdisk.Thestoragecapacityof SoftwareRAID
level 5 is equalto thecapacityof thememberpartitions,minusthesizeof oneof thepartitionsif
they areof equalsize.

• Linear RAID — Linear RAID is a simplegroupingof drives to createa larger virtual drive. In
linearRAID, thechunksareallocatedsequentiallyfrom onememberdrive,goingto thenext drive
only when the �rst is completely�lled. This groupingprovides no performancebene�t, as it is
unlikely thatany I/O operationswill besplit betweenmemberdrives.LinearRAID alsooffersno
redundancy and, in fact, decreasesreliability — if any one memberdrive fails, the entirearray
cannotbeused.Thecapacityis thetotalof all memberdisks.

3. Parity information is calculatedbasedon the contentsof the restof the memberdisks in the array. This

informationcanthenbeusedto reconstructdatawhenonedisk in thearrayfails.Thereconstructeddatacanthen

beusedto satisfyI/O requeststo thefaileddisk beforeit is replacedandto repopulatethefaileddisk afterit has

beenreplaced.
4. RAID level 4 takesup thesameamountof spaceasRAID level 5, but level 5 hasmoreadvantages.For this

reason,level 4 is not supported.
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Chapter 10.
Software RAID Con�guration

SoftwareRAID canbecon�guredduringthegraphicalinstallationprocess,thetext-basedinstallation
process,or during a kickstart installation.This chapterdiscusseshow to con�gure softwareRAID
duringinstallation,usingtheDisk Druid interface.

ReadChapter9 RedundantArrayof IndependentDisks(RAID) �rst to learnaboutRAID, thediffer-
encesbetweenhardware and software RAID, and the differencesbetweenRAID 0, 1, and 5. An
overview of thestepsrequiredto con�gure RAID include:

• Applying software RAIDpartitionsto thephysicalharddrives.

If youwish to have thebootpartition(/boot/ ) resideonaRAID parition,it mustbeonaRAID 1
partition.

• CreatingRAIDdevicesfrom thesoftwareRAID partitions.

• Optional: Con�guring LVM from the RAID devices.Refer to Chapter8 LVM Con�guration for
moreinformationoncon�guring LVM after�rst con�guring RAID.

• Creating�le systemsfrom theRAID devices.

Note

Although the following steps are illustrated during a GUI installation, the same can be done during a
text-based installation.

Con�gur ation of software RAID must be done manually in Disk Druid during the installation process.

Two 9.1GB SCSIdrives(/dev/sda and/dev/sdb ) areusedin thefollowing examples.They detail
how to createasimpleRAID 1 con�gurationby implementingmultipleRAID devices.

On theDisk Partitioning Setupscreen,selectManually partition with Disk Druid .

10.1. Creating the RAID Partitions
In a typical situation,thedisk drivesarenew or areformatted.Both drivesareshown asraw devices
with nopartitioncon�gurationin Figure10-1.
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Figure10-1.Two Blank Dri ves,ReadyFor Con�guration

1. In Disk Druid , chooseRAID to enterthesoftwareRAID creationscreen.

2. ChooseCreatea softwareRAID partition to createaRAID partitionasshown in Figure10-2.
Note that no otherRAID options(suchasenteringa mountpoint) areavailable until RAID
partitions,aswell asRAID devices,arecreated.

Figure 10-2.RAID Partition Options

3. A softwareRAID partitionmustbeconstrainedto onedrive. For Allowable Dri ves, selectthe
drive on which RAID is to becreated.If you have multiple drives,all drivesareselected,and
you mustdeselectall but onedrive.



Chapter 10.Software RAID Con�guration 79

Figure 10-3.Adding a RAID Partition

4. Enterthesizethatyouwantthepartitionto be.

5. SelectFixed sizeto make thepartitionthespeci�ed size,selectFill all spaceup to (MB) and
entera sizein MBs to give rangefor the partitionsize,or selectFill to maximum allowable
size to make it grow to �ll all available spaceon the harddisk. If you make more thanone
partitiongrowable,they sharetheavailablefreespaceon thedisk.

6. SelectForce to be a primary partition if you want thepartition to bea primarypartition.A
primarypartitionis oneof the�rst four partitionsontheharddrive.If unselected,thepartitionis
createdasa logical partition.If otheroperatingsystemsarealreadyon thesystem,unselecting
this option shouldbe considered.For more information on primary versuslogical/extended
partitions,referto theappendixsectionof theRedHat EnterpriseLinux InstallationGuide.

7. Click OK to returnto themainscreen.

Repeatthesestepsto createasmany partitionsasneededfor yourRAID setup.Noticethatall thepar-
titions do not have to beRAID partitions.For example,you cancon�gure only the /boot/ partition
asa softwareRAID device, leaving theroot partition(/ ), /home/ , andswapasregular �le systems.
Figure10-4shows successfullyallocatedspacefor theRAID 1 con�guration(for /boot/ ), which is
now readyfor RAID device andmountpoint creation:
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Figure10-4.RAID 1 Partitions Ready, Pre-Device and Mount Point Creation

10.2. Creating the RAID Devices and Mount Points
Onceyou have all of your partitionscreatedassoftware RAID partitions,thefollowing stepscreate
theRAID device andmountpoint:

1. SelecttheRAID buttonon theDisk Druid mainpartitioningscreen(referto Figure10-5).

2. Figure10-5appears.SelectCreatea RAID device.

Figure 10-5.RAID Options

3. Next, Figure10-6appears,whereyoucanmake aRAID device andassignamountpoint.
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Figure 10-6.Making a RAID Device and Assigninga Mount Point

4. Enteramountpoint.

5. Choosethe �le system type for the partition. At this point you can either con�gure a
dynamicLVM �le systemor a traditional staticext2/ext3 �le system.For more information
on con�guring LVM on a RAID device, selectphysical volume (LVM) and then refer to
Chapter8 LVM Con�guration. If LVM is not required, continue on with the following
instructions.

6. Selectadevice namesuchasmd0 for theRAID device.

7. Choose your RAID level. You can choose from RAID 0, RAID 1, and RAID
5. If you need assistancein determining which RAID level to implement, refer to
Chapter9 RedundantArrayof IndependentDisks(RAID).

Note

If you are making a RAID partition of /boot/ , you must choose RAID level 1, and it must use
one of the �rst two drives (IDE �rst, SCSI second). If you are not creating a seperate RAID
partition of /boot/ , and you are making a RAID partition for the root �le system (/ ), it must be
RAID level 1 and must use one of the �rst two drives (IDE �rst, SCSI second).

Figure 10-7. The /boot/ Mount Error

8. TheRAID partitionscreatedappearin theRAID Memberslist. Selectwhichof thesepartitions
shouldbeusedto createtheRAID device.

9. If con�guring RAID 1 or RAID 5, specifythenumberof sparepartitions.If a softwareRAID
partition fails, the spareis automaticallyusedas a replacement.For eachspareyou want to
specify, you mustcreateanadditionalsoftwareRAID partition(in additionto thepartitionsfor
theRAID device).Selectthepartitionsfor theRAID deviceandthepartition(s)for thespare(s).
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10.After clicking OK, theRAID device appearsin theDri ve Summary list.

11.Repeatthis chapter's entireprocessfor con�guring additionalpartitions,devices,andmount
points,suchastheroot partition(/ ), /home/ , or swap.

After completingthe entirecon�guration, the �gure asshown in Figure10-8 resemblesthe default
con�guration,exceptfor theuseof RAID.

Figure10-8.Final SampleRAID Con�guration

The�gure asshown in Figure10-9is anexampleof aRAID andLVM con�guration.
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Figure10-9.Final SampleRAID With LVM Con�guration

You cancontinuewith your installationprocess.Referto the RedHat EnterpriseLinux Installation
Guidefor furtherinstructions.
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Chapter 11.
Swap Space

11.1. What is Swap Space?
Swapspacein Linux is usedwhentheamountof physicalmemory(RAM) is full. If thesystemneeds
morememoryresourcesandtheRAM is full, inactive pagesin memoryaremovedto theswapspace.
While swap spacecanhelp machineswith a small amountof RAM, it shouldnot be considereda
replacementfor moreRAM. Swapspaceis locatedon harddrives,which have a slower accesstime
thanphysicalmemory.

Swapspacecanbeadedicatedswappartition(recommended),a swap�le, or a combinationof swap
partitionsandswap�les.

The sizeof your swap shouldbe equalto twice your computer's physicalRAM for up to 2 GB of
physicalRAM. For physicalRAM above 2 GB, thesizeof your swapshouldbeequalto theamount
of physicalRAM above 2 GB. Thesizeof yourswapshouldnever lessthan32MB.

Usingthis basicformula,asystemwith 2 GB of physicalRAM would have 4 GB of swap,while one
with 3 GB of physicalRAM would have5 GB of swap.

Note

Unfortunately, deciding on the amount of swap to allocate to Red Hat Enterprise Linux is more of an
art than a science, so hard rules are not possible. Each system's most used applications should be
accounted for when determining swap size.

Impor tant

File systems and LVM2 volumes assigned as swap space cannot be in use when being modi�ed.
For example, no system processes can be assigned the swap space, as well as no amount of swap
should be allocated and used by the kernel. Use the free and cat /proc/swaps commands to verify
how much and where swap is in use.

The best way to achieve swap space modi�cations is to boot your system in rescue mode, and
then follow the instructions (for each scenario) in the remainder of this chapter. Refer to
Chapter 5 Basic System Recovery for instructions on booting into rescue mode. When prompted to
mount the �le system, select Skip .

11.2. Adding Swap Space
Sometimesit is necessaryto addmoreswapspaceafter installation.For example,you mayupgrade
the amountof RAM in your systemfrom 128 MB to 256 MB, but thereis only 256 MB of swap
space.It might be advantageousto increasethe amountof swap spaceto 512 MB if you perform
memory-intenseoperationsor runapplicationsthatrequirea largeamountof memory.
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You have threeoptions:createa new swap partition, createa new swap �le, or extendswap on an
existing LVM2 logical volume.It is recommendedthatyou extendanexisting logical volume.

11.2.1. Extending Swap on an LVM2 Logical Volume
To extendan LVM2 swap logical volume(assuming/dev/VolGroup00/LogVol01 is the volume
youwantto extend):

1. Disableswappingfor theassociatedlogical volume:
# swapoff -v /dev/VolGroup00/LogVol01

2. ResizetheLVM2 logical volumeby 256MB:
# lvm lvresize /dev/VolGroup00/LogVol 01 -L +256M

3. Formatthenew swapspace:
# mkswap /dev/VolGroup00/LogVol01

4. Enabletheextendedlogical volume:
# swapon -va

5. Testthatthelogical volumehasbeenextendedproperly:
# cat /proc/swaps
# free

11.2.2. Creating an LVM2 Logical Volume for Swap
Toaddaswapvolumegroup(assuming/dev/VolGroup00/LogVol02 is theswapvolumeyouwant
to add):

1. CreatetheLVM2 logical volumeof size256MB:
# lvm lvcreate VolGroup00 -n LogVol02 -L 256M

2. Formatthenew swapspace:
# mkswap /dev/VolGroup00/LogVol02

3. Add thefollowing entryto the /etc/fstab �le:
/dev/VolGroup00/LogVol0 2 swap swap defaults 0 0

4. Enabletheextendedlogical volume:
# swapon -va

5. Testthatthelogical volumehasbeenextendedproperly:
# cat /proc/swaps
# free

11.2.3. Creating a Swap File
To adda swap�le:

1. Determinethe sizeof the new swap �le in megabytesandmultiply by 1024to determinethe
numberof blocks.For example,theblocksizeof a64MB swap�le is 65536.

2. At a shellpromptasroot, typethefollowing commandwith count beingequalto thedesired
blocksize:
dd if=/dev/zero of=/swapfile bs=1024 count=65536

3. Setuptheswap�le with thecommand:
mkswap /swapfile



Chapter 11.SwapSpace 87

4. To enabletheswap�le immediatelybut notautomaticallyat boottime:
swapon /swapfile

5. To enableit atboottime,edit /etc/fstab to includethefollowing entry:
/swapfile swap swap defaults 0 0

Thenext time thesystemboots,it enablesthenew swap�le.

6. After addingthenew swap�le andenablingit, verify it is enabledby viewing theoutputof the
commandcat /proc/swaps or free .

11.3. Removing Swap Space
Sometimesit canbeprudentto reduceswapspaceafterinstallation.For example,sayyoudowngraded
the amountof RAM in your systemfrom 1 GB to 512 MB, but thereis 2 GB of swap spacestill
assigned.It might be advantageousto reducethe amountof swapspaceto 1 GB, sincethe larger 2
GB couldbewastingdiskspace.

Youhave threeoptions:removeanentireLVM2 logical volumeusedfor swap,remove aswap�le, or
reduceswapspaceonanexisting LVM2 logical volume.

11.3.1. Reducing Swap on an LVM2 Logical Volume
To reducean LVM2 swap logical volume(assuming/dev/VolGroup00/LogVol01 is the volume
youwantto extend):

1. Disableswappingfor theassociatedlogical volume:
# swapoff -v /dev/VolGroup00/LogVol01

2. ReducetheLVM2 logical volumeby 512MB:
# lvm lvreduce /dev/VolGroup00/LogVol 01 -L -512M

3. Formatthenew swapspace:
# mkswap /dev/VolGroup00/LogVol01

4. Enabletheextendedlogical volume:
# swapon -va

5. Testthatthelogical volumehasbeenreducedproperly:
# cat /proc/swaps
# free

11.3.2. Removing an LVM2 Logical Volume for Swap
Theswaplogical volumecannotbein use(no systemlocksor processeson thevolume).Theeasiest
way to achieve this it to bootyour systemin rescuemode.Referto Chapter5 BasicSystemRecovery
for instructionson bootinginto rescuemode.Whenpromptedto mountthe�le system,selectSkip.

To remove a swapvolumegroup(assuming/dev/VolGroup00/LogVol02 is theswapvolumeyou
wantto remove):

1. Disableswappingfor theassociatedlogical volume:
# swapoff -v /dev/VolGroup00/LogVol02

2. Remove theLVM2 logical volumeof size512MB:
# lvm lvremove /dev/VolGroup00/LogVol 02

3. Remove thefollowing entryfrom the /etc/fstab �le:
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/dev/VolGroup00/LogVol0 2 swap swap defaults 0 0

4. Testthatthelogical volumehasbeenextendedproperly:
# cat /proc/swaps
# free

11.3.3. Removing a Swap File
To remove aswap�le:

1. At a shell prompt as root, executethe following commandto disablethe swap �le (where
/swapfile is theswap�le):
# swapoff -v /swapfile

2. Remove its entryfrom the /etc/fstab �le.

3. Remove theactual�le:
# rm /swapfile

11.4. Moving Swap Space
To moveswapspacefrom onelocationto another, follow thestepsfor removing swapspace,andthen
follow thestepsfor addingswapspace.
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Managing Disk Stora ge

Introductionto differentmethods........

12.1. Standar d Partitions using parted

Many usersneedto view theexisting partitiontable,changethesizeof thepartitions,remove parti-
tions,or addpartitionsfrom freespaceor additionalharddrives.Theutility parted allows usersto
performthesetasks.Thischapterdiscusseshow to useparted to perform�le systemtasks.

If you want to view the system's disk spaceusageor monitor the disk spaceusage,refer to
Section40.3File Systems.

You musthave the parted packageinstalledto usethe parted utility. To startparted , at a shell
promptasroot,typethecommandparted /dev/sda , where/dev/sda is thedevice namefor the
driveyouwantto con�gure.The(parted) promptis displayed.Typehelp to view alist of available
commands.

If you want to create,remove, or resizea partition,thedevice cannotbein use(partitionscannotbe
mounted,andswapspacecannotbeenabled).Thepartitiontableshouldnotbemodi�ed while in use
becausethekernelmaynot properlyrecognizethechanges.Datacouldbeoverwrittenby writing to
thewrongpartitionbecausethepartitiontableandpartitionsmounteddo not match.Theeasiestway
to achieve this it to bootyour systemin rescuemode.Referto Chapter5 BasicSystemRecovery for
instructionsonbootinginto rescuemode.Whenpromptedto mountthe�le system,selectSkip.

Alternately, if thedrive doesnot containany partitionsin use(systemprocessesthatuseor lock the
�le systemfrom beingunmounted),you canunmountthemwith the umount commandandturn off
all theswapspaceon theharddrive with theswapoff command.

Table12-1 containsa list of commonlyusedparted commands.The sectionsthat follow explain
someof themin moredetail.

Command Description

check minor-num Performasimplecheckof the�le system

cp from to Copy �le systemfrom onepartitionto another;
from andto aretheminornumbersof the
partitions

help Displaylist of availablecommands

mklabel label Createadisk labelfor thepartitiontable

mkfs minor-num file-system-type Createa �le systemof type
file-system-type

mkpart part-type fs-type start-mb
end-mb

Make apartitionwithout creatinga new �le
system

mkpartfs part-type fs-type start-mb
end-mb

Make apartitionandcreatethespeci�ed�le
system

move minor-num start-mb end-mb Move thepartition
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Command Description

name minor-num name Namethepartitionfor Mac andPC98disklabels
only

print Displaythepartitiontable

quit Quit parted

rescue start-mb end-mb Rescuea lostpartitionfrom start-mb to
end-mb

resize minor-num start-mb end-mb Resizethepartitionfrom start-mb to
end-mb

rm minor-num Remove thepartition

select device Selectadifferentdevice to con�gure

set minor-num flag state Setthe�ag onapartition;state is eitheronor
off

Table 12-1.parted commands

12.1.1. Viewing the Partition Table
After startingparted , typethefollowing commandto view thepartitiontable:

print

A tablesimilar to thefollowing appears:

Disk geometry for /dev/sda: 0.000-8678.789 megabytes
Disk label type: msdos
Minor Start End Type Filesystem Flags
1 0.031 101.975 primary ext3 boot
2 101.975 5098.754 primary ext3
3 5098.755 6361.677 primary linux-swap
4 6361.677 8675.727 extended
5 6361.708 7357.895 logical ext3

Disk geometry for /dev/hda: 0.000-9765.492 megabytes
Disk label type: msdos
Minor Start End Type Filesystem Flags
1 0.031 101.975 primary ext3 boot
2 101.975 611.850 primary linux-swap
3 611.851 760.891 primary ext3
4 760.891 9758.232 extended lba
5 760.922 9758.232 logical ext3

The�rst line displaysthesizeof thedisk,thesecondline displaysthedisk labeltype,andtheremain-
ing outputshows thepartitiontable.

In thepartitiontable,theMinor numberis thepartitionnumber. For example,thepartitionwith minor
number1 correspondsto /dev/sda1 . TheStart andEnd valuesarein megabytes.TheType is one
of primary, extended,or logical. The Filesystemis the �le systemtype,which canbe oneof ext2,
ext3, fat16,fat32,hfs, jfs, linux-swap, ntfs, reiserfs,hp-ufs,sun-ufs,or xfs. The Flags columnlists
the�ags setfor thepartition.Available�ags areboot,root,swap,hidden,raid, lvm, or lba.

In this example,minor number1 refersto the /boot/ �le system,minor number2 refersto theroot
�le system(/ ), minor number3 refersto the swap, andminor number5 refersto the /home/ �le
system.
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Tip

To select a different device without having to restart parted , use the select command followed by
the device name such as /dev/sda . Then, you can view its partition table or con�gure it.

12.1.2. Creating a Partition

Warning

Do not attempt to create a partition on a device that is in use.

Beforecreatinga partition,boot into rescuemode(or unmountany partitionson thedevice andturn
off any swapspaceon thedevice).

Startparted , where/dev/sda is thedevice on which to createthepartition:

parted /dev/ sda

View thecurrentpartitiontableto determineif thereis enoughfreespace:

print

If there is not enough free space, you can resize an existing partition. Refer to
Section12.1.4Resizinga Partition for details.

12.1.2.1. Making the Partition

From the partition table,determinethe startandendpointsof the new partition andwhat partition
typeit shouldbe.Youcanonly have four primarypartitions(with noextendedpartition)ona device.
If you needmorethanfour partitions,you canhave threeprimarypartitions,oneextendedpartition,
andmultiple logical partitionswithin the extended.For an overview of disk partitions,refer to the
appendixAn Introductionto Disk Partitions in theRedHat EnterpriseLinux InstallationGuide.

For example,to createa primarypartitionwith anext3 �le systemfrom 1024megabytesuntil 2048
megabytesonaharddrive typethefollowing command:

mkpart primary ext3 1024 2048

Tip

If you use the mkpartfs command instead, the �le system is created after the partition is created.
However, parted does not support creating an ext3 �le system. Thus, if you wish to create an ext3 �le
system, use mkpart and create the �le system with the mkfs command as described later. mkpartfs
works for �le system type linux-swap.

Thechangesstarttakingplaceassoonasyoupress[Enter],soreview thecommandbeforeexecuting
to it.
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After creatingthe partition,usethe print commandto con�rm that it is in the partition tablewith
the correctpartition type, �le systemtype, andsize.Also rememberthe minor numberof the new
partitionsothatyou canlabelit. Youshouldalsoview theoutputof

cat /proc/partitions

to make surethekernelrecognizesthenew partition.

12.1.2.2. Formating the Partition

Thepartitionstill doesnot havea �le system.Createthe�le system:

/sbin/mkfs -t ext3 /dev/ sda6

Warning

Formatting the partition permanently destroys any data that currently exists on the partition.

12.1.2.3. Labeling the Partition

Next, give thepartitiona label.For example,if thenew partitionis /dev/sda6 andyouwantto label
it /work :

e2label /dev/sda6 /work

By default, theinstallationprogramusesthemountpointof thepartitionasthelabelto makesurethe
labelis unique.Youcanuseany labelyou want.

12.1.2.4. Creating the Mount Point

As root,createthemountpoint:

mkdir /work

12.1.2.5. Add to /etc/fstab

As root, edit the /etc/fstab �le to includethenew partition.Thenew line shouldlook similar to
thefollowing:

LABEL=/work /work ext3 defaults 1 2

The �rst columnshouldcontainLABEL= followed by the label you gave the partition. The second
columnshouldcontainthemountpoint for thenew partition,andthenext columnshouldbethe�le
systemtype(for example,ext3 or swap).If youneedmoreinformationabouttheformat,readtheman
pagewith thecommandman fstab .

If the fourth column is the word defaults , the partition is mountedat boot time. To mount the
partitionwithout rebooting,asroot, typethecommand:

mount /work
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12.1.3. Removing a Partition

Warning

Do not attempt to remove a partition on a device that is in use.

Beforeremoving apartition,bootinto rescuemode(or unmountany partitionson thedevice andturn
off any swapspaceon thedevice).

Startparted , where/dev/sda is thedevice on which to remove thepartition:

parted /dev/ sda

View thecurrentpartitiontableto determinetheminornumberof thepartitionto remove:

print

Remove thepartitionwith thecommandrm. For example,to remove thepartitionwith minornumber
3:

rm 3

Thechangesstarttakingplaceassoonasyoupress[Enter],soreview thecommandbeforecommitting
to it.

After removing thepartition,usetheprint commandto con�rm thatit is removedfrom thepartition
table.Youshouldalsoview theoutputof

cat /proc/partitions

to make surethekernelknows thepartitionis removed.

The last step is to remove it from the /etc/fstab �le. Find the line that declaresthe removed
partition,andremove it from the�le.

12.1.4. Resizing a Partition

Warning

Do not attempt to resize a partition on a device that is in use.

Beforeresizinga partition,boot into rescuemode(or unmountany partitionson thedevice andturn
off any swapspaceon thedevice).

Startparted , where/dev/sda is thedevice on which to resizethepartition:

parted /dev/ sda

View thecurrentpartitiontableto determinetheminornumberof thepartitionto resizeaswell asthe
startandendpointsfor thepartition:

print
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Warning

The used space of the partition to resize must not be larger than the new size.

To resizethepartition,usetheresize commandfollowedby theminornumberfor thepartition,the
startingplacein megabytes,andtheendplacein megabytes.For example:

resize 3 1024 2048

After resizingthe partition,usethe print commandto con�rm that the partition hasbeenresized
correctly, is thecorrectpartitiontype,andis thecorrect�le systemtype.

After rebootingthe systeminto normalmode,usethe commanddf to make surethe partition was
mountedandis recognizedwith thenew size.

12.2. LVM Partition Management
Thefollowing commandscanbefoundby issuinglvm help at acommandprompt.

Command Description

dumpconfig Dumptheactive con�guration

formats List theavailablemetadataformats

help Displaythehelpcommands

lvchange Changetheattributesof logical volume(s)

lvcreate Createa logical volume

lvdisplay Displayinformationabouta logical volume

lvextend Add spaceto a logical volume

lvmchange Dueto useof thedevicemapper, this command
hasbeendeprecated

lvmdiskscan List devicesthatmaybeusedasphysical
volumes

lvmsadc Collectactivity data

lvmsar Createactivity report

lvreduce Reducethesizeof a logical volume

lvremove Remove logical volume(s)from thesystem

lvrename Renamea logical volume

lvresize Resizea logical volume

lvs Displayinformationaboutlogical volumes

lvscan List all logical volumesin all volumegroups

pvchange Changeattributesof physicalvolume(s)

pvcreate Initialize physicalvolume(s)for useby LVM
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Command Description

pvdata Displaytheon-diskmetadatafor physical
volume(s)

pvdisplay Displayvariousattributesof physicalvolume(s)

pvmove Move extentsfrom onephysicalvolumeto
another

pvremove Remove LVM label(s)from physicalvolume(s)

pvresize Resizeaphysicalvolumein useby avolume
group

pvs Displayinformationaboutphysicalvolumes

pvscan List all physicalvolumes

segtypes List availablesegmenttypes

vgcfgbackup Backupvolumegroupcon�guration

vgcfgrestore Restorevolumegroupcon�guration

vgchange Changevolumegroupattributes

vgck Checktheconsistency of avolumegroup

vgconvert Changevolumegroupmetadataformat

vgcreate Createavolumegroup

vgdisplay Displayvolumegroupinformation

vgexport Unregisteravolumegroupfrom thesystem

vgextend Add physicalvolumesto avolumegroup

vgimport Registerexportedvolumegroupwith system

vgmerge Mergevolumegroups

vgmknodes Createthespecial�les for volumegroupdevices
in /dev/

vgreduce Remove aphysicalvolumefrom avolumegroup

vgremove Remove avolumegroup

vgrename Renameavolumegroup

vgs Displayinformationaboutvolumegroups

vgscan Searchfor all volumegroups

vgsplit Move physicalvolumesinto anew volume
group

version Displaysoftwareanddriver versioninformation

Table 12-2.LVMcommands
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Chapter 13.
Implementing Disk Quotas

Disk spacecanberestrictedby implementingdiskquotaswhichalertasystemadministratoris alerted
beforeauserconsumestoomuchdiskspaceor apartitionbecomesfull.

Disk quotascanbe con�gured for individual usersaswell asusergroups.This kind of �e xibility
makesit possibleto giveeachuserasmallquotato handle"personal"�les (suchasemailandreports),
while allowing theprojectsthey work onto havemoresizablequotas(assumingtheprojectsaregiven
theirown groups).

In addition,quotascanbesetnot just to controlthenumberof diskblocksconsumedbut to controlthe
numberof inodes(datastructuresthatcontaininformationabout�les in UNIX �le systems).Because
inodesareusedto contain�le-related information,this allows control over the numberof �les that
canbecreated.

Thequota RPMmustbeinstalledto implementdiskquotas.For moreinformationoninstallingRPM
packages,referto Part III Package Management.

13.1. Con�guring Disk Quotas
To implementdiskquotas,usethefollowing steps:

1. Enablequotasper�le systemby modifying the /etc/fstab �le.

2. Remountthe�le system(s).

3. Createthequotadatabase�les andgeneratethediskusagetable.

4. Assignquotapolicies.

Eachof thesestepsis discussedin detail in thefollowing sections.

13.1.1. Enabling Quotas
As root,usinga text editor, edit the /etc/fstab �le. Add theusrquota and/orgrpquota options
to the�le systemsthatrequirequotas:

/dev/VolGroup00/LogVol00 / ext3 defaults 1 1
LABEL=/boot /boot ext3 defaults 1 2
none /dev/pts devpts gid=5,mode=620 0 0
none /dev/shm tmpfs defaults 0 0
none /proc proc defaults 0 0
none /sys sysfs defaults 0 0
/dev/VolGroup00/LogVol02 /home ext3 defaults,usrquota,grpquo ta 1 2
/dev/VolGroup00/LogVol01 swap swap defaults 0 0
.
.
.

In thisexample,the /home �le systemhasbothuserandgroupquotasenabled.
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Note

The following examples assume that a separate /home partition was created during the installation
of Red Hat Enterprise Linux. Although not ideal, the root (/ ) partition (the installation default created
partition) can be used for setting quota policies in the /etc/fstab �le .

13.1.2. Remounting the File Systems
After addingtheusrquota and/orgrpquota options,remounteach�le systemwhosefstab entry
hasbeenmodi�ed. If the�le systemis not in useby any process,useoneof thefollowing methods:

• Issuetheumount commandfollowedby themount commandto remountthe�le system.

• Issuethemount -o remount /home commandto remountthe�le system.

If the�le systemis currentlyin use,theeasiestmethodfor remountingthe�le systemis to rebootthe
system.

13.1.3. Creating the Quota Database Files
After eachquota-enabled�le systemis remounted,thesystemis capableof working with disk quo-
tas.However, the �le systemitself is not yet readyto supportquotas.The next stepis to run the
quotacheck command.

The quotacheck commandexaminesquota-enabled�le systemsandbuilds a tableof the current
diskusageper�le system.Thetableis thenusedto updatetheoperatingsystem's copy of diskusage.
In addition,the�le system's disk quota�les areupdated.

To createthe quota�les (aquota.user andaquota.group ) on the �le system,usethe -c option
of thequotacheck command.For example,if userandgroupquotasareenabledfor the /home �le
system,createthe�les in the /home directory:

quotacheck -cug /home

The-c optionspeci�esthatthequota�les shouldbecreatedfor each�le systemwith quotasenabled,
the-u optionspeci�esto checkfor userquotas,andthe-g optionspeci�esto checkfor groupquotas.

If neitherthe-u or -g optionsarespeci�ed,only theuserquota�le is created.If only -g is speci�ed,
only thegroupquota�le is created.

After the�les arecreated,run thefollowing commandto generatethetableof currentdisk usageper
�le systemwith quotasenabled:

quotacheck -avug

Theoptionsusedareasfollows:

• a — Checkall quota-enabled,locally-mounted�le systems

• v — Displayverbosestatusinformationasthequotacheckproceeds

• u — Checkuserdisk quotainformation

• g — Checkgroupdiskquotainformation
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After quotacheck has�nished running,the quota�les correspondingto the enabledquotas(user
and/orgroup)arepopulatedwith datafor eachquota-enabledlocally-mounted�le systemsuchas
/home .

13.1.4. Assigning Quotas per User
Thelaststepis assigningthedisk quotaswith theedquota command.

To con�gure thequotafor a user, asroot in ashellprompt,executethecommand:

edquota username

Performthisstepfor eachuserwhoneedsaquota.For example,if aquotais enabledin /etc/fstab
for the /home partition(/dev/VolGroup00/LogVol02 ) andthecommandedquota testuser is
executed,thefollowing is shown in theeditorcon�guredasthedefault for thesystem:

Disk quotas for user testuser (uid 501):
Filesystem blocks soft hard inodes soft hard
/dev/VolGroup00/LogVol 02 440436 0 0 37418 0 0

Note

The text editor de�ned by the EDITOR environment variable is used by edquota . To change the editor,
set the EDITOR environment variable in your ~/.bash_profile �le to the full path of the editor of
your choice.

The �rst columnis the nameof the �le systemthat hasa quotaenabledfor it. The secondcolumn
shows how many blocksthe useris currentlyusing.The next two columnsareusedto setsoft and
hardblock limits for the useron the �le system.The inodes columnshows how many inodesthe
useris currentlyusing.Thelasttwo columnsareusedto setthesoftandhardinodelimits for theuser
on the�le system.

A hardlimit is theabsolutemaximumamountof disk spacethata useror groupcanuse.Oncethis
limit is reached,no furtherdiskspacecanbeused.

Thesoft limit de�nes themaximumamountof disk spacethatcanbeused.However, unlike thehard
limit, the soft limit canbe exceededfor a certainamountof time. That time is known asthe grace
period. Thegraceperiodcanbeexpressedin seconds,minutes,hours,days,weeks,or months.

If any of thevaluesaresetto 0, that limit is not set.In thetext editor, changethedesiredlimits. For
example:

Disk quotas for user testuser (uid 501):
Filesystem blocks soft hard inodes soft hard
/dev/VolGroup00/LogVol 02 440436 500000 550000 37418 0 0

To verify thatthequotafor theuserhasbeenset,usethecommand:

quota testuser
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13.1.5. Assigning Quotas per Group
Quotascanalsobe assignedon a per-groupbasis.For example,to seta groupquotafor the devel
group(thegroupmustexist prior to settingthegroupquota),usethecommand:

edquota -g devel

This commanddisplaystheexisting quotafor thegroupin thetext editor:

Disk quotas for group devel (gid 505):
Filesystem blocks soft hard inodes soft hard
/dev/VolGroup00/LogVol 02 440400 0 0 37418 0 0

Modify thelimits, save the�le, andthencon�gure thequota.

To verify thatthegroupquotahasbeenset,usethecommand:

quota -g devel

13.1.6. Assigning Quotas per File System
To assignquotasbasedoneach�le systemenabledfor quotas,usethecommand:

edquota -t

Like theotheredquota commands,this oneopensthecurrentquotasfor the �le systemin the text
editor:

Grace period before enforcing soft limits for users:
Time units may be: days, hours, minutes, or seconds

Filesystem Block grace period Inode grace period
/dev/mapper/VolGroup00 -Log Vol 02 7days 7days

Changethe block graceperiodor inodegraceperiod,save the changesto the �le, andexit the text
editor.

13.2. Managing Disk Quotas
If quotasare implemented,they needsomemaintenance— mostly in the form of watchingto see
if the quotasareexceededandmakingsurethe quotasareaccurate.Of course,if usersrepeatedly
exceedstheirquotasor consistentlyreachestheir soft limits, asystemadministratorhasafew choices
to make dependingon whattypeof usersthey areandhow muchdisk spaceimpactstheir work. The
administratorcaneitherhelptheuserdeterminehow to uselessdiskspaceor increasetheuser's disk
quotaif needed.

13.2.1. Enabling and Disab ling
It is possibleto disablequotaswithoutsettingthemto be0. To turn all userandgroupquotasoff, use
thefollowing command:

quotaoff -vaug

If neitherthe-u or -g optionsarespeci�ed,only theuserquotasaredisabled.If only -g is speci�ed,
only groupquotasaredisabled.
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To enablequotasagain,usethequotaon commandwith thesameoptions.

For example,to enableuserandgroupquotasfor all �le systems,usethefollowing command:

quotaon -vaug

To enablequotasfor aspeci�c �le system,suchas/home , usethefollowing command:

quotaon -vug /home

If neitherthe-u or -g optionsarespeci�ed,only theuserquotasareenabled.If only -g is speci�ed,
only groupquotasareenabled.

13.2.2. Repor ting on Disk Quotas
Creatinga disk usagereport entails running the repquota utility. For example, the command
repquota /home producesthis output:

*** Report for user quotas on device /dev/mapper/VolGroup00- LogVol0 2
Block grace time: 7days; Inode grace time: 7days

Block limits File limits
User used soft hard grace used soft hard grace
------------------------ ---- --- ---- ---- --- ---- --- ---- ---- --- ---- --- ---
root -- 36 0 0 4 0 0
kristin -- 540 0 0 125 0 0
testuser -- 440400 500000 550000 37418 0 0

To view thediskusagereportfor all (option -a ) quota-enabled�le systems,usethecommand:

repquota -a

While thereportis easyto read,a few pointsshouldbeexplained.The -- displayedaftereachuser
is a quickway to determinewhethertheblockor inodelimits have beenexceeded.If eithersoft limit
is exceeded,a + appearsin placeof thecorresponding- ; the�rst - representstheblock limit, andthe
secondrepresentstheinodelimit.

The grace columnsarenormally blank. If a soft limit hasbeenexceeded,the columncontainsa
time speci�cationequalto theamountof time remainingon thegraceperiod.If thegraceperiodhas
expired,none appearsin its place.

13.2.3. Keeping Quotas Accurate
Whenever a �le systemis notunmountedcleanly(dueto asystemcrash,for example),it is necessary
to run quotacheck . However, quotacheck canberunona regularbasis,evenif thesystemhasnot
crashed.Runningthe following commandperiodicallykeepsthe quotasmoreaccurate(the options
usedhave beendescribedin Section13.1.1EnablingQuotas):

quotacheck -avug

Theeasiestwayto runit periodicallyis to usecron . As root,eitherusethecrontab -e commandto
scheduleaperiodicquotacheck or placeascriptthatrunsquotacheck in any oneof thefollowing
directories(usingwhichever interval bestmatchesyourneeds):

• /etc/cron.hourly

• /etc/cron.daily
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• /etc/cron.weekly

• /etc/cron.monthly

Themostaccuratequotastatisticscanbeobtainedwhenthe�le system(s)analyzedarenot in active
use.Thus,thecrontaskshouldbescheduleduringa time wherethe�le system(s)areusedtheleast.
If this time is variousfor different�le systemswith quotas,run quotacheck for each�le systemat
differenttimeswith multiplecrontasks.

Referto Chapter35AutomatedTasksfor moreinformationaboutcon�guring cron .

13.3. Additional Resour ces
For moreinformationondiskquotas,referto thefollowing resources.

13.3.1. Installed Documentation

• Thequotacheck , edquota , repquota , quota , quotaon , andquotaoff manpages

13.3.2. Related Books

• RedHat EnterpriseLinux Introductionto SystemAdministration; RedHat, Inc. — Available at
http://www.redhat.com/docs/andon theDocumentationCD, this manualcontainsbackgroundin-
formationonstoragemanagement(includingdiskquotas)for new RedHatEnterpriseLinux system
administrators.
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Files anddirectorieshave permissionsetsfor the owner of the �le, the groupassociatedwith the
�le, andall otherusersfor thesystem.However, thesepermissionsetshave limitations.For example,
different permissionscannotbe con�gured for different users.Thus, AccessControl Lists (ACLs)
wereimplemented.

The Red Hat EnterpriseLinux 4 kernel provides ACL supportfor the ext3 �le systemand NFS-
exported�le systems.ACLs arealsorecognizedonext3 �le systemsaccessedvia Samba.

Along with supportin the kernel, the acl packageis requiredto implementACLs. It containsthe
utilities usedto add,modify, remove,andretrieve ACL information.

Thecp andmvcommandscopy or move any ACLs associatedwith �les anddirectories.

14.1. Mounting File Systems
BeforeusingACLs for a �le or directory, thepartitionfor the�le or directorymustbemountedwith
ACL support.If it is a local ext3 �le system,it canmountedwith thefollowing command:

mount -t ext3 -o acl < device-name > < partition >

For example:

mount -t ext3 -o acl /dev/VolGroup00/LogVol02 /work

Alternatively, if thepartition is listed in the /etc/fstab �le, theentry for thepartitioncaninclude
theacl option:

LABEL=/work /work ext3 acl 1 2

If an ext3 �le systemis accessedvia SambaandACLs have beenenabledfor it, the ACLs arerec-
ognizedbecauseSambahasbeencompiledwith the --with-acl-support option.No special�ags
arerequiredwhenaccessingor mountingaSambashare.

14.1.1. NFS
By default, if the�le systembeingexportedby anNFSserver supportsACLs andtheNFSclient can
readACLs,ACLs areutilizedby theclient system.

To disableACLs on NFS shareswhen con�guring the server, include the no_acl option in the
/etc/exports �le. To disableACLs on anNFSsharewhenmountingit on a client, mountit with
theno_acl optionvia thecommandline or the /etc/fstab �le.

14.2. Setting Access ACLs
Therearetwo typesof ACLs:accessACLsanddefaultACLs. An accessACL is theaccesscontrollist
for a speci�c �le or directory. A default ACL canonly beassociatedwith a directory;if a �le within
the directorydoesnot have an accessACL, it usesthe rulesof the default ACL for the directory.
Default ACLs areoptional.
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ACLscanbecon�gured:

1. Peruser

2. Pergroup

3. Via theeffective rightsmask

4. For usersnot in theusergroupfor the�le

Thesetfacl utility setsACLs for �les anddirectories.Usethe -m optionto addor modify theACL
of a �le or directory:

setfacl -m < rules > < files >

Rules(< rules > ) mustbespeci�ed in thefollowing formats.Multiple rulescanbespeci�ed in the
samecommandif they areseparatedby commas.

u: < uid > : < perms >

SetstheaccessACL for a user. Theusernameor UID may bespeci�ed.The usermaybeany
valid useron thesystem.

g: < gid > : < perms >

SetstheaccessACL for a group.Thegroupnameor GID maybespeci�ed.Thegroupmaybe
any valid groupon thesystem.

m:< perms >

Setstheeffective rightsmask.Themaskis theunionof all permissionsof theowning groupand
all of theuserandgroupentries.

o: < perms >

SetstheaccessACL for usersotherthantheonesin thegroupfor the�le.

White spaceis ignored.Permissions(< perms > ) mustbea combinationof thecharactersr , w, and
x for read,write, andexecute.

If a �le or directoryalreadyhasanACL, andthesetfacl commandis used,theadditionalrulesare
addedto theexisting ACL or theexisting rule is modi�ed.

For example,to give readandwrite permissionsto userandrius:

setfacl -m u:andrius:rw /project/somefile

To remove all thepermissionsfor a user, group,or others,usethe -x optionanddo not specifyany
permissions:

setfacl -x < rules > < files >

For example,to remove all permissionsfrom theuserwith UID 500:

setfacl -x u:500 /project/somefile
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14.3. Setting Default ACLs
To setadefault ACL, addd: beforetheruleandspecifyadirectoryinsteadof a �le name.

For example,to setthedefaultACL for the/share/ directoryto readandexecutefor usersnot in the
usergroup(anaccessACL for anindividual �le canoverrideit):

setfacl -m d:o:rx /share

14.4. Retrie ving ACLs
To determinetheexisting ACLs for a �le or directory, usethegetfacl command:

getfacl < filename >

It returnsoutputsimilar to thefollowing:

# file: file
# owner: andrius
# group: andrius
user::rw-
user:smoore:r--
group::r--
mask::r--
other::r--

If adirectoryis speci�ed,andit hasadefault ACL, thedefault ACL is alsodisplayedsuchas:

# file: file
# owner: andrius
# group: andrius
user::rw-
user:smoore:r--
group::r--
mask::r--
other::r--
default:user::rwx
default:user:andrius:rwx
default:group::r-x
default:mask::rwx
default:other::r-x

14.5. Archiving File Systems With ACLs

Warning

The tar and dump commands do not backup ACLs.

Thestar utility is similarto thetar utility in thatit canbeusedto generatearchivesof �les; however,
someof its optionsaredifferent.Referto Table14-1 for a listing of morecommonlyusedoptions.
For all availableoptions,referto thestar manpage.Thestar packageis requiredto usethisutility.
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Option Description

-c Createsanarchive �le.

-n Do notextractthe�les; usein conjunctionwith -x to
show whatextractingthe�les does.

-r Replaces�les in thearchive. The�les arewritten to the
endof thearchive �le, replacingany �les with thesame
pathand�le name.

-t Displaysthecontentsof thearchive �le.

-u Updatesthearchive �le. The�les arewritten to theendof
thearchive if they donot exist in thearchive or if the�les
arenewer thanthe�les of thesamenamein thearchive.
This optiononly work if thearchive is a �le or an
unblockedtapethatmaybackspace.

-x Extractsthe�les from thearchive. If usedwith -U anda
�le in thearchive is olderthanthecorresponding�le on
the�le system,the�le is not extracted.

-help Displaysthemostimportantoptions.

-xhelp Displaystheleastimportantoptions.

-/ Do notstrip leadingslashesfrom �le nameswhen
extractingthe�les from anarchive. By default, they are
stripedwhen�les areextracted.

-acl Whencreatingor extracting,archive or restoreany ACLs
associatedwith the�les anddirectories.

Table 14-1.CommandLine Options for star

14.6. Compatibility with Older Systems
If anACL hasbeensetonany �le onagiven�le system,that�le systemhastheext_attr attribute.
This attributecanbeseenusingthefollowing command:

tune2fs -l < filesystem-device >

A �le systemthathasacquiredtheext_attr attributecanbemountedwith olderkernels,but those
kernelsdonotenforceany ACLs whichhave beenset.

Versionsof thee2fsck utility includedin version1.22andhigherof thee2fsprogs package(includ-
ing theversionsin RedHat EnterpriseLinux 2.1 and4) canchecka �le systemwith the ext_attr
attribute.Olderversionsrefuseto checkit.

14.7. Additional Resour ces
Referto thefollow resourcesfor moreinformation.

14.7.1. Installed Documentation

• acl manpage— Descriptionof ACLs
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• getfacl manpage— Discusseshow to get�le accesscontrollists

• setfacl manpage— Explainshow to set�le accesscontrollists

• star manpage— Explainsmoreaboutthestar utility andits many options

14.7.2. Useful Websites

• http://acl.bestbits.at/ — Websitefor ACLs
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III. Package Management

All software on a Red Hat EnterpriseLinux systemis divided into RPM packageswhich can be
installed,upgraded,or removed.This partdescribeshow to managetheRPM packagesona RedHat
EnterpriseLinux systemusinggraphicalandcommandline tools.
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Chapter 15.
Package Management with RPM

TheRPM PackageManager(RPM) is anopenpackagingsystem,availablefor anyoneto use,which
runsonRedHatEnterpriseLinux aswell asotherLinux andUNIX systems.RedHat,Inc.encourages
othervendorsto useRPM for their own products.RPM is distributableunderthetermsof theGPL.

For theenduser, RPMmakessystemupdateseasy. Installing,uninstalling,andupgradingRPMpack-
agescanbe accomplishedwith short commands.RPM maintainsa databaseof installedpackages
andtheir �les, soyou caninvoke powerful queriesandveri�cations on your system.If you prefera
graphicalinterface,you canusethePackageManagementTool to performmany RPM commands.
Referto Chapter16PackageManagementTool for details.

During upgrades,RPM handlescon�guration �les carefully, so thatyou never loseyour customiza-
tions— somethingthatyou cannotaccomplishwith regular .tar.gz �les.

For thedeveloper, RPMallowsyouto takesoftwaresourcecodeandpackageit into sourceandbinary
packagesfor end users.This processis quite simpleand is driven from a single �le andoptional
patchesthatyou create.This cleardelineationbetweenpristinesourcesandyour patchesalongwith
build instructionseasesthemaintenanceof thepackageasnew versionsof thesoftwarearereleased.

Note

Because RPM makes changes to your system, you must be root to install, remove, or upgrade an
RPM package.

15.1. RPM Design Goals
To understandhow to useRPM,it canbehelpful to understandRPM's designgoals:

Upgradability

Using RPM, you canupgradeindividual componentsof your systemwithout completelyrein-
stalling.Whenyou get a new releaseof an operatingsystembasedon RPM (suchasRedHat
EnterpriseLinux), youdonotneedto reinstallonyourmachine(asyoudowith operatingsystems
basedon otherpackagingsystems).RPM allows intelligent,fully-automated,in-placeupgrades
of yoursystem.Con�guration�les in packagesarepreservedacrossupgrades,soyoudonot lose
yourcustomizations.Therearenospecialupgrade�les neededto upgradeapackagebecausethe
sameRPM �le is usedto install andupgradethepackageonyoursystem.

Powerful Querying

RPMis designedto providepowerful queryingoptions.Youcandosearchesthroughyourentire
databasefor packagesor just for certain�les. You canalsoeasily�nd out what packagea �le
belongsto andfrom wherethepackagecame.The�les anRPM packagecontainsarein a com-
pressedarchive, with a custombinary headercontainingusefulinformationaboutthe package
andits contents,allowing you to queryindividual packagesquickly andeasily.

SystemVeri�cation

Anotherpowerful featureis theability to verify packages.If youareworriedthatyoudeletedan
important�le for somepackage,verify thepackage.You arenoti�ed of any anomalies.At that
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point, you canreinstall the packageif necessary. Any con�guration �les that you modi�ed are
preservedduringreinstallation.

PristineSources

A crucialdesigngoal wasto allow the useof "pristine" softwaresources,asdistributedby the
originalauthorsof thesoftware.With RPM,youhavethepristinesourcesalongwith any patches
thatwereused,pluscompletebuild instructions.This is animportantadvantagefor several rea-
sons.For instance,if a new versionof aprogramcomesout,you donotnecessarilyhave to start
from scratchto get it to compile.You canlook at the patchto seewhat you might needto do.
All thecompiled-indefaults,andall of thechangesthatweremadeto get thesoftwareto build
properly, areeasilyvisible usingthis technique.

The goal of keepingsourcespristinemay only seemimportantfor developers,but it resultsin
higherqualitysoftwarefor endusers,too.

15.2. Using RPM
RPM has� ve basicmodesof operation(not countingpackagebuilding): installing,uninstalling,up-
grading,querying,andverifying. This sectioncontainsanoverview of eachmode.For completede-
tailsandoptions,try rpm --help or referto Section15.5AdditionalResourcesfor moreinformation
onRPM.

15.2.1. Finding RPM Packages
Beforeusingan RPM, you mustknow whereto �nd them.An Internetsearchreturnsmany RPM
repositories,but if you are looking for RPM packagesbuilt by RedHat, they canbe found at the
following locations:

• TheRedHatEnterpriseLinux CD-ROMs

• TheRedHatErrataPageavailableat http://www.redhat.com/apps/support/errata/

• A RedHat FTPMirror Siteavailableat http://www.redhat.com/download/mirror.html

• RedHatNetwork — Referto Chapter17RedHat Networkfor moredetailsonRedHatNetwork

15.2.2. Installing
RPM packagestypically have �le nameslike foo-1.0-1.i386.rpm . The �le nameincludesthe
packagename(foo ), version(1.0 ), release(1), andarchitecture(i386 ). To install a package,log in
asrootandtypethefollowing commandat ashellprompt:

rpm -Uvh foo-1.0-1.i386.rpm

If installationis successful,thefollowing outputis displayed:

Preparing... ######################### #### ####### ####### [100%]
1:foo ######################### #### ####### ####### [100%]

As you cansee,RPM printsout thenameof thepackageandthenprintsa successionof hashmarks
asthepackageis installedasaprogressmeter.

The signatureof a packageis checked automaticallywhen installing or upgradinga package.The
signaturecon�rms thatthepackagewassignedby anauthorizedparty. For example,if theveri�cation
of thesignaturefails,anerrormessagesuchasthefollowing is displayed:
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error: V3 DSA signature: BAD, key ID 0352860f

If it is anew, header-only, signature,anerrormessagesuchasthefollowing is displayed:

error: Header V3 DSA signature: BAD, key ID 0352860f

If youdonothave theappropriatekey installedto verify thesignature,themessagecontainstheword
NOKEYsuchas:

warning: V3 DSA signature: NOKEY, key ID 0352860f

Referto Section15.3Checking a Package's Signature for moreinformationon checkinga package's
signature.

Warning

If you are installing a kernel package, you should use rpm -ivh instead. Refer to
Chapter 37 Manually Upgrading the Kernel for details.

Installingpackagesis designedto besimple,but youmaysometimesseeerrors.

15.2.2.1. Package Alread y Installed

If thepackageof thesameversionis alreadyinstalled,thefollowing is displayed:

Preparing... ######################### #### ####### ####### [100%]
package foo-1.0-1 is already installed

If thesameversionyou aretrying to install is alreadyinstalled,andyou ewant to install thepackage
anyway, youcanusethe --replacepkgs option,which tells RPM to ignoretheerror:

rpm -ivh --replacepkgs foo-1.0-1.i386.rpm

This optionis helpful if �les installedfrom theRPM weredeletedor if you wanttheoriginal con�g-
uration�les from theRPM to beinstalled.

15.2.2.2. Con�icting Files

If you attemptto install a packagethat containsa �le which hasalreadybeeninstalledby another
packageor anearlierversionof thesamepackage,thefollowing is displayed:

Preparing... ######################### #### ####### ####### [100%]
file /usr/bin/foo from install of foo-1.0-1 conflicts with file from package bar-2.0.20

To make RPM ignorethis error, usethe --replacefiles option:

rpm -ivh --replacefiles foo-1.0-1.i386.rpm
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15.2.2.3. Unresolved Dependenc y

RPMpackagescan,essentially, dependonotherpackages,whichmeansthatthey requireotherpack-
agesto beinstalledto runproperly. If youtry to installapackagewhichhasanunresolveddependency,
outputsimilar to thefollowing is displayed:

error: Failed dependencies:
bar.so.2 is needed by foo-1.0-1

Suggested resolutions:
bar-2.0.20-3.i386.rpm

If youareinstallingapackagefrom theRedHatEnterpriseLinux CD-ROM set,it usuallysuggestthe
package(s)neededto resolvethedependency. Findthesuggestedpackage(s)ontheRedHatEnterprise
Linux CD-ROMs or from theRedHatFTPsite(or mirror), andaddit to thecommand:

rpm -ivh foo-1.0-1.i386.rpm bar-2.0.20-3.i386.rpm

If installationof bothpackagesis successful,outputsimilar to thefollowing is displayed:

Preparing... ######################### #### ####### ####### [100%]
1:foo ######################### #### ####### ####### [ 50%]
2:bar ######################### #### ####### ####### [100%]

If it doesnot suggesta packageto resolve the dependency, you can try the --redhatprovides
optionto determinewhich packagecontainstherequired�le. You needthe rpmdb-redhat package
installedto usethis option.

rpm -q --redhatprovides bar.so.2

If thepackagethatcontainsbar.so.2 is in theinstalleddatabasefrom therpmdb-redhat package,
thenameof thepackageis displayed:

bar-2.0.20-3.i386.rpm

To forcetheinstallationanyway(whichis notrecommendedsincethepackagemaynotruncorrectly),
usethe--nodeps option.

15.2.3. Uninstalling
Uninstallinga packageis just assimpleas installing one.Type the following commandat a shell
prompt:

rpm -e foo

Note

Notice that we used the package name foo , not the name of the original package �le
foo-1.0-1.i386.r pm. To uninstall a package, replace foo with the actual package name of the
original package.

You canencountera dependency errorwhenuninstallinga packageif anotherinstalledpackagede-
pendson theoneyouaretrying to remove.For example:
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error: Failed dependencies:
foo is needed by (installed) bar-2.0.20-3.i386.rpm

To causeRPM to ignorethis erroranduninstallthepackageanyway, which maybreakthepackage
dependingon it, usethe --nodeps option.

15.2.4. Upgrading
Upgradingapackageis similar to installingone.Typethefollowing commandat ashellprompt:

rpm -Uvh foo-2.0-1.i386.rpm

As partof upgradingapackage,RPMautomaticallyuninstallsany old versionsof the foo package.In
fact,youmaywantto alwaysuse-U to installpackageswhichworksevenwhentherearenoprevious
versionsof thepackageinstalled.

Tip

You don't want to use the -U option for installing kernel packages because RPM replaces the previous
kernel package. This does not affect a running system, but if the new kernel is unable to boot during
your next restart, there would be no other kernel to boot instead.

Using the -i option adds the kernel to your GRUB boot menu (/etc/grub.conf ). Similarly, removing
an old, unneeded kernel removes the kernel from GRUB.

BecauseRPM performsintelligent upgradingof packageswith con�guration �les, you may seea
messagelike thefollowing:

saving /etc/foo.conf as /etc/foo.conf.rpmsave

This messagemeansthatyour changesto thecon�guration �le maynot be forward compatiblewith
the new con�guration �le in the package,so RPM saved your original �le andinstalleda new one.
You shouldinvestigatethedifferencesbetweenthe two con�guration �les andresolve themassoon
aspossible,to ensurethatyour systemcontinuesto functionproperly.

Upgradingis really a combinationof uninstallingandinstalling,soduringanRPM upgradeyou can
encounteruninstallingandinstallingerrors,plusonemore.If RPM thinksyou aretrying to upgrade
to apackagewith anolder versionnumber, theoutputis similar to thefollowing:

package foo-2.0-1 (which is newer than foo-1.0-1) is already installed

To forceRPM to upgradeanyway, usethe--oldpackage option:

rpm -Uvh --oldpackage foo-1.0-1.i386.rpm

15.2.5. Freshening
Fresheningapackageis similar to upgradingone.Typethefollowing commandatashellprompt:

rpm -Fvh foo-1.2-1.i386.rpm

RPM's freshenoptioncheckstheversionsof thepackagesspeci�edon thecommandline againstthe
versionsof packagesthat have alreadybeeninstalledon your system.Whena newer versionof an
already-installedpackageis processedby RPM's freshenoption,it is upgradedto thenewer version.
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However, RPM's freshenoptiondoesnot install a packageif no previously-installedpackageof the
samenameexists. This differs from RPM's upgradeoption, as an upgradedoesinstall packages,
whetheror not anolderversionof thepackagewasalreadyinstalled.

RPM's freshenoptionworks for singlepackagesor packagegroups.If you have just downloadeda
large numberof differentpackages,andyou only want to upgradethosepackagesthat arealready
installedonyoursystem,fresheningdoesthejob. If youusefreshening,youdonothave to deleteany
unwantedpackagesfrom thegroupthatyou downloadedbeforeusingRPM.

In thiscase,issuethefollowing command:

rpm -Fvh *.rpm

RPM automaticallyupgradesonly thosepackagesthatarealreadyinstalled.

15.2.6. Querying
Usethe rpm -q commandto querythedatabaseof installedpackages.The rpm -q foo command
displaysthepackagename,version,andreleasenumberof theinstalledpackagefoo :

foo-2.0-1

Note

To query a package, replace foo with the actual package name.

Insteadof specifyingthepackagename,usethefollowing optionswith -q to specifythepackage(s)
youwantto query. ThesearecalledPackage SelectionOptions.

• -a queriesall currentlyinstalledpackages.

• -f < file > queriesthepackagewhich owns < file > . Whenspecifyinga �le, you mustspecify
thefull pathof the�le (for example,/bin/ls ).

• -p < packagefile > queriesthepackage< packagefile > .

Thereare a numberof ways to specify what information to display aboutqueriedpackages.The
following optionsareusedto selectthe type of informationfor which you aresearching.Theseare
calledInformationQueryOptions.

• -i displayspackageinformationincludingname,description,release,size,build date,install date,
vendor, andothermiscellaneousinformation.

• -l displaysthelist of �les thatthepackagecontains.

• -s displaysthestateof all the�les in thepackage.

• -d displaysa list of �les markedasdocumentation(manpages,info pages,READMEs,etc.).

• -c displaysa list of �les marked ascon�guration �les. Theseare the �les you changeafter in-
stallationto adaptthe packageto your system(for example,sendmail.cf , passwd , inittab ,
etc.).

For theoptionsthatdisplaylists of �les, add-v to thecommandto displaythe lists in a familiar ls
-l format.
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15.2.7. Verifying
Verifying a packagecomparesinformation about�les installedfrom a packagewith the samein-
formationfrom the original package.Among other things,verifying comparesthe size,MD5 sum,
permissions,type,owner, andgroupof each�le.

Thecommandrpm -V veri�es a package.You canuseany of the Package Verify Optionslisted for
queryingto specifythepackagesyouwishto verify. A simpleuseof verifying is rpm -V foo , which
veri�es thatall the�les in the foo packageareasthey werewhenthey wereoriginally installed.For
example:

• To verify apackagecontainingaparticular�le:
rpm -Vf /usr/bin/vim

• To verify ALL installedpackages:
rpm -Va

• To verify aninstalledpackageagainstanRPMpackage�le:
rpm -Vp foo-1.0-1.i386.rpm

This commandcanbeusefulif yoususpectthatyour RPM databasesarecorrupt.

If everythingveri�ed properly, thereis no output.If thereareany discrepancies,they aredisplayed.
Theformatof theoutputis a stringof eightcharacters(a c denotesa con�guration �le) andthenthe
�le name.Eachof theeightcharactersdenotesthe resultof a comparisonof oneattribute of the �le
to thevalueof thatattributerecordedin theRPMdatabase.A singleperiod(. ) meansthetestpassed.
Thefollowing charactersdenotefailureof certaintests:

• 5 — MD5 checksum

• S — �le size

• L — symboliclink

• T — �le modi�cation time

• D — device

• U — user

• G— group

• M— mode(includespermissionsand�le type)

• ? — unreadable�le

If you seeany output,useyour best judgmentto determineif you shouldremove or reinstall the
package,or �x theproblemin anotherway.

15.3. Checking a Package's Signature
If you wish to verify that a packagehasnot beencorruptedor tamperedwith, examineonly the
md5sumby typing thefollowing commandat a shellprompt(< rpm-file > with �le nameof the
RPM package):

rpm -K --nosignature < rpm-file >

The message< rpm-file > : md5 OK is displayed.This brief messagemeansthat the �le wasnot
corruptedby thedownload.To seeamoreverbosemessage,replace-K with -Kvv in thecommand.

Ontheotherhand,how trustworthy is thedeveloperwhocreatedthepackage?If thepackageis signed
with thedeveloper's GnuPGkey, you know thatthedeveloperreally is who they saythey are.



118 Chapter 15.PackageManagementwith RPM

An RPMpackagecanbesignedusingGnuPrivacyGuard (or GnuPG),to helpyoumakecertainyour
downloadedpackageis trustworthy.

GnuPGis a tool for securecommunication;it is a completeandfree replacementfor theencryption
technologyof PGP, anelectronicprivacy program.With GnuPG,you canauthenticatethevalidity of
documentsandencrypt/decryptdatato andfrom otherrecipients.GnuPGis capableof decryptingand
verifying PGP5.x �les aswell.

During installation,GnuPGis installedby default.Thatwayyou canimmediatelystartusingGnuPG
to verify any packagesthatyou receive from RedHat.First, youmustimportRedHat's publickey.

15.3.1. Impor ting Keys
To verify RedHat packages,you mustimport theRedHat GPGkey. To do so,executethefollowing
commandat ashellprompt:

rpm --import /usr/share/rhn/RPM-GPG-KEY

To displaya list of all keys installedfor RPM veri�cation, executethecommand:

rpm -qa gpg-pubkey*

For theRedHat key, theoutputincludes:

gpg-pubkey-db42a60e-37ea 5438

To displaydetailsabouta speci�c key, userpm -qi followedby theoutputfrom thepreviouscom-
mand:

rpm -qi gpg-pubkey-db42a60e-37e a543 8

15.3.2. Verifying Signature of Packages
To checkthe GnuPGsignatureof an RPM �le after importing the builder's GnuPGkey, usethe
following command(replace< rpm-file > with �lename of theRPM package):

rpm -K < rpm-file >

If all goeswell, thefollowing messageis displayed:md5 gpg OK. Thatmeansthat thesignatureof
thepackagehasbeenveri�ed andthatit is notcorrupt.

15.4. Impressing Your Friends with RPM
RPM is a usefultool for both managingyour systemanddiagnosingand�xing problems.The best
way to make senseof all of its optionsis to look at someexamples.

• Perhapsyou have deletedsome�les by accident,but you arenot surewhatyou deleted.To verify
your entiresystemandseewhatmight bemissing,youcouldtry thefollowing command:
rpm -Va

If some�les aremissingor appearto havebeencorrupted,youshouldprobablyeitherre-installthe
packageor uninstallandthenre-installthepackage.
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• At somepoint, you might seea �le thatyou do not recognize.To �nd out which packageowns it,
enter:
rpm -qf /usr/bin/ggv

Theoutputwould look like thefollowing:
ggv-2.6.0-2

• We cancombinetheabove two examplesin the following scenario.Sayyou arehaving problems
with /usr/bin/paste . You would like to verify thepackagethatownsthatprogram,but you do
not know whichpackageownspaste . Enterthefollowing command,
rpm -Vf /usr/bin/paste

andtheappropriatepackageis veri�ed.

• Do you want to �nd out moreinformationabouta particularprogram?You cantry the following
commandto locatethedocumentationwhichcamewith thepackagethatownsthatprogram:
rpm -qdf /usr/bin/free

Theoutputwould besimilar to thefollowing:
/usr/share/doc/procps-3 .2. 3/BU GS
/usr/share/doc/procps-3 .2. 3/FA Q
/usr/share/doc/procps-3 .2. 3/NE WS
/usr/share/doc/procps-3 .2. 3/TO DO
/usr/share/man/man1/fre e.1 .gz
/usr/share/man/man1/pgr ep. 1.gz
/usr/share/man/man1/pki ll. 1.gz
/usr/share/man/man1/pma p.1 .gz
/usr/share/man/man1/ps. 1.g z
/usr/share/man/man1/ski ll. 1.gz
/usr/share/man/man1/sla bto p.1. gz
/usr/share/man/man1/sni ce. 1.gz
/usr/share/man/man1/tlo ad. 1.gz
/usr/share/man/man1/top .1. gz
/usr/share/man/man1/upt ime .1.g z
/usr/share/man/man1/w.1 .gz
/usr/share/man/man1/wat ch. 1.gz
/usr/share/man/man5/sys ctl .con f.5. gz
/usr/share/man/man8/sys ctl .8.g z
/usr/share/man/man8/vms tat .8.g z

• You may�nd a new RPM,but you do not know what it does.To �nd informationaboutit, usethe
following command:
rpm -qip crontabs-1.10-7.noarch.rp m

Theoutputwould besimilar to thefollowing:
Name : crontabs Relocations: (not relocatable)
Version : 1.10 Vendor: Red Hat, Inc.
Release : 7 Build Date: Mon 20 Sep 2004 05:58:10 PM EDT
Install Date: (not installed) Build Host: tweety.build.redhat.com
Group : System Environment/Base Source RPM: crontabs-1.10-7.src.rpm
Size : 1004 License: Public Domain
Signature : DSA/SHA1, Wed 05 Jan 2005 06:05:25 PM EST, Key ID 219180cddb42a60e
Packager : Red Hat, Inc. < http://bugzilla.redhat.c om/bugz ill a>
Summary : Root crontab files used to schedule the execution of programs.
Description :
The crontabs package contains root crontab files. Crontab is the
program used to install, uninstall, or list the tables used to drive the
cron daemon. The cron daemon checks the crontab files to see when
particular commands are scheduled to be executed. If commands are
scheduled, then it executes them.

• Perhapsyounow wantto seewhat�les thecrontabs RPMinstalls.Youwouldenterthefollowing:
rpm -qlp crontabs-1.10-5.noarch.rp m
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Theoutputis similar to thefollowing:
/etc/cron.daily
/etc/cron.hourly
/etc/cron.monthly
/etc/cron.weekly
/etc/crontab
/usr/bin/run-parts

Thesearejusta few examples.As you useit, youwill �nd many moreusesfor RPM.

15.5. Additional Resour ces
RPMis anextremelycomplex utility with many optionsandmethodsfor querying,installing,upgrad-
ing, andremoving packages.Referto thefollowing resourcesto learnmoreaboutRPM.

15.5.1. Installed Documentation

• rpm --help — Thiscommanddisplaysaquick referenceof RPM parameters.

• man rpm — TheRPM manpagegivesmoredetailaboutRPM parametersthanthe rpm --help
command.

15.5.2. Useful Websites

• http://www.rpm.org/ — TheRPM website.

• http://www.redhat.com/mailman/listinfo/rpm-list/ — The RPM mailing list is archived here.To
subscribe,sendmail to <rpm-list-request@redhat.com > with the word subscribe in the
subjectline.

15.5.3. Related Books

• RedHat RPMGuideby Eric Foster-Johnson;Wiley, John& Sons,Incorporated— This bookis a
comprehensive guideto RPM,from installingpackageto building RPMs.
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Package Management Tool

During installation,a default setof softwarepackagesareinstalled.Becausepeopleusetheir com-
putersdifferently, usersmight want to install or remove packagesafter installation.The Package
ManagementTool allows usersto performtheseactions.

TheX Window Systemis requiredto runthePackageManagementTool. To starttheapplication,go
to Applications (themainmenuon thepanel)=> SystemSettings=> Add/Remove Applications,
or typethecommandsystem-config-packages atshellprompt.

Thesameinterfaceautomaticallyappearswhenyou inserttheRedHat EnterpriseLinux CD #1 into
yourcomputer.

Figure16-1.PackageManagementTool

The interfacefor this applicationis similar to the oneusedfor individual packageselectionduring
installation.Packagesare divided into packagegroups,which containa list of standard packages
and extra packages that sharecommonfunctionality. For example,the Graphical Internet group
containsaWebbrowser, emailclient,andothergraphicalprogramsusedto connectedto theInternet.
Thestandardpackagescannot beselectedfor removal unlessthe entirepackagegroupis removed.
Theextra packagesareoptionalpackagesthatcanbeselectedfor installationor removal, aslong as
thepackagegroupis selected.

The main window shows a list of packagegroups.If the packagegroup hasa checkmarkin the
checkboxbesideit, packagesfrom thatgrouparecurrentlyinstalled.To view theindividual packages
list for agroup,click theDetails link besideit. Individualpackageswith acheckmarkbesidethemare
currentlyinstalled.
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16.1. Installing Packages
To install standardpackagesfrom apackagegroupthatis notcurrentlyinstalled,checkthecheckbox
besidethatpackagegroup.To customizethepackagesto beinstalledwithin agroup,click theDetails
link besideit. Thelist of standardandextra packagesis displayed,asshown in Figure16-2. Clicking
on the packagenamedisplaysthe disk spacerequiredto install the packageat the bottom of the
window. Checkingthecheckboxbesidethepackagenamemarksit for installation.

Youcanalsoselectindividual packagesfrom alreadyinstalledpackagegroupsby clicking theDetails
link andcheckingany of theextrapackagesnot alreadyinstalled.

Figure16-2.Indi vidual PackageSelection

After selectingpackagegroupsandindividualpackagesto install,click theUpdatebuttononthemain
window. Informationsuchasthe numberof packagesto be installedandthe amountof disk space
requiredto install the packages,as well as any packagedependencies,is displayedin a summary
window. If therearepackagedependencies,they areautomaticallyaddedto the list of packagesto
install.Click theShow Detailsbuttonto view thecompletelist of packagesto beinstalled.

Figure16-3.PackageInstallation Summary

Click Continue to startthe installationprocess.Whenit is �nished, an Update Complete message
appears.
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Tip

If you use Nautilus to manage the �les and directories on your computer, you can also use it to install
packages. In Nautilus , go to the directory that contains an RPM package (they usually end in .rpm ),
and double-click on the RPM icon.

16.2. Removing Packages
To remove all the packagesinstalledwithin a packagegroup,uncheckthe checkboxbesideit. To
remove individual packages,click theDetailsbuttonbesidethepackagegroupandunchecktheindi-
vidual packages.

Whenyouare�nished selectingpackagesto remove,click theUpdatebuttonin themainwindow. The
applicationcomputestheamountof freeddisk spaceaswell asthesoftwarepackagedependencies.
If otherpackagesdependon thepackagesyouselectedto remove,they areautomaticallyaddedto the
list of packagesto beremoved.Click theShow Details buttonto view the list of completepackages
to beremoved.

Figure16-4.PackageRemoval Summary

Click Continue to start the removal process.When it is �nished, an Update Complete message
appears.

Tip

You can combine the installation and removal of packages by selecting package groups/packages
to be installed/removed and then clicking Update . The Completed System Preparation window
displays the number of packages to be installed and removed.
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Chapter 17.
Red Hat Network

RedHatNetwork is anInternetsolutionfor managingoneor moreRedHatEnterpriseLinux systems.
All SecurityAlerts, Bug Fix Alerts, andEnhancementAlerts (collectively known asErrataAlerts)
canbedownloadeddirectly from RedHat usingthe Red Hat Update Agent standaloneapplication
or throughtheRHN websiteavailableat https://rhn.redhat.com/.

Figure17-1.Your RHN

RedHatNetwork savesyoutimebecauseyoureceive emailwhenupdatedpackagesarereleased.You
do not have to searchtheWebfor updatedpackagesor securityalerts.By default, RedHat Network
installs the packagesaswell. You do not have to learnhow to useRPM or worry aboutresolving
softwarepackagedependencies;RHN doesit all.

RedHat Network featuresinclude:

• ErrataAlerts— learnwhenSecurityAlerts,BugFix Alerts,andEnhancementAlertsareissuedfor
all thesystemsin your network
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Figure 17-2.Relevant Errata

• Automaticemailnoti�cations — Receive anemailnoti�cation whenanErrataAlert is issuedfor
your system(s)

• ScheduledErrataUpdates— Scheduledelivery of ErrataUpdates

• Packageinstallation— Schedulepackageinstallationon oneor moresystemswith the click of a
button

• RedHat UpdateAgent — UsetheRedHat UpdateAgent to downloadthelatestsoftwarepack-
agesfor yoursystem(with optionalpackageinstallation)

• Red Hat Network website— Managemultiple systems,downloadedindividual packages,and
scheduleactionssuchasErrataUpdatesthrougha secureWebbrowserconnectionfrom any com-
puter

Caution

You must activate your Red Hat Enterprise Linux product before registered your system with Red Hat
Network to make sure your system is entitled to the correct services. To activate your product, go to:

http://www.redha t.c om/apps/ ac tiv ate /

After activating your product,register it with RedHat Network to receive ErrataUpdates.The reg-
istrationprocessgathersinformationaboutthe systemthat is requiredto notify you of updates.For
example,a list of packagesinstalledonthesystemis compiledsoyouareonly noti�ed aboutupdates
thatarerelevant to your system.

The�rst time thesystemis booted,theSetupAgent promptsyou to register. If you did not register
then,selectApplications (themainmenuon thepanel)=> SystemTools=> Red Hat Network on
yourdesktopto starttheregistrationprocess.Alternately, executethecommandup2date from ashell
prompt.
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Figure17-3.Registeringwith RHN

After registering,useoneof thefollowing methodsto startreceiving updates:

• SelectApplications (themainmenuonthepanel)=> SystemTools=> RedHat Network onyour
desktop

• Executethecommandup2date from ashellprompt

• UsetheRHN websiteat https://rhn.redhat.com/

For moredetailedinstructions,referto thedocumentationavailableat:

http://www.redhat.com/docs/manuals/RHNetwork/

Tip

Red Hat Enterprise Linux includes the Red Hat Network Aler t Noti�cation Tool , a convenient panel
icon that displays visible alerts when there is an update for your Red Hat Enterprise Linux system.
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IV. Network-Related Con�guration

After explaininghow to con�gure thenetwork, this partdiscussestopicsrelatedto networking such
ashow to allow remotelogins,share�les anddirectoriesover thenetwork, andsetupaWebserver.
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Chapter 18.
Network Con�guration

To communicatewith othercomputers,computersmusthave a network connection.This is accom-
plishedby having theoperatingsystemrecognizeaninterfacecard(suchasEthernet,ISDN modem,
or tokenring) andcon�guring theinterfaceto connectto thenetwork.

The Network Administration Tool canbe usedto con�gure the following typesof network inter-
faces:

• Ethernet

• ISDN

• modem

• xDSL

• tokenring

• CIPE

• wirelessdevices

It can also be used to con�gure IPsec connections,manageDNS settings, and managethe
/etc/hosts �le usedto storeadditionalhostnamesandIP addresscombinations.

To usetheNetwork Administration Tool, youmusthave rootprivileges.To starttheapplication,go
to the Main Menu Button (on the Panel)=> SystemSettings=> Network, or type the command
system-config-network at a shell prompt(for example,in an XTerm or a GNOME terminal).
If you typethecommand,thegraphicalversionis displayedif X is running;otherwise,thetext-based
versionis displayed.

To usethe commandline version,executethecommandsystem-config-network-cmd --help
asroot to view all of theoptions.

Figure18-1.Network Administration Tool

If you prefermodifying thecon�guration �les directly, refer to the RedHat EnterpriseLinux Refer-
enceGuidefor informationon their locationsandcontents.
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Tip

Use the Red Hat Hardware Compatibility List (http://hardware.redhat.com/hcl/) to determine if Red
Hat Enterprise Linux supports your hardware device.

18.1. Overview
To con�gure a network connectionwith the Network Administration Tool, performthe following
steps:

1. Add anetwork device associatedwith thephysicalhardwaredevice.

2. Add thephysicalhardwaredevice to thehardwarelist, if it doesnotalreadyexist.

3. Con�gure thehostnameandDNSsettings.

4. Con�gure any hoststhatcannotbelookedup throughDNS.

This chapterdiscusseseachof thesestepsfor eachtypeof network connection.

18.2. Estab lishing an Ethernet Connection
ToestablishanEthernetconnection,youneedanetwork interfacecard(NIC), anetwork cable(usually
aCAT5 cable),andanetwork to connectto.Differentnetworksarecon�guredto usedifferentnetwork
speeds;make sureyourNIC is compatiblewith thenetwork to whichyou wantto connect.

To addanEthernetconnection,follow thesesteps:

1. Click theDevicestab.

2. Click theNewbuttonon thetoolbar.

3. SelectEthernet connectionfrom theDevice Type list, andclick Forward.

4. If you have alreadyaddedthe network interfacecard to the hardware list, selectit from the
Ethernet card list. Otherwise,selectOther Ethernet Card to addthehardwaredevice.

Note

The installation program detects supported Ethernet devices and prompts you to con�gure
them. If you con�gured any Ethernet devices during the installation, they are displayed in the
hardware list on the Hardware tab.

5. If you selectedOther Ethernet Card, the SelectEthernet Adapter window appears.Select
themanufacturerandmodelof theEthernetcard.Selectthedevice name.If this is thesystem's
�rst Ethernetcard,selecteth0asthedevicename;if this is thesecondEthernetcard,selecteth1
(andsoon).TheNetwork Administration Tool alsoallows you to con�gure theresourcesfor
theNIC. Click Forward to continue.

6. In theCon�gur e Network Settingswindow asshown in Figure18-2, choosebetweenDHCP
anda static IP address.If the device receives a different IP addresseachtime the network is
started,donotspecifya hostname.Click Forward to continue.

7. Click Apply on theCreateEthernet Devicepage.
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Figure18-2.Ethernet Settings

After con�guring theEthernetdevice, it appearsin thedevice list asshown in Figure18-3.

Figure18-3.Ethernet Device

Besureto selectFile => Save to save thechanges.

After addingtheEthernetdevice,youcanedit its con�gurationby selectingthedevice from thedevice
list andclicking Edit . For example,whenthedevice is added,it is con�guredto startat boottime by
default.To changethis setting,selectto edit thedevice,modify theActivate device when computer
starts value,andsave thechanges.

Whenthedevice is added,it is not activatedimmediately, asseenby its Inactive status.To activate
the device, selectit from the device list, andclick the Activate button. If the systemis con�gured
to activatethedevice whenthecomputerstarts(thedefault), this stepdoesnot have to beperformed
again.

If youassociatemorethanonedevicewith anEthernetcard,thesubsequentdevicesaredevicealiases.
A device aliasallows you to setupmultiple virtual devicesfor onephysicaldevice, thusgiving the
onephysicaldevice morethanoneIP address.For example,youcancon�gure aneth1device andan
eth1:1device.For details,referto Section18.11DeviceAliases.
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18.3. Estab lishing an ISDN Connection
An ISDN connectionis anInternetconnectionestablishedwith a ISDN modemcardthroughaspecial
phoneline installedby thephonecompany. ISDN connectionsarepopularin Europe.

To addanISDN connection,follow thesesteps:

1. Click theDevicestab.

2. Click theNewbuttonon thetoolbar.

3. SelectISDN connectionfrom theDevice Type list, andclick Forward.

4. SelecttheISDN adapterfrom thepulldown menu.Thencon�gure theresourcesandD channel
protocolfor theadapter. Click Forward to continue.

Figure 18-4.ISDN Settings

5. If your InternetServiceProvider (ISP) is in the pre-con�guredlist, selectit. Otherwise,enter
the requiredinformationaboutyour ISPaccount.If you do not know thevalues,contactyour
ISP. Click Forward.

6. In theIP Settingswindow, selecttheEncapsulationMode andwhetherto obtainanIP address
automaticallyor to setonestatically. Click Forward when�nished.

7. On theCreateDialup Connectionpage,click Apply.

After con�guring theISDN device, it appearsin thedevice list asa device with typeISDN asshown
in Figure18-5.

Besureto selectFile => Save to save thechanges.

After addingtheISDN device, you canedit its con�gurationby selectingthedevice from thedevice
list andclicking Edit . For example,whenthe device is added,it is con�gured not to startat boot
time by default. Edit its con�guration to modify this setting.Compression,PPPoptions,login name,
password,andmorecanbechanged.

Whenthedevice is added,it is not activatedimmediately, asseenby its Inactive status.To activate
the device, selectit from the device list, andclick the Activate button. If the systemis con�gured
to activatethedevice whenthecomputerstarts(thedefault), this stepdoesnot have to beperformed
again.
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Figure18-5.ISDN Device

18.4. Estab lishing a Modem Connection
A modemcan be usedto con�gure an Internetconnectionover an active phoneline. An Internet
ServiceProvider (ISP)account(alsocalledadial-upaccount)is required.

To adda modemconnection,follow thesesteps:

1. Click theDevicestab.

2. Click theNewbuttonon thetoolbar.

3. SelectModem connectionfrom theDevice Type list, andclick Forward.

4. If thereis amodemalreadycon�guredin thehardwarelist (ontheHardware tab),theNetwork
Administration Tool assumesyou wantto useit to establisha modemconnection.If thereare
no modemsalreadycon�gured, it tries to detectany modemsin thesystem.This probemight
take a while. If a modemis not found, a messageis displayedto warn you that the settings
shown arenot valuesfoundfrom theprobe.

5. After probing,thewindow in Figure18-6appears.

Figure 18-6.Modem Settings
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6. Con�gure themodemdevice, baudrate,�o w control,andmodemvolume.If you do not know
thesevalues,acceptthedefaultsif themodemwasprobedsuccessfully. If youdonothavetouch
tonedialing,uncheckthecorrespondingcheckbox.Click Forward.

7. If yourISPis in thepre-con�guredlist, selectit. Otherwise,entertherequiredinformationabout
your ISPaccount.If youdonot know thesevalues,contactyour ISP. Click Forward.

8. On theIP Settingspage,selectwhetherto obtainanIP addressautomaticallyor whetherto set
onstatically. Click Forward when�nished.

9. On theCreateDialup Connectionpage,click Apply.

After con�guring the modemdevice, it appearsin the device list with the type Modemasshown in
Figure18-7.

Figure18-7.Modem Device

Besureto selectFile => Save to save thechanges.

After addingthemodemdevice,youcanedit its con�gurationby selectingthedevice from thedevice
list andclicking Edit . For example,whenthe device is added,it is con�gured not to startat boot
time by default. Edit its con�guration to modify this setting.Compression,PPPoptions,login name,
password,andmorecanalsobechanged.

Whenthedevice is added,it is not activatedimmediately, asseenby its Inactive status.To activate
the device, selectit from the device list, andclick the Activate button. If the systemis con�gured
to activatethedevice whenthecomputerstarts(thedefault), this stepdoesnot have to beperformed
again.

18.5. Estab lishing an xDSL Connection
DSL standsfor Digital SubscriberLines.Therearedifferenttypesof DSL suchasADSL, IDSL, and
SDSL.TheNetwork Administration Tool usesthetermxDSL to meanall typesof DSL connections.

SomeDSL providersrequirethatthesystemis con�guredto obtainanIP addressthroughDHCPwith
anEthernetcard.SomeDSL providersrequireyouto con�gureaPPPoE(Point-to-PointProtocolover
Ethernet)connectionwith anEthernetcard.Ask your DSL providerwhichmethodto use.

If you arerequiredto useDHCP, refer to Section18.2EstablishinganEthernetConnectionto con-
�gure your Ethernetcard.

If youarerequiredto usePPPoE,follow thesesteps:
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1. Click theDevicestab.

2. Click theNewbutton.

3. SelectxDSL connectionfrom theDeviceType list, andclick Forward.

4. If yourEthernetcardis in thehardwarelist, selecttheEthernet Devicefrom thepulldown menu
from thepageshown in Figure18-8. Otherwise,theSelectEthernet Adapter window appears.

Note

The installation program detects supported Ethernet devices and prompts you to con�gure
them. If you con�gured any Ethernet devices during the installation, they are displayed in the
hardware list on the Hardware tab.

Figure 18-8.xDSL Settings

5. If the SelectEthernet Adapter window appears,selectthe manufacturerand model of the
Ethernetcard.Selectthe device name.If this is the system's �rst Ethernetcard,selecteth0
asthe device name;if this is the secondEthernetcard,selecteth1 (andsoon). TheNetwork
Administration Tool alsoallows youto con�gure theresourcesfor theNIC. Click Forward to
continue.

6. EntertheProvider Name, Login Name, andPassword. If youhaveaT-Onlineaccount,instead
of enteringa Login NameandPassword in thedefault window, click the T-Online Account
Setupbuttonandentertherequiredinformation.Click Forward to continue.

7. On theCreateDSL Connectionpage,click Apply.

After con�guring theDSL connection,it appearsin thedevice list asshown in Figure18-7.
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Figure18-9.xDSL Device

Besureto selectFile => Save to save thechanges.

After addingthe xDSL connection,you canedit its con�guration by selectingthe device from the
device list andclicking Edit . For example,whenthe device is added,it is con�gured not to startat
boottimeby default.Edit its con�gurationto modify thissetting.

Whenthedevice is added,it is not activatedimmediately, asseenby its Inactive status.To activate
the device, selectit from the device list, andclick the Activate button. If the systemis con�gured
to activatethedevice whenthecomputerstarts(thedefault), this stepdoesnot have to beperformed
again.

18.6. Estab lishing a Token Ring Connection
A token ring network is a network in which all the computersareconnectedin a circular pattern.
A token, or a specialnetwork packet, travels aroundthe token ring andallows computersto send
informationto eachother.

Tip

For more information on using token ring under Linux, refer to the Linux Token Ring Project website
available at http://www.linuxtr.net/.

To adda tokenring connection,follow thesesteps:

1. Click theDevicestab.

2. Click theNewbuttonon thetoolbar.

3. SelectToken Ring connectionfrom theDevice Type list andclick Forward.

4. If you have alreadyaddedthetokenring cardto thehardwarelist, selectit from theTokenring
card list. Otherwise,selectOther Tokenring Card to addthehardwaredevice.

5. If you selectedOther Tokenring Card, the SelectToken Ring Adapter window asshown
in Figure18-10appears.Selectthe manufacturerandmodelof the adapter. Selectthe device
name.If this is thesystem's �rst tokenring card,selecttr0; if this is thesecondtokenring card,
selecttr1 (andsoon).TheNetwork Administration Tool alsoallows theuserto con�gure the
resourcesfor theadapter. Click Forward to continue.
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Figure 18-10.Token Ring Settings

6. On theCon�gur e Network Settingspage,choosebetweenDHCPandstaticIP address.You
may specifya hostnamefor thedevice. If thedevice receivesa dynamicIP addresseachtime
thenetwork is started,donotspecifyahostname.Click Forward to continue.

7. Click Apply on theCreateTokenring Device page.

After con�guring thetokenring device, it appearsin thedevice list asshown in Figure18-11.

Figure18-11.TokenRing Device

Besureto selectFile => Save to save thechanges.

After addingthedevice,youcanedit its con�gurationby selectingthedevice from thedevice list and
clicking Edit . For example,youcancon�gure whetherthedevice is startedat boottime.

Whenthedevice is added,it is not activatedimmediately, asseenby its Inactive status.To activate
the device, selectit from the device list, andclick the Activate button. If the systemis con�gured
to activatethedevice whenthecomputerstarts(thedefault), this stepdoesnot have to beperformed
again.
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18.7. Estab lishing a Wireless Connection
WirelessEthernetdevicesarebecomingincreasinglypopular. Thecon�gurationis similar to theEth-
ernetcon�guration except that it allows you to con�gure settingssuchasthe SSID andkey for the
wirelessdevice.

To adda wirelessEthernetconnection,follow thesesteps:

1. Click theDevicestab.

2. Click theNewbuttonon thetoolbar.

3. SelectWirelessconnectionfrom theDevice Type list andclick Forward.

4. If youhavealreadyaddedthewirelessnetwork interfacecardto thehardwarelist, selectit from
theWirelesscard list. Otherwise,selectOther WirelessCard to addthehardwaredevice.

Note

The installation program usually detects supported wireless Ethernet devices and prompts you
to con�gure them. If you con�gured them during the installation, they are displayed in the
hardware list on the Hardware tab.

5. If you selectedOther WirelessCard, the SelectEthernet Adapter window appears.Select
themanufacturerandmodelof theEthernetcardandthedevice. If this is the�rst Ethernetcard
for thesystem,selecteth0; if this is thesecondEthernetcardfor thesystem,selecteth1(andso
on).TheNetwork Administration Tool alsoallows theuserto con�gure theresourcesfor the
wirelessnetwork interfacecard.Click Forward to continue.

6. On theCon�gur e WirelessConnectionpageasshown in Figure18-12, con�gure thesettings
for thewirelessdevice.

Figure 18-12.WirelessSettings

7. On theCon�gur e Network Settingspage,choosebetweenDHCPandstaticIP address.You
may specifya hostnamefor thedevice. If thedevice receivesa dynamicIP addresseachtime
thenetwork is started,donotspecifyahostname.Click Forward to continue.

8. Click Apply on theCreateWirelessDevice page.

After con�guring thewirelessdevice, it appearsin thedevice list asshown in Figure18-13.
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Figure18-13.WirelessDevice

Besureto selectFile => Save to save thechanges.

After addingthewirelessdevice,youcanedit its con�gurationby selectingthedevice from thedevice
list andclicking Edit . For example,youcancon�gure thedevice to activateatboottime.

Whenthedevice is added,it is not activatedimmediately, asseenby its Inactive status.To activate
the device, selectit from the device list, andclick the Activate button. If the systemis con�gured
to activatethedevice whenthecomputerstarts(thedefault), this stepdoesnot have to beperformed
again.

18.8. Managing DNS Settings
TheDNS taballows you to con�gure thesystem's hostname,domain,nameservers,andsearchdo-
main.Nameserversareusedto look upotherhostson thenetwork.

If theDNS server namesareretrieved from DHCPor PPPoE(or retrieved from theISP),do not add
primary, secondary, or tertiaryDNSservers.

If the hostnameis retrieved dynamicallyfrom DHCP or PPPoE(or retrieved from the ISP),do not
changeit.

Figure18-14.DNSCon�guration



142 Chapter 18.Network Con�guration

Note

The name servers section does not con�gure the system to be a name server. Instead, it con�gures
the name servers to use when resolving IP addresses to hostnames and vice versa.

18.9. Managing Hosts
TheHoststaballows you to add,edit,or remove hostsfrom the /etc/hosts �le. This �le contains
IP addressesandtheir correspondinghostnames.

Whenyour systemtriesto resolve a hostnameto anIP addressor triesto determinethehostnamefor
an IP address,it refersto the /etc/hosts �le beforeusingthe nameservers(if you areusingthe
default RedHat EnterpriseLinux con�guration). If the IP addressis listed in the /etc/hosts �le,
thenameserversarenot used.If your network containscomputerswhoseIP addressesarenot listed
in DNS, it is recommendedthatyouaddthemto the /etc/hosts �le.

To addan entry to the /etc/hosts �le, go to the Hosts tab, click the New button on the toolbar,
provide therequestedinformation,andclick OK. SelectFile => Save or press[Ctrl]-[S] to save the
changesto the /etc/hosts �le. Thenetwork or network servicesdo not needto berestartedsince
thecurrentversionof the�le is referredto eachtime anaddressis resolved.

Warning

Do not remove the localhost entry. Even if the system does not have a network connection or
have a network connection running constantly, some programs need to connect to the system via the
localhost loopback interface.

Figure18-15.HostsCon�guration
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Tip

To change lookup order, edit the /etc/host.conf �le . The line order hosts, bind speci�es that
/etc/hosts takes precedence over the name servers. Changing the line to order bind, hosts
con�gures the system to resolve hostnames and IP addresses using the name servers �rst. If the IP
address cannot be resolved through the name servers, the system then looks for the IP address in
the /etc/hosts �le .

18.10. Working with Pro�les
Multiple logical network devices can be createdfor eachphysicalhardware device. For example,
if you have oneEthernetcard in your system(eth0),you can createlogical network devices with
differentnicknamesanddifferentcon�gurationoptions,all to bespeci�cally associatedwith eth0.

Logicalnetwork devicesaredifferentfrom devicealiases.Logicalnetwork devicesassociatedwith the
samephysicaldevice mustexist in differentpro�les andcannotbeactivatedsimultaneously. Device
aliasesarealsoassociatedwith thesamephysicalhardwaredevice,but device aliasesassociatedwith
thesamephysicalhardwarecanbeactivatedat thesametime.Referto Section18.11DeviceAliases
for detailsaboutcreatingdevice aliases.

Pro�les canbeusedto createmultiple con�guration setsfor differentnetworks.A con�guration set
canincludelogical devicesaswell ashostsandDNS settings.After con�guring thepro�les, you can
usetheNetwork Administration Tool to switchbackandforth betweenthem.

By default, thereis onepro�le calledCommon. To createa new pro�le, selectPro�le => New from
thepull-down menu,andenterauniquenamefor thepro�le.

Youarenow modifyingthenew pro�le asindicatedby thestatusbaratthebottomof themainwindow.

Click on anexisting device alreadyin the list andclick the Copy button to copy theexisting device
to a logical network device. If you usetheNew button,a network aliasis created,which is incorrect.
To changethe propertiesof the logical device, selectit from the list andclick Edit . For example,
thenicknamecanbechangedto a moredescriptive name,suchaseth0_office , so that it canbe
recognizedmoreeasily.

In the list of devices, there is a column of checkboxes labeledPro�le . For eachpro�le, you can
checkor uncheckdevices.Only the checked devicesareincludedfor the currentlyselectedpro�le.
For example,if you createa logical device namedeth0_office in a pro�le calledOffice and
want to activate the logical device if the pro�le is selected,uncheckthe eth0 device andcheckthe
eth0_office device.

For example,Figure18-16 shows a pro�le called Of�ce with the logical device eth0_of�ce. It is
con�guredto activatethe�rst EthernetcardusingDHCP.
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Figure18-16.Of�ce Pro�le

NoticethattheHomepro�le asshown in Figure18-17activatestheeth0_homelogicaldevice,which
is associatedwith eth0 .

Figure18-17.HomePro�le

You canalsocon�gure eth0 to activate in the Of�ce pro�le only andto activate a PPP(modem)
device in theHome pro�le only. Anotherexampleis to have theCommon pro�le activateeth0 and
anAway pro�le activateaPPPdevice for usewhile traveling.

To activate a pro�le at boot time, modify the boot loader con�guration �le to include the
netprofile= < profilename > option.For example,if the systemusesGRUB asthe boot loader
and/boot/grub/grub.conf contains:

title Red Hat Enterprise Linux (2.6.9-5.EL)
root (hd0,0)
kernel /vmlinuz-2.6.9-5.EL ro root=/dev/VolGroup00/L ogVol00 rhgb quiet
initrd /initrd-2.6.9-5.EL.img

modify it to the following (where< profilename > is the nameof the pro�le to be activatedat
boottime):

title Red Hat Enterprise Linux (2.6.9-5.EL)
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root (hd0,0)
kernel /vmlinuz-2.6.9-5.EL ro root=/dev/VolGroup00/L ogVol00 \

netprofile= < profilename > \
rhgb quiet

initrd /initrd-2.6.9-5.EL.img

To switchpro�les afterthesystemhasbooted,go to Main Menu (on thePanel)=> SystemTools=>
Network DeviceControl (or typethecommandsystem-control-network ) to selectapro�le and
activateit. Theactivatepro�le sectiononly appearsin theNetwork DeviceControl interfaceif more
thanthedefault Common interfaceexists.

Alternatively, executethe following commandto enablea pro�le (replace< profilename > with
thenameof thepro�le):

system-config-network-cm d --profile < profilename > --activate

18.11. Device Aliases
Devicealiasesarevirtual devicesassociatedwith thesamephysicalhardware,but they canbeacti-
vatedat thesametime to have differentIP addresses.They arecommonlyrepresentedasthedevice
namefollowed by a colonanda number(for example,eth0:1).They areusefulif you want to have
multiple IP addressfor asystem,but thesystemonly hasonenetwork card.

After con�guring theEthernetdevice, suchaseth0 , to usea staticIP address(DHCPdoesnot work
with aliases),go to theDevicestabandclick New. SelecttheEthernetcardto con�gure with analias,
setthestaticIP addressfor thealias,andclick Apply to createit. Sinceadevicealreadyexistsfor the
Ethernetcard,theonejust createdis thealias,suchaseth0:1 .

Warning

If you are con�gur ing an Ethernet device to have an alias, neither the device nor the alias can be
con�gured to use DHCP. You must con�gure the IP addresses manually.

Figure18-18shows anexampleof onealiasfor the eth0 device. Notice the eth0:1 device — the
�rst aliasfor eth0 . The secondaliasfor eth0 would have thedevice nameeth0:2 , andso on. To
modify thesettingsfor thedevicealias,suchaswhetherto activateit atboottimeandthealiasnumber,
selectit from thelist andclick theEdit button.
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Figure18-18.Network DeviceAlias Example

Selectthe aliasandclick the Activate button to activate the alias.If you have con�gured multiple
pro�les, selectwhichpro�les in which to includeit.

To verify that the aliashasbeenactivated,usethe command/sbin/ifconfig . Theoutputshould
show thedevice andthedevice aliaswith differentIP addresses:

eth0 Link encap:Ethernet HWaddr 00:A0:CC:60:B7:G4
inet addr:192.168.100.5 Bcast:192.168.100.255 Mask:255.255.255.0
UP BROADCASTRUNNING MULTICAST MTU:1500 Metric:1
RX packets:161930 errors:1 dropped:0 overruns:0 frame:0
TX packets:244570 errors:0 dropped:0 overruns:0 carrier:0
collisions:475 txqueuelen:100
RX bytes:55075551 (52.5 Mb) TX bytes:178108895 (169.8 Mb)
Interrupt:10 Base address:0x9000

eth0:1 Link encap:Ethernet HWaddr 00:A0:CC:60:B7:G4
inet addr:192.168.100.42 Bcast:192.168.100.255 Mask:255.255.255.0
UP BROADCASTRUNNING MULTICAST MTU:1500 Metric:1
Interrupt:10 Base address:0x9000

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACKRUNNING MTU:16436 Metric:1
RX packets:5998 errors:0 dropped:0 overruns:0 frame:0
TX packets:5998 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:1627579 (1.5 Mb) TX bytes:1627579 (1.5 Mb)

18.12. Estab lishing an IPsec Connection
IPsecstandsfor InternetProtocolSecurity. It is a Virtual PrivateNetwork (VPN) solutionin which
anencryptedconnectionis establishedbetweentwo systems(host-to-host) or two networks(network-
to-network).
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Tip

Go to http://www.ipsec-howto.org/ for more information about IPsec.

18.12.1. Host-to-Host Connection
A host-to-hostIPsecconnectionis anencryptedconnectionbetweentwo systemsbothrunningIPsec
with thesameauthenticationkey. With the IPsecconnectionactive, any network traf�c betweenthe
two hostsis encrypted.

To con�gure a host-to-hostIPsecconnection,usethefollowing stepsfor eachhost:

1. StarttheNetwork Administration Tool.

2. FromtheIPsectab,selectNew.

3. Click Forward to startcon�guring ahost-to-hostIPsecconnection.

4. Provide a onewordnicknamesuchasipsec0 for theconnection,andselectwhetherthecon-
nectionshouldbeautomaticallyactivatedwhenthecomputerstarts.Click Forward.

5. SelectHost to Host encryption astheconnectiontype.Click Forward.

6. Selectthetypeof encryptionto use:manualor automatic.

If manualis selected,anencryptionkey mustbeprovided later in the process.If automaticis
selected,the racoon daemonis usedto managethe encryptionkey. If racoon is used,the
ipsec-tools packagemustbeinstalled.

Click Forward to continue.

7. SpecifytheIP addressof theotherhost.

If you do not know the IP addressof the othersystem,run the command/sbin/ifconfig
< device > on theothersystem,where< device > is theEthernetdevice usedto connectto
the otherhost.If only oneEthernetcardexists in thesystem,the device nameis eth0.The IP
addressis thenumberfollowing the inet addr: label.

Click Forward to continue.

8. If manualencryptionwasselectedin step6, specifytheencryptionkey to useor click Generate
to createone.

Specifyanauthenticationkey or click Generateto generateone.It canbeany combinationof
numbersandletters.

Click Forward to continue.

9. Verify theinformationon theIPsec— Summary page,andclick Apply.

10.SelectFile => Save to save thecon�guration.

11.SelecttheIPsecconnectionfrom thelist andclick theActivate button.

12.Repeatfor theotherhost.It is extremelyimportantthat thesamekeys from step8 beusedon
theotherhosts.Otherwise,IPsecdoesnotwork.

After con�guring theIPsecconnection,it appearsin theIPseclist asshown in Figure18-19.
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Figure18-19.IPsecConnection

Two �les are created in the /etc/sysconfig/network-scripts/ directory —
ifcfg- < nickname > and keys- < nickname > . If automatic encryption is selected,
/etc/racoon/racoon.conf is createdaswell.

Whentheinterfaceis activated,< remote-ip > .conf andpsk.txt arecreatedin /etc/racoon/ ,
andracoon.conf is modi�ed to include< remote-ip > .conf .

Referto Section18.12.3TestingtheIPsecConnectionto determineif theIPsecconnectionhasbeen
successfullyestablished.

18.12.2. Network-to-Netw ork (VPN) Connection
A network-to-network IPsecconnectionusestwo IPsecrouters,onefor eachnetwork, throughwhich
thenetwork traf�c for theprivatesubnetsis routed.

For example,asshown in Figure18-20, if the192.168.0/24privatenetwork sendsnetwork traf�c to
the192.168.2.0/24privatenetwork, thepacketsgo throughgateway0,to ipsec0,throughtheInternet,
to ipsec1,to gateway1,andto the192.168.2.0/24subnet.

The IPsecroutersmusthave publicly addressableIP addressesas well as anotherEthernetdevice
connectedto its private network. Traf�c only travels throughit if it is intendedfor the other IPsec
routerwith which it hasanencryptedconnection.

Figure18-20.Network-to-Network IPsec

Alternatenetwork con�gurationsoptionsincludea �re wall betweeneachIP routerandthe Internet,
and an Intranet �re wall betweeneachIPsecrouter and subnetgateway. The IPsecrouter and the
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gateway for the subnetcanbe onesystemwith two Ethernetdevices,onewith a public IP address
thatactsastheIPsecrouterandonewith a privateIP addressthatactsasthegateway for theprivate
subnet.EachIPsecroutercanusethegateway for its privatenetwork or a public gateway to sendthe
packetsto theotherIPsecrouter.

To con�gure a network-to-network IPsecconnection,usethefollowing steps:

1. StarttheNetwork Administration Tool.

2. FromtheIPsectab,selectNew.

3. Click Forward to startcon�guring anetwork-to-network IPsecconnection.

4. Provide a one word nickname,suchas ipsec0 , for the connectionand selectwhetherthe
connectionshouldbeautomaticallyactivatedwhenthecomputerstarts.Click Forward.

5. SelectNetwork to Network encryption (VPN), andclick Forward.

6. Selectthetypeof encryptionto use:manualor automatic.

If manualis selected,anencryptionkey mustbeprovided later in the process.If automaticis
selected,the racoon daemonis usedto managethe encryptionkey. If racoon is used,the
ipsec-tools packagemustbeinstalled.Click Forward to continue.

7. On theLocal Network page,enterthefollowing information:

• Local Network Addr ess— The IP addressof the device on the IPsecrouterconnectedto
theprivatenetwork.

• Local SubnetMask — Thesubnetmaskof thelocalnetwork IP address.

• Local Network Gateway— Thegateway for theprivatesubnet.

Click Forward to continue.

Figure 18-21.Local Network Information

8. On theRemoteNetwork page,enterthefollowing information:

• RemoteIP Addr ess— Thepublicly addressableIP addressof theIPsecrouterfor theother
private network. In our example,for ipsec0,enter the publicly addressableIP addressof
ipsec1,andviceversa.

• Remote Network Addr ess — The network addressof the private subnet behind the
other IPsecrouter. In our example,enter192.168.1.0 if con�guring ipsec1,andenter
192.168.2.0 if con�guring ipsec0.

• RemoteSubnetMask — Thesubnetmaskof theremoteIP address.

• RemoteNetwork Gateway— TheIPaddressof thegatewayfor theremotenetwork address.



150 Chapter 18.Network Con�guration

• If manualencryptionwasselectedin step6, specifytheencryptionkey to useor click Gen-
erate to createone.

Specifyanauthenticationkey or click Generateto generateone.It canbeany combination
of numbersandletters.

Click Forward to continue.

Figure 18-22.RemoteNetwork Information

9. Verify theinformationon theIPsec— Summary page,andclick Apply.

10.SelectFile => Save to save thecon�guration.

11.SelecttheIPsecconnectionfrom thelist, andclick theActivate button.

12.As rootat ashellprompt,enableIP forwarding:

a.Edit /etc/sysctl.conf andsetnet.ipv4.ip_forward to 1.

b. Executethefollowing commandto enablethechange:
/sbin/sysctl -p /etc/sysctl.conf

Thenetwork scriptto activatetheIPsecconnectionautomaticallycreatesnetwork routesto sendpack-
etsthroughtheIPsecrouterif necessary.

Referto Section18.12.3TestingtheIPsecConnectionto determineif theIPsecconnectionhasbeen
successfullyestablished.

18.12.3. Testing the IPsec Connection
Usethetcpdump utility to view thenetwork packetsbeingtransferedbetweenthehosts(or networks)
andverify that they areencryptedvia IPsec.Thepacket shouldincludeanAH headerandshouldbe
shown asESPpackets.ESPmeansit is encrypted.For example,issuethefollowing commandasroot:

# tcpdump

17:13:20.617872 pinky.example.com > ijin.example.com: \
AH(spi=0x0aaa749f,seq=0 x33 5): ESP(spi=0x0ec0441e,seq=0x 335) (DF)

Thetcpdump commandoutputslivenetwork traf�c. A few secondsafterstartingtcpdump , manually
kill theprocessby pressing[Ctrl]-[C]. YoushouldseesimilarESPpacketssignifyingaworking IPsec
connection,asdisplayedin thepreviousexample.

An advancedIPsectest would requirefour systems,which would ful�ll a full multi-homedIPsec
network, but is not discussedhere.
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18.12.4. Star ting and Stopping the Connection
If theIPsecconnectionwasnotcon�guredto activateonboot,startandstopit asrootvia thecommand
line.

To startthe connection,executethe following commandasroot on eachhostfor host-to-hostIPsec
or eachIPsecrouter for network-to-network IPsec(replace< ipsec-nick > with the one word
nicknamecon�guredearlier, suchasipsec0 ):

/sbin/ifup < ipsec-nick >

To stopthe connection,executethe following commandasroot on eachhostfor host-to-hostIPsec
or eachIPsecrouter for network-to-network IPsec(replace< ipsec-nick > with the one word
nicknamecon�guredearlier, suchasipsec0 ):

/sbin/ifdown < ipsec-nick >

18.13. Saving and Restoring the Network Con�guration
Thecommandlineversionof Network Administration Tool canbeusedto savethesystem'snetwork
con�gurationto a�le. This�le canthenbeusedto restorethenetwork settingsto aRedHatEnterprise
Linux system.

This featurecan be usedas part of an automatedbackupscript, to save the con�guration before
upgradingor reinstalling,or to copy thecon�gurationto adifferentRedHatEnterpriseLinux system.

To save, or export, the system's network con�guration to the �le /tmp/network-config , execute
thefollowing commandasroot:

system-config-network-cm d -e > /tmp/network-config

To restore,or import, the network con�guration from the �le createdfrom the previous command,
executethefollowing commandasroot:

system-config-network-cm d -i -c -f /tmp/network-config

The-i optionmeansto import thedata,the -c optionmeansto cleartheexisting con�gurationprior
of importing,andthe-f optionspeci�esthatthe�le to import is asfollows.



152 Chapter 18.Network Con�guration



Chapter 19.
Basic Firewall Con�guration

Justasa �re wall in a building attemptsto preventa �re from spreading,a computer�re wall attempts
to preventcomputervirusesfrom spreadingto your computerandto preventunauthorizedusersfrom
accessingyour computer. A �re wall exists betweenyour computerand the network. It determines
which serviceson your computerremoteuserson the network can access.A properly con�gured
�re wall can greatly increasethe securityof your system.It is recommendedthat you con�gure a
�re wall for any RedHat EnterpriseLinux systemwith anInternetconnection.

19.1. Security Level Con�guration Tool
During the Fir ewall Con�guration screenof the RedHat EnterpriseLinux installation,you were
giventheoptionto enableabasic�re wall aswell asto allow speci�c devices,incomingservices,and
ports.

After installation,youcanchangethispreferenceby usingtheSecurity Level Con�guration Tool.

To starttheapplication,selectMain Menu Button (on thePanel)=> SystemSettings=> Security
Level or typethecommandsystem-config-securitylevel from ashellprompt(for example,in
anXTerm or a GNOME terminal).

Figure19-1.Security Level Con�guration Tool

Note

The Security Level Con�guration Tool only con�gures a basic �re wall. If the system needs more
complex rules, refer to the Red Hat Enterprise Linux Reference Guide for details on con�gur ing
speci�c iptables rules.
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19.1.1. Enabling and Disab ling the Firewall
Selectoneof thefollowing options:

• Disable �r ewall — Disablingthe �re wall providescompleteaccessto your systemanddoesno
securitychecking.Securitycheckingis thedisablingof accessto certainservices.Thisshouldonly
be selectedif you arerunningon a trustednetwork (not the Internet)or plan to do more�re wall
con�gurationlater.

Warning

If you have a �re wall con�gured or any customized �re wall rules in the /etc/sysconfig/ip tab les
�le , the �le is deleted by selecting Disab le �re wall and clicking OK to save the changes.

• Enable �r ewall — Thisoptioncon�guresthesystemto rejectincomingconnectionsthatarenot in
responseto outboundrequests,suchasDNSrepliesor DHCPrequests.If accessto servicesrunning
on this machineis needed,youcanchooseto allow speci�c servicesthroughthe�re wall.

If you areconnectingyour systemto theInternet,but do not planto run a server, this is thesafest
choice.

19.1.2. Trusted Services
Enablingoptionsin theTrusted serviceslist allows thespeci�edserviceto passthroughthe�re wall.

WWW (HTTP)

TheHTTPprotocolis usedby Apache(andby otherWebservers)to servewebpages.If youplan
onmakingyourWebserverpublicly available,enablethisoption.Thisoptionis not requiredfor
viewing pageslocally or for developingwebpages.You musthave the httpd packageinstalled
to serve webpages.

EnablingWWW (HTTP) will notopenaport for HTTPS,theSSLversionof HTTP.

FTP

TheFTPprotocolis usedto transfer�les betweenmachinesonanetwork. If youplanonmaking
your FTP server publicly available,enablethis option.The vsftpd packagemustbe installed
for thisoptionto beuseful.

SSH

SecureShell(SSH)is asuiteof toolsfor logginginto andexecutingcommandsona remotema-
chine.To allow remoteaccessto themachinevia ssh,enablethisoption.Theopenssh-server
packagemustbeinstalledto accessyour machineremotelyusingSSHtools.

Telnet

Telnetis a protocolfor logging into remotemachines.Telnetcommunicationsareunencrypted
andprovide nosecurityfrom network snooping.Allowing incomingTelnetaccessis not recom-
mended.To allow inboundTelnetaccess,youmusthave the telnet-server packageinstalled.

Mail (SMTP)

To allow incomingmail delivery throughyour �re wall sothatremotehostscanconnectdirectly
to your machineto deliver mail, enablethis option.Youdo not needto enablethis if you collect
yourmail from your ISP's server usingPOP3or IMAP, or if youusea tool suchasfetchmail .
Notethatanimproperlycon�guredSMTPserver canallow remotemachinesto useyour server
to sendspam.
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19.1.3. Trusted Devices
Selectingany of theTrusted devicesallows accessto your systemfor all traf�c from thatdevice; it
becomesexcludedfrom the �re wall rules.For example,if you arerunninga local network, but are
connectedto theInternetvia aPPPdialup,youcanchecketh0andany traf�c comingfrom your local
network is allowed. Selectingeth0 astrustedmeansall traf�c over the Ethernetis allowed, but the
ppp0 interfaceis still �re walled.To restricttraf�c onaninterface,leave it unchecked.

You may have noticeda sit0 device in the Trusted devicessection.This device standsfor simple
internettransition,which encapsulatesIPv6 traf�c into IPv4 traf�c, andthenis tunneled.For basic
�re wall rules,this device canbeignoredandleft asanuntrusteddevice.

Impor tant

It is not recommended that you make any device that is connected to public networks, such as the
Internet, a Trusted device .

19.1.4. Other Por ts
TheSecurity Level Con�guration Tool includestheOther ports sectionfor addingcustomIP ports
to becometrustedby iptables . For example,to allow NFS,IRC,andInternetprintingprotocol(IPP)
to beallowedto passthroughthe�re wall, thefollowing wouldbeinsertedin theOther ports section:

2049:tcp,194:tcp,631:tcp

19.1.5. Saving the Settings
Click OK to save the changesand enable or disable the �re wall. If Enable �r ewall was
selected, the options selected are translated to iptables commands and written to the
/etc/sysconfig/iptables �le. The iptables service is also startedso that the �re wall is
activated immediately after saving the selectedoptions. If Disable �r ewall was selected,the
/etc/sysconfig/iptables �le is removedandthe iptables serviceis stoppedimmediately.

Theoptionsselectedarealsowritten to the /etc/sysconfig/system-config-securitylevel
�le sothatthesettingscanberestoredthenext time theapplicationis started.Do not edit this �le by
hand.

Even thoughthe �re wall is activatedimmediately, the iptables serviceis not con�gured to start
automaticallyat boottime referto Section19.2Activatingthe iptables Servicefor details.

19.2. Activ ating the iptables Service
The �re wall rulesareonly active if the iptables serviceis running.To manuallystarttheservice,
usethecommand:

/sbin/service iptables restart

To ensurethatit is startedwhenthesystemis booted,issuethecommand:

/sbin/chkconfig --level 345 iptables on
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The ipchains serviceis not includedin RedHat EnterpriseLinux. However, if ipchains is in-
stalled(for example,anupgradewasperformedandthesystemhad ipchains previously installed),
the ipchains serviceshouldnot be activatedalongwith the iptables service.To make surethe
ipchains serviceis disabledand con�gured not to start at boot time, executethe following two
commands:

/sbin/service ipchains stop /sbin/chkconfig
--level 345 ipchains off

The Services Con�guration Tool canbe usedto enableor disablethe iptables and ipchains
services.
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Contr olling Access to Services

Maintaining securityon your systemis extremely important,and one approachfor this task is to
manageaccessto systemservicescarefully. Yoursystemmayneedtoprovideopenaccessto particular
services(for example,httpd if youarerunningaWebserver).However, if youdonotneedto provide
aservice,you shouldturn it off to minimizeyourexposureto possiblebugexploits.

Thereareseveral differentmethodsfor managingaccessto systemservices.Decidewhich method
of managementto usebasedon the service,your system's con�guration, andyour level of Linux
expertise.

Theeasiestwayto deny accessto aserviceis to turn it off. Boththeservicesmanagedby xinetd and
theservicesin the /etc/rc.d/init.d hierarchy(alsoknown asSysVservices)canbecon�gured
to startor stopusingthreedifferentapplications:

• ServicesCon�guration Tool — agraphicalapplicationthatdisplaysadescriptionof eachservice,
displayswhethereachserviceis startedat boottime (for runlevels3, 4, and5), andallows services
to bestarted,stopped,andrestarted.

• ntsysv — a text-basedapplicationthatallows you to con�gure which servicesarestartedat boot
time for eachrunlevel. Non-xinetd servicescannot be started,stopped,or restartedusing this
program.

• chkconfig — a commandline utility thatallows you to turn serviceson andoff for thedifferent
runlevels.Non-xinetd servicescannotbestarted,stopped,or restartedusingthisutility.

Youmay�nd thatthesetoolsareeasierto usethanthealternatives— editingthenumeroussymbolic
links locatedin thedirectoriesbelow /etc/rc.d by handor editing thexinetd con�guration �les
in /etc/xinetd.d .

Anotherwayto manageaccessto systemservicesis by usingiptables to con�gureanIP �re wall. If
youareanew Linux user, pleaserealizethat iptables maynot bethebestsolutionfor you.Setting
up iptables canbecomplicatedandis besttackledby experiencedLinux systemadministrators.

Ontheotherhand,thebene�t of usingiptables is �e xibility. For example,if youneedacustomized
solutionwhich providescertainhostsaccessto certainservices,iptables canprovide it for you.
Referto the RedHat EnterpriseLinux ReferenceGuideandthe RedHat EnterpriseLinux Security
Guidefor moreinformationaboutiptables .

Alternatively, if you are looking for a utility to set general accessrules for your home
machine, and/or if you are new to Linux, try the Security Level Con�guration Tool
(system-config-securitylevel ), which allows you to selectthesecuritylevel for your system,
similar to theFir ewall Con�guration screenin theinstallationprogram.

Refer to Chapter19BasicFirewall Con�guration for more information. If you needmore speci�c
�re wall rules,referto the iptables chapterin theRedHat EnterpriseLinuxReferenceGuide.

20.1. Runle vels
Beforeyou cancon�gure accessto services,you mustunderstandLinux runlevels. A runlevel is a
state,or mode, that is de�ned by the serviceslisted in the directory /etc/rc.d/rc < x> .d , where
< x> is thenumberof therunlevel.

Thefollowing runlevelsexist:

• 0 — Halt
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• 1 — Single-usermode

• 2 — Not used(user-de�nable)

• 3 — Full multi-usermode

• 4 — Not used(user-de�nable)

• 5 — Full multi-usermode(with anX-basedlogin screen)

• 6 — Reboot

If youusea text login screen,youareoperatingin runlevel 3. If youuseagraphicallogin screen,you
areoperatingin runlevel 5.

Thedefault runlevel canbechangedby modifyingthe /etc/inittab �le, whichcontainsaline near
thetopof the�le similar to thefollowing:

id:5:initdefault:

Changethenumberin this line to thedesiredrunlevel. Thechangedoesnottakeeffectuntil youreboot
thesystem.

To changethe runlevel immediately, usethe commandtelinit followed by the runlevel number.
Youmustberoot to usethiscommand.The telinit commanddoesnotchangethe /etc/inittab
�le; it only changestherunlevel currentlyrunning.Whenthesystemis rebooted,it continuesto boot
therunlevel asspeci�ed in /etc/inittab .

20.2. TCP Wrapper s
Many UNIX systemadministratorsare accustomedto using TCP wrappersto manageaccessto
certain network services.Any network servicesmanagedby xinetd (as well as any program
with built-in supportfor libwrap ) canuseTCP wrappersto manageaccess.xinetd canusethe
/etc/hosts.allow and /etc/hosts.deny �les to con�gure accessto systemservices.As the
namesimply, hosts.allow containsa list of rulesthatallow clientsto accessthenetwork services
controlled by xinetd , and hosts.deny containsrules to deny access.The hosts.allow �le
takes precedenceover the hosts.deny �le. Permissionsto grantor deny accesscanbe basedon
individual IP address(or hostnames)or onapatternof clients.Referto theRedHat EnterpriseLinux
ReferenceGuide and hosts_access in section5 of the man pages(man 5 hosts_access ) for
details.

20.2.1. xinetd

To control accessto Internetservices,usexinetd , which is a securereplacementfor inetd . The
xinetd daemonconservessystemresources,providesaccesscontrolandlogging,andcanbeusedto
startspecial-purposeservers.xinetd canbeusedto provide accessonly to particularhosts,to deny
accessto particularhosts,to provide accessto a serviceat certaintimes,to limit therateof incoming
connectionsand/ortheloadcreatedby connections,andmore

xinetd runsconstantlyandlistensonall portsfor theservicesit manages.Whenaconnectionrequest
arrivesfor oneof its managedservices,xinetd startsup theappropriateserver for thatservice.

The con�guration �le for xinetd is /etc/xinetd.conf , but the �le only containsa few defaults
andaninstructionto includethe /etc/xinetd.d directory. To enableor disableanxinetd service,
edit its con�guration�le in the /etc/xinetd.d directory. If thedisable attributeis setto yes , the
serviceis disabled.If the disable attribute is setto no, theserviceis enabled.You canedit any of
thexinetd con�guration �les or changeits enabledstatususingthe ServicesCon�guration Tool,
ntsysv, or chkconfig . For a list of network servicescontrolledby xinetd , review the contentsof
the /etc/xinetd.d directorywith thecommandls /etc/xinetd.d .



Chapter 20.Controlling Accessto Services 159

20.3. Services Con�guration Tool
TheServicesCon�guration Tool is agraphicalapplicationdevelopedby RedHatto con�gurewhich
SysVservicesin the/etc/rc.d/init.d directoryarestartedatboottime(for runlevels3, 4, and5)
andwhich xinetd servicesareenabled.It alsoallows you to start,stop,andrestartSysVservicesas
well asrestartxinetd .

To start the Services Con�guration Tool from the desktop, go to the Main Menu Button
(on the Panel) => System Settings => Server Settings => Services or type the command
system-config-services atashellprompt(for example,in anXTerm or a GNOME terminal).

Figure20-1.ServicesCon�guration Tool

The ServicesCon�guration Tool displaysthe currentrunlevel aswell asthe runlevel you arecur-
rently editing.To edit a differentrunlevel, selectEdit Runlevel from thepulldown menuandselect
runlevel 3, 4, or 5. Referto Section20.1Runlevelsfor adescriptionof runlevels.

TheServicesCon�guration Tool lists theservicesfrom the /etc/rc.d/init.d directoryaswell
astheservicescontrolledby xinetd . Click on thenameof theservicefrom the list on theleft-hand
sideof theapplicationto displayabrief descriptionof thatserviceaswell asthestatusof theservice.
If the serviceis not an xinetd service,the statuswindow shows whetherthe serviceis currently
running.If theserviceis controlledby xinetd , thestatuswindow displaysthephrasexinetd service.

To start,stop,or restartaserviceimmediately, selecttheservicefrom thelist andclick theappropriate
button on the toolbar (or choosethe action from the Actions pulldown menu).If the serviceis an
xinetd service,theactionbuttonsaredisabledbecausethey cannotbestartedorstoppedindividually.

If you enable/disableanxinetd serviceby checkingor uncheckingthecheckboxnext to theservice
name,you mustselectFile => Save Changesfrom thepulldown menuto restartxinetd andimme-
diatelyenable/disablethexinetd servicethatyou changed.xinetd is alsocon�gured to remember
thesetting.Youcanenable/disablemultiplexinetd servicesatatimeandsavethechangeswhenyou
are�nished.
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For example,assumeyoucheckrsync to enableit in runlevel 3andthensavethechanges.Thersync
serviceis immediatelyenabled.Thenext time xinetd is started,rsync is still enabled.

Warning

When you save changes to xinetd services, xinetd is restarted, and the changes take place imme-
diately. When you save changes to other services, the runlevel is recon�gured, but the changes do
not take effect immediately.

To enablea non-xinetd serviceto startat boot time for the currentlyselectedrunlevel, checkthe
checkboxbesidethenameof theservicein thelist. After con�guring therunlevel, applythechanges
by selectingFile => Save Changesfrom thepulldown menu.Therunlevel con�guration is changed,
but therunlevel is not restarted;thus,thechangesdonot take placeimmediately.

For example,assumeyou arecon�guring runlevel 3. If you changethe valuefor the httpd service
fromcheckedtouncheckedandthenselectSaveChanges, therunlevel 3con�gurationchangessothat
httpd is not startedat boot time. However, runlevel 3 is not reinitialized,so httpd is still running.
Selectoneof following optionsat this point:

1. Stopthe httpd service— Stoptheserviceby selectingit from the list andclicking the Stop
button.A messageappearsstatingthattheservicewasstoppedsuccessfully.

2. Reinitializetherunlevel — Reinitializethe runlevel by goingto a shellpromptandtyping the
commandtelinit 3 (where3 is the runlevel number).This option is recommendedif you
changetheStart at Boot valueof multiple servicesandwant to activate thechangesimmedi-
ately.

3. Do nothingelse— Youdonothave to stopthehttpd service.Youcanwait until thesystemis
rebootedfor theserviceto stop.Thenext time thesystemis booted,the runlevel is initialized
without thehttpd servicerunning.

To adda serviceto a runlevel, selectthe runlevel from the Edit Runlevel pulldown menu,andthen
selectActions => Add Service. To deleteaservicefrom arunlevel, selecttherunlevel from theEdit
Runlevel pulldown menu,selecttheserviceto bedeletedfrom thelist on theleft, andselectActions
=> DeleteService.

20.4. ntsysv
The ntsysv utility provides a simple interface for activating or deactivating services.You can use
ntsysvto turn anxinetd -managedserviceon or off. Youcanalsousentsysvto con�gure runlevels.
By default, only thecurrentrunlevel is con�gured.To con�gure a differentrunlevel, specifyoneor
morerunlevels with the --level option.For example,the commandntsysv --level 345 con-
�gures runlevels3, 4, and5.

Thentsysv interfaceworks like the text modeinstallationprogram.Usetheup anddown arrows to
navigateup anddown thelist. Thespacebarselects/unselectsservicesandis alsousedto "press"the
Ok andCancelbuttons.To movebetweenthelist of servicesandtheOk andCancelbuttons,usethe
[Tab]key. A * signi�es thataserviceis setto on.Pressingthe[F1] key displaysashortdescriptionof
theselectedservice.

Warning

Services managed by xinetd are immediately affected by ntsysv . For all other services, changes do
not take effect immediately. You must stop or start the individual service with the command service
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daemon stop . In the previous example, replace daemon with the name of the service you want to
stop; for example, httpd . Replace stop with start or restart to start or restart the service.

20.5. chkconfig

The chkconfig commandcan also be usedto activate and deactivate services.The chkconfig
--list commanddisplaysa list of systemservicesandwhetherthey are started(on) or stopped
(off ) in runlevels0-6.At theendof thelist is a sectionfor theservicesmanagedby xinetd .

If the chkconfig --list commandis usedto querya servicemanagedby xinetd , it displays
whether the xinetd service is enabled(on) or disabled (off ). For example, the command
chkconfig --list finger returnsthefollowing output:

finger on

As shown, finger is enabledasanxinetd service.If xinetd is running,finger is enabled.

If youusechkconfig --list to queryaservicein /etc/rc.d , service's settingsfor eachrunlevel
aredisplayed.For example,thecommandchkconfig --list httpd returnsthefollowing output:

httpd 0:off 1:off 2:on 3:on 4:on 5:on 6:off

chkconfig canalsobe usedto con�gure a serviceto be started(or not) in a speci�c runlevel. For
example,to turn nscd off in runlevels3, 4, and5, usethefollowing command:

chkconfig --level 345 nscd off

Warning

Services managed by xinetd are immediately affected by chkconfig . For example, if xinetd is
running, finger is disabled, and the command chkconfig finger on is executed, finger is im-
mediately enabled without having to restart xinetd manually. Changes for other services do not
take effect immediately after using chkconfig . You must stop or start the individual service with the
command service daemon stop . In the previous example, replace daemon with the name of the
service you want to stop; for example, httpd . Replace stop with start or restart to start or restart
the service.

20.6. Additional Resour ces
For moreinformation,referto thefollowing resources.

20.6.1. Installed Documentation

• Themanpagesfor ntsysv , chkconfig , xinetd , andxinetd.conf .

• man 5 hosts_access — Themanpagefor the formatof hostaccesscontrol �les (in section5
of themanpages).
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20.6.2. Useful Websites

• http://www.xinetd.org — The xinetd webpage.It containsa moredetailedlist of featuresand
samplecon�guration�les.

20.6.3. Related Books

• RedHat EnterpriseLinux ReferenceGuide, Red Hat, Inc. — This companionmanualcontains
detailedinformationabouthow TCPwrappersandxinetd allow or deny accessaswell ashow to
con�gure network accessusingthem.It alsoprovidesinstructionsfor creatingiptables �re wall
rules.

• RedHat EnterpriseLinuxSecurityGuideRedHat,Inc. — Thismanualdiscussessecuringservices
with TCPwrappersandxinetd suchasloggingdeniedconnectionattempts.
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OpenSSHis a free, opensourceimplementationof the SSH (SecureSHell) protocols.It replaces
telnet , ftp , rlogin , rsh , and rcp with secure,encryptednetwork connectivity tools.OpenSSH
supportsversions1.3,1.5,and2 of theSSHprotocol.SinceOpenSSHversion2.9,thedefaultprotocol
is version2, whichusesRSA keys asthedefault.

21.1. Why Use OpenSSH?
If youuseOpenSSHtools,youareenhancingthesecurityof yourmachine.All communicationsusing
OpenSSHtools, includingpasswords,areencrypted.Telnet and ftp useplain text passwordsand
sendall informationunencrypted.Theinformationcanbeintercepted,thepasswordscanberetrieved,
andyour systemcouldbecompromisedby anunauthorizedpersonlogging in to your systemusing
oneof the interceptedpasswords.TheOpenSSHsetof utilities shouldbeusedwhenever possibleto
avoid thesesecurityproblems.

Anotherreasonto useOpenSSHis that it automaticallyforwardsthe DISPLAY variableto theclient
machine.In otherwords,if you arerunningtheX Window Systemon your local machine,andyou
log in to a remotemachineusingthessh command,whenyouruna programon theremotemachine
that requiresX, it will be displayedon your local machine.This featureis convenientif you prefer
graphicalsystemadministrationtoolsbut donot alwayshave physicalaccessto yourserver.

21.2. Con�guring an OpenSSH Server
TorunanOpenSSHserver, youmust�rst makesurethatyouhavetheproperRPMpackagesinstalled.
Theopenssh-server packageis requiredanddependson theopenssh package.

The OpenSSHdaemonusesthe con�guration �le /etc/ssh/sshd_config . The default con�gu-
ration �le shouldbesuf�cient for mostpurposes.If you want to con�gure the daemonin waysnot
providedby thedefault sshd_config , readthesshd manpagefor a list of thekeywordsthatcanbe
de�ned in thecon�guration�le.

To start the OpenSSHservice, use the command /sbin/service sshd start . To stop the
OpenSSHserver, usethecommand/sbin/service sshd stop . If you want thedaemonto start
automaticallyat boot time, refer to Chapter20Controlling Accessto Servicesfor information on
how to manageservices.

If you reinstall,the reinstalledsystemcreatesa new setof identi�cation keys. Any clientswho had
connectedto the systemwith any of the OpenSSHtools beforethe reinstallwill seethe following
message:

@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@
@ WARNING: REMOTEHOST IDENTIFICATION HAS CHANGED! @
@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@
IT IS POSSIBLE THAT SOMEONEIS DOING SOMETHINGNASTY!
Someone could be eavesdropping on you right now (man-in-the-middle attack)!
It is also possible that the RSA host key has just been changed.

If you wantto keepthehostkeys generatedfor thesystem,backupthe /etc/ssh/ssh_host*key*
�les andrestorethemafter the reinstall.This processretainsthesystem's identity, andwhenclients
try to connectto thesystemafterthereinstall,they will not receive thewarningmessage.
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21.3. Con�guring an OpenSSH Client
To connectto anOpenSSHserver from a clientmachine,youmusthave theopenssh-clients and
openssh packagesinstalledon theclientmachine.

21.3.1. Using the ssh Command
Thessh commandis a securereplacementfor the rlogin , rsh , and telnet commands.It allows
you to log in to a remotemachineaswell asexecutecommandsona remotemachine.

Loggingin to a remotemachinewith ssh is similar to usingtelnet . To log in to a remotemachine
namedpenguin.example.net,typethefollowing commandatashellprompt:

ssh penguin.examp le .n et

The�rst timeyou ssh to a remotemachine,you will seeamessagesimilar to thefollowing:

The authenticity of host 'penguin.exam pl e. net' can't be established.
DSA key fingerprint is 94:68:3a:3a:b c: f3 :9 a: 9b:0 1: 5d:b 3: 07:3 8: e2:1 1: 0c .
Are you sure you want to continue connecting (yes/no)?

Typeyes to continue.Thiswill addtheserver to your list of known hosts(~/.ssh/known_hosts/ )
asseenin thefollowing message:

Warning: Permanently added 'penguin.exam pl e. net' (RSA) to the list of known hosts.

Next, you will seea promptaskingfor your password for the remotemachine.After enteringyour
password,youwill beata shellpromptfor theremotemachine.If youdo notspecifyausernamethe
usernamethatyouareloggedin asonthelocalclientmachineis passedto theremotemachine.If you
wantto specifyadifferentusername,usethefollowing command:

ssh username @pengui n. exa mple .n et

Youcanalsousethesyntaxssh -l username penguin.example.net .

The ssh commandcanbe usedto executea commandon the remotemachinewithout logging in
to a shell prompt.The syntaxis ssh hostname command. For example,if you want to execute
thecommandls /usr/share/doc ontheremotemachinepenguin.example.net,typethefollowing
commandat ashellprompt:

ssh penguin.examp le .n et ls /usr/share/do c

After you enterthecorrectpassword, thecontentsof theremotedirectory/usr/share/doc will be
displayed,andyouwill returnto your local shellprompt.

21.3.2. Using the scp Command
Thescp commandcanbeusedto transfer�les betweenmachinesoverasecure,encryptedconnection.
It is similar to rcp .

Thegeneralsyntaxto transfera local �le to a remotesystemis asfollows:

scp < localfile > username@tohostname: < remot efil e>

The < localfile > speci�es the sourceincluding pathto the �le, suchas /var/log/maillog .
The < remotefile > speci�es the destination, which can be a new �lename such as
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/tmp/hostname-maillog . For the remotesystem,if you do not have a preceding/ , thepathwill
berelative to thehomedirectoryof username , typically /home/username/ .

To transferthelocal �le shadowman to thehomedirectoryof your accounton penguin.example.net,
typethefollowing ata shellprompt(replaceusername with yourusername):

scp shadowman username @penguin.example. net :sha dowman

This will transfer the local �le shadowman to /home/ username /shadowman on
penguin.example.net.Alternately, youcanleave off the�nal shadowman in thescp command.

Thegeneralsyntaxto transfera remote�le to thelocal systemis asfollows:

scp username@tohostname: < remotefi le > < newlocalfile >

The < remotefile > speci�es the sourceincluding path,and< newlocalfile > speci�es the
destinationincludingpath.

Multiple �les canbespeci�edasthesource�les. For example,to transferthecontentsof thedirectory
downloads/ to anexisting directorycalleduploads/ on theremotemachinepenguin.example.net,
typethefollowing ata shellprompt:

scp downloads/* username @penguin.exampl e.n et:u plo ads/

21.3.3. Using the sftp Command
The sftp utility canbe usedto opena secure,interactive FTP session.It is similar to ftp except
thatit usesasecure,encryptedconnection.Thegeneralsyntaxis sftp username@hostname.com .
Onceauthenticated,you canusea setof commandssimilar to thoseusedby FTP. Referto the sftp
manpagefor a list of thesecommands.To readthemanpage,executethecommandman sftp at a
shellprompt.Thesftp utility is only availablein OpenSSHversion2.5.0p1andhigher.

21.3.4. Generating Key Pairs
If you do not want to enteryour password every time you usessh , scp , or sftp to connectto a
remotemachine,youcangenerateanauthorizationkey pair.

Keys mustbegeneratedfor eachuser. To generatekeys for a user, usethefollowing stepsastheuser
whowantsto connectto remotemachines.If you completethestepsasroot,only root will beableto
usethekeys.

Starting with OpenSSHversion 3.0, ~/.ssh/authorized_keys2 , ~/.ssh/known_hosts2 ,
and /etc/ssh_known_hosts2 are obsolete. SSH Protocol 1 and 2 share the
~/.ssh/authorized_keys , ~/.ssh/known_hosts , and/etc/ssh/ssh_known_hosts �les.

RedHat EnterpriseLinux 4 usesSSHProtocol2 andRSA keys by default.

Tip

If you reinstall and want to save your generated key pair, backup the .ssh directory in your home
directory. After reinstalling, copy this directory back to your home directory. This process can be done
for all users on your system, including root.
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21.3.4.1. Generating an RSA Key Pair for Version 2

Usethe following stepsto generatean RSA key pair for version2 of the SSHprotocol.This is the
default startingwith OpenSSH2.9.

1. TogenerateanRSAkey pairtowork with version2of theprotocol,typethefollowing command
at ashellprompt:
ssh-keygen -t rsa

Accept the default �le locationof ~/.ssh/id_rsa . Entera passphrasedifferent from your
accountpassword andcon�rm it by enteringit again.

The public key is written to ~/.ssh/id_rsa.pub . The private key is written to
~/.ssh/id_rsa . Never distributeyourprivatekey to anyone.

2. Changethepermissionsof the .ssh directoryusingthefollowing command:
chmod 755 ~/.ssh

3. Copy the contentsof ~/.ssh/id_rsa.pub into the �le ~/.ssh/authorized_keys on the
machineto which you want to connect.If the �le ~/.ssh/authorized_keys exist, append
the contentsof the �le ~/.ssh/id_rsa.pub to the �le ~/.ssh/authorized_keys on the
othermachine.

4. Changethepermissionsof theauthorized_keys �le usingthefollowing command:
chmod 644 ~/.ssh/authorized_keys

5. If youarerunningGNOME,skipto Section21.3.4.4Con�guring ssh-agent with GNOME. If
you arenot runningtheX Window System,skip to Section21.3.4.5Con�guring ssh-agent .

21.3.4.2. Generating a DSA Key Pair for Version 2

Usethefollowing stepsto generateaDSA key pair for version2 of theSSHProtocol.

1. To generateaDSA key pair to work with version2 of theprotocol,typethefollowing command
at ashellprompt:
ssh-keygen -t dsa

Accept the default �le locationof ~/.ssh/id_dsa . Entera passphrasedifferent from your
accountpassword andcon�rm it by enteringit again.

Tip

A passphrase is a string of words and characters used to authenticate a user. Passphrases
differ from passwords in that you can use spaces or tabs in the passphrase. Passphrases are
generally longer than passwords because they are usually phrases instead of a single word.

The public key is written to ~/.ssh/id_dsa.pub . The private key is written to
~/.ssh/id_dsa . It is importantnever to give anyonetheprivatekey.

2. Changethepermissionsof the .ssh directorywith thefollowing command:
chmod 755 ~/.ssh

3. Copy the contentsof ~/.ssh/id_dsa.pub into the �le ~/.ssh/authorized_keys on the
machineto which you want to connect.If the �le ~/.ssh/authorized_keys exist, append
the contentsof the �le ~/.ssh/id_dsa.pub to the �le ~/.ssh/authorized_keys on the
othermachine.

4. Changethepermissionsof theauthorized_keys �le usingthefollowing command:
chmod 644 ~/.ssh/authorized_keys
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5. If youarerunningGNOME,skipto Section21.3.4.4Con�guring ssh-agent with GNOME. If
you arenot runningtheX Window System,skip to Section21.3.4.5Con�guring ssh-agent .

21.3.4.3. Generating an RSA Key Pair for Version 1.3 and 1.5

Usethefollowing stepsto generateanRSA key pair, which is usedby version1 of theSSHProtocol.
If you areonly connectingbetweensystemsthat useDSA, you do not needan RSA version1.3 or
RSA version1.5key pair.

1. To generateanRSA (for version1.3and1.5protocol)key pair, typethefollowing commandat
ashellprompt:
ssh-keygen -t rsa1

Acceptthe default �le location(~/.ssh/identity ). Entera passphrasedifferent from your
accountpassword.Con�rm thepassphraseby enteringit again.

The public key is written to ~/.ssh/identity.pub . The private key is written to
~/.ssh/identity . Do not give anyonetheprivatekey.

2. Changethepermissionsof your .ssh directoryandyour key with thecommandschmod 755
~/.ssh andchmod 644 ~/.ssh/identity.pub .

3. Copy thecontentsof ~/.ssh/identity.pub into the�le ~/.ssh/authorized_keys onthe
machineto which you wish to connect.If the �le ~/.ssh/authorized_keys doesnot exist,
you cancopy the�le ~/.ssh/identity.pub to the�le ~/.ssh/authorized_keys on the
remotemachine.

4. If youarerunningGNOME,skipto Section21.3.4.4Con�guring ssh-agent with GNOME. If
you arenot runningGNOME,skip to Section21.3.4.5Con�guring ssh-agent .

21.3.4.4. Con�guring ssh-agent with GNOME

Thessh-agent utility canbeusedto save your passphrasesothatyou do not have to enterit each
timeyouinitiateanssh or scp connection.If youareusingGNOME,theopenssh-askpass-gnome
packagecontainstheapplicationusedto promptyoufor yourpassphrasewhenyou log in to GNOME
andsave it until you log out of GNOME.You will not have to enteryour password or passphrasefor
any ssh or scp connectionmadeduringthatGNOMEsession.If youarenotusingGNOME,referto
Section21.3.4.5Con�guring ssh-agent .

To saveyour passphraseduringyourGNOMEsession,follow thefollowing steps:

1. Youwill needto have thepackageopenssh-askpass-gnome installed;you canusethecom-
mandrpm -q openssh-askpass-gnome to determineif it is installedor not. If it is not in-
stalled,install it from yourRedHatEnterpriseLinux CD-ROM set,from aRedHatFTPmirror
site,or usingRedHatNetwork.

2. SelectMain Menu Button (on thePanel)=> Preferences=> Mor e Preferences=> Sessions,
andclick on the Startup Programs tab. Click Add andenter/usr/bin/ssh-add in the
Startup Command text area.Setit a priority to a numberhigherthanany existing commands
to ensurethat it is executedlast. A goodpriority numberfor ssh-add is 70 or higher. The
higher the priority number, the lower the priority. If you have otherprogramslisted, this one
shouldhave thelowestpriority. Click Closeto exit theprogram.

3. Log out andthenlog backinto GNOME; in otherwords,restartX. After GNOME is started,a
dialog box will appearpromptingyou for your passphrase(s).Enterthe passphraserequested.
If you have bothDSA andRSA key pairscon�gured,youwill bepromptedfor both.Fromthis
pointon,youshouldnot bepromptedfor apassword by ssh , scp , or sftp .
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21.3.4.5. Con�guring ssh-agent

Thessh-agent canbeusedto storeyourpassphrasesothatyoudonothaveto enterit eachtimeyou
makeassh or scp connection.If youarenot runningtheX Window System,follow thesestepsfrom
ashellprompt.If youarerunningGNOMEbut youdonotwantto con�gure it to promptyoufor your
passphrasewhenyou log in (refer to Section21.3.4.4Con�guring ssh-agent with GNOME), this
procedurewill work in a terminalwindow, suchasanXTerm.If youarerunningX but not GNOME,
this procedurewill work in a terminalwindow. However, your passphrasewill only be remembered
for thatterminalwindow; it is nota globalsetting.

1. At ashellprompt,typethefollowing command:
exec /usr/bin/ssh-agent $SHELL

2. Thentypethecommand:
ssh-add

and enter your passphrase(s).If you have more than one key pair con�gured, you will be
promptedfor eachone.

3. Whenyou log out,yourpassphrase(s)will beforgotten.Youmustexecutethesetwo commands
eachtimeyou log in to avirtual consoleor opena terminalwindow.

21.4. Additional Resour ces
TheOpenSSHandOpenSSLprojectsarein constantdevelopment,andthemostup-to-dateinforma-
tion for themis availablefrom their websites.Themanpagesfor OpenSSHandOpenSSLtoolsare
alsogoodsourcesof detailedinformation.

21.4.1. Installed Documentation

• Thessh , scp , sftp , sshd , andssh-keygen manpages— Thesemanpagesincludeinformation
onhow to usethesecommandsaswell asall theparametersthatcanbeusedwith them.

21.4.2. Useful Websites

• http://www.openssh.com/— TheOpenSSHFAQ page,bugreports,mailinglists,projectgoals,and
amoretechnicalexplanationof thesecurityfeatures.

• http://www.openssl.org/ — TheOpenSSLFAQ page,mailing lists,andadescriptionof theproject
goal.

• http://www.freessh.org/ — SSHclient softwarefor otherplatforms.

21.4.3. Related Books

• RedHat EnterpriseLinux ReferenceGuide— Learn the event sequenceof an SSHconnection,
review a list of con�guration�les, anddiscover how SSHcanbeusedfor X forwarding.
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Network File System(NFS) is a way to share�les betweenmachineson a network as if the �les
werelocatedontheclient's localharddrive.RedHatEnterpriseLinux canbebothanNFSserverand
anNFS client, which meansthat it canexport �le systemsto othersystemsandmount�le systems
exportedfrom othermachines.

22.1. Why Use NFS?
NFSisusefulfor sharingdirectoriesof �les betweenmultipleusersonthesamenetwork.Forexample,
a groupof usersworking on the sameprojectcanhave accessto the �les for that projectusinga
shareddirectoryof theNFS�le system(commonlyknown asanNFSshare)mountedin thedirectory
/myproject . Toaccesstheshared�les, theusergoesinto the/myproject directoryonhismachine.
Thereareno passwordsto enteror specialcommandsto remember. Userswork asif thedirectoryis
on their local machines.

22.2. Mounting NFS File Systems
Usethemount commandto mountasharedNFSdirectoryfrom anothermachine:

mount shadowman.example.com:/misc/export /misc/local

Warning

The mount point directory on the local machine (/misc/local in the above example) must exist
before this command can be executed.

In thiscommand,shadowman.example.com is thehostnameof theNFS�le server, /misc/export
is the directory that shadowman is exporting, and /misc/local is the location to mount the �le
systemon the local machine.After the mount commandruns(andif the client hasproperpermis-
sionsfrom theshadowman.example.com NFSserver) theclient usercanexecutethecommandls
/misc/local to displaya listing of the�les in /misc/export on shadowman.example.com .

22.2.1. Mounting NFS File Systems using /etc/fstab

An alternateway to mountanNFSsharefrom anothermachineis to adda line to the /etc/fstab
�le. The line muststatethehostnameof theNFSserver, thedirectoryon theserver beingexported,
andthedirectoryon the local machinewherethe NFSshareis to bemounted.You mustbe root to
modify the /etc/fstab �le.

Thegeneralsyntaxfor theline in /etc/fstab is asfollows:

server:/usr/local/pub /pub nfs rsize=8192,wsize=8192,tim eo=14,i ntr

Themountpoint /pub mustexist on theclient machinebeforethis commandcanbeexecuted.After
addingthis line to /etc/fstab on the client system,type the commandmount /pub at a shell
prompt,andthemountpoint /pub is mountedfrom theserver.
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22.2.2. Mounting NFS File Systems using autofs
A third optionfor mountinganNFSshareis theuseof theautofsservice.Autofs usestheautomount
daemonto manageyour mountpointsby only mountingthemdynamicallywhenthey areaccessed.

Autofs consultsthe mastermapcon�guration �le /etc/auto.master to determinewhich mount
pointsarede�ned. It thenstartsanautomountprocesswith theappropriateparametersfor eachmount
point. Eachline in themastermapde�nes a mountpoint anda separatemap�le thatde�nes the�le
systemsto bemountedunderthis mountpoint.For example,the /etc/auto.misc �le might de�ne
mountpointsin the /misc directory;this relationshipwould bede�ned in the /etc/auto.master
�le.

Eachentryin auto.master hasthree�elds. The�rst �eld is themountpoint.Thesecond�eld is the
locationof themap�le, andthethird �eld is optional.Thethird �eld cancontaininformationsuchas
a timeoutvalue.

For example,to mount the directory /proj52 on the remotemachinepenguin.example.netat the
mountpoint /misc/myproject onyourmachine,addthefollowing line to auto.master :

/misc /etc/auto.misc --timeout 60

Next, addthefollowing line to /etc/auto.misc :

myproject -rw,soft,intr,rsize=8192 ,wsi ze= 8192 penguin.example.net:/pro j52

The�rst �eld in /etc/auto.misc is thenameof the /misc subdirectory. This directoryis created
dynamicallyby automount.It shouldnot actuallyexist on theclient machine.Thesecond�eld con-
tainsmountoptionssuchas rw for readandwrite access.The third �eld is the locationof the NFS
export includingthehostnameanddirectory.

Note

The directory /misc must exist on the local �le system. There should be no subdirectories in /misc
on the local �le system.

To starttheautofsservice,ata shellprompt,typethefollowing command:

/sbin/service autofs restart

To view theactive mountpoints,typethefollowing commandatashellprompt:

/sbin/service autofs status

If you modify the /etc/auto.master con�guration �le while autofsis running,you musttell the
automountdaemon(s)to reloadby typing thefollowing commandat ashellprompt:

/sbin/service autofs reload

To learnhow to con�gure autofsto startatboottime,andfor informationonmanagingservices,refer
to Chapter20Controlling Accessto Services.
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22.2.3. Using TCP
The default transportprotocol for NFSv4 is TCP; however, the RedHat EnterpriseLinux 4 kernel
includessupportfor NFS over UDP. To useNFS over UDP, include the -o udp option to mount
whenmountingtheNFS-exported�le systemon theclient system.

Therearethreewaysto con�gureanNFS�le systemexport.Ondemandvia thecommandline (client
side),automaticallyvia the /etc/fstab �le (client side),andautomaticallyvia autofscon�guration
�les, suchas/etc/auto.master and/etc/auto.misc (server sidewith NIS).

For example,ondemandvia thecommandline (clientside):

mount -o udp shadowman.example.com:/mis c/e xpor t /misc/local

WhentheNFSmountis speci�edin /etc/fstab (clientside):

server:/usr/local/pub /pub nfs rsize=8192,wsize=8192,tim eo=14,i ntr ,udp

WhentheNFS mountis speci�ed in anautofscon�guration �le for a NIS server, availablefor NIS
enabledworkstations:

myproject -rw,soft,intr,rsize=8192 ,wsi ze= 8192 ,ud p penguin.example.net:/pr oj52

Sincethe default is TCP, if the -o udp option is not speci�ed, the NFS-exported�le systemis ac-
cessedvia TCP.

Theadvantagesof usingTCPincludethefollowing:

• Improvedconnectiondurability, thuslessNFS stale file handles messages.

• Performancegain on heavily loadednetworks becauseTCP acknowledgesevery packet, unlike
UDP whichonly acknowledgescompletion.

• TCPhasbettercongestioncontrolthanUDP(whichhasnone).Onaverycongestednetwork, UDP
packetsarethe�rst packetsthataredropped.Thismeansthatif NFSis writing data(in 8K chunks)
all of that8K mustberetransmittedover UDP. Becauseof TCP's reliability, only partsof that8K
dataaretransmittedata time.

• Error detection.Whena TCP connectionbreaks(dueto the server beingunavailable) the client
stopssendingdataand restartsthe connectionprocessoncethe server becomesavailable.With
UDP, sinceit' s connection-less,theclientcontinuesto poundthenetwork with datauntil theserver
reestablishesaconnection.

The main disadvantageis that thereis a very small performancehit dueto the overheadassociated
with theTCPprotocol.

22.2.4. Preser ving ACLs
The RedHat EnterpriseLinux 4 kernelprovidesACL supportfor the ext3 �le systemandext3 �le
systemsmountedwith theNFSor Sambaprotocols.Thus,if anext3 �le systemhasACLsenabledfor
it andis NFSexported,andif theNFSclient canreadACLs, they areusedby theNFSclientaswell.

22.3. Expor ting NFS File Systems
Sharingor serving�les from anNFSserver is known asexporting thedirectories.The NFS Server
Con�guration Tool canbeusedto con�gure asystemasanNFSserver.
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To usetheNFS Server Con�guration Tool, you mustberunningtheX Window System,have root
privileges,andhavethesystem-config-nfs RPMpackageinstalled.Tostarttheapplication,select
theMain Menu Button (on thePanel)=> SystemSettings=> Server Settings=> NFS, or typethe
commandsystem-config-nfs .

Figure22-1.NFSServer Con�guration Tool

To addanNFSshare,click theAdd button.Thedialogboxshown in Figure22-2appears.

TheBasictabrequiresthefollowing information:

• Directory — Specifythedirectoryto share,suchas/tmp .

• Host(s) — Specify the host(s) with which to share the directory. Refer to
Section22.3.2HostnameFormatsfor anexplanationof possibleformats.

• Basic permissions— Specifywhetherthe directoryshouldhave read-onlyor read/writepermis-
sions.

Figure22-2.Add Share

TheGeneralOptions taballows thefollowing optionsto becon�gured:

• Allow connectionsfr om port 1024and higher — Servicesstartedonportnumberslessthan1024
mustbestartedasroot.Selectthisoptionto allow theNFSserviceto bestartedby auserotherthan
root.Thisoptioncorrespondsto insecure .

• Allow insecure �le locking — Do not require a lock request.This option correspondsto
insecure_locks .

• Disablesubtreechecking— If asubdirectoryof a�le systemis exported,but theentire�le system
is not exported,the server checksto seeif the requested�le is in thesubdirectoryexported.This
checkis calledsubtreechecking. Selectthis option to disablesubtreechecking.If the entire �le
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systemis exported,selectingto disablesubtreecheckingcanincreasethetransferrate.This option
correspondsto no_subtree_check .

• Sync write operations on request— Enabledby default, this option doesnot allow the server
to reply to requestsbeforethe changesmadeby the requestarewritten to the disk. This option
correspondsto sync . If this is not selected,theasync optionis used.

• Forcesyncof write operationsimmediately — Do not delaywriting to disk. This optioncor-
respondsto no_wdelay .

TheUserAccesstaballows thefollowing optionsto becon�gured:

• Treat remoteroot useraslocal root — By default,theuserandgroupIDs of therootuserareboth
0. RootsquashingmapstheuserID 0 andthegroupID 0 to theuserandgroupIDs of anonymous
sothatroot on theclient doesnot have root privilegeson theNFSserver. If this optionis selected,
root is not mappedto anonymous,androot on a client hasroot privilegesto exporteddirectories.
Selectingthis option cangreatlydecreasethe securityof the system.Do not selectit unlessit is
absolutelynecessary. This optioncorrespondsto no_root_squash .

• Treat all client usersasanonymoususers— If this optionis selected,all userandgroupIDs are
mappedto theanonymoususer. This optioncorrespondsto all_squash .

• Specifylocal user ID for anonymoususers— If Treatall client usersasanonymoususersis
selected,this optionletsyou specifya userID for theanonymoususer. This optioncorresponds
to anonuid .

• Specifylocalgroup ID for anonymoususers— If Treatall client usersasanonymoususersis
selected,thisoptionletsyouspecifyagroupID for theanonymoususer. Thisoptioncorresponds
to anongid .

To editanexistingNFSshare,selectthesharefrom thelist, andclick thePropertiesbutton.To delete
anexisting NFSshare,selectthesharefrom thelist, andclick theDeletebutton.

After clicking OK to add,edit,or deleteanNFSsharefrom thelist, thechangestake placeimmedi-
ately— theserverdaemonis restartedandtheold con�guration�le is savedas/etc/exports.bak .
Thenew con�gurationis written to /etc/exports .

TheNFS Server Con�guration Tool readsandwritesdirectly to the /etc/exports con�guration
�le. Thus,the�le canbemodi�ed manuallyafterusingthetool, andthetool canbeusedaftermodi-
fying the�le manually(providedthe�le wasmodi�ed with correctsyntax).

22.3.1. Command Line Con�guration
If youprefereditingcon�guration�les usingatext editoror if youdonothave theX Window System
installed,youcanmodify thecon�guration�le directly.

The /etc/exports �le controlswhatdirectoriestheNFSserver exports.Its formatis asfollows:

directory hostname ( options )

Theonly optionthatneedsto bespeci�ed is oneof sync or async (sync is recommended).If sync
is speci�ed, theserver doesnot reply to requestsbeforethechangesmadeby therequestarewritten
to thedisk.

For example,

/misc/export speedy.example.com(sync)
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wouldallow usersfrom speedy.example.com to mount/misc/export with thedefault read-only
permissions,but,

/misc/export speedy.example.com(rw,sy nc)

wouldallow usersfrom speedy.example.com to mount/misc/export with read/writeprivileges.

Referto Section22.3.2HostnameFormatsfor anexplanationof possiblehostnameformats.

Referto theRedHat EnterpriseLinuxReferenceGuidefor a list of optionsthatcanbespeci�ed.

Caution

Be careful with spaces in the /etc/exports �le . If there are no spaces between the hostname and
the options in parentheses, the options apply only to the hostname. If there is a space between
the hostname and the options, the options apply to the rest of the world. For example, examine the
following lines:

/misc/export speedy.example.com(rw,sync)
/misc/export speedy.example.com (rw,sync)

The �rst line grants users from speedy.example.co m read-write access and denies all other users.
The second line grants users from speedy.example.co m read-only access (the default) and allows
the rest of the world read-write access.

Eachtime you change/etc/exports , you mustinform the NFS daemonof the change,or reload
thecon�guration�le with thefollowing command:

/sbin/service nfs reload

22.3.2. Hostname Formats
Thehost(s)canbein thefollowing forms:

• Singlemachine— A fully quali�ed domainname(that canbe resolved by the server), hostname
(thatcanberesolvedby theserver),or anIP address.

• Seriesof machinesspeci�ed with wildcards— Usethe* or ? characterto specifya stringmatch.
Wildcardsarenot to be usedwith IP addresses;however, they may accidentallywork if reverse
DNS lookupsfail. When specifyingwildcardsin fully quali�ed domainnames,dots (.) are not
includedin the wildcard.For example,*.example.com includesone.example.combut doesnot
includeone.two.example.com.

• IP networks — Use a.b.c.d/z , where a.b.c.d is the network and z is the number
of bits in the netmask (for example 192.168.0.0/24). Another acceptable format is
a.b.c.d/netmask , where a.b.c.d is the network and netmask is the netmask(for
example,192.168.100.8/255.255.255.0).

• Netgroups— In theformat@group-name , wheregroup-name is theNIS netgroupname.

22.3.3. Star ting and Stopping the Server
On theserver that is exportingNFS�le systems,thenfs servicemustberunning.

View thestatusof theNFSdaemonwith thefollowing command:
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/sbin/service nfs status

StarttheNFSdaemonwith thefollowing command:

/sbin/service nfs start

StoptheNFSdaemonwith thefollowing command:

/sbin/service nfs stop

To startthenfs serviceatboottime,usethecommand:

/sbin/chkconf ig --level 345 nfs on

Youcanalsousechkconfig , ntsysvor theServicesCon�guration Tool to con�gurewhichservices
startatboottime.Referto Chapter20Controlling Accessto Servicesfor details.

22.4. Additional Resour ces
This chapterdiscussesthebasicsof usingNFS.For moredetailedinformation,referto thefollowing
resources.

22.4.1. Installed Documentation

• The manpagesfor nfsd , mountd , exports , auto.master , andautofs (in manualsections5
and8) — Thesemanpagesshow thecorrectsyntaxfor theNFSandautofscon�guration�les.

22.4.2. Useful Websites

• http://nfs.sourceforge.net/— theNFSwebpage,includeslinks to themailing listsandFAQs.

• http://www.tldp.org/HOWTO/NFS-HOWTO/index.html — The Linux NFS-HOWTO from the
Linux DocumentationProject.

22.4.3. Related Books

• Managing NFSandNISServicesby Hal Stern;O'Reilly & Associates,Inc.
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Chapter 23.
Samba

Sambausesthe SMB protocol to share�les and printersacrossa network connection.Operating
systemsthatsupportthisprotocolincludeMicrosoftWindows, OS/2,andLinux.

The Red Hat EnterpriseLinux 4 kernel containsAccessControl List (ACL) supportfor ext3 �le
systems.If theSambaserver sharesanext3 �le systemwith ACLs enabledfor it, andthekernelon
theclient systemcontainssupportfor readingACLs from ext3 �le systems,theclient automatically
recognizesandusestheACLs.

23.1. Why Use Samba?
Sambais usefulif youhave anetwork of bothWindows andLinux machines.Sambaallows �les and
printersto be sharedby all the systemsin a network. To share�les betweenLinux machinesonly,
useNFSasdiscussedin Chapter22NetworkFile System(NFS). To shareprintersbetweenLinux ma-
chinesonly, youdonot needto useSamba;referto Chapter34Printer Con�guration.

23.2. Con�guring a Samba Server
Thedefault con�guration �le (/etc/samba/smb.conf ) allows usersto view their homedirectories
asa Sambashare.It alsosharesall printerscon�gured for the systemasSambasharedprinters.In
otherwords,youcanattachaprinterto thesystemandprint to it from theWindows machinesonyour
network.

23.2.1. Graphical Con�guration
To con�gure Sambausing a graphicalinterface,usethe Samba Server Con�guration Tool. For
commandline con�guration,skip to Section23.2.2CommandLine Con�guration.

The SambaServer Con�guration Tool is a graphicalinterfacefor managingSambashares,users,
and basicserver settings.It modi�es the con�guration �les in the /etc/samba/ directory. Any
changesto these�les not madeusingtheapplicationarepreserved.

To usethis application,you mustbe runningthe X Window System,have root privileges,andhave
thesystem-config-samba RPMpackageinstalled.TostarttheSambaServer Con�guration Tool
from thedesktop,go to theMain Menu Button (on thePanel)=> SystemSettings=> Server Set-
tings => Sambaor typethecommandsystem-config-samba atashellprompt(for example,in an
XTermor aGNOMEterminal).

Figure23-1.SambaServer Con�guration Tool
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Note

The Samba Server Con�guration Tool does not display shared printers or the default stanza that
allows users to view their own home directories on the Samba server.

23.2.1.1. Con�guring Server Settings

The �rst stepin con�guring a Sambaserver is to con�gure the basicsettingsfor the server anda
few securityoptions.After startingtheapplication,selectPreferences=> Server Settingsfrom the
pulldown menu.TheBasictabis displayedasshown in Figure23-2.

Figure23-2.Con�guring BasicServer Settings

On theBasic tab,specifywhich workgroupthecomputershouldbe in aswell asa brief description
of thecomputer. They correspondto theworkgroup andserver string optionsin smb.conf .

Figure23-3.Con�guring Security Server Settings

TheSecurity tabcontainsthefollowing options:

• Authentication Mode — This correspondsto the security option.Selectoneof the following
typesof authentication.

• ADS — The Sambaserver actsas a domainmemberin an Active Directory Domain (ADS)
realm.For thisoption,Kerberosmustbeinstalledandcon�guredon theserver, andSambamust
becomea memberof theADS realmusingthe net utility, which is partof thesamba-client
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package.Referto thenet manpagefor details.This optiondoesnot con�gure Sambato bean
ADS Controller. Specifytherealmof theKerberosserver in theKerberosRealm �eld.

Note

The Kerber os Realm �eld must be supplied in all uppercase letters, such as EXAMPLE.COM.

Use of your Samba server as a domain member in an ADS realm assumes proper con�gur ation
of Kerberos, including the /etc/krb5.conf �le .

• Domain — TheSambaserver relieson a Windows NT Primaryor BackupDomainController
to verify the user. The server passesthe usernameand password to the Controller and waits
for it to return.SpecifytheNetBIOSnameof thePrimaryor BackupDomainControllerin the
Authentication Server �eld.

TheEncrypted Passwords optionmustbesetto Yesif this is selected.

• Server — TheSambaserver triesto verify theusernameandpassword combinationby passing
themto anotherSambaserver. If it cannot,theserver triesto verify usingtheuserauthentication
mode.SpecifytheNetBIOSnameof theotherSambaserver in theAuthentication Server �eld.

• Share— Sambausersdonothaveto enterausernameandpasswordcombinationonaperSamba
server basis.They arenot promptedfor a usernameandpassword until they try to connectto a
speci�c shareddirectoryfrom aSambaserver.

• User — (Default) Sambausersmustprovide a valid usernameandpassword on a per Samba
server basis.Selectthis option if you want the Windows Username option to work. Refer to
Section23.2.1.2Managing SambaUsers for details.

• Encrypt Passwords — This option mustbe enabledif the clientsareconnectingfrom a system
with Windows 98, Windows NT 4.0 with ServicePack 3, or other more recentversionsof Mi-
crosoftWindows. Thepasswordsaretransferedbetweentheserver andtheclient in anencrypted
format insteadof asa plain-text word thatcanbeintercepted.This correspondsto the encrypted
passwords option.Referto Section23.2.3EncryptedPasswords for moreinformationabouten-
cryptedSambapasswords.

• GuestAccount — Whenusersor guestuserslog into a Sambaserver, they mustbemappedto a
valid useron theserver. Selectoneof theexisting usernameson thesystemto betheguestSamba
account.Whenguestslog in to theSambaserver, they have thesameprivilegesasthis user. This
correspondsto theguest account option.

After clicking OK, the changesarewritten to the con�guration �le andthe daemonis restart;thus,
thechangestake effect immediately.

23.2.1.2. Managing Samba Users

TheSambaServer Con�guration Tool requiresthatanexistinguseraccountbeactive onthesystem
actingastheSambaserver beforea Sambausercanbeadded.TheSambauseris associatedwith the
existing useraccount.
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Figure23-4.Managing SambaUsers

To adda Sambauser, selectPreferences=> SambaUsersfrom the pulldown menu,andclick the
Add User button.In theCreateNew SambaUser window selecta Unix Usernamefrom thelist of
existing userson thelocalsystem.

If the userhasa differentusernameon a Windows machineandneedsto log into theSambaserver
from the Windows machine,specifythatWindows usernamein the Windows Username �eld. The
Authentication Mode ontheSecurity tabof theServer Settingspreferencesmustbesetto User for
thisoptionto work.

Also con�gure a SambaPassword for theSambaUserandcon�rm it by typing it again.Evenif you
selectto useencryptedpasswords for Samba,it is recommendedthat the Sambapasswords for all
usersaredifferentfrom their systempasswords.

To editanexistinguser, selecttheuserfrom thelist, andclick Edit User. To deleteanexistingSamba
user, selectthe user, andclick the DeleteUser button. Deletinga Sambauserdoesnot deletethe
associatedsystemuseraccount.

Theusersaremodi�ed immediatelyafterclicking theOK button.

23.2.1.3. Adding a Share

To createaSambashare,click theAdd buttonfrom themainSambacon�gurationwindow.

Figure23-5.Adding a Share

TheBasictabcon�guresthefollowing options:
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• Directory — Thedirectoryto sharevia Samba.Thedirectorymustexist beforeit canbeentered
here.

• Share name— Theactualnameof thesharethat is seenfrom remotemachines.By default, it is
thesamevalueasDirectory, but canbecon�gured.

• Descriptions— A brief descriptionof theshare.

• BasicPermissions— Whetherusersshouldonly beableto readthe�les in theshareddirectoryor
whetherthey shouldbeableto readandwrite to theshareddirectory.

OntheAccesstab,selectwhetherto allow only speci�edusersto accesstheshareor whetherto allow
all Sambausersto accesstheshare.If youselectto allow accessto speci�c users,selecttheusersfrom
thelist of availableSambausers.

Theshareis addedimmediatelyafterclicking OK.

23.2.2. Command Line Con�guration
Sambauses/etc/samba/smb.conf asits con�guration �le. If you changethis con�guration �le,
thechangesdo not take effect until you restarttheSambadaemonwith thecommandservice smb
restart .

To specify the Windows workgroupanda brief descriptionof the Sambaserver, edit the following
linesin your smb.conf �le:

workgroup = WORKGROUPNAME
server string = BRIEF COMMENTABOUT SERVER

ReplaceWORKGROUPNAMEwith thenameof theWindows workgroupto which thismachineshould
belong.TheBRIEF COMMENTABOUT SERVERis optionalandis usedastheWindows comment
abouttheSambasystem.

To createaSambasharedirectoryonyourLinux system,addthefollowing sectionto your smb.conf
�le (aftermodifying it to re�ect yourneedsandyour system):

[ sharename ]
comment = Insert a comment here
path = /home/share/
valid users = tfox carole
public = no
writable = yes
printable = no
create mask = 0765

Theabove exampleallows theuserstfox andcaroleto readandwrite to thedirectory/home/share ,
on theSambaserver, from aSambaclient.

23.2.3. Encr ypted Passwords
Encryptedpasswordsareenabledby default becauseit is moresecure.If encryptedpasswordsarenot
used,plain text passwordsareused,which canbe interceptedby someoneusinga network packet
sniffer. It is recommendedthatencryptedpasswordsbeused.

TheMicrosoft SMB Protocoloriginally usedplain text passwords.However, Windows NT 4.0 with
ServicePack 3 or higher, Windows 98, Windows 2000, Windows ME, and Windows XP require
encryptedSambapasswords.TouseSambabetweenaLinux systemandasystemrunningoneof these
Windows operatingsystems,youcaneitheredit yourWindows registry to useplaintext passwordsor
con�gure Sambaon your Linux systemto useencryptedpasswords.If you chooseto modify your
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registry, you mustdo so for all of your Windows machines— this is risky andmay causefurther
con�icts. It is recommendedthatyou useencryptedpasswordsfor bettersecurity.

To con�gure Sambato useencryptedpasswords,follow thesesteps:

1. Createaseparatepassword �le for Samba.To createonebasedonyourexisting /etc/passwd
�le, at ashellprompt,typethefollowing command:
cat /etc/passwd | mksmbpasswd.sh > /etc/samba/smb pass wd

If thesystemusesNIS, typethefollowing command:
ypcat passwd | mksmbpasswd.sh > /etc/samba/smbp as swd

Themksmbpasswd.sh scriptis installedin your /usr/bin directorywith thesamba package.

2. Changethepermissionsof theSambapassword �le sothatonly roothasreadandwrite permis-
sions:
chmod 600 /etc/samba/smbpasswd

3. Thescriptdoesnotcopy userpasswordsto thenew �le, andaSambauseraccountis not active
until a password is set for it. For higher security, it is recommendedthat the user's Samba
passwordbedifferentfrom theuser'ssystempassword.To seteachSambauser'spassword,use
thefollowing command(replaceusername with eachuser's username):
smbpasswd username

4. Encryptedpasswords must be enabled.Sincethey are enabledby default, they do not have
to be speci�cally enabledin the con�guration �le. However, they cannot be disabledin the
con�guration�le either. In the�le /etc/samba/smb.conf , verify thatthefollowing line does
not exist:
encrypt passwords = no

If it doesexist but is commentedout with asemi-colon(; ) at thebeginningof theline, thenthe
line is ignored,andencryptedpasswordsareenabled.If this line exists but is not commented
out,eitherremove it or commentit out.

To speci�cally enableencryptedpasswordsin thecon�guration �le, addthefollowing linesto
etc/samba/smb.conf :
encrypt passwords = yes
smb passwd file = /etc/samba/smbpasswd

5. Makesurethesmb serviceis startedby typingthecommandservice smb restart atashell
prompt.

6. If you want the smb serviceto start automatically, usentsysv, chkconfig , or the Services
Con�guration Tool to enableit at runtime.Referto Chapter20Controlling Accessto Services
for details.

The pam_smbpass PAM modulecan be usedto sync users'Sambapasswords with their system
passwordswhenthepasswd commandis used.If auserinvokesthepasswd command,thepassword
heusesto log in to theRedHat EnterpriseLinux systemaswell asthepassword hemustprovide to
connectto aSambasharearechanged.

To enable this feature, add the following line to /etc/pam.d/system-auth below the
pam_cracklib.so invocation:

password required /lib/security/pam_smbpas s.so nullok use_authtok try_first_pass

23.2.4. Star ting and Stopping the Server
On theserver that is sharingdirectoriesvia Samba,thesmb servicemustberunning.

View thestatusof theSambadaemonwith thefollowing command:
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/sbin/service smb status

Startthedaemonwith thefollowing command:

/sbin/service smb start

Stopthedaemonwith thefollowing command:

/sbin/service smb stop

To startthesmb serviceatboottime,usethecommand:

/sbin/chkconf ig --level 345 smb on

Youcanalsousechkconfig , ntsysv, or theServicesCon�guration Tool to con�gurewhichservices
startatboottime.Referto Chapter20Controlling Accessto Servicesfor details.

Tip

To view active connections to the system, execute the command smbstatus .

23.3. Connecting to a Samba Share
You canuseNautilus to view availableSambashareson your network. SelectMain Menu Button
(on the Panel)=> Network Servers to view a list of Sambaworkgroupson your network. You can
alsotypesmb: in theLocation: barof Nautilusto view theworkgroups.

As shown in Figure23-6, aniconappearsfor eachavailableSMB workgroupon thenetwork.

Figure23-6.SMB Workgroupsin Nautilus

Double-clickoneof theworkgroupiconsto view a list of computerswithin theworkgroup.
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Figure23-7.SMB Machinesin Nautilus

As you canseefrom Figure23-7, thereis an icon for eachmachinewithin the workgroup.Double-
click on anicon to view theSambashareson themachine.If a usernameandpassword combination
is required,you arepromptedfor them.

Alternately, you canalsospecifytheSambaserver andsharenamein theLocation: barfor Nautilus
using the following syntax(replace< servername > and< sharename > with the appropriate
values):

smb:// < servername > / < sharenam e> /

23.3.1. Command Line
Toquerythenetwork for Sambaservers,usethefindsmb command.Foreachserverfound,it displays
its IP address,NetBIOSname,workgroupname,operatingsystem,andSMB server version.

To connectto aSambasharefrom ashellprompt,typethefollowing command:

smbclient // < hostname > / < sharename > -U < username >

Replace< hostname > with the hostnameor IP addressof theSambaserver you want to connect
to, < sharename > with thenameof theshareddirectoryyou wantto browse,and< username >
with theSambausernamefor thesystem.Enterthecorrectpassword or press[Enter] if no password
is requiredfor theuser.

If you seethe smb:\ > prompt, you have successfullylogged in. Onceyou are logged in, type
help for a list of commands.If you wish to browse the contentsof your homedirectory, replace
sharename with your username.If the -U switch is not used,the usernameof the currentuseris
passedto theSambaserver.

To exit smbclient , typeexit at thesmb:\ > prompt.

23.3.2. Mounting the Share
Sometimesit is usefulto mounta Sambashareto a directorysothat the �les in thedirectorycanbe
treatedasif they arepartof thelocal �le system.

To mounta Sambashareto a directory, createthedirectoryif it doesnot alreadyexist, andexecute
thefollowing commandasroot:

mount -t smbfs -o username= < username > // < servername > / < sharename > /mnt/point/
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This command mounts < sharename > from < servername > in the local directory
/mnt/point/ .

23.4. Additional Resour ces
For con�gurationoptionsnotcoveredhere,pleasereferto thefollowing resources.

23.4.1. Installed Documentation

• smb.conf manpage— explainshow to con�gure theSambacon�guration�le

• smbd manpage— describeshow theSambadaemonworks

• smbclient andfindsmb manpages— learnmoreabouttheseclient tools

• /usr/share/doc/samba- < version-number > /docs/ — help �les includedwith the samba
package

23.4.2. Useful Websites

• http://www.samba.org/ — TheSambawebpagecontainsusefuldocumentation,informationabout
mailing lists,anda list of GUI interfaces.

• http://www.samba.org/samba/docs/using_samba/toc.html — an online versionof Using Samba,
2ndEditionby JayTs,RobertEckstein,andDavid Collier-Brown; O'Reilly & Associates
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Chapter 24.
Dynamic Host Con�guration Protocol (DHCP)

Dynamic Host Con�guration Protocol (DHCP) is a network protocol for automaticallyassigning
TCP/IPinformationto client machines.EachDHCP client connectsto the centrally-locatedDHCP
server which returnsthatclient's network con�guration,includingtheIP address,gateway, andDNS
servers.

24.1. Why Use DHCP?
DHCPis usefulfor automaticcon�gurationof client network interfaces.Whencon�guring theclient
system,theadministratorcanchooseDHCPandinsteadof enteringanIP address,netmask,gateway,
or DNSservers.Theclientretrievesthis informationfrom theDHCPserver. DHCPis alsousefulif an
administratorwantsto changetheIP addressesof a largenumberof systems.Insteadof recon�guring
all the systems,he can just edit one DHCP con�guration �le on the server for the new set of IP
addresses.If theDNSserversfor anorganizationchanges,thechangesaremadeontheDHCPserver,
noton theDHCPclients.Oncethenetwork is restartedontheclients(or theclientsarerebooted),the
changestake effect.

Furthermore,if a laptopor any type of mobile computeris con�gured for DHCP, it canbe moved
from of�ce to of�ce without beingrecon�guredaslong aseachof�ce hasa DHCPserver thatallows
it to connectto thenetwork.

24.2. Con�guring a DHCP Server
To con�gureaDHCPserver, the/etc/dhcpd.conf con�guration�le mustbecreated.A sample�le
canbefoundat /usr/share/doc/dhcp- < version > /dhcpd.conf.sample .

DHCPalsousesthe�le /var/lib/dhcp/dhcpd.leases to storetheclient leasedatabase.Referto
Section24.2.2LeaseDatabasefor moreinformation.

24.2.1. Con�guration File
The�rst stepin con�guring a DHCPserver is to createthecon�guration �le thatstoresthenetwork
informationfor theclients.Globaloptionscanbedeclaredfor all clients,while otheroptionscanbe
declaredfor individual client systems.

Thecon�guration �le cancontainextra tabsor blanklinesfor easierformatting.Keywordsarecase-
insensitive andlinesbeginningwith ahashmark(#) areconsideredcomments.

Two DNSupdateschemesarecurrentlyimplemented— thead-hocDNSupdatemodeandtheinterim
DHCP-DNSinteractiondraft updatemode.If andwhenthesetwo areacceptedaspartof theInternet
EngineeringTaskForce(IETF) standardsprocess,therewill be a third mode— the standardDNS
updatemethod.TheDHCPserver mustbecon�guredto useoneof thetwo currentschemes.Version
3.0b2pl11andpreviousversionsusedthead-hocmode;however, it hasbeendeprecated.To keepthe
samebehavior, addthefollowing line to thetop of thecon�guration�le:

ddns-update-style ad-hoc;

To usetherecommendedmode,addthefollowing line to thetop of thecon�guration�le:

ddns-update-style interim;



188 Chapter 24.Dynamic Host Con�guration Protocol (DHCP)

Referto thedhcpd.conf manpagefor detailsaboutthedifferentmodes.

Therearetwo typesof statementsin thecon�guration�le:

• Parameters— Statehow to performatask,whethertoperformatask,orwhatnetwork con�guration
optionsto sendto theclient.

• Declarations— Describethe topologyof thenetwork, describethe clients,provide addressesfor
theclients,or applyagroupof parametersto agroupof declarations.

Someparametersmuststartwith the option keyword andarereferredto asoptions.Optionscon-
�gure DHCPoptions;whereas,parameterscon�gure valuesthatarenot optionalor controlhow the
DHCPserverbehaves.

Parameters(includingoptions)declaredbeforea sectionenclosedin curly brackets({ }) areconsid-
eredglobalparameters.Globalparametersapplyto all thesectionsbelow it.

Impor tant

If the con�gur ation �le is changed, the changes do not take effect until the DHCP daemon is restarted
with the command service dhcpd restart .

Tip

Instead of changing a DHCP con�gur ation �le and restarting the service each time, using the omshell
command provides an interactive way to connect to, query, and change the con�gur ation of a DHCP
server. By using omshell , all changes can be made while the server is running. For more information
on omshell , refer to the omshell man page.

In Example24-1, the routers , subnet-mask , domain-name , domain-name-servers , and
time-offset optionsareusedfor any host statementsdeclaredbelow it.

Additionally, a subnet canbedeclared,a subnet declarationmustbe includedfor every subnetin
thenetwork. If it is not, theDHCPserver fails to start.

In this example,thereareglobaloptionsfor every DHCPclient in thesubnetanda range declared.
ClientsareassignedanIP addresswithin the range .

subnet 192.168.1.0 netmask 255.255.255.0 {
option routers 192.168.1.254;
option subnet-mask 255.255.255.0;

option domain-name "example.com";
option domain-name-ser ve rs 192.168.1.1;

option time-offset -18000; # Eastern Standard Time

range 192.168.1.10 192.168.1.100;
}

Example24-1.SubnetDeclaration

All subnetsthatsharethesamephysicalnetwork shouldbedeclaredwithin a shared-network dec-
larationasshown in Example24-2. Parameterswithin theshared-network , but outsidetheenclosed
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subnet declarations,areconsideredto be global parameters.The nameof the shared-network
shouldbeadescriptive title for thenetwork, suchasusingthetitle ' test-lab'to describeall thesubnets
in a testlab environment.

shared-networ k name {
option domain-name "test.redhat.c om";
option domain-name-ser ve rs ns1.redhat.com , ns2.redhat.com ;
option routers 192.168.0.254;
more parameters for EXAMPLEshared-network
subnet 192.168.1.0 netmask 255.255.252.0 {

parameters for subnet
range 192.168.1.1 192.168.1.254;

}
subnet 192.168.2.0 netmask 255.255.252.0 {

parameters for subnet
range 192.168.2.1 192.168.2.254;

}
}

Example24-2.Shared-network Declaration

As demonstratedin Example24-3, thegroup declarationcanbeusedto applyglobalparametersto a
groupof declarations.For example,sharednetworks,subnets,andhostscanbegrouped.

group {
option routers 192.168.1.254 ;
option subnet-mask 255.255.255.0 ;

option domain-name "example.com" ;
option domain-name-se rv er s 192.168.1.1;

option time-offset -18000; # Eastern Standard Time

host apex {
option host-name "apex.example .c om";
hardware ethernet 00:A0:78:8E:9E :A A;
fixed-address 192.168.1.4;

}

host raleigh {
option host-name "raleigh.exam pl e. co m";
hardware ethernet 00:A1:DD:74:C3 :F 2;
fixed-address 192.168.1.6;

}
}

Example24-3.Group Declaration

To con�gure a DHCP server that leasesa dynamicIP addressto a systemwithin a subnet,modify
Example24-4 with your values.It declaresa default leasetime, maximumleasetime, andnetwork
con�gurationvaluesfor theclients.ThisexampleassignsIP addressesin therange 192.168.1.10and
192.168.1.100to client systems.
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default-lease -t im e 600;
max-lease-tim e 7200;
option subnet-mask 255.255.255.0;
option broadcast-addr ess 192.168.1.255 ;
option routers 192.168.1.254;
option domain-name-se rve rs 192.168.1.1, 192.168.1.2;
option domain-name "example.com";

subnet 192.168.1.0 netmask 255.255.255.0 {
range 192.168.1.10 192.168.1.100;

}

Example24-4.RangeParameter

To assignanIP addressto a client basedon theMAC addressof thenetwork interfacecard,usethe
hardware ethernet parameterwithin a host declaration.As demonstratedin Example24-5,
the host apex declarationspeci�es that the network interface card with the MAC address
00:A0:78:8E:9E:AAalwaysreceivestheIP address192.168.1.4.

Notethattheoptionalparameterhost-name canalsobeusedto assigna hostnameto theclient.

host apex {
option host-name "apex.example. co m";
hardware ethernet 00:A0:78:8E:9E: AA;
fixed-address 192.168.1.4;

}

Example24-5.Static IP Addr essusingDHCP

Tip

The sample con�gur ation �le provided can be used as a starting point and custom con�gur ation
options can be added to it. To copy it to the proper location, use the following command:

cp /usr/share/doc/dhcp- < version-number > /dhcpd.conf.sample /etc/dhcpd.conf

(where < version-number > is the DHCP version number).

For acompletelist of optionstatementsandwhatthey do, referto thedhcp-options manpage.

24.2.2. Lease Database
On the DHCP server, the �le /var/lib/dhcp/dhcpd.leases stores the DHCP client lease
database.This �le should not be modi�ed by hand. DHCP leaseinformation for eachrecently
assignedIP addressis automaticallystoredin theleasedatabase.Theinformationincludesthelength
of the lease,to whomtheIP addresshasbeenassigned,thestartandenddatesfor the lease,andthe
MAC addressof thenetwork interfacecardthatwasusedto retrieve thelease.

All timesin theleasedatabasearein GreenwichMeanTime(GMT), not local time.

Theleasedatabaseis recreatedfrom time to time sothatit is not too large.First,all known leasesare
saved in a temporaryleasedatabase.The dhcpd.leases �le is renameddhcpd.leases~ andthe
temporaryleasedatabaseis written to dhcpd.leases .
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TheDHCPdaemoncouldbekilled or thesystemcouldcrashaftertheleasedatabasehasbeenrenamed
to the backup�le but beforethe new �le hasbeenwritten. If this happens,the dhcpd.leases �le
doesnot exist, but it is requiredto starttheservice.Do not createa new lease�le. If you do, all old
leasesarelost which causesmany problems.Thecorrectsolutionis to renamethe dhcpd.leases~
backup�le to dhcpd.leases andthenstartthedaemon.

24.2.3. Star ting and Stopping the Server

Impor tant

When the DHCP server is started for the �rst time, it fails unless the dhcpd.leases �le exists. Use
the command touch /var/lib/dhcp/dhcp d. lea ses to create the �le if it does not exist.

If the same server is also running BIND as a DNS server, this step is not necessary, as starting the
named service automatically checks for a dhcpd.leases �le .

To startthe DHCP service,usethe command/sbin/service dhcpd start . To stopthe DHCP
server, usethecommand/sbin/service dhcpd stop .

By default, the DHCP servicedoesnot start at boot time. To con�gure the daemonto start auto-
maticallyat boot time, refer to Chapter20Controlling Accessto Servicesfor informationon how to
manageservices.

If more than one network interface is attachedto the system,but the DHCP server shouldonly
be startedon one of the interfaces,con�gure the DHCP server to start only on that device. In
/etc/sysconfig/dhcpd , addthenameof theinterfaceto thelist of DHCPDARGS:

# Command line options here
DHCPDARGS=eth0

This is usefulfor a �re wall machinewith two network cards.Onenetwork cardcanbecon�guredasa
DHCPclient to retrieve anIP addressto theInternet.Theothernetwork cardcanbeusedasa DHCP
server for theinternalnetwork behindthe�re wall. Specifyingonly thenetwork cardconnectedto the
internalnetwork makesthesystemmoresecurebecauseuserscannot connectto thedaemonvia the
Internet.

Othercommandline optionsthatcanbespeci�ed in /etc/sysconfig/dhcpd include:

• -p < portnum > — Specifythe UDP port numberon which dhcpd shouldlisten.Thedefault is
port 67. The DHCP server transmitsresponsesto the DHCP clientsat a port numberonegreater
thantheUDP port speci�ed.For example,if thedefault port 67 is used,theserver listenson port
67 for requestsandresponsesto theclientonport68.If aport is speci�edhereandtheDHCPrelay
agentis used,thesameport onwhich theDHCPrelayagentshouldlistenmustbespeci�ed.Refer
to Section24.2.4DHCPRelayAgent for details.

• -f — Runthedaemonasa foregroundprocess.This is mostlyusedfor debugging.

• -d — Log the DHCP server daemonto thestandarderror descriptor. This is mostly usedfor de-
bugging.If this is not speci�ed,thelog is written to /var/log/messages .

• -cf < filename > — Specify the location of the con�guration �le. The default location is
/etc/dhcpd.conf .

• -lf < filename > — Specifythelocationof theleasedatabase�le. If aleasedatabase�le already
exists, it is very importantthat the same�le be usedevery time the DHCP server is started.It is
strongly recommendedthat this option only be usedfor debugging purposeson non-production
machines.Thedefault locationis /var/lib/dhcp/dhcpd.leases .
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• -q — Do not print theentirecopyright messagewhenstartingthedaemon.

24.2.4. DHCP Relay Agent
The DHCP Relay Agent (dhcrelay ) allows for the relay of DHCP and BOOTP requestsfrom a
subnetwith noDHCPserver on it to oneor moreDHCPserversonothersubnets.

Whena DHCPclient requestsinformation,theDHCPRelayAgentforwardstherequestto thelist of
DHCPserversspeci�edwhentheDHCPRelayAgentis started.WhenaDHCPserver returnsareply,
thereply is broadcastor unicaston thenetwork thatsenttheoriginal request.

TheDHCPRelayAgentlistensfor DHCPrequestsonall interfacesunlesstheinterfacesarespeci�ed
in /etc/sysconfig/dhcrelay with the INTERFACESdirective.

To starttheDHCPRelayAgent,usethecommandservice dhcrelay start .

24.3. Con�guring a DHCP Client
The�rst stepfor con�guring aDHCPclientis to makesurethekernelrecognizesthenetwork interface
card.Mostcardsarerecognizedduringtheinstallationprocessandthesystemis con�guredto usethe
correctkernelmodulefor the card.If a cardis addedafter installation,Kudzu1 shouldrecognizeit
and prompt for the con�guration of the correspondingkernel modulefor it. Be sureto checkthe
HardwareCompatibilityList availableat http://hardware.redhat.com/hcl/. If the network cardis not
con�gured by the installationprogramor Kudzu andyou know which kernelmoduleto load for it,
referto Chapter38KernelModulesfor detailson loadingkernelmodules.

To con�gure a DHCP client manually, modify the /etc/sysconfig/network
�le to enable networking and the con�guration �le for each network device in the
/etc/sysconfig/network-scripts directory. In this directory, each device should have a
con�guration�le namedifcfg-eth0 , whereeth0 is thenetwork device name.

The /etc/sysconfig/network �le shouldcontainthefollowing line:

NETWORKING=yes

TheNETWORKINGvariablemustbesetto yes if youwantnetworking to startat boottime.

The /etc/sysconfig/network-scripts/ifcfg-eth0 �le shouldcontainthefollowing lines:

DEVICE=eth0
BOOTPROTO=dhcp
ONBOOT=yes

A con�guration�le is neededfor eachdevice to becon�guredto useDHCP.

Otheroptionsfor thenetwork script include:

• DHCP_HOSTNAME— Only usethis optionif theDHCPserver requirestheclient to specifya host-
namebeforereceiving anIP address.(TheDHCPserverdaemonin RedHatEnterpriseLinux does
not supportthis feature.)

• PEERDNS=< answer > , where< answer > is oneof thefollowing:

1. Kudzu is a hardwareprobingtool run at systemboot time to determinewhat hardwarehasbeenaddedor

removedfrom thesystem.



Chapter 24.Dynamic Host Con�guration Protocol (DHCP) 193

• yes — Modify /etc/resolv.conf with informationfrom theserver. If usingDHCP, thenyes
is thedefault.

• no — Do notmodify /etc/resolv.conf .

• SRCADDR=< address > , where< address > is thespeci�edsourceIP addressfor outgoingpack-
ets.

• USERCTL=< answer > , where< answer > is oneof thefollowing:

• yes — Non-rootusersareallowedto controlthis device.

• no — Non-rootusersarenotallowedto controlthisdevice.

If you prefer using a graphicalinterface,refer to Chapter18NetworkCon�guration for detailson
usingtheNetwork Administration Tool to con�gure anetwork interfaceto useDHCP.

Tip

For advanced con�gur ations of client DHCP options such as protocol timing, lease requirements and
requests, dynamic DNS support, aliases, as well as a wide variety of values to override, prepend, or
append to client-side con�gur ations, refer to the dhclient and dhclient.conf man pages.

24.4. Additional Resour ces
For con�gurationoptionsnotcoveredhere,referto thefollowing resources.

24.4.1. Installed Documentation

• dhcpd manpage— Describeshow theDHCPdaemonworks.

• dhcpd.conf manpage— Explainshow to con�gure theDHCPcon�guration �le; includessome
examples.

• dhcpd.leases manpage— Explainshow to con�gure theDHCPleases�le; includessomeex-
amples.

• dhcp-options manpage— Explainsthe syntaxfor declaringDHCP optionsin dhcpd.conf ;
includessomeexamples.

• dhcrelay manpage— ExplainstheDHCPRelayAgentandits con�gurationoptions.

• /usr/share/doc/dhcp- < version > / — Containssample�les, README �les, and release
notesfor thespeci�c versionof theDHCPservice.
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Chapter 25.
Apac he HTTP Server Con�guration

Red Hat Enterprise Linux provides version 2.0 of the Apache HTTP Server. If you
want to migrate an existing con�guration �le by hand, refer to the migration guide at
/usr/share/doc/httpd- < ver > /migration.html or the RedHat EnterpriseLinux Reference
Guidefor details.

If youcon�guredtheApacheHTTP Server with theHTTP Con�guration Tool in previousversions
of RedHat EnterpriseLinux andthenperformedanupgrade,you canusetheHTTP Con�guration
Tool to migratethecon�guration �le to thenew format for version2.0.StarttheHTTP Con�gura-
tion Tool, make any changesto the con�guration, andsave it. The con�guration �le saved will be
compatiblewith version2.0.

Thehttpd andsystem-config-httpd RPM packagesneedto beinstalledto usetheHTTP Con-
�guration Tool. It alsorequirestheX Window Systemandroot access.To startthe application,go
to theMain Menu Button => SystemSettings=> Server Settings=> HTTP or typethecommand
system-config-httpd ata shellprompt(for example,in anXTermor GNOMETerminal).

TheHTTP Con�guration Tool allows you to con�gure the /etc/httpd/conf/httpd.conf con-
�guration �le for the ApacheHTTP Server. It doesnot usethe old srm.conf or access.conf
con�guration �les; leave themempty. Throughthe graphicalinterface,you cancon�gure directives
suchasvirtual hosts,loggingattributes,andmaximumnumberof connections.

Only modulesprovidedwith RedHat EnterpriseLinux canbecon�guredwith the HTTP Con�gu-
ration Tool. If additionalmodulesareinstalled,they cannotbecon�guredusingthis tool.

Caution

Do not edit the /etc/httpd/conf/ht tpd .c onf con�gur ation �le by hand if you wish to use this
tool. The HTTP Con�guration Tool generates this �le after you save your changes and exit the
program. If you want to add additional modules or con�gur ation options that are not available in
HTTP Con�guration Tool , you cannot use this tool.

Thegeneralstepsfor con�guring theApacheHTTP Server usingtheHTTP Con�guration Tool are
asfollows:

1. Con�gure thebasicsettingsundertheMain tab.

2. Click on theVirtual Hoststabandcon�gure thedefault settings.

3. UndertheVirtual Hoststab,con�gure theDefault Virtual Host.

4. To serve morethanoneURL or virtual host,addany additionalvirtual hosts.

5. Con�gure theserver settingsundertheServer tab.

6. Con�gure theconnectionssettingsunderthePerformanceTuning tab.

7. Copy all necessary�les to theDocumentRoot andcgi-bin directories.

8. Exit theapplicationandselectto saveyoursettings.
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25.1. Basic Settings
UsetheMain tabto con�gure thebasicserver settings.

Figure25-1.BasicSettings

Entera fully quali�ed domainnamethatyouhave theright to usein theServer Nametext area.This
optioncorrespondsto theServerName directive in httpd.conf . TheServerName directive setsthe
hostnameof theWebserver. It is usedwhencreatingredirectionURLs. If you do not de�ne a server
name,theWebserver attemptsto resolve it from theIP addressof thesystem.Theserver namedoes
not have to bethedomainnameresolved from the IP addressof theserver. For example,you might
settheserver nameto www.example.comwhile theserver's realDNSnameis foo.example.com.

Entertheemailaddressof thepersonwhomaintainstheWebserver in theWebmasteremail address
text area.This option correspondsto the ServerAdmin directive in httpd.conf . If you con�gure
theserver's errorpagesto containanemailaddress,thisemailaddressis usedsothatuserscanreport
aproblemto theserver's administrator. Thedefault valueis root@localhost.

UsetheAvailable Addr essesareato de�ne theportson which theserver acceptsincomingrequests.
This optioncorrespondsto theListen directive in httpd.conf . By default,RedHatcon�guresthe
ApacheHTTP Server to listento port 80 for non-secureWebcommunications.

Click theAdd button to de�ne additionalportson which to acceptrequests.A window asshown in
Figure25-2appears.EitherchoosetheListen to all addressesoptionto listento all IP addresseson
the de�ned port or specifya particularIP addressover which the server acceptsconnectionsin the
Addr ess�eld. Only specifyoneIP addressperportnumber. To specifymorethanoneIP addresswith
thesameport number, createanentryfor eachIP address.If atall possible,useanIP addressinstead
of a domainnameto prevent a DNS lookup failure. Refer to http://httpd.apache.org/docs-2.0/dns-
caveats.htmlfor moreinformationaboutIssuesRegardingDNSandApache.

Enteringanasterisk(*) in theAddr ess�eld is thesameaschoosingListen to all addresses. Clicking
theEdit buttonin theAvailable Addr essesframeshows thesamewindow astheAdd buttonexcept
with the�elds populatedfor theselectedentry. To deleteanentry, selectit andclick theDeletebutton.

Tip

If you set the server to listen to a port under 1024, you must be root to start it. For port 1024 and
above, httpd can be started as a regular user.
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Figure25-2.Available Addr esses

25.2. Default Settings
After de�ning the Server Name, Webmasteremail address, and Available Addr esses, click the
Virtual Hosts tab andclick the Edit Default Settingsbutton.A window asshown in Figure25-3
appears.Con�gure thedefault settingsfor your Webserver in this window. If you adda virtual host,
thesettingsyoucon�gure for thevirtual hosttake precedencefor thatvirtual host.For adirective not
de�ned within thevirtual hostsettings,thedefault valueis used.

25.2.1. Site Con�guration
The default valuesfor the Directory PageSearch List andErr or Pageswork for mostservers.If
youareunsureof thesesettings,donotmodify them.

Figure25-3.Site Con�guration
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The entrieslisted in the Directory PageSearch List de�ne the DirectoryIndex directive. The
DirectoryIndex is thedefaultpageservedby theserverwhenauserrequestsanindex of adirectory
by specifyinga forwardslash(/) at theendof thedirectoryname.

For example,whenauserrequeststhepagehttp://www.example.com/this_directory/ , they
aregoingto geteithertheDirectoryIndex page,if it exists,or aserver-generateddirectorylist. The
server tries to �nd oneof the �les listed in the DirectoryIndex directive andreturnsthe �rst one
it �nds. If it doesnot �nd any of these�les andif Options Indexes is setfor thatdirectory, the
server generatesandreturnsa list, in HTML format,of thesubdirectoriesand�les in thedirectory.

Use the Err or Code sectionto con�gure ApacheHTTP Server to redirectthe client to a local or
externalURL in the event of a problemor error. This option correspondsto the ErrorDocument
directive. If a problemor erroroccurswhena client triesto connectto theApacheHTTP Server, the
default action is to display the shorterror messageshown in the Err or Code column.To override
this default con�guration,selecttheerrorcodeandclick theEdit button.ChooseDefault to display
the default shorterror message.ChooseURL to redirectthe client to an externalURL andentera
completeURL, includingthehttp:// , in theLocation �eld. ChooseFile to redirecttheclient to an
internalURL andentera �le locationunderthedocumentroot for theWebserver. Thelocationmust
begin theaslash(/) andberelative to theDocumentRoot.

For example, to redirect a 404 Not Found error code to a webpagethat you createdin a �le
called 404.html , copy 404.html to DocumentRoot /../error/404.html . In this case,
DocumentRoot is the Document Root directory that you have de�ned (the default is
/var/www/html/ ). If theDocumentRoot is left asthedefault location,the �le shouldbecopiedto
/var/www/error/404.html . Then,chooseFile asthe Behavior for 404 - Not Found error code
andenter/error/404.html astheLocation.

FromtheDefault Err or PageFooter menu,youcanchooseoneof thefollowing options:

• Show footer with email address— Displaythedefault footerat thebottomof all errorpagesalong
with theemailaddressof thewebsitemaintainerspeci�edby theServerAdmin directive. Referto
Section25.3.1.1General Optionsfor informationaboutcon�guring theServerAdmin directive.

• Show footer — Displayjust thedefault footerat thebottomof errorpages.

• No footer — Do not displaya footerat thebottomof errorpages.

25.2.2. Log ging
UsetheLogging tabto con�gure optionsfor speci�c transferanderrorlogs.

By default, theserverwritesthetransferlog to the /var/log/httpd/access_log �le andtheerror
log to the/var/log/httpd/error_log �le.

Thetransferlog containsa list of all attemptsto accesstheWebserver. It recordstheIP addressof the
client that is attemptingto connect,thedateandtime of theattempt,andthe �le on theWebserver
that it is trying to retrieve. Enterthe nameof the pathand�le in which to storethis information.If
thepathand�le namedo not startwith a slash(/), thepathis relative to theserver root directoryas
con�gured.This optioncorrespondsto theTransferLog directive.
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Figure25-4.Logging

You cancon�gure a customlog format by checkingUsecustom logging facilities andenteringa
customlog stringin theCustomLog String �eld. Thiscon�gurestheLogFormat directive. Referto
http://httpd.apache.org/docs-2.0/mod/mod_log_con�g.html#formats for detailson theformatof this
directive.

Theerrorlog containsalist of any servererrorsthatoccur. Enterthenameof thepathand�le in which
to storethis information.If thepathand�le namedo not startwith a slash(/), thepathis relative to
theserver rootdirectoryascon�gured.Thisoptioncorrespondsto theErrorLog directive.

UsetheLog Level menuto settheverbosityof theerrormessagesin theerrorlogs.It canbeset(from
leastverboseto mostverbose)to emerg, alert, crit, error, warn, notice, info or debug. This option
correspondsto theLogLevel directive.

The valuechosenwith the ReverseDNS Lookup menude�nes the HostnameLookups directive.
ChoosingNo ReverseLookup setsthevalueto off. ChoosingReverseLookup setsthevalueto on.
ChoosingDouble ReverseLookup setsthevalueto double.

If youchooseReverseLookup, yourserverautomaticallyresolvestheIP addressfor eachconnection
which requestsa documentfrom your Webserver. Resolvingthe IP addressmeansthat your server
makesoneor moreconnectionsto the DNS in orderto �nd out the hostnamethat correspondsto a
particularIP address.

If youchooseDoubleReverseLookup, yourserver performsadouble-reverseDNS.In otherwords,
aftera reverselookupis performed,a forward lookup is performedon theresult.At leastoneof the
IP addressesin theforwardlookupmustmatchtheaddressfrom the�rst reverselookup.

Generally, you shouldleave this optionsetto No ReverseLookup, becausetheDNS requestsadda
loadto yourserverandmayslow it down. If yourserver is busy, theeffectsof trying to performthese
reverselookupsor doublereverselookupsmaybequitenoticeable.

Reverselookupsanddoublereverselookupsarealsoan issuefor the Internetasa whole.Eachin-
dividual connectionmadeto look up eachhostnameaddsup. Therefore,for your own Webserver's
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bene�t, aswell asfor theInternet's bene�t, youshouldleave this optionsetto No ReverseLookup.

25.2.3. Envir onment Variab les
Usethe Environment tab to con�gure optionsfor speci�c variablesto set,pass,or unsetfor CGI
scripts.

Sometimesit is necessaryto modifyenvironmentvariablesfor CGI scriptsor server-sideinclude(SSI)
pages.TheApacheHTTPServercanusethemod_env moduleto con�gure theenvironmentvariables
which arepassedto CGI scriptsandSSIpages.Usethe Environment Variables pageto con�gure
thedirectivesfor thismodule.

UsetheSet for CGI Scripts sectionto setanenvironmentvariablethat is passedto CGI scriptsand
SSIpages.For example,to settheenvironmentvariableMAXNUMto 50, click theAdd buttoninsidethe
Setfor CGI Script section,asshown in Figure25-5, andtypeMAXNUMin theEnvironmentVariable
text �eld and50 in theValue to settext �eld. Click OK to addit to thelist. TheSetfor CGI Scripts
sectioncon�gurestheSetEnv directive.

UsethePassto CGI Scripts sectionto passthevalueof anenvironmentvariablewhentheserver is
�rst startedto CGI scripts.To seethisenvironmentvariable,typethecommandenv atashellprompt.
Click theAdd buttoninsidethePassto CGI Scripts sectionandenterthenameof theenvironment
variablein the resultingdialogbox. Click OK to addit to the list. ThePassto CGI Scripts section
con�guresthePassEnv directive.

Figure25-5.Environment Variables

To remove anenvironmentvariablesothat thevalueis not passedto CGI scriptsandSSIpages,use
theUnset for CGI Scripts section.Click Add in theUnset for CGI Scripts section,andenterthe
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nameof the environmentvariableto unset.Click OK to add it to the list. This correspondsto the
UnsetEnv directive.

Toeditany of theseenvironmentvalues,selectit from thelist andclick thecorrespondingEdit button.
To deleteany entryfrom thelist, selectit andclick thecorrespondingDeletebutton.

To learnmoreaboutenvironmentvariablesin theApacheHTTP Server, referto thefollowing:

http://httpd.apache.org/docs-2.0/env.html

25.2.4. Directories
Usethe Directoriespagein the Performance tab to con�gure optionsfor speci�c directories.This
correspondsto the< Directory > directive.

Figure25-6.Directories

Click the Edit button in the top right-handcornerto con�gure the Default Dir ectory Options for
all directoriesthat arenot speci�ed in the Directory list below it. The optionsthat you chooseare
listedastheOptions directive within the < Directory > directive. Youcancon�gure thefollowing
options:

• ExecCGI — Allow executionof CGI scripts.CGI scriptsarenot executedif this option is not
chosen.

• FollowSymLinks — Allow symboliclinks to befollowed.

• Includes — Allow server-sideincludes.
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• IncludesNOEXEC — Allow server-side includes,but disablethe #exec and #include com-
mandsin CGI scripts.

• Indexes— Displaya formattedlist of the directory's contents,if no DirectoryIndex (suchas
index.html ) existsin therequesteddirectory.

• Multi view — Supportcontent-negotiatedmultiviews; thisoptionis disabledby default.

• SymLinksIfOwnerMatch — Only follow symboliclinks if thetarget�le or directoryhasthesame
ownerasthelink.

To specify optionsfor speci�c directories,click the Add button besidethe Directory list box. A
window asshown in Figure25-7appears.Enterthedirectoryto con�gure in theDirectory text �eld at
thebottomof thewindow. Selecttheoptionsin theright-handlist andcon�gure the Order directive
with the left-handside options.The Order directive controls the order in which allow and deny
directivesareevaluated.In theAllow hostsfr om andDenyhostsfr om text �eld, youcanspecifyone
of thefollowing:

• Allow all hosts— Typeall to allow accessto all hosts.

• Partial domainname— Allow all hostswhosenamesmatchor endwith thespeci�edstring.

• Full IP address— Allow accessto aspeci�c IP address.

• A subnet— Suchas192.168.1.0/255.255.255.0

• A network CIDR speci�cation— suchas10.3.0.0/16

Figure25-7.Directory Settings

If you checkthe Let .htaccess�les override dir ectory options, the con�guration directives in the
.htaccess �le take precedence.
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25.3. Vir tual Hosts Settings
Virtual hostsallow you to rundifferentserversfor differentIP addresses,differenthostnames,or dif-
ferentportson thesamemachine.For example,youcanrun thewebsitefor http://www.example.com
andhttp://www.anotherexample.comon the sameWeb server usingvirtual hosts.This option cor-
respondsto the < VirtualHost> directive for the default virtual hostandIP basedvirtual hosts.It
correspondsto the< NameVirtualHost > directive for anamebasedvirtual host.

The directives set for a virtual host only apply to that particularvirtual host. If a directive is set
server-wide usingthe Edit Default Settingsbuttonandnot de�ned within the virtual hostsettings,
thedefault settingis used.For example,youcande�ne a Webmasteremail addressin theMain tab
andnot de�ne individual emailaddressesfor eachvirtual host.

TheHTTP Con�guration Tool includesadefault virtual hostasshown in Figure25-8.

Figure25-8.Virtual Hosts

http://httpd.apache.org/docs-2.0/vhosts/ and the ApacheHTTP Server documentationon your ma-
chineprovide moreinformationaboutvirtual hosts.

25.3.1. Adding and Editing a Vir tual Host
To adda virtual host,click theVirtual Hoststabandthenclick theAdd button.You canalsoedit a
virtual hostby selectingit andclicking theEdit button.

25.3.1.1. General Options

TheGeneralOptions settingsonly applyto thevirtual hostthatyouarecon�guring. Setthenameof
thevirtual hostin theVirtual Host Nametext area.Thisnameis usedby HTTP Con�guration Tool
to distinguishbetweenvirtual hosts.

Set the Document Root Directory valueto the directorythat containsthe root document(suchas
index.html) for the virtual host.This optioncorrespondsto the DocumentRoot directive within the
< VirtualHost > directive. Thedefault DocumentRoot is /var/www/html .

TheWebmasteremail addresscorrespondsto theServerAdmin directive within theVirtualHost
directive. This emailaddressis usedin thefooterof errorpagesif you chooseto show a footerwith
anemailaddresson theerrorpages.
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In the Host Information section,chooseDefault Virtual Host, IP basedVirtual Host, or Name
basedVirtual Host.

Default Virtual Host

Youshouldonly con�gure onedefault virtual host(rememberthatthereis onesetupby default).
Thedefault virtual hostsettingsareusedwhentherequestedIP addressis not explicitly listedin
anothervirtual host.If thereis nodefault virtual hostde�ned, themainserver settingsareused.

IP basedVirtual Host

If you chooseIP basedVirtual Host, a window appearsto con�gure the < VirtualHost> di-
rective basedon theIP addressof theserver. Specifythis IP addressin the IP address�eld. To
specifymultiple IP addresses,separateeachIP addresswith spaces.To specifya port, usethe
syntaxIP Address:Port . Use"colon,asterisk"(:* ) to con�gureall portsfor theIP address.
Specifythehostnamefor thevirtual hostin theServer Host Name�eld.

NamebasedVirtual Host

If youchooseNamebasedVirtual Host, awindow appearsto con�guretheNameVirtualHost
directive basedonthehostnameof theserver. SpecifytheIP addressin theIP address�eld. To
specifymultiple IP addresses,separateeachIP addresswith spaces.To specifya port, usethe
syntaxIP Address:Port . Use"colon,asterisk"(:* ) to con�gureall portsfor theIP address.
Specifythehostnamefor thevirtual hostin theServer Host Name�eld. In theAliasessection,
click Add to adda hostnamealias.Adding analiashereaddsa ServerAlias directive within
the NameVirtualHost directive.

25.3.1.2. SSL

Note

You cannot use name based virtual hosts with SSL because the SSL handshake (when the browser
accepts the secure Web server's certi�cate) occurs before the HTTP request, which identi�es the
appropriate name based virtual host. If you plan to use name-based virtual hosts, remember that
they only work with your non-secure Web server.
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Figure25-9.SSL Support

If anApacheHTTP Server is not con�guredwith SSLsupport,communicationsbetweenanApache
HTTP Server andits clientsarenot encrypted.This is appropriatefor websiteswithout personalor
con�dential information.For example,anopensourcewebsitethatdistributesopensourcesoftware
anddocumentationhasno needfor securecommunications.However, an ecommercewebsitethat
requirescredit cardinformationshouldusetheApacheSSLsupportto encryptits communications.
EnablingApacheSSLsupportenablestheuseof themod_ssl securitymodule.To enableit through
the HTTP Con�guration Tool, you must allow accessthroughport 443 underthe Main tab =>
Available Addr esses. Refer to Section25.1BasicSettingsfor details.Then,selectthe virtual host
namein theVirtual Hoststab,click theEdit button,chooseSSLfrom theleft-handmenu,andcheck
the Enable SSL Support option asshown in Figure25-9. The SSL Con�guration sectionis pre-
con�guredwith thedummydigital certi�cate. Thedigital certi�cate providesauthenticationfor your
secureWebserver andidenti�es the secureserver to client Webbrowsers.You mustpurchaseyour
own digital certi�cate.Donotusethedummyoneprovidedfor yourwebsite.Fordetailsonpurchasing
aCA-approveddigital certi�cate, referto theChapter26ApacheHTTPSecure ServerCon�guration.

25.3.1.3. Additional Vir tual Host Options

TheSiteCon�guration , EnvironmentVariables, andDirectoriesoptionsfor thevirtualhostsarethe
samedirectivesthatyousetwhenyouclickedtheEdit Default Settingsbutton,excepttheoptionsset
herearefor theindividualvirtual hoststhatyouarecon�guring.Referto Section25.2DefaultSettings
for detailson theseoptions.
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25.4. Server Settings
TheServer taballows youto con�gurebasicserversettings.Thedefault settingsfor theseoptionsare
appropriatefor mostsituations.

Figure25-10.Server Con�guration

The Lock File value correspondsto the LockFile directive. This directive setsthe path to the
lock�le usedwhen the server is compiled with either USE_FCNTL_SERIALIZED_ACCEPTor
USE_FLOCK_SERIALIZED_ACCEPT. It mustbestoredon the local disk. It shouldbe left to the
defaultvalueunlessthe logs directoryis locatedonanNFSshare.If this is thecase,thedefault value
shouldbechangedto a locationon thelocaldisk andto a directorythatis readableonly by root.

The PID File valuecorrespondsto the PidFile directive. This directive setsthe �le in which the
server recordsits processID (pid). This �le shouldonly bereadableby root. In mostcases,it should
beleft to thedefault value.

The Core Dump Directory valuecorrespondsto the CoreDumpDirectory directive. The Apache
HTTP Server tries to switch to this directorybeforeexecutinga coredump.Thedefault valueis the
ServerRoot . However, if theuserthattheserverrunsascannotwrite to thisdirectory, thecoredump
cannotbewritten.Changethisvalueto adirectorywritableby theusertheserver runsas,if youwant
to write thecoredumpsto disk for debuggingpurposes.

The User value correspondsto the User directive. It setsthe useridusedby the server to answer
requests.This user's settingsdeterminetheserver's access.Any �les inaccessibleto this userarealso
inaccessibleto yourwebsite's visitors.Thedefault for User is apache.

The usershouldonly have privilegesso that it canaccess�les which aresupposedto be visible to
theoutsideworld. Theuseris alsotheownerof any CGI processesspawnedby theserver. Theuser
shouldnotbeallowedto executeany codewhich is not intendedto bein responseto HTTPrequests.

Warning

Unless you know exactly what you are doing, do not set the User directive to root. Using root as the
User creates large security holes for your Web server.

Theparenthttpd process�rst runsasrootduringnormaloperations,but is thenimmediatelyhanded
off to theapacheuser. Theservermuststartasrootbecauseit needsto bindto aportbelow 1024.Ports
below 1024arereservedfor systemuse,sothey cannot beusedby anyonebut root.Oncetheserver
hasattacheditself to its port,however, it handstheprocessoff to theapacheuserbeforeit acceptsany
connectionrequests.
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The Group value correspondsto the Group directive. The Group directive is similar to the User
directive. Group setsthe groupunderwhich the server answersrequests.The default groupis also
apache.

25.5. Performance Tuning
Click on thePerformance Tuning tab to con�gure the maximumnumberof child server processes
youwantandtocon�guretheApacheHTTPServeroptionsfor clientconnections.Thedefaultsettings
for theseoptionsareappropriatefor mostsituations.Altering thesesettingsmay affect the overall
performanceof yourWebserver.

Figure25-11.PerformanceTuning

SetMax Number of Connectionsto themaximumnumberof simultaneousclient requeststhat the
servercanhandle.For eachconnection,achild httpd processis created.After thismaximumnumber
of processesis reached,nooneelsecanconnectto theWebserveruntil achild serverprocessis freed.
You cannot set this value to higher than256 without recompiling.This option correspondsto the
MaxClients directive.

Connection Timeout de�nes, in seconds,the amountof time that your server waits for receipts
andtransmissionsduringcommunications.Speci�cally, ConnectionTimeout de�neshow long your
server waits to receive a GET request,how long it waits to receive TCPpacketson a POSTor PUT
request,andhow long it waits betweenACKs respondingto TCP packets.By default, Connection
Timeout is setto 300seconds,which is appropriatefor mostsituations.This optioncorrespondsto
theTimeOut directive.

Set the Max requestsper connection to the maximumnumberof requestsallowed per persistent
connection.The default value is 100, which shouldbe appropriatefor mostsituations.This option
correspondsto theMaxRequestsPerChild directive.

If you checkthe Allow unlimited requestsper connectionoption, the MaxKeepAliveRequests
directive is setto 0 andunlimitedrequestsareallowed.

If you unchecktheAllow PersistentConnectionsoption,theKeepAlive directive is setto false.If
you checkit, theKeepAlive directive is setto true,andtheKeepAliveTimeout directive is setto
thenumberthatis selectedastheTimeout for next Connectionvalue.Thisdirective setsthenumber
of secondsyourserverwaitsfor asubsequentrequest,aftera requesthasbeenserved,beforeit closes
theconnection.Oncea requesthasbeenreceived,theConnectionTimeout valueappliesinstead.

Settingthe PersistentConnectionsto a high valuemay causethe server to slow down, depending
on how many usersaretrying to connectto it. Thehigherthenumber, themoreserver processesare
waiting for anotherconnectionfrom thelastclient thatconnectedto it.
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25.6. Saving Your Settings
If you do not wantto save your ApacheHTTP Server con�gurationsettings,click theCancelbutton
in thebottomright cornerof the HTTP Con�guration Tool window. You arepromptedto con�rm
thisdecision.If youclick Yesto con�rm thischoice,yoursettingsarenotsaved.

If you want to save your ApacheHTTP Server con�guration settings,click the OK button in the
bottomright cornerof theHTTP Con�guration Tool window. A dialogwindow appears.If you an-
swerYes, yoursettingsaresavedin /etc/httpd/conf/httpd.conf . Rememberthatyouroriginal
con�guration�le is overwrittenwith yournew settings.

If this is the �rst time thatyou have usedthe HTTP Con�guration Tool, a dialogwindow appears,
warningyouthatthecon�guration�le hasbeenmanuallymodi�ed. If theHTTP Con�guration Tool
detectsthat the httpd.conf con�guration �le hasbeenmanuallymodi�ed, it savesthe manually
modi�ed �le as/etc/httpd/conf/httpd.conf.bak .

Impor tant

After saving your settings, you must restart the httpd daemon with the command service httpd
restart . You must be logged in as root to execute this command.

25.7. Additional Resour ces
To learnmoreabouttheApacheHTTPServer, referto thefollowing resources.

25.7.1. Installed Documentation

• /usr/share/docs/httpd- < version > /migration.html — TheApacheMigrationHOWTO
documentcontainsa list of changesfrom version1.3 to version2.0 aswell asinformationabout
how to migrationthecon�guration�le manually.

25.7.2. Useful Websites

• http://www.apache.org/ — TheApacheSoftware Foundation.

• http://httpd.apache.org/docs-2.0/— TheApacheSoftwareFoundation's documentationonApache
HTTP Server version2.0,includingtheApacheHTTPServerVersion2.0User's Guide.

• http://www.redhat.com/support/resources/web_ftp/apache.html— RedHatSupportmaintainsalist
of usefulApacheHTTPServer links.

• http://www.redhat.com/support/docs/faqs/RH-apache-FAQ/book1.html — TheApacheCentralized
Knowledgebasecompiledby RedHat.

25.7.3. Related Books

• Apache: TheDe�nitive Guideby BenLaurieandPeterLaurie;O'Reilly & Associates,Inc.

• RedHat EnterpriseLinux ReferenceGuide; Red Hat, Inc. — This companionmanualincludes
instructionsfor migratingfrom ApacheHTTP Server version1.3 to ApacheHTTP Server version
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2.0 manually, moredetailsabouttheApacheHTTP Server directives,andinstructionsfor adding
modulesto theApacheHTTP Server.
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Chapter 26.
Apac he HTTP Secure Server Con�guration

26.1. Intr oduction
This chapterprovides basic information on the ApacheHTTP Server with the mod_ssl security
moduleenabledto usetheOpenSSLlibrary andtoolkit. Thecombinationof thesethreecomponents
arereferredto in thischapterasthesecureWebserver or just asthesecureserver.

Themod_ssl moduleis a securitymodulefor theApacheHTTP Server. Themod_ssl moduleuses
the tools provided by the OpenSSLProject to add a very importantfeatureto the ApacheHTTP
Server— theability to encryptcommunications.In contrast,regularHTTPcommunicationsbetween
a browseranda Webserver aresentin plain text, which couldbe interceptedandreadby someone
alongtheroutebetweenthebrowserandtheserver.

This chapteris not meantto be completeandexclusive documentationfor any of theseprograms.
Whenpossible,thisguidepointsto appropriateplaceswhereyoucan�nd morein-depthdocumenta-
tion onparticularsubjects.

This chaptershows you how to install theseprograms.You can also learn the stepsnecessaryto
generatea privatekey anda certi�cate request,how to generateyour own self-signedcerti�cate, and
how to install a certi�cate to usewith yoursecureserver.

The mod_ssl con�guration �le is locatedat /etc/httpd/conf.d/ssl.conf . For this �le to be
loaded,andhencefor mod_ssl to work, you musthave the statementInclude conf.d/*.conf
in the /etc/httpd/conf/httpd.conf �le. This statementis includedby default in the default
ApacheHTTP Server con�guration�le.

26.2. An Overview of Security-Related Packages
To enablethesecureserver, youmusthave thefollowing packagesinstalledat aminimum:

httpd

Thehttpd packagecontainsthehttpd daemonandrelatedutilities, con�guration �les, icons,
ApacheHTTP Server modules,manpages,andother�les usedby theApacheHTTP Server.

mod_ssl

Themod_ssl packageincludesthe mod_ssl module,which providesstrongcryptographyfor
the ApacheHTTP Server via the SecureSockets Layer (SSL) and TransportLayer Security
(TLS) protocols.

openssl

Theopenssl packagecontainstheOpenSSLtoolkit. TheOpenSSLtoolkit implementstheSSL
andTLS protocols,andalsoincludesa generalpurposecryptographylibrary.

Additionally, othersoftwarepackagesprovidecertainsecurityfunctionalities(but arenot requiredby
thesecureserver to function):
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httpd-devel

The httpd-devel packagecontainsthe ApacheHTTP Server include�les, header�les, and
theAPXS utility. You needall of theseif you intendto load any extra modules,otherthanthe
modulesprovidedwith this product.Referto theRedHat EnterpriseLinux ReferenceGuidefor
moreinformationon loadingmodulesonto your secureserver usingApache's dynamicshared
object(DSO)functionality.

If you do not intendto loadothermodulesontoyour ApacheHTTP Server, you do not needto
install thispackage.

OpenSSHpackages

The OpenSSHpackagesprovide the OpenSSHset of network connectivity tools for logging
into andexecutingcommandson a remotemachine.OpenSSHtoolsencryptall traf�c (includ-
ing passwords),soyou canavoid eavesdropping,connectionhijacking,andotherattackson the
communicationsbetweenyour machineandtheremotemachine.

Theopenssh packageincludescore�les neededby boththeOpenSSHclient programsandthe
OpenSSHserver. The openssh packagealsocontainsscp , a securereplacementfor rcp (for
securelycopying �les betweenmachines).

Theopenssh-askpass packagesupportsthedisplayof a dialogwindow which promptsfor a
password duringuseof theOpenSSHagent.

Theopenssh-askpass-gnome packagecanbeusedin conjunctionwith theGNOMEdesktop
environmentto displaya graphicaldialogwindow whenOpenSSHprogramspromptfor apass-
word. If youarerunningGNOMEandusingOpenSSHutilities, youshouldinstall thispackage.

The openssh-server packagecontainsthe sshd secureshell daemonandrelated�les. The
secureshelldaemonis theserver sideof theOpenSSHsuiteandmustbeinstalledon your host
to allow SSHclientsto connectto yourhost.

The openssh-clients packagecontainsthe client programsneededto make encryptedcon-
nectionsto SSHservers,including the following: ssh , a securereplacementfor rsh ; sftp , a
securereplacementfor ftp (for transferring�les betweenmachines);andslogin , a securere-
placementfor rlogin (for remotelogin) andtelnet (for communicatingwith anotherhostvia
theTelnetprotocol).

For moreinformationaboutOpenSSH,seeChapter21OpenSSH, theRedHat EnterpriseLinux
ReferenceGuide, andtheOpenSSHwebsiteat http://www.openssh.com/.

openssl-devel

Theopenssl-devel packagecontainsthestaticlibrariesandtheinclude�le neededto compile
applicationswith supportfor variouscryptographicalgorithmsandprotocols.Youneedto install
this packageonly if you aredevelopingapplicationswhich includeSSLsupport— you do not
needthispackageto useSSL.

stunnel

Thestunnel packageprovidestheStunnelSSLwrapper. StunnelsupportstheSSLencryption
of TCPconnections.It providesencryptionfor non-SSLawaredaemonsandprotocols(suchas
POP, IMAP, andLDAP) without requiringany changesto thedaemon's code.

Note

Newer implementations of various daemons now provide their services natively over SSL, such
as dovecot or OpenLDAP's slapd server, which may be more desirable than using stunnel .

For example, use of stunnel only provides wrapping of protocols, while the native support in
OpenLDAP's slapd can also handle in-band upgrades for using encryption in response to a
StartTLS client request.
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Table26-1 displaysa summaryof thesecureserver packagesandwhethereachpackageis optional
for theinstallationof a secureserver.

Package Name Optional?

httpd no

mod_ssl no

openssl no

httpd-devel yes

openssh yes

openssh-askpass yes

openssh-askpass-gnome yes

openssh-clients yes

openssh-server yes

openssl-devel yes

stunnel yes

Table 26-1.Security Packages

26.3. An Overview of Certi�cates and Security
Yoursecureserver providessecurityusingacombinationof theSecureSocketsLayer(SSL)protocol
and(in mostcases)adigital certi�cate from a Certi�cate Authority (CA). SSLhandlestheencrypted
communicationsaswell asthemutualauthenticationbetweenbrowsersandyour secureserver. The
CA-approved digital certi�cate providesauthenticationfor your secureserver (theCA putsits repu-
tationbehindits certi�cation of your organization's identity). Whenyour browseris communicating
usingSSLencryption,thehttps:// pre�x is usedat thebeginningof theUniform ResourceLocator
(URL) in thenavigationbar.

Encryptiondependsupontheuseof keys (think of themassecretencoder/decoderrings in datafor-
mat). In conventionalor symmetriccryptography, both endsof the transactionhave the samekey,
which they useto decodeeachother's transmissions.In publicor asymmetriccryptography, two keys
co-exist: a public key anda privatekey. A personor anorganizationkeepstheir privatekey a secret
andpublishestheirpublickey. Dataencodedwith thepublickey canonly bedecodedwith theprivate
key; dataencodedwith theprivatekey canonly bedecodedwith thepublickey.

To setup your secureserver, usepublic cryptographyto createa public andprivatekey pair. In most
cases,yousendyourcerti�cate request(includingyourpublickey), proofof yourcompany's identity,
andpaymentto aCA. TheCA veri�es thecerti�cate requestandyour identity, andthensendsbacka
certi�cate for your secureserver.

A secureserver usesa certi�cate to identify itself to Web browsers.You can generateyour own
certi�cate (calleda"self-signed"certi�cate),or youcangetacerti�cate from aCA. A certi�cate from
areputableCA guaranteesthatawebsiteis associatedwith aparticularcompany or organization.

Alternatively, you cancreateyour own self-signedcerti�cate. Note,however, thatself-signedcerti�-
catesshouldnot beusedin mostproductionenvironments.Self-signedcerti�catesarenot automati-
cally acceptedby a user's browser— usersarepromptedby thebrowserto acceptthecerti�cate and
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createthesecureconnection.Referto Section26.5Typesof Certi�cates for moreinformationon the
differencesbetweenself-signedandCA-signedcerti�cates.

Onceyou have a self-signedcerti�cate or a signedcerti�cate from theCA of your choice,you must
install it onyour secureserver.

26.4. Using Pre-Existing Keys and Certi�cates
If youalreadyhaveanexisting key andcerti�cate (for example,if youareinstallingthesecureserver
to replaceanothercompany's secureserver product),you can probablyuseyour existing key and
certi�cate with the secureserver. The following two situationsprovide instanceswhereyou arenot
ableto useyourexisting key andcerti�cate:

• If youare changingyour IP addressor domainname— Certi�catesareissuedfor a particularIP
addressanddomainnamepair. You mustgeta new certi�cate if you arechangingyour IP address
or domainname.

• If youhavea certi�cate from VeriSignandyouare changingyour serversoftware — VeriSignis
a widely usedCA. If you alreadyhave a VeriSigncerti�cate for anotherpurpose,you may have
beenconsideringusingyour existing VeriSigncerti�cate with your new secureserver. However,
you arenot beallowed to becauseVeriSignissuescerti�catesfor onespeci�c server softwareand
IP address/domainnamecombination.

If you changeeitherof thoseparameters(for example,if you previously useda different secure
server product),the VeriSigncerti�cate you obtainedto usewith the previous con�guration will
not work with thenew con�guration.Youmustobtainanew certi�cate.

If youhaveanexistingkey andcerti�cate thatyoucanuse,youdonothaveto generateanew key and
obtainanew certi�cate.However, youmayneedto moveandrenamethe�les whichcontainyourkey
andcerti�cate.

Moveyour existing key �le to:

/etc/httpd/conf/ssl.key/ serv er. key

Moveyour existing certi�cate �le to:

/etc/httpd/conf/ssl.crt/ serv er. crt

After youhave movedyourkey andcerti�cate,skip to Section26.9TestingTheCerti�cate.

If youareupgradingfrom theRedHatSecureWebServer, yourold key (httpsd.key ) andcerti�cate
(httpsd.crt ) arelocatedin /etc/httpd/conf/ . Moveandrenameyourkey andcerti�catesothat
thesecureserver canusethem.Usethefollowing two commandsto move andrenameyour key and
certi�cate �les:

mv /etc/httpd/con f/ ht tps d. ke y /etc/httpd/con f/ ss l. ke y/ se rv er .k ey
mv /etc/httpd/con f/ ht tps d. cr t /etc/httpd/con f/ ss l. cr t/ se rv er .c rt

Then,startyoursecureserver with thecommand:

/sbin/service httpd start

Youarepromptedto enteryourpassphrase.After you typeit in andpress[Enter], theserver starts.
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26.5. Types of Certi�cates
If you installedyour secureserver from the RPM packageprovided by RedHat, a randomkey and
a testcerti�cate aregeneratedandput into theappropriatedirectories.Beforeyou begin usingyour
secureserver, however, you must generateyour own key and obtain a certi�cate which correctly
identi�es yourserver.

Youneedakey andacerti�cate to operateyoursecureserver— whichmeansthatyoucaneithergen-
erateaself-signedcerti�cateor purchaseaCA-signedcerti�cate from aCA. Whatarethedifferences
betweenthetwo?

A CA-signedcerti�cate providestwo importantcapabilitiesfor your server:

• Browsers(usually) automaticallyrecognizethe certi�cate and allow a secureconnectionto be
made,without promptingtheuser.

• WhenaCA issuesasignedcerti�cate, they areguaranteeingtheidentity of theorganizationthatis
providing thewebpagesto thebrowser.

If your secureserver is beingaccessedby the public at large,your secureserver needsa certi�cate
signedby aCA sothatpeoplewhovisit yourwebsiteknow thatthewebsiteis ownedby theorganiza-
tion who claimsto own it. Beforesigninga certi�cate, a CA veri�es that theorganizationrequesting
thecerti�cate wasactuallywho they claimedto be.

MostWebbrowsersthatsupportSSLhave a list of CAs whosecerti�catesthey automaticallyaccept.
If abrowserencountersacerti�cate whoseauthorizingCA is not in thelist, thebrowseraskstheuser
to eitheracceptor declinetheconnection.

You cangeneratea self-signedcerti�cate for your secureserver, but beawarethata self-signedcer-
ti�cate doesnot provide thesamefunctionalityasa CA-signedcerti�cate. A self-signedcerti�cate is
not automaticallyrecognizedby mostWebbrowsersanddoesnot provide any guaranteeconcerning
the identity of the organizationthat is providing the website.A CA-signedcerti�cate providesboth
of theseimportantcapabilitiesfor a secureserver. If your secureserver is to beusedin a production
environment,aCA-signedcerti�cate is recommended.

Theprocessof gettingacerti�cate from aCA is fairly easy. A quickoverview is asfollows:

1. Createanencryptionprivateandpublic key pair.

2. Createacerti�cate requestbasedonthepublickey. Thecerti�cate requestcontainsinformation
aboutyour server andthecompany hostingit.

3. Sendthe certi�cate request,along with documentsproving your identity, to a CA. Red Hat
doesnotmakerecommendationsonwhichcerti�cateauthorityto choose.Yourdecisionmaybe
basedon your pastexperiences,on theexperiencesof your friendsor colleagues,or purelyon
monetaryfactors.

Onceyou have decidedupona CA, you needto follow theinstructionsthey provide on how to
obtainacerti�cate from them.

4. Whenthe CA is satis�ed that you are indeedwho you claim to be, they provide you with a
digital certi�cate.

5. Install this certi�cate onyoursecureserverandbegin handlingsecuretransactions.

Whetheryou aregettinga certi�cate from a CA or generatingyour own self-signedcerti�cate, the
�rst stepis to generateakey. Referto Section26.6Generating a Key for instructions.

26.6. Generating a Key
Youmustberoot to generateakey.
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First,usethecd commandto changeto the /etc/httpd/conf/ directory. Remove thefake key and
certi�cate thatweregeneratedduringtheinstallationwith thefollowing commands:

rm ssl.key/server .k ey
rm ssl.crt/server .c rt

Next, createyour own randomkey. Changeto the /usr/share/ssl/certs/ directoryandtypein
thefollowing command:

make genkey

Yoursystemdisplaysamessagesimilar to thefollowing:

umask 77 ; \
/usr/bin/open ss l genrsa -des3 1024 > /etc/httpd/co nf /s sl .k ey /s er ve r. ke y
Generating RSA private key, 1024 bit long modulus
.......++++++
............. .. .. .. .. ... .. .. .. .. .. .. .. .. .. .. .. .. .. .. .. .. .. .. .. .. ++++++
e is 65537 (0x10001)
Enter pass phrase:

You now mustenterin a passphrase.For securityreason,it shouldcontainat leasteightcharacters,
includenumbersand/orpunctuation,andit shouldnot beaword in adictionary. Also, rememberthat
yourpassphraseis casesensitive.

Note

You are required to remember and enter this passphrase every time you start your secure server. If
you forget this passphrase, the key must be completely re-generated.

Re-type the passphraseto verify that it is correct. Once you have typed it in correctly,
/etc/httpd/conf/ssl.key/server.key , the�le containingyourkey, is created.

Notethatif youdonot wantto typein apassphraseevery timeyoustartyoursecureserver, youmust
usethefollowing two commandsinsteadof make genkey to createthekey.

Usethefollowing commandto createyourkey:

/usr/bin/open ss l genrsa 1024 > /etc/httpd/co nf /s sl .k ey /s er ve r. ke y

Then,usethefollowing commandto makesurethepermissionsaresetcorrectlyfor the�le:

chmod go-rwx /etc/httpd/conf/ssl.key/se rve r.ke y

After you usethe above commandsto createyour key, you do not needto usea passphraseto start
yoursecureserver.

Caution

Disabling the passphrase feature for your secure server is a security risk. It is not recommended that
you disable the passphrase feature for secure server.
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Problemsassociatedwith notusingapassphrasearedirectly relatedto thesecuritymaintainedon the
hostmachine.For example,if anunscrupulousindividual compromisestheregularUNIX securityon
thehostmachine,thatpersoncouldobtainyour privatekey (thecontentsof your server.key �le).
Thekey couldbeusedto servewebpagesthatappearto befrom yoursecureserver.

If UNIX securitypracticesare rigorously maintainedon the host computer(all operatingsystem
patchesandupdatesareinstalledassoonasthey areavailable,no unnecessaryor risky servicesare
operating,andsoon),secureserver's passphrasemayseemunnecessary. However, sinceyour secure
servershouldnotneedto bere-bootedveryoften,theextrasecurityprovidedby enteringapassphrase
is aworthwhileeffort in mostcases.

Theserver.key �le shouldbeownedby theroot useron your systemandshouldnot beaccessible
to any otheruser. Make a backupcopy of this �le andkeepthebackupcopy in a safe,secureplace.
You needthebackupcopy becauseif you ever losetheserver.key �le afterusingit to createyour
certi�cate request,your certi�cate no longerworks andthe CA is not able to help you. Your only
optionis to request(andpayfor) anew certi�cate.

If you are going to purchase a certi�cate from a CA, continue to
Section26.7Generating a Certi�cate Requestto Sendto a CA. If you are generating your own
self-signedcerti�cate,continueto Section26.8Creatinga Self-SignedCerti�cate.

26.7. Generating a Certi�cate Request to Send to a CA
Onceyou have createda key, thenext stepis to generatea certi�cate requestwhich you needto send
to theCA of your choice.Make sureyou arein the /usr/share/ssl/certs/ directory, andtype
thefollowing command:

make certreq

Yoursystemdisplaysthefollowing outputandasksyou for your passphrase(unlessyou disabledthe
passphraseoption):

umask 77 ; \
/usr/bin/open ss l req -new -key /etc/httpd/co nf /s sl .k ey /s er ve r. ke y
-out /etc/httpd/con f/ ssl .c sr /s er ve r. cs r
Using configuration from /usr/share/ss l/ openss l. cn f
Enter pass phrase:

Typein thepassphrasethatyou chosewhenyou weregeneratingyour key unlessyou don't needto.
Next, your systemdisplayssomeinstructionsandthenaskfor a seriesof responsesfrom you. Your
inputsareincorporatedinto thecerti�cate request.Thedisplay, with exampleresponses,lookssimilar
to thefollowing:

You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Name or a
DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter '.', the field will be left blank.
-----
Country Name (2 letter code) [GB]: US
State or Province Name (full name) [Berkshire]: North Carolina
Locality Name (eg, city) [Newbury]: Raleigh
Organization Name (eg, company) [My Company Ltd]: Test Company
Organizationa l Unit Name (eg, section) []: Testing
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CommonName (your name or server's hostname) []: test.example.com
Email Address []: admin@example.com
Please enter the following 'extra' attributes
to be sent with your certificate request
A challenge password []:
An optional company name []:

The default answersappearin brackets ([] ) immediatelyaftereachrequestfor input. For example,
the�rst informationrequiredis thenameof thecountrywherethecerti�cate is to beused,shown like
thefollowing:

Country Name (2 letter code) [GB]:

Thedefault input, in brackets,is GB. Acceptthe default by pressing[Enter] or �ll in your country's
two lettercode.

Youhave to typein therestof thevalues.All of theseshouldbeself-explanatory, but youmustfollow
theseguidelines:

• Do notabbreviatethelocality or state.Write themout(for example,St.Louisshouldbewrittenout
asSaintLouis).

• If you are sendingthis CSR to a CA, be very careful to provide correctinformation for all of
the �elds, but especiallyfor the Organization Name and the Common Name. CAs check the
informationprovided in the CSRto determinewhetheryour organizationis responsiblefor what
you providedastheCommon Name. CAs rejectsCSRswhich includeinformationthey perceive as
invalid.

• For Common Name, make sureyoutypein therealnameof yoursecureserver (avalid DNSname)
andnotany aliaseswhich theserver mayhave.

• TheEmail Address shouldbetheemailaddressfor thewebmasteror systemadministrator.

• Avoid specialcharacterslike @, #, &, !, and etc. SomeCAs reject a certi�cate requestwhich
containsaspecialcharacter. If yourcompany nameincludesanampersand(&), spellit outas"and"
insteadof "&."

• Do not useeitherof theextra attributes(A challenge password andAn optional company
name). To continuewithout enteringthese�elds, just press[Enter] to accepttheblankdefault for
bothinputs.

The �le /etc/httpd/conf/ssl.csr/server.csr is createdwhen you have �nished entering
your information.This �le is yourcerti�cate request,readyto sendto yourCA.

After you have decidedona CA, follow theinstructionsthey provide on their website.Their instruc-
tionstell youhow to sendyourcerti�cate request,any otherdocumentationthatthey require,andyour
paymentto them.

After youhave ful�lled theCA's requirements,they sendacerti�cate to you (usuallyby email).Save
(or cut andpaste)thecerti�cate that they sendyou as /etc/httpd/conf/ssl.crt/server.crt .
Besureto keepabackupof this �le.

26.8. Creating a Self-Signed Certi�cate
You cancreateyour own self-signedcerti�cate. Note that a self-signedcerti�cate doesnot provide
thesecurityguaranteesof aCA-signedcerti�cate.Referto Section26.5Typesof Certi�catesfor more
detailsaboutcerti�cates.
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To make your own self-signed certi�cate, �rst create a random key using the instructions
provided in Section26.6Generating a Key. Once you have a key, make sure you are in the
/usr/share/ssl/certs/ directory, andtypethefollowing command:

make testcert

Thefollowing outputis shown andyouarepromptedfor yourpassphrase(unlessyougeneratedakey
withouta passphrase):

umask 77 ; \
/usr/bin/open ss l req -new -key /etc/httpd/co nf /s sl .k ey /s er ve r. ke y
-x509 -days 365 -out /etc/httpd/conf /s sl .c rt /s er ve r. cr t
Using configuration from /usr/share/ss l/ openss l. cn f
Enter pass phrase:

Next, you areasked for moreinformation.The computer's outputanda setof inputslooks like the
following (provide thecorrectinformationfor yourorganizationandhost):

You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Name or a
DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter '.', the field will be left blank.
-----
Country Name (2 letter code) [GB]: US
State or Province Name (full name) [Berkshire]: North Carolina
Locality Name (eg, city) [Newbury]: Raleigh
Organization Name (eg, company) [My Company Ltd]: My Company, Inc.
Organizationa l Unit Name (eg, section) []: Documentation
CommonName (your name or server's hostname) []: myhost.example.com
Email Address []: myemail@example.com

After you provide the correct information, a self-signed certi�cate is created in
/etc/httpd/conf/ssl.crt/server.crt . Restart the secure server after generating the
certi�cate with following thecommand:

/sbin/service httpd restart

26.9. Testing The Certi�cate
Totestthetestcerti�cate installedbydefault,eitheraCA-signedcerti�cate,oraself-signedcerti�cate,
point your Webbrowserto thefollowing homepage(replacingserver.example.com with your
domainname):

https:// server.examp le. com

Note

Note the s after http . The https: pre�x is used for secure HTTP transactions.



220 Chapter 26.ApacheHTTP Secure Server Con�guration

If youareusingaCA-signedcerti�cate from awell-known CA, yourbrowserprobablyautomatically
acceptsthe certi�cate (without promptingyou for input) and createsthe secureconnection.Your
browserdoesnot automaticallyrecognizea testor a self-signedcerti�cate, becausethecerti�cate is
not signedby a CA. If you arenot usinga certi�cate from a CA, follow theinstructionsprovidedby
yourbrowserto acceptthecerti�cate.

Onceyourbrowseracceptsthecerti�cate,yoursecureserver displaysadefault homepage.

26.10. Accessing The Server
To accessyour secureserver, useaURL similar to thefollowing:

https:// server.examp le. com

Yournon-secureserver canbeaccessedusinganURL similar to thefollowing:

http:// server.exampl e.c om

Thestandardport for secureWebcommunicationsis port 443.Thestandardport for non-secureWeb
communicationsis port80.Thesecureserverdefault con�gurationlistensonbothof thetwo standard
ports.Therefore,donotneedto specifytheport numberin aURL (theportnumberis assumed).

However, if you con�gure your server to listenon a non-standardport (for example,anything other
than80 or 443),you mustspecifytheport numberin every URL which is intendedto connectto the
server on thenon-standardport.

For example,youmayhavecon�guredyourserversothatyouhaveavirtual hostrunningnon-secured
onport12331.Any URLs intendedto connectto thatvirtual hostmustspecifytheportnumberin the
URL. Thefollowing URL exampleattemptsto connectto anon-secureserver listeningonport12331:

http:// server.exampl e.c om: 12331

26.11. Additional Resour ces
Referto Section25.7AdditionalResourcesfor moreinformationabouttheApacheHTTP Server.

26.11.1. Useful Websites

• http://www.redhat.com/mailman/listinfo/redhat-secure-server — The redhat-secure-server
mailing list.

You can also subscribe to the redhat-secure-server mailing list by emailing
<redhat-secure-server-request@redhat.com > and include the word subscribein the
subjectline.

• http://www.modssl.org/ — The mod_ssl websiteis the de�niti ve sourcefor information about
mod_ssl . The website includes a wealth of documentation,including a User Manual at
http://www.modssl.org/docs/.
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26.11.2. Related Books

• Apache:TheDe�nitive Guide, 2ndedition,by BenLaurieandPeterLaurie,O'Reilly & Associates,
Inc.
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Chapter 27.
Authentication Con�guration

Whena userlogsin to a RedHat EnterpriseLinux system,theusernameandpassword combination
mustbe veri�ed, or authenticated, asa valid andactive user. Sometimesthe informationto verify
theuseris locatedon the local system,andothertimesthesystemdeferstheauthenticationto a user
databaseona remotesystem.

TheAuthentication Con�guration Tool providesa graphicalinterfacefor con�guring NIS, LDAP,
and Hesiodto retrieve user information as well as for con�guring LDAP, Kerberos,and SMB as
authenticationprotocols.

Note

If you con�gured a medium or high security level during installation or with the Security Level Con-
�guration Tool , network authentication methods, including NIS and LDAP, are not allowed through
the �re wall.

This chapterdoesnot explain eachof thedifferentauthenticationtypesin detail. Instead,it explains
how to usethe Authentication Con�guration Tool to con�gure them.For moreinformationabout
thespeci�c authenticationtypes,referto theRedHat EnterpriseLinuxReferenceGuide.

To startthegraphicalversionof theAuthentication Con�guration Tool from thedesktop,selectthe
Main Menu Button (on the Panel)=> SystemSettings=> Authentication or type the command
system-config-authentication at a shell prompt (for example,in an XTerm or a GNOME
terminal). To startthetext-basedversion,typethecommandauthconfig asroot ata shellprompt.

Impor tant

After exiting the authentication program, the changes made take effect immediately.

27.1. User Information
TheUser Information tabhasseveraloptions.To enableanoption,click theemptycheckboxbeside
it. To disablean option, click the checkboxbesideit to clear the checkbox.Click OK to exit the
programandapplythechanges.
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Figure27-1.User Information

Thefollowing list explainswhateachoptioncon�gures:

• EnableNIS Support — Selectthisoptionto con�gure thesystemasanNIS clientwhichconnects
to anNIS server for userandpassword authentication.Click theCon�gur e NIS buttonto specify
theNIS domainandNIS server. If theNIS server is notspeci�ed,thedaemonattemptsto �nd it via
broadcast.

The ypbind packagemust be installedfor this option to work. If NIS supportis enabled,the
portmap andypbind servicesarestartedandarealsoenabledto startat boottime.

• Enable LDAP Support — Selectthis option to con�gure thesystemto retrieve userinformation
via LDAP. Click theCon�gur e LDAP button to specifythe LDAP Search BaseDN andLDAP
Server. If UseTLS to encrypt connectionsis selected,TransportLayerSecurityis usedto encrypt
passwordssentto theLDAP server.

Theopenldap-clients packagemustbeinstalledfor thisoptionto work.

For moreinformationaboutLDAP, referto theRedHat EnterpriseLinuxReferenceGuide.

• EnableHesiodSupport — Selectthisoptionto con�gure thesystemto retrieve informationfrom
aremoteHesioddatabase,includinguserinformation.

Thehesiod packagemustbeinstalled.

• Winbind — Selectthis option to con�gure thesystemto connectto a Windows Active Directory
or aWindowsdomaincontroller. Userinformationcanbeaccessed,aswell asserverauthentication
optionscanbecon�gured.

• CacheUser Information — Selectthis option to enablethe nameservicecachedaemon(nscd )
andcon�gure it to startat boottime.

Thenscd packagemustbeinstalledfor this optionto work.

27.2. Authentication
TheAuthentication taballows for thecon�gurationof network authenticationmethods.To enablean
option,click theemptycheckboxbesideit. To disableanoption,click thecheckboxbesideit to clear
thecheckbox.



Chapter 27.Authentication Con�guration 225

Figure27-2.Authentication

Thefollowing explainswhateachoptioncon�gures:

• EnableKerberosSupport — Selectthisoptionto enableKerberosauthentication.Click theCon-
�gur e Kerberosbuttonto con�gure:

• Realm — Con�gure therealmfor theKerberosserver. Therealmis thenetwork thatusesKer-
beros,composedof oneor moreKDCs andapotentiallylargenumberof clients.

• KDC — De�ne the Key Distribution Center(KDC), which is the server that issuesKerberos
tickets.

• Admin Servers — Specifytheadministrationserver(s)runningkadmind .

Thekrb5-libs andkrb5-workstation packagesmustbeinstalledfor thisoptiontowork.Refer
to theRedHat EnterpriseLinuxReferenceGuidefor moreinformationonKerberos.

• EnableLDAP Support — SelectthisoptiontohavestandardPAM-enabledapplicationsuseLDAP
for authentication.Click theCon�gur e LDAP buttonto specifythefollowing:

• UseTLS to encrypt connections— UseTransportLayerSecurityto encryptpasswordssentto
theLDAP server.

• LDAP Search BaseDN — Retrieve userinformationby its DistinguishedName(DN).

• LDAP Server — SpecifytheIP addressof theLDAP server.

Theopenldap-clients packagemustbeinstalledfor this optionto work. Referto the RedHat
EnterpriseLinuxReferenceGuidefor moreinformationaboutLDAP.

• UseShadow Passwords — Selectthis option to storepasswords in shadow password format in
the /etc/shadow �le insteadof /etc/passwd . Shadow passwordsareenabledby default during
installationandarehighly recommendedto increasethesecurityof thesystem.

Theshadow-utils packagemustbeinstalledfor thisoptionto work.For moreinformationabout
shadow passwords,referto theUsersandGroupschapterin theRedHatEnterpriseLinuxReference
Guide.

• EnableSMB Support — This optioncon�guresPAM to useanSMB server to authenticateusers.
Click theCon�gur eSMB buttonto specify:

• Workgroup — SpecifytheSMB workgroupto use.

• Domain Controllers — SpecifytheSMB domaincontrollersto use.

• Winbind — Selectthis option to con�gure thesystemto connectto a Windows Active Directory
or aWindowsdomaincontroller. Userinformationcanbeaccessed,aswell asserverauthentication
optionscanbecon�gured.
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• UseMD5 Passwords — Selectthis optionto enableMD5 passwords,which allows passwordsto
beupto 256charactersinsteadof eightcharactersor less.It is selectedby defaultduringinstallation
andis highly recommendedfor increasedsecurity.

27.3. Command Line Version
TheAuthentication Con�guration Tool canalsobe run asa commandline tool with no interface.
Thecommandline versioncanbeusedin acon�gurationscriptorakickstartscript.Theauthentication
optionsaresummarizedin Table27-1.

Tip

These options can also be found in the authconfig man page or by typing authconfig --help at a
shell prompt.

Option Description

--enableshadow Enableshadow passwords

--disableshadow Disableshadow passwords

--enablemd5 EnableMD5 passwords

--disablemd5 DisableMD5 passwords

--enablenis EnableNIS

--disablenis DisableNIS

--nisdomain= < domain > SpecifyNIS domain

--nisserver= < server > SpecifyNIS server

--enableldap EnableLDAP for userinformation

--disableldap DisableLDAP for userinformation

--enableldaptls Enableuseof TLS with LDAP

--disableldaptls Disableuseof TLS with LDAP

--enableldapauth EnableLDAP for authentication

--disableldapauth DisableLDAP for authentication

--ldapserver= < server > SpecifyLDAP server

--ldapbasedn= < dn> SpecifyLDAP baseDN

--enablekrb5 EnableKerberos

--disablekrb5 DisableKerberos

--krb5kdc= < kdc > SpecifyKerberosKDC

--krb5adminserver= < server > SpecifyKerberosadministration
server

--krb5realm= < realm > SpecifyKerberosrealm



Chapter 27.Authentication Con�guration 227

Option Description

--enablekrb5kdcdns Enableuseof DNSto �nd Kerberos
KDCs

--disablekrb5kdcdns Disableuseof DNS to �nd Kerberos
KDCs

--enablekrb5realmdns Enableuseof DNSto �nd Kerberos
realms

--disablekrb5realmdns Disableuseof DNS to �nd Kerberos
realms

--enablesmbauth EnableSMB

--disablesmbauth DisableSMB

--smbworkgroup= < workgroup > SpecifySMB workgroup

--smbservers= < server > SpecifySMB servers

--enablewinbind Enablewinbind for userinformation
by default

--disablewinbind Disablewinbind for userinformation
by default

--enablewinbindauth Enablewinbindauthfor authentication
by default

--disablewinbindauth Disablewinbindauthfor
authenticationby default

--smbsecurity= < user|server|domain|ads > Securitymodeto usefor Sambaand
winbind

--smbrealm= < STRING> Default realmfor Sambaandwinbind
whensecurity=ads

--smbidmapuid= < lowest-highest > UID rangewinbindassignsto domain
or ADS users

--smbidmapgid= < lowest-highest > GID rangewinbindassignsto domain
or ADS users

--winbindseparator= < \ > Characterusedto separatethedomain
anduserpartof winbind usernamesif
winbindusedefaultdomain is not
enabled

--winbindtemplatehomedir= < /home/%D/%U> Directorythatwinbindusershaveas
theirhome

--winbindtemplateprimarygroup= < nobody > Groupthatwinbind usershaveastheir
primarygroup

--winbindtemplateshell= < /bin/false > Shellthatwinbindusershaveastheir
default login shell

--enablewinbindusedefaultdomain Con�gureswinbind to assumethat
userswith nodomainin their
usernamesaredomainusers
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Option Description

--disablewinbindusedefaultdomain Con�gureswinbind to assumethat
userswith nodomainin their
usernamesarenot domainusers

--winbindjoin= < Administrator > Joinsthewinbinddomainor ADS
realmnow asthisadministrator

--enablewins EnableWINS for hostnameresolution

--disablewins DisableWINS for hostname
resolution

--enablehesiod EnableHesiod

--disablehesiod DisableHesiod

--hesiodlhs= < lhs > SpecifyHesiodLHS

--hesiodrhs= < rhs > SpecifyHesiodRHS

--enablecache Enablenscd

--disablecache Disablenscd

--nostart Do notstartor stoptheportmap ,
ypbind , or nscd servicesevenif they
arecon�gured

--kickstart Do notdisplaytheuserinterface

--probe Probeanddisplaynetwork defaults

Table 27-1.CommandLine Options



V. System Con�guration

Part of a systemadministrator's job is con�guring the systemfor varioustasks,typesof users,and
hardwarecon�gurations.This sectionexplainshow to con�gure aRedHat EnterpriseLinux system.
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Chapter 28.
Console Access

Whennormal(non-root)userslog into acomputerlocally, they aregiventwo typesof specialpermis-
sions:

1. They canruncertainprogramsthatthey would not otherwisebeableto run

2. They canaccesscertain�les (normallyspecialdevice �les usedto accessdiskettes,CD-ROMs,
andsoon) thatthey would nototherwisebeableto access

Sincethereare multiple consoleson a single computerandmultiple userscan be loggedinto the
computerlocally at thesametime,oneof theusershasto essentiallywin theraceto accessthe�les.
The�rst userto log in at theconsoleownsthose�les. Oncethe�rst userlogsout, thenext userwho
logsin ownsthe�les.

In contrast,every userwho logs in at the consoleis allowed to run programsthat accomplishtasks
normallyrestrictedto theroot user. If X is running,theseactionscanbeincludedasmenuitemsin a
graphicaluserinterface.As shipped,theconsole-accessibleprogramsincludehalt , poweroff , and
reboot .

28.1. Disab ling Shutdo wn Via [Ctrl]-[Alt]-[Del]
By default, /etc/inittab speci�esthatyour systemis setto shutdown andrebootin responseto a
[Ctrl]-[Alt]- [Del] key combinationusedat the console.To completelydisablethis ability, comment
out thefollowing line in /etc/inittab by puttingahashmark(#) in front of it:

ca::ctrlaltde l: /s bi n/ shu td own -t3 -r now

Alternatively, youmaywantto allow certainnon-rootuserstheright to shutdown or rebootthesystem
from theconsoleusing[Ctrl]-[Alt]- [Del]. Youcanrestrictthisprivilege to certainusers,by takingthe
following steps:

1. Add the-a optionto the /etc/inittab line shown above,sothatit reads:
ca::ctrlaltdel :/ sb in/ sh ut down -a -t3 -r now

The-a �ag tells shutdown to look for the /etc/shutdown.allow �le.

2. Createa �le namedshutdown.allow in /etc . The shutdown.allow �le should list the
usernamesof any userswho areallowed to shutdown thesystemusing[Ctrl]-[Alt]- [Del]. The
formatof theshutdown.allow �le is a list of usernames,oneperline, like thefollowing:
stephen
jack
sophie

Accordingto this exampleshutdown.allow �le, theusersstephen,jack, andsophieareallowed to
shutdown the systemfrom the consoleusing [Ctrl]-[Alt]- [Del]. When that key combination is
used, the shutdown -a command in /etc/inittab checks to see if any of the users in
/etc/shutdown.allow (or root) areloggedin ona virtual console.If oneof themis, theshutdown
of thesystemcontinues;if not,anerrormessageis written to thesystemconsoleinstead.

For moreinformationon shutdown.allow , referto theshutdown manpage.
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28.2. Disab ling Console Program Access
To disableaccessby usersto consoleprograms,run thefollowing commandasroot:

rm -f /etc/security/consol e.a pps /*

In environmentswherethe consoleis otherwisesecured(BIOS andboot loaderpasswordsareset,
[Ctrl]-[Alt]- [Delete] is disabled,thepowerandresetswitchesaredisabled,andsoforth), youmaynot
wantto allow any userat theconsoleto runpoweroff , halt , andreboot , whichareaccessiblefrom
theconsoleby default.

To remove theseabilities,run thefollowing commandsasroot:

rm -f /etc/security /c ons ol e. apps /p ower of f
rm -f /etc/security /c ons ol e. apps /h al t
rm -f /etc/security /c ons ol e. apps /r eboot

28.3. De�ning the Console
The pam_console.so moduleusesthe /etc/security/console.perms �le to determinethe
permissionsfor usersat thesystemconsole.Thesyntaxof the�le is very �e xible; youcanedit the�le
sothattheseinstructionsno longerapply. However, thedefault �le hasa line thatlookslike this:

< console > =tty[0 -9 ][ 0- 9] * vc/[0-9][0-9]* :[0-9]\.[0-9] :[0-9]

Whenuserslog in, they areattachedto somesortof namedterminal,eitheranX server with a name
like :0 or mymachine.example.com:1.0 , or a device like /dev/ttyS0 or /dev/pts/2 . Thede-
fault is to de�ne that local virtual consolesandlocal X serversareconsideredlocal, but if you want
to considertheserialterminalnext to you on port /dev/ttyS1 to alsobelocal,you canchangethat
line to read:

< console > =tty[0 -9 ][ 0- 9] * vc/[0-9][0-9]* :[0-9]\.[0-9] :[0-9] /dev/ttyS1

28.4. Making Files Accessib le From the Console
In /etc/security/console.perms , thereis asectionwith lineslike:

< floppy > =/dev/f d[ 0- 1] * \
/dev/floppy/* /mnt/floppy*

< sound > =/dev/ds p* /dev/audio* /dev/midi* \
/dev/mixer* /dev/sequencer \
/dev/sound/* /dev/beep \

/dev/snd/*
< cdrom > =/dev/cd ro m* /dev/cdroms/* /dev/cdwriter * /mnt/cdrom*

Youcanaddyourown linesto this section,if necessary. Make surethatany linesyouaddreferto the
appropriatedevice.For example,youcouldaddthefollowing line:

< scanner > =/dev/ sc anner /dev/usb/scann er *

(Of course,make surethat /dev/scanner is really your scannerandnot,say, yourharddrive.)

Thatis the�rst step.Thesecondstepis to de�ne whatis donewith those�les. Look in thelastsection
of /etc/security/console.perms for linessimilar to:
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< console > 0660 < floppy > 0660 root.floppy
< console > 0600 < sound > 0640 root
< console > 0600 < cdrom > 0600 root.disk

andadda line like:

< console > 0600 < scanner > 0600 root

Then,whenyou log in at theconsole,youaregivenownershipof the /dev/scanner devicewith the
permissionsof 0600(readableandwritableby you only). Whenyou log out, thedevice is ownedby
rootandstill hasthepermissions0600(now readableandwritableby root only).

28.5. Enabling Console Access for Other Applications
To make otherapplicationsaccessibleto consoleusers,abit morework is required.

First of all, consoleaccessonly works for applicationswhich residein /sbin/ or /usr/sbin/ , so
theapplicationthatyouwish to runmustbethere.After verifying that,do thefollowing steps:

1. Createa link from the nameof your application,suchas our samplefoo program,to the
/usr/bin/consolehelper application:
cd /usr/bin
ln -s consolehelper foo

2. Createthe�le /etc/security/console.apps/ foo :
touch /etc/security/c onso le .a pps / f oo

3. CreateaPAM con�guration�le for the foo servicein /etc/pam.d/ . An easyway to dothis is
to startwith a copy of thehalt service's PAM con�guration �le, andthenmodify the�le if you
wantto changethebehavior:
cp /etc/pam.d/halt /etc/pam.d/foo

Now, when/usr/bin/ foo is executed,consolehelper is called,whichauthenticatestheuserwith
thehelpof /usr/sbin/userhelper . To authenticatetheuser, consolehelper asksfor theuser's
password if /etc/pam.d/ foo is a copy of /etc/pam.d/halt (otherwise,it doespreciselywhat is
speci�ed in /etc/pam.d/ foo ) andthenruns/usr/sbin/ foo with rootpermissions.

In thePAM con�guration �le, anapplicationcanbecon�gured to usethepam_timestampmoduleto
remember(or cache)a successfulauthenticationattempt.Whenanapplicationis startedandproper
authenticationis provided (the root password), a timestamp�le is created.By default, a successful
authenticationis cachedfor � veminutes.During this time,any otherapplicationthatis con�guredto
usepam_timestamp andrunfrom thesamesessionis automaticallyauthenticatedfor theuser— the
userdoesnot have to entertheroot passwordagain.

This moduleis includedin the pam package.To enablethis feature,the PAM con�guration �le in
etc/pam.d/ mustincludethefollowing lines:

auth sufficient /lib/security/pam_times tamp.so
session optional /lib/security/pam_timesta mp.s o

The�rst line thatbeginswith auth shouldbeafterany otherauth sufficient lines,andtheline
thatbeginswith session shouldbeafterany othersession optional lines.

If an applicationcon�gured to use pam_timestamp is successfullyauthenticatedfrom the Main

Menu Button (on thePanel),the icon is displayedin thenoti�cation areaof thepanelif you are
runningthe GNOME or KDE desktopenvironment.After the authenticationexpires(the default is
� veminutes),theicondisappears.
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Theusercanselectto forgetthecachedauthenticationby clicking ontheiconandselectingtheoption
to forgetauthentication.

28.6. The floppy Group
If, for whatever reason,consoleaccessis notappropriatefor youandyournon-rootusersarerequired
accessto your system's diskettedrive, this canbedoneusingthe floppy group.Add theuser(s)to
the floppy groupusingthetool of your choice.For example,thegpasswd commandcanbeusedto
adduserfred to the floppy group:

gpasswd -a fred floppy

Now, userfred is ableto accessthesystem's diskettedrive from theconsole.
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Date and Time Con�guration

The Time and Date Properties Tool allows the userto changethe systemdateand time, to con-
�gure the time zoneusedby thesystem,andto setuptheNetwork Time Protocol(NTP) daemonto
synchronizethesystemclock with a timeserver.

You mustberunningtheX Window Systemandhave root privilegesto usethetool. Therearethree
waysto starttheapplication:

• Fromthedesktop,go to Applications (themainmenuon thepanel)=> SystemSettings=> Date
& Time

• Fromthedesktop,right-click on thetime in thetoolbarandselectAdjust Dateand Time.

• Type the commandsystem-config-date , system-config-time , or dateconfig at a shell
prompt(for example,in anXTermor a GNOMEterminal).

29.1. Time and Date Proper ties
As shown in Figure29-1, the�rst tabbedwindow thatappearsis for con�guring thesystemdateand
time.

Figure29-1.Time and DateProperties
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To changethe date,usethe arrows to the left andright of the monthto changethe month,usethe
arrows to theleft andright of theyearto changetheyear, andclick on thedayof theweekto change
thedayof theweek.Changestake placeaftertheOK buttonis clicked.

To changethetime,usetheup anddown arrow buttonsbesidetheHour, Minute, andSecondin the
Time section.Changestake placeuntil aftertheOK buttonis clicked.

Clicking theOK buttonappliesany changesmadeto thedateandtime,theNTPdaemonsettings,and
thetimezonesettings.It alsoexits theprogram.

29.2. Network Time Protocol (NTP) Proper ties
As shown in Figure29-2, thesecondtabbedwindow thatappearsis for con�guring NTP.

Figure29-2.NTP Properties

TheNetwork TimeProtocol(NTP) daemonsynchronizesthesystemclock with a remotetime server
or time source(suchasa satellite).Theapplicationallows you to con�gure anNTP daemonto syn-
chronizeyoursystemclockwith aremoteserver. To enablethis feature,selectEnableNetwork Time
Protocol. This enablestheServer pulldown menu.You canchooseoneof theprede�nedserversor
type a server namein the pulldown menu.Your systemdoesnot startsynchronizingwith the NTP
server until you click OK. After clicking OK, the con�guration is saved and the NTP daemonis
started(or restartedif it is alreadyrunning).

Clicking theOK buttonappliesany changesmadeto thedateandtime,theNTPdaemonsettings,and
thetimezonesettings.It alsoexits theprogram.
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29.3. Time Zone Con�guration
As shown in Figure29-3, the third tabbedwindow that appearsis for con�guring the systemtime
zone.

To con�gure thesystemtime zone,click theTime Zone tab. Thetime zonecanbechangedby either
usingthe interactive mapor by choosingthe desiredtime zonefrom the list below the map.To use
the map,click on thecity that representsthe desiredtime zone.A red X appearsandthe time zone
selectionchangesin thelist below themap.Click OK to applythechangesandexit theprogram.

Figure29-3.TimezoneProperties

If your systemclock is setto useUTC, selectthe Systemclock usesUTC option.UTC standsfor
theUniversal Time, Coordinated, alsoknown asGreenwichmeantime (GMT). Othertime zonesare
determinedby addingor subtractingfrom theUTC time.
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Chapter 30.
Keyboar d Con�guration

Theinstallationprogramallows usersto con�gure a keyboardlayout for their systems.To con�gure
adifferentkeyboardlayoutafterinstallation,usetheKeyboardCon�guration Tool.

To start the Keyboard Con�guration Tool, selectApplications (the main menuon the panel)=>
SystemSettings=> Keyboard, or typethecommandsystem-config-keyboard atashellprompt.

Figure30-1.KeyboardCon�guration Tool

Selectakeyboardlayoutfrom thelist (for example,U.S.English) andclick OK. For changesto take
effect, youshouldlog out of your graphicaldesktopsessionandlog backin.



240 Chapter 30.KeyboardCon�guration



Chapter 31.
Mouse Con�guration

Theinstallationprogramallowsuserstoselectthetypeof mouseconnectedto thesystem.Tocon�gure
adifferentmousetypefor thesystem,usetheMouseCon�guration Tool.

To start the Mouse Con�guration Tool, type the commandsystem-config-mouse at a shell
prompt(for example,in an XTerm or GNOME terminal).If the X Window Systemis not running,
thetext-basedversionof thetool is started.

Figure31-1.SelectMouse

Selectthenew mousetypefor thesystem.If thespeci�c mousemodelis not listed,selectoneof the
Generic entries,basedon the mouse's numberof buttonsand its interface.If thereis not an exact
match,selectthegenericmatchthatis mostcompatiblewith thesystemandthemouse.

Thebuilt-in pointingdevice suchasa touchpadona laptopcomputeris usuallyPS/2compatible.

All themousetypesareappendedwith PS/2, serial, or USB in parentheses.This speci�esthemouse
port.

A PS/2mouseport lookssimilar to .

A serialmouseport lookssimilar to .

A USB mouseport lookssimilar to .

Tip

Select the Generic - Wheel Mouse entry, with the proper mouse port, to enable the scroll button on
the mouse.
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Thescroll buttonon a wheelmousecanbeusedasthemiddlemousebuttonfor cuttingtext, pasting
text, andothermiddlemousebutton functions.If themouseonly hastwo buttons,selectEmulate 3
buttons to usea two-buttonmouseasa three-button mouse.Whenthis optionenabled,clicking the
two mousebuttonssimultaneouslyemulatesamiddlemousebuttonclick.

If aserialport mouseis selected,click theSerial devicesbuttonto con�gure thecorrectserialdevice
number, suchas/dev/ttyS0 for themouse.

Click OK to save thenew mousetype.Theselectionis written to the�le /etc/sysconfig/mouse ,
andtheconsolemouseservice,gpm is restarted.Thechangesarealsowritten to theX Window Sys-
temcon�guration �le /etc/X11/xorg.conf ; however, themousetypechangeis not automatically
appliedto thecurrentX session.To enablethenew mousetype,log out of thegraphicaldesktopand
log backin.

Tip

To reset the order of the mouse buttons for a left-handed user, go to Applications (the main menu
on the panel) => Preferences => Mouse , and select Left-handed mouse for the mouse orientation.
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During installation,thesystem's monitor, videocard,anddisplaysettingsarecon�gured.To change
any of thesesettingsfor thesystem,usetheX Con�guration Tool.

To starttheX Con�guration Tool, selectApplications (themainmenuonthepanel)=> SystemSet-
tings => Display, or typethecommandsystem-config-display at a shellprompt(for example,
in anXTermor GNOME terminal).If theX Window Systemis not running,a smallversionof X is
startedto run theprogram.

After changingany of the settings,log out of the graphicaldesktopand log back in to enablethe
changes.

32.1. Displa y Settings
The Display tab allows usersto changethe resolutionand color depth. The display of a monitor
consistsof tiny dotscalledpixels. Thenumberof pixelsdisplayedatonetime is calledtheresolution.
For example,the resolution1024x768meansthat 1024horizontalpixels areusedand768 vertical
pixelsareused.Thehigherthe resolutionnumbers,themoreimagesthemonitor candisplayat one
time.For example,thehighertheresolution,thesmallerthedesktopiconsappear, andthemoreicons
it takesto �ll theentiredesktop.

The color depthof the displaydetermineshow many possiblecolorsaredisplayed.The higher the
colordepth,themorecontrastbetweencolors.

Figure32-1.Display Settings
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32.2. Displa y Hardware Settings
Whentheapplicationis started,it probesthemonitorandvideocard.If thehardwareis probedprop-
erly, theinformationfor it is shown on theHardware tabasshown in Figure32-2.

Figure32-2.Display Hardware Settings

Tochangethemonitortypeor any of its settings,click thecorrespondingCon�gur ebutton.Tochange
thevideocardtypeor any of its settings,click theCon�gur e buttonbesideits settings.

32.3. Dual Head Displa y Settings
If multiple video cardsare installedon the system,dual headmonitor supportis available and is
con�guredvia theDual headtab,asshown in Figure32-3.
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Figure32-3.Dual HeadDisplay Settings

To enableuseof dualhead,checktheUsedual headcheckbox.

To con�gure thesecondmonitortypeor any of its settings,click thecorrespondingCon�gur ebutton.

For theDesktoplayout option,selectingSpanningDesktopsallowsbothmonitorsto useanenlarged
usableworkspace.SelectingIndi vidual Desktopscreatesa mirrored workspaceeffect, similar to
laptops.
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Chapter 33.
User and Group Con�guration

TheUserManager allows you to view, modify, add,anddeletelocal usersandgroups.

To usetheUserManager, youmustberunningtheX Window System,haverootprivileges,andhave
thesystem-config-users RPM packageinstalled.To startthe User Manager from thedesktop,
go to Applications (themainmenuon thepanel)=> SystemSettings=> Users& Groups. Or, type
the commandsystem-config-users at a shell prompt(for example,in an XTerm or a GNOME
terminal).

Figure33-1.User Manager

To view a list of local userson thesystem,click the Userstab. To view a list of local groupson the
system,click theGroupstab.

To �nd a speci�c useror group,typethe�rst few lettersof thenamein theSearch �lter �eld. Press
[Enter] or click theApply �lter button.The�ltered list is displayed.

To sorttheusersor groups,click on thecolumnname.Theusersor groupsaresortedby thevalueof
thatcolumn.

RedHat EnterpriseLinux reservesuserIDs below 500for systemusers.By default, User Manager
doesnotdisplaysystemusers.To view all users,includingthesystemusers,uncheckPreferences=>
Filter systemusersand groupsfrom thepulldown menu.

33.1. Adding a New User
To adda new user, click theAdd User button.A window asshown in Figure33-2appears.Typethe
usernameandfull namefor the new userin the appropriate�elds. Type the user's password in the
Password andCon�rm Password �elds. Thepassword mustbeat leastsix characters.

Tip

The longer the user's password, the more dif�cult it is for an intruder to guess it and use it to access
the user's account without permission. It is also recommended that the password not be based on a
dictionary term as well as the password be a combination of letters, numbers, and special characters.
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Selecta login shell.If you arenot surewhich shell to select,acceptthedefault valueof /bin/bash .
The default homedirectory is /home/ username / . You canchangethe homedirectorythat is cre-
atedfor the user, or you canchoosenot to createthe homedirectoryby unselectingCreatehome
directory.

If youselectto createthehomedirectory, default con�guration�les arecopiedfrom the /etc/skel/
directoryinto thenew homedirectory.

RedHatEnterpriseLinux usesauserprivategroup(UPG)scheme.TheUPGschemedoesnotaddor
changeanything in thestandardUNIX wayof handlinggroups;it offersanew convention.Whenever
youcreateanew user, by default,auniquegroupwith thesamenameastheuseris created.If youdo
notwantto createthisgroup,unselectCreatea pri vate group for the user.

To specifya userID for theuser, selectSpecifyuser ID manually. If theoptionis not selected,the
next availableuserID startingwith number500is assignedto thenew user. RedHatEnterpriseLinux
reservesuserIDs below 500for systemusers.

Click OK to createtheuser.

Figure33-2.NewUser

Tocon�guremoreadvanceduserproperties,suchaspasswordexpiration,modify theuser'sproperties
afteraddingtheuser. Referto Section33.2ModifyingUserPropertiesfor moreinformation.

To addtheuserto moreusergroups,click on the User tab,selecttheuser, andclick Properties. In
theUser Propertieswindow, selecttheGroupstab. Selectthegroupsthatyou wanttheuserto bea
memberof, selecttheprimarygroupfor theuser, andclick OK.

33.2. Modifying User Proper ties
To view thepropertiesof anexistinguser, click ontheUserstab,selecttheuserfrom theuserlist, and
click Propertiesfrom themenu(or chooseFile => Propertiesfrom thepulldown menu).A window
similar to Figure33-3appears.
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Figure33-3.User Properties

TheUserPropertieswindow is dividedinto multiple tabbedpages:

• User Data — Shows thebasicuserinformationcon�guredwhenyou addedtheuser. Usethis tab
to changetheuser's full name,password,homedirectory, or login shell.

• Account Info — SelectEnable accountexpiration if youwanttheaccountto expire ona certain
date.Enterthedatein theprovided�elds. SelectUser accountis locked to lock theuseraccount
sothattheusercannotlog in to thesystem.

• Password Info— Thistabshowsthedatethattheuser'spasswordlastchanged.To forcetheuserto
changepasswordsafteracertainnumberof days,selectEnablepassword expiration. Thenumber
of daysbeforetheuser's password expires,thenumberof daysbeforetheuseris warnedto change
passwords,anddaysbeforetheaccountbecomesinactive canalsobechanged.

• Groups— Selectthegroupsthatyouwanttheuserto beamemberof andtheuser'sprimarygroup.

33.3. Adding a New Group
To adda new usergroup,click the Add Group button. A window similar to Figure33-4 appears.
Type thenameof the new groupto create.To specifya groupID for the new group,selectSpecify
group ID manually andselecttheGID. RedHatEnterpriseLinux reservesgroupIDs lower than500
for systemgroups.

Click OK to createthegroup.Thenew groupappearsin thegrouplist.

Figure33-4.NewGroup

To addusersto thegroup,referto Section33.4ModifyingGroupProperties.
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33.4. Modifying Group Proper ties
To view the propertiesof an existing group,selectthe groupfrom the grouplist andclick Proper-
ties from the menu(or chooseFile => Properties from the pulldown menu).A window similar to
Figure33-5appears.

Figure33-5.Group Properties

The Group Userstabdisplayswhich usersaremembersof the group.Selectadditionalusersto be
addedto thegroup,or unselectusersto beremovedfrom thegroup.Click OK to modify theusersin
thegroup.

33.5. Command Line Con�guration
If you prefercommandline toolsor do not have theX Window Systeminstalled,usethis sectionto
con�gure usersandgroups.

33.5.1. Adding a User
To adda userto thesystem:

1. Issuetheuseradd commandto createa lockeduseraccount:
useradd < username >

2. Unlock the accountby issuingthe passwd commandto assigna password andsetpassword
agingguidelines:
passwd < username >

Commandline optionsfor useradd aredetailedin Table33-1.

Option Description

-c comment Commentfor theuser

-d home-dir Homedirectoryto beusedinsteadof default /home/ username /

-e date Datefor theaccountto bedisabledin theformatYYYY-MM-DD
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Option Description

-f days Numberof daysafterthepassword expiresuntil theaccountis
disabled.(If 0 is speci�ed,theaccountis disabledimmediatelyafter
thepassword expires.If -1 is speci�ed,theaccountis not bedisabled
afterthepassword expires.)

-g group-name Groupnameor groupnumberfor theuser's default group(Thegroup
mustexist prior to beingspeci�edhere.)

-G group-list List of additional(otherthandefault) groupnamesor groupnumbers,
separatedby commas,of which theuseris amember. (Thegroups
mustexist prior to beingspeci�edhere.)

-m Createthehomedirectoryif it doesnotexist

-M Do not createthehomedirectory

-n Do not createauserprivategroupfor theuser

-r Createasystemaccountwith aUID lessthan500andwithout ahome
directory

-p password Thepassword encryptedwith crypt

-s User's login shell,whichdefaultsto /bin/bash

-u uid UserID for theuser, whichmustbeuniqueandgreaterthan499

Table 33-1.useradd Command Line Options

33.5.2. Adding a Group
To adda groupto thesystem,usethecommandgroupadd :

groupadd < group-name >

Commandline optionsfor groupadd aredetailedin Table33-2.

Option Description

-g gid GroupID for thegroup,whichmustbeuniqueandgreaterthan499

-r Createasystemgroupwith aGID lessthan500

-f Exit with anerrorif thegroupalreadyexists(Thegroupis not
altered.)If -g and-f arespeci�ed,but thegroupalreadyexists,the
-g optionis ignored

Table 33-2.groupadd Command Line Options

33.5.3. Password Aging
For securityreasons,it is goodpracticeto requireusersto changetheir passwordsperiodically. This
canbedonewhenaddingor editingauseron thePassword Info tabof theUserManager.

To con�gure password expiration for a userfrom a shellprompt,usethe chage command,followed
by anoptionfrom Table33-3, followedby theusernameof theuser.
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Impor tant

Shadow passwords must be enabled to use the chage command.

Option Description

-m days Specifytheminimumnumberof daysbetweenwhich theusermust
changepasswords.If thevalueis 0, thepassworddoesnotexpire.

-M days Specifythemaximumnumberof daysfor which thepassword is
valid. Whenthenumberof daysspeci�edby this optionplusthe
numberof daysspeci�edwith the-d optionis lessthanthecurrent
day, theusermustchangepasswordsbeforeusingtheaccount.

-d days Specifythenumberof dayssinceJanuary1, 1970thepassword was
changed.

-I days Specifythenumberof inactive daysafterthepasswordexpiration
beforelocking theaccount.If thevalueis 0, theaccountis not locked
afterthepassword expires.

-E date Specifythedateonwhich theaccountis locked,in theformat
YYYY-MM-DD. Insteadof thedate,thenumberof dayssince
January1, 1970canalsobeused.

-W days Specifythenumberof daysbeforethepassword expirationdateto
warntheuser.

Table 33-3.chage CommandLine Options

Tip

If the chage command is followed directly by a username (with no options), it displays the current
password aging values and allows them to be changed.

If asystemadministratorwantsauserto setapassword the�rst time theuserlog in, theuser's initial
or null password canbe set to expire immediately, forcing the userto changeit immediatelyafter
loggingin for the�rst time.

To forceauserto con�gureapassword the�rst timetheuserlogsin at theconsole,follow thesesteps.
Note,this processdoesnotwork if theuserlogsin usingtheSSHprotocol.

1. Lock theuser's password — If theuserdoesnotexist, usetheuseradd commandto createthe
useraccount,but donot give it apassword sothatit remainslocked.

If thepassword is alreadyenabled,lock it with thecommand:
usermod -L username

2. Forceimmediatepassword expiration — Typethefollowing command:
chage -d 0 username

Thiscommandsetsthevaluefor thedatethepasswordwaslastchangedto theepoch(January1,
1970).Thisvalueforcesimmediatepassword expirationnomatterwhatpasswordagingpolicy,
if any, is in place.
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3. Unlock the account— Therearetwo commonapproachesto this step.The administratorcan
assignaninitial password or assignanull password.

Warning

Do not use the passwd command to set the password as it disables the immediate password
expiration just con�gured.

To assignaninitial password,usethefollowing steps:

• Startthecommandline Pythoninterpreterwith thepython command.It displaysthefollow-
ing:
Python 2.2.2 (#1, Dec 10 2002, 09:57:09)
[GCC 3.2.1 20021207 (Red Hat Enterprise Linux 4 3.2.1-2)] on linux2
Type "help", "copyright", "credits" or "license" for more information.
>>>

• At the prompt,type the following (replacingpassword with thepassword to encryptand
salt with a combinationof exactly 2 upperor lower casealphabeticcharacters,digits, the
dot (.) character, or theslash(/) charactersuchasab or 12):
import crypt; print crypt.crypt(" password " ," sa lt " )

Theoutputis theencryptedpassword,similar to 12CsGd8FRcMSM.

• Type[Ctrl]-[D] to exit thePythoninterpreter.

• Cutandpastetheexactencryptedpassword output,withouta leadingor trailing blankspace,
into thefollowing command:
usermod -p " encrypted-password " username

Insteadof assigningan initial password, a null password canbeassignedusingthe following
command:
usermod -p "" username

Caution

While using a null password is convenient for both the user and the administrator, there is a
slight risk that a third party can log in �rst and access the system. To minimize this threat, it is
recommended that the administrator veri�es that the user is ready to log in when the account
is unlocked.

In eithercase,uponinitial log in, theuseris promptedfor anew password.

33.6. Explaining the Process
The following stepsillustratewhat happensif the commanduseradd juan is issuedon a system
thathasshadow passwordsenabled:

1. A new line for juan is createdin /etc/passwd . Theline hasthefollowing characteristics:

• It beginswith theusernamejuan .

• Thereis anx for thepassword �eld indicatingthatthesystemis usingshadow passwords.

• A UID at or above 500is created.(UnderRedHat EnterpriseLinux, UIDs andGIDs below
500arereservedfor systemuse.)

• A GID ator above 500is created.

• TheoptionalGECOSinformationis left blank.

• Thehomedirectoryfor juan is setto /home/juan/ .
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• Thedefault shell is setto /bin/bash .

2. A new line for juan is createdin /etc/shadow . Theline hasthefollowing characteristics:

• It beginswith theusernamejuan .

• Two exclamationpoints(!! ) appearin thepassword �eld of the /etc/shadow �le, which
lockstheaccount.

Note

If an encrypted password is passed using the -p �ag, it is placed in the /etc/shadow �le on
the new line for the user.

• Thepassword is setto never expire.

3. A new line for a groupnamedjuan is createdin /etc/group . A groupwith thesamename
asa useris calleda userprivategroup. For moreinformationon userprivategroups,refer to
Section33.1Addinga New User.

Theline createdin /etc/group hasthefollowing characteristics:

• It beginswith thegroupnamejuan .

• An x appearsin the password �eld indicatingthat the systemis usingshadow grouppass-
words.

• TheGID matchestheonelistedfor userjuan in /etc/passwd .

4. A new line for a groupnamedjuan is createdin /etc/gshadow . The line hasthe following
characteristics:

• It beginswith thegroupnamejuan .

• An exclamationpoint (! ) appearsin the password �eld of the /etc/gshadow �le, which
locksthegroup.

• All other�elds areblank.

5. A directoryfor userjuan is createdin the /home/ directory. This directoryis ownedby user
juan and group juan . However, it hasread,write, andexecuteprivileges only for the user
juan . All otherpermissionsaredenied.

6. The�les within the /etc/skel/ directory(whichcontaindefault usersettings)arecopiedinto
thenew /home/juan/ directory.

At thispoint,a lockedaccountcalledjuan existson thesystem.To activateit, theadministratormust
next assignapassword to theaccountusingthepasswd commandand,optionally, setpasswordaging
guidelines.

33.7. Additional Information
Referto theseresourcesfor moreinformationonuserandgroupmanagement.
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33.7.1. Installed Documentation

• Themanpagesfor useradd , passwd , groupadd , andchage .

33.7.2. Related Books

• RedHat EnterpriseLinuxReferenceGuide— Thismanualgivesalist of standardusersandgroups,
discussesuserprivategroups,andprovidesanoverview of shadow passwords.

• RedHat EnterpriseLinux Introductionto SystemAdministration — This companionmanualcon-
tainsmoreinformationonmanagingusersandgroupsaswell asmanaginguserresources.
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Chapter 34.
Printer Con�guration

The Printer Con�guration Tool allows usersto con�gure a printer. This tool helpsmaintainthe
printercon�guration�le, print spooldirectories,andprint �lters.

RedHatEnterpriseLinux 4 usestheCUPSprintingsystem.If asystemwasupgradedfrom aprevious
Red Hat EnterpriseLinux versionthat usedCUPS,the upgradeprocesspreserved the con�gured
queues.

Using the Printer Con�guration Tool requiresroot privileges.To start the application,selectAp-
plications (the main menuon the panel)=> SystemSettings => Printing , or type the command
system-config-printer . This commandautomaticallydetermineswhetherto run the graphical
or text-basedversiondependingon whetherthecommandis executedin thegraphicaldesktopenvi-
ronmentor from a text-basedconsole.

To force the Printer Con�guration Tool to run asa text-basedapplication,executethe command
system-config-printer-tui from ashellprompt.

Impor tant

Do not edit the /etc/printcap �le or the �les in the /etc/cups/ directory. Each time the printer
daemon (cups ) is started or restarted, new con�gur ation �les are dynamically created. The �les are
dynamically created when changes are applied with the Printer Con�guration Tool as well.

Figure34-1.Printer Con�guration Tool

Thefollowing typesof print queuescanbecon�gured:

• Locally-connected— a printerattacheddirectly to thecomputerthroughaparallelor USB port.

• Networked CUPS(IPP) — a printerthatcanbeaccessedover a TCP/IPnetwork via theInternet
PrintingProtocol,alsoknown asIPP(for example,aprinterattachedto anotherRedHatEnterprise
Linux systemrunningCUPSon thenetwork).
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• Networked UNIX (LPD) — a printer attachedto a differentUNIX systemthat canbeaccessed
overaTCP/IPnetwork (for example,aprinterattachedto anotherRedHatEnterpriseLinux system
runningLPD on thenetwork).

• Networked Windows (SMB) — aprinterattachedto a differentsystemwhich is sharinga printer
over anSMB network (for example,aprinterattachedto aMicrosoft Windows™ machine).

• Networked Novell (NCP) — aprinterattachedto adifferentsystemwhichusesNovell's NetWare
network technology.

• Networked JetDirect — a printerconnecteddirectly to thenetwork throughHP JetDirectinstead
of to acomputer.

Impor tant

If you add a new print queue or modify an existing one, you must apply the changes for them to take
effect.

Clicking theApply buttonsavesany changesthatyouhavemadeandrestartstheprinterdaemon.The
changesarenot written to the con�guration �le until the printer daemonis restarted.Alternatively,
youcanchooseAction => Apply.

34.1. Adding a Local Printer
To adda local printer, suchasoneattachedthrougha parallelport or USB port on your computer,
click the New button in the main Printer Con�guration Tool window to display the window in
Figure34-2. Click Forward to proceed.

Figure34-2.Adding a Printer

In thewindow shown in Figure34-3, entera uniquenamefor theprinter in theNametext �eld. The
printernamecannotcontainspacesandmustbegin with aletter. Theprinternamemaycontainletters,
numbers,dashes(-), andunderscores(_). Optionally, entera shortdescriptionfor theprinter, which
cancontainspaces.
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Figure34-3.Selectinga QueueName

After clickingForward, Figure34-4appears.SelectLocally-connectedfromtheSelectaqueuetype
menu,andselectthedevice.Thedevice is usually/dev/lp0 for aparallelprinteror /dev/usb/lp0
for a USB printer. If no devicesappearin the list, click Rescandevicesto rescanthe computeror
click Customdevice to specifyit manually. Click Forward to continue.

Figure34-4.Adding a Local Printer

Next, selecttheprinter type.Referto Section34.7SelectingthePrinter ModelandFinishing for de-
tails.

34.2. Adding an IPP Printer
An IPPprinteris aprinterattachedto adifferentLinux systemonthesamenetwork runningCUPSor
a printercon�gured on anotheroperatingsystemto useIPP. By default, the Printer Con�guration
Tool browsesthenetwork for any sharedIPPprinters.(ThisoptioncanbechangedbyselectingAction
=> Sharing from thepulldown menu.)Any networkedIPPprinterfoundvia CUPSbrowsingappears
in themainwindow undertheBrowsedqueuescategory.

If you have a �re wall con�guredon theprint server, it mustbeableto sendandreceive connections
on theincomingUDPport,631.If youhavea �re wall con�guredontheclient (thecomputersending
theprint request),it mustbeallowedto sendandacceptconnectionsonport 631.
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If youdisabletheautomaticbrowsingfeature,youcanstill addanetworkedIPPprinterby clicking the
New button in themainPrinter Con�guration Tool window to displaythewindow in Figure34-2.
Click Forward to proceed.

In thewindow shown in Figure34-3, entera uniquenamefor theprinter in theNametext �eld. The
printernamecannotcontainspacesandmustbegin with aletter. Theprinternamemaycontainletters,
numbers,dashes(-), andunderscores(_). Optionally, entera shortdescriptionfor theprinter, which
cancontainspaces.

After clicking Forward, Figure34-5 appears.SelectNetworked CUPS (IPP) from the Selecta
queuetype menu.

Figure34-5.Adding an IPP Printer

Text �elds for thefollowing optionsappear:

• Server — Thehostnameor IP addressof theremotemachineto which theprinteris attached.

• Path — Thepathto theprint queueon theremotemachine.

Click Forward to continue.

Next, selecttheprinter type.Referto Section34.7SelectingthePrinter ModelandFinishing for de-
tails.

Impor tant

The networked IPP print server must allow connections from the local system. Refer to
Section 34.13 Sharing a Printer for more information.

34.3. Adding a Remote UNIX (LPD) Printer
To adda remoteUNIX printer, suchasoneattachedto a differentLinux systemon the samenet-
work, click theNew buttonin themainPrinter Con�guration Tool window. Thewindow shown in
Figure34-2appears.Click Forward to proceed.

In thewindow shown in Figure34-3, entera uniquenamefor theprinter in theNametext �eld. The
printernamecannotcontainspacesandmustbegin with aletter. Theprinternamemaycontainletters,
numbers,dashes(-), andunderscores(_). Optionally, entera shortdescriptionfor theprinter, which
cancontainspaces.
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SelectNetworked UNIX (LPD) from theSelecta queuetype menuandclick Forward.

Figure34-6.Adding a RemoteLPD Printer

Text �elds for thefollowing optionsappear:

• Server — Thehostnameor IP addressof theremotemachineto which theprinteris attached.

• Queue— Theremoteprinterqueue.Thedefault printerqueueis usuallylp .

Click Forward to continue.

Next, selecttheprinter type.Referto Section34.7SelectingthePrinter ModelandFinishing for de-
tails.

Impor tant

The remote print server must accept print jobs from the local system.

34.4. Adding a Samba (SMB) Printer
To adda printerwhich is accessedusingtheSMB protocol(suchasa printerattachedto a Microsoft
Windows system),click theNew buttonin themainPrinter Con�guration Tool window. Thewin-
dow shown in Figure34-2appears.Click Forward to proceed.

In thewindow shown in Figure34-3, entera uniquenamefor theprinter in theNametext �eld. The
printernamecannotcontainspacesandmustbegin with aletter. Theprinternamemaycontainletters,
numbers,dashes(-), andunderscores(_). Optionally, entera shortdescriptionfor theprinter, which
cancontainspaces.

SelectNetworked Windows (SMB) from theSelecta queuetype menu,andclick Forward. If the
printeris attachedto aMicrosoftWindows system,choosethisqueuetype.
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Figure34-7.Adding a SMB Printer

As shown in Figure34-7, SMB sharesareautomaticallydetectedandlisted.Click the arrow beside
eachsharenameto expandthelist. Fromtheexpandedlist, selectaprinter.

If theprinteryouarelooking for doesnotappearin thelist, click theSpecifybuttonontheright. Text
�elds for thefollowing optionsappear:

• Workgroup — Thenameof theSambaworkgroupfor thesharedprinter.

• Server — Thenameof theserver sharingtheprinter.

• Share — Thenameof thesharedprinteronwhich you wantto print. This namemustbethesame
namede�ned astheSambaprinteron theremoteWindows machine.

• User name— Thenameof theuseryou mustlog in asto accesstheprinter. This usermustexist
on theWindows system,andtheusermusthave permissionto accesstheprinter. Thedefault user
nameis typically guest for Windows servers,or nobody for Sambaservers.

• Password — Thepassword (if required)for theuserspeci�edin theUser name�eld.

Click Forward to continue.ThePrinter Con�guration Tool thenattemptsto connectto theshared
printer. If thesharedprinter requiresa usernameandpassword, a dialogwindow appearsprompting
you to provide a valid usernameandpassword for the sharedprinter. If an incorrectsharenameis
speci�ed,you canchangeit hereaswell. If a workgroupnameis requiredto connectto theshare,it
canbespeci�edin thisdialogbox.Thisdialogwindow is thesameastheoneshown whentheSpecify
buttonis clicked.

Next, selecttheprinter type.Referto Section34.7SelectingthePrinter ModelandFinishing for de-
tails.

Warning

If you require a username and password, they are stored unencrypted in �les only readable by root
and lpd. Thus, it is possible for others to learn the username and password if they have root access.
To avoid this, the username and password to access the printer should be different from the username
and password used for the user's account on the local Red Hat Enterprise Linux system. If they are
different, then the only possible security compromise would be unauthorized use of the printer. If
there are �le shares from the server, it is recommended that they also use a different password than
the one for the print queue.
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34.5. Adding a Novell NetWare (NCP) Printer
To adda Novell NetWare(NCP) printer, click the New button in the main Printer Con�guration
Tool window. Thewindow shown in Figure34-1appears.Click Forward to proceed.

In thewindow shown in Figure34-3, entera uniquenamefor theprinter in theNametext �eld. The
printernamecannotcontainspacesandmustbegin with aletter. Theprinternamemaycontainletters,
numbers,dashes(-), andunderscores(_). Optionally, entera shortdescriptionfor theprinter, which
cancontainspaces.

SelectNetworked Novell (NCP) from theSelecta queuetype menu.

Figure34-8.Adding an NCP Printer

Text �elds for thefollowing optionsappear:

• Server — Thehostnameor IP addressof theNCPsystemto which theprinteris attached.

• Queue— Theremotequeuefor theprinteron theNCPsystem.

• User — Thenameof theuseryoumustlog in asto accesstheprinter.

• Password — Thepassword for theuserspeci�ed in theUser �eld above.

Next, selecttheprinter type.Referto Section34.7SelectingthePrinter ModelandFinishing for de-
tails.

Warning

If you require a username and password, they are stored unencrypted in �les only readable by root
and lpd. Thus, it is possible for others to learn the username and password if they have root access.
To avoid this, the username and password to access the printer should be different from the username
and password used for the user's account on the local Red Hat Enterprise Linux system. If they are
different, then the only possible security compromise would be unauthorized use of the printer. If
there are �le shares from the server, it is recommended that they also use a different password than
the one for the print queue.

34.6. Adding a JetDirect Printer
To addaJetDirectprinter, click theNewbuttonin themainPrinter Con�guration Tool window. The
window shown in Figure34-1appears.Click Forward to proceed.
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In thewindow shown in Figure34-3, entera uniquenamefor theprinter in theNametext �eld. The
printernamecannotcontainspacesandmustbegin with aletter. Theprinternamemaycontainletters,
numbers,dashes(-), andunderscores(_). Optionally, entera shortdescriptionfor theprinter, which
cancontainspaces.

SelectNetworked JetDirect from theSelecta queuetype menu,andclick Forward.

Figure34-9.Adding a JetDirect Printer

Text �elds for thefollowing optionsappear:

• Printer — Thehostnameor IP addressof theJetDirectprinter.

• Port — Theporton theJetDirectprinterthat is listeningfor print jobs.Thedefault port is 9100.

Next, selecttheprinter type.Referto Section34.7SelectingthePrinter ModelandFinishing for de-
tails.

34.7. Selecting the Printer Model and Finishing
After selectingthequeuetypeof theprinter, thenext stepis to selecttheprintermodel.

A window similar to Figure34-10 appears.If it was not auto-detected,selectthe model from the
list. Theprintersaredividedby manufacturers.Selectthenameof theprintermanufacturerfrom the
pulldown menu.Theprintermodelsareupdatedeachtimeadifferentmanufactureris selected.Select
theprintermodelfrom thelist.
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Figure34-10.Selectinga Printer Model

Therecommendedprint driver is selectedbasedon theprintermodelselected.Theprint driver pro-
cessesthe datathat you want to print into a format the printer canunderstand.Sincea local printer
is attacheddirectly to your computer, you needa print driver to processthe datathat is sentto the
printer.

If youarecon�guring a remoteprinter(IPP, LPD, SMB, or NCP),theremoteprint server usuallyhas
its own print driver. If you selectanadditionalprint driver onyour local computer, thedatais �ltered
multiple timesandis convertedto a formatthattheprintercannot understand.

To make surethedatais not �ltered morethanonce,�rst try selectingGeneric asthemanufacturer
andRaw Print Queueor Postscript Printer astheprintermodel.After applyingthechanges,print
a testpageto try out this new con�guration. If the testfails, the remoteprint server might not have
a print driver con�gured.Try selectinga print driver accordingto themanufacturerandmodelof the
remoteprinter, applyingthechanges,andprintinga testpage.

Tip

You can select a different print driver after adding a printer. To do this, start the Printer Con�guration
Tool , select the printer from the list, click Edit , click the Driver tab, select a different print driver, and
then apply the changes.

34.7.1. Con�rming Printer Con�guration
Thelaststepis to con�rm yourprintercon�guration.Click Finish to addtheprint queueif thesettings
arecorrect.Click Back to modify theprintercon�guration.

Click the Apply button in the main window to save your changesand restartthe printer daemon.
After applying the changes,print a test page to ensurethe con�guration is correct. Refer to
Section34.8Printing a TestPage for details.

If you needto print charactersbeyond the basic ASCII set (including thoseusedfor languages
suchasJapanese),you must review your driver optionsandselectPrerender Postscript. Refer to
Section34.9ModifyingExistingPrinters for details.You can also con�gure optionssuchas paper
sizeif youedit theprint queueafteraddingit.
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34.8. Printing a Test Page
After you have con�guredyour printer, you shouldprint a testpageto make suretheprinter is func-
tioning properly. To print a testpage,selecttheprinter thatyou want to try out from theprinter list,
thenselecttheappropriatetestpagefrom theTestpulldown menu.

If you changethe print driver or modify the driver options,you shouldprint a testpageto test the
differentcon�guration.

Figure34-11.TestPageOptions

34.9. Modifying Existing Printer s
To deleteanexisting printer, selecttheprinterandclick theDeletebuttonon thetoolbar. Theprinter
is removedfrom theprinterlist. Click Apply to save thechangesandrestarttheprinterdaemon.

To setthe default printer, selectthe printer from the printer list andclick the Default buttonon the
toolbar. Thedefault printer icon appearsin theDefault columnof thedefault printer in thelist. A
IPPbrowsedqueueprintercannotbesetasthedefault printerin thePrinter Con�guration Tool. To
make anIPPprinter thedefault, addit asdescribedin Section34.2Addingan IPP Printer andmake
it thedefault.

Note

The GNOME Print Manager no longer sets user level default printers.

In order to set a default printer system-wide, use the system-config-prin te r command, or the
Printer Con�guration Tool .

In order for users to con�gure a default printer for themselves only, each user should use the GNOME
Default Printer Tool , which can be found by selecting Applications (on the Panel) => Preferences
=> More Preferences => Default Printer .

After addingthe printer(s),the settingscan be editedby selectingthe printer from the printer list
andclicking the Edit button.The tabbedwindow shown in Figure34-12is displayed.The window
containsthecurrentvaluesfor theselectedprinter. Make any necessarychangesandclick OK. Click
Apply in the main Printer Con�guration Tool window to save the changesandrestartthe printer
daemon.
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Figure34-12.Editing a Printer

34.9.1. Queue Name
To renamea printeror changeits shortdescription,changethevaluein the Queuenametab. Click
OK to returnto the main window. The nameof the printer shouldchangein the printer list. Click
Apply to save thechangeandrestarttheprinterdaemon.

34.9.2. Queue Type
TheQueuetype tabshows thequeuetypethatwasselectedwhenaddingtheprinterandits settings.
Thequeuetypeof theprintercanbechangedor just thesettings.After makingmodi�cations,click
OK to returnto themainwindow. Click Apply to save thechangesandrestarttheprinterdaemon.

Dependingon which queuetype is chosen,differentoptionsaredisplayed.Referto theappropriate
sectiononaddingaprinterfor adescriptionof theoptions.

34.9.3. Printer Driver
ThePrinter dri ver tabshows whichprint driver is currentlybeingused.If it is changed,click OK to
returnto themainwindow. Click Apply to save thechangeandrestarttheprinterdaemon.

34.9.4. Driver Options
TheDri ver optionstabdisplaysadvancedprinteroptions.Optionsvaryfor eachprint driver. Common
optionsinclude:

• PrerenderPostscript shouldbeselectedif charactersbeyondthebasicASCII setarebeingsentto
theprinter, but they arenotprintingcorrectly(suchasJapanesecharacters).Thisoptionprerenders
non-standardPostScriptfontssothatthey areprintedcorrectly.

If theprinterdoesnotsupportthefontsyouaretrying to print, try selectingthisoption.Forexample,
selectthis optionto print Japanesefontsto anon-Japaneseprinter.

Extratime is requiredto performthis action.Do not chooseit unlessproblemsprinting thecorrect
fontsexist.
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Also selectthis option if the printer cannot handlePostScriptlevel 3. This option converts it to
PostScriptlevel 1.

• GhostScript pre-�ltering allowsyouto selectNo pre-�ltering , Convert to PSlevel 1, or Convert
to PSlevel 2 in casetheprintercannothandlecertainPostScriptlevels.Thisoptionis only available
if thePostScriptdriver is used.

• PageSizeallows thepapersizeto beselected.TheoptionsincludeUS Letter, US Legal,A3, and
A4.

• Effective Filter Locale defaultsto C. If Japanesecharactersarebeingprinted,selectja_JP. Oth-
erwise,acceptthedefault of C.

• Media Sourcedefaultsto Printer default. Changethis optionto usepaperfrom a differenttray.

To modify thedriver options,click OK to returnto themainwindow. Click Apply to save thechange
andrestarttheprinterdaemon.

34.10. Saving the Con�guration File
Whentheprintercon�gurationis savedusingthePrinter Con�guration Tool, theapplicationcreates
its own con�guration�le thatis usedto createthe�les in the /etc/cups/ directory. Youcanusethe
commandline optionsto save or restorethe Printer Con�guration Tool �le. If the /etc/cups/
directoryis savedandrestoredto thesamelocations,theprintercon�gurationis not restoredbecause
eachtime the printer daemonis restarted,it createsa new /etc/printcap �le from the Printer
Con�guration Tool con�guration �le. Whencreatinga backupof the system's con�guration �les,
usethefollowing methodto save theprintercon�guration�les.

To saveyour printercon�guration,typethiscommandasroot:

/usr/sbin/system-config- prin ter -tui --Xexport > settings.xml

Yourcon�gurationis savedto the�le settings.xml .

If this �le is saved,it canbeusedto restoretheprintersettings.This is usefulif theprintercon�gura-
tion is deleted,if RedHatEnterpriseLinux is reinstalled,or if thesameprintercon�gurationis needed
onmultiplesystems.The�le shouldbesavedon adifferentsystembeforereinstalling.To restorethe
con�guration,typethis commandasroot:

/usr/sbin/system-config- prin ter -tui --Ximport < settings.xml

If you alreadyhave a con�guration �le (you have con�gured one or more printerson the system
already)andyoutry to importanothercon�guration�le, theexistingcon�guration�le is overwritten.
If you want to keepyour existing con�guration andaddthe con�guration in thesaved �le, you can
mergethe�les with thefollowing command(asroot):

/usr/sbin/system-config- prin ter -tui --Ximport --merge < settings.xml

Yourprinterlist thenconsistsof theprintersyou con�guredon thesystemaswell astheprintersyou
importedfrom the savedcon�guration �le. If the importedcon�guration �le hasa print queuewith
thesamenameasanexisting print queueon thesystem,theprint queuefrom the imported�le will
overridetheexisting printer.

After importing the con�guration �le (with or without the merge command),you must restartthe
printerdaemon.Issuethefollowing commandasroot:

/sbin/service cups restart
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34.11. Command Line Con�guration
If youdonothaveX installedandyoudonotwantto usethetext-basedversion,youcanaddaprinter
via thecommandline. This methodis usefulif youwantto addaprinterfrom ascriptor in the%post
sectionof akickstartinstallation.

34.11.1. Adding a Local Printer
To adda printer:

system-config-printer-tu i --Xadd-local options

Options:

--device=node

(Required)Thedevice nodeto use.For example,/dev/lp0 .

--make=make

(Required)TheIEEE1284MANUFACTURERstringor (if noneis available)theprintermanu-
facturer's nameasit appears,in thefoomaticdatabase.

--model=model

(Required)TheIEEE 1284MODEL stringor (if nonis available)theprintermodellistedin the
foomaticdatabase.

--name=name

(Optional)Thenameto begivento thenew queue.If oneis notgiven,anamebasedonthedevice
node(suchas“lp0”) is used.

--as-default

(Optional)Setthis asthedefault queue.

After addingtheprinter, usethefollowing commandto start/restarttheprinterdaemon:

service cups restart

34.11.2. Removing a Local Printer
A printerqueuecanalsoberemovedvia thecommandline.

As root, to remove aprinterqueue:

system-config-printer-tu i --Xremove-local options

Options:

--device=node

(Required)Thedevice nodeusedsuchas/dev/lp0 .

--make=make

(Required)TheIEEE 1284MANUFACTURERstring,or (if noneis available)theprinterman-
ufacturer's nameasit appearsin thefoomaticdatabase.
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--model=model

(Required)TheIEEE1284MODEL string,or (if noneis available)theprintermodelaslistedin
thefoomaticdatabase.

After removing the printer from the Printer Con�guration Tool con�guration, restartthe printer
daemonfor thechangesto take effect (asroot):

service cups restart

If all printershave beenremoved,andyou do not want to run theprinterdaemonanymore,execute
thefollowing command(asroot):

service cups stop

34.11.3. Setting the Default Printer
To setthedefault printer, usethefollowing commandandspecifythequeuename :

system-config-printer-tu i --Xdefault --queue= queuename

34.12. Managing Print Jobs
Whenyou senda print job to theprinterdaemon,suchasprinting a text �le from Emacsor printing
animagefrom The GIMP , theprint job is addedto theprint spoolqueue.Theprint spoolqueueis a
list of print jobs thathave beensentto theprinterandinformationabouteachprint request,suchas
thestatusof therequest,theusernameof thepersonwhosenttherequest,thehostnameof thesystem
thatsenttherequest,thejob number, andmore.

If you arerunninga graphicaldesktopenvironment,click thePrinter Manager icon on thepanelto
starttheGNOME Print Manager asshown in Figure34-13.

Figure34-13.GNOME Print Manager

Tochangetheprintersettings,right-click ontheiconfor theprinterandselectProperties. ThePrinter
Con�guration Tool is thenstarted.

Double-clickonacon�guredprinterto view theprint spoolqueueasshown in Figure34-14.
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Figure34-14.List of Print Jobs

To cancela speci�c print job listedin theGNOME Print Manager, selectit from thelist andselect
Edit => CancelDocumentsfrom thepulldown menu.

If thereareactive print jobs in the print spool,a printer noti�cation icon may appearin the Panel
Noti�cation Ar eaof thedesktoppanelasshown in Figure34-15. Becauseit probesfor active print
jobsevery � veseconds,theiconmaynot bedisplayedfor shortprint jobs.

Figure34-15.Printer Noti�cation Icon

Clicking on the printer noti�cation icon startsthe GNOME Print Manager anddisplaysa list of
currentprint jobs.

Also locatedon the Panel is a Print Manager icon. To print a �le from Nautilus, browse to the
locationof the �le anddraganddrop it on to the Print Manager icon on the Panel.The window
shown in Figure34-16is displayed.Click OK to startprinting the�le.

Figure34-16.Print Veri�cation Window
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To view thelist of print jobsin theprint spoolfrom a shellprompt,typethecommandlpq . Thelast
few lineslook similar to thefollowing:

Rank Owner/ID Class Job Files Size Time
active user@localhost+902 A 902 sample.txt 2050 01:20:46

Example34-1.Example of lpq output

If you want to cancela print job, �nd the job numberof the requestwith the commandlpq and
thenusethe commandlprm job number . For example,lprm 902 would cancelthe print job in
Example34-1. You musthave properpermissionsto cancela print job. Youcannot cancelprint jobs
thatwerestartedby otherusersunlessyou areloggedin asroot on themachineto which theprinter
is attached.

You canalsoprint a �le directly from a shellprompt.For example,thecommandlpr sample.txt
printsthetext �le sample.txt . Theprint �lter determineswhattypeof �le it is andconvertsit into
a formattheprintercanunderstand.

34.13. Sharing a Printer
ThePrinter Con�guration Tool's ability to sharecon�gurationoptionscanonly beusedif you are
usingtheCUPSprintingsystem.

Allowing usersonadifferentcomputeron thenetwork to print to aprintercon�guredfor yoursystem
is calledsharingtheprinter. By default,printerscon�guredwith thePrinter Con�guration Tool are
notshared.

To sharea con�guredprinter, startthePrinter Con�guration Tool andselecta printerfrom thelist.
ThenselectAction => Sharing from thepulldown menu.

Note

If a printer is not selected, Action => Sharing only shows the system-wide sharing options normally
shown under the General tab.

On theQueuetab,selecttheoptionto make thequeueavailableto otherusers.
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Figure34-17.QueueOptions

After selectingto sharethe queue,by default, all hostsare allowed to print to the sharedprinter.
Allowing all systemson thenetwork to print to thequeuecanbedangerous,especiallyif thesystem
is directly connectedto the Internet.It is recommendedthat this optionbechangedby selectingthe
All hostsentryandclicking theEdit buttonto displaythewindow shown in Figure34-18.

If you have a �re wall con�guredon theprint server, it mustbeableto sendandreceive connections
on theincomingUDPport,631.If youhavea �re wall con�guredontheclient (thecomputersending
theprint request),it mustbeallowedto sendandacceptconnectionsonport 631.

Figure34-18.Allowed Hosts

The General tab con�guressettingsfor all printers,including thosenot viewable with the Printer
Con�guration Tool. Therearetwo options:

• Automatically �nd remoteshared queues— Selectedby default, this optionenablesIPPbrows-
ing. When other machineson the network broadcastthe queuesthat they have, the queuesare
automaticallyaddedto thelist of printersavailableto thesystem;noadditionalcon�gurationis re-
quiredfor aprinterfoundfrom IPPbrowsing.Thisoptiondoesnotautomaticallysharetheprinters
con�guredon thelocalsystem.

• EnableLPD protocol— Thisoptionallowstheprinterto receiveprint jobsfrom clientscon�gured
to usetheLPD protocolusingthecups-lpd service,which is anxinetd service.
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Warning

If this option is enabled, all print jobs are accepted from all hosts if they are received from an LPD
client.

Figure34-19.System-wideSharing Options

34.14. Additional Resour ces
To learnmoreaboutprintingonRedHat EnterpriseLinux, referto thefollowing resources.

34.14.1. Installed Documentation

• map lpr — Themanualpagefor thelpr commandthatallowsyoutoprint �les fromthecommand
line.

• man lprm — The manualpagefor the commandline utility to remove print jobs from the print
queue.

• man mpage — Themanualpagefor thecommandline utility to print multiple pageson onesheet
of paper.

• man cupsd — Themanualpagefor theCUPSprinterdaemon.

• man cupsd.conf — Themanualpagefor theCUPSprinterdaemoncon�guration�le.

• man classes.conf — Themanualpagefor theclasscon�guration�le for CUPS.

34.14.2. Useful Websites

• http://www.linuxprinting.org — GNU/LinuxPrinting containsa largeamountof informationabout
printing in Linux.

• http://www.cups.org/ — Documentation,FAQs,andnewsgroupsaboutCUPS.



Chapter 35.
Automated Tasks

In Linux, taskscanbecon�guredto runautomaticallywithin aspeci�edperiodof time,onaspeci�ed
date,or when the systemload averageis below a speci�ed number. Red Hat EnterpriseLinux is
pre-con�guredto run importantsystemtasksto keepthe systemupdated.For example,the slocate
databaseusedby the locate commandis updateddaily. A systemadministratorcanuseautomated
tasksto performperiodicbackups,monitorthesystem,runcustomscripts,andmore.

RedHat EnterpriseLinux comeswith severalautomatedtasksutilities: cron , at , andbatch .

35.1. Cron
Cronis a daemonthatcanbeusedto scheduletheexecutionof recurringtasksaccordingto a combi-
nationof thetime,dayof themonth,month,dayof theweek,andweek.

Cronassumesthat thesystemis on continuously. If thesystemis not on whena taskis scheduled,it
is notexecuted.To scheduleone-timetasks,referto Section35.2At andBatch.

To usethecronservice,thevixie-cron RPMpackagemustbeinstalledandthecrond servicemust
be running.To determineif the packageis installed,usethe rpm -q vixie-cron command.To
determineif theserviceis running,usethecommand/sbin/service crond status .

35.1.1. Con�guring Cron Tasks
Themaincon�guration�le for cron,/etc/crontab , containsthefollowing lines:

SHELL=/bin/ba sh
PATH=/sbin:/b in :/ us r/ sbi n: /u sr /b in
MAILTO=root
HOME=/

# run-parts
01 * * * * root run-parts /etc/cron.hour ly
02 4 * * * root run-parts /etc/cron.dail y
22 4 * * 0 root run-parts /etc/cron.week ly
42 4 1 * * root run-parts /etc/cron.mont hl y

The �rst four lines arevariablesusedto con�gure the environmentin which the cron tasksarerun.
TheSHELLvariabletells thesystemwhich shellenvironmentto use(in this examplethebashshell),
while thePATHvariablede�nesthepathusedto executecommands.Theoutputof thecrontasksare
emailedto the usernamede�ned with the MAILTO variable.If the MAILTO variableis de�ned asan
emptystring(MAILTO="" ), emailis notsent.TheHOMEvariablecanbeusedto setthehomedirectory
to usewhenexecutingcommandsor scripts.

Eachline in the /etc/crontab �le representsa taskandhasthefollowing format:

minute hour day month dayofweek command

• minute — any integerfrom 0 to 59

• hour — any integerfrom 0 to 23
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• day — any integerfrom 1 to 31 (mustbeavalid dayif amonthis speci�ed)

• month — any integerfrom 1 to 12 (or theshortnameof themonthsuchasjanor feb)

• dayofweek — any integer from 0 to 7, where0 or 7 representsSunday(or theshortnameof the
weeksuchassunor mon)

• command— thecommandto execute(thecommandcaneitherbea commandsuchas ls /proc
>> /tmp/proc or thecommandto executeacustomscript)

For any of the above values,anasterisk(*) canbeusedto specifyall valid values.For example,an
asteriskfor the monthvaluemeansexecutethe commandevery monthwithin the constraintsof the
othervalues.

A hyphen(-) betweenintegersspeci�esa rangeof integers.For example,1-4 meanstheintegers1,
2, 3, and4.

A list of valuesseparatedby commas(,) speci�esa list. For example,3, 4, 6, 8 indicatesthose
four speci�c integers.

Theforwardslash(/) canbeusedto specifystepvalues.Thevalueof anintegercanbeskippedwithin
a rangeby following the rangewith / < integer > . For example,0-59/2 canbe usedto de�ne
every otherminutein theminute�eld. Stepvaluescanalsobeusedwith anasterisk.For instance,the
value*/3 canbeusedin themonth�eld to run thetaskevery third month.

Any linesthatbegin with ahashmark(#) arecommentsandarenot processed.

As shown in the /etc/crontab �le, the run-parts script executes the scripts in the
/etc/cron.hourly/ , /etc/cron.daily/ , /etc/cron.weekly/ , and /etc/cron.monthly/
directorieson an hourly, daily, weekly, or monthly basisrespectively. The �les in thesedirectories
shouldbeshellscripts.

If a cron taskis requiredto beexecutedon a scheduleotherthanhourly, daily, weekly, or monthly,
it canbe addedto the /etc/cron.d/ directory. All �les in this directoryusethe samesyntaxas
/etc/crontab . Referto Example35-1for examples.

# record the memory usage of the system every monday
# at 3:30AM in the file /tmp/meminfo
30 3 * * mon cat /proc/meminfo >> /tmp/meminfo
# run custom script the first day of every month at 4:10AM
10 4 1 * * /root/scripts/b ac ku p. sh

Example35-1.Crontab Examples

Usersotherthanrootcancon�gurecrontasksby usingthecrontab utility. All user-de�ned crontabs
arestoredin the /var/spool/cron/ directoryandareexecutedusingthe usernamesof the users
thatcreatedthem.To createacrontabasauser, login asthatuserandtypethecommandcrontab -e
to edit theuser's crontabusingtheeditorspeci�ed by the VISUAL or EDITORenvironmentvariable.
The �le usesthe sameformat as /etc/crontab . Whenthe changesto the crontabaresaved, the
crontabis storedaccordingto usernameandwritten to the�le /var/spool/cron/ username .

The cron daemon checks the /etc/crontab �le, the /etc/cron.d/ directory, and the
/var/spool/cron/ directory every minute for any changes.If any changesare found, they are
loadedinto memory. Thus,thedaemondoesnotneedto berestartedif acrontab�le is changed.

35.1.2. Contr olling Access to Cron
The /etc/cron.allow and /etc/cron.deny �les areusedto restrictaccessto cron.The format
of both accesscontrol �les is oneusernameon eachline. Whitespaceis not permittedin either�le.
Thecrondaemon(crond ) doesnot have to berestartedif theaccesscontrol �les aremodi�ed. The
accesscontrol�les arereadeachtime ausertriesto addor deleteacrontask.
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Therootusercanalwaysusecron,regardlessof theusernameslistedin theaccesscontrol�les.

If the�le cron.allow exists,only userslistedin it areallowedto usecron,andthecron.deny �le
is ignored.

If cron.allow doesnot exist, userslistedin cron.deny arenot allowedto usecron.

35.1.3. Star ting and Stopping the Service
To start the cron service,usethe command/sbin/service crond start . To stop the service,
usethe command/sbin/service crond stop . It is recommendedthat you start the serviceat
boot time.Referto Chapter20Controlling Accessto Servicesfor detailson startingthecronservice
automaticallyat boottime.

35.2. At and Batc h
While cron is usedto schedulerecurringtasks,the at commandis usedto schedulea one-timetask
at a speci�c time andthe batch commandis usedto schedulea one-timetaskto beexecutedwhen
thesystemsloadaveragedropsbelow 0.8.

To useat or batch , the at RPM packagemustbe installed,andthe atd servicemustbe running.
To determineif thepackageis installed,usethe rpm -q at command.To determineif theserviceis
running,usethecommand/sbin/service atd status .

35.2.1. Con�guring At Jobs
To scheduleaone-timejob ataspeci�c time,typethecommandat time , wheretime is thetime to
executethecommand.

Theargumenttime canbeoneof thefollowing:

• HH:MM format— For example,04:00speci�es4:00a.m.If thetime is alreadypast,it is executed
at thespeci�edtime thenext day.

• midnight— Speci�es12:00a.m.

• noon— Speci�es12:00p.m.

• teatime— Speci�es4:00p.m.

• month-namedayyearformat— For example,January152002speci�esthe15thdayof Januaryin
theyear2002.Theyearis optional.

• MMDDYY, MM/DD/YY, or MM.DD.YY formats— For example,011502for the 15th day of
Januaryin theyear2002.

• now + time — time is in minutes,hours,days,or weeks.For example,now + 5 daysspeci�esthat
thecommandshouldbeexecutedat thesametime � ve daysfrom now.

Thetime mustbespeci�ed �rst, followed by theoptionaldate.For moreinformationaboutthetime
format,readthe /usr/share/doc/at- < version > /timespec text �le.

After typingtheat commandwith thetimeargument,theat> promptisdisplayed.Typethecommand
to execute,press[Enter], and type [Ctrl]-[D]. Multiple commandscanbe speci�ed by typing each
commandfollowedby the[Enter] key. After typing all thecommands,press[Enter] to go to a blank
line andtype [Ctrl]-[D]. Alternatively, a shell script canbe enteredat the prompt,pressing[Enter]
aftereachline in thescript,andtyping [Ctrl]-[D] onablankline to exit. If ascriptis entered,theshell
usedis theshellsetin theuser's SHELL environment,theuser's login shell,or /bin/sh (whichever
is found�rst).
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If thesetof commandsor script tries to displayinformationto standardout, theoutputis emailedto
theuser.

Usethecommandatq to view pendingjobs.Referto Section35.2.3Viewing PendingJobsfor more
information.

Usage of the at command can be restricted. For more information, refer to
Section35.2.5Controlling Accessto At andBatch for details.

35.2.2. Con�guring Batc h Jobs
To executea one-timetaskwhentheloadaverageis below 0.8,usethebatch command.

After typing thebatch command,theat> promptis displayed.Typethecommandto execute,press
[Enter],andtype[Ctrl]-[D]. Multiple commandscanbespeci�edby typing eachcommandfollowed
by the[Enter] key. After typing all thecommands,press[Enter] to go to ablankline andtype[Ctrl]-
[D]. Alternatively, a shell scriptcanbeenteredat theprompt,pressing[Enter] aftereachline in the
script,andtyping [Ctrl]-[D] onablankline to exit. If ascriptis entered,theshellusedis theshellset
in the user's SHELL environment,the user's login shell,or /bin/sh (whichever is found �rst). As
soonastheloadaverageis below 0.8,thesetof commandsor scriptis executed.

If thesetof commandsor script tries to displayinformationto standardout, theoutputis emailedto
theuser.

Usethecommandatq to view pendingjobs.Referto Section35.2.3Viewing PendingJobsfor more
information.

Usage of the batch command can be restricted. For more information, refer to
Section35.2.5Controlling Accessto At andBatch for details.

35.2.3. Viewing Pending Jobs
To view pendingat andbatch jobs, usethe atq command.The atq commanddisplaysa list of
pendingjobs, with eachjob on a line. Eachline follows the job number, date,hour, job class,and
usernameformat.Userscanonly view their own jobs.If theroot userexecutestheatq command,all
jobsfor all usersaredisplayed.

35.2.4. Additional Command Line Options
Additional commandline optionsfor at andbatch include:

Option Description

-f Readthecommandsor shellscriptfrom a �le insteadof specifying
themat theprompt.

-m Sendemailto theuserwhenthejob hasbeencompleted.

-v Displaythetime thatthejob is executed.

Table 35-1.at and batch CommandLine Options

35.2.5. Contr olling Access to At and Batc h
The /etc/at.allow and /etc/at.deny �les canbeusedto restrictaccessto the at andbatch
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commands.The formatof bothaccesscontrol �les is oneusernameon eachline. Whitespaceis not
permittedin either�le. Theat daemon(atd ) doesnot have to berestartedif theaccesscontrol �les
are modi�ed. The accesscontrol �les are readeachtime a usertries to executethe at or batch
commands.

Therootusercanalwaysexecuteat andbatch commands,regardlessof theaccesscontrol�les.

If the�le at.allow exists,only userslisted in it areallowed to useat or batch , andtheat.deny
�le is ignored.

If at.allow doesnotexist, userslistedin at.deny arenotallowedto useat or batch .

35.2.6. Star ting and Stopping the Service
To starttheat service,usethecommand/sbin/service atd start . To stoptheservice,usethe
command/sbin/service atd stop . It is recommendedthatyoustarttheserviceatboottime.Re-
fer to Chapter20Controlling Accessto Servicesfor detailson startingthecronserviceautomatically
atboottime.

35.3. Additional Resour ces
To learnmoreaboutcon�guring automatedtasks,referto thefollowing resources.

35.3.1. Installed Documentation

• cron manpage— overview of cron.

• crontab manpagesin sections1 and5 — Themanpagein section1 containsanoverview of the
crontab �le. Themanpagein section5 containstheformatfor the�le andsomeexampleentries.

• /usr/share/doc/at- < version > /timespec containsmore detailed information about the
timesthatcanbespeci�edfor cronjobs.

• at manpage— descriptionof at andbatch andtheir commandline options.



280 Chapter 35.AutomatedTasks



Chapter 36.
Log Files

Log �les are�les that containmessagesaboutthe system,including the kernel,services,andappli-
cationsrunningon it. Therearedifferent log �les for different information.For example,thereis a
default systemlog �le, a log �le just for securitymessages,anda log �le for crontasks.

Log �les canbe very usefulwhentrying to troubleshoota problemwith the systemsuchastrying
to loada kerneldriver or whenlooking for unauthorizedlog in attemptsto thesystem.This chapter
discusseswhereto �nd log �les, how to view log �les, andwhatto look for in log �les.

Somelog �les arecontrolledby a daemoncalled syslogd . A list of log messagesmaintainedby
syslogd canbefoundin the /etc/syslog.conf con�guration�le.

36.1. Locating Log Files
Most log �les arelocatedin the /var/log/ directory. Someapplicationssuchashttpd andsamba
have adirectorywithin /var/log/ for their log �les.

You may noticemultiple �les in the log �le directorywith numbersafter them.Thesearecreated
when the log �les are rotated.Log �les are rotatedso their �le sizesdo not becometoo large.
The logrotate packagecontainsa cron task that automaticallyrotateslog �les accordingto the
/etc/logrotate.conf con�guration �le andthecon�guration �les in the /etc/logrotate.d/
directory. By default, it is con�guredto rotateevery weekandkeepfour weeksworth of previouslog
�les.

36.2. Viewing Log Files
Most log �les arein plain text format.You canview themwith any text editorsuchasVi or Emacs.
Somelog �les arereadableby all userson thesystem;however, root privilegesarerequiredto read
mostlog �les.

To view systemlog �les in an interactive, real-timeapplication,usethe Log Viewer. To start the
application,go to Applications (themainmenuon thepanel)=> SystemTools=> SystemLogs, or
typethecommandsystem-logviewer atashellprompt.

The applicationonly displayslog �les that exist; thus, the list might differ from the oneshown in
Figure36-1.

To �lter thecontentsof thelog �le for keywords,typethekeyword(s)in theFilter for text �eld, and
click Filter . Click Resetto resetthecontents.
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Figure36-1.Log Viewer

By default, thecurrentlyviewablelog �le is refreshedevery 30 seconds.To changethe refreshrate,
selectEdit => Preferencesfrom thepulldown menu.Thewindow shown in Figure36-2appears.In
theLog Files tab,click theup anddown arrows besidethe refreshrateto changeit. Click Closeto
returnto themainwindow. Therefreshrateis changedimmediately. To refreshthecurrentlyviewable
�le manually, selectFile => RefreshNow or press[Ctrl]-[R].

OntheLog Files tabin thePreferences,thelog �le locationscanbemodi�ed. Selectthelog �le from
thelist, andclick theEdit button.Typethenew locationof thelog �le or click theBrowsebuttonto
locatethe�le locationusinga �le selectiondialog.Click OK to returnto thepreferences,andclick
Closeto returnto themainwindow.

Figure36-2.Log File Locations
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36.3. Adding a Log File
To adda log �le to thelist, selectEdit => Preferences, andclick theAdd buttonin theLog Files tab.

Figure36-3.Adding a Log File

Provide a name,description,and the locationof the log �le to add.After clicking OK, the �le is
immediatelyaddedto theviewing area,if the�le exists.

36.4. Examining Log Files
Log Viewer canbecon�guredto displayanalert iconbesidelinesthatcontainkey alertwordsanda
warningiconbesidelinesthatcontainkey warningwords.

To addalertswords,selectEdit => Preferencesfrom thepulldown menu,andclick ontheAlerts tab.
Click theAdd buttonto addanalertword.To deleteanalertword,selecttheword from thelist, and
click Delete.

Thealerticon is displayedto theleft of thelinesthatcontainsany of thealertwords.

Figure36-4.Alerts

To addwarningwords,selectEdit => Preferencesfrom thepull-down menu,andclick ontheWarn-
ings tab. Click theAdd buttonto addawarningword.To deleteawarningword,selecttheword from
thelist, andclick Delete.



284 Chapter 36.Log Files

Thewarningicon is displayedto theleft of thelinesthatcontainsany of thewarningwords.

Figure36-5.Warning



Chapter 37.
Manuall y Upgrading the Kernel

TheRedHatEnterpriseLinux kernelis custombuilt by theRedHatkernelteamto ensureits integrity
and compatibility with supportedhardware. Before RedHat releasesa kernel, it must �rst passa
rigoroussetof qualityassurancetests.

RedHat EnterpriseLinux kernelsarepackagedin RPM formatso that they areeasyto upgradeand
verify usingthe Red Hat Update Agent, or the up2date command.The Red Hat Update Agent
automaticallyqueriestheRedHatNetwork serversanddetermineswhichpackagesneedto beupdated
on your machine,including the kernel.This chapteris only usefulfor thoseindividualsthat require
manualupdatingof kernelpackages,withoutusingtheup2date command.

Warning

Please note, that building a custom kernel is not supported by the Red Hat Global Services Support
team, and therefore is not explored in this manual.

Tip

Use of up2date is highly recommended by Red Hat for installing upgraded kernels.

For more information on Red Hat Network, the Red Hat Update Agent, and up2date , refer to
Chapter17RedHat Network.

37.1. Overview of Kernel Packages
RedHatEnterpriseLinux containsthefollowing kernelpackages(somemaynotapplyto yourarchi-
tecture):

• kernel — Containsthekernelandthefollowing key features:

• Uniprocessorsupportfor x86 andAthlon systems(canberun on a multi-processorsystem,but
only oneprocessoris utilized)

• Multi-processorsupportfor all otherarchitectures

• For x86systems,only the�rst 4 GB of RAM is used;usethekernel-hugemem packagefor x86
systemswith over 4 GB of RAM

• kernel-devel — Containsthekernelheadersandmake�les suf�cient to build modulesagainst
thekernel package.

• kernel-hugemem — (only for i686 systems)In additionto the optionsenabledfor the kernel
package,thekey con�gurationoptionsareasfollows:

• Supportfor morethan4 GB of RAM (up to 64GB for x86)
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Note

kernel-hugemem is required for memory con�gur ations higher than 16 GB.

• PAE (PhysicalAddressExtension)or 3 level pagingonx86processorsthatsupportPAE

• Supportfor multipleprocessors

• 4GB/4GBsplit — 4GB of virtual addressspacefor the kernelandalmost4GB for eachuser
processonx86systems

• kernel-hugemem-devel — Containsthekernelheadersandmake�les suf�cient to build modules
againstthekernel-hugemem package.

• kernel-smp — Containsthekernelfor multi-processorsystems.The following arethe key fea-
tures:

• Multi-processorsupport

• Supportfor morethan4 GB of RAM (up to 16GB for x86)

• PAE (PhysicalAddressExtension)or 3 level pagingonx86processorsthatsupportPAE

• kernel-smp-devel — Containsthe kernel headersand make�les suf�cient to build modules
againstthekernel-smp package.

• kernel-utils — Containsutilities thatcanbeusedto controlthekernelor systemhardware.

• kernel-doc — Containsdocumentation�les fromthekernelsource.Variousportionsof theLinux
kernel and the device drivers shippedwith it are documentedin these�les. Installationof this
packageprovidesa referenceto the optionsthat canbe passedto Linux kernelmodulesat load
time.

By default, these�les areplacedin the/usr/share/doc/kernel-doc- < version > / directory.

Note

The kernel-source package has been removed and replaced with an RPM that can only
be retrieved from Red Hat Network. This *.src.rpm must then be rebuilt locally using the
rpmbuild command. Refer to the latest distribution Release Notes, including all updates, at
https://www.redhat.com/docs/manuals/enterprise/ for more information on obtaining and installing
the kernel source package.

37.2. Preparing to Upgrade
Beforeupgradingthe kernel,take a few precautionarysteps.The �rst stepis to make sureworking
bootmediaexistsfor thesystemin caseaproblemoccurs.If thebootloaderis notcon�guredproperly
to bootthenew kernel,thesystemcannotbebootedinto RedHat EnterpriseLinux without working
bootmedia.

Forexample,tocreateabootdiskette,loginasroot,andtypethefollowing commandatashellprompt:

/sbin/mkbootdisk `uname -r`
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Tip

Refer to the mkbootdisk man page for more options. Creating bootable media via CD-Rs, CD-RWs,
and USB �ash drives are also supported given the system BIOS also supports it.

Rebootthemachinewith thebootmediaandverify thatit worksbeforecontinuing.

Hopefully, themediais notneeded,but storeit in asafeplacejust in case.

To determinewhichkernelpackagesareinstalled,executethefollowing commandat ashellprompt:

rpm -qa | grep kernel

The outputcontainssomeor all of the following packages,dependingon the system's architecture
(theversionnumbersandpackagesmaydiffer):

kernel-2.6.9- 5. EL
kernel-devel- 2. 6. 9- 5. EL
kernel-utils- 2. 6. 9- 5. EL
kernel-doc-2. 6. 9- 5. EL
kernel-smp-2. 6. 9- 5. EL
kernel-smp-de ve l- 2. 6. 9-5 .E L
kernel-hugeme m-deve l- 2.6 .9 -5 .E L

From the output, determine which packagesneed to be download for the kernel upgrade.
For a single processorsystem, the only required packageis the kernel package.Refer to
Section37.1Overview of KernelPackagesfor descriptionsof thedifferentpackages.

In the �le name,eachkernelpackagecontainsthearchitecturefor which thepackagewasbuilt. The
format is kernel-< variant > -< version > .< arch > .rpm,where< variant > is smp, utils ,
or soforth. The< arch > is oneof thefollowing:

• x86_64 for theAMD64 architecture

• ia64 for theIntel® Itanium™architecture

• ppc64 for theIBM® eServer™pSeries™architecture

• ppc64 for theIBM® eServer™iSeries™architecture

• s390 for theIBM® S/390®architecture

• s390x for theIBM® eServer™zSeries®architecture

• x86 variant:Thex86kernelsareoptimizedfor differentx86versions.Theoptionsareasfollows:

• i686 for Intel® Pentium®II, Intel® Pentium®III, Intel® Pentium®4, AMD Athlon®, and
AMD Duron®systems

37.3. Downloading the Upgraded Kernel
Thereareseveralwaysto determineif anupdatedkernelis availablefor thesystem.

• SecurityErrata— Go to thefollowing locationfor informationonsecurityerrata,includingkernel
upgradesthat�x securityissues:
http://www.redhat.com/apps/support/errata/

• Via QuarterlyUpdates— Referto thefollowing locationfor details:
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http://www.redhat.com/apps/support/errata/rhlas_err ata_pol icy.html

• Via RedHat Network — Downloadandinstall the kernelRPM packages.RedHat Network can
download the latestkernel,upgradethe kernelon the system,createan initial RAM disk image
if needed,andcon�gure the boot loaderto boot the new kernel.For more information,refer to
http://www.redhat.com/docs/manuals/RHNetwork/.

If RedHat Network wasusedto downloadandinstall theupdatedkernel,follow the instructionsin
Section37.5Verifying theInitial RAMDisk Image and Section37.6Verifying theBootLoader, only
donotchangethekernelto bootby default.RedHatNetwork automaticallychangesthedefaultkernel
to thelatestversion.To install thekernelmanually, continueto Section37.4PerformingtheUpgrade.

37.4. Performing the Upgrade
After retrieving all of the necessarypackages,it is time to upgradethe existing kernel.At a shell
prompt,as root, changeto the directory that containsthe kernel RPM packagesand follow these
steps.

Impor tant

It is strongly recommended that the old kernel is kept in case there are problems with the new kernel.

Usethe -i argumentwith the rpm commandto keeptheold kernel.Do not usethe -U option,since
it overwritesthe currentlyinstalledkernel,which createsboot loaderproblems.Issuethe following
command(thekernelversionmayvary):

rpm -ivh kernel-2.6.9-5. EL. < ar ch > .r pm

If thesystemisamulti-processorsystem,install thekernel-smp packagesaswell (thekernelversion
mayvary):

rpm -ivh kernel-smp-2.6. 9- 5. EL. < ar ch > .r pm

If the systemis i686 -basedandcontainsmore than4 GB of RAM, install the kernel-hugemem
packagebuilt for the i686 architectureaswell (thekernelversionmight vary):

rpm -ivh kernel-hugemem- 2. 6. 9- 5. EL.i 686. rp m

The next step is to verify that the initial RAM disk image has been created. Refer to
Section37.5Verifying theInitial RAMDisk Image for details.

37.5. Verifying the Initial RAM Disk Image
If the systemusesthe ext3 �le system,a SCSIcontroller, or useslabelsto referencepartitionsin
/etc/fstab , aninitial RAM disk is needed.Theinitial RAM disk allows a modularkernelto have
accessto modulesthatit mightneedto bootfrom beforethekernelhasaccessto thedevice wherethe
modulesnormallyreside.

On theRedHat EnterpriseLinux architecturesotherthanIBM eServer iSeries,theinitial RAM disk
canbe createdwith the mkinitrd command.However, this stepis performedautomaticallyif the
kernelandits associatedpackagesareinstalledor upgradedfrom the RPM packagesdistributedby
RedHat, Inc.; thus,it doesnot needto be executedmanually. To verify that it wascreated,usethe
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commandls -l /boot to make surethe initrd- < version > .img �le wascreated(theversion
shouldmatchtheversionof thekerneljust installed).

On iSeriessystems,the initial RAM disk �le andvmlinux �le arecombinedinto one�le, which is
createdwith the addRamDisk command.This stepis performedautomaticallyif the kernelandits
associatedpackagesareinstalledor upgradedfrom theRPM packagesdistributedby RedHat, Inc.;
thus,it doesnot needto be executedmanually. To verify that it wascreated,usethe commandls
-l /boot to makesurethe/boot/vmlinitrd- < kernel-version > �le wascreated(theversion
shouldmatchtheversionof thekerneljust installed).

The next stepis to verify that the boot loaderhasbeencon�gured to boot the new kernel.Referto
Section37.6Verifying theBootLoaderfor details.

37.6. Verifying the Boot Loader
Thekernel RPM packagecon�gurestheboot loaderto boot thenewly installedkernel(exceptfor
IBM eServer iSeriessystems).However, it doesnot con�gure theboot loaderto bootthenew kernel
by default.

It is alwaysagoodideato con�rm thatthebootloaderhasbeencon�guredcorrectly. This is acrucial
step.If the boot loaderis con�gured incorrectly, the systemdoesnot boot into RedHat Enterprise
Linux properly. If thishappens,bootthesystemwith thebootmediacreatedearlierandtry con�guring
thebootloaderagain.

37.6.1. x86 Systems
All x86 systemsuseGRUB asthebootloader, which includesall AMD64 systems.

37.6.1.1. GRUB

Con�rm that the �le /boot/grub/grub.conf containsa title sectionwith the sameversionas
thekernel packagejust installed(if thekernel-smp or kernel-hugemem packagewasinstalled,
asectionexistsfor it aswell):

# Note that you do not have to rerun grub after making changes to this file
# NOTICE: You have a /boot partition. This means that
# all kernel and initrd paths are relative to /boot/, eg.
# root (hd0,0)
# kernel /vmlinuz-version ro root=/dev/hda2
# initrd /initrd-version.img
#boot=/dev/hda
default=1
timeout=10
splashimage=(hd0,0)/grub /spl ash .xpm .gz
title Red Hat Enterprise Linux (2.6.9-5.EL)

root (hd0,0)
kernel /vmlinuz-2.6.9-5.EL ro root=LABEL=/
initrd /initrd-2.6.9-5.EL.img

title Red Hat Enterprise Linux (2.6.9-1.906_EL)
root (hd0,0)
kernel /vmlinuz-2.6.9-1.906_EL ro root=LABEL=/
initrd /initrd-2.6.9-1.906_EL.i mg

If a separate/boot/ partition wascreated,the pathsto the kernelandinitrd imagearerelative to
/boot/ .

Notice that the default is not set to the new kernel.To con�gure GRUB to boot the new kernelby
default, changethevalueof thedefault variableto thetitle sectionnumberfor thetitle sectionthat
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containsthenew kernel.Thecountstartswith 0.For example,if thenew kernelis the�rst title section,
setdefault to 0.

Begin testingthenew kernelby rebootingthecomputerandwatchingthemessagesto ensurethatthe
hardwareis detectedproperly.

37.6.2. Itanium Systems
ItaniumsystemsuseELILO asthebootloader, whichuses/boot/efi/EFI/redhat/elilo.conf
asthecon�guration�le. Con�rm thatthis �le containsan image sectionwith thesameversionasthe
kernel packagejust installed:

prompt
timeout=50
default=old

image=vmlinuz-2.6.9-5.EL
label=linux
initrd=initrd-2.6.9-5.E L.im g
read-only
append="root=LABEL=/"

image=vmlinuz-2.6.9-1.90 6_EL
label=old
initrd=initrd-2.6.9-1.9 06.i mg
read-only
append="root=LABEL=/"

Noticethatthedefault is notsetto thenew kernel.To con�gureELILO to bootthenew kernel,change
thevalueof thedefault variableto thevalueof the label for the image sectionthatcontainsthe
new kernel.

Begin testingthenew kernelby rebootingthecomputerandwatchingthemessagesto ensurethatthe
hardwareis detectedproperly.

37.6.3. IBM S/390 and IBM eServer zSeries Systems
The IBM S/390 and IBM eServer zSeriessystemsuse z/IPL as the boot loader, which uses
/etc/zipl.conf as the con�guration �le. Con�rm that the �le containsa sectionwith the same
versionasthekernelpackagejust installed:

[defaultboot]
default=old
target=/boot/
[linux]

image=/boot/vmlinuz-2.6 .9-5 .EL
ramdisk=/boot/initrd-2. 6.9- 5.EL .im g
parameters="root=LABEL= /"

[old]
image=/boot/vmlinuz-2.6 .9-1 .906 _EL
ramdisk=/boot/initrd-2. 6.9- 1.90 6_EL.im g
parameters="root=LABEL= /"

Noticethatthedefault is notsetto thenew kernel.Tocon�gurez/IPL to bootthenew kernelby default
changethevalueof thedefault variableto thenameof thesectionthatcontainsthenew kernel.The
�rst line of eachsectioncontainsthenamein brackets.

After modifying thecon�guration�le, run thefollowing commandasroot to enablethechanges:
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/sbin/zipl

Begin testingthenew kernelby rebootingthecomputerandwatchingthemessagesto ensurethatthe
hardwareis detectedproperly.

37.6.4. IBM eServer iSeries Systems
The /boot/vmlinitrd- < kernel-version > �le is installedwhenyou upgradethekernel.How-
ever, youmustusethedd commandto con�gure thesystemto bootthenew kernel:

1. As root, issuethe command cat /proc/iSeries/mf/side to determinethe default side
(eitherA, B, or C).

2. As root,issuethefollowing command,where< kernel-version > is theversionof thenew
kerneland< side > is thesidefrom thepreviouscommand:
dd if=/boot/vmlinitrd- < kerne l-v ersi on> of=/proc/iSeries/mf/ < side > /v mli nux bs=8k

Begin testingthenew kernelby rebootingthecomputerandwatchingthemessagesto ensurethatthe
hardwareis detectedproperly.

37.6.5. IBM eServer pSeries Systems
IBM eServer pSeriessystemsuseYABOOT asthe boot loader, which uses/etc/aboot.conf as
the con�guration �le. Con�rm that the �le containsan image sectionwith the sameversionasthe
kernel packagejust installed:

boot=/dev/sda1
init-message=Welcome to Red Hat Enterprise Linux!
Hit < TAB> for boot options

partition=2
timeout=30
install=/usr/lib/yaboot/ yabo ot
delay=10
nonvram

image=/vmlinux--2.6.9-5. EL
label=old
read-only
initrd=/initrd--2.6.9-5 .EL. img
append="root=LABEL=/"

image=/vmlinux-2.6.9-5.E L
label=linux
read-only
initrd=/initrd-2.6.9-5. EL.i mg
append="root=LABEL=/"

Noticethatthedefault is not setto thenew kernel.Thekernelin the�rst imageis bootedby default.
To changethedefault kernelto booteithermove its imagestanzasothatit is the�rst onelistedor add
thedirective default andsetit to the label of theimagestanzathatcontainsthenew kernel.

Begin testingthenew kernelby rebootingthecomputerandwatchingthemessagesto ensurethatthe
hardwareis detectedproperly.
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Chapter 38.
Kernel Modules

TheLinux kernelhasa modulardesign.At boot time, only a minimal residentkernelis loadedinto
memory. Thereafter, whenever a userrequestsa featurethat is not presentin the residentkernel,a
kernelmodule, sometimesreferredto asa driver, is dynamicallyloadedinto memory.

During installation,thehardwareon thesystemis probed.Basedon this probingandtheinformation
providedby theuser, theinstallationprogramdecideswhich modulesneedto beloadedat boottime.
Theinstallationprogramsetsup thedynamicloadingmechanismto work transparently.

If new hardwareis addedafterinstallationandthehardwarerequiresakernelmodule,thesystemmust
becon�guredto loadtheproperkernelmodulefor thenew hardware.Whenthesystemis bootedwith
thenew hardware,theKudzuprogramruns,detectsthenew hardwareif it is supported,andcon�gures
themodulefor it. Themodulecanalsobespeci�edmanuallyby editingthemodulecon�guration�le,
/etc/modprobe.conf .

Note

Video card modules used to display the X Window System interface are part of the xorg-X11 pack-
ages, not the kernel; thus, this chapter does not apply to them.

For example,if asystemincludedanSMC EtherPower 10PCInetwork adapter, themodulecon�gu-
ration�le containsthefollowing line:

alias eth0 tulip

If asecondnetwork cardis addedto thesystemandis identicalto the�rst card,addthefollowing line
to /etc/modules.conf :

alias eth1 tulip

Referto theRedHat EnterpriseLinuxReferenceGuidefor analphabeticallist of kernelmodulesand
supportedhardwarefor thosemodules.

38.1. Kernel Module Utilities
A groupof commandsfor managingkernelmodulesis availableif themodule-init-tools package
is installed.Usethesecommandsto determineif amodulehasbeenloadedsuccessfullyorwhentrying
differentmodulesfor apieceof new hardware.

Thecommand/sbin/lsmod displaysa list of currentlyloadedmodules.For example:

Module Size Used by
nfs 218437 1
lockd 63977 2 nfs
parport_pc 24705 1
lp 12077 0
parport 37129 2 parport_pc,lp
autofs4 23237 2
i2c_dev 11329 0
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i2c_core 22081 1 i2c_dev
sunrpc 157093 5 nfs,lockd
button 6481 0
battery 8901 0
ac 4805 0
md5 4033 1
ipv6 232833 16
ohci_hcd 21713 0
e100 39493 0
mii 4673 1 e100
floppy 58481 0
sg 33377 0
dm_snapshot 17029 0
dm_zero 2369 0
dm_mirror 22957 2
ext3 116809 2
jbd 71257 1 ext3
dm_mod 54741 6 dm_snapshot,dm _z er o, dm_mir ro r
ips 46173 2
aic7xxx 148121 0
sd_mod 17217 3
scsi_mod 121421 4 sg,ips,aic7xxx ,s d_mod

For eachline, the�rst columnis thenameof themodule,thesecondcolumnis thesizeof themodule,
andthethird columnis theusecount.

The /sbin/lsmod output is less verbose and easier to read than the output from viewing
/proc/modules .

To load a kernel module, use the /sbin/modprobe command followed by the
kernel module name. By default, modprobe attempts to load the module from the
/lib/modules/ < kernel-version > /kernel/drivers/ subdirectories.Thereis a subdirectory
for eachtype of module,suchasthe net/ subdirectoryfor network interfacedrivers.Somekernel
moduleshave moduledependencies,meaningthatothermodulesmustbe loaded�rst for it to load.
The /sbin/modprobe commandchecksfor thesedependenciesandloadsthemoduledependencies
beforeloadingthespeci�edmodule.

For example,thecommand

/sbin/modprob e e100

loadsany moduledependenciesandthenthee100 module.

To print to the screenall commandsas /sbin/modprobe executesthem,usethe -v option. For
example:

/sbin/modprob e -v e100

Outputsimilar to thefollowing is displayed:

/sbin/insmod /lib/modules/2. 6. 9- 5. EL/k er nel/ dr iv er s/ net/ e100.k o
Using /lib/modules/ 2. 6.9 -5 .E L/ ke rn el /d ri ve rs /n et /e 100. ko
Symbol version prefix 'smp_'

The /sbin/insmod commandalsoexists to load kernelmodules;however, it doesnot resolve de-
pendencies.Thus,it is recommendedthatthe /sbin/modprobe commandbeused.

Tounloadkernelmodules,usethe/sbin/rmmod commandfollowedby themodulename.Thermmod
utility only unloadsmodulesthatarenot in useandthatarenotadependency of othermodulesin use.

For example,thecommand
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/sbin/rmmod e100

unloadsthee100 kernelmodule.

Another useful kernel moduleutility is modinfo . Use the command/sbin/modinfo to display
informationaboutakernelmodule.Thegeneralsyntaxis:

/sbin/modinfo [options] < module >

Optionsinclude -d , which displaysa brief descriptionof the module,and -p , which lists the pa-
rametersthe modulesupports.For a completelist of options,refer to the modinfo manpage(man
modinfo ).

38.2. Persistent Module Loading
Kernelmodulesareusuallyloadeddirectly by the facility that requiresthem,which is givencorrect
settingsin the/etc/modprobe.conf �le. However, it is sometimesnecessaryto explicitly forcethe
loadingof amoduleatboottime.

RedHatEnterpriseLinux checksfor theexistenceof the /etc/rc.modules �le at boottime,which
containsvariouscommandsto load modules.The rc.modules shouldbeused,andnot rc.local
becauserc.modules is executedearlierin thebootprocess.

For example,thefollowing commandscon�gure loadingof the foo moduleat boottime(asroot):

# echo modprobe foo >> /etc/rc.modules
# chmod +x /etc/rc.modules

Tip

This approach is not necessary for network and SCSI interfaces because they have their own speci�c
mechanisms.

38.3. Additional Resour ces
For moreinformationonkernelmodulesandtheir utilities, referto thefollowing resources.

38.3.1. Installed Documentation

• lsmod manpage— descriptionandexplanationof its output.

• insmod manpage— descriptionandlist of commandline options.

• modprobe manpage— descriptionandlist of commandline options.

• rmmod manpage— descriptionandlist of commandline options.

• modinfo manpage— descriptionandlist of commandline options.

• /usr/share/doc/kernel-doc- < version > /Documentation/k build/mo dules.t xt —
how to compileandusekernelmodules.
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38.3.2. Useful Websites

• http://www.redhat.com/mirrors/LDP/HOWTO/Module-HOWTO/index.html — Linux Loadable
KernelModuleHOWTO from theLinux DocumentationProject.



Chapter 39.
Mail Transpor t Agent (MTA) Con�guration

A Mail TransportAgent (MTA) is essentialfor sendingemail.A Mail User Agent (MUA) suchas
Evolution, Mozilla Mail , Thunderbird , andMutt , is usedto readandcomposeemail.Whenauser
sendsanemailfromanMUA, themessageishandedoff to theMTA, whichsendsthemessagethrough
aseriesof MTAs until it reachesits destination.

Evenif auserdoesnotplanto sendemailfrom thesystem,someautomatedtasksor systemprograms
might usethe /bin/mail commandto sendemail containinglog messagesto the root userof the
local system.

RedHat EnterpriseLinux 4 providesthreeMTAs: Sendmail,Post�x, andExim. If all threearein-
stalled,sendmail is thedefault MTA. TheMail Transport Agent Switcher allows for theselection
of eithersendmail , postfix , or exim asthedefault MTA for thesystem.

The system-switch-mail RPM packagemust be installed to use the text-basedversion of
the Mail Transport Agent Switcher program. If you want to use the graphical version, the
system-switch-mail-gnome packagemustalsobe installed.For moreinformationon installing
RPM packages,referto Part III Package Management.

To start the Mail Transport Agent Switcher, selectApplications (the main menuon the panel)
=> Preferences=> Mor e Preferences=> Mail Transport Agent Switcher, or type the command
system-switch-mail at ashellprompt(for example,in anXTermor GNOMEterminal).

The program automaticallydetectsif the X Window Systemis running. If it is running, the
program starts in graphical mode as shown in Figure39-1. If X is not detected,it starts in
text-mode. To force Mail Transport Agent Switcher to run in text-mode, use the command
system-switch-mail-nox .

Figure39-1.Mail Transport Agent Switcher

If youselectOK to changetheMTA, theselectedmail daemonis enabledto startatboottime,andthe
unselectedmail daemonsaredisabledsothatthey donotstartatboottime.Theselectedmail daemon
is started,andany othermail daemonis stopped;thusmakingthechangestake placeimmediately.
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For moreinformationaboutemailprotocolsandMTAs, referto theRedHat EnterpriseLinux Refer-
enceGuide.



VI. System Monitoring

Systemadministratorsalsomonitorsystemperformance.RedHat EnterpriseLinux containstoolsto
assistadministratorswith thesetasks.
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Chapter 40.
Gathering System Information

Before you learn how to con�gure your system,you shouldlearn how to gatheressentialsystem
information.For example,you shouldknow how to �nd theamountof free memory, theamountof
availableharddrive space,how your harddrive is partitioned,andwhatprocessesarerunning.This
chapterdiscusseshow to retrieve this typeof informationfrom yourRedHatEnterpriseLinux system
usingsimplecommandsanda few simpleprograms.

40.1. System Processes
Theps ax commanddisplaysa list of currentsystemprocesses,includingprocessesownedby other
users.To display the owner of the processes,alongwith the processes,usethe commandps aux .
This list is a static list; in otherwords,it is a snapshotof what wasrunningwhenyou invoked the
command.If youwantaconstantlyupdatedlist of runningprocesses,usetop asdescribedbelow.

Theps outputcanbelong.To prevent it from scrollingoff thescreen,you canpipeit throughless:

ps aux | less

You canusetheps commandin combinationwith thegrep commandto seeif a processis running.
For example,to determineif Emacsis running,usethefollowing command:

ps ax | grep emacs

The top commanddisplayscurrentlyrunningprocessesand importantinformationaboutthemin-
cludingtheirmemoryandCPUusage.Thelist is bothreal-timeandinteractive. An exampleof top 's
outputis providedasfollows:

top - 14:01:42 up 9 days, 23:48, 4 users, load average: 0.10, 0.13, 0.07
Tasks: 96 total, 2 running, 94 sleeping, 0 stopped, 0 zombie
Cpu(s): 2.3% us, 0.3% sy, 0.0% ni, 95.4% id, 2.0% wa, 0.0% hi, 0.0% si
Mem: 645712k total, 613184k used, 32528k free, 176124k buffers
Swap: 1310712k total, 0k used, 1310712k free, 226136k cached

PID USER PR NI VIRT RES SHR S %CPU%MEM TIME+ COMMAND
10456 root 14 -1 31408 17m 4828 S 2.3 2.7 158:16.98 X
18110 root 16 0 3032 1052 840 R 0.7 0.2 0:00.07 top

1 root 16 0 3036 560 480 S 0.0 0.1 0:00.98 init
2 root 34 19 0 0 0 S 0.0 0.0 0:00.10 ksoftirqd/0
3 root 5 -10 0 0 0 S 0.0 0.0 0:00.07 events/0
4 root 5 -10 0 0 0 S 0.0 0.0 0:00.01 khelper
5 root 15 -10 0 0 0 S 0.0 0.0 0:00.00 kacpid

17 root 5 -10 0 0 0 S 0.0 0.0 0:00.00 kblockd/0
18 root 15 0 0 0 0 S 0.0 0.0 0:00.00 khubd
27 root 20 0 0 0 0 S 0.0 0.0 0:00.00 pdflush
28 root 15 0 0 0 0 S 0.0 0.0 0:01.96 pdflush
30 root 12 -10 0 0 0 S 0.0 0.0 0:00.00 aio/0
29 root 16 0 0 0 0 S 0.0 0.0 0:01.98 kswapd0

103 root 25 0 0 0 0 S 0.0 0.0 0:00.00 kseriod
173 root 23 0 0 0 0 S 0.0 0.0 0:00.00 scsi_eh_0
174 root 15 0 0 0 0 S 0.0 0.0 0:00.00 ahc_dv_0
177 root 20 0 0 0 0 S 0.0 0.0 0:00.00 scsi_eh_1

To exit top , pressthe[q] key.



302 Chapter 40.Gathering SystemInformation

Table40-1 containsusefulinteractive commandsthat you canusewith top . For moreinformation,
referto the top (1) manualpage.

Command Description

[Space] Immediatelyrefreshthedisplay

[h] Displayahelpscreen

[k] Kill aprocess.Youarepromptedfor theprocess
ID andthesignalto sendto it.

[n] Changethenumberof processesdisplayed.You
arepromptedto enterthenumber.

[u] Sortby user.

[M] Sortby memoryusage.

[P] Sortby CPUusage.

Table 40-1.Interactive top commands

If you prefera graphicalinterfacefor top , you canusethe GNOME SystemMonitor . To start it
from the desktop,selectApplications (the main menuon the panel)=> SystemTools => System
Monitor or typegnome-system-monitor atashellprompt(suchasanXTerm).SelecttheProcess
Listing tab.

The GNOME SystemMonitor allows you to searchfor a processin the list of runningprocessas
well asto view all processes,yourprocesses,or active processes.

To learnmoreabouta process,selectit andclick the Mor e Info button.Detailsabouttheprocessis
displayedat thebottomof thewindow.

To stopa process,selectit andclick End Process. This function is useful for processesthat have
stoppedrespondingto userinput.

To sortby theinformationin aspeci�c column,click onthenameof thecolumn.Thecolumnthatthe
informationis sortedby appearsin adarker graycolor.



Chapter 40.Gathering SystemInformation 303

Figure40-1.GNOME SystemMonitor

40.2. Memor y Usage
The free commanddisplaysthetotal amountof physicalmemoryandswapspacefor thesystemas
well astheamountof memorythatis used,free,shared,in kernelbuffers,andcached.

total used free shared buffers cached
Mem: 645712 549720 95992 0 176248 224452
-/+ buffers/cache : 149020 496692
Swap: 1310712 0 1310712

Thecommandfree -m shows thesameinformationin megabytes,whichareeasierto read.

total used free shared buffers cached
Mem: 630 536 93 0 172 219
-/+ buffers/cache : 145 485
Swap: 1279 0 1279

If prefera graphicalinterfacefor free , you canusetheGNOME SystemMonitor . To startit from
thedesktop,go to Applications (themainmenuon thepanel)=> SystemTools=> SystemMonitor
or typegnome-system-monitor atashellprompt(suchasanXTerm).ChoosetheSystemMonitor
tab.
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Figure40-2.GNOME SystemMonitor

40.3. File Systems
Thedf commandreportsthesystem'sdiskspaceusage.If youtypethecommanddf atashellprompt,
theoutputlookssimilar to thefollowing:

Filesystem 1K-blocks Used Available Use% Mounted on
/dev/mapper/V ol Group00-L ogVol0 0

11675568 6272120 4810348 57% /
/dev/sda1 100691 9281 86211 10% /boot
none 322856 0 322856 0% /dev/shm

By default, thisutility shows thepartitionsizein 1 kilobyte blocksandtheamountof usedandavail-
abledisk spacein kilobytes.To view the informationin megabytesandgigabytes,usethecommand
df -h . The-h argumentstandsfor human-readableformat.Theoutputlookssimilarto thefollowing:

Filesystem Size Used Avail Use% Mounted on
/dev/mapper/V ol Group00-L ogVol0 0

12G 6.0G 4.6G 57% /
/dev/sda1 99M 9.1M 85M 10% /boot
none 316M 0 316M 0% /dev/shm

In the list of mountedpartitions,thereis anentry for /dev/shm . This entry representsthesystem's
virtual memory�le system.

The du commanddisplaysthe estimatedamountof spacebeingusedby �les in a directory. If you
typedu atashellprompt,thediskusagefor eachof thesubdirectoriesis displayedin alist. Thegrand
total for thecurrentdirectoryandsubdirectoriesarealsoshown asthe last line in the list. If you do
not want to seethe totalsfor all thesubdirectories,usethecommanddu -hs to seeonly the grand
total for thedirectoryin human-readableformat.Usethedu --help commandto seemoreoptions.

To view thesystem's partitionsanddisk spaceusagein agraphicalformat,usetheGNOME System
Monitor tabasshown in Figure40-2, on thebottomof thetabunderDevices.
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40.4. Hardware
If you arehaving troublecon�guring your hardwareor just want to know what hardwareis in your
system,you canusetheHardware Browser applicationto displaythehardwarethatcanbeprobed.
To starttheprogramfrom thedesktop,selectApplications (themainmenuon thepanel)=> System
Tools => Hardware Browser or type hwbrowser at a shell prompt.As shown in Figure40-3, it
displaysyour CD-ROM devices,diskette drives,hard drives and their partitions,network devices,
pointingdevices,systemdevices,andvideocards.Click on thecategory namein the left menu,and
theinformationis displayed.

Figure40-3.Hardware Browser

You canalsousethe lspci commandto list all PCI devices.Usethecommandlspci -v for more
verboseinformationor lspci -vv for veryverboseoutput.

Forexample,lspci canbeusedto determinethemanufacturer, model,andmemorysizeof asystem's
videocard:

00:00.0 Host bridge: ServerWorks CNB20LE Host Bridge (rev 06)
00:00.1 Host bridge: ServerWorks CNB20LE Host Bridge (rev 06)
00:01.0 VGA compatible controller: S3 Inc. Savage 4 (rev 04)
00:02.0 Ethernet controller: Intel Corp. 82557/8/9 [Ethernet Pro 100] (rev 08)
00:0f.0 ISA bridge: ServerWorks OSB4 South Bridge (rev 50)
00:0f.1 IDE interface: ServerWorks OSB4 IDE Controller
00:0f.2 USB Controller: ServerWorks OSB4/CSB5 OHCI USB Controller (rev 04)
01:03.0 SCSI storage controller: Adaptec AIC-7892P U160/m (rev 02)
01:05.0 RAID bus controller: IBM ServeRAID Controller

The lspci is alsousefulto determinethenetwork cardin yoursystemif youdonotknow themanu-
factureror modelnumber.
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40.5. Additional Resour ces
To learnmoreaboutgatheringsysteminformation,referto thefollowing resources.

40.5.1. Installed Documentation

• ps --help — Displaysa list of optionsthatcanbeusedwith ps .

• top manualpage— Typeman top to learnmoreabouttop andits many options.

• free manualpage— typeman free to learnmoreaboutfree andits many options.

• df manualpage— Typeman df to learnmoreaboutthedf commandandits many options.

• du manualpage— Typeman du to learnmoreaboutthedu commandandits many options.

• lspci manualpage— Typeman lspci to learnmoreaboutthe lspci commandandits many
options.

• /proc/ directory— The contentsof the /proc/ directorycanalsobe usedto gathermorede-
tailed systeminformation.Referto the RedHat EnterpriseLinux ReferenceGuidefor additional
informationaboutthe /proc/ directory.

40.5.2. Related Books

• RedHat EnterpriseLinux Introductionto SystemAdministration; RedHat,Inc. — Includesachap-
ter onmonitoringresources.
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OPro�le

OPro�le is a low overhead,system-wideperformancemonitoringtool. It usestheperformancemon-
itoring hardware on the processorto retrieve information aboutthe kernel and executableson the
system,suchaswhenmemoryis referenced,the numberof L2 cacherequests,andthe numberof
hardwareinterruptsreceived. On a RedHat EnterpriseLinux system,the oprofile RPM package
mustbeinstalledto usethis tool.

Many processorsincludededicatedperformancemonitoringhardware.This hardwaremakesit possi-
bleto detectwhencertaineventshappen(suchastherequesteddatanotbeingin cache).Thehardware
normallytakestheform of oneor morecounters thatareincrementedeachtime aneventtakesplace.
Whenthecountervalue,essentiallyrolls over, aninterruptis generated,makingit possibleto control
theamountof detail(andtherefore,overhead)producedby performancemonitoring.

OPro�le usesthishardware(or a timer-basedsubstitutein caseswhereperformancemonitoringhard-
wareis not present)to collectsamplesof performance-relateddataeachtime a countergeneratesan
interrupt.Thesesamplesareperiodicallywrittenout to disk; later, thedatacontainedin thesesamples
canthenbeusedto generatereportsonsystem-level andapplication-level performance.

OPro�le is a usefultool, but beawareof somelimitationswhenusingit:

• Useof shared libraries — Samplesfor codein sharedlibrariesarenot attributedto theparticular
applicationunlessthe--separate=library optionis used.

• Performancemonitoringsamplesareinexact— Whenaperformancemonitoringregistertriggersa
sample,theinterrupthandlingis notpreciselikeadivideby zeroexception.Dueto theout-of-order
executionof instructionsby theprocessor, thesamplemayberecordedonanearbyinstruction.

• opreport doesnot associatesamplesfor inline functions'properly— opreport usesa simple
addressrangemechanismto determinewhich functionanaddressis in. Inline functionsamplesare
not attributedto theinline functionbut ratherto thefunctiontheinline functionwasinsertedinto.

• OPro�le accumulatesdata from multiple runs — OPro�le is a system-widepro�ler andexpects
processesto startup andshutdown multiple times.Thus,samplesfrom multiple runsaccumulate.
Usethecommandopcontrol --reset to clearout thesamplesfrom previousruns.

• Non-CPU-limitedperformanceproblems— OPro�le is orientedto �nding problemswith CPU-
limited processes.OPro�le doesnot identify processesthatareasleepbecausethey arewaiting on
locksor for someothereventto occur(for exampleanI/O device to �nish anoperation).

41.1. Overview of Tools
Table41-1providesabrief overview of thetoolsprovidedwith theoprofile package.

Command Description

op_help Displaysavailableeventsfor thesystem's processoralongwith abrief
descriptionof each.

op_import Convertssampledatabase�les from a foreignbinaryformatto the
native formatfor thesystem.Only usethis optionwhenanalyzinga
sampledatabasefrom adifferentarchitecture.
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Command Description

opannotate Createsannotatedsourcefor anexecutableif theapplicationwas
compiledwith debuggingsymbols.Referto
Section41.5.3Usingopannotate for details.

opcontrol Con�gureswhatdatais collected.Referto
Section41.2Con�guring OPro�le for details.

opreport Retrievespro�le data.Referto Section41.5.1Usingopreport for
details.

oprofiled Runsasadaemonto periodicallywrite sampledatato disk.

Table 41-1.OPro�le Commands

41.2. Con�guring OPro�le
BeforeOPro�le canbe run, it mustbe con�gured. At a minimum, selectingto monitor the kernel
(or selectingnot to monitor the kernel) is required.The following sectionsdescribehow to usethe
opcontrol utility to con�gure OPro�le. As the opcontrol commandsareexecuted,thesetupop-
tionsaresavedto the /root/.oprofile/daemonrc �le.

41.2.1. Specifying the Kernel
First,con�gure whetherOPro�le shouldmonitorthekernel.This is theonly con�gurationoptionthat
is requiredbeforestartingOPro�le. All othersareoptional.

To monitorthekernel,executethefollowing commandasroot:

opcontrol --setup --vmlinux=/usr/lib/debug /lib /module s/`u name -r`/vmlinux

Note

The debuginfo package must be installed (which contains the uncompressed kernel) in order to
monitor the kernel.

To con�gure OPro�le not to monitorthekernel,executethefollowing commandasroot:

opcontrol --setup --no-vmlinux

This command also loads the oprofile kernel module, if it is not already loaded,
and creates the /dev/oprofile/ directory, if it does not already exist. Refer to
Section41.6Understanding/dev/oprofile/ for detailsaboutthis directory.

Note

Even if OPro�le is con�gured not to pro�le the kernel, the SMP kernel still must be running so that
the oprofile module can be loaded from it.
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Settingwhethersamplesshouldbe collectedwithin the kernelonly changeswhat datais collected,
not how or wherethe collecteddatais stored.To generatedifferentsample�les for the kerneland
applicationlibraries,referto Section41.2.3Separating KernelandUser-spacePro�les.

41.2.2. Setting Events to Monitor
Most processorscontaincounters, which areusedby OPro�le to monitorspeci�c events.As shown
in Table41-2, thenumberof countersavailabledependson theprocessor.

Processor cpu_type Number of Counter s

PentiumPro i386/ppro 2

PentiumII i386/pii 2

PentiumIII i386/piii 2

Pentium4 (non-hyper-threaded) i386/p4 8

Pentium4 (hyper-threaded) i386/p4-ht 4

Athlon i386/athlon 4

AMD64 x86-64/hammer 4

Itanium ia64/itanium 4

Itanium2 ia64/itanium2 4

TIMER_INT timer 1

IBM eServer iSeriesandpSeries timer 1

ppc64/power4 8

ppc64/power5 6

ppc64/970 8

IBM eServer S/390andS/390x timer 1

IBM eServer zSeries timer 1

Table 41-2.OPro�le Processorsand Counters

UseTable41-2 to verify that the correctprocessortype wasdetectedandto determinethe number
of eventsthatcanbemonitoredsimultaneously. timer is usedastheprocessortypeif theprocessor
doesnot havesupportedperformancemonitoringhardware.

If timer is used,eventscannotbesetfor any processorbecausethehardwaredoesnot have support
for hardwareperformancecounters.Instead,thetimer interruptis usedfor pro�ling.

If timer is not usedasthe processortype, the eventsmonitoredcanbechanged,andcounter0 for
theprocessoris setto a time-basedeventby default. If morethanonecounterexistson theprocessor,
thecountersotherthancounter0 arenot setto aneventby default. Thedefault eventsmonitoredare
shown in Table41-3.

Processor Default Event for Counter Description
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Processor Default Event for Counter Description

PentiumPro,Pentium
II, PentiumIII, Athlon,
AMD64

CPU_CLK_UNHALTED Theprocessor's clock is not halted

Pentium4 (HT and
non-HT)

GLOBAL_POWER_EVENTS Thetime duringwhich theprocessoris
not stopped

Itanium2 CPU_CYCLES CPUCycles

TIMER_INT (none) Samplefor eachtimer interrupt

ppc64/power4 CYCLES ProcessorCycles

ppc64/power5 CYCLES ProcessorCycles

ppc64/970 CYCLES ProcessorCycles

Table 41-3.Default Events

Thenumberof eventsthatcanbemonitoredat onetime is determinedby thenumberof countersfor
theprocessor. However, it is nota one-to-onecorrelation;onsomeprocessors,certaineventsmustbe
mappedto speci�c counters.To determinethe numberof countersavailable,executethe following
command:

cat /dev/oprofile/cpu_type

The eventsavailable vary dependingon the processortype. To determinethe eventsavailable for
pro�ling, executethefollowing commandasroot (thelist is speci�c to thesystem's processortype):

op_help

Theeventsfor eachcountercanbecon�guredvia thecommandline or with agraphicalinterface.For
moreinformationon thegraphicalinterface,referto Section41.8GraphicalInterface. If thecounter
cannotbesetto aspeci�c event,anerrormessageis displayed.

To settheeventfor eachcon�gurablecountervia thecommandline, useopcontrol :

opcontrol --event= < event-name > : < sample -rat e>

Replace < event-name > with the exact name of the event from op_help , and replace
< sample-rate > with thenumberof eventsbetweensamples.

41.2.2.1. Sampling Rate

By default, a time-basedevent set is selected.It createsa sampleevery 100,000clock cycles per
processor. If the timer interruptis used,the timer is setto whatever the jif fy rateis andis not user-
settable.If thecpu_type is not timer , eacheventcanhave a samplingratesetfor it. Thesampling
rateis thenumberof eventsbetweeneachsamplesnapshot.

Whensettingtheeventfor thecounter, asampleratecanalsobespeci�ed:

opcontrol --event= < event-name > : < sample -rat e>

Replace< sample-rate > with thenumberof eventsto wait beforesamplingagain.Thesmaller
thecount,themorefrequentthesamples.For eventsthatdonothappenfrequently, a lowercountmay
beneededto capturetheevent instances.
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Caution

Be extremely careful when setting sampling rates. Sampling too frequently can overload the system,
causing the system to appear as if it is frozen or causing the system to actually freeze.

41.2.2.2. Unit Masks

If thecpu_type is not timer , unit masksmayalsoberequiredto furtherde�ne theevent.

Unit masksfor eacheventarelistedwith theop_help command.Thevaluesfor eachunit maskare
listed in hexadecimalformat.To specifymorethanoneunit mask,the hexadecimalvaluesmustbe
combinedusingabitwiseor operation.

opcontrol --event= < event-name > : < sample -rat e> : < unit- mask>

41.2.3. Separating Kernel and User-space Pro�les
By default, kernelmodeandusermodeinformationis gatheredfor eachevent.To con�gure OPro�le
not to counteventsin kernelmodefor aspeci�c counter, executethefollowing command:

opcontrol --event= < event-name > : < sample -rat e> : < unit- mask> :0

Executethefollowing commandto startpro�ling kernelmodefor thecounteragain:

opcontrol --event= < event-name > : < sample -rat e> : < unit- mask> :1

To con�gure OPro�le not to counteventsin usermodefor a speci�c counter, executethe following
command:

opcontrol --event= < event-name > : < sample -rat e> : < unit- mask> : < ker nel > :0

Executethefollowing commandto startpro�ling usermodefor thecounteragain:

opcontrol --event= < event-name > : < sample -rat e> : < unit- mask> : < ker nel > :1

WhentheOPro�le daemonwritesthepro�le datato sample�les, it canseparatethekernelandlibrary
pro�le datainto separatesample�les. To con�gure how the daemonwrites to sample�les, execute
thefollowing commandasroot:

opcontrol --separate= < choice >

< choice > canbeoneof thefollowing:

• none — donot separatethepro�les (default)

• library — generateper-applicationpro�les for libraries

• kernel — generateper-applicationpro�les for thekernelandkernelmodules

• all — generateper-applicationpro�les for librariesandper-applicationpro�les for thekerneland
kernelmodules

If --separate=library is used,thesample�le nameincludesthenameof theexecutableaswell
asthenameof thelibrary.
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41.3. Star ting and Stopping OPro�le
To startmonitoringthesystemwith OPro�le, executethefollowing commandasroot:

opcontrol --start

Outputsimilar to thefollowing is displayed:

Using log file /var/lib/oprofile/oprofi led .log
Daemon started.
Profiler running.

Thesettingsin /root/.oprofile/daemonrc areused.

The OPro�le daemon, oprofiled , is started; it periodically writes the sample data to the
/var/lib/oprofile/samples/ directory. The log �le for the daemon is located at
/var/lib/oprofile/oprofiled.log .

To stopthepro�ler, executethefollowing commandasroot:

opcontrol --shutdown

41.4. Saving Data
Sometimesit is usefulto save samplesat a speci�c time.For example,whenpro�ling anexecutable,
it maybeusefulto gatherdifferentsamplesbasedondifferentinputdatasets.If thenumberof events
to bemonitoredexceedsthenumberof countersavailablefor theprocessor, multiple runsof OPro�le
canbeusedto collectdata,saving thesampledatato different�les eachtime.

To save thecurrentsetof sample�les, executethe following command,replacing< name> with a
uniquedescriptive namefor thecurrentsession.

opcontrol --save= < name>

The directory /var/lib/oprofile/samples/ name/ is createdand the currentsample�les are
copiedto it.

41.5. Anal yzing the Data
Periodically, the OPro�le daemon,oprofiled , collects the samplesand writes them to the
/var/lib/oprofile/samples/ directory. Before readingthe data,make sureall datahasbeen
written to thisdirectoryby executingthefollowing commandasroot:

opcontrol --dump

Eachsample�le nameis basedonthenameof theexecutable.For example,thesamplesfor thedefault
eventonaPentiumIII processorfor /bin/bash becomes:

\{root\}/bin/bash/\{dep\ }/\{ roo t\}/ bin/ bas h/CP U_CLK_UNHALTED.100 000

Thefollowing toolsareavailableto pro�le thesampledataonceit hasbeencollected:

• opreport

• opannotate

Usethesetools,alongwith thebinariespro�led, to generatereportsthatcanbefurtheranalyzed.
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Warning

The executable being pro�led must be used with these tools to analyze the data. If it must change
after the data is collected, backup the executable used to create the samples as well as the sample
�les .

Samplesfor eachexecutablearewrittento asinglesample�le. Samplesfrom eachdynamicallylinked
library arealso written to a single sample�le. While OPro�le is running, if the executablebeing
monitoredchangesandasample�le for theexecutableexists,theexistingsample�le is automatically
deleted.Thus,if the existing sample�le is needed,it mustbebacked up, alongwith the executable
usedto createit beforereplacingtheexecutablewith anew version.Referto Section41.4SavingData
for detailsonhow to backupthesample�le.

41.5.1. Using opreport

Theopreport tool providesanoverview of all theexecutablesbeingpro�led.

Thefollowing is partof anexampleoutput:

Profiling through timer interrupt
TIMER:0|

samples| %|
------------------

25926 97.5212 no-vmlinux
359 1.3504 pi

65 0.2445 Xorg
62 0.2332 libvte.so.4.4.0
56 0.2106 libc-2.3.4.so
34 0.1279 libglib-2.0.so.0.400.7
19 0.0715 libXft.so.2.1.2
17 0.0639 bash

8 0.0301 ld-2.3.4.so
8 0.0301 libgdk-x11-2.0.so.0.400. 13
6 0.0226 libgobject-2.0.so.0.400. 7
5 0.0188 oprofiled
4 0.0150 libpthread-2.3.4.so
4 0.0150 libgtk-x11-2.0.so.0.400. 13
3 0.0113 libXrender.so.1.2.2
3 0.0113 du
1 0.0038 libcrypto.so.0.9.7a
1 0.0038 libpam.so.0.77
1 0.0038 libtermcap.so.2.0.8
1 0.0038 libX11.so.6.2
1 0.0038 libgthread-2.0.so.0.400. 7
1 0.0038 libwnck-1.so.4.9.0

Eachexecutableis listedon its own line. The�rst columnis thenumberof samplesrecordedfor the
executable.Thesecondcolumnis thepercentageof samplesrelative to thetotal numberof samples.
Thethird columnis thenameof theexecutable.

Referto theopreport manpagefor a list of availablecommandline options,suchasthe -r option
usedto sort theoutputfrom theexecutablewith thesmallestnumberof samplesto theonewith the
largestnumberof samples.
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41.5.2. Using opreport on a Single Executab le
To retrieve moredetailedpro�led informationaboutaspeci�c executable,useopreport :

opreport < mode> < executable >

< executable > mustbe thefull pathto theexecutableto beanalyzed.< mode> mustbeoneof
thefollowing:

-l

List sampledataby symbols.For example,thefollowing is partof theoutputfrom runningthe
commandopreport -l /lib/tls/libc- < version > .so :
samples % symbol name
12 21.4286 __gconv_transform_utf8_in ter nal
5 8.9286 _int_malloc
4 7.1429 malloc
3 5.3571 __i686.get_pc_thunk.bx
3 5.3571 _dl_mcount_wrapper_check
3 5.3571 mbrtowc
3 5.3571 memcpy
2 3.5714 _int_realloc
2 3.5714 _nl_intern_locale_data
2 3.5714 free
2 3.5714 strcmp
1 1.7857 __ctype_get_mb_cur_max
1 1.7857 __unregister_atfork
1 1.7857 __write_nocancel
1 1.7857 _dl_addr
1 1.7857 _int_free
1 1.7857 _itoa_word
1 1.7857 calc_eclosure_iter
1 1.7857 fopen@@GLIBC_2.1
1 1.7857 getpid
1 1.7857 memmove
1 1.7857 msort_with_tmp
1 1.7857 strcpy
1 1.7857 strlen
1 1.7857 vfprintf
1 1.7857 write

The�rst columnis thestartingvirtual memoryaddress(vma).Thesecondcolumnis thenumber
of samplesfor thesymbol.Thethird columnis thepercentageof samplesfor thissymbolrelative
to theoverall samplesfor theexecutable,andthefourthcolumnis thesymbolname.

To sort theoutputfrom the largestnumberof samplesto thesmallest(reverseorder),use-r in
conjunctionwith the-l option.

-i < symbol-name >

List sample data speci�c to a symbol name. For example, the following output is
from the command opreport -l -i __gconv_transform_utf8_internal
/lib/tls/libc- < version > .so :
samples % symbol name
12 100.000 __gconv_transform_utf8_in ter nal

The�rst line is asummaryfor thesymbol/executablecombination.

The �rst columnis the numberof samplesfor the memorysymbol.The secondcolumnis the
percentageof samplesfor the memoryaddressrelative to the total numberof samplesfor the
symbol.Thethird columnis thesymbolname.
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-d

List sampledata by symbolswith more detail than -l . For example, the following output
is from the command opreport -l -d __gconv_transform_utf8_internal
/lib/tls/libc- < version > .so :
vma samples % symbol name
00a98640 12 100.000 __gconv_transform_utf8_ inte rna l
00a98640 1 8.3333
00a9868c 2 16.6667
00a9869a 1 8.3333
00a986c1 1 8.3333
00a98720 1 8.3333
00a98749 1 8.3333
00a98753 1 8.3333
00a98789 1 8.3333
00a98864 1 8.3333
00a98869 1 8.3333
00a98b08 1 8.3333

The datais the sameas the -l option except that for eachsymbol,eachvirtual memoryad-
dressusedis shown. For eachvirtual memoryaddress,thenumberof samplesandpercentageof
samplesrelative to thenumberof samplesfor thesymbolis displayed.

-x < symbol-name >

Excludethecomma-separatedlist of symbolsfrom theoutput.

session :< name>

Specify the full path to the session or a directory relative to the
/var/lib/oprofile/samples/ directory.

41.5.3. Using opannotate

Theopannotate tool triesto matchthesamplesfor particularinstructionsto thecorrespondinglines
in the sourcecode.The resulting�les generatedshouldhave the samplesfor the lines at the left. It
alsoputsin acommentat thebeginningof eachfunctionlisting thetotal samplesfor thefunction.

For this utility to work, theexecutablemustbecompiledwith GCC's -g option.By default, RedHat
EnterpriseLinux packagesarenot compiledwith this option.

Thegeneralsyntaxfor opannotate is asfollows:

opannotate --search-dirs < src-dir > --source < executable >

Thedirectorycontainingthesourcecodeandtheexecutableto beanalyzedmustbespeci�ed.Refer
to theopannotate manpagefor a list of additionalcommandline options.

41.6. Under standing /dev/oprofile/

The /dev/oprofile/ directory containsthe �le systemfor OPro�le. Use the cat commandto
displaythevaluesof thevirtual �les in this �le system.For example,thefollowing commanddisplays
thetypeof processorOPro�le detected:

cat /dev/oprofile/cpu_type

A directoryexists in /dev/oprofile/ for eachcounter. For example,if thereare2 counters,the
directories/dev/oprofile/0/ anddev/oprofile/1/ exist.
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Eachdirectoryfor acountercontainsthefollowing �les:

• count — Theinterval betweensamples.

• enabled — If 0, thecounteris off andno samplesarecollectedfor it; if 1, thecounteris on and
samplesarebeingcollectedfor it.

• event — Theeventto monitor.

• kernel — If 0, samplesarenot collectedfor this counterevent whenthe processoris in kernel-
space;if 1, samplesarecollectedevenif theprocessoris in kernel-space.

• unit_mask — De�nes whichunit masksareenabledfor thecounter.

• user — If 0, samplesarenotcollectedfor thecountereventwhentheprocessoris in user-space;if
1, samplesarecollectedevenif theprocessoris in user-space.

Thevaluesof these�les canberetrievedwith thecat command.For example:

cat /dev/oprofile/0/count

41.7. Example Usage
While OPro�le canbeusedby developersto analyzeapplicationperformance,it canalsobeusedby
systemadministratorsto performsystemanalysis.For example:

• Determinewhich applicationsand servicesare usedthe moston a system— opreport canbe
usedto determinehow muchprocessortimeanapplicationor serviceuses.If thesystemis usedfor
multiple servicesbut is underperforming,theservicesconsumingthemostprocessortime canbe
movedto dedicatedsystems.

• Determineprocessorusage — TheCPU_CLK_UNHALTEDeventcanbemonitoredto determinethe
processorload over a given periodof time. This datacanthenbe usedto determineif additional
processorsor a fasterprocessormight improve systemperformance.

41.8. Graphical Interface
SomeOPro�le preferencescanbesetwith agraphicalinterface.To startit, executetheoprof_start
commandasroot at ashellprompt.

After changingany of theoptions,save themby clicking the Save and quit button.Thepreferences
arewritten to /root/.oprofile/daemonrc , andtheapplicationexits. Exiting theapplicationdoes
notstopOPro�le from sampling.

On the Setup tab, to set events for the processor counters as discussed in
Section41.2.2SettingEventsto Monitor, selectthe counterfrom the pulldown menuandselectthe
eventfrom thelist. A brief descriptionof theeventappearsin thetext boxbelow thelist. Only events
available for the speci�c counterand the speci�c architectureare displayed.The interface also
displayswhetherthepro�ler is runningandsomebrief statisticsaboutit.
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Figure41-1.OPro�le Setup

On the right sideof the tab,selectthe Pro�le kernel option to counteventsin kernelmodefor the
currentlyselectedevent,asdiscussedin Section41.2.3Separating KernelandUser-spacePro�les. If
thisoptionis unselected,nosamplesarecollectedfor thekernel.

SelectthePro�le user binaries optionto counteventsin usermodefor thecurrentlyselectedevent,
asdiscussedin Section41.2.3Separating KernelandUser-spacePro�les. If thisoptionis unselected,
nosamplesarecollectedfor userapplications.

Use the Count text �eld to set the samplingrate for the currently selectedevent as discussedin
Section41.2.2.1SamplingRate.

If any unit masks are available for the currently selected event, as discussed in
Section41.2.2.2Unit Masks, they are displayedin the Unit Masks areaon the right side of the
Setuptab. Selectthecheckboxbesidetheunit maskto enableit for theevent.

On theCon�guration tab,to pro�le thekernel,enterthenameandlocationof the vmlinux �le for
the kernel to monitor in the Kernel image �le text �eld. To con�gure OPro�le not to monitor the
kernel,selectNo kernel image.
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Figure41-2.OPro�le Con�guration

If theVerboseoptionis selected,theoprofiled daemonlog includesmoreinformation.

If Per-application kernel samples�les is selected,OPro�le generatesper-applicationpro�les for the
kernelandkernelmodulesasdiscussedin Section41.2.3Separating KernelandUser-spacePro�les.
This is equivalent to the opcontrol --separate=kernel command.If Per-application shared
libs samples�les is selected,OPro�le generatesper-applicationpro�les for libraries.This is equiva-
lent to theopcontrol --separate=library command.

To forcedatato bewritten to samples�les asdiscussedin Section41.5AnalyzingtheData, click the
Flush pro�ler data button.This is equivalentto theopcontrol --dump command.

To startOPro�le from the graphicalinterface,click Start pro�ler . To stopthe pro�ler, click Stop
pro�ler . Exiting theapplicationdoesnotstopOPro�le from sampling.

41.9. Additional Resour ces
This chapteronly highlightsOPro�le andhow to con�gure anduseit. To learnmore,refer to the
following resources.

41.9.1. Installed Docs

• /usr/share/doc/oprofile- < version > /oprofile.html — OPro�le Manual

• oprofile manpage— Discussesopcontrol , opreport , opannotate , andop_help
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41.9.2. Useful Websites

• http://opro�le.sourceforge.net/ — Containsthe latestdocumentation,mailing lists, IRC channels,
andmore.
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