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Intr oduction

Welcometo the RedHat EnterpriseLinux SysterAdministation Guide

TheRedHat EnterpriseLinux Systemdministation Guidecontaindnformationonhow to customize
your RedHat EnterpriseLinux systemto t your needslf you arelooking for a step-by-steptask-
orientedguidefor con guring andcustomizingyour systemthis is the manualfor you. This manual
discussesnary intermediatgopicssuchasthefollowing:

- Settingup anetwork interfacecard(NIC)

- Performinga Kickstartinstallation

+ Con guring Sambashares

« Managingyour softwarewith RPM

- Determininginformationaboutyour system

- Upgradingyourkernel

This manualis dividedinto thefollowing maincateories:

« Installation-Relat® Reference
+ File Systemd&Reference

- PackageManagement

« Network Con guration

- SystemCon guration

« SystemMonitoring

This guideassumegou have abasicunderstandingf your RedHat EnterpriseLinux systemlf you
needhelp installing Red Hat EnterpriseLinux, refer to the RedHat EnterpriseLinux Installation
Guide For more generalinformationaboutsystemadministrationrefer to the RedHat Enterprise
Linux Introductionto SystemAdministation If you needmore advanceddocumentatiorsuchasan
overview of le systemsreferto the RedHat EnterpriseLinux RefeenceGuide If you needsecurity
information,referto the RedHat EnterpriseLinux SecurityGuide

1. Changes To This Manual

Thismanuahasbeenreoganizedior clarity andupdatedor thelatestfeaturesof RedHat Enterprise
Linux 4. Someof thechangesnclude:

UpdatedKernel Modules andManually Updating the Kernel Chaptes

TheKernel Modules andtheUpgrading the Kernel Manually chaptersncludeupdated
informationin regardsto the 2.6 kernel. Specialthanksto Arjan van de Ven for his hardwork
in helpingto completethis chapter

AnUpdatedNetworkFile System{NFS)Chapter

The NetworkFile System(NFS) chapterhasbeenrevised and reoganizedto include NFSv4.
Specialtthanksto Steve Dickson for his hardwork in helpingto completethis chapter
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AnUpdatedOPro le Chapter

TheOPro le chaptethasbeenrevisedandreoiganizedo includeupdatednformationin regards
to the 2.6 kernel. Specialthanksto Will Cohen for his hardwork in helpingto completethis
chapter

AnUpdatedX Window SystenChapter

TheX Window Systenthapterhasbeenrevisedto includeinformationon the X11R6.8release
developedby the X.Org team.

Beforereadingthis guide,you shouldbe familiar with the contentsf the RedHat EnterpriseLinux
InstallationGuideconcerningnstallationissuesthe RedHat EnterpriseLinux Introductionto System
Administationfor basicadministratiorconceptsthe RedHat EnterpriseLinux SystemAdministation
Guidefor generalcustomizatiorinstructions,andthe RedHat EnterpriseLinux SecurityGuide for
securityrelatedinstructions This guidecontainsnformationabouttopicsfor advancedusers.

HTML, PDF, andRPM versionsof the manualsareavailableon the RedHat EnterpriseLinux Docu-
mentationCD andonlineat http://wwwredhat.com/docs/.

' ; Note

Although this manual re ects the most current information possible, read the Red Hat Enterprise
Linux Release Notes for information that may not have been available prior to our documentation
being naliz ed. The Release Notes can be found on the Red Hat Enterprise Linux CD #1, online at
http://www.redhat.com/docs/, or in the /usr/share/doc/re dhat- rel ease- 4< product >/ directory
after installation, where < product > is AS, ES, WS or Desktop .

2. Architecture-specic  Information

Unlessotherwisenoted,informationcontainedn this manualappliesonly to the x86 processoand
processorfeaturingthe Intel® Extendedviemory 64 Technology(Intel® EM64T) andAMD64 tech-
nologies.For architecture-speci dnformation, refer to the Red Hat EnterpriseLinux Installation
Guidefor yourrespectie architecture.

3. Document Conventions

In this manual,certainwords arerepresentedh differentfonts, typefaces,sizes,andweights.This
highlightingis systematicgifferentwordsarerepresenteé the samestyleto indicatetheirinclusion
in aspeci c catgyory. Thetypesof wordsthatarerepresentethis way includethefollowing:

command

Linux commandgandotheroperatingsystemcommandswhenused)arerepresentethis way.
This style shouldindicateto you that you cantype the word or phraseon the commandline
andpress[Enter] to invoke a command Sometimesa commandcontainswordsthatwould be
displayedn adifferentstyleontheirown (suchas le names)In thesecasesthey areconsidered
to bepartof thecommandsotheentirephrases displayedasa commandFor example:

Usethecat testfile commando view thecontentof a le, namedestfile ,inthecurrent
working directory
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file name

File namesdirectorynamespathsandRPM packageamesarerepresentethis way. Thisstyle
indicateshata particular le or directoryexistswith thatnameon your system Examples:

The.bashrc  le in yourhomedirectorycontainsashshellde nitions andaliasesor yourown
use.

The/etc/fstab le containsnformationaboutdifferentsystemdevicesand le systems.
Installthewebalizer RPMif youwantto useaWebsenerlog le analysisprogram.

application

This styleindicatesthatthe programis anend-usempplication(asopposedo systemsoftware).
For example:

UseMozilla to browsethe Weh

[key]
A key onthekeyboardis shavn in this style.For example:
To use[Tab]completion typein acharacteandthenpressthe [Tab] key. Yourterminaldisplays
thelist of les in thedirectorythatstartwith thatletter

[key]-[combination]
A combinationof keystrolesis representeth this way. For example:
The[Ctrl]-[Alt]- [Backspacekey combinatiorexits yourgraphicalsessiorandreturnsyouto the
graphicallogin screeror theconsole.

text found on a GUI interface

A title, word, or phrasefound on a GUI interfacescreernor window is shawvn in this style. Text
shavn in this styleindicatesthata particularGUI screeror anelemenon a GUI screern(suchas
text associateavith acheckboxor eld). Example:

SelectheRequire Passvword checkboxf youwouldlike your screenseerto requireapassverd
beforestopping.
top level of amenuon a GUI screenor window

A word in this styleindicatesthatthe word is the top level of a pulldovn menu.lf you click on
theword onthe GUI screentherestof themenushouldappearFor example:

Under File on a GNOME terminal, the New Tab option allows you to open multiple shell
promptsin the samewindow.

Instructiongto typein a sequencef commandsrom a GUI menulook like thefollowing exam-
ple:

Goto Applications (the mainmenuon the panel)=> Programming => Emacs Text Editor to
startthe Emacstext editor

button on a GUI screenor window
Thisstyleindicategshatthetext canbefoundonaclickablebuttononaGUI screenFor example:
Click onthe Back buttonto returnto thewebpageyou lastviewed.

computer output

Text in this styleindicategtext displayedto a shellpromptsuchaserrormessageandresponses
to commandsFor example:

Thels commandisplaysthe contentf a directory For example:



iv Intr oduction

Desktop about.html logs paulwesterberg.png
Mail backupfiles mail reports

The outputreturnedin responséo the command(in this case the contentsof the directory)is
shavnin this style.
prompt

A prompt,whichis acomputers way of signifying thatit is readyfor you to input somethingijs
shawn in this style.Examples:

$

#

[stephen@maturin stephen]$
leopard  login:

user input

Text that the usertypes, either on the commandline or into a text box on a GUI screen,is
displayedn this style.In thefollowing example,text is displayedn this style:

To bootyour systeminto the text basednstallationprogram,you musttypein thetext com-
mandattheboot: prompt.
<replaceable >

Text usedin examplesthatis meantto bereplacedwith dataprovided by the useris displayedn
this style.In thefollowing example,< version-number > is displayedn this style:

The directory for the kernel sourceis /usr/src/kernels/ < version-number >/, where
<version-number > is theversionandtype of kernelinstalledon this system.

Additionally, we usesereraldifferentstratgiesto drav yourattentionto certainpieceof information.
In orderof urgeng, thesetemsaremarkedasanote,tip, important,caution,or warning.For example:

; Note

Remember that Linux is case sensitive. In other words, a rose is not a ROSE is not a rOsE.

@

The directory /usr/share/doc/ contains additional documentation for packages installed on your
system.

Important

If you modify the DHCP con gur ation le , the changes do not take effect until you restart the DHCP
daemon.
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@Caution

Do not perform routine tasks as root — use a regular user account unless you need to use the root
account for system administration tasks.

&Warning

Be careful to remove only the necessary partitions. Removing other partitions could result in data
loss or a corrupted system environment.

4. Activ ate Your Subscription

Beforeyou canaccessserviceand software maintenancénformation, and the supportdocumenta-
tion includedin your subscriptionyou mustactiate your subscriptiorby registeringwith RedHat.
Reagistrationincludesthesesimplesteps:

+ Provide aRedHatlogin
+ Provide asubscriptiomumber
« Connectyour system

The rst time you bootyour installationof RedHat EnterpriseLinux, you are promptedto register
with Red Hat usingthe Setup Agent. If you follow the promptsduring the Setup Agent, you can
completetheregistrationstepsandactivate your subscription.

If you cannot completeregistrationduring the Setup Agent (which requiresnetwork access)you
canalternatvely completethe RedHatregistrationproces®onlineat http://wwwredhat.com/igiste/.

4.1. Provide a Red Hat Login

If you do not have an existing RedHat login, you cancreateonewhen promptedduring the Setup
Agent or onlineat:

https://www.redhat.com/apps/activate/newlogin.ht ml
A RedHatlogin enablesyour accesgo:
- Softwareupdateserrataandmaintenanceia RedHat Network

- RedHattechnicalsupportresourcesdocumentationandKnowledgebase
If you have forgottenyour RedHatlogin, you cansearchor your RedHatlogin onlineat:

https://rhn.redhat.com/help/forgot_password.pxt
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4.2. Provide Your Subscription Number

Your subscriptiomumberis locatedin the packagehatcamewith your order If your packagedid not
includea subscriptiomumbey your subscriptionvasactivatedfor you andyou canskip this step.

You can provide your subscriptionnumberwhen promptedduring the Setup Agent or by visiting
http://wwwredhat.com/mgister/

4.3. Connect Your System

TheRedHat Network RegistrationClient helpsyou connectyour systemsothatyou canbegin to get
updatesaandperformsystemsnanagementTherearethreewaysto connect:

1. Duringthe SetupAgent— Checkthe Sendhardware information andSendsystempackage
list optionswhenprompted.

2. After theSetupAgent hasbeencompleted— From Applications (themainmenuonthepanel),
goto SystemTools thenselectRed Hat Network.

3. After the SetupAgent hasbeencompleted— Enterthefollowing commandrom thecommand
line astheroot user:

« Jusr/bin/up2date --register

5. Using the Mouse

RedHat EnterpriseLinux is designedo usea three-lutton mouse If you have a two-button mouse,
youshouldhave selectedhree-littonemulationduringtheinstallationprocesslf youareusingthree-
buttonemulation pressingboth mousebuttonsat the sametime equatedo pressinghe missingthird
(middle) button.

In thisdocumentif youareinstructedo click with themouseon somethingthatmeanslick theleft
mousebutton.If you needto usethe middle or right mousebutton, thatwill beexplicitly stated(This
will bereversedf youhave con guredyour mouseto be usedby aleft handedberson.)

The phras€e'drag anddrop” may be familiar to you. If you areinstructedto draganddrop anitem
onyour GUI desktopclick on somethingandhold the mousebuttondown. While continuingto hold
down themousebutton,dragtheitem by moving themouseto anew location.Whenyou have reached
thedesiredocation,releasehe mousebuttonto droptheitem.

6. Copying and Pasting Text With X

Copying andpastingtext is easyusingyour mouseandthe X Window SystemTo copy text, click and
dragyour mouseover the text to highlightit. To pastethe text somavhere,click the middle mouse
buttonin the spotwherethetext shouldbeplaced.

7. More to Come

TheRedHat EnterpriseLinux SystenAdministation Guideis partof RedHat's growving commitment
to provide usefulandtimely supporto RedHat Enterpriselinux users As new toolsandapplications
arereleasedthis guidewill beexpandedo includethem.
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7.1. Send in Your Feedback

If you nd anerrorin the RedHat EnterpriseLinux SystemAdministation Guide or if you have
thoughtof a way to make this manualbetter we would love to hearfrom you! Pleasesubmitareport
in Bugzilla (http://hugzilla.redhatom/bugdi a/) againsthecomponenthel-sag

Be sureto mentionthe manuals identi er:
rhel-sag(EN)-4-Print-RHI (2005-06-06T17:10U1)

By mentioningthis manuals identi er, we know exactly which versionof theguideyou have.

If you have a suggestiorfor improving thedocumentationtry to beasspeci ¢ aspossiblewhende-
scribingit. If you have foundanerror, pleasencludethe sectionnumberandsomeof the surrounding
text sowe can nd it easily
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|. Installation-Related Information

The RedHat EnterpriseLinux Installation Guide discusseghe installationof Red Hat Enterprise
Linux and somebasicpost-installatiortroubleshootingHowever, advancedinstallationoptionsare
coveredin this manual.This part providesinstructionsfor kickstart (an automatednstallationtech-
nique)andall relatedtools.Usethis partin conjunctiorwith the RedHat EnterpriseLinux Installation
Guideto performary of theseadwancednstallationtasks.
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Chapter 1.

Kic kstar t Installations

1.1. What are Kickstar t Installations?

Mary systemadministratorsvould preferto useanautomatednstallationmethodto install RedHat
EnterpriseLinux on their machinesTo answerthis need,Red Hat createdthe kickstartinstallation
method.Using kickstart,a systemadministratorcancreatea single le containingthe answerdo all
the questionghatwould normallybe asled duringatypicaliinstallation.

Kickstart les canbe kept on a single sener systemand readby individual computersduring the
installation.This installationmethodcan supportthe useof a singlekickstart le to install RedHat
EnterpriseLinux on multiple machinesmakingit idealfor network andsystemadministrators.

Kickstartprovidesaway for usersto automatea RedHat EnterpriseLinux installation.

1.2. How Do You Perform a Kickstar t Installation?

Kickstartinstallationscanbe performedusingalocal CD-ROM, alocal harddrive, or via NFS,FTR,
orHTTPR.

To usekickstart,you must:

1. Createakickstart le.
2. Createabootmediawith thekickstart le or make thekickstart le availableonthenetwork.
3. Make theinstallationtreeavailable.
4. Startthekickstartinstallation.
This chapterexplainsthesestepsin detail.

1.3. Creating the Kickstart File

Thekickstart le is asimpletext le, containingalist of items,eachidenti ed by akeyword. Youcan
createit by editinga copy of thesample.ks le foundin the RH-DOCSirectoryof the RedHat En-
terpriseLinux DocumentatiorCD, usingthe Kickstart Con gurator application,or writing it from
scratch.The RedHat EnterpriseLinux installationprogramalsocreatesa samplekickstart le based
ontheoptionsthatyouselecteduringinstallation It iswrittento the le /root/anaconda-ks.cfg

You shouldbe ableto editit with any text editoror word processothatcansave les asASCII text.

First, beawareof thefollowing issuesvhenyou arecreatingyour kickstart le:

- Sectionsnustbe speci edin order. Itemswithin the sectionsdo not have to bein a speci ¢ order
unlessotherwisespeci ed. The sectionorderis:

- Commandsection— Referto Sectionl.4 KickstartOptionsfor a list of kickstartoptions.You
mustincludetherequiredoptions.

- The%packages section— Referto Sectionl.5 Padkage Selectiorfor details.
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- The%pre and%post sections— Thesetwo sectionscanbe in ary orderandarenot required.
Referto Sectionl.6 Pre-installationScriptandSectionl.7 Post-installationScriptfor details.

Itemsthatarenot requiredcanbe omitted.

- Omitting ary requireditem resultsin theinstallationprogrampromptingthe userfor ananswerto
therelateditem, just asthe userwould be promptedduring a typical installation.Oncethe answer
is given, theinstallationcontinuesunattendedqunlessit nds anothemissingitem).

Linesstartingwith a poundsign (#) aretreatedascommentsandareignored.

For kickstartupgrades thefollowing itemsarerequired:

- Language

« Languagesupport

- Installationmethod

- Device speci cation(if device is neededo performtheinstallation)
- Keyboardsetup

. Theupgrade keyword

- Bootloadercon guration

If ary otheritems are speci ed for an upgrade thoseitems are ignored (note that this includes
packageselection).

1.4. Kickstar t Options

The following options can be placed in a kickstart le. If you prefer to use a graphical
interface for creatingyour kickstart le, use the Kickstart Con gurator application. Refer to
Chapter2 Kickstart Con gurator for details.

; Note

If the option is followed by an equals mark (=), a value must be specied after it. In the example
commands, options in brackets ([]) are optional arguments for the command.

autopart  (optional)

Automatically createpartitions— 1 GB or moreroot (/) partition, a swap partition, and an
appropriateboot partition for the architectureOneor moreof the default partition sizescanbe
rede nedwith thepart directve.

autostep  (optional)
Similar to interactive exceptit goesto the next screerfor you. It is usedmostlyfor detug-
ging.

auth orauthconfig  (required)

Setsup the authenticatioroptionsfor the system.lt is similar to the authconfig ~command,
which canbe run after the install. By default, passwrds are normally encryptedand are not
shadwed.
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--enablemd5

Usemd5encryptionfor userpassverds.

--enablenis
Turnson NIS support.By default, --enablenis useswhaterer domainit nds on the
network. A domainshouldalmostalwaysbe setby handwith the --nisdomain= option.
--nisdomain=
NIS domainnameto usefor NIS services.

--nisserver=

Sener to usefor NIS servicegbroadcastdy default).

--useshadow Or --enableshadow

Useshadw passverds.

--enableldap

Turnson LDAP supportin /etc/nsswitch.conf , allowing your systemto retrieve infor-
mationaboutusers(UIDs, homedirectories shells,etc.) from an LDAP directory To use
this option, you mustinstall thenss_Idap packageYou mustalsospecifya sener anda
baseDN (distinguishedhame)with --Idapserver= and--ldapbasedn=

--enableldapauth

Use LDAP asan authenticatiormethod.This enableshe pam_Ildap modulefor authen-
tication and changingpassverds, usingan LDAP directory To usethis option, you must
have thenss_Ildap packagenstalled.You mustalsospecifya sener anda baseDN with

--ldapserver= and--ldapbasedn=
--ldapserver=
If you speci ed either--enableldap ~ or --enableldapauth , usethis optionto specify
thenameof theLDAP sener to use.This optionis setin the /etc/ldap.conf le.
--ldapbasedn=
If you speci ed either--enableldap ~ or --enableldapauth , usethis optionto specify
theDN in your LDAP directorytreeunderwhich userinformationis stored.This optionis
setin the/etc/ldap.conf le.

--enableldaptls
UseTLS (TransportLayer Security)lookups.This option allows LDAP to sendencrypted
usernameandpasswerdsto anLDAP sener beforeauthentication.

--enablekrb5

UseKerbeross for authenticatingisers Kerberostself doesnot know abouthomedirec-
tories,UIDs, or shells.If you enableKerberosyou mustmake users'accountsknown to
this workstationby enablingLDAP, NIS, or Hesiodor by usingthe /usr/shin/useradd
commando make theiraccountknown to thisworkstationIf you usethis option,you must
have thepam_krb5 packagenstalled.

--krb5realm=
TheKerbeross realmto which your workstationbelongs.
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--krb5kdc=

TheKDC (or KDCs) thatsene requestdor the realm.If you have multiple KDCs in your
realm,separatéheir nameswith commasg(,).

--krb5adminserver=

TheKDC in yourrealmthatis alsorunningkadmind.This sener handlepasswrd chang-
ing and otheradministratie requestsThis sener mustbe run on the masterKDC if you
have morethanoneKDC.

--enablehesiod

Enable Hesiod support for looking up user home directories, UIDs, and shells.
More information on setting up and using Hesiod on your network is in
Jusr/share/doc/glibc-2.x.x/README.hesiod , which is included in the glibc
packageHesiodis anextensionof DNS thatusesDNS recordsto storeinformationabout
usersgroups.andvariousotheritems.

--hesiodlhs

TheHesiodLHS ("left-handside") option,setin /etc/hesiod.conf . This optionis used
by the Hesiodlibrary to determinethe nameto searchDNS for whenlooking up informa-
tion, similarto LDAP's useof abaseDN.

--hesiodrhs

The Hesiod RHS (“right-handside") option, setin /etc/hesiod.conf . This option is
usedby the Hesiodlibrary to determinethe nameto searchDNS for whenlooking up
information,similarto LDAP's useof abaseDN.

O,

To look up user information for “jim", the Hesiod library looks up
jim.passwd< LHS>< RHS>, which should resolve to a TXT record that looks like what
his passwd entry would look like (jim:*:501:501:Ju ngl e Jim:/home/jim:/bin/ bash).
For groups, the situation is identical, except jim.group< LHS>< RHS> would be used.

Looking up users and groups by number is handled by making "501.uid" a CNAME for
"jim.passwd", and "501.gid" a CNAME for "jim.group”. Note that the LHS and RHS do not
have periods [.] put in front of them when the library determines the name for which to
search, so the LHS and RHS usually begin with periods.

--enablesmbauth

Enablesauthenticatiorof usersagainstan SMB sener (typically a Sambaor Windows
sener). SMB authenticatiorsupportdoesnotknow abouthomedirectoriesJIDs, or shells.
If you enableSMB, you mustmale users'accountsknown to the workstationby enabling

LDAP, NIS, or Hesiodor by usingthe /usr/shin/useradd commando male their ac-
countsknown to the workstation.To usethis option, you musthave the pam_smb package
installed.

--smbservers=

The nameof the sener(s)to usefor SMB authenticationTo specifymorethanonesener,
separaté¢he nameswith commasy,).

--smbworkgroup=

Thenameof theworkgroupfor the SMB seners.
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--enablecache

Enablesthe nscd service.Thenscd servicecachesnformationaboutusers,groups,and
variousothertypesof information.Cachingis especiallyhelpful if you chooseto distribute
informationaboutusersandgroupsover your network usingNIS, LDAP, or hesiod.

bootloader  (required)

Speci eshow the GRUB bootloadershouldbeinstalled.This optionis requiredfor bothinstal-
lationsand upgradesFor upgradesif GRUB is not the currentboot loader the boot loaderis

changedo GRUB. To presere otherbootloadersusebootloader  --upgrade

--append=
Speci eskernelparametersto specifymultiple parametersseparaté¢hemwith spaceskor
example:
bootloader --location=mbr --append="hdd=ide-scsi ide=nodma"

--driveorder

Specifywhichdriveis rst in theBIOS bootorder For example:
bootloader --driveorder=sda,hda
--location=

Speci eswherethebootrecordis written. Valid valuesarethefollowing: mbr (thedefault),
partition (installsthebootloaderonthe rst sectorof thepartitioncontaininghekernel),
ornone (donotinstallthebootloader).

--password=
Setsthe GRUB bootloaderpasswverd to the one speci ed with this option. This shouldbe
usedto restrictaccesso the GRUB shell,wherearbitrarykerneloptionscanbe passed.
--md5pass=

Similarto --password=  exceptthe passwerd shouldalreadybe encrypted.

--upgrade

Upgradethe existing boot loadercon guration, preservingthe old entries.This option is
only availablefor upgrades.

clearpart  (optional)

Remaespartitionsfrom the system prior to creationof new partitions.By default, no partitions
areremoved.

Note

If the clearpart ~ command is used, then the --onpart command cannot be used on a logical
partition.

--all
Erasesll partitionsfrom the system.
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--drives=
Speci eswhich drivesto clear partitionsfrom. For example,the following clearsall the
partitionsonthe rst two drivesontheprimaryIDE controller:
clearpart --drives=hda,hdb --all

--initlabel

Initializes the disk label to the default for your architecture(for example msdos for x86
andgpt for Itanium). It is usefulsothattheinstallationprogramdoesnot askif it should
initialize thedisk labelif installingto a brandnew harddrive.

--linux

Erasesll Linux partitions.

--none (default)
Do notremove ary partitions.

cmdline (optional)

Performthe installationin a completelynon-interactie commandine mode.Any promptsfor
interactionhaltstheinstall. This modeis usefulon S/390systemswith thex3270console.

device (optional)
OnmostPCl systemstheinstallationprogramautoprobesor EthernelandSCSlIcardsproperly
On older systemsand somePCl systemshowever, kickstartneedsa hint to nd the proper
devices.Thedevice commandwhichtells theinstallationprogramto install extra modulesjs
in this format:
device <type > < moduleName> --opts= < options >

< type >
Replacewith eitherscsi  or eth

< moduleName>
Replacewith the nameof the kernelmodulewhich shouldbeinstalled.

--opts=

Optionsto passto the kernelmodule.Note thatmultiple optionsmay be passedf they are
putin quotesFor example:
--opts="aic152x=0x340 io=11"

driverdisk  (optional)

Driver diskettescanbe usedduring kickstartinstallations.You mustcopy the driver diskettess
contentgto the root directory of a partition on the systems$ harddrive. Thenyou mustusethe
driverdisk ~ commando tell theinstallationprogramwhereto look for the driver disk.
driverdisk < partition > [--type= < fstype >]

Alternatiely, a network locationcanbe speci edfor thedriver diskette:
driverdisk --source=ftp://path/to/dd.img

driverdisk --source=http://path/to/dd.img

driverdisk --source=nfs:host:/path/to/img
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< partition >
Partition containingthedriver disk.

~type=
File systemtype (for example vfat or ext2).

firewall  (optional)

This optioncorrespondso the Firewall Con guration screerin theinstallationprogram:
firewall --enabled|--disabled [--trust=] < device > [--port=]

--enabled

Rejectincoming connectionghat are not in responsdo outboundrequestssuchasDNS
repliesor DHCPrequestslf accesgo servicesunningon this machines neededyou can
chooseo allow speci c serviceghroughthe re wall.

--disabled

Do notcon gure ary iptablesrules.

--trust=

Listing adevice here,suchasethO,allows all traf c comingfrom thatdevice to gothrough
the rewall. To list morethanonedevice, use--trust eth0  --trust ethl . Do NOT
usea comma-separatddrmatsuchas--trust eth0, ethl .

<incoming >

Replacewith oneor moreof the following to allow the speci ed serviceghroughthe re-

wall.

« --ssh

+ --telnet

« --smtp

« -—-http

. ftp
--port=

You canspecifythat portsbe allowed throughthe re wall usingthe port:protocolformat.
For example, to allow IMAP accesshroughyour rewall, specify imap:tcp . Numeric
ports can also be speci ed explicitly; for example,to allow UDP paclets on port 1234
through,specify1234:udp . To specifymultiple ports,separat¢themby commas.

firstboot (optional)

Determinewhetherthe Setup Agent startsthe rst time the systemis booted.If enabledihe
firstboot packagemustbeinstalled.If notspeci ed,this optionis disabledby default.

--enable
TheSetupAgent is startedthe rst time thesystemboots.
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--disable

TheSetupAgent is not startedthe rst time the systenmboots.

--reconfig

Enablethe Setup Agent to startat boottime in recon gurationmode.This modeenables
the languagemouse keyboard,root passverd, securitylevel, time zone,and networking
con gurationoptionsin additionto thedefault ones.

(optional)

Halt the systemafter the installationhassuccessfullycompleted.This is similar to a manual
installation,whereanacondalisplaysa messagandwaits for the userto pressa key beforere-
booting.During akickstartinstallation,if nocompletionmethodis speci ed,thereboot option
is usedasdefault.

Thehalt optionis roughlyequialentto theshutdown -h command.
For othercompletionmethodsreferto thepoweroff , reboot , andshutdown kickstartoptions.

install  (optional)

Tells the systemto install a fresh systemratherthan upgradean existing system.This is the
defaultmode For installation,youmustspecifythetypeof installationfrom cdrom , harddrive
nfs ,orurl (for FTPorHTTPinstallations)Theinstall ~commandandtheinstallationmethod
commandmustbeon separatédines.

cdrom

Install from the rst CD-ROM drive onthesystem.

harddrive
Install from a RedHatinstallationtreeon alocal drive, which mustbe eithervfat or ext2.
+ --partition=
Partition to install from (suchas,sdb?2).
o —-dir=
Directorycontainingthe RedHat directoryof theinstallationtree.
For example:
harddrive --partition=hdb2 --dir=/tmpl/install-tree
nfs
Install from the NFS sener speci ed.
. --server=
Sener from which to install (hostnamer IP).
o --dir=
Directory containingthe RedHat directoryof theinstallationtree.

For example:
nfs --server=nfsserver.example.com --dir=/tmp/install-tree
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url
Installfrom aninstallationtreeon aremotesenervia FTPor HTTP.

For example:
url --url  http:// < server >/<dir >

or:
url --url  ftp:// < username > : < password > @ server >/<dir >

interactive (optional)

Usegtheinformationprovidedin thekickstart le duringtheinstallation,but allow for inspection
and modi cation of the valuesgiven. You are presentedvith eachscreenof the installation
programwith the valuesfrom the kickstart le. Either acceptthe valuesby clicking Next or
changehevaluesandclick Next to continue Referto theautostep command.

keyboard (required)
Setssystemkeyboardtype. Hereis the list of available keyboardson i386, Itanium,andAlpha

machines:

be-latini, bg, br-abnt2, cf, cz-lat2, cz-us-qwertz, de,

de-latin1, de-latin1-nodeadkeys, dk, dk-latin1, dvorak, es, et,

fi, fi-latinl, fr,  fr-latinO, fr-latin1, fr-pc, fr_CH, fr_CH-latin1,

gr, hu, hul0l1, is-latinl, it, it-ibm, it2,  jpl06, la-latini, mk-utf,

no, no-latinl, pl, pt-latinl, ro_win, ru, ru-cpl251, ru-ms, rul, ru2,
ru_win, se-latinl, sg, sg-latinl, sk-qwerty, slovene,  speakup,

speakup-It, sv-latinl, sg, sg-latini, sk-querty, slovene, trq, ua,

uk, us, us-acentos

The le  /usrllib/python2.2/site-packages/rhpl/keyboard_m odels.p y also

containghis list andis partof therhpl package.

lang (required)

Setsthe languageto useduring installation.For example,to setthe languageto English, the
kickstart le shouldcontainthefollowing line:

lang en_US

The le /usr/share/system-config-language/locale-list providesalist of thevalid
languagecodesin the rst columnof eachline andis part of the system-config-language
package.

langsupport  (required)

Setsthe language(sjo install on the system.The samelanguagecodesusedwith lang canbe
usedwith langsupport

To install onelanguagespecifyit. For example,to installandusethe Frenchlanguager_FR :
langsupport fr_FR

--default=
If languagesupportfor morethanonelanguages speci ed,adefault mustbeidenti ed.

For example,to install EnglishandFrenchanduseEnglishasthe default language:
langsupport --default=en_US fr_FR

If you use--default with only one languageall languagesre installedwith the speci ed
languagesetto thedefault.
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logvol  (optional)

Createalogical volumefor Logical VolumeManagemen(LVM) with thesyntax:
logvol < mntpoint > --vgname= < name> --size= <size > --name= < name> < options >

Theoptionsareasfollows:

--noformat
Useanexisting logical volumeanddo not formatit.

--usegisting
Useanexisting logical volumeandreformatit.

Createthepartition rst, createthelogical volumegroup,andthencreatethelogical volume.For
example:

part pv.01 --size 3000

volgroup  myvg pv.01

logvol / --vgname=myvg --size=2000 --name=rootvol

For a detailed example of logvol in action, refer to
Sectionl.4.1AdvancedPartitioning Example

mouse (required)
Con guresthemousefor thesystempothin GUI andtext modesOptionsare:

--device=
Device themouses on (suchas--device=ttyS0 ).

--emulthree

If presentsimultaneouslicks on the left and right mousebuttonsare recognizedasthe
middle mousebutton by the X Window System.This option shouldbe usedif you have a
two buttonmouse.

After options,themousetype maybe speci ed asoneof thefollowing:

alpsps/2, ascii, asciips/2, atibbm,  generic, generic3, genericps/2,
generic3ps/2, genericwheelps/2, genericusb, generic3usb, genericwheelusb,
geniusnm,  geniusnmps/2, geniusprops/2, geniusscrollps/2, geniusscrollps/2+,
thinking, thinkingps/2, logitech, logitechcc, logibm,  logimman,
logimmanps/2, logimman+, logimman+ps/2, logimmusb,  microsoft, msnew,
msintelli, msintellips/2, msintelliusb, msbm, mousesystems, mmseries,

mmhittab,  sun, none

This list canalsobe foundin the /usr/lib/python2.2/site-packages/rhpl/mouse.py
le, whichis partof therhpl package.

If themousecommands givenwithoutary agumentsopr it is omitted,theinstallationprogram
attemptgo automaticallydetectthe mouse This procedurevorks for mostmodernmice.

network (optional)

Con guresnetwork informationfor the systemlf thekickstartinstallationdoesnot requirenet-
working (in otherwords,it is notinstalledover NFS,HTTP, or FTP), networking is not con g-

uredfor the system.f theinstallationdoesrequirenetworking andnetwork informationis not
providedin thekickstart le, theinstallationprogramassumethattheinstallationshouldbedone
over ethOvia adynamiclP addres§BOOTP/DHCP),andcon guresthe nal, installedsystento
determineits IP addresslynamically The network option con gures networking information
for kickstartinstallationsvia a network aswell asfor theinstalledsystem.
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--bootproto=
Oneof dhcp , bootp , or static
It defaultsto dhcp . bootp anddhcp aretreatedthesame.

The DHCP methodusesa DHCP sener systemto obtainits networking con guration. As
you might guessthe BOOTP methodis similar, requiringa BOOTP sener to supplythe
networking con guration. To directa systento useDHCP:

network --bootproto=dhcp

To directamachineto useBOCT P to obtainits networking con guration,usethefollowing
line in thekickstart le:
network --bootproto=bootp

The static methodrequiresthat you enterall the requirednetworking informationin the
kickstart le. As the nameimplies, this informationis staticandareusedduring andafter
the installation. The line for static networking is more comple&, asyou mustinclude all

network con guration informationon oneline. You mustspecifythe IP addressnetmask,
gatevay, and nameserer. For example:(the "\" indicatesthat this shouldbe readasone
continuoudine):

network  --bootproto=static --ip=10.0.2.15 --netmask=255.255.255.0 \
--gateway=10.0.2.254 --nameserver=10.0.2.1

If you usethe staticmethod beawvareof thefollowing two restrictions:

« All staticnetworking con gurationinformationmustbespeci edon oneline; you cannot
wraplinesusinga backslashfor example.

- You canonly specify one namesersr here.However, you can usethe kickstart le' s
%post section (describedin Sectionl.7 Post-installationScript) to add more name
seners,if needed.

--device=
Usedto selecta speci ¢ Ethernedevice for installation.Notethatusing--device=  is not
effective unlessthekickstart le is alocal le (suchasks=floppy ), sincetheinstallation
programcon guresthenetwork to nd thekickstart le. For example:
network --bootproto=dhcp --device=ethO

..ip:
IP addresgor themachineto beinstalled.

--gateway=
Default gatavay asan|P address.

--nameserver=

Primarynamesersr, asan|P address.

--nodns
Do notcon gure ary DNSsener.

--netmask=

Netmaskor theinstalledsystem.
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--hostname=

Hostnamdor theinstalledsystem.

part or partition (requiredfor installs,ignoredfor upgrades)
Creates partitionon the system.

If morethanone RedHat EnterpriseLinux installationexists on the systemon differentparti-
tions, theinstallationprogrampromptsthe userandaskswhich installationto upgrade.

&Warning

All partitions created are formatted as part of the installation process unless --noformat  and
--onpart  are used.

For adetailedexampleof part in action,referto Sectionl.4.1AdvancedPartitioning Example

< mntpoint >

The< mntpoint > is wherethe partitionis mountedandmustbe of oneof the following
forms:

« [/ <path >
For example,/ , /usr , /nhome
.+ swap
Thepartitionis usedasswapspace.

To determinethe size of the swap partition automatically usethe --recommended op-
tion:
swap --recommended

The minimum size of the automatically-geneted swap partitionis no smallerthanthe
amountbf RAM in thesystemandnolargerthantwicetheamountof RAM in thesystem.

e raid. <id >
Thepartitionis usedfor softwareRAID (referto raid ).
e pv. <id >

Thepatrtitionis usedfor LVM (referto logvol ).

--size=
The minimum partition sizein megabytes.Specifyan integer value heresuchas500. Do
notappendhe numberwith MB.

--grow

Tellsthepartitionto grow to Il availablespace(if ary), or upto themaximumsizesetting.

--maxsize=
The maximumpartition size in megabyteswhen the partition is setto grow. Specify an
integer valuehere,anddo not appendhe numberwith MB.

--noformat

Tells theinstallationprogramnot to formatthe partition, for usewith the --onpart  com-
mand.
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--onpart= Or --usepart=

Putthe partitionon the alreadyexisting device. For example:
partition /home --onpart=hdal

puts/home on/dev/hdal ,which mustalreadyexist.

--ondisk=" or --ondrive=
Forcesthe partitionto be createdon a particulardisk. For example,--ondisk=sdb  puts
thepartitionon the secondSCSldisk on the system.

--asprimary
Forcesautomaticallocationof the partition asa primary partition, or the partitioningfails.

-type= (replaceddy fstype )
This optionis nolongeravailable.Usefstype

--fstype=
Setsthe le systemtypefor thepartition.Valid valuesareext2 , ext3 , swap, andvfat .

--start=
Speci esthe startingcylinder for the partition. It requiresthat a drive be speci ed with
--ondisk=  orondrive= . It alsorequireghattheendingcylinderbespeci edwith --end=
or thepartitionsizebe speci ed with --size=

--end=

Speci estheendingcylinder for thepartition. It requiregthatthestartingcylinder be speci-
ed with --start=

Note

If partitioning fails for any reason, diagnostic messages appear on virtual console 3.

poweroff  (optional)

Shutdown andpower off the systemaftertheinstallationhassuccessfullicompletedNormally
during a manualinstallation,anacondalisplaysa messageand waits for the userto pressa
key beforerebooting.During a kickstartinstallation,if no completionmethodis speci ed, the
reboot optionis usedasdefault.

Thepoweroff optionis roughly equivalentto theshutdown -p command.

Note

The poweroff  option is highly dependent on the system hardware in use. Speci cally, cer-
tain hardware components such as the BIOS, APM (advanced power management), and ACPI
(advanced con gur ation and power interface) must be able to interact with the system kernel.
Contact your manufacturer for more information on you system's APM/ACPI abilities.

For othercompletionmethodsreferto thehalt , reboot , andshutdown kickstartoptions.



14

Chapter 1. Kickstart Installations

raid (optional)

Assembles softwareRAID device. Thiscommands of theform:
raid < mntpoint > --level= <level > --device= < mddevice > < partitions* >

< mntpoint >

LocationwheretheRAID le systems mountedlf itis/, theRAID level mustbe1 unless
abootpartition(/boot ) is presentlf abootpartitionis presentthe/boot  partitionmustbe
level 1 andtheroot(/ ) partitioncanbeary of theavailabletypes.The < partitions* >
(whichdenoteghatmultiple partitionscanbelisted)lists the RAID identi ers to addto the
RAID array

--level=

RAID level to use(0, 1, or 5).

--device=
Nameof the RAID device to use(suchasmd0Oor md1).RAID devicesrangefrom md0Oto
md7,andeachmayonly beusedonce.

--spares=
Speci esthenumberof sparedrivesallocatedfor the RAID array Sparedrivesareusedto
rekuild thearrayin caseof drive failure.

--fstype=
Setsthe le systemtypefor the RAID array Valid valuesareext2, ext3, swap,andvfat.

--noformat

Useanexisting RAID device anddo notformatthe RAID array

--useexisting
Useanexisting RAID device andreformatit.

Thefollowing exampleshavs how to createa RAID level 1 partitionfor / , anda RAID level 5
for /usr , assumingherearethreeSCSldisksonthesystemIt alsocreateshreeswappartitions,
oneon eachdrive.

part raid.01  --size=60 --ondisk=sda

part raid.02  --size=60 --ondisk=sdb

part raid.03  --size=60 --ondisk=sdc

part swap --size=128 --ondisk=sda

part swap --size=128 --ondisk=sdb

part swap --size=128 --ondisk=sdc

part raid.11  --size=1 --grow  --ondisk=sda

part raid.12  --size=1  --grow --ondisk=sdb

part raid.13  --size=1 --grow  --ondisk=sdc

raid / --level=1 --device=md0  raid.01  raid.02 raid.03
raid Jusr --level=5 --deviceemdl raid.11 raid.12  raid.13

For adetailedexampleof raid in action,referto Sectionl.4.1AdvancedPartitioning Example

reboot (optional)

Rebootaftertheinstallationis successfullyompletednoaguments)Normally duringamanual
installation,anacondalisplaysa messag@andwaits for the userto pressakey beforerebooting.

Thereboot optionis roughlyequialentto theshutdown -r command.
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Note

Use of the reboot  option may result in an endless installation loop, depending on the installation
media and method.

The reboot option is the default completion method if no other methods are explicitly speci ed
in the kickstart le .

For othercompletionmethodsreferto thehalt , poweroff , andshutdown kickstartoptions.

rootpw (required)

Setsthe systems root passverd to the < password > argument.
rootpw  [--iscrypted] < password >

--iscrypted
If thisis presentthe passwerd argumentis assumedo alreadybe encrypted.

selinux  (optional)
Setsthe systems$ SELinuxmodeto oneof thefollowing aguments:

--enforcing

EnablesSELinuxwith the default tamgetedpolicy beingenforced.

; Note

If the selinux  option is not present in the kickstart le, SELinux is enabled and set to
--enforcing by default.

--permissive
Outputswarningsonly basedon the SELinux policy, but doesnot actuallyenforcethe pol-
icy.

--disabled
DisablesSELinuxcompletelyon the system.

For completenformationregardingSELinuxfor RedHat EnterpriseLinux, referto the RedHat
SELinuxGuide

shutdown (optional)

Shutdown the systemaftertheinstallationhassuccessfullcompletedDuring a kickstartinstal-
lation, if nocompletionmethodis speci ed,thereboot optionis usedasdefault.

Theshutdown optionis roughly equialentto the shutdown command.
For othercompletionmethodsreferto thehalt , poweroff , andreboot kickstartoptions.

skipx (optional)
If presentX is notcon guredontheinstalledsystem.
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text (optional)

Performthekickstartinstallationin text mode Kickstartinstallationsareperformedn graphical
modeby default.

timezone

(required)

Setsthe systemtime zoneto < timezone > which may be ary of the time zoneslisted by
timeconfig
timezone [--utc] < timezone >

--utc

upgrade

If presentthe systemassumeshe hardwareclockis setto UTC (GreenwichMean)time.

(optional)

Tellsthesystento upgradeanexisting systenratherthaninstall afreshsystemYoumustspecify
oneof cdrom, harddrive , nfs , orurl (for FTPandHTTP) asthelocationof theinstallation

tree.

xconfig
Con

Refertoinstall ~ for details.

(optional)
gurestheX Window Systemlf thisoptionis notgiven,theusermustcon gure X manually

duringtheinstallation,if X wasinstalled;this option shouldnot be usedif X is notinstalledon
the nal system.

--noprobe

Do not probethe monitor

--card=

Use specied card; this card name should be from the list of cards in
lusr/share/hwdata/Cards from the hwdata packageThe list of cardscanalso be
foundon the X Con guration screenof the Kickstart Con gurator . If this agumentis
notprovided,theinstallationprogramprobesthe PCl busfor the card.SinceAGP s partof
the PCI bus, AGP cardsare detectedf supportedThe probeorderis determinedby the
PClscanorderof themotherboard.

--videoram=

Speci estheamountof videoRAM thevideocardhas.

--monitor=

Use specied monitor; monitor name should be from the list of monitors in
/usr/share/hwdata/MonitorsDB from the hwdata packageThelist of monitorscan
also be found on the X Con guration screenof the Kickstart Con gurator . This is
ignoredif --hsync or --vsync is provided. If no monitorinformationis provided, the
installationprogramtriesto probefor it automatically

--hsync=

Speci esthe horizontalsyncfrequenyg of the monitor

--vsync=

Speci estheverticalsyncfrequeng of the monitor
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--defaultdesktop=
SpecifyeitherGNOME or KDE to setthe default desktop(assumeshat GNOME Desktop
Environmentand/orKDE DesktopEnvironmenthasbeeninstalledthrough%packages ).
--startxonboot
Usea graphicallogin ontheinstalledsystem.

--resolution=

Specify the default resolutionfor the X Windowv Systemon the installed system.Valid
valuesare 640x480,800x600,1024x768,1152x864,1280x1024,1400x1050,1600x1200.
Be sureto specifyaresolutionthatis compatiblewith the videocardandmonitor

--depth=

Specify the default color depthfor the X Window Systemon the installedsystem.Valid
valuesare 8, 16, 24, and 32. Be sureto specifya color depththatis compatiblewith the
videocardandmonitor

volgroup  (optional)

Useto createa Logical VolumeManagemen(LVM) groupwith the syntax:
volgroup < name> < partition > < options >

Theoptionsareasfollows:

--noformat
Useanexisting volumegroupanddo not formatit.

--usegisting
Useanexisting volumegroupandreformatit.

Createthepartition rst, createthelogical volumegroup,andthencreatethelogical volume.For
example:

part pv.01 --size 3000

volgroup  myvg pv.01

logvol / --vgname=myvg --size=2000 --name=rootvol

For a detailed  example of volgroup in action, refer to
Sectionl.4.1AdvancedPartitioning Example
zerombr (optional)

If zerombr is specied, andyes is its sole agument,ary invalid partition tablesfound on
disksareinitialized. This destrys all of the contentsof diskswith invalid partitiontables.This
commandshouldbein thefollowing format:

zerombr yes

No otherformatis effective.

%include

Usethe %include /path/to/file commandto include the contentsof another le in the
kickstart le asthoughthecontentsvereatthelocationof the %include commandn thekick-
start le.
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1.4.1. Advanced Partitioning Example

Thefollowing is asingle,integratedexampleshaving the clearpart | raid , part , volgroup , and
logvol  kickstartoptionsin action:

clearpart --drives=hda,h dc --initlabel

# Raid 1 IDE config

part raid.11 --size 1000 --asprimary --ondrive=hda
part raid.12 --size 1000 --asprimary --ondrive=hda
part raid.13 --size 2000 --asprimary --ondrive=hda
part raid.14 --size 8000 --ondrive=hda
part raid.15 --size 1 --grow --ondrive=hda
part raid.21 --size 1000 --asprimary --ondrive=hdc
part raid.22 --size 1000 --asprimary --ondrive=hdc
part raid.23 --size 2000 --asprimary --ondrive=hdc
part raid.24 --size 8000 --ondrive=hdc
part raid.25 --size 1 --grow --ondrive=hdc

# You can add --spares=x

raid / --fstype ext3 --device mdoO --level=RAID1 raid.11  raid.21

raid /safe --fstype ext3 --device md1l --level=RAID1 raid.12  raid.22

raid swap --fstype swap --device md2 --level=RAID1 raid.13  raid.23

raid /usr --fstype ext3 --device md3 --level=RAID1 raid.14  raid.24

raid pv.01 --fstype ext3 --device md4 --level=RAID1 raid.15  raid.25

# LVM configuration so that we can resize /var and /usr/local later

volgroup  sysvg pv.01

logvol  /var --vgname=sysvg --size=8000 --name=var

logvol  /var/freespace --vgname=sysvg --Size=8000 --name=freespa ceto use
logvol  /usr/local --vgname=sysvg --size=1 --grow  --name=usrloca |

Thisadwancedexampleimplementd VM over RAID, aswell astheability to resizevariousdirectories
for futuregrowth.

1.5. Package Selection

Usethe %packages commando begin akickstart le sectionthatlists the packageyou would like
to install (this s for installationsonly, aspackageselectiorduringupgradess not supported).

Packagesanbe speci ed by groupor by individual packagename.Theinstallationprogramde nes
severalgroupsthatcontainrelatedpackagesReferto the RedHat/base/comps.xml le onthe rst
RedHat EnterpriseLinux CD-ROM for alist of groups.Eachgrouphasanid, uservisibility value,
namedescriptionandpackagdist. In the packagdist, the packagesnarkedasmandatoryarealways
installedif the groupis selectedthe packagesnarked default are selectecby default if the groupis
selectedandthe packagesnarked optionalmustbe speci cally selectedevenif thegroupis selected
to beinstalled.

In mostcasesit is only necessaryo list the desiredgroupsandnot individual packagesNote that
theCore andBase groupsarealwaysselectedy default, soit is notnecessarjo specifythemin the
%packages section.

Hereis anexample%packages selection:

%packages
@ X Window System
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@ GNOMBDesktop  Environment
@ Graphical Internet

@ Sound and Video

dhcp

As youcansee groupsarespeci ed,oneto aline, startingwith an @symbol,a spaceandthenthefull

groupnameasgivenin thecomps.xml le. Groupscanalsobe speci ed usingtheid for thegroup,
suchasgnome-desktop . Specifyindividual packagesith no additionalcharactergthe dhcp line
in the exampleabore is anindividual package).

You canalsospecifywhich packagesotto install from the default packagdist:
-autofs

Thefollowing optionsareavailablefor the %packages option:

--resolvedeps

Install the listed packagesindautomaticallyresohe packagedependenciesf this optionis not
speci ed andtherearepackagelependencieshe automatednstallationpausesndpromptsthe
user For example:

%packages --resolvedeps

--ignoredeps
Ignoretheunresoleddependencieandinstall thelistedpackagesvithoutthedependenciegor
example:
%packages --ignoredeps

--ignoremissing

Ignorethemissingpackagesndgroupsinsteadf haltingtheinstallationto askif theinstallation
shouldbe abortedor continued For example:
%packages --ignoremissing

1.6. Pre-installation Script

You canadd commandgo run on the systemimmediatelyafter the ks.cfy hasbeenparsed.This
sectionmustbe at the end of the kickstart le (after the commandsand muststartwith the %pre

command.You can accesghe network in the %pre section;however, nameservicehas not been
con guredatthis point,soonly IP addressework.

' ; Note

Note that the pre-install script is not run in the change root environment.

--interpreter Jusr/bin/python

Allows you to specify a different scripting language, such as Python. Replace
lusr/bin/python with the scriptinglanguageof your choice.
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1.6.1. Example

Hereis anexample%pre section:
%pre

#!/bin/sh

hds=""
mymedia=""
for file in
do
mymedia="cat

Iprocfide/h*

$file/media’

if [ $mymedia == "disk" ] ; then
hds="$hds ‘basename $file™
fi
done
set $hds
numhd="echo $#
drivel="echo $hds | cut -d° ' -f1°
drive2="echo $hds | cut -d° ' -f2°
#Write  out partition scheme based on whether there
if [ $numhd == "2" ] ; then
#2 drives
echo "#partitioning scheme generated in %pre for
echo “clearpart --all >>  /tmp/part-include
echo "part /boot --fstype ext3 --size 75 --ondisk
echo "part [/ --fstype ext3 --size 1 --grow --ondisk
echo "part swap --recommended --ondisk  $drivel"
echo "part /home --fstype ext3 --size 1 --grow
else
#1 drive
echo "#partitioning scheme generated in %pre for
echo “clearpart --all >>  /tmp/part-include
echo "part /boot --fstype ext3 --size 75" >>
echo "part swap --recommended’ >> /tmp/part-include
echo "part /| --fstype ext3 --size  2048" >>
echo "part /home --fstype ext3 --size 2048 --grow"

fi

--ondisk
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are 1 or 2 hard drives

2 drives" > /tmp/part-include

hda" >>
hda" >>

/tmp/part-include
Itmp/part-include

>>  /tmp/part-include

hdb" >> /tmp/part-include

1 drive" > /[tmp/part-include

Itmp/part-includ

Itmp/part-include

>>  /tmp/part-include

This script determineghe numberof harddrivesin the systemandwrites a text le with a differ-
ent partitioning schemedependingon whetherit hasoneor two drives. Insteadof having a setof

partitioningcommandsn thekickstart le, includetheline:

%include  /tmp/part-include

Thepartitioningcommandselectedn thescriptareused.
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' ; Note

The pre-installation script section of kickstart cannot manage multiple install trees or source media.
This information must be included for each created ks.cfg le, as the pre-installation script occurs
during the second stage of the installation process.

1.7. Post-installation  Script

You have the optionof addingcommandgo run on the systemoncetheinstallationis complete This
sectionmustbeattheendof thekickstart le andmuststartwith the %post commandThis sectionis
usefulfor functionssuchasinstallingadditionalsoftwareandcon guring anadditionalnameserer.

' ; Note

If you con gured the network with static IP information, including a nameserver, you can access the
network and resolve IP addresses in the %post section. If you con gured the network for DHCP, the
Jetc/resolv.conf le has not been completed when the installation executes the %post section.
You can access the network, but you can not resolve IP addresses. Thus, if you are using DHCP, you
must specify IP addresses in the %post section.

' ; Note

The post-install script is run in a chroot environment; therefore, performing tasks such as copying
scripts or RPMs from the installation media do not work.

--nochroot
Allows you to specifycommandshatyou would like to run outsideof the chrootervironment.

Thefollowing examplecopiesthe le /etc/resolv.conf to the le systemthatwasjustin-
stalled.

%post --nochroot

cp /etc/resolv.conf /mnt/sysimage/etc/resolv.conf

--interpreter Jusr/bin/python

Allows you to specify a different scripting language, such as Python. Replace
[usr/bin/python with the scriptinglanguageof your choice.

1.7.1. Examples

Turn serviceson andoff:

Isbin/chkconfig --level 345 telnet  off
Isbin/chkconfig --level 345 finger  off
Isbin/chkconfig --level 345 Ipd off

Isbin/chkconfig --level 345 httpd on
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Runascriptnamedrunme from anNFSshare:

mkdir  /mnt/temp

mount -0 nolock 10.10.0.2:/usr/new-mach ine s /mnt/temp
open -s -w -- /mnt/temp/runme

umount /mnt/temp

; Note

NFS le locking is not supported while in kickstart mode, therefore -o nolock is required when
mounting an NFS mount.

Add auserto the system:

lusr/sbin/useradd bob
lusr/bin/chfn -f "Bob Smith" bob
Jusr/sbin/usermod -p 'kjdf$04930FTH/ ' bob

1.8. Making the Kickstart File Available

A kickstart le mustbe placedin oneof thefollowing locations:

- Onabootdiskette
« OnabootCD-ROM
« Onanetwork

Normallyakickstart le is copiedto thebootdiskette,or madeavailableonthenetwork. Thenetwork-
basedapproachs mostcommonlyused,asmostkickstartinstallationstendto be performedon net-
worked computers.

Let ustake a morein-depthlook at wherethekickstart le maybeplaced.

1.8.1. Creating Kickstart Boot Media

Diskette-basedootingis no longersupportedn RedHat EnterpriseLinux. Installationsmustuse
CD-ROM or ash memoryproductsfor booting. However, the kickstart le may still resideon a
diskette’s top-level directory andmustbe namedks.cfg

To performa CD-ROM-basedkickstartinstallation thekickstart le mustbenamecks.cfg andmust
belocatedin theboot CD-ROM's top-level directory Sincea CD-ROM is read-onlythe le mustbe
addedto the directoryusedto createtheimagethatis written to the CD-ROM. Referto the RedHat
EnterpriseLinux Installation Guidefor instructionson creatingbootmedia;however, beforemaking
thefile.iso image le, copy theks.cfg kickstart le totheisolinux/  directory

To performapen-basedash memorykickstartinstallation,thekickstart le mustbe namedks.cfg
andmustbe locatedin the ash memorys top-level directory Createthe bootimage rst, andthen
copy theks.cfg le.

For example thefollowing transfersabootimageto thependrive (/dev/sda ) usingthedd command:

dd if=diskboot.img of=/dev/sda bs=1M
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' ; Note

Creation of USB ash memory pen drives for booting is possible, but is heavily dependent on system
hardware BIOS settings. Refer to your hardware manufacturer to see if your system supports booting
to alternate devices.

1.8.2. Making the Kickstar t File Available on the Network

Network installationsusingkickstartarequite common becauseystemadministratoreaneasilyau-
tomatetheinstallationon mary networked computersjuickly andpainlesslyln generaltheapproach
mostcommonlyusedis for theadministratotto have botha BOOTP/DHCPsenerandanNFSsener
onthelocal network. The BOOTP/DHCPseneris usedto give theclient systemits networking infor-
mation,while the actual les usedduringtheinstallationaresened by the NFS sener. Often,these
two senersrun on the samephysicalmachineput they arenotrequiredto.

To perform a network-basedkickstartinstallation,you musthave a BOOTP/DHCP sener on your
network, andit mustincludecon gurationinformationfor the machineon which you areattempting
toinstallRedHat Enterprisd_inux. TheBOOTP/DHCPsener providestheclientwith its networking
informationaswell asthelocationof thekickstart le.

If akickstart le is speci ed by the BOOTP/DHCPsener, the client systemattemptsan NFS mount
of the le' s path,and copiesthe speci ed le to theclient, usingit asthe kickstart le. The exact
settingsrequiredvary dependingon the BOOTP/DHCPsener you use.

Hereis anexampleof aline from thedhcpd.conf  le for theDHCPsener:

flename  "/usr/new-mac  hi ne/k ic kstart /" ;
next-server blarg.redhat.c om

Note that you shouldreplacethe value after filename  with the nameof the kickstart le (or the
directoryin which the kickstart le residesjandthe valueafter next-server  with the NFS sener
name.

If the le namereturnedby the BOOTP/DHCPsener endswith aslash("/"), thenit is interpretedas
apathonly. In this case the client systemmountsthat pathusingNFS, andsearchesor a particular
le. The le nametheclientsearche$or is:

<ip-addr > -kicks tart

The<ip-addr > sectionof the le nameshouldbe replacedwith the client's IP addressn dotted
decimalnotation.For example the le namefor acomputewith anlP addres®f 10.10.0.1would be
10.10.0.1-kickstart

Notethatif you do not specifya sener name thenthe client systemattemptsto usethe sener that
answeredhe BOOTP/DHCPrequestasits NFS sener. If you do not specifya pathor le name,
the client systemtries to mount /kickstart from the BOOTP/DHCPsener andtriesto nd the
kickstart le usingthesame< ip-addr > -kickstart le nameasdescribedabove.

1.9. Making the Installation Tree Available

Thekickstartinstallationmustaccesaninstallationtree An installationtreeis a copy of the binary
RedHat EnterpriseLinux CD-ROMs with the samedirectorystructure.

If you areperforminga CD-basednstallation,insertthe RedHat EnterpriseLinux CD-ROM #1into
the computeibeforestartingthe kickstartinstallation.
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If you are performinga hard drive installation, make surethe ISO imagesof the binary Red Hat
EnterpriseLinux CD-ROMs areon a harddrive in thecomputer

If youareperforminga network-basedNFS,FTPR or HTTP) installation,you mustmalke theinstalla-
tion treeavailableover the network. Referto the Preparingfor a Networklinstallation sectionof the
RedHat EnterpriseLinux Installation Guidefor details.

1.10. Starting a Kickstart Installation

To begin a kickstartinstallation,you mustboot the systemfrom boot mediayou have madeor the
RedHat EnterpriseLinux CD-ROM #1, andentera specialboot commandat the boot prompt. The
installationprogramlooksfor akickstart le if theks commandine alguments passedo thekernel.

CD-ROM #1 andDiskette

Thelinux  ks=floppy = commandalsoworksif theks.cfg le islocatedon avfator ext2
le systemonadisketteandyou bootfrom the RedHat EnterpriseLinux CD-ROM #1.

An alternatebootcommands to bootoff the RedHat EnterpriseLinux CD-ROM #1 andhave
thekickstart le onavfatorext2 le systemonadiskette.To doso,enterthefollowing command
attheboot: prompt:

linux  ks=hd:fd0:/ks. cfg

With Driver Disk

If you needto usea driver disk with kickstart, specifythe dd optionaswell. For example,to
bootoff abootdisketteanduseadriver disk, enterthefollowing commandatthe boot: prompt:
linux  ks=floppy dd

Boot CD-ROM

If the kickstart le is on a boot CD-ROM as described in
Sectionl.8.1CreatingKickstartBootMedia, insert the CD-ROM into the system,boot the
system,andenterthe following commandat the boot: prompt(whereks.cfg is the nameof
thekickstart le):

linux  ks=cdrom:/ks.c fg

Otheroptionsto starta kickstartinstallationareasfollows:

ks=nfs: <server >: <path >

The installation program looks for the kickstart le on the NFS sener <server >,
as le <path >. The installation program uses DHCP to congure the Ethernet
card. For example, if your NFS sener is senerexample.com and the kickstart
le is in the NFS share /mydir/ks.cfg , the correct boot command would be
ks=nfs:server.example.com:/mydir/ks.cfg

ks=http:// < server >/ < path >

The installation program looks for the kickstart le on the HTTP sener <server >,
as le <path >. The installation program uses DHCP to congure the Ethernet
card. For example, if your HTTP sener is senerexample.com and the kickstart le

is in the HTTP directory /mydir/ks.cfg , the correct boot command would be
ks=http://server.example.com/mydir/ks.cfg .

ks=floppy

Theinstallationprogramlooksfor the le ks.cfy onavfatorext2 le systemonthediskettein
/dev/fd0
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ks=floppy:/ < path >
The installation programlooks for the kickstart le on the diskette in /dev/fd0 , as le
<path >.

ks=hd: < device >: <file >

The installationprogrammountsthe le systemon < device > (which mustbe vfat or ext2),
and look for the kickstart con guration le as<file > in that le system(for example,
ks=hd:sda3:/mydir/ks.cfg ).

ks=file:/ <file >
Theinstallationprograntriesto readthe le <file > fromthe le systemnomountsaredone.
Thisis normallyusedif thekickstart le is alreadyontheinitrd  image.

ks=cdrom:/ < path >

Theinstallationprogramlooksfor thekickstart le onCD-ROM, as le < path >.

ks

If ks is usedalone,the installationprogramcon gures the Ethernetcardto use DHCP. The
kickstart le is readfrom the "bootSerer" from the DHCP responsasif it is an NFS sener
sharingthe kickstart le. By default, the bootSerer is the sameasthe DHCP sener. Thename
of thekickstart le is oneof thefollowing:

« If DHCP is speci ed andthe boot le beginswith a/, theboot le provided by DHCP is
lookedfor onthe NFSsener.

- If DHCP is speci ed andthe boot le begins with somethingotherthena /, the boot le
providedby DHCPis lookedfor in the/kickstart directoryonthe NFSsener.

- If DHCP did not specify a boot le, then the installation programtries to read the le
Ikickstart/1.2.3.4-kickstart , where 1.2.3.4 is the numeric IP addressof the
machinebeinginstalled.

ksdevice= < device >

Theinstallationprogramuseshis network device to connecto thenetwork. For example to start
a kickstartinstallationwith the kickstart le on an NFS sener thatis connectedo the system
throughthe ethldevice, usethe commandks=nfs: <server >: <path > ksdevice=ethl
attheboot: prompt.
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Chapter 2.

Kickstar t Con gurator

Kickstart Con gurator allowsyouto createor modify akickstart le usingagraphicalserinterface,
sothatyou do not have to remembethe correctsyntaxof the le.

To useKickstart Con gurator , you mustbe runningthe X Window System.To start Kickstart
Con gurator , selectApplications (the mainmenuon the panel)=> SystemTools=> Kickstart, or
type the commandustr/sbin/system-config-kickstart

As youarecreatingakickstart le, youcanselectFile => Preview atary time to review your current
selections.

To startwith anexisting kickstart le, selectFile => Openandselecttheexisting le.

2.1. Basic Con guration

File Help
Basic Configuration Basic Configuration (required)
Installation Methad Default Language: | English (USA) ¥
Boaot Loader Options Werroai: U.S. English
Partition Information 2
Network Configuration | Mouse: | Generic - Wheel Mouse PS/2)
Authentication ] Emulate 3 Buttons
Firewall Configuration
d Time Zone: America/New_York ~
Display Configuration
Package Selection [ Use UTC clack
Pre-Installation Script Root Password; [
Paost-Installation Script T
Confirm Password:
Encrypt root password
Language Support |7 oo (Laos)
[ Latvian (Latvia) [I
Lithuanian 1
P |
Target Architecture: | x86, AMDE4, or Intel EMB4T
Reboot system after installation
[[] Perform installation in text mode (graphical is default)
[ Perform installation in interactive mode

Figure 2-1.BasicCon guration

Choosehe languageo useduringtheinstallationandasthe default languageo be usedafterinstal-
lation from the Default Languagemenu.

Selectthe systemkeyboardtype from the Keyboard menu.

Choosethe mousefor the systemfrom the Mouse menu.If No Mouse is selected,no mouseis
con gured. If Probe for Mouse is selectedthe installation programtries to automaticallydetect
themouse Probingworksfor mostmodernmice.

If the systemhasa two-button mouse a three-lutton mousecanbe emulatecby selectingEmulate
3 Buttons. If this option is selected simultaneouslyclicking the left and right mousebuttonsare
recognizedasa middle mousebuttonclick.
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Fromthe Time Zone menu,choosethe time zoneto usefor the system.To con gure the systemto
useUTC, selectUseUTC clock.

Enterthe desiredroot passwerd for the systemin the Root Password text entry box. Typethe same
passwerdin theCon rm Password text box. Thesecondeld is to make sureyou do not mistypethe
passwerd andthenrealizeyou do not knowv whatit is after you have completedthe installation.To
save thepassword asanencryptedbassverdin the le, selectEncrypt root passvord. If theencryp-
tion optionis selectedwhenthe le is saved, the plain text passwrd that you typedare encrypted
andwritten to the kickstart le. Do not type an alreadyencryptedpassverd andselectto encryptit.
Becauseakickstart le isaplaintext le thatcanbeeasilyread,it is recommendethatanencrypted
password beused.

Toinstalllanguage additionto theoneselectedrom the Default Languagepulldovn menu.check
themin the Language Support list. The languageselectedrom the Default Language pulldovn
menuis usedby default after installation;however, the default canbe changedwith the Language
Con guration Tool (system-config-language ) afterinstallation.

ChoosingTarget Ar chitecture speci es which speci ¢ hardware architecturedistribution is used
duringinstallation.

ChoosingReboot systemafter installation rebootsyour systemautomaticallyafterthe installation
is nished.

Kickstartinstallationsare performedin graphicaimodeby default. To overridethis default anduse
text modeinstead selectthe Perform installation in text mode option.

You canperforma kickstartinstallationin interactve mode.This meanghattheinstallationprogram
usesall theoptionspre-con guredin thekickstart le, butit allowsyouto preview theoptionsin each
screerbeforecontinuingto the next screenTo continueto thenext screenclick the Next buttonafter
you have appraved the settingsor changehembeforecontinuingthe installation.To selectthis type
of installation,selectthe Perform installation in interactive modeoption.
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2.2. Installation Method

File Help

Basic Configuration Installation Method (required)

Installation Method @® Perform new installation

Boot Loader Options | O Upgrade an existing installation

Partition Information Choose the Installation Methad:

Network Configuration ® CD-ROM
Authentication O NFs
Firewall Configuration O FTP
Display Configuration O HTTP
Package Selection ) Hard Drive

Pre-Installation Script

Postnstallation Seript

Figure 2-2. Installation Method

Thelnstallation Method screerallows youto choosevhetherto performanew installationor anup-
gradelf youchooseupgradethePartition Information andPackageSelectionoptionsaredisabled.
They arenotsupportedor kickstartupgrades.

Choosethetypeof kickstartinstallationor upgradescreerfrom thefollowing options:

« CD-ROM — Choosethis option to install or upgradefrom the Red Hat EnterpriseLinux CD-
ROMs.

+ NFS — Choosethis option to install or upgradefrom an NFS shareddirectory In thetext eld
for thethe NFS sener, entera fully-quali ed domainnameor IP addressFor the NFS directory
enterthe nameof the NFS directory that containsthe RedHat directory of the installationtree.
For example,if the NFS sener containsthe directory/mirrors/redhat/i386/RedHat/ , enter
/mirrors/redhat/i386/ for theNFSdirectory

« FTP — Choosethis optionto install or upgradefrom an FTP sener. In the FTP senertext eld,
enterafully-quali ed domainnameor IP addresskor the FTPdirectory enterthenameof the FTP
directorythatcontainsghe RedHat directory For example,if the FTP sener containghedirectory
Imirrors/redhat/i386/RedHat/ , enter/mirrors/redhat/i386/ for the FTP directory If
the FTP sener requiresa usernamendpassverd, specifythemaswell.

« HTTP — Choosethis optionto install or upgradefrom an HTTP sener. In thetext eld for the
HTTP sener, enterthefully-quali ed domainnameor IP addressi-ortheHTTP directory enterthe
nameof the HTTP directorythatcontainsthe RedHat directory For example,if the HTTP sener
containghedirectory/mirrors/redhat/i386/RedHat/ , enter/mirrors/redhat/i386/ for
theHTTP directory

+ Hard Drive — Choosethis optionto install or upgradefrom a harddrive. Hard drive installations
requirethe use of 1ISO (or CD-ROM) images.Be sureto verify that the ISO imagesare intact
beforeyou startthe installation. To verify them,usean md5sum programas well as the linux
mediacheck bootoptionasdiscussedn the RedHat EnterpriseLinux Installation Guide Enter
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theharddrive partitionthatcontainghe SO imagegfor example,/devihdal )intheHard Drive
Partition text box. Enterthe directorythatcontainsthe ISO imagesin the Hard Drive Dir ectory
text box.

2.3. Boot Loader Options

File Help

.Easlc Configuration Boot Loader Options (required)
Installation Methad @ |nstall new boot loader

Haot LoaderiGatons O Do not install a boot loader

b O Upgrade existing boot loader
Partition Information bk 4

Netwaork Configuration GRUB Options:
Authentication [] Use GRUB password
Firewall Configuration
Display Configuration
Package Selection

Pre-Installation Script

Rabkirstal EdianoEhaL @ Install boot loader on Master Boot Record (MBR)

O Install boot loader on first sector of the boot partition

Kernel parameters;

Figure 2-3.Boot Loader Options

GRUB is the default boot loaderfor RedHat EnterpriseLinux. If you do not wantto install a boot
loader selectDo not install a boot loader. If you choosenot to install a bootloader make sureyou
createa bootdisketteor have anothemway to bootyour system suchasa third-partybootloader

You mustchoosewhereto install the boot loader(the MasterBoot Recordor the rst sectorof the
/boot  partition).Install thebootloaderonthe MBR if you planto useit asyour bootloader

To passary specialparametergo the kernelto be usedwhenthe systemboots,enterthemin the
Kernel parameterstext eld. For example,if you have an IDE CD-ROM Writer, you cantell the
kernelto usethe SCSlemulationdriver that mustbe loadedbeforeusingcdrecord by con guring
hdd=ide-scsi asakernelparametefwherehdd is the CD-ROM device).

Youcanpasswrd protectthe GRUB bootloaderby con guring aGRUB passwerd. SelectUseGRUB
password, and entera passwrd in the Password eld. Type the samepasswrd in the Con rm
Password text eld. To savethepasswerdasanencryptecpassverdin the le, selectEncrypt GRUB
password. If theencryptionoptionis selectedwhenthe le is saved,the plaintext passverd thatyou
typedareencryptedandwritten to the kickstart le. If typeanalreadyencryptedpassverd, unselect
to encryptit.

If Upgrade an existing installation is selectenthelnstallation Method page selectUpgrade ex-
isting boot loader to upgradethe existing bootloadercon guration,while preservingheold entries.
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2.4. Partition Information

Eile Help
Basic Configuration Partition Infarmation (required)
Installation Methad @® Clear Master Boot Record

Boot Loader Optlons ) Do not clear Master Boot Record

Partition |nformation @ Remove all existing partitions
Network Configuration | (O Remove existing Linux partitions
Authentication O Preserve existing partitions

Firewall Configuration @ Initialize the disk label

Display Configuration O Do not initialize the disk label
Package Selection

Device/
Partition Number

Mount Paint/
Pre-Installation Script RAID Type [Format |Size (MB)

Postnstallation Seript

Figure 2-4. Partition Information

Selectwhetheror not to clearthe MasterBoot Record(MBR). Chooseto remove all existing parti-
tions,remove all existing Linux partitions,or presere existing partitions.

To initialize the disk label to the default for the architectureof the system(for example, msdos for
x86 andgpt for Itanium), selectlnitialize the disk label if you areinstallingon a brandnev hard
drive.

2.4.1. Creating Partitions

To createa partition, click the Add button. The Partition Options windov shavn in Figure2-5
appearsChooseghemountpoint, le systentype,andpartitionsizefor thenew partition.Optionally
you canalsochooserom thefollowing:

- In the Additional SizeOptions section,chooseto male the partitiona x ed size,up to a chosen
size,or Il theremainingspaceontheharddrive. If you selectedswapasthe le systentype,you
canselectto have the installationprogramcreatethe swap partition with the recommendedize
insteadof specifyingasize.

+ Forcethepartitionto be createdasa primarypartition.

- Createthe partition on a speci ¢ harddrive. For example,to make the partition on the rst IDE
harddisk (/dev/hda ), specifyhda asthedrive. Do notinclude/dev in thedrive name.

+ Useanexisting partition. For example,to make the partitionon the rst partitionon the rst IDE
harddisk (/dev/hdal ), specifyhdal asthepartition.Do notinclude/dev in thepartitionname.

- Formatthe partitionasthechosenle systentype.
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Mount Point:

File System Type: |ext3

= [ [+]

Size (MB): 1
Additional Size Options
@ Fixed size
() Grow to maximum of (MB): 1 h
O Fill all unused space on disk

[ Use recommended swap size

[] Force to be a primary partition (asprimary)
[ Make partition on specific drive (ondisk)
Drive (for example: hda or sdc)

[[] Use existing partition (onpart)
Partition | {for example: hdal or sdc3)

Format partition

Figure 2-5. Creating Partitions

To edit an existing partition, selectthe partition from the list and click the Edit button. The same
Partition Options windon appearsas whenyou choseto add a partition as shavn in Figure2-5,
exceptit re ects thevaluesfor the selectedartition. Modify the partitionoptionsandclick OK.

To deleteanexisting partition, selectthe partitionfrom thelist andclick the Deletebutton.

2.4.1.1. Creating Software RAID Partitions
To createa softwareRAID partition,usethefollowing steps:

1. Click the RAID button.
2. SelectCreatea software RAID partition .

3. Con gurethepartitionsaspreviously describedexceptselectSoftware RAID asthe le system
type.Also, you mustspecifya harddrive on which to make the partition or specifyanexisting

partitionto use.

Mount Point:

File System Type: |software RAID

= [

Size (MB): 2048
Additional Size Options
@ Fixed size
() Grow to maximum of (MB}: 1 IF=

O Fill all unused space on disk
Jus

[] Force to be a primary partition (asprimary)

nended swap size

Make partition on specific drive (ondisk)
Drive : | sda] | (for example: hda or sdc)
[ usee
Partition (for example: hdal or sdc3)

Format partition

ing partition (onpart)

Figure 2-6. Creating a Software RAID Partition
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Repeathesestepsto createasmary partitionsasneededor your RAID setup All of your partitions
donothave to be RAID partitions.

After creatingall the partitionsneededo form a RAID device, follow thesesteps:

1. Click the RAID button.
2. SelectCreatea RAID device.

3. Selecamountpoint, le systentype,RAID devicenameRAID level, RAID membersnumber
of sparedor the softwareRAID device, andwhetherto formatthe RAID device.

<]

Mount Point: fhome

I

File System Type: | ext3
RAID Device mdo b

RAID Level

raid.01

Raid Members raid.02

3|

<

Number of spares: |1

Format RAID device

(o]

K

X cancel @

Figure 2-7.Creating a Software RAID Device

4. Click OK to addthedevice to thelist.
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2.5. Network Con guration
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File Help
.EESIC Configuration Netwark Configuration
Installation Methad ‘De\n:e |Nelwnrk Type ‘ | Add Network Device

Boot Loader Options
Partition Information

| Authentication |
Firewall Configuration
Display Configuration
Package Selection
Pre-Installation Script
Paost-Installation Script

Figure 2-8.Network Con guration

If the systemto beinstalledvia kickstartdoesnot have an Ethernetcard,do notcon gure oneonthe

Network Con guration page.

Networking is only requiredif you choosea networking-basednstallationmethod(NFS, FTR or
HTTP). Networking can always be con gured after installationwith the Network Administration
Tool (system-config-network ). Referto Chapterl8 NetworkCon guration for details.

For eachEthernetcard on the system,click Add Network Device and selectthe network device
andnetwork type for the device. SelectethO to con gure the rst Ethernetcard,ethl for thesecond

Ethernetcard,andsoon.
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2.6. Authentication

Eile Help

Basic Configuration Authentication Configuratian

Installation Methad Authentication; Use Shadow Passwords Use MD5
Boot Loader Options NIS |LDAP [Ketberos 5 [Hesiod |SME [Name Switch Cache
Partition Information NIS Authentication

Network Configuration [ EnableNIS

Firewall Configuration B oan

Display Configuration [ Use broadcast ta find NIS server

Package Selection

Pre-Installation Script

Postnstallation Seript

Figure 2-9. Authentication
In the Authentication sectionselectwhetherto useshadav passwerdsandMDS5 encryptionfor user
passwrds. Theseoptionsarehighly recommendedndchoserby default.

TheAuthentication Con guration optionsallow youto con gure thefollowing methodsof authen-
tication:

« NIS

« LDAP

+ Kerbeross

- Hesiod

« SMB

- NameSwitchCache

Thesemethodsarenotenabledy default. To enableoneor moreof thesemethodsglick theappropri-
atetab,click thecheckboxnext to Enable, andentertheappropriatenformationfor theauthentication
method Referto Chapter27 AuthenticationCon guration for moreinformationaboutthe options.

2.7. Firewall Con guration

TheFirewall Con guration window is similar to the screenn the installationprogramandthe Se-
curity Level Con guration Tool.
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File Help

.Easlc Configuration Firewall Configuration

Installation Method Security level: | Enable firewall *

Boot Loader Options

. Trusted devices:
Partition Information
Netwaork Configuration

Authentication

Firewall Configuration
Trusted services: O Www HTTP)
Display Configuration
Package Selection Orre
Pre-Installation Script L s
Paost-Installation Script L Teiner
[ Mail (SMTP)

Other ports: (1029:tcp)

Figure 2-10.Firewall Con guration

If Disable r ewall is selectedthesystemallows completeaccesgo ary active servicesaandports.No
connectiondo the systemarerefusedor denied.

SelectingEnable r ewall con guresthe systemto rejectincoming connectionghat arenot in re-
sponseo outboundrequestssuchasDNS repliesor DHCP requestslf accesgo servicesunningon
this machineis required,you canchooseo allow speci ¢ serviceghroughthe re wall.

Only devicescon guredin the Network Con guration sectionarelisted asavailable Trusted de-
vices Connectiondrom ary devicesselectedn thelist areacceptedy the system.For example,if
ethl1 only recevesconnectiongrom internalsystemyou might wantto allow connectiondgrom it.

If a serviceis selectedin the Trusted sewices list, connectiongor the serviceare acceptedand
processetby the system.

In the Other ports text eld, list ary additionalportsthatshouldbe openedor remoteaccessUse
the following format: port:protocol . For example,to allow IMAP accesghroughthe re wall,
specifyimap:tcp . Specifynumericportscanalsobe speci ed;to allow UDP pacletson port 1234
throughthe re wall, enter1234:udp . To specifymultiple ports,separat¢hemwith commas.

2.7.1. SELinux Con guration

Althoughcon gurationfor SELinuxis notspeci edin theKickstart Con gurator , kickstartenables
SELinuxin enforcing modeby defaultif theselinux  parameters omittedfrom thekickstart le.

2.8. Display Con guration

If you areinstallingthe X Window Systemyou cancon gure it during the kickstartinstallationby
checkingthe Con gur e the X Window Systemoption on the Display Con guration window as
shavn in Figure2-11 If this optionis not chosenthe X con guration optionsare disabledandthe
skipx optionis writtento thekickstart le.
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2.8.1. General

The rst stepin con guring X is to choosethe default color depthandresolution.Selectthemfrom
their respectie pulldovn menus.Be sureto specifya color depthandresolutionthatis compatible
with thevideocardandmonitorfor the system.

Eile Help

Basic C : Display Configuration

Installation Methad Configure the X Window System:

Boot Loader Options General | Video Card | Monitor

Partition Information Colar Depth Resolution

Network Configuration :s ) | 640x480

Authentication =
. . Default Desktop: @ GNOME (O KDE
Firewall Configuration

Display Configuration [] Start the X Window System on baot

Package Selection

On first boot, Setup Agent is: ‘ Disabled = ‘

Pre-Installation Script

Postnstallation Seript

Figure2-11.X Con guration - General

If you areinstallingboththe GNOME andKDE desktopsyou mustchoosevhich desktopshouldbe
the default. If only onedesktopis to beinstalled,be sureto chooseit. Oncethe systemis installed,
userscanchoosewhich desktopthey wantto betheir default.

Next, choosevhetherto startthe X Window Systenmwhenthe systemis booted This optionstartsthe
systemin runlevel 5 with thegraphicalogin screenAfter the systemis installed this canbe changed
by modifying the/etc/inittab con guration le.

Also selectwhetherto startthe Setup Agent the rst time the systemis rebooted|t is disabledby
default, but the settingcan be changedo enabledor enabledin recon gurationmode.Recon gu-
ration modeenableshe language mouse keyboard,root passwerd, securitylevel, time zone,and
networking con gurationoptionsin additionto thedefault ones.

2.8.2. Video Card

Probefor video card is selectedy default. Acceptthis defaultto have theinstallationprogramprobe
for the video card during installation. Probingworks for most modernvideo cards.|f this option
is selectedand the installation programcannotsuccessfullyprobethe video card, the installation
programstopsat thevideocardcon guration screenTo continuethe installationprocessselectyour
videocardfrom thelist andclick Next.

Alternatively, you can selectthe video card from the list on the Video Card tab as shavn in
Figure2-12 Specify the amountof video RAM the selectedvideo card hasfrom the Video Card
RAM pulldovn menu.Thesevaluesareusedby theinstallationprogramto con gure the X Window
System.



38

Chapter 2. Kickstart Con gurator

File Help

Basic Configuration
Installation Methad
Boot Loader Options
Partition Information
Netwaork Configuration
Authentication

Firewall Configuration

ay Configur:
Package Selection
Pre-Installation Script
Paost-Installation Script

Display Configuration
Configure the X Window System

General | Video Card | Monitor

[ Probe for video card

Matrox Comet

Matrox Marvel Il

Matrox Millennium
Matrox Millennium G200
Matrox Millennium G450
Matrox Millennium G550
Matrox Millennium 11 =
Matrox Mystique

Matrox Mystique G200
Matrox Productiva G100
MediaVision Proaxcel 128
Mirage Z-128

Mira CRYSTAL VRX

Miro Crystal L0SD with GenDAC

Video Card RAM: |32 M8 .

Figure 2-12.X Con guration - Video Card

2.8.3. Monitor

After con guring thevideocard,click onthe Monitor tabasshavn in Figure2-13

File Help

Basic Configuration
Installation Method
Boot Loader Options
Partition Information
Network Configuration
Authentication

Firewall Configuration

ay Configura
Package Selection
Pre-Installation Script

Postnstallation Script

Display Configuration

Configure the X Window System

General | Video Card| Monitor

[ Probe for mnitor

Monitor 800x600
Monitor 1024x768
Monitor 1280x1024
Monitor 1400x1050
Monitor 1600x1200
LCD Panel 640x480
LCD Panel 800x600
LCD Panel 1024x768
LCD Panel 1280x800
LCD Panel 1400x1050
LCD Panel 1440x900
LCD Panel 1600x1200

[3]

[] Use custom monitor sync rates

Harizontal Sync ‘ | Hz

Vertical Syne: ‘ |IcHz

Manitor 640x480 I

Figure 2-13.X Con guration - Monitor
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Probefor monitor is selectedby default. Acceptthis default to have the installationprogramprobe
for themonitorduringinstallation.Probingworksfor mostmodernmonitors.If this optionis selected
andtheinstallationprogramcannotsuccessfullyprobethe monitor, the installationprogramstopsat
the monitor con guration screen.To continuethe installationprocessselectyour monitor from the

list andclick Next.

Alternatively, you can selectyour monitor from the list. You can also specify the horizontaland
vertical syncratesinsteadof selectinga speci ¢ monitor by checkingthe Specify hysncand vsync
insteadof monitor option.This optionis usefulif themonitorfor the systemis notlisted.Noticethat
whenthis optionis enabledthe monitorlist is disabled.

2.9. Package Selection

|D Engineering and Scientific
|D Graphical Interet

|01 Text-based Internet

| office/Productivity

| Sound and Videa

;D Graphics

iD Games and Entertainment
;D Autharing and Publishing

;D Server Configuration Tools (AS and ES only)
| Web Server

Eile Help

W Package Selection

Installation Method Select packages to install.

Boot Loader Options ® Automatically Resolve Dependencies
Partition Information O |gnore Dependencies

Network Configuration

Firewall Configuration |00 % Window System

| Display Configuration |[J GNOME Desktop Environment

D KDE (K Desktop Environment)
Pre-Installation Script | Applications
PostInstallation Script }D Editors

I+l

Figure 2-14.PackageSelection

The PackageSelectionwindow allows you to choosewhich packagegroupsto install.
Therearealsooptionsavailableto resohe andignorepackagelependencieautomatically

Currently Kickstart Con gurator doesnot allow you to selectindividual packagesTo install in-
dividual packagesmodify the %packages sectionof the kickstart le after you save it. Referto

Sectionl.5Padkage Selectiorfor details.
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2.10. Pre-Installation Script
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File Help

.EESIC Configuration Pre-Installation Script
Warning: An error in this script might cause your kickstart installation

Installation Methad
1o fail. Do not include the %pre cammand at the beginning.

Boot Loader Options

Partition Information [1 Use an interpreter.
Netwaork Configuration

Authentication Type your %epre script below:
Firewall Configuration

Display Configuration

| Package Selection

Pre-Installation Script

Paost-Installation Script

Figure 2-15.Pre-Installation Script

You canaddcommandsgo run on the systemimmediatelyafterthekickstart le hasbeenparsedand
beforetheinstallationbegins. If you have con guredthe network in the kickstart le, thenetwork is
enabledbeforethis sectionis processedTo includea pre-installatiorscript,typeit in thetext area.

To specify a scripting languageto useto executethe script, selectthe Use an interpreter option

and enter the interpreterin the text box besideit. For example, /usr/bin/python2.2

be specied for a Python script. This option correspondsto using %pre --interpreter

Jusr/bin/python2.2 in your kickstart le.

@Caution

Do not include the %pre command. It is added for you.

can
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2.11. Post-Installation  Script

File Help

.EESIC Configuration Post-tnstallation Script
Warning: An error in this script might cause your kickstart installation
to fail. Do not include the %post command at the beginning.

Installation Methad
Boot Loader Options

Partition Information 1 Run outside of the chroot environment

Netwaork Configuration [1 Use an interpreter.

Authentication

Firewall Configuration Type your %apost script below:

Display Configuration
Package Selection
Pre-Installation Script

Post-Installation Script

Figure 2-16.Post-Installation Script
You canalsoadd commanddo executeon the systemafter the installationis completedf the net-
work is properlycon gured in the kickstart le, the network is enabledandthe script caninclude

commanddo accessesource®n thenetwork. To includea post-installatiorscript, typeit in thetext
area.

@Caution

Do not include the %post command. It is added for you.

For example,to changethe messagef the day for the newly installed system,add the following
commando the %post section:

echo "Hackers will be punished!" > /etc/motd

@,

More examples can be found in Section 1.7.1 Examples.
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2.11.1. Chroot Environment

To run the post-installatiorscript outsideof the chrootervironment,click the checkboxnext to this
optiononthetop of the Post-Installation window. Thisis equivalentto usingthe--nochroot  option
in the %post section.

To make changedo thenewly installed le systemywithin the post-installatiorsection but outsideof
the chrootenvironment,you mustprependhe directorynamewith /mnt/sysimage/

For example,if you selectRun outside of the chroot ervironment, the previous examplemustbe
changedo thefollowing:

echo "Hackers will be punished!" > /mnt/sysimage/etc/motd

2.11.2. Use an Interpreter

To specify a scripting languageto useto executethe script, selectthe Use an interpreter option
and enter the interpreterin the text box besideit. For example, /usr/bin/python2.2 can
be specied for a Python script. This option correspondsto using %post --interpreter
Jusr/bin/python2.2 in your kickstart le.

2.12. Saving the File

To review the contentsof the kickstart le afteryou have nished choosingyour kickstartoptions,
selectFile => Preview from the pull-dovn menu.

You have choosen the fallowing configuration; Click
Save File to save the kickstart file.

{#Generated by Kickstart Canfigurator
#platform=x86, AMDE4, or Intel EM64T

#System language
lang en_

##Language modules to install

langsupport It_LT defalt=en_US

#System keyboard

keyboard us

#System mouse

mouse

#Sytem timezone

timezone AmericaiNew_York

#Root password

rootpw ~iscrypted §13)Y/1Y60H3Oi JHzgLR sSmHPexaXoffed)
#Reboat aiter installation

reboot

install OS instead of upgrade

install BiE}
(Y IRz — [

Figure 2-17.Preview

To savethekickstart le, click the Save to File buttonin the preview window. To save the le without
previewing it, selectFile => Save File or presqCtrl]-[S]. A dialogbox appearsSelectwhereto save
the le.

After saving the le, referto Sectionl.10Startinga KickstartInstallation for informationon how to
startthekickstartinstallation.
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RedHat EnterpriseLinux allows for installationover a network usingthe NFS, FTR, or HTTP pro-
tocols.A network installationcanbe startedfrom a boot CD-ROM, a bootable ash memorydrive,

or by usingthe askmethod bootoptionwith the RedHat EnterpriseLinux CD #1. Alternatiely, if

the systemto be installedcontainsa network interfacecard (NIC) with Pre-ExecutionEnvironment
(PXE) support,it canbe con guredto bootfrom les onanothemetworked systemratherthanlocal
mediasuchasa CD-ROM.

For a PXE network installation,the client's NIC with PXE supportsendsout a broadcastequestor
DHCP information. The DHCP sener provides the client with an IP addresspthernetwork infor-
mationsuchasnamesener, the IP addresor hostnamef thetftp  sener (which providesthe les
necessaryo startthe installationprogram),andthe locationof the les onthetftp sener. Thisis
possiblebecaus®f PXELINUX, whichis partof thesyslinux ~ package.

Thefollowing stepsmustbe performedo preparefor a PXE installation:

1. Con gure thenetwork (NFS,FTR HTTP) sener to export theinstallationtree.
2.Con gurethe les onthetftp senernecessarfor PXE booting.

3. Con gure which hostsareallowed to bootfrom the PXE con guration.

4. Startthetftp  service.

5. Con gure DHCR.

6. Boottheclient, andstarttheinstallation.

3.1. Setting up the Network Server

First,con gure anNFS,FTR, or HTTP sener to export the entireinstallationtreefor theversionand
variantof Red Hat EnterpriseLinux to be installed.Referto the sectionPreparingfor a Network
Installationin the RedHat EnterpriseLinux Installation Guidefor detailedinstructions.

3.2. PXE Boot Con guration

Thenext stepis to copy the les necessaryo starttheinstallationto thetftp  sener sothey canbe
foundwhentheclientrequestshem.Thetftp  seneris usuallythe samesener asthenetwork sener
exportingtheinstallationtree.

To copy theseles, runtheNetwork Booting ToolontheNFS,FTR or HTTP sener. A separat®XE
seneris notnecessary

For the command line version of these instructions, refer to
Section3.2.1Command.ine Con guration.

To usethe graphicalversionof the Network Booting Tool, you must be running the X Window
System have root privileges,and have the system-config-netboot RPM packagenstalled.To
startthe Network Booting Tool from the desktopgo to Applications (the mainmenuon the panel)
=> System Settings => Sewer Settings => Network Booting Sewice. Or, type the command
system-config-netboot atashellprompt(for example,in anXTerm oraGNOME terminal).
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If startingthe Network Booting Tool for the rst time, selectNetwork Install from the First Time
Druid. Otherwise,selectCon gur e => Network Installation from the pulldovn menu,andthen
click Add. Thedialogin Figure3-1is displayed.

COperating system identifier ;rheM-as

Description: RHE_L 4_AS

Select protocol for installation: | NFS X
Kickstart: http:/fwww.example.com/ks/ks.cfg
Software;

Server. server.example.com|
Location; |/misc/RHEL-4/AS/i386/tree/
Ananymous FTP

User: Password:

|ﬂgancel|| o« oK |

Figure 3-1.Network Installation Setup

- Operating system identier — Provide a unique name using one word to identify the
Red Hat Enterprise Linux version and variant. It is used as the directory name in the
[titpboot/linux-install/ directory

- Description — Provide a brief descriptionof the RedHat EnterpriseLinux versionandvariant.

« Selectsprotocol for installation — SelectsNFS, FTR, or HTTP asthe network installationtype
dependingon which onewascon gured previously. If FTPis selectecandanorymousFTPis not
beingused,uncheckAnonymousFTP andprovide avalid usernamendpassverd combination.

- Kickstart — Specify the location of the kickstart le. The le canbea URL or a le stored
locally (diskette). The kickstart le can be createdwith the Kickstart Con gurator . Referto
Chapter2 Kickstart Con gurator for details.

« Sewver — Provide the IP addres®r domainnameof the NFS,FTR or HTTP sener.

- Location — Provide the directory sharedby the network sener. If FTP or HTTP was selected,
the directorymustbe relatve to the default directoryfor the FTP sener or the documentroot for
the HTTP sener. For all network installations the directory provided mustcontainthe RedHat/
directoryof theinstallationtree.

After clicking OK, the initrd.img and vmlinuz  les necessaryto boot the installation
program are transfered from images/pxeboot/ in the provided installation tree to
Itftpboot/linux-install/ < os-identifier >/ onthetftp sener (theoneyou arerunning

theNetwork Booting Tool on).

3.2.1. Command Line Con guration

If the network sener is not running X, the pxeos commandline utility, which is part of the
system-config-netboot packagecanbe usedto con gure thetftp sener les asdescribedn
Section3.4 Startingthetftp  Server

pxeos -a -i “"<description >" -p <NFS|HTTP|FTP> -D 0 -s client.example.com \
-L < net-location > -k <kernel > -K <Kkickstart > < os-identifer >
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Thefollowing list explainsthe options:

- -a — Speci esthatanOSinstances beingaddedo the PXE con guration.

« - "<description >"—Replacé'<description > " with adescriptiorof theOSinstance.
This correspondso the Description eld in Figure3-1

« -p <NFS|HTTP|FTB — Specifywhich of the NFS,FTR, or HTTP protocolsto usefor installa-
tion. Only onemay be speci ed. This correspondso the Selectprotocol for installation menuin
Figure3-1.

+ -D <0|2> — Specify"0" whichindicatesthatit is notadisklesscon gurationsincepxeos canbe
usedto con gure adisklesservironmentaswell.

- -s client.example.com — Provide the nameof the NFS,FTR or HTTP sener afterthe -s
option. This correspondso the Sewver eld in Figure3-1

« -L <net-location > — Provide thelocationof theinstallationtreeon thatsener afterthe -L
option. This correspondso the Location eld in Figure3-1.

« -k <kernel > — Providethespeci c kernelversionof thesener installationtreefor booting.
+ -K <kickstart > — Provide thelocationof thekickstart le, if available.

+ < os-identifer > — Specify the OS identi er, which is usedas the directory namein the
Ititpboot/linux-install/ directory This correspondgo the Operating systemidenti er
eld in Figure3-1.

If FTPis selectedastheinstallationprotocoland anorymouslogin is not available, specify a user
nameandpassverd for login, with thefollowing optionsbefore< os-identifer > in theprevious
command:

-A 0 -u <username > -p < password >

For moreinformationon commandine optionsavailablefor the pxeos commandreferto thepxeos
manpage.

3.3. Adding PXE Hosts

After con guring the network sener, theinterfaceasshavn in Figure3-2is displayed.

File  Configure Help

s B

New Properties  Delete

[2]

| |Hcsrname V|Operaring System |[P Address

[*]

[ [2]

Figure 3-2. Add Hosts
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The next stepis to con gure which hostsare allowed to connectto the PXE boot sener. For the
commandine versionof this step,referto Section3.3.1Command.ine Con guration.

To addhostsclick the New button.

Hostname or IP Address/Subnet: client.example.com
[ serial Console
Diskless 05 Network OS Install
Snapshot name Kickstart File:
Ethernet: etho )

Figure 3-3.Add a Host

Enterthefollowing information:

+ Hostnameor IP Address/Subnet— The IP addressfully quali ed hostnamepr a subnetof
systemghatshouldbe allowvedto connecto the PXE sener for installations.

Operating System— The operatingsystemdenti er to install onthis client. Thelist is populated
from the network installinstancesreatedrom the Network Installation Dialog.

« Serial Console— This optionallows useof aserialconsole.

+ Kickstart File — The location of a kickstart le to use, such as
http://server.example.com/kickstart/ks.cfg . This le canbe createdwith the
Kickstart Con gurator . Referto Chapter2 Kickstart Con gurator for details.

Ignorethe Snapshotname andEthernet options.They areonly usedfor disklesservironments.For
moreinformationoncon guring adisklesservironment,referto Chapter4 DisklessEnvironmentgor
details.

3.3.1. Command Line Con guration
If thenetwork sener is notrunningX, the pxeboot utility, a partof the system-config-netboot
packagecanbe usedto addhostswhich areallowedto connecto the PXE sener:

pxeboot -a -K <kickstart > -O < os-identifier > -r <value > <host >

Thefollowing list explainsthe options:

« -a — Speci esthatahostis to beadded.
. -K <kickstart > — Thelocationof thekickstart le, if available.

« -O <os-identifier > — Species the operating system identier as dened in
Section3.2 PXEBootCon guration.

« r <value > — Speci estheramdisk size.
+ <host > — Speci esthelP addres®r hosthamef the hostto add.

For more informationon commandline optionsavailable for the pxeboot command referto the
pxeboot manpage.
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3.4. Starting the tftp  Server

On the DHCP sener, verify thatthe tftp-server packagss installedwith the commandpm -q
tftp-server . If it is notinstalled,install it via RedHat Network or the RedHat EnterpriseLinux
CD-ROMs. For moreinformationoninstallingRPM packages,eferto Part |1l Package Management

titp  is anxinetd-basedervice;startit with thefollowing commands:

Isbin/chkconfig --level 345 xinetd on
Isbin/chkconfig --level 345 tftp on

Thesecommandson gurethetftp andxinetd servicego immediatelyturn onandalsocon gure
themto startatboottimein runlevels 3, 4, and5.

3.5. Conguring the DHCP Server

If a DHCP sener does not already exist on the network, congure one. Refer to
Chapter24 DynamicHostCon guration Protocol(DHCP) for details.Make surethe con guration
le containghefollowing sothatPXE bootingis enabledor systemsvhich supportit:

allow booting;
allow bootp;

class “pxeclients" {
match if substring(option vendor-class-identifier, 0, 9) = "PXEClient";
next-server < server-ip >;
filename  "linux-install/pxelinux .0

}

where< next-server > optionshouldbereplacedvith thelP addres®f thetftp sener.

3.6. Adding a Custom Boot Message

Optionally modify /tftpboot/linux-install/msgs/boot.msg to usea custombootmessage.

3.7. Performing the PXE Installation

For instructionson how to con gure the network interface cardwith PXE supportto boot from the
network, consultthe documentatiorior the NIC. It variesslightly percard.

After the systembootsthe installationprogram,refer to the RedHat EnterpriseLinux Installation
Guide
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Chapter 4.
Diskless Environments

Somenetworks requiremultiple systemswith the samecon guration. They alsorequirethatthese
systemsbe easyto reboot,upgrade and manage One solutionis to usea disklesservironmentin

which mostof the operatingsystemwhich canberead-onlyis sharedrom a centralsener between
the clients. The individual clientshave their own directorieson the centralsener for therestof the

operatingsystemwhichmustberead/write Eachtime theclientboots,it mountsmostof the OSfrom

the NFS sener asread-onlyand anotherdirectory asread-write.Eachclient hasits own read-write
directorysothatoneclientcannot affect the others.

Thefollowing stepsarenecessaryo con gure RedHat Enterpriselinux to run on adisklessclient:

1. Install RedHat EnterpriseLinux on a systemsothatthe les canbe copiedto the NFS sener.
(Referto the RedHat EnterpriseLinux Installation Guidefor details.)Any softwareto beused
on the clientsmustbe installedon this systemandthe busybox-anaconda  packagemustbe
installed.

2.Create a directory on the NFS sener to contain the diskless environment such as
/diskless/i386/RHEL4-AS/ . For example:
mkdir -p /diskless/i386/RHEL4-AS/

This directoryis referredto asthediskless  directory

3. Createa subdirectoryof this directorynamedroot/
mkdir -p /diskless/i386/RHEL4-AS/r oot /

4. Copy RedHat Enterpriselinux from the client systento thesener usingrsync . For example:
rsync -a -e ssh installed-system.example. com:/ /diskless/i386/RHEL4-A S/ro ot/

Thelengthof this operationdepend®n the network connectiorspeedaswell asthe sizeof the
le systenontheinstalledsystemDependingnthesefactors this operationmaytake awhile.

5. Startthetftp  senerasdiscussedn Sectiond.1 Startthetftp  Server
6. Con gure theDHCP sener asdiscussedh Section4.2 Con guring the DHCP Server

7.Finish creating the diskless ervironment as discussed in
Sectiond.4 Finish Con guring the DisklessErvironment

8. Con gure thedisklessclientsasdiscussedn Section4.5AddingHosts
9. Con gure eachdisklessclientto bootvia PXE andbootthem.

4.1. Start the tftp  Server

On the DHCP sener, verify thatthe tftp-server packagseis installedwith the commandpm -q
tftp-server . If it is notinstalled,install it via RedHat Network or the RedHat EnterpriseLinux
CD-ROMs. For moreinformationoninstallingRPM packages,eferto Part |1l Package Management

titp  is anxinetd-basedervice;startit with thefollowing commands:

Isbin/chkconfig --level 345 xinetd on
Isbin/chkconfig --level 345 tftp on

Thesecommandson gurethetftp andxinetd servicego immediatelyturn onandalsocon gure
themto startatboottime in runlevels 3, 4, and5.
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4.2. Con guring the DHCP Server

If a DHCP sener does not already exist on the network, congure one. Refer to
Chapter24 DynamicHostCon guration Protocol(DHCP) for details.Make surethe con guration
le containghefollowing sothatPXE bootingis enabledor systemsvhich supportit:

allow booting;
allow bootp;

class “pxeclients" {
match if substring(option vendor-class-identifier, 0, 9) = "PXEClient";
next-server < server-ip >
filename  "linux-install/pxelinux .0%;

}

where< next-server > optionshouldbereplacedvith the P addres®f thetftp sener.

4.3. Con guring the NFS Server

Thesharedead-onlypartof the operatingsystemis sharedvia NFS.
Con gure NFSto exporttheroot/ andsnapshot/  directoriesby addingthemto /etc/exports
For example:

/diskless/i386/RHEL4-AS/ root / *(ro,sync,no_root_squas h)
/diskless/i386/RHEL4-AS/ snap shot/  *(rw,sync,no_root_squas h)

Replace* with one of the hosthamdormatsdiscussedn Section22.3.2Hostname~ormats Make
thehostnamealeclaratiomasspeci c aspossible sounwantedsystemsannotaccesshe NFSmount.
If theNFSserviceis notrunning,startit:

service nfs start
If theNFSserviceis alreadyrunning,reloadthecon guration le:

service nfs reload

4.4. Finish Con guring the Diskless Environment

To usethe graphicalversionof the Network Booting Tool, you must be running the X Window

System have root privileges,and have the system-config-netboot RPM packageanstalled.To

startthe Network Booting Tool from the desktopgo to Applications (the mainmenuon the panel)
=> System Settings => Sewer Settings => Network Booting Sewice. Or, type the command
system-config-netboot atashellprompt(for example,in anXTerm or aGNOME terminal).

If startingthe Network Booting Tool for the rst time, selectDisklessfrom the First Time Druid .
OtherwiseselectCon gur e => Disklessfrom the pull-dovn menu,andthenclick Add.

A wizard appeargo stepyou throughtheprocess:

1. Click Forward onthe rst page.

2.0ntheDisklessldenti er page,entera Name andDescription for the disklesservironment.
Click Forward.

3.Enter the IP address or domain name of the NFS sener congured in
Section4.3Con guring theNFSServer as well as the directory exported as the diskless
ervironment.Click Forward.
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4. Thekernelversionsinstalledin the disklesservironmentarelisted. Selectthe kernelversionto
bootonthedisklesssystem.

5. Click Apply to nish thecon guration.

After clicking Apply, the disklesskernelandimage le are createdbasedon the kernel selected.
They are copiedto the PXE boot directory /tftpboot/linux-install/ < os-identifier >/,

The directory snapshot/  is createdin the samedirectory asthe root/  directory (for example,
/diskless/i386/RHEL4-AS/snapshot/ ) with a le calledfiles init. This le containsa list

of les anddirectoriesthat mustbe read/writefor eachdisklesssystem.Do not modify this le. If

additionalentriesmustbe addedto thelist, createa files.custom le in thesamedirectoryasthe
fles le, andaddeachadditional le or directoryonaseparatdine.

4.5. Adding Hosts

Eachdisklessclient must have its own snapshotdirectory on the NFS sener that is usedas its
read/write le systemTheNetwork Booting Tool canbe usedto createthesesnapshotlirectories.

After completingthe stepsin Section4.4 Finish Con guring the DisklessErnvironment awindow ap-
pearsto allow hoststo be addedfor the disklesservironment.Click the New button. In the dialog
shawn in Figure4-1, provide thefollowing information:

« Hostnameor IP Address/Subnet— Specifythehostnamer IP addres®f a systemto addit asa
hostfor thedisklessenvironment.Entera subneto specifya groupof systems.

Operating System— Selectthe disklesservironmentfor the hostor subnefof hosts.
- Serial Console— Selectthis checkboxto performa serialinstallation.

+ Snapshotname— Provide a subdirectorynameto beusedto storeall of theread/writecontentfor
thehost.

- Ethernet — Selectthe Ethernetdevice onthe hostto useto mountthedisklessernvironment.If the
hostonly hasoneEthernetcard,selectethO.

IgnoretheKickstart File option.It is only usedfor PXE installations.

Hostname or IP Address/Subnet: 192.168.1.1

[] Serial Console
Diskless 0S Network OS Install
Snapshot name test1| Kickstart File

Figure 4-1. Add DisklessHost

In the existing snapshot/  directory in the disklessdirectory a subdirectoryis createdwith the
Snapshotname speci ed asthe le name.Then,all of the les listed in snapshot/files and
snapshot/files.custom arecopiedcopy fromtheroot/  directoryto this new directory

4.6. Booting the Hosts

Consultthe documentatiorfor your PXE cardto con gure thehostto bootvia PXE.

Whenthe disklessclient boots,it mountsthe remoteroot/  directoryin the disklessdirectory as
read-only It alsomountsits individual snapshotirectoryasread/write.Thenit mountsall the les
anddirectoriesin thefiles  andfiles.custom les usingthemount -o bind overtheread-only
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disklessdirectoryto allow applicationsto write to the root directory of the disklesservironmentif
they needto.



Chapter 5.

Basic System Recovery

Whenthings go wrong, therearewaysto x problems.However, thesemethodsrequirethat you
understandhe systemwell. This chapterdescribeow to bootinto rescuemode,single-usemode,
andemegeny mode,whereyou canuseyour own knowledgeto repairthe system.

5.1. Common Problems

You mightneedto bootinto oneof theserecarery modesfor ary of thefollowing reasons:

+ Youareunableto bootnormallyinto RedHat EnterpriseLinux (runlevel 3 or 5).

- You arehaving hardware or software problems,andyou wantto geta few important les off of
your systems harddrive.

+ Youforgottheroot passverd.

5.1.1. Unable to Boot into Red Hat Enterprise Linux

This problemis often causeddy theinstallationof anotheroperatingsystemafteryou have installed
RedHat EnterpriseLinux. Someotheroperatingsystemsassumethat you have no otheroperating
system(spnyour computerThey overwritethe MasterBoot Record(MBR) thatoriginally contained
the GRUB boot loader If the boot loaderis overwrittenin this manner you cannotboot Red Hat
Enterpriselinux unlessyou cangetinto rescuemodeandrecon gurethebootloader

Anothercommonproblemoccurswhenusinga patrtitioningtool to resizea partition or createa new
partitionfrom free spaceafterinstallation,andit changeghe orderof your partitions.If the partition
numberof your/ partitionchangesthe bootloadermightnotbeableto nd it to mountthe partition.
To x this problem,bootin rescuenodeandmodify the /boot/grub/grub.conf le.

For instructionson how to reinstall the GRUB boot loader from a rescueervironment, refer to
Section5.2.1Reinstallingthe BootLoader.

5.1.2. Hardware/Software Problems

This cateyory includesawide varietyof differentsituationsTwo examplesincludefailing harddrives
andspecifyinganinvalid root device or kernelin the bootloadercon guration le. If eitherof these
occur you might not be ableto rebootinto RedHat EnterpriseLinux. However, if you bootinto one
of the systenrecorery modesyou mightbeableto resole the problemor atleastgetcopiesof your
mostimportant les.

5.1.3. Root Password

Whatcanyou doif youforgetyourrootpassverd?To resetit to adifferentpassverd, bootinto rescue
modeor single-usemode,andusethe passwd commando resettheroot passverd.
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5.2. Booting into Rescue Mode

Rescuemodeprovidestheability to boota smallRedHat Enterprise_inux ervironmententirelyfrom
CD-ROM, or someotherbootmethod insteadof the systems harddrive.

As the nameimplies, rescuemodeis provided to rescueyou from something During normaloper
ation, your Red Hat EnterpriseLinux systemuses les locatedon your systems$ harddrive to do
everything— run programsstoreyour les, andmore.

However, theremaybetimeswhenyouareunableto getRedHat EnterpriseLinux runningcompletely
enougho accessles onyoursystems harddrive. Usingrescuanode,you canaccesshe les stored
onyour systems harddrive, evenif you cannotactuallyrun RedHat EnterpriseLinux from thathard
drive.

To bootinto rescuemode,you mustbe ableto bootthe systemusingoneof the following methods:

« By bootingthe systemfrom aninstallationbootCD-ROM.
- By bootingthe systemfrom otherinstallationbootmedia,suchasUSB ash devices.
- By bootingthe systemfrom the RedHat EnterpriseLinux CD-ROM #1.

Onceyou have bootedusingoneof the describednethodsaddthe keyword rescue asakernelpa-
rameterFor example,for anx86 systemfypethefollowing commandattheinstallationbootprompt:

linux  rescue

You arepromptedto answera few basicquestionsincludingwhich languageto use.lt alsoprompts
you to selectwherea valid rescuemageis located.Selectfrom Local CD-ROM, Hard Drive, NFS
image FTP, or HTTP. Thelocationselectednustcontainavalid installationtree,andtheinstallation
treemustbe for the sameversionof RedHat EnterpriseLinux asthe RedHat EnterpriseLinux CD-
ROM #1from whichyoubootedIf youusedabootCD-ROM or othermediato startrescuamode the
installationtreemustbe from the sametreefrom which the mediawascreated For moreinformation
abouthow to setupaninstallationtreeon aharddrive, NFS sener, FTPsener, or HTTP sener, refer
to the RedHat EnterpriseLinux Installation Guide

If you selectarescuamagethatdoesnotrequireanetwork connectionyou areaskedwhetheror not
youwantto establistanetwork connectionA network connectioris usefulif youneedto backuples
to adifferentcomputeror install someRPM packaged$rom a sharechetwork location,for example.

Thefollowing messagés displayed:

The rescue environment will now attempt to find
your Linux installation and mount it under the
directory Imnt/sysimage. You can then make any
changes required to your system. If  you want
to proceed with this step choose 'Continue'.

You can also choose to mount your file  systems
read-only instead of read-write by choosing
‘Read-only'.

If for some reason this process fails you can
choose 'Skip' and this step will be skipped and
you will go directly to a command shell.

If you selectContinue, it attemptgo mountyour le systemunderthedirectory/mnt/sysimage/

If it fails to mounta partition, it noti es you. If you selectRead-Only, it attemptso mountyour le
systemunderthe directory/mnt/sysimage/ , but in read-onlymode.If you selectSkip, your le
systemis not mounted ChooseSkip if youthink your le systemis corrupted.

1. Refertothe RedHat EnterpriseLinux Installation Guidefor moredetails.
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Onceyou have your systemin rescuemode,a promptappearon VC (virtual console)l andVC 2
(usethe[Ctrl])-[Alt]- [F1] key combinationto accesd/C 1 and[Ctrl]-[Alt]- [F2] to access/C 2):

sh-3.00b#
If you selectedContinue to mountyour partitionsautomaticallyandthey weremountedsuccessfully

you arein single-usemode.

Evenif your le systems mountedthedefaultroot partitionwhile in rescuemodeis atemporaryroot
partition, not the root partition of the le systemusedduring normalusermode(runlevel 3 or 5). If
you selectedo mountyour le systemandit mountedsuccessfullyyou canchangeheroot partition
of therescuemodeervironmentto the root partition of your le systemby executingthe following
command:

chroot /mnt/sysimage

Thisis usefulif youneedto runcommandsuchasrpm thatrequireyour root partitionto be mounted
as/ . Toexit thechroot ervironment,typeexit to returnto the prompt.

If you selectedSkip, you canstill try to mounta partitionor LVM2 logical volumemanuallyinside
rescuemodeby creatinga directorysuchas/foo , andtyping thefollowing command:

mount -t ext3 /dev/mapper/Vo IGro up00-L ogVolO 2 /foo
In the abae command, /foo is a directory that you hae created and

/dev/imapper/VolGroup00-LogVol02 is the LVM2 logical volume you want to mount. If the
partitionis of typeext2 , replaceext3 with ext2 .

If youdo notknow the nameof all physicalpartitions,usethefollowing commando list them:
fdisk -l

If youdo notknow thenamef all LVM2 physicalvolumes volumegroups.or logical volumes use
thefollowing commandso list them:

pvdisplay

vgdisplay

Ivdisplay

Fromthe prompt,you canrun mary usefulcommandssuchas:
- ssh,scp, andping if thenetwork is started

- dumpandrestore for userswith tapedrives

. parted andfdisk for managingpartitions

- rpm for installingor upgradingsoftware
- joe for editingcon guration les

' ; Note

If you try to start other popular editors such as emacs, pico , or vi , the joe editor is started.
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5.2.1. Reinstalling the Boot Loader

In mary casesthe GRUB boot loadercan mistalenly be deleted,corrupted,or replacedby other
operatingsystems.

Thefollowing stepsdetailthe procesn how GRUB is reinstalledon the masterbootrecord:

- Bootthesystenfrom aninstallationbootmedium.
- Typelinux rescue attheinstallationbootpromptto entertherescueervironment.
- Typechroot /mnt/sysimage to mounttheroot partition.

« Type/sbin/grub-install /dev/ihda to reinstallthe GRUB bootloader where/dev/hda s
thebootpartition.
- Review the/boot/grub/grub.conf le, asadditionalentriesmaybeneededor GRUB to con-

trol additionaloperatingsystems.
+ Rebootthe system.

5.3. Booting into Single-User Mode

Oneof theadwantageof single-usemodeis thatyou do notneeda boot CD-ROM; however, it does
notgive you the optionto mountthe le systemsasread-onlyor notmountthematall.

If your systemboots,but doesnot allow you to log in whenit hascompletedbooting,try single-user
mode.

In single-usemode your computetbootsto runlevel 1. Yourlocal le systemsaremountedput your
network is notactivated.You have ausablesystenmaintenancehell.Unlike rescuanode single-user
modeautomaticallytries to mountyour le system.Do not usesingle-usemodeif your le system
cannotbe mountedsuccessfullyYou cannotusesingle-usemodeif therunlevel 1 con gurationon
your systemis corrupted.

On anx86 systemusingGRUB, usethefollowing stepsto bootinto single-usemode:

1. At the GRUB splashscreerat boottime, pressary key to enterthe GRUB interactve menu.

2. SelectRed Hat Enterprise Linux with theversionof thekernelthatyouwishto bootandtype
a to appendheline.

3. Goto theendof theline andtypesingle asa separatavord (pressthe [Spacebarhndthen
typesingle ). PresgEnter]to exit editmode.

5.4. Booting into Emergency Mode

In emegeny mode,you arebootedinto the mostminimal ervironmentpossible Theroot le system
is mountedread-onlyand almostnothingis setup. The main advantageof emegeny modeover
single-usemodeis thattheinit  les arenotloaded.If init is corruptedor not working, you can
still mount le systemgo recorer datathatcouldbelost duringare-installation.

To boot into emegeny mode, use the same method as describedfor single-usermode in
Section5.3Bootinginto Single-UseMode with one exception,replacethe keyword single  with
thekeyword emergency .



Il. File Systems

File systenrefersto the les anddirectoriesstoredon a computerA le systemcanhave different
formatscalled le systentypes Theseformatsdeterminehow the informationis storedas les and
directories.Some le systemtypesstoreredundantopiesof the data,while some le systemtypes
male harddrive accesgaster This partdiscussetheext3 le systentypes.
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Chapter 6.
The ext3 File System

Thedefault le systemis thejournalingext3 le system.

6.1. Features of ext3

Theext3 le systemis essentiallyanenhancedersionof theext2 le system.Theseimprovements
provide thefollowing adwantages:

Availability

After an unexpectedpower failure or systemcrash(also called an uncleansystermshutdows),
eachmountedext2 le systemon the machinemustbe checled for consistenyg by the e2fsck
program.This is a time-consumingrocesghatcandelay systemboottime signi cantly, espe-
cially with large volumescontaininga large numberof les. During this time, ary dataon the
volumesis unreachable.

The journalingprovided by the ext3 le systemmeansthatthis sortof le systemcheckis no
longernecessanafter an uncleansystemshutdevn. The only time a consisteng checkoccurs
using ext3 is in certainrare hardvare failure cases suchas hard drive failures. The time to
recoveranext3 le systemafteranuncleansystemshutdevn doesnotdependbnthesizeof the
le systemor thenumberof les; rather it dependon the sizeof the journal usedto maintain
consisteng. Thedefault journalsizetakesabouta secondo recover, dependingpn the speedof
thehardware.

Datalntegrity

Theext3 le systenprovidesstrongedataintegrity in theeventthatanunclearsystenshutdovn
occurs.Theext3 le systemallows you to choosehetypeandlevel of protectionthatyour data
receves. By default, the ext3 volumesare con gured to keepa high level of dataconsisteng
with regardto the stateof the le system.

Speed

Despitewriting somedatamore than once,ext3 hasa higherthroughputin most casesthan
ext2 becauseext3's journaling optimizeshard drive headmotion. You can choosefrom three
journalingmodesto optimizespeedbut doingso meandrade-ofs in regardsto dataintegrity.

EasyTransition

It is easyto migratefrom ext2 to ext3 and gainthe bene ts of a robustjournaling le system
withoutreformatting Referto Section6.3 Cornvertingto an ext3 File Systenfor moreon how to
performthis task.

The following sectionswalk you through the steps for creating and tuning ext3 partitions.
For ext2 partitions, skip the partitioning and formating sections belov and go directly to
Section6.3 Corvertingto an ext3 File System

6.2. Creating an ext3 File System

After installation,it is sometimesiecessaryo createanew ext3 le systemFor example,if youadd
anew diskdrive to the systemyou maywantto partitionthedrive andusetheext3 le system.
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Thestepsfor creatinganext3 le systemareasfollows:

1. Createthe partitionusingparted  or fdisk

2. Formatthepartitionwith theext3 le systemusingmkfs .
3. Labelthe partitionusinge2label

4. Createthemountpoint.

5. Add thepartitionto the /etc/fstab le.

6.3. Converting to an ext3 File System

Thetune2fs programcanadda journal to an existing ext2 le systemwithout alteringthe data
alreadyonthepartition.If the le systemis alreadymountedwhile it is beingtransitionedthejournal
isvisibleasthe le .journal  intherootdirectoryof the le systemlf the le systemsnotmounted,
thejournalis hiddenanddoesnotappeain the le systematall.

' ; Note

A default installation of Red Hat Enterprise Linux uses ext3 for all le systems.

To convertanext2 le systemto ext3, login asrootandtype,
Isbin/tune2fs -j <file_system >

where< file_system > isanappropriatd VM2 le system.
A valid LVM2 le systemcouldbeoneof two typesof entries:

- A mapped device — A logical volume in a volume group, for example,
/dev/imapper/VolGroup00-LogVol02

- A staticdevice— A traditionalstoragevolume,for example,/dev/ hdb X, wherehdb is astorage
device nameandX is the partitionnumber

Issuethedf commando displaymountedle systems.
For theremaindeof this section the samplecommandsisethefollowing value:

/dev/imapper/VolGroup00-L ogVol02

After doingthis, be certainto changethe partitiontype from ext2 to ext3 in the /etc/fstab le.

If you aretransitioningyourroot le systemyoumustuseaninitrd  image(or RAM disk) to boot.
To createthis, runthe mkinitrd ~ program.For informationon usingthe mkinird ~ commandtype
man mkinitrd . Also, make sureyour GRUB con gurationloadstheinitrd

If you fail to male this changethe systemstill boots,but the le systemis mountedasext2 instead
of ext3.
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6.4. Reverting to an ext2 File System

Becausext3 is relatvely new, somedisk utilities do not yet supportit. For example,you may need
to shrink a partition with resize2fs , which doesnot yet supportext3. In this situation,it may be
necessaryo temporarilyreverta le systemto ext2.

To reverta partition,you must rst unmountthe partitionby loggingin asroot andtyping,
umount /dev/mapper/VolGroup00-L ogVol02

Next, changehe le systenmtypeto ext2 by typing thefollowing commandasroot:
/sbin/tune2fs -O “has_journal /dev/imapper/VolGroup00- LogVol0 2

Checkthe partitionfor errorsby typing thefollowing commandasroot:

Isbin/e2fsck -y /dev/mapper/VolGroup00- LogVol0 2

Thenmountthe partitionagainasext2 le systenmby typing:

mount -t ext2 /dev/mapper/VolGroup00-Lo gVol02 /mount/point

In theabore commandreplace/mount/point with the mountpoint of the partition.

Next, remove the .journal le attherootlevel of the partitionby changingo thedirectorywhereit
is mountedandtyping:

rm -f journal

You now have anext2 partition.
If youwantto permanentlychangethe partitionto ext2, remembeto updatethe /etc/fstab le.
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Chapter 7.
Logical Volume Manager (LVM)

7.1. What is LVM?

LVM is amethodof allocatingharddrive spacento logical volumesthatcanbeeasilyresizednstead
of partitions.

With LVM, aharddrive or setof harddrivesis allocatecto oneor morephysicalvolumesA physical
volumecannotspanover morethanonedrive.

The physicalvolumesare combinedinto logical volumegroups with the exceptionof the /boot/
partition. The/boot/  partitioncannotbe on alogical volumegroupbecause¢he bootloadercannot
readit. If theroot (/) partitionis onalogical volume,createa separatéboot/  partitionwhichis not
apartof avolumegroup.

Sincea physicalvolume cannotspanover multiple drives,to spanover morethanonedrive, create
oneor morephysicalvolumesperdrive.

Physical Volume Physical Volume PnysmalVqume /boot
9.1 GB 9.1GB 9.1GB 75 MB (ext3)
Logical Volume Goup
(9.1 GBx 3) - 75 MB

Figure 7-1. Logical Volume Group

Thelogical volumegroupis divided into logical volumeswhich areassignednountpoints,suchas
/home and/ mand le systemtypes,suchasext2 or ext3. When"partitions"reachtheir full capacity
free spacefrom the logical volumegroup canbe addedto the logical volumeto increasethe size of
the partition. Whena new harddrive is addedto the system,it canbe addedto the logical volume
group,andpartitionsthatarelogical volumescanbe expanded.
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Logical Volume Goup
(9.1GBx3)-75MB

v

Logical Volume Logical Volume Free ace
/home /
20 GB 2GB 5GB

Figure 7-2. Logical Volumes

Onthe otherhand,if a systemis partitionedwith the ext3 le systemthe harddrive is dividedinto
partitionsof de ned sizes If apartitionbecomedull, it is not easyto expandthe sizeof the partition.
Evenif thepartitionis movedto anothetharddrive, the original harddrive spacehasto bereallocated
asadifferentpartitionor notused.

LVM supportmustbe compiledinto thekernel,andthedefault RedHatkernelis compiledwith LVM
support.

Tolearnhow to con gure LVM duringtheinstallationprocessteferto Chapter8 LVM Con guration.

7.2. What is LVM2?

LVM version2, or LVM2, is the default for RedHat EnterpriseLinux, which usesthe device mapper
driver containedin the 2.6 kernel. LVM2, which is almostcompletelycompatiblewith the earlier
LVML1 version,canbeupgradedrom versionsof RedHat EnterpriseLinux runningthe 2.4 kernel.

Although upgrading from LVM1 to LVM2 is usually seamless, refer to
Section7.3 Additional Resoucesfor further detailson more complex requirementsaind upgrading
scenarios.

7.3. Additional Resources

Usethesesourcego learnmoreaboutLVM.

7.3.1. Installed Documentation

« rpm -qd lvm — This commandshaws all the documentatioravailable from the lvm package,
includingmanpages.

« lvm help — Thiscommandshavs all LVM commandsvailable.

7.3.2. Useful Websites

« http://sourceare.oglvm2 — LVM2 webpagewhich containsan overview, link to the mailing
lists,andmore.

- http://tldp.og/HOWTO/LVM-HOWTO/ — LVM HOWTO from the Linux DocumentatiorProject.
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LVM canbecon guredduringthegraphicainstallationprocessthetext-basednstallationprocesspr
duringakickstartinstallation.You canusetheutilities from thelvm packageo createyourown LVM
con gurationpost-installationbut thesenstructionsocuson usingDisk Druid duringinstallationto
completethis task.

ReadChapter7 Logical VolumeManager (LVM) rst to learnaboutLVM. An overvien of the steps
requiredto con gure LVM include:

« Creatingphysicalvolumedrom the harddrives.
« Creatingvolumegroupsfrom the physicalvolumes.
« Creatinglogical volumesrom the volumegroupsandassignthe logical volumesmountpoints.

' ; Note

Although the following steps are illustrated during a GUI installation, the same can be done during a
text-based installation.

Two 9.1 GB SCSldrives(/devisda and/dev/sdb ) areusedin the following examples.They de-
tail how to createa simple con guration usinga singleLVM volume groupwith associatedogical
volumesduringinstallation.

8.1. Automatic Partitioning
OntheDisk Partitioning SetupscreenselectAutomatically partition .

For RedHat EnterpriseLinux, LVM is thedefault methodfor disk partitioning.If you do notwishto
have LVM implementedor if you requireRAID partitioning,manualdisk partitioningthroughDisk
Druid is required.

Thefollowing propertiesmalke up the automaticallycreateccon guration:

« The/boot/ partition resideson its own non-LVM patrtition. In the following example, it is the
rst partition on the rst drive (/dev/isdal ). Bootablepartitionscannotresideon LVM logical
volumes.

« A single LVM volume group (VolGroup00 ) is createdwhich spansall selecteddrives andall
remainingspaceavailable.In thefollowing example theremaindeof the rst drive (/dev/isda2 ),
andtheentiresecondrive (/dev/sdbl ) areallocatedto thevolumegroup.

- Two LVM logicalvolumes(LogVol00 andLogVol01 ) arecreatedrom thenewly createdspanned
volumegroup.In thefollowing example therecommendedwap spaces automaticallycalculated
andassignedo LogVol01 , andtheremaindeis allocatedto theroot le systemLogVol00 .
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Drive /dev/sda (8676 MB) (Model: IBM-PSG ST39103LC 1¥)

Disk Setup

a2
8573 MB
Choose where you would like Drive /dev/sdb (8676 MB) (Model: IBM-PSG ST39204LC I#)
R, b1
Red Hat Enterprise Linux AS to 8675 ME
be installed. - -
[ mew | Eit | peete | Ressr | mAD [ m |
Ifyou do not know how to
partition your system or if you ‘ Device Mount Point’ | ¢ o | Eomat | 3122 | Start] End |
need help with using the RAID/Volume (MB)
manual panitioning tools, refer ¥ LVM Volume Groups
to the product doc i ~ VolGroup00 17152
LogVal00 ! ext3 v 15872
Ihyoiriiised Hulomdli i LogVal0l swap v 1280
paritioning, you can either ST
accept the current partition -
settings (click Next), or modify eyl
the setup using the manual Jdev/sdal fboot ex3 v 102 1 13
partitioning tool. fdev/sda2 VolGroup00  LVMPV 8574 14 1106
~ (devfsdb
Ifyou are manually partitioning fdev/sdbl VolGroup00  LVMPV 8676 1 1106
your system, you can see your
current hard drive(s) and [«] I[*]

partitions displayed below. Use |[+| [ Hide RAID device/LVM Volume Group members

|@Hide ae|p| ‘ [9Release Notes ‘

Figure 8-1. Automatic LVM Con guration With Two SCSI Drives

' ; Note

If enabling quotas are of interest to you, it may be best to modify the automatic con gur ation to include
other mount points, such as /home/ or /var/ , so that each le system has its own independent quota
con gur ation limits.

In most cases, the default automatic LVM partitioning is suf cient, but advanced implementations
could warrant modi cation or manual con gur ation of the LVM partition tables.

; Note

If you anticipate future memory upgrades, leaving some free space in the volume group would al-
low for easy future expansion of the swap space logical volume on the system; in which case, the
automatic LVM con gur ation should be modi ed to leave available space for future growth.

8.2. Manual LVM Partitioning

The following sectionexplainshow to manuallycon gure LVM for RedHat EnterpriseLinux. Be-
causetherearenumerousvaysto manuallycon gure a systemwith LVM, thefollowing exampleis
similarto thedefault con guration donein Section8.1 AutomaticPartitioning.

OntheDisk Partitioning SetupscreenselectManually partition with Disk Druid .
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8.2.1. Creating the /boot/ Partition

In atypical situation,the disk drives are new, or formattedclean.The following gure, Figure8-2,
shaws bothdrivesasraw deviceswith no partitioningcon gured.

Disk Setup Drive jdevisda (8676 MB) (odel: IBM-PSG STI9103LC 1#)
Free
so7s s

Choose where you would like
Red Hat Enterprise Linux AS to Drive MB) (Model: 18
be installed. Free ‘

8678 MB

Ifyou do not know how to
partition your system or if you

need help with using the ‘
manual partitioning tools, refer

10 the product documentation. ‘

Mount Peint/
RAID/Volume

Size
(MB)

Format

Start

Device Type

New | Edt | Delete HV Reset | rap [ wm |
7 Hard Drives

End | ’
partitioning, you can either . {deujsda,
accept the current partition Free Free space 879 11107
settings (click Next), or modify ¥ Jdev/sdb
the setup using the manual Free s 5 L
partitioning tool.

If you used automatic

If you are manually partitioning

your system, you can see your

current hard drive(s) and

partitions displayed below. Use [« [ Hide RAID device/LVM Volume Group members

T

Figure 8-2. Two Blank Drives,ReadyFor Con guration

&Warning

The /boot/  partition cannot reside on an LVM volume group because the GRUB boot loader cannot
read it.

1. SelectNew.

2. Select/boot from the Mount Point pulldovn menu.

3. Selectext3 from the File SystemType pulldovn menu.

4. Selectonly the sdacheckboxrom the Allowable Drivesarea.

5. Leave 100(thedefault) in the Size(MB) menu.

6. Leave the Fixed size(the default) radiobuttonselectedn the Additional SizeOptions area.

7. SelectForceto bea primary partition to make thepartitionbeaprimarypartition.A primary
partitionis oneof the rst four partitionsontheharddrive. If unselectedthepartitionis created
asalogical partition. If otheroperatingsystemsarealreadyon the systemunselectinghis op-
tion shouldbe consideredFor moreinformationon primary versudogical/etendedpartitions,
referto theappendixsectionof the RedHat EnterpriseLinux Installation Guide

Referto Figure8-3to verify yourinputtedvalues:
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Add Partition
Mount Paint: |/boot

hd ‘

File System Type: ‘ ext3

sda 8676 MB IBM-PSG ST39103LC 1#

Allowable Diives: | L1 sdb 8676 MB IBM-PSG ST39204LC ¥

Size (MB): 100 -
Aditional Size Options
® Fixed size

O Fill all space up to (MB} |1 2
O Fill to maximum allowable size

Force to be a primary partition

Figure 8-3. Creation of the Boot Partition

Click OK to returnto themainscreenThefollowing gure displaysthe bootpartitioncorrectlyset:

Disk Setup Drive fevjsda (8676 MB) (Wodel: )

e
8573 MB

Choose where you would like
Red Hat Enterprise Linux AS to
be installed.

Dri 6 MB) (Model: IBM-PSG ST39204LC 18)

Free
8675 M

If you do not know how to

P o™ | (i | gm | oome | nam | mao | ow |

manual partitioning tools, refer g

e otutssocamnton, || | oee  [Mamodnt [ roe Jroma] S Jsun]em| |
) ~ Hard Diives

Ifyou used automatic ST

partitioning, you can either

acceptthe current partition [dev/sdal  fboot ext3 v 102 1 1B

settings (click Next), or modify Free Free space 8574 14 1106

the setup using the manual ~ Jdev/sdb

partitioning tool. Free Free space 8679 1 1107

If you are manually partitioning
your system, you can see your
current hard drive(s) and

partitions displayed below. Use |[¢] [ Hide RAID device/LVM Volume Group members

Figure 8-4.The /boot/  Partition Displayed

8.2.2. Creating the LVM Physical Volumes

Oncethebootpartitionis createdthe remainderof all disk spacecanbeallocatedto LVM partitions.
The rst stepin creatinga successfuLVM implementatioris the creationof the physicalvolume(s).

1. SelectNew.
2. Selectphysical volume (LVM) from the File System Type pulldovn menu as showvn in
Figure8-5.
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Mount Point: [<Not Appiicable

File System Type: | physical volume (LVM) v |

sda 8676 MR IBM-PSG ST30103LC I#
Allowable Drives: | L sdb 8676 MB IBM-PSG ST30204LC It

Size (MB): :mo
Addiional Size Opiions
© Eixed size

O Fill all space up to (MB): 11
@ Fill to maximum allowable size

[ Force to be a primary partition

Figure 8-5.Creating a Physical Volume

3. You cannotentera mountpoint yet (you canonceyou have createdall your physicalvolumes
andthenall volumegroups).

4. A physicalvolumemustbe constrainedo onedrive. For Allowable Drives selectthe drive on
which the physicalvolumearecreatedlf you have multiple drives,all drivesareselectedand
you mustdeselecall but onedrive.

5. Enterthe sizethatyou wantthe physicalvolumeto be.

6. SelectFixed sizeto male the physicalvolumethe speci ed size, selectFill all spaceup to
(MB) and entera sizein MBs to give rangefor the physicalvolume size, or selectFill to
maximum allowable sizeto male it grov to Il all available spaceon the harddisk. If you
male morethanonegrowable,they sharethe availablefree spaceon thedisk.

7. SelectForceto be a primary partition if youwantthe partitionto bea primary partition.
8.Click OK to returnto themainscreen.

Repeathesestepsto createasmary physicalvolumesasneededor your LVM setup.For example,
if youwantthevolumegroupto spanover morethanonedrive, createa physicalvolumeon eachof
thedrives.Thefollowing gure shaws bothdrivescompletedaftertherepeategrocess:
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Figure 8-6. Two Physical VolumesCreated

8.2.3. Creating the LVM Volume Groups
Onceall the physicalvolumesarecreatedthe volumegroupscanbe created:

1. Click theLVM buttonto collectthe physicalvolumesinto volumegroups.A volumegroupis

basicallya collectionof physicalvolumes.You canhave multiple logical volumegroups but a
physicalvolumecanonly bein onevolumegroup.

Note

There is overhead disk space reserved in the logical volume group. The summation of the
physical volumes may not equal the size of the volume group; however, the size of the logical
volumes shown is correct.

Figure 8-7.Creatingan LVM Volume Group
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2. Changethe VVolume Group Nameif desired.

3. All logical volumesinside the volume group must be allocatedin physical extent units. By
default, the physicalextentis setto 32 MB; thus,logical volumesizesmustbe divisible by 32
MBs. If you entera sizethatis not a unit of 32 MBs, the installationprogramautomatically
selectgheclosestizein unitsof 32 MBs. It is notrecommendethatyou changethis setting.

4. Selectwhich physicalvolumesto usefor thevolumegroup.

8.2.4. Creating the LVM Logical Volumes

Creatdogical volumeswith mountpointssuchas/ , /home/ , andswapspaceRemembethat/boot
cannotbe a logical volume.To adda logical volume,click the Add buttonin the Logical Volumes
section A dialogwindow asshavn in Figure8-8 appears.

Figure 8-8.Creatinga Logical Volume

Repeathesestepsfor eachvolumegroupyouwantto create.

@,

You may want to leave some free space in the logical volume group so you can expand the logical
volumes later. The default automatic con gur ation does not do this, but this manual con gur ation
example does — approximately 1 GB is left as free space for future expansion.
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Figure 8-9. Pending Logical Volumes

Click OK to applythevolumegroupandall associatedbgical volumes.
Thefollowing gure shavsthe nal manualcon guration:

Figure 8-10.Final Manual Con guration



Chapter 9.

Redundant Array of Independent Disks (RAID)

9.1. What is RAID?

The basicideabehindRAID is to combinemultiple small, inexpensve disk drivesinto an arrayto
accomplistperformancer redundang goalsnot attainablewith onelarge andexpensve drive. This
arrayof drivesappeardo the computerasa singlelogical storageunit or drive.

RAID is a methodin which informationis spreadacrossseveral disks.RAID usestechniquesuch
asdiskstriping (RAID Level 0), diskmirroring (RAID level 1), anddiskstriping with parity (RAID
Level 5) to achieve redundang, lower latengy and/orto increasebandwidthfor readingor writing to
disks,andto maximizethe ability to recoser from harddisk crashes.

The underlyingconceptof RAID is that datamay be distributed acrosseachdrive in the arrayin a
consistentmannerTo dothis, thedatamust rst bebrokeninto consistently-sizeghunks(often32K
or 64K in size,althoughdifferentsizescanbe used).Eachchunkis thenwrittento a harddrive in the
RAID arrayaccordingto the RAID level used.Whenthe datais to beread,the procesds reversed,
giving theillusion thatthemultiple drivesin the arrayareactuallyonelargedrive.

9.2. Who Should Use RAID?

Thosewhoneedto keeplargequantitiesof dataon hand(suchassystemadministratorsyjvould bene t
by usingRAID technologyPrimaryreasongo useRAID include:

« Enhancedpeed
- Increasedstoragecapacityusinga singlevirtual disk
- Lessenedmpactof adiskfailure

9.3. Hardware RAID versus Software RAID
Therearetwo possibleRAID approacheddardwareRAID andSoftware RAID.

9.3.1. Hardware RAID

Thehardvare-base@drraymanageshe RAID subsystenindependentlyrom the hostandpresentso
thehostonly asingledisk perRAID array

An exampleof aHardwareRAID device would beonethatconnectdo a SCSlcontrollerandpresents
the RAID arraysasasingleSCSldrive. An externalRAID systemmovesall RAID handlingintelli-
gence'into a controllerlocatedin the externaldisk subsystemThe whole subsystenis connectedo
the hostvia anormalSCSlcontrollerandappeargo thehostasa singledisk.

RAID controllersalsocomein the form of cardsthat act like a SCSI controllerto the operating
systembut handleall of the actualdrive communicationghemseles. In thesecasesyou plug the
drivesinto the RAID controllerjust like you would a SCSIcontroller but thenyou addthemto the
RAID controllers con guration,andthe operatingsystemnever knows the difference.
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9.3.2. Software RAID

Software RAID implementshe variousRAID levelsin the kerneldisk (block device) code.It offers
the cheapespossiblesolution, as expensve disk controller cardsor hot-swap chassis' are not re-
quired. Software RAID alsoworkswith cheapelDE disksaswell as SCSldisks. With todays fast
CPUs,SoftwareRAID performanceanexcel againstHardwareRAID.

The MD driver in the Linux kernelis an exampleof a RAID solutionthatis completelyhardvware
independentTheperformancef asoftware-basedrrayis dependendnthesener CPUperformance
andload.

For information on conguring Software RAID during installation, refer to the
Chapterl0 Softwae RAID Con guration.

For thoseinterestedin learningmore aboutwhat Software RAID hasto offer, hereare the most
importantfeatures:

« Threadedehuild process

- Kernel-basedon guration

- Portability of arraysbetweerlLinux machineswvithoutreconstruction

- Backgroundearrayreconstructiorusingidle systenresources

+ Hot-swappabledrive support

- AutomaticCPU detectionto take adantageof certainCPU optimizations

9.4. RAID Levels and Linear Support

RAID supportsvariouscon gurations,includinglevels 0, 1, 4, 5, andlinear TheseRAID typesare
de ned asfollows:

+ Level 0 — RAID level 0, oftencalled"striping," is a performance-orientestripeddatamapping
technique This meansthe databeingwritten to the arrayis broken down into stripsandwritten
acrosghe memberdisksof thearray allowing high I/O performanceat low inherentcostbut pro-
videsno redundang The storagecapacityof a level 0 arrayis equalto the total capacityof the
membemisksin a HardwareRAID or thetotal capacityof memberpartitionsin a SoftwareRAID.

+ Level 1 — RAID level 1, or "mirroring," hasbeenusedlonger than ary otherform of RAID.
Level 1 providesredundang by writing identical datato eachmemberdisk of the array leaving
a"mirrored" copy on eachdisk. Mirroring remainspopulardueto its simplicity andhigh level of
dataavailability. Level 1 operatesvith two or more disks that may use parallel accesgor high
data-transferateswhenreadingbut more commonlyoperateindependentlyto provide high 1/0
transactiorrates.Level 1 providesvery gooddatareliability andimproves performanceor read-
intensie applicationsbut at a relatively high cost.? The storagecapacityof the level 1 arrayis
equalto the capacityof oneof themirroredharddisksin a HardwareRAID or oneof themirrored
partitionsin a Software RAID.

1. A hot-swapchassisllowsyouto remove a harddrive without having to power-down your system.
2. RAID level 1 comesat a high costbecause/ou write the sameinformationto all of the disksin the array

which wasteddrive spaceFor example,if you have RAID level 1 setup sothatyour root (/) partitionexistson
two 40G drives,you have 80Gtotal but areonly ableto acces€l0G of that80G. The other40G actslik e amirror
of the rst 40G.
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« Level4— Level 4 usesparity ® concentratedn asingledisk drive to protectdata.lt is bettersuited
to transactionl/O ratherthanlarge le transfersBecausehe dedicatedparity disk representsan
inherentbottleneckjevel 4 is seldomusedwithout accompaying technologiesuchaswrite-back
caching AlthoughRAID level 4 is anoptionin someRAID partitioningschemesit is notanoption
allovedin RedHat EnterpriseLinux RAID installations? The storagecapacityof HardwareRAID
level 4 is equalto the capacityof memberdisks, minus the capacityof one memberdisk. The
storagecapacityof SoftwareRAID level 4 is equalto the capacityof the memberpartitions,minus
thesizeof oneof the partitionsif they areof equalsize.

- Level 5— Thisis themostcommontype of RAID. By distributing parity acrosssomeor all of an
arrays memberdisk drives,RAID level 5 eliminatesthe write bottleneckinherentin level 4. The
only performancebottleneckis the parity calculationprocessWith modernCPUsand Software
RAID, thatusuallyis not a very big problem.As with level 4, the resultis asymmetricaperfor
mancewith readssubstantiallyoutperformingwrites.Level 5 is oftenusedwith write-backcaching
to reducethe asymmetry The storagecapacityof Hardware RAID level 5 is equalto the capacity
of memberdisks,minusthe capacityof onememberdisk. The storagecapacityof SoftwareRAID
level 5 is equalto the capacityof the memberpartitions,minusthe size of one of the partitionsif
they areof equalsize.

« Linear RAID — Linear RAID is a simple groupingof drivesto createa larger virtual drive. In
linearRAID, thechunksareallocatedsequentiallfrom onememberdrive, goingto thenext drive
only whenthe rst is completely lled. This groupingprovides no performancebene t, asit is
unlikely thatary 1/0O operationswill be split betweermembenrdrives.Linear RAID alsooffersno
redundang and, in fact, decreaseseliability — if any one memberdrive fails, the entire array
cannotbe used.The capacityis thetotal of all memberdisks.

3. Parity informationis calculatedbasedon the contentsof the restof the memberdisksin the array This
informationcanthenbeusedto reconstructiatawhenonediskin thearrayfails. Thereconstructedatacanthen
be usedto satisfyl/O requestso thefailed disk beforeit is replacedandto repopulatehefailed disk afterit has

beenreplaced.
4. RAID level 4 takesup the sameamountof spaceasRAID level 5, but level 5 hasmoreadwantageskFor this

reasonlevel 4 is not supported.
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Chapter 10.
Software RAID Con guration

SoftwareRAID canbecon guredduringthegraphicalinstallationprocessthetext-basednstallation
processpr during a kickstartinstallation. This chapterdiscusse$iow to con gure software RAID
duringinstallation,usingthe Disk Druid interface.

ReadChapter9 Redundanfrray of Independenbisks(RAID) rst to learnaboutRAID, the differ-
encesbetweenhardware and software RAID, and the differencesbetweenRAID 0, 1, and5. An
overview of the stepsrequiredto con gure RAID include:

- Applying softwae RAID partitionsto the physicalharddrives.

If youwish to have thebootpartition(/boot/ ) resideonaRAID parition,it mustbeonaRAID 1
partition.

- CreatingRAID devicesfrom the softwareRAID partitions.

- Optional: Con guring LVM from the RAID devices. Referto Chapter8 LVM Con guration for
moreinformationon con guring LVM after rst con guring RAID.

+ Creating le systemd$rom theRAID devices.

' ; Note

Although the following steps are illustrated during a GUI installation, the same can be done during a
text-based installation.

Con gur ation of software RAID must be done manually in Disk Druid during the installation process.

Two 9.1GB SCSildrives(/devisda and/dev/sdb ) areusedin thefollowing examplesThey detail
how to createa simpleRAID 1 con gurationby implementingmultiple RAID devices.

OntheDisk Partitioning SetupscreenselectManually partition with Disk Druid .

10.1. Creating the RAID Partitions

In atypical situation,the disk drivesarenew or areformatted.Both drivesareshavn asraw devices
with no partitioncon gurationin Figure10-1
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Figure 10-1.Two Blank Drives,ReadyFor Con guration

1. In Disk Druid, chooseRAID to enterthe softwareRAID creationscreen.

2. ChooseCreatea software RAID partition to createaRAID partitionasshowvn in Figure10-2
Note that no other RAID options(suchas enteringa mountpoint) are available until RAID
partitions,aswell asRAID devices,arecreated.

Figure 10-2.RAID Partition Options

3. A software RAID partitionmustbe constrainedo onedrive. For Allowable Drives selectthe
drive on which RAID is to be createdlf you have multiple drives, all drivesare selectedand
you mustdeselecall but onedrive.
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Figure 10-3.Adding a RAID Partition

4. Enterthe sizethatyou wantthe partitionto be.

5. SelectFixed sizeto male the partitionthe speci ed size,selectFill all spaceup to (MB) and
entera sizein MBs to give rangefor the partition size, or selectFill to maximum allowable
sizeto male it grow to Il all available spaceon the hard disk. If you make morethanone
partitiongrowable,they sharethe availablefree spaceonthedisk.

6. SelectForceto be a primary partition if you wantthe partitionto be a primary partition. A
primarypartitionis oneof the rst four partitionsontheharddrive. If unselectedhepartitionis
createdasalogical partition. If otheroperatingsystemsarealreadyon the systemunselecting
this option should be considered For more information on primary versuslogical/extended
partitions,referto theappendixsectionof the RedHat EnterpriseLinux Installation Guide

7.Click OK to returnto themainscreen.

Repeathesestepsto createasmary partitionsasneededor your RAID setup Noticethatall thepar
titions do not have to be RAID partitions.For example,you cancon gure only the /boot/  partition
asasoftware RAID device, leaving theroot partition (/ ), /home/ , andswapasregular le systems.
Figure10-4 shavs successfullyallocatedspacefor the RAID 1 con guration (for /boot/ ), whichis
now readyfor RAID device andmountpointcreation:
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Figure 10-4.RAID 1 Partitions Ready, Pre-Device and Mount Point Creation

10.2. Creating the RAID Devices and Mount Points

Onceyou have all of your partitionscreatedas software RAID partitions,the following stepscreate
the RAID device andmountpoint:

1. Selectthe RAID buttononthe Disk Druid mainpartitioningscreen(referto Figure10-5).
2. Figure10-5appearsSelectCreatea RAID device.

Figure 10-5.RAID Options

3. Next, Figure10-6appearswhereyou canmake a RAID device andassignra mountpoint.
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Figure 10-6.Making a RAID Device and Assigninga Mount Point

4. Enteramountpoint.

5.Choosethe le systemtype for the partition. At this point you can either con gure a
dynamicLVM le systemor a traditional staticext2/ext3 le system.For more information
on con guring LVM on a RAID device, selectphysical volume (LVM) and then refer to
Chapter8 LVM Con guration. If LVM is not required, continue on with the following
instructions.

6. Selectadevice namesuchasmdO for the RAID device.

7.Choose your RAID level. You can choose from RAID 0, RAID 1, and RAID
5. If you need assistancein determining which RAID level to implement, refer to
Chapterd RedundanArray of IndependenbDisks(RAID).

Note

If you are making a RAID partition of /boot/ , you must choose RAID level 1, and it must use
one of the rst two drives (IDE rst, SCSI second). If you are not creating a seperate RAID
partition of /boot/ , and you are making a RAID partition for the root le system (/), it must be
RAID level 1 and must use one of the rst two drives (IDE rst, SCSI second).

Figure 10-7. The /boot/ Mount Error

8. TheRAID partitionscreatecappeain theRAID Memberslist. Selectwhich of thesepartitions
shouldbe usedto createthe RAID device.

9.1f con guring RAID 1 or RAID 5, specifythe numberof sparepartitions.If a software RAID
partition fails, the spareis automaticallyusedas a replacementFor eachspareyou want to
specify you mustcreateanadditionalsoftware RAID partition (in additionto the partitionsfor
theRAID device). Selectthepartitionsfor the RAID device andthepartition(s)for thespare(s).
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10. After clicking OK, the RAID device appearsn the Drive Summary list.

11.Repeatthis chapters entire processfor con guring additional partitions,devices, and mount
points,suchastheroot partition(/ ), /nome/ , or swap.

After completingthe entire con guration, the gure asshavn in Figure10-8 resembleghe default
con guration, exceptfor theuseof RAID.

Figure 10-8.Final SampleRAID Con guration

The gure asshawvn in Figure10-9is anexampleof a RAID andLVM con guration.
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Figure 10-9.Final SampleRAID With LVM Con guration

You cancontinuewith your installationprocessReferto the RedHat EnterpriseLinux Installation
Guidefor furtherinstructions.
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Chapter 11.
Swap Space

11.1. What is Swap Space?

Swapspacein Linux is usedwhentheamountof physicalmemory(RAM) is full. If thesystemneeds
morememoryresourcesindthe RAM is full, inactve pagesn memoryaremovedto theswapspace.
While swap spacecanhelp machineswith a smallamountof RAM, it shouldnot be considereca

replacemenfor moreRAM. Swap spaces locatedon harddrives,which have a slowver accesgime

thanphysicalmemory

Swap spacecanbe a dedicatedswap partition (recommendedpg swap le, or acombinationof swap
partitionsandswap les.

The size of your swap shouldbe equalto twice your computers physicalRAM for upto 2 GB of
physicalRAM. For physicalRAM above 2 GB, the sizeof your swap shouldbe equalto the amount
of physicalRAM abore 2 GB. Thesizeof your swapshouldnever lessthan32 MB.

Usingthis basicformula,a systemwith 2 GB of physicalRAM would have 4 GB of swap,while one
with 3 GB of physicalRAM would have 5 GB of swap.

; Note

Unfortunately, deciding on the amount of swap to allocate to Red Hat Enterprise Linux is more of an
art than a science, so hard rules are not possible. Each system's most used applications should be
accounted for when determining swap size.

Impor tant

File systems and LVM2 volumes assigned as swap space cannot be in use when being modi ed.
For example, no system processes can be assigned the swap space, as well as no amount of swap
should be allocated and used by the kernel. Use the free and cat /proc/swaps commands to verify
how much and where swap is in use.

The best way to achieve swap space modi cations is to boot your system in rescue mode, and
then follow the instructions (for each scenario) in the remainder of this chapter. Refer to
Chapter 5 Basic System Recovery for instructions on booting into rescue mode. When prompted to
mount the le system, select Skip.

11.2. Adding Swap Space

Sometimest is necessaryo add moreswap spaceafterinstallation.For example,you may upgrade
the amountof RAM in your systemfrom 128 MB to 256 MB, but thereis only 256 MB of swap
space.lt might be adwantageougo increasethe amountof swap spaceto 512 MB if you perform
memory-intenseperationr run applicationghatrequirea large amountof memory
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You have threeoptions:createa new swap partition, createa new swap le, or extendswap on an
existing LVM2 logical volume.lIt is recommendethatyou extendanexisting logical volume.

11.2.1. Extending Swap on an LVM2 Logical Volume

To extendan LVM2 swap logical volume (assumingdev/VolGroup00/LogVol01 is the volume
youwantto extend):

1. Disableswappingfor theassociatedbgical volume:
# swapoff -v /dev/VolGroup00/LogVol01

2. Resizethe LVM2 logical volumeby 256 MB:
# lvm Ivresize /dev/VolGroup00/LogVol 01 -L +256M

3. Formatthe new swap space:
# mkswap /dev/VolGroup00/LogVol01

4. Enablethe extendedogical volume:
# swapon -va

5. Testthatthelogical volumehasbeenextendedproperly:

# cat /proc/swaps
# free

11.2.2. Creating an LVM2 Logical Volume for Swap

To addaswapvolumegroup(assumingdev/VolGroup00/LogVol02 is theswapvolumeyouwant
to add):

1. Createthe LVM2 logical volumeof size256 MB:
# lvm Ivcreate VolGroup00 -n LogVol02 -L 256M

2. Formatthe new swap space:
# mkswap /dev/VolGroup00/LogVol02

3. Add thefollowing entryto the/etc/fstab le:
/dev/VolGroup00/LogVol0 2 swap swap defaults 00

4. Enablethe extendedogical volume:
# swapon -va

5. Testthatthelogical volumehasbeenextendedproperly:
# cat /proc/swaps
# free

11.2.3. Creating a Swap File

To addaswap le:

1. Determinethe size of the new swap le in megabytesand multiply by 1024to determinethe
numberof blocks.For example theblock sizeof a64 MB swap le is 65536.

2. At ashellpromptasroot, type the following commandwith count beingequalto thedesired
blocksize:
dd if=/dev/zero of=/swapfile bs=1024 count=65536

3. Setuptheswap le with thecommand:
mkswap /swapfile
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4. To enabletheswap le immediatelybut notautomaticallyat boottime:
swapon /swapfile

5. To enableit atboottime, edit /etc/fstab to includethefollowing entry:
Iswapfile swap swap defaults 00
Thenext time the systemboots,it enableghenew swap le.

6. After addingthenev swap le andenablingit, verify it is enabledy viewing the outputof the
commanccat /proc/swaps  or free .

11.3. Removing Swap Space

Sometime# canbeprudento reduceswapspaceafterinstallation.For example sayyoudowvngraded
the amountof RAM in your systemfrom 1 GB to 512 MB, but thereis 2 GB of swap spacestill
assignedIt might be advantageouso reducethe amountof swap spaceto 1 GB, sincethe larger 2
GB couldbewastingdisk space.

You have threeoptions:remove anentireLVM2 logical volumeusedfor swap,remove aswap le, or
reduceswap spaceon anexisting LVM2 logical volume.

11.3.1. Reducing Swap on an LVM2 Logical Volume

To reducean LVM2 swap logical volume (assumingdev/VolGroup00/LogVol01 is the volume
youwantto extend):

1. Disableswappingfor theassociatedbgical volume:
# swapoff -v /dev/VolGroup00/LogVol01

2.ReduceheLVM2 logical volumeby 512 MB:
# lvm Ivreduce /dev/VolGroup0O/LogVol 01 -L -512M

3. Formatthe new swap space:
# mkswap /dev/VolGroup00/LogVol01

4. Enablethe extendedogical volume:
# swapon -va

5. Testthatthelogical volumehasbeenreducedoroperly:
# cat /proc/swaps
# free

11.3.2. Removing an LVM2 Logical Volume for Swap

The swaplogical volumecannotbein use(no systemlocks or processesn thevolume).The easiest
way to achieve thisit to bootyour systemin rescuemode.Referto Chapter5 BasicSystenRecwery
for instructionson bootinginto rescuemode.Whenpromptedo mountthe le systemselectSkip.

To remove a swap volumegroup(assumingdev/VolGroup00/LogVol02 is the swapvolumeyou
wantto remove):

1. Disableswappingfor the associatedbgical volume:
# swapoff -v /dev/VolGroup00/LogVol02

2. Remare the LVM2 logical volumeof size512MB:
# lvm Ivremove /dev/VolGroup00O/LogVol 02

3. Remave thefollowing entryfrom the/etc/fstab le:
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/dev/VolGroup00/LogVol0 2 swap swap defaults

4. Testthatthelogical volumehasbeenextendedproperly:
# cat /proc/swaps
# free

11.3.3. Removing a Swap File
Toremoe aswap le:

Chapter 11. Swap Space

1. At a shell promptas root, executethe following commandto disablethe swap le (where

/swapfile  istheswap le):
# swapoff -v /swapfile

2. Remaeits entryfrom the/etc/fstab le.

3. Remae theactual le:
# rm /swapfile

11.4. Moving Swap Space

To move swapspacedrom onelocationto anotherfollow the stepsfor remaving swapspaceandthen

follow the stepsfor addingswapspace.
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Introductionto differentmethods........

12.1. Standar d Partitions using parted

Marny usersneedto view the existing partitiontable,changethe sizeof the partitions,remove parti-
tions, or addpartitionsfrom free spaceor additionalharddrives. The utility parted allows usersto
performthesetasks.This chapterdiscussefiow to useparted to perform le systemtasks.

If you want to view the systems disk spaceusageor monitor the disk spaceusage,refer to
Section40.3File Systems

You musthave the parted packagenstalledto usethe parted utility. To startparted , ata shell
promptasroot, typethecommandarted /dev/sda ,where/dev/sda isthedevice namefor the
driveyouwantto con gure. The(parted)  promptis displayedTypehelp to view alist of available
commands.

If youwantto create remove, or resizea partition, the device cannotbein use(partitionscannotbe
mounted andswap spacecannotbe enabled) The partitiontableshouldnotbe modi ed while in use
becausehe kernelmay not properlyrecognizethe changesDatacould be overwrittenby writing to
thewrong partitionbecausehe partitiontableandpartitionsmounteddo not match.The easiestvay
to achieve thisit to bootyour systemin rescuemode.Referto Chapter5 BasicSystenRecwery for
instructionson bootinginto rescuemode.Whenpromptedo mountthe le systemselectSkip.

Alternately if the drive doesnot containary partitionsin use(systemprocesseshatuseor lock the
le systemfrom beingunmounted)you canunmountthemwith the umount commandandturn off
all the swap spaceon the harddrive with the swapoff command.

Table12-1 containsa list of commonlyusedparted commandsThe sectionsthat follow explain
someof themin moredetail.

Command Description

check minor-num Performasimplecheckof the le system

cp from to Copy le systemfrom onepartitionto another;
from andto aretheminornumberf the
partitions

help Displaylist of availablecommands

mklabel label Createadisk labelfor thepartitiontable

mkfs minor-num file-system-type Createa le systemof type
file-system-type

mkpart  part-type fs-type  start-mb Make a partitionwithoutcreatinganew le

end-mb system

mkpartfs  part-type fs-type  start-mb Make a partitionandcreatethe speci ed le

end-mb system

move minor-num start-mb  end-mb Move the partition
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Command Description

name minor-num name Namethepartitionfor Mac andPC98disklabels
only

print Displaythepartitiontable

quit Quit parted

rescue start-mb  end-mb Rescuealostpartitionfrom start-mb  to
end-mb

resize  minor-num startmb  end-mb Resizethepartitionfrom start-mb ~ to
end-mb

rm minor-num Remave the partition

select  device Selectadifferentdevice to con gure

set minor-num flag state Sf(fatthe ag onapartition;state is eitheronor
0

Table 12-1.parted commands

12.1.1. Viewing the Partition Table
After startingparted , typethefollowing commando view the partitiontable:

print

A tablesimilarto thefollowing appears:

Disk geometry for /dev/sda: 0.000-8678.789 megabytes

Disk label type: msdos

Minor Start End Type Filesystem Flags
1 0.031 101.975 primary ext3 boot
2 101.975 5098.754 primary ext3

3 5098.755 6361.677 primary linux-swap

4 6361.677 8675.727  extended

5 6361.708 7357.895  logical ext3

Disk geometry for /dev/hda: 0.000-9765.492 megabytes

Disk label type: msdos

Minor Start End Type Filesystem Flags
1 0.031 101.975 primary ext3 boot
2 101.975 611.850 primary linux-swap

3 611.851 760.891 primary ext3

4 760.891 9758.232  extended Iba

5 760.922 9758.232 logical ext3

The rst line displaysthesizeof thedisk, thesecondine displaysthedisk labeltype,andtheremain-
ing outputshavs the partitiontable.

In thepartitiontable,theMinor numbelis thepartitionnumberFor example thepartitionwith minor
numberl correspondso /dev/sdal . The Start andEnd valuesarein megabytesThe Typeis one
of primary, extended,or logical. The Filesystemis the le systemtype,which canbe oneof ext2,
ext3, fatl6,fat32, hfs, jfs, linux-swap, ntfs, reiserfs,hp-ufs,sun-ufs,or xfs. The Flags columnlists
the ags setfor the partition. Available ags areboot,root, swap,hidden,raid, lvm, or Iba.

In this example,minor numberl refersto the /boot/  le systemminor number2 refersto theroot
le system(/ ), minor number3 refersto the swap, and minor number5 refersto the /nome/ le
system.
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@,

To select a different device without having to restart parted , use the select command followed by
the device name such as /dev/sda . Then, you can view its partition table or con gure it.

12.1.2. Creating a Partition

&Warning

Do not attempt to create a partition on a device that is in use.

Beforecreatinga partition, bootinto rescuemode(or unmountary partitionson the device andturn
off ary swapspaceonthedevice).

Startparted , where/dev/sda is thedevice onwhichto createthe partition:
parted /dev/ sda

View the currentpartitiontableto determindf thereis enoughfreespace:
print

If there is not enough free space, you can resize an existing partition. Refer to
Section12.1.4Resizinga Partition for details.

12.1.2.1. Making the Partition

From the partition table, determinethe startand end points of the new partition andwhat partition
typeit shouldbe.You canonly have four primary partitions(with no extendedpartition) on a device.
If you needmorethanfour partitions,you canhave threeprimary partitions,oneextendedpartition,
andmultiple logical partitionswithin the extended.For an overview of disk partitions,refer to the
appendixAn Introductionto Disk Partitions in the RedHat EnterpriseLinux Installation Guide

For example,to createa primary partitionwith anext3 le systemfrom 1024megabytesuntil 2048
megabyteson a harddrive typethefollowing command:

mkpart primary ext3 1024 2048

@

If you use the mkpartfs command instead, the le system is created after the partition is created.
However, parted does not support creating an ext3 le system. Thus, if you wish to create an ext3 le
system, use mkpart and create the le system with the mkfs command as described later. mkpartfs
works for le system type linux-swap.

Thechangestarttakingplaceassoonasyou pressEnter], soreview thecommandeforeexecuting
toit.
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After creatingthe partition, usethe print commando con rm thatit is in the partition table with
the correctpartitiontype, le systemtype, andsize.Also remembertthe minor numberof the new
partitionsothatyou canlabelit. You shouldalsoview the outputof

cat /proc/partitions

to malke surethe kernelrecognizeshe new partition.

12.1.2.2. Formating the Partition
Thepartitionstill doesnothave a le systemCreatethe le system:

/sbin/mkfs -t ext3 /dev/ sda6

&Warning

Formatting the partition permanently destroys any data that currently exists on the partition.

12.1.2.3. Labeling the Partition

Next, give the partitiona label. For example,if the new partitionis /dev/sdaé andyouwantto label
it /work :

e2label /dev/sda6  /work

By default, theinstallationprogramusesthe mountpoint of the partitionasthelabelto male surethe
labelis unique.You canuseary labelyouwant.

12.1.2.4. Creating the Mount Point
As root, createthemountpoint:

mkdir  /work

12.1.2.5. Add to /etc/fstab

As root, edit the /etc/fstab le toincludethe new partition. The new line shouldlook similar to
thefollowing:
LABEL=/work Iwork ext3 defaults 12

The rst columnshouldcontain LABEL= followed by the label you gave the partition. The second
columnshouldcontainthe mountpoint for the new partition,andthe next columnshouldbethe le
systentype (for example,ext3 or swap).If youneedmoreinformationabouttheformat,readtheman
pagewith thecommandman fstab

If the fourth columnis the word defaults , the partition is mountedat boot time. To mountthe
partitionwithoutrebooting,asroot, typethe command:

mount /work
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12.1.3. Removing a Partition

&Warning

Do not attempt to remove a partition on a device that is in use.

Beforeremoving a partition,bootinto rescuemode(or unmountary partitionson thedevice andturn
off ary swapspaceonthedevice).

Startparted , where/dev/sda is thedevice onwhichto remave thepartition:

parted /dev/ sda

View the currentpartitiontableto determinethe minor numberof the partitionto remove:
print

Remae the partitionwith thecommandm. For example to remove the partitionwith minor number
3:

m 3

Thechangestarttakingplaceassoonasyou presgEnter], soreview thecommandeforecommitting
toit.

After remaving thepartition,usetheprint  commando con rm thatit is removedfrom the partition
table.You shouldalsoview the outputof

cat /proc/partitions

to malke surethe kernelknows the partitionis removed.

The last stepis to remove it from the /etc/fstab le. Find the line that declaresthe removed
partition,andremove it from the le.

12.1.4. Resizing a Partition

&Warning

Do not attempt to resize a partition on a device that is in use.

Beforeresizinga partition, bootinto rescuemode(or unmountary partitionson the device andturn
off ary swapspaceonthedevice).

Startparted , where/dev/sda is thedevice onwhichto resizethe partition:
parted /dev/ sda

View the currentpartitiontableto determineheminor numberof the partitionto resizeaswell asthe
startandendpointsfor the partition:

print
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&Warning

The used space of the partition to resize must not be larger than the new size.

To resizethepartition,usetheresize  commandollowed by the minor numberfor the partition,the
startingplacein megabytesandthe endplacein megabytesFor example:

resize 3 1024 2048

After resizingthe partition, usethe print  commandto con rm thatthe partition hasbeenresized
correctly is thecorrectpartitiontype,andis thecorrect le systentype.

After rebootingthe systeminto normalmode,usethe commanddf to make surethe partition was
mountedandis recognizedvith thenew size.

12.2. LVM Partition Management

Thefollowing commandganbefoundby issuinglvm help atacommandporompt.

Command Description

dumpconfig Dumptheactive con guration

formats List theavailablemetadatdormats

help Displaythe helpcommands

Ivchange Changetheattributesof logical volume(s)

Ivcreate Createalogical volume

Ivdisplay Displayinformationabouta logical volume

Ivextend Add spaceo alogical volume

lvmchange Dueto useof thedevice mapperthis command
hasbeendepecated

Ilvmdiskscan List devicesthatmaybeusedasphysical
volumes

lvmsadc Collectactvity data

lvmsar Createactvity report

Ivreduce Reducehesizeof alogical volume

Ivremove Remave logical volume(s)from the system

Ivrename Renamealogical volume

Ivresize Resizealogical volume

Ivs Displayinformationaboutlogical volumes

Ivscan List all logical volumesin all volumegroups

pvchange Changeattributesof physicalvolume(s)

pvcreate Initialize physicalvolume(s)for useby LVM
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Command Description

pvdata Displaytheon-diskmetadatdor physical
volume(s)

pvdisplay Display variousattributesof physicalvolume(s)

pvmove Move extentsfrom onephysicalvolumeto
another

pvremove Remae LVM label(s)from physicalvolume(s)

pvresize Resizea physicalvolumein useby avolume
group

pvs Displayinformationaboutphysicalvolumes

pvscan List all physicalvolumes

segtypes List availablesegmenttypes

vgcfgbackup Backupvolumegroupcon guration

vgcfgrestore Restorevolumegroupcon guration

vgchange Changevolumegroupattributes

vgek Checktheconsisteng of avolumegroup

vgconvert Changevolumegroupmetadatdormat

vgcreate Createa volumegroup

vgdisplay Display volumegroupinformation

vgexport Unragisteravolumegroupfrom the system

vgextend Add physicalvolumesto avolumegroup

vgimport Registerexportedvolumegroupwith system

vgmerge Merge volumegroups

vgmknodes Createthe specialles for volumegroupdevices
in /dev/

vgreduce Remave a physicalvolumefrom avolumegroup

vgremove Remae avolumegroup

vgrename Renameavolumegroup

vgs Displayinformationaboutvolumegroups

vgscan SearcHor all volumegroups

vgsplit Move physicalvolumesinto a nev volume
group

version Displaysoftwareanddriver versioninformation

Table 12-2.LVvMcommands
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Chapter 13.
Implementing Disk Quotas

Disk spacecanberestrictedby implementingdisk quotaswhich alerta systemadministratois alerted
beforea userconsumes$oo muchdisk spaceor a partitionbecomesull.

Disk quotascan be con gured for individual usersaswell asusergroups.This kind of e xibility
malesit possibleto give eachusera smallquotato handle'personal”les (suchasemailandreports),
while allowing the projectsthey work onto have moresizablequotagassumingheprojectsaregiven
theirown groups).

In addition,quotascanbesetnotjustto controlthenumberof disk blocksconsumedbut to controlthe
numberof inodes(datastructureghatcontaininformationabout les in UNIX le systems)Because
inodesare usedto contain le-related information, this allows control over the numberof les that
canbecreated.

Thequota RPMmustbeinstalledto implementdisk quotasFor moreinformationoninstallingRPM
packagesieferto Partlll Padkage Management

13.1. Con guring Disk Quotas

To implementdisk quotasusethefollowing steps:

1. Enablequotasper le systemby modifying the /etc/fstab le.
2.Remounthe le system(s).
3. Createthe quotadatabasdes andgeneratehedisk usagetable.
4. Assignguotapolicies.

Eachof thesestepss discussedh detailin thefollowing sections.

13.1.1. Enabling Quotas

As root, usinga text editor, edit the /etc/fstab le. Addtheusrquota and/orgrpquota options
tothe le systemghatrequirequotas:

/dev/VolGroup00/LogVol00 / ext3 defaults 11

LABEL=/boot /boot ext3 defaults 12

none /devipts devpts gid=5,mode=620 00

none /dev/ishm tmpfs defaults 00

none Iproc proc defaults 00

none Isys sysfs defaults 00

/dev/VolGroup00/LogVol02 /home ext3 defaults,usrquota,grpquo ta 12
00

/dev/VolGroup00/LogVol01 swap swap defaults

In thisexample,the/home le systemhasbothuserandgroupquotasenabled.
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' ; Note

The following examples assume that a separate /home partition was created during the installation
of Red Hat Enterprise Linux. Although not ideal, the root (/) partition (the installation default created
partition) can be used for setting quota policies in the /etc/fstab le.

13.1.2. Remounting the File Systems

After addingtheusrquota and/orgrpquota  options,remounteach le systemwhosefstab entry
hasbeenmodi ed. If the le systemis notin useby ary processuseoneof thefollowing methods:

+ Issuetheumount commandollowed by themount commando remountthe le system.
« Issuethemount -0 remount /home commando remounthe le system.

If the le systemis currentlyin usetheeasiesmethodfor remountinghe le systemis to rebootthe
system.

13.1.3. Creating the Quota Database Files

After eachquota-enablede systemis remountedthe systemis capableof working with disk quo-
tas.However, the le systemitself is not yet readyto supportquotas.The next stepis to run the
quotacheck command.

The quotacheck commandexaminesquota-enablede systemsand builds a table of the current
diskusageper le systemThetableis thenusedto updatethe operatingsystems copy of disk usage.
In addition,the le system$disk quota les areupdated.

To createthe quota les (aquota.user andaquota.group ) onthe le systemusethe-c option
of thequotacheck commandFor example,if userandgroupquotasareenabledor the /home le
systemgcreatethe les in the/home directory:

quotacheck  -cug /home
The-c optionspeci esthatthequota les shouldbecreatedor eachle systemwith quotasenabled,

the-u optionspeci esto checkfor userquotasandthe-g optionspeci esto checkfor groupquotas.

If neitherthe-u or-g optionsarespeci ed,only theuserquota le is createdIf only -g is speci ed,
only thegroupquota le is created.

After the les arecreatedrun thefollowing commando generatehetableof currentdisk usageper
le systemwith quotasenabled:

quotacheck  -avug

Theoptionsusedareasfollows:

« a — Checkall quota-enabledpcally-mountedle systems

- v — Displayverbosestatusnformationasthe quotacheckproceeds
+ u— Checkuserdisk quotainformation

« g — Checkgroupdisk quotainformation
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After quotacheck has nished running,the quota les correspondingo the enabledquotas(user
and/orgroup) are populatedwith datafor eachquota-enabledbcally-mountedle systemsuchas
/home .

13.1.4. Assigning Quotas per User
Thelaststepis assigninghedisk quotaswith theedquota command.
To con gure thequotafor a user asrootin ashellprompt,executethe command:

edquota username

Performthis stepfor eachuserwho needsa quota.For example,if aquotais enabledn /etc/fstab
for the/nome partition (/dev/VolGroup00/LogVol02 ) andthecommandedquota  testuser  is
executedthefollowing is shavn in theeditorcon gured asthedefault for the system:

Disk quotas for user testuser (uid  501):
Filesystem blocks soft hard inodes soft hard
/dev/VolGroup00/LogVol 02 440436 0 0 37418 0 0

; Note

The text editor de ned by the EDITOR environment variable is used by edquota . To change the editor,
set the EDITOR environment variable in your ~/.bash_profile le to the full path of the editor of
your choice.

The rst columnis the nameof the le systemthathasa quotaenabledfor it. The secondcolumn
shavs how mary blocksthe useris currentlyusing. The next two columnsare usedto setsoft and
hardblock limits for the useron the le system.Theinodes columnshavs how mary inodesthe
useris currentlyusing.Thelasttwo columnsareusedto setthe softandhardinodelimits for theuser
onthe le system.

A hardlimit is the absolutemaximumamountof disk spacethata useror groupcanuse.Oncethis
limit is reachedno furtherdisk spacecanbeused.

Thesoftlimit de nesthemaximumamountof disk spacethatcanbe used.However, unlike the hard
limit, the soft limit canbe exceededor a certainamountof time. Thattime is knowvn asthe grace
period Thegraceperiodcanbeexpressedn secondsminutes hours,days,weeks,or months.

If ary of the valuesaresetto 0, thatlimit is not set.In thetext editor changethe desiredimits. For
example:

Disk quotas for user testuser (uid  501):
Filesystem blocks soft hard inodes soft hard
/dev/VolGroup00/LogVol 02 440436 500000 550000 37418 0 0
To verify thatthe quotafor the userhasbeenset,usethecommand:

quota testuser
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13.1.5. Assigning Quotas per Group

Quotascanalsobe assignedn a pergroupbasis.For example,to seta groupquotafor the devel
group(thegroupmustexist prior to settingthe groupquota),usethecommand:

edquota -g devel
This commandlisplaysthe existing quotafor the groupin thetext editor:

Disk quotas for group devel (gid 505):
Filesystem blocks soft hard inodes soft hard
/dev/VolGroup00/LogVol 02 440400 0 0 37418 0 0

Modify thelimits, save the le, andthencon gure thequota.
To verify thatthe groupquotahasbeenset,usethe command:

quota -g devel

13.1.6. Assigning Quotas per File System
To assignquotashasedn each le systemenabledor quotasusethecommand:

edquota -t

Like the otheredquota commandsthis oneopensthe currentquotasfor the le systemin the text
editor:

Grace period before enforcing soft  limits for users:

Time units may be: days, hours, minutes, or seconds
Filesystem Block grace period Inode grace period
/dev/mapper/VolGroup00 -Log Vol 02 7days 7days

Changethe block graceperiod or inode graceperiod, save the changego the le, andexit the text
editor

13.2. Managing Disk Quotas

If quotasareimplementedthey needsomemaintenance— mostly in the form of watchingto see
if the quotasare exceededand making surethe quotasare accurate Of course,if usersrepeatedly
exceedgheir quotasor consistentlyreachesheir softlimits, a systemadministratohasafew choices
to make dependingn whattype of usersthey areandhow muchdisk spacempactstheir work. The
administratorcaneitherhelpthe userdeterminehow to uselessdisk spaceor increasehe users disk
quotaif needed.

13.2.1. Enabling and Disabling

It is possibleto disablequotaswithout settingthemto be 0. To turn all userandgroupquotasoff, use
thefollowing command:

quotaoff  -vaug

If neitherthe-u or-g optionsarespeci ed,only theuserquotasaredisabled!f only -g is speci ed,
only groupquotasaredisabled.
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To enablequotasagain,usethe quotaon commandwith the sameoptions.
For example,to enableuserandgroupquotasfor all le systemsusethefollowing command:

quotaon -vaug
To enablequotasfor aspeci ¢ le systemsuchas/home , usethefollowing command:
quotaon -vug /home

If neitherthe-u or-g optionsarespeci ed,only theuserquotasareenabledIf only -g is speci ed,
only groupquotasareenabled.

13.2.2. Reporting on Disk Quotas

Creatinga disk usagereport entails running the repquota utility. For example, the command
repquota  /home produceghis output:

*** Report for user quotas on device /dev/mapper/VolGroup00- LogVol0 2
Block grace time: 7days; Inode grace time: 7days

Block limits File limits
User used soft hard grace used soft hard grace
root - 36 0 0 4 0 0
kristin - 540 0 0 125 0 0
testuser -- 440400 500000 550000 37418 0 0

To view thedisk usagereportfor all (option-a ) quota-enablede systemsusethecommand:
repquota -a

While thereportis easyto read,a few pointsshouldbe explained.The -- displayedaftereachuser
is aquick way to determinewhetherthe block or inodelimits have beenexceeded|f eithersoftlimit

is exceededa + appearsn placeof thecorresponding ; the rst - representsheblocklimit, andthe
secondepresenttheinodelimit.

Thegrace columnsare normally blank. If a soft limit hasbeenexceededthe columncontainsa
time speci cationequalto the amountof time remainingon the graceperiod.If thegraceperiodhas
expired,none appearsn its place.

13.2.3. Keeping Quotas Accurate

Wheneera le systems notunmountecleanly(dueto a systemcrash for example),it is necessary
to runquotacheck .However, quotacheck canberunonaregularbasis.evenif thesystemhasnot
crashedRunningthe following commandperiodically keepsthe quotasmore accuratethe options
usedhave beendescribedn Section13.1.1EnablingQuotas:

quotacheck  -avug
Theeasiestvayto runit periodicallyis to usecron . Asroot, eitherusethecrontab  -e commando

schedulea periodicquotacheck or placeascriptthatrunsquotacheck in ary oneof thefollowing
directorieg(usingwhichever intenal bestmatches/our needs):

- letc/cron.hourly

« [etc/cron.daily
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« [etc/cron.weekly
« [etc/cron.monthly

The mostaccuratequotastatisticscanbe obtainedwhenthe le system(spanalyzedarenotin actve
use.Thus,the crontaskshouldbe scheduleduringa time wherethe le system(spareusedtheleast.
If thistime is variousfor different le systemswith quotasyun quotacheck for eachle systemat
differenttimeswith multiple crontasks.

Referto Chapter35 AutomatedTasksfor moreinformationaboutcon guring cron .

13.3. Additional Resources

For moreinformationon disk quotasyeferto thefollowing resources.

13.3.1. Installed Documentation

- Thequotacheck ,edquota ,repquota ,quota , quotaon , andquotaoff manpages

13.3.2. Related Books

- RedHat EnterpriseLinux Introductionto SystemAdministation; Red Hat, Inc. — Available at
http://wwwredhat.com/docsind on the DocumentatiorCD, this manualcontainsbackgroundn-
formationonstoragemanagemer(includingdisk quotasfor nev RedHat EnterpriseLinux system
administrators.
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Access Control Lists

Files and directorieshave permissionsetsfor the owner of the le, the group associatedvith the
le, andall otherusersfor the system However, thesepermissiorsetshave limitations. For example,
different permissionscannotbe con gured for different users.Thus, AccessControl Lists (ACLS)
wereimplemented.

The Red Hat EnterpriseLinux 4 kernel provides ACL supportfor the ext3 le systemand NFS-
exported le systemsACLs arealsorecognizednext3 le systemsaccessetlia Samba.

Along with supportin the kernel,the acl packages requiredto implementACLs. It containsthe
utilities usedto add,modify, remove, andretrievze ACL information.

Thecp andmvcommandgopy or move ary ACLs associatedvith les anddirectories.

14.1. Mounting File Systems

BeforeusingACLsfor a le or directory thepartitionfor the le or directorymustbe mountedwith
ACL supportlf it isalocalext3 le systemjt canmountedwith thefollowing command:

mount -t ext3 -0 acl <device-name > < partition >

For example:
mount -t ext3 -o acl /dev/VolGroup00/LogVol02 Iwork
Alternatively, if the partitionis listedin the /etc/fstab le, theentryfor the partition caninclude

theacl option:
LABEL=/work Iwork ext3 acl 12

If anext3 le systemis accessedia Sambaand ACLs have beenenabledfor it, the ACLs arerec-
ognizedbecaus&Sambahasbeencompiledwith the --with-acl-support option.No special ags
arerequiredwhenaccessing@r mountinga Sambashare.

14.1.1. NFS

By default, if the le systembeingexportedby anNFSsener supportsACLs andthe NFSclientcan
readACLs, ACLs areutilized by theclient system.

To disable ACLs on NFS shareswhen con guring the sener, include the no_acl option in the
letclexports le. To disableACLs on an NFS sharewhenmountingit on a client, mountit with
theno_acl optionviathecommandine or the/etc/fstab le.

14.2. Setting Access ACLs

Therearetwo typesof ACLs: accesACLsanddefaultACLs An acces#CL is theaccessontrollist
for aspecic le ordirectory A default ACL canonly be associatedvith a directory;if a le within
the directory doesnot have an accessACL, it usesthe rulesof the default ACL for the directory
Default ACLs areoptional.
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ACLscanbecon gured:

1. Peruser

2.Pergroup

3. Via the effective rightsmask

4. For usersnotin theusergroupfor the le
Thesetfacl  utility setsACLsfor les anddirectoriesUsethe-m optionto addor modify the ACL
of a le ordirectory:

setfacl -m <rules > <files >

Rules(<rules >) mustbespeci edin thefollowing formats.Multiple rulescanbespeci edin the
samecommandf they areseparatetby commas.

u: < uid >: < perms >
Setsthe accessACL for a user The usernameor UID may be speci ed. The usermay be ary
valid useron the system.

g: <gid >: < perms >
SetstheaccessACL for a group.The groupnameor GID may be speci ed. The groupmay be
ary valid grouponthesystem.

m:< perms >
Setstheeffective rightsmask.Themaskis the union of all permission®f the owning groupand
all of theuserandgroupentries.

0: < perms >
SetstheaccesACL for usersotherthanthe onesin thegroupfor the le.

White spaces ignored.Permissiong< perms > ) mustbe a combinationof the characters , w, and
x for read,write, andexecute.

If a le ordirectoryalreadyhasanACL, andthesetfaci commands usedtheadditionalrulesare
addedto theexisting ACL or theexisting rule is modi ed.

For example,to give readandwrite permissiongo userandrius:
setfacl -m u:andrius:rw Iproject/somefile

To remove all the permissiondor a user group,or others,usethe -x optionanddo not specifyary
permissions:

setfacl -x <rules > <files >
For example,to remove all permissiongrom theuserwith UID 500:

setfacl -X u:500 /project/somefile
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14.3. Setting Default ACLs

To setadefault ACL, addd: beforetherule andspecifyadirectoryinsteadof a le name.

For example to setthedefault ACL for the/share/  directoryto readandexecutefor usersnotin the
usergroup(anaccesACL for anindividual le canoverrideit):

setfacl -m d:oirx  /share

14.4. Retrieving ACLs

To determingtheexisting ACLsfor a le or directory usethegetfaci command:
getfacl < filename >
It returnsoutputsimilar to the following:

# file: file

# owner: andrius
# group: andrius
user::rw-
user:smoore:r--
group::ir--
mask::r--

other::r--

If adirectoryis speci ed,andit hasadefault ACL, thedefault ACL is alsodisplayedsuchas:

# file: file

# owner: andrius
# group: andrius
user::rw-
user:smoore:r--
group::ir--

mask::r--

other::r--
default:user::rwx
default:user:andrius:rwx
default:group::r-x
default:mask::rwx
default:other::r-x

14.5. Archiving File Systems With ACLs

&Warning

The tar and dump commands do not backup ACLs.

Thestar utility is similartothetar utility in thatit canbeusedio generatarchivesof les; however,
someof its optionsare different. Referto Table14-1 for a listing of morecommonlyusedoptions.
For all availableoptions,referto thestar manpageThestar packages requiredto usethis utility.
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Option Description
- Createsanarchie le.
-n Do notextractthe les; usein conjunctionwith -x to

shav whatextractingthe les does.

-r Replacesles in thearchive. The les arewrittento the
endof thearchie le, replacingary les with thesame
pathand le name.

-t Displaysthe contentsof thearchie le.

-u Updateghearchie le. The les arewrittento theendof
thearchve if they donotexist in thearchie or if the les
arenewer thanthe les of thesamenamein thearchie.
This optiononly work if thearchiveisa le oran
unblocled tapethatmaybackspace.

X Extractsthe les from thearchive. If usedwith -U anda
le in thearchie is olderthanthe correspondinge on
the le systemthe le is notextracted.

-help Displaysthe mostimportantoptions.
-xhelp Displaystheleastimportantoptions.
-/ Do notstrip leadingslashegrom le namesvhen

extractingthe les from anarchive. By default, they are
stripedwhen les areextracted.

-acl Whencreatingor extracting,archie or restoreary ACLs
associatedvith the les anddirectories.

Table 14-1.Command Line Options for star

14.6. Compatibility with Older Systems

If anACL hasbeensetonary le onagiven le systemthat le systemhastheext_attr  attribute.
This attribute canbe seenusingthe following command:

tune2fs -l < filesystem-device >

A le systemthathasacquiredtheext_attr  attribute canbe mountedwith olderkernels,but those
kernelsdo notenforceary ACLs which have beenset.

Versionof thee2fsck utility includedin versionl.22andhigherof thee2fsprogs  packagédinclud-
ing theversionsin RedHat EnterpriseLinux 2.1 and4) canchecka le systemwith the ext_attr
attribute. Olderversionsrefuseto checkit.

14.7. Additional Resources

Referto thefollow resourcegor moreinformation.

14.7.1. Installed Documentation

- acl manpage— Descriptionof ACLs
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- getfacl manpage— Discusse$iow to get le accessontrollists
- setfacl manpage— Explainshow to set le acceszontrollists
- star manpage— Explainsmoreaboutthestar utility andits mary options

14.7.2. Useful Websites

« http://acl.bestbits.at— Websitefor ACLs
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lll. Package Management

All software on a Red Hat EnterpriseLinux systemis divided into RPM packagesvhich canbe
installed,upgradedor removed. This partdescribesow to managehe RPM package®n a RedHat
EnterpriseLinux systemusinggraphicalandcommandine tools.

Table of Contents

15. PackageManagementwith RPM ..
16. PackageManagementTool
17.RedHat Network







Chapter 15.
Package Management with RPM

The RPM PackageManager{RPM) is anopenpackagingsystem availablefor anyoneto use,which
runson RedHat EnterpriseLinux aswell asotherLinux andUNIX systemsRedHat, Inc. encourages
othervendorsto useRPM for their own productsRPM is distributableunderthetermsof the GPL.

For theenduser RPM malessystemupdatesasy Installing, uninstalling,andupgradingRPM pack-
agescan be accomplishedvith shortcommandsRPM maintainsa databasef installed packages
andtheir les, soyou caninvoke powerful queriesandveri cations on your system If you prefera
graphicalinterface,you canusethe PackageManagementTool to performmary RPM commands.
Referto Chapterl6 Padkage ManagementTool for details.

During upgradesRPM handlescon guration les carefully sothatyou never loseyour customiza-
tions— somethinghatyou cannotaccomplishwith regular.tar.gz  les.

For thedeveloper RPM allows youto take softwaresourcecodeandpackaget into sourceandbinary
packagedor end users.This processis quite simpleandis driven from a single le and optional
patcheghatyou create.This cleardelineationbetweenpristine sourcesandyour patchesalongwith

build instructionseaseshe maintenancef the packageasnew versionsof the softwarearereleased.

; Note

Because RPM makes changes to your system, you must be root to install, remove, or upgrade an
RPM package.

15.1. RPM Design Goals

To understandhow to useRPM, it canbe helpfulto understandRPM's designgoals:

Upgradability

Using RPM, you canupgradeindividual componentof your systemwithout completelyrein-
stalling. Whenyou get a new releaseof an operatingsystembasedon RPM (suchas RedHat
Enterprise.inux), youdonotneedo reinstallonyourmachingasyoudowith operatingsystems
basedn otherpackagingsystems)RPM allows intelligent, fully-automatedjn-placeupgrades
of yoursystemCon guration les in packagesrepreseredacrosupgradessoyoudonotlose
your customizationsT hereareno specialupgradeles neededo upgradeapackagéecausehe
sameRPM le is usedto installandupgradethe packageon your system.

Powerful Querying

RPM s designedo provide powerful queryingoptions.You cando searcheshroughyour entire
databasdor packager just for certain les. You canalsoeasily nd outwhatpackagea le
belongsto andfrom wherethe packagecame.The les anRPM packagecontainsarein acom-
pressedarchie, with a custombinary headercontainingusefulinformationaboutthe package
andits contentsallowing youto queryindividual packagesjuickly andeasily

SystemVeri cation

Anotherpowerful featureis theability to verify packageslf you areworriedthatyou deletedan
important le for somepackagevyerify the packageYou arenoti ed of ary anomaliesAt that
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point, you canreinstallthe packagdf necessaryAny con guration les thatyou modi ed are
preseredduringreinstallation.

PristineSources

A crucial designgoal wasto allow the useof "pristine" software sourcesasdistributed by the
originalauthorsof the software.With RPM, you have the pristinesourceslongwith ary patches
thatwereused pluscompletebuild instructions This is animportantadantagefor several rea-
sons For instancejf anew versionof a programcomesout, you do not necessariljhave to start
from scratchto getit to compile. You canlook at the patchto seewhatyou might needto do.
All the compiled-indefaults,andall of the changeghatweremadeto getthe softwareto build
properly areeasilyvisible usingthis technique.

The goal of keepingsourcespristine may only seemimportantfor developers,but it resultsin
higherquality softwarefor enduserstoo.

15.2. Using RPM

RPM has ve basicmodesof operation(not countingpackagebuilding): installing, uninstalling,up-
grading,querying,andverifying. This sectioncontainsan overvien of eachmode.For completede-
tailsandoptions,try rpm --help  orreferto Section15.5Additional Resoucesfor moreinformation
onRPM.

15.2.1. Finding RPM Packages

Before usingan RPM, you mustknow whereto nd them.An Internetsearchreturnsmary RPM
repositoriesput if you arelooking for RPM packagesuilt by Red Hat, they canbe found at the
following locations:

« TheRedHatEnterpriseLinux CD-ROMs

- TheRedHatErrataPageavailableat http://wwwredhat.com/apps/supplertata/

+ A RedHatFTP Mirror Siteavailableat http://wwwredhat.com/denloadmirror.html

- RedHatNetwork — Referto Chapterl7 RedHat Networkfor moredetailson RedHat Network

15.2.2. Installing

RPM packagegypically have le nameslike foo-1.0-1.i386.rpm . The le nameincludesthe
packagename(foo ), version(1.0 ), releasg1), andarchitecturgi3gé ). To install a packagelog in
asrootandtypethefollowing commandat a shellprompt:

rpm -Uvh foo-1.0-1.i386.rpm
If installationis successfulthefollowing outputis displayed:

Preparing... R R [100%)
1:foo HitH# w4 [100%)

As you cansee RPM prints out the nameof the packageandthenprints a successiomf hashmarks
asthepackages installedasaprogressneter

The signatureof a packages checled automaticallywheninstalling or upgradinga package The
signaturecon rms thatthe packagevassignedby anauthorizedparty For example,if theveri cation
of the signaturefails, anerrormessagsuchasthefollowing is displayed:
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error: V3 DSA signature: BAD, key ID 0352860f
If it is anew, headenly, signatureanerrormessagsuchasthefollowing is displayed:
error: Header V3 DSA signature: BAD, key ID 0352860f

If youdo nothave theappropriatekey installedto verify thesignaturethemessageontaingheword
NOKEYsuchas:

warning: V3 DSA signature: NOKEY, key ID 0352860f

Referto Section15.3Cheding a Package's Signatue for moreinformationon checkinga packages
signature.

&Warning

If you are instaling a kernel package, you should use rpm -ivh instead. Refer to
Chapter 37 Manually Upgrading the Kernel for details.

Installingpackagess designedo be simple,but you may sometimeseeerrors.

15.2.2.1. Package Alread y Installed
If the packageof thesameversionis alreadyinstalled thefollowing is displayed:

Preparing...

HHtH R T S A [100%)
package foo-1.0-1 is already installed

If the sameversionyou aretrying to install is alreadyinstalled,andyou ewantto install the package
arnyway, you canusethe--replacepkgs  option,whichtells RPMto ignoretheerror:
rpm -ivh  --replacepkgs foo-1.0-1.i386.rpm

This optionis helpfulif les installedfrom the RPM weredeletedor if youwanttheoriginal con g-
uration les from theRPMto beinstalled.

15.2.2.2. Conicting Files

If you attemptto install a packagethat containsa le which hasalreadybeeninstalledby another
packageor anearlierversionof the samepackagethefollowing is displayed:

Preparing... R R [100%)]
file  /usr/bin/foo from install of foo-1.0-1 conflicts with file  from package bar-2.0.20
To make RPM ignorethis error, usethe --replacefiles option:

rpm -ivh  --replacefiles foo-1.0-1.i386.rpm
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15.2.2.3. Unresolved Dependenc y

RPM packagegan,essentiallydependon otherpackagesywhich meanghatthey requireotherpack-
agedo beinstalledto runproperly If youtry toinstallapackagevhichhasanunresoleddependeng
outputsimilarto thefollowing is displayed:

error: Failed dependencies:
bar.so0.2 is needed by foo-1.0-1
Suggested resolutions:
bar-2.0.20-3.i386.rpm

If youareinstallinga packagdrom the RedHat Enterprise_inux CD-ROM set,it usuallysuggesthe
package(sheededo resohethedependenc Findthesuggestegackage(spntheRedHatEnterprise
Linux CD-ROMs or from the RedHat FTP site (or mirror), andaddit to thecommand:

rpm -ivh  foo-1.0-1.i386.rpm bar-2.0.20-3.i386.rpm

If installationof both packagess successfulputputsimilar to thefollowing is displayed:

Preparing... R S [100%)
1:foo : HHHHHHHHEHHEHHIEE R R [ 50%)
2:bar S [100%)]

If it doesnot suggesta packageto resolhe the dependeng you cantry the --redhatprovides
optionto determinewhich packagecontainsherequired le. You needthe rpmdb-redhat  package
installedto usethis option.

rpm -q --redhatprovides bar.so0.2

If the packagethatcontainsbar.so.2 isin theinstalleddatabasérom therpmdb-redhat  package,
the nameof the packagas displayed:

bar-2.0.20-3.i386.rpm

Toforcetheinstallationaryway (whichis notrecommendesdincethe packagamaynotruncorrectly),
usethe--nodeps option.

15.2.3. Uninstalling

Uninstallinga packageis just as simple as installing one. Type the following commandat a shell
prompt:

rpm -e foo

; Note

Notice that we used the package name foo, not the name of the original package le
fo0-1.0-1.i386.r pm To uninstall a package, replace foo with the actual package name of the
original package.

You canencountea dependenc error whenuninstallinga packagef anotherinstalledpackagede-
pendsontheoneyou aretrying to remaove. For example:
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error: Failed dependencies:
foo is needed by (installed) bar-2.0.20-3.i386.rpm

To causeRPM to ignorethis erroranduninstallthe packagearyway, which may breakthe package
dependingnit, usethe--nodeps option.

15.2.4. Upgrading

Upgradinga packages similar to installingone. Typethefollowing commandat a shellprompt:
rpm -Uvh foo0-2.0-1.i386.rpm

As partof upgradinga packageRPM automaticallyuninstallsary old versionsof thefoo packageln
fact,youmaywantto alwaysuse-U to install packagesvhichworksevenwhenthereareno previous
versionsof the packagenstalled.

@,

You don't want to use the -U option for installing kernel packages because RPM replaces the previous
kernel package. This does not affect a running system, but if the new kernel is unable to boot during
your next restart, there would be no other kernel to boot instead.

Using the -i option adds the kernel to your GRUB boot menu (/etc/grub.conf ). Similarly, removing
an old, unneeded kernel removes the kernel from GRUB.

BecauseRPM performsintelligent upgradingof packagesvith con guration les, you may seea
messagéike thefollowing:

saving /etc/foo.conf as /etc/foo.conf.rpmsave

This messageneanghatyour changego the con guration le maynot be forward compatiblewith
the new con guration le in the packageso RPM saved your original le andinstalleda new one.
You shouldinvestigatethe differencesbetweerthe two con guration les andresole themassoon
aspossible to ensurethatyour systemcontinueso function properly

Upgradingis really a combinationof uninstallingandinstalling, soduringan RPM upgradeyou can
encountewuninstallingandinstalling errors,plus onemore.lf RPM thinksyou aretrying to upgrade
to a packagewith anolder versionnumberthe outputis similar to the following:
package foo-2.0-1 (which is newer than foo-1.0-1) is already installed

To force RPM to upgradearnyway, usethe --oldpackage  option:

rpm -Uvh --oldpackage foo-1.0-1.i386.rpm

15.2.5. Freshening

Freshening packages similarto upgradingone. Typethefollowing commandata shellprompt:
rpm -Fvh foo-1.2-1.i386.rpm

RPM's freshenoption checksthe versionsof the packagespeci ed onthe commandine againsthe

versionsof packageghat have alreadybeeninstalledon your system.Whena newer versionof an
already-installeghackages processedby RPM's freshenoption, it is upgradedo the newer version.
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However, RPM's freshenoption doesnot install a packagef no previously-installedpackageof the
samenameexists. This differs from RPM's upgradeoption, as an upgradedoesinstall packages,
whetheror notanolderversionof the packagevasalreadyinstalled.

RPM's freshenoption works for single package®r packagegroups.If you have just dovnloadeda
large numberof differentpackagesandyou only want to upgradethosepackageghat are already
installedon your systemfresheningloesthejob. If you usefresheningyoudo nothave to deleteary

unwantedpackagesrom the groupthatyou downloadedbeforeusingRPM.

In this casejssuethe following command:
rpm -Fvh  *.rpm

RPM automaticallyupgrade®nly thosepackageshatarealreadyinstalled.

15.2.6. Querying
Usetherpm -g commando querythe databasef installedpackagesTherpm -g foo command
displaysthe packagename version,andreleasenumberof theinstalledpackagefoo :

foo-2.0-1

; Note

To query a package, replace foo with the actual package name.

Insteadof specifyingthe packagename,usethe following optionswith -q to specifythe package(s)
youwantto query Thesearecalled Padage SelectiorOptions

- -a queriesall currentlyinstalledpackages.

- f <file > queriesthepackagevhichowns<file >.Whenspecifyinga le, you mustspecify
thefull pathof the le (for example,/bin/ls ).
+ -p <packagefle > querieghepackages< packagefile >.

Thereare a numberof waysto specify what information to display aboutqueriedpackagesThe
following optionsare usedto selectthe type of informationfor which you are searchingTheseare
calledInformationQueryOptions

- -i displayspackageanformationincludingname descriptionyeleasesize,build date,install date,
vendor andothermiscellaneouformation.

-1 displaysthelist of les thatthe packagecontains.

-s displaysthe stateof all the les in the package.
- -d displaysalist of les markedasdocumentatioffmanpagesinfo pagesREADMEs, etc.).

- -c displaysa list of les marked ascon guration les. Thesearethe les you changeafterin-
stallationto adaptthe packageto your system(for example,sendmail.cf , passwd , inittab
etc.).

For the optionsthatdisplaylists of les, add-v to thecommando displaythelistsin a familiar Is
-1 format.
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15.2.7. Verifying

Verifying a packagecomparesnformation about les installedfrom a packagewith the samein-
formationfrom the original package Among otherthings, verifying compareghe size, MD5 sum,
permissionstype,owner, andgroupof eachle.

Thecommandpm -V veri es a packageYou canuseary of the Padage Verify Optionslisted for
queryingto specifythe packagegouwishto verify. A simpleuseof verifyingis rpm -V foo , which
veri es thatall the les in thefoo packageareasthey werewhenthey wereoriginally installed.For
example:

- To verify apackagecontaininga particular le:
rom -Vf /usr/bin/vim

- Toverify ALL installedpackages:

rpm -Va

- Toverify aninstalledpackageagainstanRPM packagele:
rpm -Vp foo-1.0-1.i386.rpm

Thiscommandcanbe usefulif you suspecthatyour RPM databasearecorrupt.

If everythingveri ed properly thereis no output.|f thereareary discrepancieshey aredisplayed.
Theformatof the outputis a string of eightcharacterga c denotesacon guration le) andthenthe
le name.Eachof the eightcharacterslenoteshe resultof a comparisorof oneattritute of the le
to thevalueof thatattribute recordedn theRPM databaseA singleperiod(. ) meanghetestpassed.

Thefollowing characterslenotefailure of certaintests:

« 5 — MD5 checksum

+ S— le size

+ L — symboliclink

« T— le modi cation time

« D— device
« U—user
« G—group

+ M— mode(includespermissionsand le type)
+ ? —unreadablele

If you seeary output, useyour bestjudgmentto determineif you shouldremove or reinstall the
packagepr x theproblemin anothemway.

15.3. Checking a Package's Signature

If you wish to verify that a packagehasnot beencorruptedor tamperedwith, examine only the
md5sumby typing the following commandat a shellprompt(< rpm-file > with le nameof the
RPM package):

rpm -K --nosignature < rpm-file >

Themessage rpm-file  >: md5 OKis displayed.This brief messageneansthatthe le wasnot
corruptedby thedownload.To seeamoreverbosemessageeplace-K with -Kvv in thecommand.

Ontheotherhand how trustworthy is thedeveloperwho created¢hepackage ™ thepackages signed
with the developers GnuPGkey, you know thatthe developerreally is who they saythey are.
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An RPM packageanbe signedusingGnuPrivacy Guard (or GnuPG)to helpyou malke certainyour
downloadedpackagses trustworthy.

GnuPGis atool for securecommunicationit is a completeandfree replacementor the encryption
technologyof PGR anelectronicprivagy program.With GnuPG you canauthenticatehe validity of
documentsandencrypt/decryptiatato andfrom otherrecipients GnuPGis capableof decryptingand
verifying PGP5.x les aswell.

Duringinstallation,GnuPGis installedby default. Thatway you canimmediatelystartusingGnuPG
to verify ary packageshatyou receve from RedHat. First, you mustimport RedHat's public key.

15.3.1. Importing Keys

To verify RedHat packagesyou mustimportthe RedHat GPGkey. To do so,executethe following
commandatashellprompt:

rpm --import lusr/share/rhn/RPM-GPG-KEY

To displayallist of all keys installedfor RPM veri cation, executethe command:
TpPm -ga  gpg-pubkey*

For the RedHat key, the outputincludes:

gpg-pubkey-db42a60e-37ea 5438

To displaydetailsabouta speci c key, userpm -gi followed by the outputfrom the previous com-
mand:

rpm -gi  gpg-pubkey-db42a60e-37e  a5438

15.3.2. Verifying Signature of Packages
To checkthe GnuPGsignatureof an RPM le after importing the builder's GnuPGkey, usethe
following commandreplace< rpm-file > with lename of the RPM package):

rpm -K < rpm-file >

If all goeswell, thefollowing messagés displayed:md5 gpg OK Thatmeanshat the signatureof
the packagehasbeenveri ed andthatit is notcorrupt.

15.4. Impressing Your Friends with RPM

RPM is a usefultool for both managingyour systemanddiagnosingand xing problems.The best
way to make senseof all of its optionsis to look at someexamples.

- Perhaps/ou have deletedsome les by accidentbut you arenot surewhatyou deleted.To verify
your entiresystemandseewhatmight be missing,you couldtry thefollowing command:
rom -Va

If someles aremissingor appeato have beencorruptedyou shouldprobablyeitherre-installthe
packageor uninstallandthenre-installthe package.



Chapter 15. PackageManagementwith RPM 119

- At somepoint,you might seea le thatyou do notrecognizeTo nd outwhich packageownsit,
enter:
rpm -gf  /usr/bin/ggv

Theoutputwould look like thefollowing:
ggv-2.6.0-2

- We cancombinethe above two examplesin the following scenarioSayyou arehaving problems
with /usr/bin/paste . Youwould like to verify the packagethatownsthat program,but you do
not know which packageownspaste . Enterthefollowing command,
rpm -Vf /usr/bin/paste

andtheappropriatgpackages veri ed.

- Doyouwantto nd out moreinformationabouta particularprogram?You cantry the following
commando locatethe documentationvhich camewith the packagehatownsthatprogram:
rom -qdf /usr/bin/free

Theoutputwould be similar to the following:

lusr/share/doc/procps-3 .2. 3/BUGS
lusr/share/doc/procps-3 2. 3IFAQ
Jusr/share/doc/procps-3 .2. 3INEWS
Jusr/share/doc/procps-3 .2. 3)lTODO
lusr/share/man/manl/fre el gz
usr/share/man/manl/pgr ep. 1.gz
lusr/share/man/man2/pki . 1lgz
lusr/share/man/manl/pma p.1.9z
lusr/share/man/manl/ps. 19z
/usr/share/man/man2/ski . 1lgz
usr/share/man/manl/sla bto p.1. gz
lusr/share/man/manl/sni ce. 1.gz
Jusr/share/man/manl/tlo ad. 1.9z
lusr/share/man/manl/top 1. gz
lusr/share/man/man1/upt ime.l.g z
lusr/share/man/manl/w.1 .9z
lusr/share/man/manl/wat ch. 1.gz
/usr/share/man/man5/sys ctl .con f5. gz
/usr/share/man/man8/sys ctl .8.g z

lusr/share/man/man8/vms tat .8.9 z

« Youmay nd anen RPM,but youdonotknow whatit does.To nd informationaboutit, usethe
following command:
rpm -gip  crontabs-1.10-7.noarch.rp m

Theoutputwould besimilar to thefollowing:

Name : crontabs Relocations: (not relocatable)

Version : 110 Vendor: Red Hat, Inc.

Release 7 Build Date: Mon 20 Sep 2004 05:58:10 PM EDT
Install Date: (not installed) Build Host: tweety.build.redhat.com
Group : System Environment/Base Source RPM: crontabs-1.10-7.src.rpm

Size : 1004 License: Public  Domain

Signature : DSA/SHA1, Wed 05 Jan 2005 06:05:25 PM EST, Key ID 219180cddb42a60e
Packager : Red Hat, Inc. < http://bugzilla.redhat.c om/bugzill a>

Summary : Root crontab files used to schedule the execution of programs.
Description

The crontabs package contains root crontab files. Crontab is the

program used to install, uninstall, or list the tables used to drive the

cron daemon. The cron daemon checks the crontab files to see when

particular commands are scheduled to be executed. If commands are

scheduled, then it executes them.

- Perhapyounow wantto seewhat les thecrontabs RPMinstalls.Youwould enterthefollowing:
rom -glp  crontabs-1.10-5.noarch.rp m
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Theoutputis similar to the following:
letc/cron.daily

letc/cron.hourly

/etc/cron.monthly

letc/cron.weekly

[etc/crontab

lusr/bin/run-parts

Thesearejustafew examples As you useit, youwill nd mary moreusesfor RPM.

15.5. Additional Resour ces

RPMis anextremelycomplex utility with mary optionsandmethoddor querying,installing,upgrad-
ing, andremaving packagesRkeferto thefollowing resources$o learnmoreaboutRPM.

15.5.1. Installed Documentation

« rpm --help — Thiscommandlisplaysa quick referenceof RPM parameters.

« man rpm — The RPM manpagegivesmoredetailaboutRPM parametershanthe rpm --help
command.

15.5.2. Useful Websites

« http://wwwrpm.og/ — The RPM website.

« http://wwwredhat.com/mailmaligtinfo/rpm-list — The RPM mailing list is archived here.To
subscribesendmail to <rpm-list-request@redhat.com > with the word subscribe  in the
subjectine.

15.5.3. Related Books

- RedHat RPM Guideby Eric FosterJohnsonWiley, John& Sons,Incorporated— This bookis a
comprehense guideto RPM, from installing packageo building RPMs.
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Package Management Tool

During installation,a default setof software packagesreinstalled.Becausepeopleusetheir com-
putersdifferently usersmight want to install or remove packagesfter installation. The Package
ManagementTool allows usersto performtheseactions.

TheX Window Systemis requiredto runthe PackageManagementTool. To starttheapplicationgo
to Applications (the main menuon the panel)=> SystemSettings=> Add/Remove Applications,
or typethe commandsystem-config-packages atshellprompt.

The sameinterfaceautomaticallyappearsvhenyou insertthe RedHat EnterpriseLinux CD #1 into
your computer

Figure 16-1.PackageManagementTool

The interfacefor this applicationis similar to the one usedfor individual packageselectionduring
installation. Packagesare divided into packagegroups,which containa list of standad padages
and extra padages that sharecommonfunctionality For example,the Graphical Internet group
containsa Webbrowser emailclient,andothergraphicalprogramsausedto connectedo the Internet.
The standardpackagegannot be selectedor removal unlessthe entire packagegroupis removed.
The extra packagesre optionalpackageshat canbe selectedor installationor removal, aslong as
the packagegroupis selected.

The main window shaws a list of packagegroups.If the packagegroup hasa checkmarkin the

checkboxbesideit, packages$rom thatgrouparecurrentlyinstalled.To view theindividual packages
list for agroup,click the Detailslink besideit. Individual packagesvith acheckmarlbesidethemare

currentlyinstalled.
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16.1. Installing Packages

To install standarcpackage$rom a packagegroupthatis not currentlyinstalled,checkthe checkbox
besidethatpackagegroup.To customizethe packageso beinstalledwithin agroup,click the Details
link besideit. Thelist of standardandextra packagess displayedasshavn in Figure16-2 Clicking
on the packagenamedisplaysthe disk spacerequiredto install the packageat the bottom of the
window. Checkingthe checkboxbesidethe packagenamemarksit for installation.

You canalsoselectindividual packages$rom alreadyinstalledpackagegroupsby clicking the Details
link andcheckingary of the extra packagesot alreadyinstalled.

Figure 16-2.Individual PackageSelection

After selectingpackagegroupsandindividual packageso install, click the Update buttononthemain

window. Informationsuchasthe numberof packagedo be installedandthe amountof disk space
requiredto install the packagesaswell asary packagedependenciess displayedin a summary
window. If thereare packagedependencieshey are automaticallyaddedto the list of packageso

install. Click the Shov Details buttonto view the completdist of packageso beinstalled.

Figure 16-3.Packagelnstallation Summary

Click Continue to startthe installationprocessWhenit is nished, an Update Complete message
appears.
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@,

If you use Nautilus to manage the les and directories on your computer, you can also use it to install
packages. In Nautilus , go to the directory that contains an RPM package (they usually end in .rpm ),
and double-click on the RPM icon.

16.2. Removing Packages

To remove all the packagesnstalledwithin a packagegroup,uncheckthe checkboxbesideit. To
remove individual packagesglick the Details button besidethe packagegroupanduncheckheindi-
vidual packages.

Whenyouare nished selectingpackageso remove, click the Update buttonin themainwindow. The
applicationcomputeghe amountof freeddisk spaceaswell asthe software packagedependencies.
If otherpackageslependnthepackagegou selectedo remove, they areautomaticallyaddedo the
list of packageso be removed. Click the Shaw Details buttonto view thelist of completepackages
to beremoved.

Figure 16-4.PackageRemoval Summary

Click Continue to startthe removal processWhenit is nished, an Update Complete message
appears.

@,

You can combine the installation and removal of packages by selecting package groups/packages
to be installed/removed and then clicking Update. The Completed System Preparation window
displays the number of packages to be installed and removed.



124 Chapter 16. PackageManagementTool



Chapter 17.
Red Hat Network

RedHatNetwork is anInternetsolutionfor managingoneor moreRedHat EnterpriseLinux systems.
All SecurityAlerts, Bug Fix Alerts, and Enhancemenélerts (collectively knowvn as ErrataAlerts)
canbe downloadeddirectly from RedHat usingthe Red Hat Update Agent standalonepplication
or throughthe RHN websiteavailableat https://rhn.redhat.com/.

Figure17-1.Your RHN

RedHat Network savesyoutime becausgou receve emailwhenupdatedackagesrereleasedYou
do not have to searchthe Webfor updatedpackage®r securityalerts.By default, RedHat Network
installsthe packagesswell. You do not have to learnhow to use RPM or worry aboutresolving
softwarepackagelependenciesRHN doesit all.

RedHat Network featuresnclude:

- ErrataAlerts— learnwhenSecurityAlerts, Bug Fix Alerts,andEnhancemenilerts areissuedor
all thesystemsn your network
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Figure 17-2.Relevant Errata

- Automaticemail noti cations — Receve an email noti cation whenan ErrataAlert is issuedfor
your system(s)

+ ScheduleErrataUpdates— Schedulelelivery of ErrataUpdates

- Packageinstallation— Schedulepackagenstallationon one or more systemswith the click of a
button

- RedHat Update Agent — Usethe Red Hat Update Agent to downloadthelatestsoftware pack-
agesfor your system(with optionalpackagenstallation)

- Red Hat Network website— Managemultiple systems,dowvnloadedindividual packagesand
scheduleactionssuchasErrataUpdatesghrougha securé/Neb brovserconnectiorfrom ary com-
puter

@Caution

You must activate your Red Hat Enterprise Linux product before registered your system with Red Hat
Network to make sure your system is entitled to the correct services. To activate your product, go to:

http://www.redha t.c om/apps/ activ ate /

After actiating your product,registerit with Red Hat Network to receve ErrataUpdates.The reg-
istration procesgyathersnformationaboutthe systemthatis requiredto notify you of updatesFor
example,alist of packagesnstalledon the systemis compiledsoyou areonly noti ed aboutupdates
thatarerelevantto your system.

The rst time the systemis booted,the Setup Agent promptsyou to register If you did not register
then,selectApplications (the main menuon the panel)=> SystemTools => Red Hat Network on
yourdesktopto starttheregistrationprocessAlternately executethecommandip2date  from ashell
prompt.
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Figure 17-3.Registeringwith RHN

After registering,useoneof thefollowing methoddo startreceving updates:

+ SelectApplications (themainmenuonthepanel)=> SystemTools=> Red Hat Network onyour
desktop

« Executethecommandip2date from ashellprompt
- Usethe RHN websiteat https://rhn.redhat.com/
For moredetailedinstructionsyeferto the documentatiorvailableat:

http://www.redhat.com/docs/manuals/RHNetwork/

©-

Red Hat Enterprise Linux includes the Red Hat Network Alert Noti cation Tool, a convenient panel
icon that displays visible alerts when there is an update for your Red Hat Enterprise Linux system.
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IV. Network-Related Con guration

After explaining how to con gure the network, this partdiscussesopicsrelatedto networking such
ashow to allow remotelogins,shareles anddirectoriesover thenetwork, andsetup a Websener.
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Chapter 18.
Network Con guration

To communicatewith othercomputerscomputersnusthave a network connectionThis is accom-
plishedby having the operatingsystemrecognizeaninterfacecard(suchasEthernet|SDN modem,
or tokenring) andcon guring theinterfaceto connecto the network.

The Network Administration Tool canbe usedto con gure the following typesof network inter
faces:

- Ethernet

- ISDN

- modem

« xDSL

. tokenring

. CIPE

- wirelessdevices

It can also be usedto con gure IPsec connections,manageDNS settings,and managethe
letc/hosts le usedto storeadditionalhostnamesandIP addresgombinations.

To usetheNetwork Administration Tool, you musthave root privileges.To starttheapplicationgo

to the Main Menu Button (on the Panel)=> SystemSettings=> Network, or type the command
system-config-network at a shell prompt(for example,in an XTerm or a GNOME terminal).

If youtypethecommandthegraphicalversionis displayedf X is running;otherwisethetext-based
versionis displayed.

To usethe commandine version,executethe commandsystem-config-network-cmd --help
asrootto view all of theoptions.

Figure 18-1.Network Administration Tool

If you prefermodifying the con guration les directly, referto the RedHat EnterpriseLinux Refer
enceGuidefor informationon their locationsandcontents.
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@,

Use the Red Hat Hardware Compatibility List (http://hardware.redhat.com/hcl/) to determine if Red
Hat Enterprise Linux supports your hardware device.

18.1. Overview

To con gure a network connectiorwith the Network Administration Tool, performthe following
steps:

1. Add anetwork device associatedavith the physicalhardvaredevice.
2. Add the physicalhardwaredevice to the hardwarelist, if it doesnotalreadyexist.
3. Con gure thehostnamendDNS settings.
4. Con gure ary hoststhatcannotbelooked up throughDNS.
This chapterdiscussegachof thesestepsfor eachtype of network connection.

18.2. Establishing an Ethernet Connection

To establistanEthernetonnectionyouneedanetwork interfacecard(NIC), anetwork cable(usually
aCATS5 cable),andanetwork to connecto. Differentnetworksarecon guredto usedifferentnetwork
speedsmale sureyour NIC is compatiblewith the network to which you wantto connect.

To addan Ethernettonnectionfollow thesesteps:

1. Click the Devicestah
2. Click the New buttonon thetoolbar
3. SelectEthernet connectionfrom the Device Type list, andclick Forward.

4.1f you have alreadyaddedthe network interface cardto the hardware list, selectit from the
Ethernet card list. Otherwise selectOther Ethernet Card to addthe hardwaredevice.

Note

The installation program detects supported Ethernet devices and prompts you to con gure
them. If you con gured any Ethernet devices during the installation, they are displayed in the
hardware list on the Hardware tab.

5.1f you selectedOther Ethernet Card, the SelectEthernet Adapter window appearsSelect
themanufcturerandmodelof the Ethernetcard.Selectthe device name If thisis the systems
rst Ethernetard,selectethOasthedevice namejf thisis theseconcEthernetcard,selectethl
(andsoon). TheNetwork Administration Tool alsoallows youto con gure theresourcegor
theNIC. Click Forward to continue.

6. In the Con gur e Network Settingswindow asshavn in Figure18-2 choosebetweenDHCP
anda staticIP addresslf the device receves a differentIP addresseachtime the network is
started do not specifya hostnameClick Forward to continue.

7.Click Apply ontheCreateEthernet Device page.
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Figure 18-2.Ethernet Settings

After con guring the Ethernetevice, it appearsn thedevice list asshavn in Figure18-3

Figure 18-3.Ethernet Device

Be sureto selectFile => Save to save thechanges.

After addingthe Ethernetdevice, you caneditits con gurationby selectinghedevice from thedevice
list andclicking Edit. For example,whenthedevice is addedjt is con guredto startatboottime by
default. To changethis setting,selectto editthe device, modify the Activate device when computer
starts value,andsave thechanges.

Whenthe device is added;t is not actvatedimmediately asseenby its Inactive status.To activate
the device, selectit from the device list, andclick the Activate button. If the systemis con gured
to activatethe device whenthe computerstarts(the default), this stepdoesnot have to be performed
again.

If youassociatenorethanonedevice with anEthernetard thesubsequerdevicesaredevicealiases
A device aliasallows you to setupmultiple virtual devicesfor one physicaldevice, thusgiving the
onephysicaldevice morethanonelP addressFor example,you cancon gure anethldevice andan
ethl:1device. For details,referto Section18.11Device Aliases
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18.3. Establishing an ISDN Connection

An ISDN connectioris anInternetconnectiorestablishedvith aISDN modemcardthrougha special
phoneline installedby the phonecompary. ISDN connectionsrepopularin Europe.

To addanISDN connectionfollow thesesteps:

1. Click the Devicestah
2. Click the New buttonon thetoolbar
3. SelectlSDN connectionfrom the Device Type list, andclick Forward.

4. SelecttheISDN adapteffrom the pulldovn menu.Thencon gure theresourcesindD channel
protocolfor theadapterClick Forward to continue.

Figure 18-4.ISDN Settings

5. 1f your InternetServiceProvider (ISP)is in the pre-con guredlist, selectit. Otherwise enter
the requiredinformationaboutyour ISP account.If you do not know the values,contactyour
ISP Click Forward.

6. In thelP Settingswindow, selecthe EncapsulationMode andwhetherto obtainanIP address
automaticallyor to setonestatically Click Forward when nished.

7.0ntheCreateDialup Connectionpageclick Apply.

After con guring the ISDN device, it appearsn the device list asa device with type ISDN asshavn
in Figure18-5.

Be sureto selectFile => Save to save the changes.

After addingthe ISDN device, you caneditits con guration by selectingthe device from the device
list and clicking Edit. For example,whenthe device is added,it is con gured not to startat boot
time by default. Edit its con gurationto modify this setting.CompressionPPPoptions,login name,
passwerd, andmorecanbechanged.

Whenthe device is added;t is not actvatedimmediately asseenby its Inactive status.To activate
the device, selectit from the device list, andclick the Activate button. If the systemis con gured
to activate the device whenthe computerstarts(the default), this stepdoesnot have to be performed
again.
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Figure 18-5.ISDN Device

18.4. Establishing a Modem Connection

A modemcan be usedto con gure an Internetconnectionover an actve phoneline. An Internet
ServiceProvider (ISP)accountalsocalleda dial-upaccount)s required.

To adda modemconnectionfollow thesesteps:

1. Click the Devicestah
2. Click the New buttonon thetoolbar
3. SelectModem connectionfrom the Device Type list, andclick Forward.

4. If thereisamodemalreadycon guredin thehardwarelist (onthe Hardware tab),the Network
Administration Tool assumegou wantto useit to establisha modemconnectionlf thereare
no modemsalreadycon gured, it triesto detectary modemsn the system.This probemight
take a while. If a modemis not found, a messages displayedto warn you that the settings
shavn arenot valuesfound from the probe.

5. After probing,thewindow in Figure18-6appears.

Figure 18-6.Modem Settings
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6. Con gure the modemdevice, baudrate, o w control,andmodemvolume.If you do not know
thesevaluesaccepthedefaultsif themodemwasprobedsuccessfullylf youdonothavetouch
tonedialing, uncheckthe correspondingheckbox Click Forward.

7.1f yourISPisin thepre-con guredist, selectit. Otherwisegntertherequirednformationabout
yourISPaccountlf you do notknow thesevalues,contactyour ISP, Click Forward.

8.0OnthelP Settingspage selectwhetherto obtainan P addressutomaticallyor whetherto set
onstatically Click Forward when nished.

9.0ntheCreateDialup Connectionpageclick Apply.

After con guring the modemdevice, it appearsn the device list with the type Modemas shavn in
Figure18-7.

Figure 18-7.Modem Device

Be sureto selectFile => Save to save the changes.

After addingthemodemdevice, you caneditits con gurationby selectinghedevice from thedevice
list and clicking Edit. For example,whenthe device is added,it is con gured not to startat boot
time by default. Edit its con guration to modify this setting.CompressionPPPoptions,login name,
passwerd, andmorecanalsobechanged.

Whenthe device is added,t is not actvatedimmediately asseenby its Inactive status.To activate
the device, selectit from the device list, andclick the Activate button. If the systemis con gured
to activate the device whenthe computerstarts(the default), this stepdoesnot have to be performed
again.

18.5. Establishing an xDSL Connection

DSL standdor Digital Subscribetines. Therearedifferenttypesof DSL suchasADSL, IDSL, and
SDSL.TheNetwork Administration Tool useghetermxDSL to meanall typesof DSL connections.

SomeDSL providersrequirethatthe systemnis con guredto obtainan|P addresshroughDHCPwith
anEthernetard.SomeDSL providersrequireyouto con gure aPPPoHPoint-to-PointProtocolover
Ethernet)connectiorwith an Ethernettard.Ask your DSL pravider which methodto use.

If you arerequiredto useDHCRP, referto Section18.2Establishingan EthernetConnectionto con-
gure your Ethernetcard.

If you arerequiredto usePPPoEfollow thesesteps:
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1. Click the Devicestah
2. Click the New button.
3. SelectxDSL connectionfrom the Device Type list, andclick Forward.

4.1f your Ethernetardis in thehardvarelist, selecthe Ethernet Device from the pulldovn menu
from thepageshawvn in Figure18-8 Otherwisethe SelectEthernet Adapter window appears.

Note

The installation program detects supported Ethernet devices and prompts you to con gure
them. If you con gured any Ethernet devices during the installation, they are displayed in the
hardware list on the Hardware tab.

Figure 18-8.xDSL Settings

5.If the SelectEthernet Adapter windowv appearsselectthe manufcturerand model of the
Ethernetcard. Selectthe device name.If this is the system$ rst Ethernetcard, selectethO
asthe device name;if this is the secondEthernetcard, selectethl (andsoon). The Network
Administration Tool alsoallows youto con gure theresourcesor theNIC. Click Forward to
continue.

6. EntertheProvider Name, Login Name andPasswvord. If youhave aT-Onlineaccountjnstead
of enteringa Login Name andPassword in the default window, click the T-Online Account
Setupbuttonandentertherequiredinformation.Click Forward to continue.

7.0ntheCreateDSL Connectionpageclick Apply.
After con guring the DSL connectionijt appearsn thedevice list asshavn in Figure18-7.
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Figure 18-9.xDSL Device

Be sureto selectFile => Save to save the changes.

After addingthe xDSL connectionyou canedit its con guration by selectingthe device from the
device list andclicking Edit. For example,whenthe device is addediit is con gured not to startat
boottime by default. Edit its con gurationto modify this setting.

Whenthe device is added,it is not actvatedimmediately asseenby its Inactive status.To actvate
the device, selectit from the device list, and click the Activate button. If the systemis con gured
to actvatethe device whenthe computerstarts(the default), this stepdoesnot have to be performed
again.

18.6. Establishing a Token Ring Connection

A token ring network is a network in which all the computersare connectedn a circular pattern.
A token or a specialnetwork paclet, travels aroundthe token ring and allows computersto send
informationto eachother

@

For more information on using token ring under Linux, refer to the Linux Token Ring Project website
available at http://www.linuxtr.net/.

To addatokenring connectionfollow thesesteps:

1. Click the Devicestah

2. Click the New buttonon thetoolbar

3. SelectToken Ring connectionfrom the Device Type list andclick Forward.
4.

If you have alreadyaddedthetokenring cardto the hardvarelist, selectit from the Tokenring
card list. Otherwise selectOther Tokenring Card to addthe hardvaredevice.

5.If you selectedOther Tokenring Card, the SelectToken Ring Adapter windowv asshavn
in Figure18-10appearsSelectthe manufcturerand model of the adapter Selectthe device
namelf thisisthesystems rst tokenring card,selecttrO; if thisis thesecondokenring card,
selecttrl (andsoon). TheNetwork Administration Tool alsoallows theuserto con gure the
resourcegor theadapterClick Forward to continue.
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Figure 18-10.Token Ring Settings

6.0n the Con gur e Network Settingspage,choosebetweenDHCP andstaticlP addressYou
may specifya hostnameor the device. If the device recevesa dynamiclP addreseachtime
thenetwork is starteddo not specifya hostnameClick Forward to continue.

7.Click Apply onthe CreateTokenring Device page.
After con guring thetokenring device, it appearsn thedevice list asshavn in Figure18-11

Figure 18-11.Token Ring Device

Be sureto selectFile => Save to save the changes.

After addingthedevice, you caneditits con gurationby selectinghe device from thedevice list and
clicking Edit. For example,you cancon gure whetherthedevice is startedat boottime.

Whenthe device is added,it is not actvatedimmediately asseenby its Inactive status.To actvate
the device, selectit from the device list, and click the Activate button. If the systemis con gured
to actvatethe device whenthe computerstarts(the default), this stepdoesnot have to be performed
again.
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18.7. Establishing a Wireless Connection

WirelessEthernetdevicesarebecomingncreasinglypopular Thecon gurationis similar to the Eth-
ernetcon guration exceptthatit allows you to con gure settingssuchasthe SSID andkey for the

wirelessdevice.
To adda wirelessEthernettonnectionfollow thesesteps:

1. Click the Devicestah
2. Click the New buttonon thetoolbar
3. SelectWir elessconnectionfrom the Device Type list andclick Forward.

4.1f you have alreadyaddedhewirelessnetwork interfacecardto the hardvarelist, selectit from
theWirelesscard list. Otherwise selectOther Wir elessCard to addthe hardwaredevice.

Note

The installation program usually detects supported wireless Ethernet devices and prompts you
to con gure them. If you con gured them during the installation, they are displayed in the
hardware list on the Hardware tab.

5.1f you selectedOther WirelessCard, the SelectEthernet Adapter window appearsSelect
themanubcturerandmodelof the Ethernetcardandthe device. If thisis the rst Ethernetcard
for thesystemselectethO; if thisis thesecondEthernetcardfor the systemselectethl (andso
on). The Network Administration Tool alsoallows the userto con gure theresourcedor the
wirelessnetwork interfacecard.Click Forward to continue.

6. Onthe Con gur e WirelessConnectionpageasshavn in Figure18-12 con gure the settings
for thewirelessdevice.

Figure 18-12.Wir elessSettings

7.0nthe Con gur e Network Settingspage,choosebetweenDHCP andstaticlP addressYou
may specifya hostnaméor the device. If the device receves a dynamiclP addreseachtime
thenetwork is started do not specifya hostnameClick Forward to continue.

8. Click Apply onthe CreateWir elessDevice page.
After con guring thewirelessdevice, it appearsn thedevice list asshavn in Figure18-13
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Figure 18-13.Wir elessDevice

Be sureto selectFile => Save to save the changes.

After addingthewirelessdevice, you caneditits con gurationby selectinghedevice from thedevice
list andclicking Edit. For example,you cancon gure the device to activateatboottime.

Whenthe device is added;t is not actvatedimmediately asseenby its Inactive status.To activate
the device, selectit from the device list, andclick the Activate button. If the systemis con gured
to activatethe device whenthe computerstarts(the default), this stepdoesnot have to be performed
again.

18.8. Managing DNS Settings

The DNS tab allows you to con gure the system$ hostnamegomain,nameseners,andsearchdo-
main.Namesenersareusedto look up otherhostson the network.

If the DNS sener namesareretrieved from DHCP or PPPoEor retrieved from the ISP), do not add
primary, secondaryor tertiary DNS seners.

If the hostnamas retrieved dynamicallyfrom DHCP or PPPoE(or retrieved from the ISP), do not
changsit.

Figure 18-14.DNS Con guration
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' ; Note

The name servers section does not con gure the system to be a name server. Instead, it con gures
the name servers to use when resolving IP addresses to hostnames and vice versa.

18.9. Managing Hosts

TheHoststaballows you to add,edit, or remave hostsfrom the /etc/hosts le. This le contains
IP addresseandtheir correspondindnostnames.

Whenyour systentriesto resole a hostnameo an|P addres®r triesto determinethe hostnameor
an |P addressit refersto the /etc/hosts le beforeusingthe nameseners (if you areusingthe
default RedHat EnterpriseLinux con guration). If the IP addresss listedin the /etc/hosts le,

thenamesenersarenot used.If your network containscomputersvhoselP addressearenot listed
in DNS, it is recommendethatyou addthemto the /etc/hosts le.

To addan entry to the /etc/hosts le, go to the Hoststab, click the New button on the toolbar
provide the requestednformation,andclick OK. SelectFile => Save or press[Ctrl]-[S] to sase the

changego the /etc/hosts le. Thenetwork or network servicesdo not needto berestartedsince
thecurrentversionof the le is referredto eachtime anaddresss resoled.

&Warning

Do not remove the localhost  entry. Even if the system does not have a network connection or
have a network connection running constantly, some programs need to connect to the system via the
localhost loopback interface.

Figure 18-15.HostsCon guration
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To change lookup order, edit the /etc/host.conf le. The line order hosts, bind species that
/etc/hosts takes precedence over the name servers. Changing the line to order bind, hosts
con gures the system to resolve hostnames and IP addresses using the name servers rst. If the IP
address cannot be resolved through the name servers, the system then looks for the IP address in
the /etc/hosts le.

18.10. Working with Pro les

Multiple logical network devices can be createdfor eachphysicalhardware device. For example,
if you have one Ethernetcardin your system(eth0),you can createlogical network devices with
differentnicknamesanddifferentcon gurationoptions,all to be speci cally associatedvith ethO.

Logicalnetwork devicesaredifferentfrom device aliasesLogical network devicesassociatedvith the
samephysicaldevice mustexist in differentpro les andcannotbe actvatedsimultaneouslyDevice

aliasesarealsoassociateavith the samephysicalhardwaredevice, but device aliasesassociatedvith

the samephysicalhardware canbe actvatedat the sametime. Referto Section18.11Device Aliases
for detailsaboutcreatingdevice aliases.

Pro les canbe usedto createmultiple con guration setsfor differentnetworks. A con guration set
canincludelogical devicesaswell ashostsandDNS settings After con guring thepro les, you can
usethe Network Administration Tool to switchbackandforth betweerthem.

By default, thereis onepro le calledCommon. To createa new pro le, selectPro le => Newfrom
the pull-dovn menu,andentera uniquenamefor thepro le.

Youarenow modifyingthenew pro le asindicatedby thestatusaratthebottomof themainwindow.

Click on anexisting device alreadyin the list andclick the Copy buttonto copy the existing device
to alogical network device. If you usethe New button,a network aliasis createdwhichis incorrect.
To changethe propertiesof the logical device, selectit from the list and click Edit. For example,
the nicknamecanbe changedo a moredescriptve name,suchasethO_office  , sothatit canbe
recognizednoreeasily

In the list of devices,thereis a column of checkbors labeledPro le. For eachpro le, you can
checkor uncheckdevices. Only the checled devices areincludedfor the currently selectedpro le.
For example,if you createa logical device namedeth0_office in apro le calledOffice and
wantto actvate the logical device if the pro le is selecteduncheckthe eth0 device andcheckthe
ethO_office  device.

For example, Figure18-16 shavs a pro le called Of ce with the logical device ethO_of ce. It is
con guredto actvatethe rst EthernetcardusingDHCP
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Figure 18-16.0f ce Prole

NoticethattheHome pro le asshavn in Figure18-17activatestheethO_homelogical device, which
is associateavith ethO .

Figure18-17.Home Pro le

You canalsocon gure eth0 to actvate in the Of ce pro le only andto actvate a PPP(modem)
device in theHome pro le only. Anotherexampleis to have the Common pro le actvateeth0 and
anAway pro le activatea PPPdevice for usewhile traveling.

To actvate a prole at boot time, modify the boot loader con guration le to include the
netprofile= < profilename > option. For example,if the systemusesGRUB asthe bootloader
and/boot/grub/grub.conf contains:

title Red Hat Enterprise Linux (2.6.9-5.EL)
root (hd0,0)
kernel  /vmlinuz-2.6.9-5.EL ro root=/dev/VolGroup00/L ogVol00 rhgb quiet
initrd /initrd-2.6.9-5.EL.img

modify it to the following (where< profilename > is the nameof the pro le to be actvatedat
boottime):

title Red Hat Enterprise Linux (2.6.9-5.EL)
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root (hd0,0)

kernel  /vmlinuz-2.6.9-5.EL ro root=/dev/VolGroup00/L ogVol00 \
netprofile= < profilename > \
rhgb quiet

initrd finitrd-2.6.9-5.EL.img

To switchpro les afterthe systemhasbooted goto Main Menu (onthePanel)=> SystemTools=>
Network Device Control (or typethe commandsystem-control-network )to selectapro le and
activateit. Theactvatepro le sectiononly appearsn the Network Device Control interfaceif more
thanthedefault Common interfaceexists.

Alternatively, executethe following commando enablea pro le (replace< profilename > with
thenameof thepro le):

system-config-network-cm d --profile < proflename > --activate

18.11. Device Aliases

Device aliasesarevirtual devicesassociateavith the samephysicalhardware, but they canbe acti-
vatedat the sametime to have differentIP addressesThey arecommonlyrepresentedsthe device
namefollowed by a colon anda number(for example,eth0:1). They areusefulif you wantto have
multiple IP addresgor a systembut the systemonly hasonenetwork card.

After con guring the Ethernetdevice, suchaseth0 , to usea staticlP addresfDHCP doesnot work
with aliases)go to the Devicestabandclick New. Selectthe Ethernetcardto con gure with analias,
setthestaticlP addresgor thealias,andclick Apply to createit. Sincea device alreadyexistsfor the
Ethernetcard,theonejust createds thealias,suchaseth0:1

&Warning

If you are con guring an Ethernet device to have an alias, neither the device nor the alias can be
con gured to use DHCP. You must con gure the IP addresses manually.

Figure18-18shaws an exampleof onealiasfor the eth0 device. Notice the eth0:1  device — the

rst aliasfor eth0 . The secondaliasfor eth0 would have the device nameeth0:2 , andsoon. To
modify thesettinggfor thedevice alias,suchaswhetherto activateit atboottime andthealiasnumbey
selectit from thelist andclick the Edit button.
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Figure 18-18.Network Device Alias Example

Selectthe aliasandclick the Activate button to actiate the alias.If you have con gured multiple
pro les, selectwhich pro les in whichto includeit.

To verify thatthe aliashasbeenactivated, usethe command'sbin/ifconfig . The outputshould
shav thedevice andthedevice aliaswith differentIP addresses:

ethO Link encap:Ethernet HWaddr 00:A0:CC:60:B7:G4
inet  addr:192.168.100.5 Bcast:192.168.100.255 Mask:255.255.255.0
UP BROADCASTRUNNING MULTICAST MTU:1500 Metric:1
RX packets:161930 errors:1 dropped:0  overruns:0 frame:0
TX packets:244570 errors:0 dropped:0  overruns:0 carrier:0
collisions:475 txqueuelen:100
RX bytes:55075551  (52.5 Mb) TX bytes:178108895  (169.8 Mb)
Interrupt:10 Base address:0x9000

eth0:1 Link encap:Ethernet HWaddr 00:A0:CC:60:B7:G4
inet addr:192.168.100.42 Bcast:192.168.100.255 Mask:255.255.255.0
UP BROADCASTRUNNING MULTICAST MTU:1500 Metric:1
Interrupt:10 Base address:0x9000

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACKRUNNING MTU:16436 Metric:1
RX packets:5998 errors:0 dropped:0  overruns:0 frame:0
TX packets:5998 errors:0 dropped:0  overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:1627579 (1.5 Mb) TX bytes:1627579 (1.5 Mb)

18.12. Establishing an IPsec Connection

IPsecstandsfor InternetProtocol Security It is a Virtual Private Network (VPN) solutionin which
anencryptedconnectionis establishedbetweertwo systemghost-to-hostor two networks (network-
to-networl.
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Go to http://www.ipsec-howto.org/ for more information about IPsec.

18.12.1. Host-to-Host Connection

A host-to-hostPsecconnectioris anencryptedconnectiorbetweertwo systemsothrunninglPsec
with the sameauthenticatiorkey. With the IPsecconnectionactive, ary network trafc betweerthe
two hostsis encrypted.

To con gure a host-to-hostPsecconnectionusethefollowing stepsfor eachhost:

1.
2.
3.
4.

o

~

9.

10.
11.
12.

After

Startthe Network Administration Tool.
FromtheIPsectab,selectNew.
Click Forward to startcon guring a host-to-hostPsecconnection.

Provide a oneword nicknamesuchasipsecO for the connectionandselectwhetherthecon-
nectionshouldbe automaticallyactvatedwhenthe computerstarts.Click Forward.

SelectHost to Host encryption asthe connectiortype.Click Forward.
Selectthetypeof encryptionto use:manualor automatic.

If manualis selectedan encryptionkey mustbe provided laterin the process!f automaticis
selectedthe racoon daemonis usedto managethe encryptionkey. If racoon is used,the
ipsec-tools packagamustbeinstalled.

Click Forward to continue.

. Specifythe |P addres®f the otherhost.

If you do not know the IP addresof the other system,run the command/sbin/ifconfig

< device > ontheothersystemwhere< device > istheEthernetdevice usedto connecto
the otherhost.If only oneEthernetcardexistsin the systemthe device nameis eth0.The IP
addresss thenumberfollowing theinet  addr: label.

Click Forward to continue.

.If manualencryptionwasselectedn step6, specifytheencryptionkey to useor click Generate

to createone.

Specifyanauthenticatiorkey or click Generateto generatene.lt canbe ary combinationof
numbersandletters.

Click Forward to continue.

Verify theinformationon the IPsec— Summary page andclick Apply.
SelectFile => Save to save the con guration.

Selectthe IPsecconnectiorfrom thelist andclick the Activate button.

Repeafor the otherhost.|t is extremelyimportantthatthe samekeys from step8 be usedon
the otherhosts.Otherwise |Psecdoesnotwork.

con guring thePsecconnectionit appearsn thelPseclist asshavn in Figure18-19
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Figure 18-19.IPsecConnection

Two les are created in the /etc/sysconfig/network-scripts/ directory —
ifcfg- < nickname > and keys- <nickname >. |If automatic encryption is selected,
letc/racoon/racoon.conf is createdaswell.

Whentheinterfaceis actvated,< remote-ip > .conf andpsk.txt arecreatedn /etc/racoon/ ,
andracoon.conf  is modi ed toinclude< remote-ip > .conf .

Referto Section18.12.3Testingthe IPsecConnectiorto determinef the IPsecconnectiorhasbeen
successfullyestablished.

18.12.2. Network-to-Netw ork (VPN) Connection

A network-to-netvork IPsecconnectiorusestwo IPsecrouters,onefor eachnetwork, throughwhich
thenetwork trafc for the privatesubnetss routed.

For example,asshown in Figure18-2Q if the 192.168.0/24rivate network sendsnetwork trafc to
the192.168.2.0/24rivatenetwork, the pacletsgo throughgatevayO, to ipsecO throughthe Internet,
to ipsecl;o gatevayl,andto the 192.168.2.0/24ubnet.

The IPsecroutersmusthave publicly addressabléP addressesswell as anotherEthernetdevice
connectedo its private network. Trafc only travels throughit if it is intendedfor the otherIPsec
routerwith which it hasanencryptedcconnection.

Figure 18-20.Network-to-Network IPsec

Alternatenetwork con gurationsoptionsincludea re wall betweeneachlP routerandthe Internet,
and an Intranet re wall betweeneachlPsecrouter and subnetgatavay. The IPsecrouter and the
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gatevay for the subnetcanbe one systemwith two Ethernetdevices,onewith a public IP address
thatactsasthe IPsecrouterandonewith a private |P addresshatactsasthe gatavay for the private
subnetEachlPsecroutercanusethe gatevay for its private network or a public gatevay to sendthe
pacletsto the otherlPsecrouter

To con gure anetwork-to-netvork IPsecconnectionusethefollowing steps:

1. Startthe Network Administration Tool.
2.FromthelPsectab, selectNew.
3. Click Forward to startcon guring a network-to-netvork IPsecconnection.

4. Provide a one word nickname,suchas ipsecO , for the connectionand selectwhetherthe
connectiorshouldbe automaticallyactvatedwhenthe computerstarts.Click Forward.

5. SelectNetwork to Network encryption (VPN), andclick Forward.
6. Selectthetype of encryptionto use:manualor automatic.

If manualis selectedan encryptionkey mustbe provided laterin the processlf automaticis
selectedthe racoon daemonis usedto managethe encryptionkey. If racoon is used,the
ipsec-tools packagamustbeinstalled.Click Forward to continue.

7.0ntheLocal Network page enterthefollowing information:

« Local Network Address— The IP addresf the device on the IPsecrouterconnectedo
the private network.

- Local SubnetMask — The subnetmaskof thelocal network IP address.
+ Local Network Gateway— Thegatevay for the privatesubnet.
Click Forward to continue.

Figure 18-21.Local Network Information

8. OntheRemoteNetwork page enterthefollowing information:

+ RemotelP Address— Thepublicly addressabléP addresof the IPsecrouterfor the other
private network. In our example, for ipsecO,enterthe publicly addressabléP addressof
ipseclandviceversa.

+ Remote Network Address — The network addressof the private subnetbehind the
other IPsecrouter In our example,enter192.168.1.0  if con guring ipsecl,andenter
192.168.2.0 if con guring ipsecO.

» RemoteSubnetMask — Thesubnetmaskof theremotelP address.
- RemoteNetwork Gateway— ThelP addres®f thegatevay for theremotenetwork address.
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- If manualencryptionwasselectedn step6, specifythe encryptionkey to useor click Gen-
erateto createone.

Specifyanauthenticatiorkey or click Generateto generateone.lt canbe ary combination
of numbersandletters.

Click Forward to continue.

Figure 18-22.RemoteNetwork Information

9. Verify theinformationon the IPsec— Summary page,andclick Apply.
10. SelectFile => Save to save the con guration.
11. Selectthe IPsecconnectiorfrom thelist, andclick the Activate button.
12. As rootatashellprompt,enablelP forwarding:
a. Edit /etc/sysctl.conf andsetnet.ipv4.ip_forward tol.

b. Executethefollowing commando enablethechange:
Isbin/sysctl -p [letc/sysctl.conf

Thenetwork scriptto activatethelPsecconnectiorautomaticallycreatesietwork routesto sendpack-
etsthroughtheIPsecrouterif necessary

Referto Section18.12.3Testingthe IPsecConnectiorto determinef the IPsecconnectiorhasbeen
successfullyestablished.

18.12.3. Testing the IPsec Connection

Usethetcpdump utility to view the network pacletsbeingtransferedetweerthehosts(or networks)
andverify thatthey areencryptedvia IPsec.The paclet shouldincludean AH headermandshouldbe
shavn asESPpaclets.ESPmeanst is encryptedFor example,issuethefollowing commandasroot:

# tcpdump

17:13:20.617872 pinky.example.com > jjin.example.com: \
AH(spi=0x0aaa749f,seq=0 x335): ESP(spi=0x0ec0441le,seq=0x  335) (DF)

Thetcpdump commandutputslive network trafc. A few secondsfterstartingtcpdump , manually
kill theprocessy pressindCtrl]-[C]. Youshouldseesimilar ESPpacletssignifyingaworking IPsec
connectionasdisplayedn the previousexample.

An adwancedIPsectestwould requirefour systemswhich would ful Il a full multi-homedIPsec
network, but is notdiscussedhere.
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18.12.4. Starting and Stopping the Connection

If thelPsecconnectiorwasnotcon guredto actvateonboot,startandstopit asrootviathecommand
line.

To startthe connectiongxecutethe following commandasroot on eachhostfor host-to-hostPsec
or eachlPsecrouterfor network-to-netvork IPsec(replace<ipsec-nick > with the one word
nicknamecon gured earlier suchasipsec0 ):

Isbin/ifup < ipsec-nick >

To stopthe connectiongxecutethe following commandasroot on eachhostfor host-to-hostPsec
or eachlPsecrouterfor network-to-netvork IPsec(replace<ipsec-nick > with the one word
nicknamecon gured earlier suchasipsec0 ):

/sbin/ifdown < ipsec-nick >

18.13. Saving and Restoring the Network Con guration

Thecommandine versionof Network Administration Tool canbeusedo savethesystems network
con gurationtoa le. This le canthenbeusedto restorehenetwork settingto aRedHatEnterprise
Linux system.

This featurecan be usedas part of an automatedbackupscript, to save the con guration before
upgradingor reinstalling,or to copy the con gurationto a differentRedHat EnterpriseLinux system.

To save, or export, the systems network con gurationto the le /tmp/network-config , execute
thefollowing commandasroot:

system-config-network-cm d -e > /tmp/network-config

To restore,or import, the network con guration from the le createdfrom the previous command,
executethefollowing commandasroot:

system-config-network-cm d -i -c -f /tmp/network-config

The-i optionmeango importthedata,the-c optionmeanso cleartheexisting con guration prior
of importing,andthe-f optionspeci esthatthe le toimportis asfollows.
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Chapter 109.
Basic Firewall Con guration

Justasa rewall in abuilding attemptsto preventa re from spreadinga computerre wall attempts
to preventcomputervirusesfrom spreadingo your computerandto preventunauthorizedisersrom

accessing/our computer A rewall exists betweenyour computerand the network. It determines
which serviceson your computerremoteuserson the network canaccessA properly con gured

rewall cangreatlyincreasethe security of your system.lt is recommendedhat you con gure a

rewall for ary RedHat EnterpriseLinux systemwith anInternetconnection.

19.1. Security Level Con guration Tool

During the Firewall Con guration screenof the Red Hat EnterpriseLinux installation,you were
giventheoptionto enablea basic re wall aswell asto allow speci ¢ devices,incomingservicesand
ports.

After installation,you canchangethis preferencéy usingthe Security Level Con guration Tool.

To startthe application,selectMain Menu Button (on the Panel)=> SystemSettings=> Security
Level or typethe commandsystem-config-securitylevel from ashellprompt(for example,in
anXTerm or aGNOME terminal).

Figure 19-1.Security Level Con guration Tool

' ; Note

The Security Level Con guration Tool only con gures a basic re wall. If the system needs more
complex rules, refer to the Red Hat Enterprise Linux Reference Guide for details on con guring
speci ¢ iptables  rules.
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19.1.1. Enabling and Disabling the Firewall

Selectoneof thefollowing options:

- Disable r ewall — Disablingthe rewall providescompleteaccesgo your systemand doesno
securitychecking.Securitycheckingis thedisablingof accesso certainservicesThis shouldonly
be selectedf you arerunningon a trustednetwork (not the Internet)or planto do more re wall
con gurationlater

&Warning

If you have a re wall con gured or any customized re wall rules in the /etc/sysconfig/ip tab les
le, the le is deleted by selecting Disable re wall and clicking OK to save the changes.

- Enable r ewall— Thisoptioncon guresthesystento rejectincomingconnectionshatarenotin
respons¢o outboundequestssuchasDNSrepliesor DHCPrequestslf accesso servicesunning
onthis machines neededyou canchooseo allow speci ¢ serviceghroughthe re wall.

If you areconnectingyour systemto the Internet,but do not planto run a sener, this is the safest
choice.

19.1.2. Trusted Services

Enablingoptionsin the Trusted sewviceslist allows the speci ed serviceto passthroughthe re wall.

WWW (HTTP)

TheHTTP protocolis usedby Apache(andby otherWebseners)to sene webpagedf youplan
onmakingyour Websener publicly available,enablethis option. This optionis not requiredfor
viewing pagedocally or for developingwebpagesYou musthave the httpd  packagenstalled
to sene webpages.

EnablingWWW (HTTP) will notopena portfor HTTPS,the SSLversionof HTTP.

FTP

TheFTPprotocolis usedto transferles betweemmachinenanetwork. If you planonmaking
your FTP sener publicly available, enablethis option. The vsftpd  packagemustbe installed
for this optionto beuseful.

SSH

SecureShell (SSH)is a suiteof toolsfor logginginto andexecutingcommand®n aremotema-
chine.To allow remoteaccesso themachinevia ssh,enablethis option. The openssh-server
packagamustbeinstalledto accesyour machineremotelyusingSSHtools.

Telnet

Telnetis a protocolfor logginginto remotemachinesTelnetcommunicationsre unencrypted
andprovide no securityfrom network snooping Allowing incomingTelnetaccesss notrecom-
mendedTo allow inboundTelnetaccessyou musthave thetelnet-server packagenstalled.

Mail (SMTP)

To allow incomingmail delivery throughyour re wall sothatremotehostscanconnectirectly
to your machineto deliver mail, enablethis option. You do not needto enablethisif you collect
your mail from your ISP's sener usingPOP3or IMAP, or if you useatool suchasfetchmail
Notethatanimproperlycon gured SMTP sener canallow remotemachinego useyour sener
to sendspam.
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19.1.3. Trusted Devices

Selectingary of the Trusted devicesallows accesdo your systenifor all trafc from thatdevice; it
becomesxcludedfrom the rewall rules.For example,if you arerunninga local network, but are
connectedo the Internetvia a PPPdialup,you cancheckethOandary trafc comingfrom yourlocal
network is allowed. SelectingethO astrustedmeansall trafc over the Ethernetis allowed, but the
pppO0 interfaceis still rewalled.To restricttrafc onaninterface,leave it uncheckd.

You may have noticeda sit0 device in the Trusted devices section.This device standsfor simple
internettransition,which encapsulatedPv6 trafc into IPv4 trafc, andthenis tunneled.For basic
rewall rules,this device canbeignoredandleft asanuntrustedevice.

Impor tant

It is not recommended that you make any device that is connected to public networks, such as the
Internet, a Trusted device.

19.1.4. Other Ports

The Security Level Con guration Tool includesthe Other ports sectionfor addingcustomlP ports
tobecomérustedby iptables . For exampletoallow NFS,IRC, andinternetprinting protocol(IPP)
to beallowedto passthroughthe re wall, thefollowing would beinsertedn the Other ports section:

2049:tcp,194:tcp,631:tcp

19.1.5. Saving the Settings

Click OK to save the changesand enable or disable the rewall. If Enable r ewall was
selected, the options selected are translatedto iptables commandsand written to the

Jetc/sysconfig/iptables le. The iptables serviceis also startedso that the rewall is
activated immediately after saving the selectedoptions. If Disable r ewall was selected,the
Jetc/sysconfig/iptables le isremoredandtheiptables  serviceis stoppedmmediately

The optionsselectedarealsowritten to the /etc/sysconfig/system-config-securitylevel
le sothatthesettingscanberestoredhe next time the applicationis started Do notedit this le by
hand.

Eventhoughthe rewall is actvatedimmediately the iptables  serviceis not con gured to start
automaticallyat boottime referto Section19.2Activatingtheiptables  Servicefor details.

19.2. Activ ating the iptables  Service

The rewall rulesareonly active if theiptables  serviceis running. To manuallystartthe service,
usethecommand:

Isbin/service iptables restart

To ensurehatit is startedwvhenthe systemis booted,issuethe command:

Isbin/chkconfig --level 345 iptables on
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Theipchains  serviceis not includedin Red Hat EnterpriseLinux. However, if ipchains is in-
stalled(for example,anupgradevasperformedandthe systemhadipchains  previously installed),
theipchains  serviceshouldnot be actvatedalongwith theiptables  service.To male surethe
ipchains  serviceis disabledand con gured not to startat boot time, executethe following two
commands:

Isbin/service ipchains  stop /shin/chkconfig
--level 345 ipchains  off

The Sewices Con guration Tool canbe usedto enableor disablethe iptables  andipchains
services.
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Maintaining security on your systemis extremely important,and one approachfor this taskis to
manageccesso systenservicesarefully Yoursystemmayneedto provide openaccesso particular
servicegfor example httpd  if youarerunningaWebsener).However, if youdonotneedto provide
aservice you shouldturnit off to minimize your exposureto possiblebug exploits.

Thereare several differentmethodsfor managingaccesgo systemservicesDecidewhich method
of managemento usebasedon the service,your systems con guration, and your level of Linux
expertise.

Theeasiestvayto dery accesso aserviceis to turnit off. Boththeserviceananagedy xinetd and
the servicesn the /etc/rc.d/init.d hierarchy(alsoknowvn asSysV services)canbe con gured
to startor stopusingthreedifferentapplications:

- SewicesCon guration Tool — agraphicalapplicationthatdisplaysa descriptionof eachservice,
displayswhethereachserviceis startedat boottime (for runlevels 3, 4, and5), andallows services
to be started stoppedandrestarted.

« ntsysv— atext-basedapplicationthatallows you to con gure which servicesare startedat boot
time for eachrunlevel. Nonxinetd —servicescannot be started,stopped,or restartedusing this
program.

«+ chkconfig — acommandine utility thatallows you to turn serviceson andoff for the different
runlevels.Nonxinetd servicesannotbe started stoppedpr restartedisingthis utility.

Youmay nd thatthesetoolsareeasierto usethanthealternatves— editingthe numerousymbolic
links locatedin the directoriesbelow /etc/rc.d by handor editingthexinetd con guration les
in /etc/xinetd.d

Anotherway to manageacces$o systenservicesds by usingiptables  to con gurean|P rewall. If
youareanew Linux user pleasaealizethatiptables ~ maynotbethebestsolutionfor you. Setting
upiptables canbecomplicatedandis besttackledby experienced.inux systemadministrators.

Ontheotherhand,thebene t of usingiptables is e xibility. For example if youneedacustomized
solutionwhich provides certainhostsaccesdo certainservices,iptables  canprovide it for you.
Referto the RedHat EnterpriseLinux RefeenceGuideandthe RedHat EnterpriseLinux Security
Guidefor moreinformationaboutiptables

Alternatively, if you are looking for a utility to set general accessrules for your home
machine, and/or if you are nev to Linux, try the Security Level Con guration Tool
(system-config-securitylevel ), which allows you to selectthe securitylevel for your system,
similarto the Firewall Con guration screerin theinstallationprogram.

Referto Chapterl9 BasicFirewall Con guration for more information. If you needmore speci c
rewall rules,referto theiptables  chapterin the RedHat EnterpriseLinux RefeenceGuide

20.1. Runlevels

Beforeyou cancon gure accesgo servicesyou mustunderstand.inux runlevels. A runlevel is a
state,or mode thatis de ned by the servicedisted in the directory/etc/rc.d/rc <x>.d , where
< x> isthenumberof therunlevel.

Thefollowing runlevels exist:

.« 0—Halt
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« 1— Single-usemode

« 2— Notused(userde nable)

+ 3— Full multi-usermode

« 4— Not used(userde nable)

+ 5— Full multi-usermode(with an X-basedogin screen)
+ 6— Reboot

If youuseatext login screenyouareoperatingn runlevel 3. If you useagraphicallogin screenyou
areoperatingn runlevel 5.

Thedefaultrunlevel canbe changedy modifying the/etc/inittab le, whichcontainsaline near
thetop of the le similarto thefollowing:

id:5:initdefault:

Changehenumbeiin thisline to thedesiredrunlevel. Thechangedoesnottake effectuntil youreboot
the system.

To changethe runlevel immediately usethe commandtelinit followed by the runlevel number
You mustberootto usethis commandThetelinit commandioesnot changehe /etc/inittab

le; it only changegherunlevel currentlyrunning.Whenthe systemis rebootedijt continuego boot
therunlevel asspeci edin /etc/inittab

20.2. TCP Wrappers

Many UNIX systemadministratorsare accustomedo using TCP wrappersto manageaccessto
certain network services.Any network servicesmanagedby xinetd (as well as ary program
with built-in supportfor libwrap ) canuse TCP wrappersto manageaccessxinetd canusethe
/etc/hosts.allow and /etc/hosts.deny les to con gure accesgo systemservices As the
namesmply, hosts.allow  containsa list of rulesthatallow clientsto accesghe network services
controlled by xinetd , and hosts.deny  containsrules to dery access.The hosts.allow le

takes precedencever the hosts.deny  le. Permissiongo grantor dery accesscan be basedon
individual IP addresgor hostnames)r on a patternof clients.Referto the RedHat EnterpriseLinux
RefeenceGuide and hosts_access  in section5 of the manpages(man 5 hosts_access ) for
details.

20.2.1. xinetd

To control accesdo Internetservices,usexinetd , which is a securereplacementor inetd . The
xinetd daemorconseressystenresourcesprovidesaccessontrolandlogging,andcanbeusedto
startspecial-purposseners.xinetd canbe usedto provide acces®nly to particularhosts,to dery
accesdo particularhosts,to provide accesgo a serviceat certaintimes,to limit the rateof incoming
connectionsnd/ortheload createdby connectionsandmore

xinetd  runsconstantlyandlistensonall portsfor theservicest manageswhenaconnectiomequest
arrivesfor oneof its managedervicesxinetd  startsup theappropriatesener for thatservice.

The con guration le for xinetd is /etc/xinetd.conf , but the le only containsa few defaults
andaninstructionto includethe/etc/xinetd.d directory To enableor disableanxinetd  service,
editits con guration le in the/etc/xinetd.d directory If thedisable attributeis setto yes , the

serviceis disabledIf thedisable attribute is setto no, the serviceis enabled.You caneditary of
thexinetd con guration les or changeits enabledstatususingthe Sewvices Con guration Tool,
ntsysy, or chkconfig . For alist of network servicescontrolledby xinetd , review the contentsof
the/etc/xinetd.d directorywith thecommands /etc/xinetd.d
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20.3. Services Con guration Tool

TheSewicesCon guration Tool is agraphicalapplicationdevelopedby RedHatto con gurewhich
SysVservicedn the/etc/rc.d/init.d directoryarestartedat boottime (for runlevels 3, 4, and5)
andwhichxinetd servicesareenabledlt alsoallows youto start,stop,andrestartSysV servicesas
well asrestartxinetd

To start the Sewices Con guration Tool from the desktop,go to the Main Menu Button
(on the Panel) => System Settings => Selver Settings => Sewices or type the command
system-config-services atashellprompt(for example,in an XTerm or aGNOME terminal).

Figure 20-1.SewicesCon guration Tool

The Sewices Con guration Tool displaysthe currentrunlevel aswell asthe runlevel you arecur
rently editing. To edit a differentrunlevel, selectEdit Runlevel from the pulldovn menuandselect
runlevel 3, 4, or 5. Referto Section20.1Runlevelsfor a descriptionof runlevels.

The SewicesCon guration Tool lists the servicesrom the /etc/rc.d/init.d directoryaswell
asthe servicescontrolledby xinetd . Click on the nameof the servicefrom thelist on theleft-hand
sideof theapplicationto displaya brief descriptionof thatserviceaswell asthe statusof the service.
If the serviceis not anxinetd service,the statuswindow shavs whetherthe serviceis currently
running.If theserviceis controlledby xinetd , thestatuswvindow displaysthephrasexinetd sewice.

To start,stop,or restaria serviceimmediately selectheservicefrom thelist andclick theappropriate
button on the toolbar (or choosethe action from the Actions pulldovn menu).If the serviceis an
xinetd  servicetheactionbuttonsaredisabledbecausehey cannotbestartedr stoppedndividually.

If you enable/disablanxinetd serviceby checkingor uncheckinghe checkboxnext to the service
name you mustselectFile => Save Changesfrom the pulldovn menuto restartxinetd andimme-
diatelyenable/disabléhexinetd servicethatyou changedxinetd is alsocon guredto remember
thesetting.You canenable/disablenultiplexinetd  servicesatatime andsave thechangesvhenyou
are nished.
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For example assumgoucheckrsync to enablet in runlevel 3andthensavethechangesThersync
serviceis immediatelyenabledThenext time xinetd  is startedysync is still enabled.

&Warning

When you save changes to xinetd  services, xinetd is restarted, and the changes take place imme-
diately. When you save changes to other services, the runlevel is recon gured, but the changes do
not take effect immediately.

To enablea nonxinetd ~ serviceto startat boottime for the currently selectedrunlevel, checkthe

checkboxbesidethe nameof the servicein thelist. After con guring therunlevel, applythe changes
by selectingFile => Save Changesfrom the pulldovn menu.Therunlevel con gurationis changed,
but therunlevel is notrestartedthus,the changeslo not take placeimmediately

For example,assumeyou are con guring runlevel 3. If you changethe valuefor the httpd  service
from checledto uncheckdandthenselectSave Changestherunlevel 3 con gurationchangesothat
httpd is not startedat boottime. However, runlevel 3 is not reinitialized,so httpd  is still running.
Selectoneof following optionsat this point:

1. Stopthehttpd  service— Stopthe serviceby selectingit from thelist andclicking the Stop
button. A messageppearstatingthatthe servicewasstoppedsuccessfully

2. Reinitializethe runlevel — Reinitializethe runlevel by goingto a shellpromptandtyping the
commandktelinit 3 (where3 is the runlevel number).This option is recommended you
changethe Start at Boot value of multiple servicesandwantto activate the changesmmedi-
ately

3. Do nothingelse— You do nothave to stopthehttpd ~ service.You canwait until the systemis
rebootedfor the serviceto stop. The next time the systemis booted,the runlevel is initialized
withoutthehttpd servicerunning.

To adda serviceto arunlevel, selectthe runlevel from the Edit Runlevel pulldovn menu,andthen
selectActions => Add Sewice. To deletea servicefrom arunlevel, selecttherunlevel from the Edit
Runlevel pulldovn menu,selectthe serviceto be deletedrom thelist ontheleft, andselectActions
=> DeleteSewice.

20.4. ntsysv

The ntsysv utility provides a simple interface for actvating or deactvating services.You can use
ntsysvto turnanxinetd -managederviceon or off. You canalsousentsysvto con gure runlevels.
By default, only the currentrunlevel is con gured. To con gure a differentrunlevel, specifyoneor
morerunlevels with the --level  option. For example,the commandntsysv ~ --level 345 con-
gures runlevels 3, 4, and5.

Thentsysv interfaceworks like the text modeinstallationprogram.Usethe up anddown arraws to
navigateup anddown thelist. The spacebar selects/unselectervicesandis alsousedto "press“the
Ok andCancelbuttons.To move betweerthelist of servicesandthe Ok andCancelbuttons,usethe
[Tab]key. A * signi es thataserviceis setto on. Pressinghe [F1] key displaysa shortdescriptionof
theselectedservice.

&Warning

Services managed by xinetd are immediately affected by ntsysv . For all other services, changes do
not take effect immediately. You must stop or start the individual service with the command service
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daemon stop . In the previous example, replace daemon with the name of the service you want to
stop; for example, httpd . Replace stop with start  or restart  to start or restart the service.

20.5. chkconfig

The chkconfig commandcan also be usedto activate and deactvate services.The chkconfig
--list commanddisplaysa list of systemservicesandwhetherthey are started(on) or stopped
(off ) in runlevels0-6. At the endof thelist is a sectionfor the servicesnanagedy xinetd

If the chkconfig ~ --list commandis usedto querya servicemanageddy xinetd , it displays
whether the xinetd  service is enabled(on) or disabled (off ). For example, the command
chkconfig ~ --list finger returnsthefollowing output:

finger on

As shawvn, finger  is enabledasanxinetd servicelf xinetd isrunning,finger is enabled.

If youusechkconfig — --list ~ toqueryaservicein /etc/rc.d |, services settingsfor eachrunlevel
aredisplayed For example thecommancthkconfig ~ --list httpd  returnsthefollowing output:
httpd 0:off 1:off 2:on 3:on 4:0n 5:0n 6:0ff

chkconfig  canalsobe usedto con gure a serviceto be started(or not) in a speci c runlevel. For
example,toturnnscd off in runlevels 3, 4, and5, usethefollowing command:

chkconfig --level 345 nscd off

&Warning

Services managed by xinetd are immediately affected by chkconfig . For example, if xinetd is
running, finger is disabled, and the command chkconfig  finger  on is executed, finger is im-
mediately enabled without having to restart xinetd manually. Changes for other services do not
take effect immediately after using chkconfig . You must stop or start the individual service with the
command service  daemon stop . In the previous example, replace daemon with the name of the
service you want to stop; for example, httpd . Replace stop with start  or restart  to start or restart
the service.

20.6. Additional Resour ces

For moreinformation,referto thefollowing resources.

20.6.1. Installed Documentation

« Themanpagedor ntsysv , chkconfig , xinetd , andxinetd.conf

« man 5 hosts_access — Themanpagefor the formatof hostacces<ontrol les (in section5
of themanpages).
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20.6.2. Useful Websites

- http://wwwxinetd.og — The xinetd webpagelt containsa more detailedlist of featuresand
samplecon guration les.

20.6.3. Related Books

- RedHat EnterpriseLinux RefeenceGuide Red Hat, Inc. — This companionmanualcontains
detailedinformationabouthonv TCPwrappersandxinetd  allow or dery accesaswell ashow to
con gure network accesaisingthem. It alsoprovidesinstructionsfor creatingiptables  rewall
rules.

+ RedHat EnterpriseLinux SecurityGuideRedHat, Inc.— This manualdiscussesecuringservices
with TCPwrappersandxinetd  suchasloggingdeniedconnectiorattempts.
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OpenSSHis a free, opensourceimplementationof the SSH (SecureSHell) protocols.It replaces
telnet , ftp , rlogin , rsh, andrcp with securegncryptednetwork connectiity tools. OpenSSH
supportsrersionsl.3,1.5,and2 of the SSHprotocol.SinceOpenSSHrersion2.9,thedefault protocol
is version2, which usesRSA keys asthedefault.

21.1. Why Use OpenSSH?

If youuseOpenSSHools,youareenhancinghesecurityof yourmachine All communicationsising
OpenSSHools, including passverds,areencryptedTelnet andftp useplain text passwerdsand
sendall informationunencryptedT heinformationcanbeinterceptedthe passwrdscanberetrieved,
andyour systemcould be compromisedy anunauthorizegpersonloggingin to your systemusing
oneof theinterceptecpassverds. The OpenSSHsetof utilities shouldbe usedwheneer possibleto
avoid thesesecurityproblems.

Anotherreasorto useOpenSSHs thatit automaticallyforwardsthe DISPLAY variableto the client
machine.In otherwords, if you arerunningthe X Window Systemon your local machine andyou

log in to aremotemachineusingthessh commandwhenyou run a programon the remotemachine
thatrequiresX, it will be displayedon your local machine.This featureis convenientif you prefer
graphicalsystemadministratiortools but do not awayshave physicalaccesdo your sener.

21.2. Con guring an OpenSSH Server

TorunanOpenSSHsener, youmust rst make surethatyou have theproperRPM packageinstalled.
Theopenssh-server  packages requiredanddepend®nthe openssh package.

The OpenSSHlaemonusesthe con guration le /etc/ssh/sshd_config . The default con gu-
ration le shouldbe sufcient for mostpurposeslf you wantto con gure the daemonin waysnot
providedby thedefault sshd_config , readthesshd manpagefor alist of the keywordsthatcanbe
de nedin thecon guration le.

To start the OpenSSHservice, use the command/sbin/service sshd start . To stop the
OpenSSHsener, usethe command'shin/service sshd stop . If youwantthe daemorto start
automaticallyat boot time, refer to Chapter20 Contolling Accesgo Servicesfor information on
how to manageservices.

If you reinstall,the reinstalledsystemcreatesa newv setof identi cation keys. Any clientswho had
connectedo the systemwith ary of the OpenSSHools beforethe reinstallwill seethe following
message:

QPOEEPEEPOEEOEO OO ETHED@N [@@@el@ecEey
@ WARNING: REMOTEHOST IDENTIFICATION HAS CHANGED! @
QPOEPEOEPEEOEEOC O EEHDEEE [@@@el@ecEey

IT IS POSSIBLE THAT SOMEONHS DOING SOMETHINGNASTYl

Someone could be eavesdropping on you right now (man-in-the-middle attack)!
It is also possible that the RSAhost key has just been changed.

If youwantto keepthe hostkeys generatedor the systembackupthe /etc/ssh/ssh_host*key*
les andrestorethemafter the reinstall. This procesgetainsthe systems identity, andwhenclients
try to connecto the systemafterthereinstall,they will notreceve thewarningmessage.
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21.3. Con guring an OpenSSH Client

To connectto an OpenSSHsener from a client machine you musthave the openssh-clients and
openssh packagesnstalledon theclientmachine.

21.3.1. Using the ssh Command

Thessh commands a securereplacementor therlogin , rsh , andtelnet commandslt allows
youto log in to aremotemachineaswell asexecutecommand®n aremotemachine.

Loggingin to aremotemachinewith ssh is similarto usingtelnet . Tolog in to aremotemachine
namedpenguin.gample.nettypethefollowing commandata shellprompt:
ssh penguin.examp le .n et

The rst timeyoussh to aremotemachineyouwill seea messagsimilarto thefollowing:

The authenticity of host ‘'penguin.exam ple. net cant be established.
DSA key fingerprint is 94:68:3a:3a:b  c: f3:9 a: 9b:0 1: 5d:b 3: 07:3 8: e2:1 1: Oc.
Are you sure you want to continue connecting  (yes/no)?

Typeyes to continue Thiswill addthesenerto yourlist of known hosts(~/.ssh/known_hosts/ )
asseenin thefollowing message:

Warning: Permanently added ‘penguin.exam pl e. net (RSA) to the list of known hosts.

Next, you will seea promptaskingfor your passwerd for the remotemachine After enteringyour
passwerd, youwill beata shellpromptfor theremotemachinelIf you do notspecifya usernamehe
usernaméhatyou areloggedin asonthelocal clientmachineis passedo theremotemachinelf you
wantto specifya differentusernameysethe following command:

ssh username @pengui n. examge .n et

You canalsousethesyntaxssh -1 username penguin.example.net

The ssh commandcan be usedto executea commandon the remotemachinewithout logging in
to a shell prompt. The syntaxis ssh hostname command. For example,if you wantto execute
thecommands /usr/share/doc ontheremotemachinepenguin.gample.nettypethefollowing
commandatashellprompt:

ssh penguin.examp le .n et Is /usr/share/do c

After you enterthe correctpasswrd, the contentsof the remotedirectory/usr/share/doc will be
displayedandyouwill returnto yourlocal shellprompt.

21.3.2. Using the scp Command

Thescp commandanbeusedo transferles betweermachine®verasecureencryptedconnection.
It is similartorcp .

Thegenerakyntaxto transferalocal le to aremotesystems asfollows:
scp < localfile > username@tohostname: < remot efil e>

The < localfile > speci esthe sourceincluding pathto the le, suchas/var/log/maillog
The <remotefile > species the destination, which can be a new lename such as
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/tmp/hostname-maillog . For the remotesystem,if you do not have a preceding , the pathwill
berelative to thehomedirectoryof username , typically /nome/username/

To transferthelocal le shadowman to the homedirectoryof your accounton penguin.gample.net,
typethefollowing ata shellprompt(replaceusername with yourusername):

scp shadowman username @penguin.example. net :sha dowman

This will transfer the local le shadowman to /home/ username /shadowman on
penguin.gample.netAlternately you canleave off the nal shadowman in thescp command.
Thegenerakyntaxto transferaremote le to thelocal systemis asfollows:

scp username@tohostname: < remotefi le > < newlocalfile >

The<remotefile > speci esthe sourceincluding path,and < newlocalfile > speci esthe
destinationincluding path.

Multiple les canbespeci edasthesourceles. For example,to transferthe contentof thedirectory
downloads/ to anexistingdirectorycalleduploads/ ontheremotemachinepenguin.gample.net,
typethefollowing ata shellprompt:

scp downloads/*  username @penguin.exampl e.n et:u plo ads/

21.3.3. Using the sftp Command

Thesftp utility canbe usedto opena securejnteractve FTP sessionlt is similarto ftp except
thatit usesa securegncryptecconnectionThegenerakyntaxis sftp  username@hostname.com .
Onceauthenticatedyou canusea setof commandssimilar to thoseusedby FTP. Referto the sftp
manpagefor alist of thesecommandsTo readthe manpage executethecommandman sftp ata
shellprompt.Thesftp utility is only availablein OpenSSHrersion2.5.0plandhigher

21.3.4. Generating Key Pairs

If you do not wantto enteryour passverd every time you usessh, scp, or sftp  to connectto a
remotemachineyou cangeneratenauthorizatiorkey pair

Keys mustbe generatedor eachuser To generatekeys for a user usethefollowing stepsastheuser
who wantsto connecto remotemachineslf you completethe stepsasroot, only rootwill beableto
usethekeys.

Starting with OpenSSH version 3.0, ~/.ssh/authorized_keys2 , ~/.ssh/known_hosts2 s
and /etc/ssh_known_hosts2 are obsolete. SSH Protocol 1 and 2 share the
~/.ssh/authorized_keys , ~l.ssh/known_hosts , and/etc/ssh/ssh_known_hosts les.

RedHat EnterpriseLinux 4 usesSSHProtocol2 andRSA keys by default.

@

If you reinstall and want to save your generated key pair, backup the .ssh directory in your home
directory. After reinstalling, copy this directory back to your home directory. This process can be done
for all users on your system, including root.
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21.3.4.1. Generating an RSA Key Pair for Version 2

Usethe following stepsto generatean RSA key pair for version2 of the SSHprotocol. This is the
default startingwith OpenSSH2.9.

1. Togenerat@nRSAkey pairtowork with version2 of theprotocol typethefollowing command
atashellprompt:
ssh-keygen -t rsa
Acceptthe default le locationof ~/.ssh/id_rsa . Enter a passphraselifferent from your
accountpasswverd andcon rm it by enteringit again.
The public key is written to ~/.ssh/id_rsa.pub . The private key is written to
~/.sshfid_rsa . Never distribute your privatekey to aryone.

2. Changethepermission®f the.ssh directoryusingthefollowing command:
chmod 755 ~/.ssh

3. Copy the contentsof ~/.ssh/id_rsa.pub into the le ~/.ssh/authorized_keys onthe
machineto which you wantto connectlf the le ~/.ssh/authorized_keys exist, append
the contentsof the le ~/.ssh/id_rsa.pub to the le ~/.ssh/authorized_keys onthe
othermachine.

4. Changehepermission®f the authorized_keys le usingthefollowing command:
chmod 644 ~/.ssh/authorized_keys

5. If youarerunningGNOME, skipto Section21.3.4.4Con guring ssh-agent  with GNOME If
you arenotrunningthe X Window Systemskip to Section21.3.4.5Con guring ssh-agent

21.3.4.2. Generating a DSA Key Pair for Version 2
Usethefollowing stepsto generatea DSA key pair for version2 of the SSHProtocol.

1. To generatea DSA key pairto work with version2 of theprotocol,typethefollowing command
atashellprompt:
ssh-keygen -t dsa
Acceptthe default le locationof ~/.ssh/id_dsa . Entera passphraséifferentfrom your
accountpasswverd andcon rm it by enteringit again.

©-

A passphrase is a string of words and characters used to authenticate a user. Passphrases
differ from passwords in that you can use spaces or tabs in the passphrase. Passphrases are
generally longer than passwords because they are usually phrases instead of a single word.

The public key is written to ~/.ssh/id_dsa.pub . The private key is written to
~/.sshfid_dsa . It isimportantnever to give aryonethe privatekey.

2. Changethepermission®f the.ssh directorywith thefollowing command:
chmod 755 ~/.ssh

3. Copy the contentsof ~/.ssh/id_dsa.pub into the le ~/.ssh/authorized_keys onthe
machineto which you wantto connectlf the le ~/.ssh/authorized_keys exist, append
the contentsof the le ~/.ssh/id_dsa.pub to the le ~/.ssh/authorized_keys onthe
othermachine.

4. Changehepermission®f the authorized_keys le usingthefollowing command:
chmod 644 ~/.ssh/authorized_keys
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5. If youarerunningGNOME, skipto Section21.3.4.4Con guring ssh-agent  with GNOME If
you arenotrunningthe X Window Systemskip to Section21.3.4.5Con guring ssh-agent

21.3.4.3. Generating an RSA Key Pair for Version 1.3 and 1.5

Usethefollowing stepsto generatenRSA key pair, whichis usedby versionl of the SSHProtocol.
If you areonly connectingbetweensystemshat useDSA, you do not needan RSA versionl1.3 or
RSA versionl.5key pair.

1. To generatean RSA (for versionl.3and1.5 protocol)key pair, typethefollowing commandat
ashellprompt:
ssh-keygen -t rsal

Acceptthe default le location(~/.ssh/identity ). Entera passphrasdifferentfrom your
accounfpasswrd. Con rm the passphrasby enteringit again.

The public key is written to ~/.sshiidentity.pub . The private key is written to
~/.ssh/identity . Do notgive aryonethe privatekey.

2. Changethe permission®f your.ssh directoryandyour key with the commandshmod 755
~/.ssh andchmod 644 ~/.sshiidentity.pub

3. Copy thecontentof ~/.ssh/identity.pub intothe le ~/.ssh/authorized_keys onthe
machineto which you wish to connectlf the le ~/.ssh/authorized_keys doesnot exist,
you cancopy the le ~/.ssh/identity.pub to the le ~/.ssh/authorized_keys onthe

remotemachine.

4.1f youarerunningGNOME, skipto Section21.3.4.4Con guring ssh-agent  with GNOME |If
you arenot runningGNOME, skip to Section21.3.4.5Con guring ssh-agent

21.3.4.4. Conguring ssh-agent with GNOME

Thessh-agent utility canbe usedto sare your passphrassothatyou do not have to enterit each
timeyouinitiateanssh orscp connectionlf youareusingGNOME, theopenssh-askpass-gnome
packagecontaingheapplicationusedto promptyou for your passphrasehenyoulog in to GNOME
andsave it until you log out of GNOME. You will nothave to enteryour password or passphrastor
ary ssh orscp connectiormadeduringthatGNOME sessionlf youarenotusingGNOME, referto
Section21.3.4.5Con guring ssh-agent

To save your passphraseduringyour GNOME sessionfollow thefollowing steps:

1. Youwill needto have the packageopenssh-askpass-gnome installed;you canusethe com-
mandrpm -q openssh-askpass-gnome  to determineif it is installedor not. If it is notin-
stalled,installit from your RedHat EnterpriseLinux CD-ROM set,from aRedHat FTP mirror
site,or usingRedHat Network.

2. SelectMain Menu Button (onthe Panel)=> Preferences=> Mor e Preferences=> Sessions
andclick on the Startup Programstah Click Add and enter/usr/bin/ssh-add in the
Startup Command text area.Setit a priority to anumberhigherthanary existing commands
to ensurethatit is executedlast. A good priority numberfor ssh-add is 70 or higher The
higherthe priority numbey the lower the priority. If you have otherprogramslisted, this one
shouldhave thelowestpriority. Click Closeto exit theprogram.

3. Log outandthenlog backinto GNOME; in otherwords,restartX. After GNOME is starteda
dialog box will appeampromptingyou for your passphrase(snterthe passphraseequested.
If you have bothDSA andRSA key pairscon gured,youwill bepromptedfor both.Fromthis
pointon, you shouldnot be promptedfor a passverd by ssh , scp, orsftp .
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21.3.4.5. Con guring ssh-agent

Thessh-agent canbeusedto storeyourpassphrassothatyoudonothave to enterit eachtime you
male assh orscp connectionlf youarenotrunningthe X Window Systemfollow thesestepsfrom
ashellprompt.If youarerunningGNOME but you do notwantto con gure it to promptyou for your
passphrasehenyou log in (referto Section21.3.4.4Con guring ssh-agent  with GNOME), this
procedurewill work in aterminalwindow, suchasanXTerm.If youarerunningX but not GNOME,
this procedurewill work in a terminalwindow. However, your passphraswiill only be remembered
for thatterminalwindow; it is nota globalsetting.

1. At asshellprompt,typethefollowing command:
exec /usr/bin/ssh-agent $SHELL

2. Thentypethecommand:
ssh-add

and enteryour passphrase(s)f you have more than one key pair con gured, you will be
promptedfor eachone.

3. Whenyoulog out, your passphrase(sjill beforgotten.Youmustexecutethesetwo commands
eachtimeyoulog in to avirtual consoleor openaterminalwindow.

21.4. Additional Resour ces

The OpenSSHandOpenSSLprojectsarein constantdevelopmentandthe mostup-to-datenforma-
tion for themis available from their websites The manpagesfor OpenSSHand OpenSSLtools are
alsogoodsource®f detailedinformation.

21.4.1. Installed Documentation

« Thessh, scp, sftp , sshd , andssh-keygen manpages— Thesemanpagesncludeinformation
on how to usethesecommandsswell asall the parameterthatcanbeusedwith them.

21.4.2. Useful Websites

« http://wwwopenssh.com/~ The OpenSSH-AQ page bug reportsmailinglists, projectgoals,and
amoretechnicalexplanationof the securityfeatures.

- http://wwwopenssl.ai/ — The OpenSSLFAQ page mailing lists, anda descriptionof the project
goal.

- http://wwwfreessh.a/ — SSHclient softwarefor otherplatforms.

21.4.3. Related Books

- RedHat EnterpriseLinux RefeenceGuide — Learnthe event sequencef an SSH connection,
review alist of con guration les, anddiscorer hov SSHcanbeusedfor X forwarding.
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Network File System(NFS) is a way to share les betweenmachineson a network asif the les
werelocatedontheclient's local harddrive. RedHat EnterpriseLinux canbebothanNFSsenerand
an NFS client, which meanghatit canexport le systemgo othersystemsandmount le systems
exportedfrom othermachines.

22.1. Why Use NFS?

NFSis usefulfor sharingdirectoriesof les betweemmultipleusersnthesamenetwork. For example,
a group of usersworking on the sameprojectcan have accesgo the les for that projectusinga

shareddirectoryof theNFS le system(commonlyknovn asanNFSshare)mountedn thedirectory
Imyproject . Toaccesshesharedles, theusergoesinto the/myproject  directoryonhismachine.
Thereareno passwerdsto enteror specialcommandgo rememberUserswork asif thedirectoryis

ontheirlocalmachines.

22.2. Mounting NFS File Systems

Usethemount commando mounta sharedNFSdirectoryfrom anothemachine:

mount shadowman.example.com:/misc/export /misc/local

&Warning

The mount point directory on the local machine (/misc/local in the above example) must exist
before this command can be executed.

In thiscommandshadowman.example.com isthehostnameftheNFS le sener, /misc/export

is the directory that shadowman is exporting, and /misc/local is the locationto mountthe le
systemon the local machine.After the mount commandruns (andif the client hasproperpermis-
sionsfrom the shadowman.example.com NFS sener) the client usercanexecutethe commands
/misc/local to displayalisting of the les in /misc/export ~ onshadowman.example.com

22.2.1. Mounting NFS File Systems using /etc/fstab

An alternateway to mountan NFS sharefrom anothemmachineis to adda line to the /etc/fstab

le. Theline muststatethe hostnameof the NFS sener, the directoryon the sener beingexported,
andthe directoryon the local machinewherethe NFS shareis to be mounted.You mustbe root to
modify the/etc/fstab le.

Thegenerakyntaxfor theline in /etc/fstab is asfollows:
server:/usr/local/pub /pub nfs rsize=8192,wsize=8192,tim eo=14,i ntr

Themountpoint/pub mustexist on the client machinebeforethis commandcanbe executed After
addingthis line to /etc/fstab on the client system,type the commandmount /pub at a shell
prompt,andthe mountpoint/pub is mountedirom thesener.
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22.2.2. Mounting NFS File Systems using autofs

A third optionfor mountingan NFS shareis the useof the autofsservice Autofs usesthe automount
daemorto manageyour mountpointsby only mountingthemdynamicallywhenthey areaccessed.

Autofs consultsthe mastermap con guration le /etc/auto.master to determinewhich mount
pointsarede ned. It thenstartsanautomounprocessith theappropriatgparameterfor eachmount
point. Eachline in the mastermapde nes a mountpoint anda separatenap le thatde nesthe le
systemgo be mountedunderthis mountpoint. For example the /etc/auto.misc le mightde ne
mountpointsin the/misc directory;this relationshipwould be de ned in the /etc/auto.master

le.

Eachentryin auto.master  hasthree elds. The rst eld is themountpoint. Thesecondeld is the
locationof themap le, andthethird eld is optional. Thethird eld cancontaininformationsuchas
atimeoutvalue.

For example,to mountthe directory /proj52  on the remotemachinepenguin.gample.netat the
mountpoint/misc/myproject onyour machine addthefollowing line to auto.master

/misc /etc/auto.misc --timeout 60

Next, addthefollowing line to /etc/auto.misc

myproject -rw,soft,intr,rsize=8192 ,wsi ze=8192 penguin.example.net:/pro j52

The rst eld in /etc/auto.misc is thenameof the/misc subdirectoryThis directoryis created
dynamicallyby automountlt shouldnot actuallyexist on the client machine.The secondeld con-

tainsmountoptionssuchasrw for readandwrite accessThethird eld is the locationof the NFS
exportincludingthehostnameanddirectory

; Note

The directory /misc must exist on the local le system. There should be no subdirectories in /misc
on the local le system.

To starttheautofsservice ata shellprompt,typethefollowing command:
Isbin/service autofs  restart

To view theactive mountpoints,typethefollowing commandata shellprompt:
[sbin/service autofs  status

If you modify the /etc/auto.master con guration le while autofsis running,you musttell the
automountlaemon(sjo reloadby typing the following commandat a shellprompt:

/sbin/service autofs  reload

Tolearnhow to con gure autofsto startatboottime, andfor informationon managingservicesrefer
to Chapter20 Contolling Accesgo Services
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22.2.3. Using TCP

The default transportprotocol for NFSv4is TCP; howvever, the Red Hat EnterpriseLinux 4 kernel
includessupportfor NFS over UDP. To useNFS over UDP, includethe -o udp option to mount
whenmountingthe NFS-eported le systemontheclientsystem.

Therearethreewaysto con gureanNFS le systemexport. Ondemandria thecommandine (client
side),automaticallyvia the/etc/fstab le (clientside),andautomaticallyvia autofscon guration
les, suchas/etc/auto.master and/etc/auto.misc (sener sidewith NIS).

For example,on demandvia thecommandine (clientside):

mount -0 udp shadowman.example.com:/mis  c/e xpor t /misc/local

Whenthe NFSmountis speci edin /etc/fstab (clientside):

server:/usr/local/pub Ipub nfs rsize=8192,wsize=8192,tim eo=14,i ntr ,udp

Whenthe NFS mountis speci ed in anautofscon guration le for a NIS sener, availablefor NIS
enabledvorkstations:

myproject -rw,soft,intr,rsize=8192 ,wsi ze=8192,ud p penguin.example.net:/pr 0j52
Sincethe defaultis TCR if the-o udp optionis not speci ed, the NFS-e&ported le systemis ac-
cessedia TCR

Theadwantage®f usingTCPincludethefollowing:

« Improved connectiordurability thuslessNFS stale  file  handles messages.

+ Performancegain on heaiily loadednetworks becausel CP acknavledgesevery paclet, unlike
UDP which only acknavledgescompletion.

« TCPhasbettercongestiorcontrolthanUDP (which hasnone).Onavery congestedetwork, UDP
pacletsarethe rst pacletsthataredroppedThis meanghatif NFSis writing data(in 8K chunks)
all of that 8K mustbe retransmittedbver UDP. Becausef TCP's reliability, only partsof that8K
dataaretransmittecatatime.

- Error detection.Whena TCP connectionbreaks(dueto the sener being unavailable) the client
stopssendingdataand restartsthe connectionprocessoncethe sener becomesavailable. With
UDP, sinceit's connection-lesgheclientcontinuego poundthe network with datauntil thesener
reestablishea connection.

The main disadwantageis thatthereis a very small performancehit dueto the overheadassociated
with the TCP protocol.

22.2.4. Preserving ACLs

The RedHat EnterpriseLinux 4 kernelprovides ACL supportfor the ext3 le systemandext3 le
systemsnountedwith theNFSor Sambagprotocols Thus,if anext3 le systemhasACLsenabledor
it andis NFSexported,andif theNFSclientcanreadACLs, they areusedby the NFSclientaswell.

22.3. Expor ting NFS File Systems

Sharingor serving les from anNFS sener is known asexporting the directories.The NFS Sewer
Con guration Tool canbeusedto con gure asystemasanNFSsener.
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To usethe NFS Sewver Con guration Tool, you mustbe runningthe X Windowv System have root
privileges,andhave the system-config-nfs RPM packagenstalled.To starttheapplication select
theMain Menu Button (onthePanel)=> SystemSettings=> Setver Settings=> NFS, or typethe
commandsystem-config-nfs

Figure 22-1.NFS Serwer Con guration Tool

To addanNFSshareclick the Add button. Thedialogbox shavn in Figure22-2 appears.
TheBasictabrequiresthefollowing information:

- Directory — Specifythedirectoryto share suchas/tmp .

- Host(s) — Specify the host(s) with which to share the directory Refer to
Section22.3.2Hostnamd~ormatsfor anexplanationof possibleformats.

- Basic permissions— Specifywhetherthe directoryshouldhave read-onlyor read/writepermis-
sions.

Figure 22-2.Add Share

TheGeneral Options taballows the following optionsto be con gured:

- Allow connectionsfrom port 1024and higher — Servicesstartedon portnumberdessthan1024
mustbestartedasroot. Selectthis optionto allow the NFSserviceto bestartedby a userotherthan
root. This option correspond$o insecure

« Allow insecure le locking — Do not require a lock request.This option correspondsto
insecure_locks

- Disablesubtreechecking— If asubdirectoryof a le systemis exported,buttheentire le system

is not exported,the sener checksto seeif therequestedle is in the subdirectoryexported.This
checkis called subtee cheding. Selectthis optionto disablesubtreechecking.If the entire le
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systemis exported,selectingo disablesubtreecheckingcanincreasehetransferrate.This option
correspond$o no_subtree_check

« Syncwrite operations on request— Enabledby default, this option doesnot allow the sener
to reply to requestsheforethe changesnadeby the requestare written to the disk. This option
correspondso sync . If thisis notselectedtheasync optionis used.

- Forcesyncof write operationsimmediately — Do not delaywriting to disk. This optioncor
responds$o no_wdelay .

TheUser Accesstaballows thefollowing optionsto be con gured:

- Treatremoteroot useraslocal root— By default,theuserandgrouplDs of theroot userareboth
0. Rootsquashingnapsthe userlD 0 andthegrouplID 0 to theuserandgrouplIDs of anorymous
sothatroot on the client doesnot have root privilegeson the NFS sener. If this optionis selected,
root is not mappedo anorymous,androot on a client hasroot privilegesto exporteddirectories.
Selectingthis option cangreatly decreasehe securityof the system.Do not selectit unlessit is
absolutelynecessaryT his optioncorrespond$o no_root_squash

- Treatall client usersasanonymoususers— If this optionis selectedall userandgroupIDs are
mappedo theanorymoususer This optioncorrespondso all_squash

- Specifylocal userID for anonymoususers— If Treatall client usersasanonymoususersis
selectedthis optionletsyou specifya userID for theanorymoususer This option corresponds
to anonuid .

- Specifylocalgroup ID for anonymoususers— If Treatall client usersasanonymoususersis
selectedthis optionletsyou specifyagrouplD for theanorymoususer Thisoptioncorresponds
to anongid .

To editanexisting NFSshareselectthesharefrom thelist, andclick the Propertiesbutton. To delete
anexisting NFS share selectthe sharefrom thelist, andclick the Deletebutton.

After clicking OK to add,edit, or deletean NFS sharefrom thelist, the changesake placeimmedi-
ately— thesenerdaemoris restartecandtheold con guration le is savedas/etc/exports.bak
Thenew con gurationis written to /etc/exports

TheNFS Sewer Con guration Tool readsandwritesdirectly to the /etc/exports con guration
le. Thus,the le canbemodi ed manuallyafterusingthetool, andthetool canbe usedaftermodi-
fying the le manually(providedthe le wasmodi ed with correctsyntax).

22.3.1. Command Line Con guration

If you prefereditingcon guration les usingatext editoror if youdo nothave the X Window System
installed,you canmodify thecon guration le directly.

The/etc/exports le controlswhatdirectoriesthe NFS sener exports.Its formatis asfollows:
directory hostname ( options )
Theonly optionthatneedso be speci edis oneof sync orasync (sync isrecommended)f sync

is speci ed, the sener doesnot reply to requestdeforethe changesnadeby the requestrewritten
to thedisk.

For example,

/misc/export speedy.example.com(sync)
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would allow usersfrom speedy.example.com  to mount/misc/export with thedefaultread-only
permissionshut,

/misc/export speedy.example.com(rw,sy nc)

would allow usersrom speedy.example.com  to mount/misc/export  with read/writeprivileges.
Referto Section22.3.2Hostnaméd-ormatsfor anexplanationof possiblehostnamdormats.
Referto the RedHat EnterpriseLinux RefeenceGuidefor alist of optionsthatcanbespeci ed.

@Caution

Be careful with spaces in the /etc/exports le . If there are no spaces between the hostname and
the options in parentheses, the options apply only to the hostname. If there is a space between
the hostname and the options, the options apply to the rest of the world. For example, examine the
following lines:

Imisc/export speedy.example.com(rw,sync)
Imisc/export speedy.example.com (rw,sync)

The rst line grants users from speedy.example.co m read-write access and denies all other users.
The second line grants users from speedy.example.co m read-only access (the default) and allows
the rest of the world read-write access.

Eachtime you changeletc/exports , you mustinform the NFS daemonof the change or reload
thecon guration le with thefollowing command:

Isbin/service nfs reload

22.3.2. Hostname Formats
Thehost(s)canbein thefollowing forms:

+ Singlemachine— A fully quali ed domainname(that canbe resohed by the sener), hostname
(thatcanberesohedby thesener), or anIP address.

- Seriesof machinespeci ed with wildcards— Usethe* or ? characteto specifya string match.
Wildcardsare not to be usedwith IP addresseshowever, they may accidentallywork if reverse
DNS lookupsfail. When specifyingwildcardsin fully qualied domainnamesdots(.) are not
includedin the wildcard. For example,*.example.com  includesone.&ample.combut doesnot
includeone.tvwo.example.com.

+ IP networks — Use a.b.c.d/z , wherea.b.c.d is the network and z is the number
of bits in the netmask (for example 192.168.0.0/24). Another acceptable format is
a.b.c.d/netmask , where a.b.c.d is the network and netmask is the netmask(for
example,192.168.100.8/255.255.255.0).

+ Netgroups— In theformat @group-name , wheregroup-name is the NIS netgroupname.

22.3.3. Starting and Stopping the Server
Onthesenerthatis exportingNFS le systemsthenfs servicemustberunning.
View the statusof the NFS daemorwith thefollowing command:
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/sbin/service nfs status

Startthe NFS daemorwith thefollowing command:
/sbin/service nfs start

Stopthe NFSdaemorwith thefollowing command:
/sbin/service nfs stop

To startthenfs serviceatboottime, usethecommand:
/sbin/chkconf ig --level 345 nfs on

Youcanalsousechkconfig , ntsysvor theSewicesCon guration Tool to con gurewhichservices
startatboottime. Referto Chapter20 Contolling Accesgo Servicedor details.

22.4. Additional Resour ces

This chapterdiscusseshe basicsof usingNFS. For moredetailedinformation,referto thefollowing
resources.

22.4.1. Installed Documentation

« The manpagesfor nfsd , mountd , exports , auto.master , andautofs (in manualsections5
and8) — Thesemanpagesshaw the correctsyntaxfor the NFSandautofscon guration les.

22.4.2. Useful Websites

- http://infs.sourcefge.net/— the NFSwebpageincludeslinks to the mailing lists and FAQs.

« http://wwwtldp.og/HONTO/NFS-HONTO/index.html — The Linux NFS-HONTO from the
Linux DocumentatiorProject.

22.4.3. Related Books

« Managing NFSandNIS Servicedy Hal Stern;O'Reilly & Associateslinc.
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Chapter 23.
Samba

Sambausesthe SMB protocol to share les and printersacrossa network connection.Operating
systemshatsupportthis protocolinclude Microsoft Windows, OS/2,andLinux.

The Red Hat EnterpriseLinux 4 kernel containsAccessContol List (ACL) supportfor ext3 le
systemslf the Sambasener shareanext3 le systemwith ACLs enabledfor it, andthe kernelon
the client systemcontainssupportfor readingACLs from ext3 le systemsthe client automatically
recognizesandusesheACLs.

23.1. Why Use Samba?

Sambais usefulif you have anetwork of bothWindows andLinux machinesSambaallows les and
printersto be sharedby all the systemsin a network. To share les betweenLinux machinesonly,
useNFSasdiscussedh Chapter22 NetworkFile Systen{NFS) To shareprintersbetweerLinux ma-
chinesonly, you do not needto useSambareferto Chapter34 Printer Con guration.

23.2. Con guring a Samba Server

Thedefaultcon guration le (/etc/samba/smb.conf ) allows usersto view their homedirectories
asa Sambashare.It alsosharesall printerscon gured for the systemas Sambasharedprinters.In

otherwords,you canattacha printerto the systemandprint to it from the Windows machinenyour
network.

23.2.1. Graphical Con guration

To con gure Sambausing a graphicalinterface, usethe Samba Sewer Con guration Tool. For
commandine con guration, skipto Section23.2.2Command.ine Con guration.

The SambaSewer Con guration Tool is a graphicalinterfacefor managingSambasharespsers,
and basic sener settings.lt modi es the con guration les in the /etc/samba/  directory Any
changedo theseles notmadeusingtheapplicationarepresered.

To usethis application,you mustbe runningthe X Window System have root privileges,and have
thesystem-config-samba RPM packagenstalled.To startthe SambaServer Con guration Tool
from the desktopgo to the Main Menu Button (on the Panel)=> SystemSettings=> Sewer Set-
tings => Sambaor typethe commandsystem-config-samba atashellprompt(for example,in an
XTermor a GNOME terminal).

Figure 23-1.SambaServer Con guration Tool
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' ; Note

The Samba Server Con guration Tool does not display shared printers or the default stanza that
allows users to view their own home directories on the Samba server.

23.2.1.1. Con guring Server Settings

The rst stepin con guring a Sambasener is to con gure the basicsettingsfor the sener anda
few securityoptions.After startingthe application,selectPreferences=> Sewer Settingsfrom the
pulldovn menu.TheBasictabis displayedasshavn in Figure23-2

Figure 23-2.Con guring Basic Sewer Settings

On the Basic tab, specifywhich workgroupthe computershouldbe in aswell asa brief description
of thecomputerThey correspondo theworkgroup andserver string  optionsin smb.conf .

Figure 23-3.Con guring Security Setver Settings

The Security tab containghe following options:

+ Authentication Mode — This correspondso the security ~ option. Selectone of the following
typesof authentication.
- ADS — The Sambasener actsasa domainmemberin an Active Directory Domain (ADS)

realm.For this option,Kerberosnustbeinstalledandcon gured on thesener, andSambamust
becomea memberof the ADS realmusingthe net utility, which is partof the samba-client
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packageReferto thenet manpagefor details.This optiondoesnot con gure Sambato bean
ADS Controller Specifytherealmof the Kerberossenerin the Kerberos Realm eld.

Note

The Kerberos Realm eld must be supplied in all uppercase letters, such as EXAMPLE.COM

Use of your Samba server as a domain member in an ADS realm assumes proper con gur ation
of Kerberos, including the /etc/krb5.conf le.

- Domain — The Sambasener relieson a Windows NT Primaryor BackupDomain Controller
to verify the user The sener passeshe usernameand passwverd to the Controller and waits
for it to return.Specifythe NetBIOS nameof the Primaryor BackupDomainControllerin the
Authentication Sewver eld.

TheEncrypted Passvords optionmustbe setto Yesif thisis selected.

- Sewer — The Sambasener triesto verify the usernamendpassvwerd combinationby passing
themto anotheiSambasener. If it cannot, thesenertriesto verify usingtheuserauthentication
mode.Specifythe NetBIOSnameof theotherSambasener in the Authentication Sewer eld.

- Share— Sambausersionothave to enterausernamandpasswrd combinatioronaperSamba
sener basis.They arenot promptedfor a usernamendpassword until they try to connectto a
speci ¢ shareddirectoryfrom a Sambasener.

- User — (Default) Sambausersmust provide a valid usernameand password on a per Samba
sener basis.Selectthis option if you wantthe Windows Usemame option to work. Referto
Section23.2.1.2Managing SambéalUsesrs for details.

« Encrypt Passwrds — This option mustbe enabledf the clientsare connectingfrom a system
with Windows 98, Windows NT 4.0 with ServicePack 3, or other more recentversionsof Mi-
crosoftWindows. The passwerds aretransferecbetweerthe sener andthe clientin anencrypted
formatinsteadof asa plain-text word thatcanbeinterceptedThis correspondso the encrypted
passwords option. Referto Section23.2.3EncryptedPasswods for moreinformationabouten-
cryptedSambgpassverds.

+ GuestAccount — Whenusersor guestuserslog into a Sambasener, they mustbe mappedo a
valid useronthe sener. Selectoneof the existing usernamesn the systemto be the guestSamba
accountWhenguestdog in to the Sambasener, they have the sameprivilegesasthis user This
correspondso theguest account option.

After clicking OK, the changesarewritten to the con guration le andthe daemonis restart;thus,
the changegake effectimmediately

23.2.1.2. Managing Samba Users

TheSambaSewer Con guration Tool requireghatanexisting useraccounbeactive onthesystem
actingasthe Sambasener beforea Sambausercanbe added The Sambauseris associateavith the
existing useraccount.
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Figure 23-4.Managing SambaUsers

To adda Sambauser selectPreferences=> SambaUsersfrom the pulldovn menu,andclick the
Add User button.In the CreateNew SambaUser window selecta Unix Usemame from thelist of
existing userson thelocal system.

If the userhasa differentusernamen a Windows machineandneedsto log into the Sambasener
from the Windows machine specifythat Windovs usernamen the Windows Usemame eld. The
Authentication Mode onthe Security tabof the Sewver Settingspreferencesustbe setto User for
this optionto work.

Also con gure a SambaPassvord for the SambaJserandcon rm it by typingit again.Evenif you
selectto useencryptedpasswerds for Sambajt is recommendedhat the Sambapasswerds for all
usersaredifferentfrom their systempassverds.

To editanexisting user selectthe userfrom thelist, andclick Edit User. To deleteanexisting Samba
user selectthe user andclick the Delete User button. Deletinga Sambauserdoesnot deletethe
associatedystemuseraccount.

Theusersaremodi ed immediatelyafterclicking the OK button.

23.2.1.3. Adding a Share
To createa Sambashare click the Add buttonfrom the main Sambacon gurationwindow.

Figure 23-5.Adding a Share

TheBasictabcon guresthefollowing options:
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- Directory — Thedirectoryto sharevia SambaThe directorymustexist beforeit canbe entered
here.

+ Share name — The actualnameof the sharethatis seenfrom remotemachinesBy default, it is
the samevalueasDir ectory, but canbecon gured.

« Descriptions— A brief descriptiorof the share.

« BasicPermissions— Whetherusersshouldonly beableto readthe les in theshareddirectoryor
whetherthey shouldbeableto readandwrite to the shareddirectory

OntheAccesdab,selectwhetherto allow only speci ed usergo accessheshareor whetherto allow
all Sambauserso accesshesharelf youselecto allow accesso speci ¢ usersselectheusersrom
thelist of available Sambausers.

Theshareis addedmmediatelyafterclicking OK .

23.2.2. Command Line Con guration

Sambauses/etc/samba/smb.conf asits con guration le. If you changethis con guration le,
the changeglo nottake effect until you restartthe Sambadaemonwith the commandservice ~ smb
restart

To specifythe Windows workgroupand a brief descriptionof the Sambasener, edit the following
linesin your smb.conf le:

workgroup = WORKGROUPNAME
server  string = BRIEF COMMENTRBOUT SERVER

ReplaceVORKGROUPNAWME the nameof the Windows workgroupto which this machineshould
belong.The BRIEF COMMENTRBOUT SERVERSs optionalandis usedasthe Windows comment
aboutthe Sambasystem.

To createa Sambasharedirectoryonyour Linux systemaddthefollowing sectionto your smb.conf
le (aftermodifyingit to re ect your needsandyour system):

[ sharename ]
comment = Insert a comment here
path = /home/share/

valid users = tfox carole
public = no

writable = yes

printable = no

create mask = 0765

Theabore exampleallows the userstfox andcaroleto readandwrite to thedirectory/home/share
onthe Sambasener, from a Sambeclient.

23.2.3. Encrypted Passwords

Encryptedpasswerdsareenabledby default becausét is moresecurelf encryptedpasswerdsarenot
used,plain text passwords are used,which canbe interceptecby someoneusinga network paclet
sniffer. It is recommendethatencryptedpassverdsbeused.

The Microsoft SMB Protocoloriginally usedplain text passverds. However, Windows NT 4.0 with
ServicePack 3 or higher Windows 98, Windows 2000, Windons ME, and Windows XP require
encryptedSambapasswerds.To useSambaetweeraLinux systemandasystenrunningoneof these
Windows operatingsystemsyou caneitheredit your Windows registry to useplaintext passverdsor
con gure Sambaon your Linux systemto useencryptedpasswerds. If you chooseto modify your
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registry, you mustdo so for all of your Windows machines— this is risky and may causefurther
con icts. It is recommendethatyou useencryptedbasswrdsfor bettersecurity

To con gure Sambao useencryptedpbassverds,follow thesesteps:

1. Createaseparatpassverd le for SambaTo createonebasedn your existing /etc/passwd
le, atashellprompt,typethefollowing command:
cat /etc/passwd | mksmbpasswd.sh > /etc/samba/smb passwd

If the systemusesNIS, typethefollowing command:
ypcat passwd | mksmbpasswd.sh > /etc/samba/smbp asswd

Themksmbpasswd.sh scriptis installedin your/usr/bin  directorywith thesamba package.

2. Changehepermission®f the Sambgpasswerd le sothatonly roothasreadandwrite permis-
sions:
chmod 600 /etc/samba/smbpasswd

3. Thescriptdoesnotcopy userpasswrdsto thenev le, anda Sambauseraccounts notactve
until a passwerd is setfor it. For higher security it is recommendedhat the users Samba
passverd bedifferentfrom theusers systenpassverd. To seteachSambausers password, use
thefollowing commandreplaceusername with eachusers username):
smbpasswd username

4. Encryptedpassverds must be enabled.Sincethey are enabledby default, they do not have
to be speci cally enabledin the con guration le. However, they cannot be disabledin the

con guration le either In the le /etc/samba/smb.conf , verify thatthefollowing line does
not exist:
encrypt passwords = no

If it doesexist but is commentedutwith asemi-colon(; ) atthebeginningof theline, thenthe
line is ignored,andencryptedpasswrds areenabledf this line exists but is not commented
out, eitherremove it or commentt out.

To speci cally enableencryptedbassverdsin the con guration le, addthefollowing linesto
etc/samba/smb.conf
encrypt passwords = yes
smb passwd file = /etc/samba/smbpasswd

5. Make surethesmb services startedby typingthecommandservice ~ smb restart  atashell
prompt.

6.f you want the smb serviceto startautomatically use ntsysy, chkconfig , or the Sewices
Con guration Tool to enableit atruntime.Referto Chapter20 Contolling Accesgo Services
for details.

The pam_smbpass PAM module can be usedto sync users' Sambapasswerds with their system
passwrdswhenthepasswd commands usedIf auserinvokesthepasswd commandthepassverd
heusesto log in to the RedHat EnterpriseLinux systemaswell asthe passward he mustprovide to
connecto a Sambasharearechanged.

To enable this feature, add the following line to /etc/pam.d/system-auth belav the
pam_cracklib.so invocation:

password required /lib/security/pam_smbpas s.so nullok use_authtok try_first_pass

23.2.4. Starting and Stopping the Server
Onthesenerthatis sharingdirectoriesvia Sambathe smb servicemustberunning.
View the statusof the Sambadaemorwith thefollowing command:
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/sbin/service smb status

Startthe daemorwith the following command:
/sbin/service smb start

Stopthe daemorwith thefollowing command:
/sbin/service smb stop

To startthesmb serviceatboottime, usethecommand:
/sbin/chkconf ig --level 345 smb on

Youcanalsousechkconfig , ntsysy, or theSewicesCon guration Tool to con gurewhichservices
startatboottime. Referto Chapter20 Contolling Accesgo Servicedor details.

@,

To view active connections to the system, execute the command smbstatus .

23.3. Connecting to a Samba Share

You canuseNautilus to view available Sambashareson your network. SelectMain Menu Button
(onthe Panel)=> Network Servers to view alist of Sambaworkgroupson your network. You can
alsotypesmb: in theLocation: barof Nautilusto view theworkgroups.

As shavn in Figure23-6, anicon appeardor eachavailable SMB workgroupon the network.

Figure 23-6.SMB Workgroupsin Nautilus

Double-clickoneof theworkgroupiconsto view alist of computerswithin theworkgroup.
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Figure 23-7.SMB Machinesin Nautilus

As you canseefrom Figure23-7, thereis anicon for eachmachinewithin the workgroup.Double-
click onaniconto view the Sambashareson the machinelf a usernamendpassverd combination
is required you arepromptedfor them.

Alternately you canalsospecifythe Sambasener andsharenamén the Location: barfor Nautilus
using the following syntax(replace< servername > and< sharename > with the appropriate
values):

smb:// < servername >/ < sharenam e>/

23.3.1. Command Line

To querythenetwork for Sambaseners,usethefindsmb commandFor eachsenerfound,it displays
its IP addressNetBIOSname workgroupname operatingsystemandSMB sener version.

To connecto a Sambasharefrom a shellprompt,type thefollowing command:
smbclient  // < hostname >/ < sharename > -U < username >

Replace< hostname > with the hostnameor IP addresf the Sambasener you wantto connect
to, < sharename > with the nameof the shareddirectoryyou wantto brovse,and< username >
with the Sambausernamédor the system Enterthe correctpasswverd or press[Enter] if no passverd
is requiredfor theuser

If you seethe smb:\ > prompt, you have successfullyloggedin. Onceyou are loggedin, type
help for alist of commandslIf you wish to browse the contentsof your homedirectory replace
sharename with your usernamelf the -U switchis not used,the usernamef the currentuseris
passedo the Sambasener.

To exit smbclient , typeexit atthesmb:\ > prompt.

23.3.2. Mounting the Share

Sometimest is usefulto mounta Sambashareto a directorysothatthe les in thedirectorycanbe
treatedasif they arepartof thelocal le system.

To mounta Sambashareto a directory createthe directoryif it doesnot alreadyexist, andexecute
thefollowing commandasroot:

mount -t smbfs -o username= < username > // < servername >/ < sharename > /mnt/point/
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This command mounts < sharename > from <servername > in the local directory
/mnt/point/

23.4. Additional Resour ces

For con guration optionsnot coveredhere pleaseaeferto thefollowing resources.

23.4.1. Installed Documentation

« smb.conf manpage— explainshow to con gure the Sambacon guration le
+ smbd manpage— describesow the Sambadaemonworks
- smbclient andfindsmb manpages— learnmoreabouttheseclienttools

« lusr/share/doc/samba- < version-number  >/docs/ — help les includedwith the samba
package

23.4.2. Useful Websites

« http://wwwsamba.ay/ — The Sambavebpagecontainsusefuldocumentationinformationabout
mailing lists, andalist of GUI interfaces.

+ http://wwwsamba.ay/samba/docs/usingambabc.html — an online version of Using Samba,
2ndEdition by JayTs, RobertEckstein,andDavid Collier-Brown; O'Reilly & Associates
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Chapter 24.
Dynamic Host Con guration Protocol (DHCP)

Dynamic Host Con guration Protocol (DHCP) is a network protocol for automaticallyassigning
TCP/IPinformationto client machinesEachDHCP client connectgo the centrally-locatedHCP
sener which returnsthatclient's network con guration,includingthe IP addressgataevay, andDNS
seners.

24.1. Why Use DHCP?

DHCPis usefulfor automaticcon guration of client network interfaces Whencon guring theclient
systemthe administratocanchooseDHCP andinsteadof enteringan IP addresshetmaskgatevay,
or DNS seners.Theclientretrievesthisinformationfrom theDHCPsener. DHCPis alsousefulif an
administratowantsto changethe |P addressesf alarge numberof systemslnsteadof recon guring
all the systemshe canjust edit one DHCP con guration le on the sener for the new setof IP
addressesf the DNS senersfor anorganizationrchangesthechangesremadeonthe DHCP sener,
notonthe DHCP clients.Oncethe network is restartecbn the clients(or theclientsarerebooted)the
changegake effect.

Furthermorejf a laptopor ary type of mobile computeris con gured for DHCR, it canbe moved
from of ce to of ce withoutbeingrecon guredaslong aseachof ce hasa DHCP sener thatallows
it to connecto the network.

24.2. Con guring a DHCP Server

To con gureaDHCPsener, the/etc/dhcpd.conf con guration le mustbecreatedA samplele
canbefoundat/usr/share/doc/dhcp- < version > /dhcpd.conf.sample

DHCPalsouseshe le /var/lib/dnhcp/dhcpd.leases to storetheclientleasedatabaseReferto
Section24.2.2L easeDatabaseor moreinformation.

24.2.1. Con guration File

The rst stepin con guring a DHCP sener is to createthe con guration le thatstoresthe network
informationfor the clients.Global optionscanbe declaredor all clients,while otheroptionscanbe
declaredor individual clientsystems.

Thecon guration le cancontainextratabsor blanklinesfor easierformatting.Keywordsarecase-
insensitve andlines baginningwith ahashmark (#) areconsideredcomments.

Two DNS updateschemesrecurrentlyimplemented— thead-hocDNS updatemodeandtheinterim
DHCP-DNSinteractiondraftupdatemode.If andwhenthesetwo areacceptedispartof the Internet
EngineeringTask Force (IETF) standardprocesstherewill be a third mode— the standardDNS
updatemethod.The DHCP sener mustbe con guredto useoneof thetwo currentschemesVersion
3.0b2plliandprevious versionsusedthe ad-hocmode;however, it hasbeendeprecatedTo keepthe
samebehaior, addthefollowing line to thetop of thecon guration le:

ddns-update-style ad-hoc;
To usetherecommendedhode,addthefollowing line to thetop of thecon guration le:

ddns-update-style interim;
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Referto thedhcpd.conf manpagefor detailsaboutthedifferentmodes.
Therearetwo typesof statement@ thecon guration le:

« Parameters— Statehow to performatask,whetherto performatask,or whatnetwork con guration
optionsto sendto the client.

- Declarations— Describethe topologyof the network, describethe clients, provide addressefor
theclients,or applyagroupof parameterso a groupof declarations.

Someparametersnuststartwith the option keyword and arereferredto asoptions.Optionscon-
gure DHCP options;whereasparametergon gure valuesthatarenot optionalor controlhow the
DHCPsenerbehaes.

Parametergincluding options)declaredbeforea sectionenclosedn curly braclets({ }) areconsid-
eredglobalparametersGlobalparameterapplyto all the sectionselaw it.

Important

If the con gur ation le is changed, the changes do not take effect until the DHCP daemon is restarted
with the command service  dhcpd restart

@

Instead of changing a DHCP con gur ation le and restarting the service each time, using the omshell
command provides an interactive way to connect to, query, and change the con gur ation of a DHCP
server. By using omshell , all changes can be made while the server is running. For more information
on omshell , refer to the omshell man page.

In Example24-1, the routers , subnet-mask , domain-name , domain-name-servers , and
time-offset optionsareusedfor ary host statementsleclaredelaw it.

Additionally, a subnet canbedeclaredasubnet declaratiormustbeincludedfor every subnetin
thenetwork. If it is not, the DHCP sener fails to start.

In this example,thereareglobal optionsfor every DHCP clientin the subnetandarange declared.
Clientsareassignedn|P addressvithin therange .

subnet 192.168.1.0 netmask 255.255.255.0 {

option  routers 192.168.1.254;
option  subnet-mask 255.255.255.0;
option  domain-name "example.com"”;
option domain-name-ser vers 192.168.1.1;
option  time-offset -18000; # Eastern Standard Time

range 192.168.1.10 192.168.1.100;
}

Example 24-1.SubnetDeclaration

All subnetghatsharethe samephysicalnetwork shouldbedeclaredwithin ashared-network  dec-
larationasshavn in Example24-2 Parametersvithin theshared-network , but outsidetheenclosed
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subnet declarationsare consideredo be global parametersThe nameof the shared-network
shouldbea descriptve title for thenetwork, suchasusingthetitle ‘test-lab'to describeall thesubnets
in atestlab ervironment.

shared-networ k name {

option domain-name “test.redhat.c ont’;
option domain-name-ser vers nsl.redhat.com , ns2.redhat.com ;
option  routers 192.168.0.254;

more parameters for EXAMPLEshared-network
subnet 192.168.1.0 netmask 255.255.252.0 {
parameters  for subnet
range 192.168.1.1 192.168.1.254;

}

subnet 192.168.2.0 netmask 255.255.252.0 {
parameters  for subnet
range 192.168.2.1 192.168.2.254;

}
Example 24-2.Shared-network Declaration

As demonstrateth Example24-3 thegroup declaratiorcanbeusedto applyglobalparameterso a
groupof declarationsFor example,sharechetworks, subnetsandhostscanbe grouped.

group {
option  routers 192.168.1.254
option  subnet-mask 255.255.255.0 ;
option domain-name "example.com" ;
option domain-name-se rvers 192.168.1.1;
option  time-offset -18000; # Eastern Standard Time

host apex {
option host-name "apex.example .c ont}
hardware ethernet 00:A0:78:8E:9E :AA;
fixed-address 192.168.1.4;

}

host raleigh {
option host-name ‘"raleigh.exam pl e. com";
hardware ethernet 00:A1:DD:74:C3 :F 2;
fixed-address 192.168.1.6;

}
Example 24-3.Group Declaration

To con gure a DHCP sener thatleasesa dynamiclP addresgo a systemwithin a subnetmodify
Example24-4 with your values.It declaresa default leasetime, maximumleasetime, and network
con gurationvaluesfor theclients.This exampleassigndP addressem therange 192.168.1.1@nd
192.168.1.10@0 clientsystems.
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default-lease -t ime 600;

max-lease-tim e 7200;

option  subnet-mask  255.255.255.0;

option  broadcast-addr  ess 192.168.1.255

option routers  192.168.1.254;

option domain-name-se rve rs 192.168.1.1, 192.168.1.2;
option domain-name "example.com"”;

subnet 192.168.1.0 netmask 255.255.255.0 {
range 192.168.1.10 192.168.1.100;
}

Example 24-4.RangeParameter

To assignan IP addresgo a client basedon the MAC addresf the network interfacecard,usethe
hardware ethernet parameterwithin a host declaration.As demonstratedn Example24-5
the host apex declarationspecies that the network interface card with the MAC address
00:A0:78:8E:9E:AAalwaysrecevesthelP addresd92.168.1.4.

Notethatthe optionalparametehost-name canalsobeusedto assigra hostnameto theclient.

host apex {
option  host-name "apex.example. com";
hardware ethernet  00:A0:78:8E:9E: AA
fixed-address 192.168.1.4;

}
Example 24-5. Static IP Addr essusing DHCP

@

The sample con gur ation le provided can be used as a starting point and custom con gur ation
options can be added to it. To copy it to the proper location, use the following command:

cp /usr/share/doc/dhcp- < version-number > /dhcpd.conf.sample letc/dhcpd.conf

(where < version-number > is the DHCP version number).

For acompletdist of optionstatementandwhatthey do, referto thedhcp-options ~ manpage.

24.2.2. Lease Database

On the DHCP sener, the le /var/lib/dhcp/dhcpd.leases storesthe DHCP client lease
databaseThis le should not be modi ed by hand. DHCP leaseinformation for eachrecently
assignedP addresgs automaticallystoredin theleasedatabaseTheinformationincludesthelength
of thelease to whomthe IP addressasbeenassignedthe startandenddatesfor the lease andthe
MAC addres®f the network interfacecardthatwasusedto retrieve thelease.

All timesin theleasedatabasarein GreenwichMeanTime (GMT), notlocaltime.

Theleasedatabasés recreatedrom time to time sothatit is nottoo large. First, all known leasesre
savedin atemporaryleasedatabaseThe dhcpd.leases  le is renamedihcpd.leases~ andthe
temporanjeasedatabasés writtento dhcpd.leases
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TheDHCPdaemorcouldbekilled orthesystencouldcrashaftertheleasedatabasbasbeerrenamed
to the backup le but beforethe nev le hasbeenwritten. If this happensthe dhcpd.leases  le
doesnot exist, but it is requiredto startthe service.Do not createa new leasele. If youdo,all old
leasesarelost which causesnary problems.The correctsolutionis to renamethe dhcpd.leases~
backuple todhcpd.leases andthenstartthedaemon.

24.2.3. Starting and Stopping the Server

Impor tant

When the DHCP server is started for the rst time, it fails unless the dhcpd.leases  le exists. Use
the command touch  /var/lib/dhcp/dhcp d. lea ses to create the le if it does not exist.

If the same server is also running BIND as a DNS server, this step is not necessary, as starting the
named service automatically checks for a dnhcpd.leases  le.

To startthe DHCP service,usethe command/sbin/service dhcpd start . To stopthe DHCP
sener, usethe commandsbin/service dhcpd stop .

By default, the DHCP servicedoesnot startat boot time. To con gure the daemonto startauto-
matically at boottime, referto Chapter20 Contmwolling Accesgo Servicesfor informationon how to
manageservices.

If more than one network interface is attachedto the system,but the DHCP sener should only
be startedon one of the interfaces,con gure the DHCP sener to start only on that device. In
letc/sysconfig/dhcpd , addthe nameof theinterfaceto thelist of DHCPDARGS

# Commandline options here
DHCPDARGS=eth

Thisis usefulfor a re wall machinewith two network cards.Onenetwork cardcanbecon guredasa
DHCPclientto retrieve anIP addresgo the Internet. The othernetwork cardcanbeusedasa DHCP
sener for theinternalnetwork behindthe re wall. Specifyingonly thenetwork cardconnectedo the
internalnetwork makesthe systemmoresecurebecauseiserscannot connecto thedaemorvia the
Internet.

Othercommandine optionsthatcanbespeci edin /etc/sysconfig/dhcpd include:

+ -p <portnum > — Specifythe UDP port numberon which dhcpd shouldlisten. The default is
port 67. The DHCP sener transmitsresponse$o the DHCP clientsat a port numberonegreater
thanthe UDP port speci ed. For example,if thedefault port 67 is used,the sener listenson port
67 for requestaindresponseto theclienton port68. If aportis speci edhereandthe DHCPrelay
agentis used the sameport on which the DHCPrelay agentshouldlisten mustbe speci ed. Refer
to Section24.2.4DHCP RelayAgentfor details.

- -f — Runthedaemorasa foregroundprocessThisis mostly usedfor detugging.

« -d — Log the DHCP sener daemorto the standarcerror descriptor This is mostly usedfor de-
bugging.If thisis notspeci ed,thelog is writtento /var/log/messages

. cf <filename > — Specify the location of the con guration le. The default location is
/etc/dhcpd.conf

. -If <filename > — Specifythelocationof theleasedatabasde. If aleasedatabasde already
exists, it is very importantthatthe samele be usedevery time the DHCP sener is started.It is
strongly recommendedhat this option only be usedfor delugging purposeson non-production
machinesThedefault locationis /var/lib/dhcp/dhcpd.leases
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- -g — Do not print the entirecopyright messagavhenstartingthe daemon.

24.2.4. DHCP Relay Agent

The DHCP Relay Agent (dhcrelay ) allows for the relay of DHCP and BOOTP requestd§rom a
subnetwith no DHCPseneronit to oneor moreDHCPsenerson othersubnets.

Whena DHCP clientrequestsnformation,the DHCP RelayAgentforwardstherequesto thelist of
DHCPsenersspeci edwhenthe DHCP RelayAgentis started WhenaDHCPsener returnsareply,
thereply is broadcasbr unicaston the network thatsenttheoriginal request.

TheDHCPRelayAgentlistensfor DHCPrequest®n all interfacesunlesstheinterfacesarespeci ed
in /etc/sysconfig/dhcrelay with the INTERFACESdirectie.

To startthe DHCP RelayAgent,usethecommandservice ~ dhcrelay  start

24.3. Con guring a DHCP Client

The rst stepfor con guring aDHCPclientis to male surethekernelrecognizeshenetwork interface
card.Mostcardsarerecognizediuringtheinstallationprocessandthe systemis con guredto usethe
correctkernelmodulefor the card.If a cardis addedafter installation, K udzu®* shouldrecognizeit
and promptfor the con guration of the correspondindcernel modulefor it. Be sureto checkthe
Hardware Compatibility List available at http://hardvare.redhatom/hd/. If the network cardis not
con gured by the installationprogramor Kudzu andyou know which kernelmoduleto load for it,
referto Chapter38 KernelModulesfor detailson loadingkernelmodules.

To congure a DHCP client manually modify the /etc/sysconfig/network

le to enable networking and the conguration le for each network device in the
letc/sysconfig/network-scripts directory In this directory each device should have a
con guration le namedfcfg-eth0  , whereeth0 is thenetwork device name.

The/etc/sysconfig/network le shouldcontainthefollowing line:
NETWORKING=ye

The NETWORKIN@ariablemustbesetto yes if youwantnetworking to startatboottime.
The/etc/sysconfig/network-scripts/ifcfg-ethO le shouldcontainthefollowing lines:
DEVICE=eth0

BOOTPROTO=dhe

ONBOOT=yes

A con guration le is neededor eachdevice to becon guredto useDHCP.

Otheroptionsfor the network scriptinclude:

+ DHCP_HOSTNAME Only usethis optionif the DHCP sener requirestheclient to specifya host-
namebeforereceving anIP address(The DHCP senerdaemorin RedHat EnterpriseLinux does
not supportthis feature.)

« PEERDNS= answer >, where< answer > is oneof thefollowing:

1. Kudzu is a hardware probingtool run at systemboottime to determinewhat hardware hasbeenaddedor
removedfrom the system.
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- yes — Modify /etc/resolv.conf with informationfrom thesener. If usingDHCR, thenyes
is thedefault.

- no — Do notmodify /etc/resolv.conf

+ SRCADDR=address >,where< address > isthespeci edsourcelP addresgor outgoingpack-
ets.

+ USERCTL= answer >, where< answer > is oneof thefollowing:
- yes — Non-rootusersareallowedto controlthis device.
- no — Non-rootusersarenotallowedto controlthis device.

If you preferusing a graphicalinterface, refer to Chapterl8 NetworkCon guration for detailson
usingthe Network Administration Tool to con gure anetwork interfaceto useDHCP.

@,

For advanced con gur ations of client DHCP options such as protocol timing, lease requirements and
requests, dynamic DNS support, aliases, as well as a wide variety of values to override, prepend, or
append to client-side con gur ations, refer to the dhclient  and dhclient.conf man pages.

24.4. Additional Resour ces

For con guration optionsnot coveredhere referto thefollowing resources.

24.4.1. Installed Documentation

« dhcpd manpage— Describeshon the DHCP daemornworks.

« dhcpd.conf manpage— Explainshow to con gure the DHCP con guration le; includessome
examples.

- dhcpd.leases  manpage— Explainshow to con gure the DHCP leasesle; includessomeex-
amples.

« dhcp-options  manpage— Explainsthe syntaxfor declaringDHCP optionsin dhcpd.conf ;
includessomeexamples.

- dhcrelay manpage— Explainsthe DHCP RelayAgentandits con guration options.

« Jusr/share/doc/dhcp- <version >/ — Containssample les, README les, andrelease
notesfor the speci c versionof the DHCP service.
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Chapter 25.
Apache HTTP Server Con guration

Red Hat Enterprise Linux provides version 2.0 of the Apache HTTP Sener If you
want to migrate an existing con guration le by hand, refer to the migration guide at
Jusr/share/doc/httpd- < ver > /migration.html or the RedHat EnterpriseLinux Refeence
Guidefor details.

If you con guredthe ApacheHTTP Senerwith theHTTP Con guration Tool in previousversions
of RedHat EnterpriseLinux andthenperformedanupgradeyou canusethe HTTP Con guration
Tool to migratethe con guration le to the new formatfor version2.0. Startthe HTTP Con gura-
tion Tool, make ary changedo the con guration, andsave it. The con guration le saved will be
compatiblewith version2.0.

Thehttpd andsystem-config-httpd RPM packageseedto beinstalledto usethe HTTP Con-

guration Tool. It alsorequiresthe X Window Systemandroot accessTo startthe application,go
to theMain Menu Button => SystemSettings=> Selver Settings=>HTTP or typethecommand
system-config-httpd ata shellprompt(for example,in anXTermor GNOME Terminal).

TheHTTP Con guration Tool allows you to con gure the/etc/httpd/conf/httpd.conf con-
guration le for the ApacheHTTP Sener. It doesnot usethe old srm.conf  or access.conf
con guration les; leaze themempty Throughthe graphicalinterface,you cancon gure directves
suchasvirtual hosts Joggingattributes,andmaximumnumberof connections.

Only modulesprovided with RedHat EnterpriseLinux canbe con gured with the HTTP Con gu-
ration Tool. If additionalmodulesareinstalled,they cannotbe con guredusingthistool.

@Caution

Do not edit the /etc/httpd/conf/ht tpd .c onf con guration le by hand if you wish to use this
tool. The HTTP Con guration Tool generates this le after you save your changes and exit the
program. If you want to add additional modules or con gur ation options that are not available in
HTTP Con guration Tool, you cannot use this tool.

Thegeneraktepsfor con guring the ApacheHTTP Senerusingthe HTTP Con guration Tool are
asfollows:

1. Con gure thebasicsettingsunderthe Main tah

2. Click ontheVirtual Hoststabandcon gure thedefault settings.

3. UndertheVirtual Hoststab,con gure the Default Virtual Host.

4. To sene morethanoneURL or virtual host,addary additionalvirtual hosts.
5. Con gure thesener settingsunderthe Server tah

6. Con gure theconnectionsettingsunderthe Performance Tuning tah
7.Coyy all necessaryles to theDocumentRoot andcgi-bin  directories.

8. Exit theapplicationandselectto save your settings.
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25.1. Basic Settings

UsetheMain tabto con gure thebasicsener settings.

Figure 25-1.Basic Settings

Enterafully quali ed domainnamethatyou have theright to usein the Sewver Nametext area.This
optioncorrespondso the ServerName directive in httpd.conf . TheServerName directive setsthe
hostnamef the Websener. It is usedwhencreatingredirectionURLSs. If you donotde ne a sener
name the Web sener attemptso resohe it from the IP addres®f the system.The sener namedoes
not have to be the domainnameresoled from the IP addresf the sener. For example,you might
setthe sener nameto www.example.comwhile thesener's real DNS nameis foo.example.com.

Entertheemailaddres®f the personwho maintainghe Websener in the Webmasteremail address
text area.This option correspondso the ServerAdmin  directive in httpd.conf . If you con gure
thesener's errorpagedo containanemailaddressthis emailaddresss usedsothatuserscanreport
aproblemto the sener's administratarThedefault valueis root@localhost.

Usethe Available Addr essesreato de ne the portson which the sener acceptincomingrequests.
This optioncorrespondso theListen directvein httpd.conf . By default, RedHatcon guresthe
ApacheHTTP Senerto listento port 80 for non-secur&Vebcommunications.

Click the Add button to de ne additionalportson which to acceptrequestsA window asshavn in

Figure25-2 appearsEitherchoosethe Listen to all addresseptionto listento all IP addressesn

the de ned port or specifya particularlP addressover which the sener acceptsconnectionsn the
Addresseld. Only specifyonelP addresperportnumberTo specifymorethanonelP addressvith

the sameport numbey createanentryfor eachlP addresslf atall possibleusean|P addressnstead
of a domainnameto prevent a DNS lookup failure. Referto http://httpd.apacherg/docs-2.0/chs-

caveats.htmfor moreinformationaboutlssuesRegarding DNSand Apache

Enteringanasterisi(*) in the Addresseld is thesameaschoosingd_isten to all addressesClicking
the Edit buttonin the Available Addr essegrameshavs the samewindow asthe Add button except
with the elds populatedor theselectedentry To deleteanentry, selectt andclick the Deletebutton.

O,

If you set the server to listen to a port under 1024, you must be root to start it. For port 1024 and
above, httpd can be started as a regular user.
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Figure 25-2.Available Addr esses

25.2. Default Settings

After de ning the Sever Name Webmaster email address and Available Addressesclick the
Virtual Hoststab andclick the Edit Default Settingsbutton. A window asshawn in Figure25-3
appearsCon gure the default settingsfor your Web sener in this window. If you adda virtual host,
the settingsyou con gure for thevirtual hosttake precedencéor thatvirtual host.For adirectve not
de ned within thevirtual hostsettingsthe default valueis used.

25.2.1. Site Con guration

The default valuesfor the Directory Page Search List and Err or Pageswork for mostseners. If
you areunsureof thesesettingsdo not modify them.

Figure 25-3.Site Con guration
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The entrieslisted in the Directory Page Search List de ne the Directoryindex directve. The
Directorylndex isthedefault pagesenedby thesenerwhenauserrequestsnindex of adirectory
by specifyinga forwardslash(/) atthe endof thedirectoryname.

For example whena userrequestshe pagehttp://www.example.com/this_directory/ ,they
aregoingto geteithertheDirectorylndex page|f it exists,or asenergeneratedirectorylist. The
senertriesto nd oneof the les listedin the Directoryindex directve andreturnsthe rst one
it nds. If it doesnot nd ary of theseles andif Options Indexes is setfor thatdirectory the
sener generateandreturnsalist, in HTML format,of the subdirectoriesind les in thedirectory

Usethe Error Code sectionto con gure ApacheHTTP Sener to redirectthe client to a local or
external URL in the event of a problemor error This option correspondgo the ErrorDocument
directive. If a problemor erroroccurswhenaclienttriesto connecto the ApacheHTTP Sener, the
default actionis to display the shorterror messagehawn in the Err or Code column.To override
this default con guration, selectthe error codeandclick the Edit button. ChooseDefault to display
the default shorterror messageChooseURL to redirectthe client to an external URL andentera
completeURL, includingthehttp://  , in theLocation eld. ChooseFile to redirecttheclientto an
internalURL andentera le locationunderthedocumentoot for the Websener. Thelocationmust
begin theaslash(/) andberelative to the DocumentRoot.

For example, to redirecta 404 Not Found error code to a webpagethat you createdin a le
called 404.ntml , copy 404.html to DocumentRoot /../error/404.html . In this case,
DocumentRoot is the Document Root directory that you have de ned (the default is
Ivarlwwwihtml/ ). If the DocumentRootis left asthe default location,the le shouldbe copiedto
Ivarlwwwi/error/404.html . Then,chooseFile asthe Behavior for 404 - Not Found error code
andenter/error/404.html astheLocation.

Fromthe Default Err or PageFooter menu,you canchooseoneof thefollowing options:

- Show footer with email address— Displaythedefaultfooteratthebottomof all errorpagesalong
with the emailaddres®f thewebsitemaintainerspeci ed by the ServerAdmin  directive. Referto
Section25.3.1.1Genenl Optionsfor informationaboutcon guring the ServerAdmin  directive.

- Show footer — Displayjust the default footerat the bottomof errorpages.
- No footer — Do notdisplaya footeratthe bottomof errorpages.

25.2.2. Logging
Usethe Logging tabto con gure optionsfor speci c transferanderrorlogs.

By default, thesener writesthetransferlog to the ivar/log/httpd/access_log le andtheerror
log to the/var/log/httpd/error_log le.

Thetransferlog containsalist of all attemptgo accessheWebsener. It recordghelP addres®f the
client thatis attemptingto connectthe dateandtime of the attempt,andthe le onthe Web sener
thatit is trying to retrieve. Enterthe nameof the pathand le in which to storethis information. If
thepathand le namedo not startwith a slash(/), the pathis relative to the sener root directoryas
con gured. This optioncorrespondso the TransferLog  directie.
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Figure 25-4.Logging

You cancon gure a customlog format by checkingUse custom logging facilities and enteringa
customlog stringin the Custom Log String eld. Thiscon gurestheLogFormat directive. Referto
http://httpd.apache gidocs-2.0/modiod_bg_mn g.html#formas for detailson the formatof this
directive.

Theerrorlog containsalist of ary sener errorsthatoccur Enterthenameof thepathand le in which
to storethis information.If the pathand le namedo not startwith a slash(/), the pathis relative to
thesenerrootdirectoryascon gured. This optioncorrespondso the ErrorLog ~ directive.

UsethelLog Level menuto settheverbosityof theerrormessagem theerrorlogs.It canbeset(from
leastverboseto mostverbose)to emen, alert, crit, error, warn, notice,info or dehug. This option
correspond$o theLogLevel directve.

The value chosenwith the Reverse DNS Lookup menude nes the HostnameLookups ~directie.
ChoosingNo ReverseLookup setsthevalueto off. ChoosingReverseLookup setsthevalueto on.
ChoosingDouble ReverseLookup setsthevalueto double.

If youchooseReverseLookup, your sener automaticallyresohesthelP addresgor eachconnection
which requests documentfrom your Web sener. Resolvingthe IP addressneansthatyour sener
males oneor moreconnectiongo the DNS in orderto nd out the hostnamehat correspondso a
particularlP address.

If youchooseDouble ReverselLookup, your sener performsadouble-rgerseDNS. In otherwords,
afterareverselookupis performed,a forward lookupis performedon theresult. At leastoneof the
IP addressem the forwardlookupmustmatchtheaddressrom the rst reverselookup.

Generallyyou shouldleave this option setto No ReverseLookup, becaus¢he DNS requestadda
loadto your senerandmayslow it down. If your seneris busy, theeffectsof trying to performthese
reverselookupsor doublereverselookupsmay be quite noticeable.

Reverselookupsanddoublereverselookupsare alsoan issuefor the Internetasa whole. Eachin-
dividual connectiormadeto look up eachhostnameaddsup. Therefore for your own Web sener's
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bene t, aswell asfor the Internets bene t, you shouldleave this optionsetto No ReverseLookup.

25.2.3. Environment Variables

Usethe Environment tab to con gure optionsfor speci ¢ variablesto set,pass,or unsetfor CGl
scripts.

Sometimed#t is necessaryo modify ervironmentvariablesor CGl scriptsor senersideinclude(SSI)
pagesTheApacheHTTP Senercanusethe mod_env moduleto con gure theernvironmentvariables
which are passedo CGl scriptsand SSI pagesUsethe Environment Variables pageto con gure
thedirectivesfor thismodule.

Usethe Setfor CGI Scripts sectionto setan ervironmentvariablethatis passedo CGl scriptsand
SSlpagesFor example to settheenvironmentvariableMAXNUND 50, click the Add buttoninsidethe
Setfor CGI Script sectionasshavnin Figure25-5 andtype MAXNURA theEnvironment Variable
text eld and50 in theValueto settext eld. Click OK to addit to thelist. The Setfor CGI Scripts
sectioncon guresthe SetEnv directve.

Usethe Passto CGI Scripts sectionto passthe valueof anenvironmentvariablewhenthe sener is
rst startedo CGl scripts.To seethis ervironmentvariable typethecommandenv atashellprompt.
Click the Add buttoninsidethe Passto CGI Scripts sectionandenterthe nameof the ernvironment
variablein theresultingdialog box. Click OK to addit to thelist. The Passto CGI Scripts section
con guresthePassEnv directve.

Figure 25-5.Environment Variables

To remove anervironmentvariablesothatthe valueis not passedo CGl scriptsandSSl pagesuse
the Unsetfor CGI Scripts section.Click Add in the Unsetfor CGI Scripts section,andenterthe
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nameof the ervironmentvariableto unset.Click OK to addit to the list. This correspondgo the
UnsetEnv directie.

To editary of theseervironmentvalues selectt from thelist andclick thecorrespondindedit button.
To deleteary entryfrom thelist, selectit andclick the correspondindeletebutton.

To learnmoreaboutenvironmentvariablesin the ApacheHTTP Sener, referto thefollowing:

http://httpd.apache.org/docs-2.0/env.html

25.2.4. Directories

Usethe Dir ectoriespagein the Performance tabto con gure optionsfor speci c directories.This
correspond$o the< Directory > directwve.

Figure 25-6.Dir ectories

Click the Edit buttonin the top right-handcornerto con gure the Default Dir ectory Options for
all directoriesthat are not speci ed in the Directory list below it. The optionsthat you chooseare
listedastheOptions directive within the < Directory > directie. Youcancon gure thefollowing
options:

+ ExecCGl — Allow executionof CGI scripts.CGI scriptsare not executedif this optionis not
chosen.

+ FollowSymLinks — Allow symboliclinks to befollowed.
+ Includes— Allow sener-sideincludes.
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« IncludesNOEXEC — Allow senerside includes,but disablethe #exec and#include com-
mandsin CGl scripts.

+ Indexes— Display a formattedlist of the directorys contentsjf no Directorylndex (suchas
index.html ) existsin therequestedlirectory

« Multi view — Supportcontent-ngotiatedmultiviews; this optionis disabledby default.

+ SymLinkslfOwnerMatch — Only follow symboliclinks if thetarget le or directoryhasthesame
ownerasthelink.

To specify optionsfor speci c directories,click the Add button besidethe Directory list box. A
window asshawvn in Figure25-7appearsEnterthedirectoryto con gurein theDirectory text eld at
the bottomof thewindow. Selectthe optionsin theright-handlist andcon gure the Order directive
with the left-hand side options. The Order directive controlsthe orderin which allow and dery
directvesareevaluatedIn the Allow hostsfrom andDeny hostsfrom text eld, you canspecifyone
of thefollowing:

- Allow all hosts— Typeall to allow accesgo all hosts.

+ Partial domainname— Allow all hostswhosenamesmnatchor endwith the speci ed string.
+ Full IP address— Allow accesgo aspeci c IP address.

+ A subnet— Suchas192.168.1.0/255.255.255.0

+ A network CIDR speci cation— suchas10.3.0.0/16

Figure 25-7.Dir ectory Settings

If you checkthe Let .htaccessles override directory options, the con guration directvesin the
.htaccess  le take precedence.
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25.3. Virtual Hosts Settings

Virtual hostsallow youto rundifferentsenersfor differentIP addressedlifferenthostnamesor dif-
ferentportson the samemachine For example,you canrun thewebsitefor http://wwwexample.com
and http://wwwanotherneample.comon the sameWeb sener using virtual hosts.This option cor
responddo the < VirtualHost  directve for the default virtual hostand IP basedvirtual hosts.It
correspondso the< NameVirtualHost > directive for anamebasedvirtual host.

The directves setfor a virtual hostonly apply to that particularvirtual host. If a directve is set
sener-wide usingthe Edit Default Settingsbutton andnot de ned within the virtual hostsettings,
thedefault settingis used.For example,you cande ne a Webmasteremail addressin the Main tab
andnotde ne individual emailaddressefor eachvirtual host.

TheHTTP Con guration Tool includesadefault virtual hostasshavn in Figure25-8

Figure 25-8.Virtual Hosts

http://httpd.apache gidocs-20/vhasts/ and the ApacheHTTP Sener documentatioron your ma-
chineprovide moreinformationaboutvirtual hosts.

25.3.1. Adding and Editing a Virtual Host

To adda virtual host,click the Virtual Hoststabandthenclick the Add button. You canalsoedita
virtual hostby selectingt andclicking the Edit button.

25.3.1.1. General Options

TheGeneral Options settingsonly applyto thevirtual hostthatyou arecon guring. Setthe nameof
thevirtual hostin the Virtual Host Nametext area.This nameis usedby HTTP Con guration Tool
to distinguishbetweervirtual hosts.

Setthe Document Root Dir ectory valueto the directorythat containsthe root document(suchas
index.html) for the virtual host. This option correspondso the DocumentRoot  directive within the
<VirtualHost > directve. Thedefault DocumentRoot is /var/www/html

TheWebmasteremail addresscorrespondso the ServerAdmin  directive within the VirtualHost
directive. This email addresss usedin the footerof error pagesf you chooseto shav a footerwith
anemailaddres®ntheerrorpages.
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In the Host Information section,chooseDefault Virtual Host, IP basedVirtual Host, or Name
basedVirtual Host.

Default Virtual Host

You shouldonly con gure onedefault virtual host(remembethatthereis onesetupby default).
Thedefault virtual hostsettingsareusedwhentherequestedP addresss not explicitly listedin
anothewirtual host.If thereis no default virtual hostde ned, the mainsener settingsareused.

IP basedVirtual Host

If you chooselP basedVirtual Host, a window appeargo con gure the < VirtualHost di-
rectve basedon the IP addresf the sener. Specifythis IP addressn the IP address eld. To
specifymultiple IP addressesseparateeachlP addresswith spacesTo specifya port, usethe
syntaxlP Address:Port . Use"colon,asterisk'(:* ) to con gureall portsfor thelP address.
Specifythe hostnamefor thevirtual hostin the Sever Host Name eld.

NamebasedVirtual Host

If youchooseNamebasedVirtual Host, awindow appearso con gure the NameVirtualHost
directive basednthe hostnameof thesener. Specifythe P addressn theIP addresseld. To
specifymultiple IP addressesseparateeachlP addresswith spacesTo specifya port, usethe
syntaxlP Address:Port . Use"colon,asterisk'(:* ) to con gureall portsfor thelP address.
Specifythehostnamefor thevirtual hostin the Sewver Host Name eld. In the Aliasessection,
click Add to adda hostnamealias.Adding analiashereaddsa ServerAlias  directive within
the NameVirtualHost  directive.

25.3.1.2. SSL

' ; Note

You cannot use name based virtual hosts with SSL because the SSL handshake (when the browser
accepts the secure Web server's certi cate) occurs before the HTTP request, which identi es the
appropriate name based virtual host. If you plan to use name-based virtual hosts, remember that
they only work with your non-secure Web server.
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Figure 25-9.SSL Support

If anApacheHTTP Sener is notcon guredwith SSL support,communicationdetweeran Apache
HTTP Sener andits clientsarenot encrypted This is appropriatefor websiteswithout personalor
con dential information.For example,an opensourcewebsitethat distributesopensourcesoftware
and documentatiorhasno needfor securecommunicationsHowever, an ecommercevebsitethat
requirescredit cardinformationshouldusethe ApacheSSL supportto encryptits communications.
EnablingApacheSSL supportenableshe useof themod_ssl securitymodule.To enableit through
the HTTP Con guration Tool, you mustallow accesshroughport 443 underthe Main tab =>
Available AddressesReferto Section25.1BasicSettingsfor details. Then, selectthe virtual host
namein theVirtual Hoststab,click the Edit button,chooseSSL from theleft-handmenu,andcheck
the Enable SSL Support option asshowvn in Figure25-9. The SSL Con guration sectionis pre-
con guredwith thedummydigital certi cate. Thedigital certi cate providesauthenticatiorfor your
secureWeb sener andidenti es the securesener to client Web browsers.You mustpurchaseyour
own digital certi cate. Do notusethedummyoneprovidedfor yourwebsite For detailson purchasing
aCA-approveddigital certi cate, referto the Chapter26 Apade HTTP Secue ServerCon guration.

25.3.1.3. Additional Virtual Host Options

TheSiteCon guration , EnvironmentVariables andDir ectoriesoptionsfor thevirtual hostsarethe
samedirectvesthatyou setwhenyou clickedthe Edit Default Settingsbutton,excepttheoptionsset
herearefor theindividual virtual hoststhatyouarecon guring. Referto Section25.2DefaultSettings
for detailson theseoptions.
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25.4. Server Settings

TheSever taballows youto con gure basicsener settings Thedefault settingsfor theseoptionsare
appropriatdor mostsituations.

Figure 25-10.Sewver Con guration

The Lock File value correspondgo the LockFile directve. This directive setsthe path to the
lock le usedwhen the sener is compiled with either USE_FCNTL_SERIALIZED_ACCEPT or
USE_FLOCK_SERIALIZED_ACCEPT It mustbe storedon the local disk. It shouldbe left to the
defaultvalueunlesghelogs directoryis locatedonanNFSsharelf thisis thecasethedefaultvalue
shouldbechangedo alocationonthelocal disk andto a directorythatis readableonly by root.

The PID File valuecorrespondso the PidFile  directve. This directve setsthe le in which the
sener recordsits procesdD (pid). This le shouldonly be readabléby root. In mostcasesit should
beleft to thedefault value.

The Core Dump Directory value correspondso the CoreDumpDirectory  directve. The Apache
HTTP Sener triesto switchto this directorybeforeexecutinga coredump.The default valueis the
ServerRoot . However, if theuserthatthesenerrunsascannotwrite to thisdirectory thecoredump
cannotbewritten. Changethis valueto adirectorywritableby theuserthe senerrunsas,if youwant
to write the coredumpsto disk for detuggingpurposes.

The User value corresponddo the User directie. It setsthe useridusedby the sener to answer
requestsThis users settingsdeterminghesener's accessAny les inaccessibléo this userarealso
inaccessibléo yourwebsites visitors. The default for User is apache.

The usershouldonly have privilegessothatit canaccessles which are supposedo be visible to
the outsideworld. The useris alsothe owner of ary CGI processespavnedby the sener. Theuser
shouldnotbeallowed to executeary codewhichis notintendedo bein responséo HTTP requests.

&Warning

Unless you know exactly what you are doing, do not set the User directive to root. Using root as the
User creates large security holes for your Web server.

Theparenthttpd processrst runsasrootduringnormaloperationsbut is thenimmediatelyhanded
off totheapacheuser Thesener muststartasrootbecausé needso bindto aportbelov 1024.Ports
belov 1024arereseredfor systemuse,sothey cannotbe usedby aryonebut root. Oncethe sener

hasattachedtself to its port, however, it handshe procesoff to theapacheuserbeforeit acceptary

connectiorrequests.
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The Group value corresponddo the Group directive. The Group directie is similar to the User
directve. Group setsthe groupunderwhich the sener answersequestsThe default groupis also
apache.

25.5. Performance Tuning

Click on the Performance Tuning tabto con gure the maximumnumberof child sener processes
youwantandto con gure theApacheHTTP Seneroptionsfor clientconnectionsThedefaultsettings
for theseoptionsare appropriatefor mostsituations.Altering thesesettingsmay affect the overall
performancef your Websener.

Figure 25-11.Performance Tuning

SetMax Number of Connectionsto the maximumnumberof simultaneouglient requestghatthe
senercanhandle For eachconnectionachild httpd  processs createdAfter this maximumnumber
of processeis reachedno oneelsecanconnecto theWebsener until achild sener processs freed.
You cannot setthis value to higherthan 256 without recompiling. This option correspondso the
MaxClients  directve.

Connection Timeout de nes, in secondsthe amountof time that your sener waits for receipts
andtransmissionsluringcommunicationsSpeci cally, Connection Timeout de nes how long your
sener waitsto receve a GET requesthow long it waits to receve TCP pacletson a POSTor PUT

requestandhow long it waits betweenACKs respondingo TCP paclets. By default, Connection
Timeout is setto 300 secondswhich is appropriatefor mostsituations.This option corresponds$o

theTimeOut directie.

Setthe Max requestsper connectionto the maximumnumberof requestsallowed per persistent
connectionThe default valueis 100, which shouldbe appropriatefor mostsituations.This option
correspond$o the MaxRequestsPerChild  directve.

If you checkthe Allow unlimited requestsper connectionoption, the MaxKeepAliveRequests
directive is setto 0 andunlimitedrequestareallowed.

If youuncheckthe Allow PersistentConnectionsoption,the KeepAlive directie is setto false.If

you checkit, the KeepAlive directie is setto true,andthe KeepAliveTimeout  directie is setto

thenumberthatis selectedasthe Timeout for next Connectionvalue.This directve setsthenumber
of secondyour senerwaitsfor asubsequeniequestafterarequeshasbeensened, beforeit closes
theconnectionOncearequeshasbeenreceved,the Connection Timeout valueappliesinstead.

Settingthe Persistent Connectionsto a high value may causethe sener to slowv down, depending
on how mary usersaretrying to connecto it. The higherthe numbeythe moresener processeare
waiting for anotherconnectiorfrom thelastclientthatconnectedo it.
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25.6. Saving Your Settings

If you do notwantto save your ApacheHTTP Sener con guration settingsclick the Cancelbutton
in the bottomright cornerof the HTTP Con guration Tool window. You are promptedto con rm
this decision If youclick Yesto con rm this choice,your settingsarenot saved.

If you wantto save your ApacheHTTP Sener con guration settings,click the OK button in the
bottomright cornerof the HTTP Con guration Tool window. A dialogwindow appearslf you an-
swerYes your settingsaresavedin /etc/httpd/conf/httpd.conf .Remembethatyour original
con guration le is overwrittenwith your new settings.

If thisis the rst time thatyou have usedthe HTTP Con guration Tool, a dialogwindow appears,
warningyouthatthecon guration le hasbeenmanuallymodi ed. If theHTTP Con guration Tool
detectsthat the httpd.conf ~ con guration le hasbeenmanuallymodi ed, it savesthe manually
modi ed le as/etc/httpd/conf/httpd.conf.bak

Important

After saving your settings, you must restart the httpd daemon with the command service  httpd
restart . You must be logged in as root to execute this command.

25.7. Additional Resour ces

To learnmoreaboutthe ApacheHTTP Sener, referto thefollowing resources.

25.7.1. Installed Documentation

« lusr/share/docs/httpd- < version > /migration.html — TheApaheMigration HOWTO
documentcontainsa list of changedrom version1.3 to version2.0 aswell asinformationabout
how to migrationthecon guration le manually

25.7.2. Useful Websites

- http://wwwapache.@/ — TheApade Softwae Foundation

« http://httpd.apacherg/docs-2.0/— The ApacheSoftware Foundatiorns documentation Apache
HTTP Sener version2.0,includingthe Apadie HTTP ServeiVersion2.0 User's Guide

+ http://wwwredhat.com/supportseur@siveb_tp/apahe.html— RedHat Suppormaintainsalist
of usefulApacheHTTP Sener links.

« http://wwwredhat.com/supporidsfags/RH-gpache FAQ/book1html — The ApacheCentralized
Knowledgebaseompiledby RedHat.

25.7.3. Related Books

- Apade: TheDe nitive Guideby BenLaurieandPeter_aurie; O'Reilly & Associateslnc.

- RedHat EnterpriseLinux RefeenceGuide Red Hat, Inc. — This companionmanualincludes
instructionsfor migratingfrom ApacheHTTP Sener version1.3to ApacheHTTP Sener version
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2.0 manually moredetailsaboutthe ApacheHTTP Sener directves, andinstructionsfor adding
modulesto the ApacheHTTP Sener.
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Chapter 26.

Apache HTTP Secure Server Con guration

26.1. Introduction

This chapterprovides basicinformation on the ApacheHTTP Sener with the mod_ssl security
moduleenabledo usethe OpenSSlibrary andtoolkit. The combinationof thesethreecomponents
arereferredto in this chapterasthe securéVebsener or just asthe securesener.

Themod_ssl moduleis a securitymodulefor the ApacheHTTP Sener. Themod_ssI moduleuses
the tools provided by the OpenSSLProjectto add a very importantfeatureto the ApacheHTTP
Sener— theability to encryptcommunicationsin contrastregularHTTP communicationdetween
a browseranda Web sener aresentin plain text, which could be interceptedandreadby someone
alongtheroutebetweerthe brovserandthe sener.

This chapteris not meantto be completeand exclusive documentatiorfor ary of theseprograms.
Whenpossible this guidepointsto appropriatgplaceswhereyou can nd morein-depthdocumenta-
tion on particularsubjects.

This chaptershavs you how to install theseprograms.You can also learn the stepsnecessaryo
generatea privatekey anda certi cate requesthow to generatg/our own self-signeccerti cate, and
how to install a certi cate to usewith your securesener.

The mod_ssl con guration le is locatedat /etc/httpd/conf.d/ssl.conf . For this le to be
loaded,and hencefor mod_ssl to work, you musthave the statemeninclude  conf.d/*.conf
in the /etc/httpd/conf/httpd.conf le. This statemenis includedby default in the default

ApacheHTTP Sener con guration le.

26.2. An Overview of Security-Related Packages

To enablethe securesener, you musthave the following packagesnstalledat aminimum:

httpd
Thehttpd packagecontainsthehttpd daemonrandrelatedutilities, con guration les, icons,
ApacheHTTP Sener modulesmanpagesandother les usedby the ApacheHTTP Sener.
mod_ssl|

Themod_ssl packagencludesthe mod_ssl module,which providesstrongcryptographyfor
the ApacheHTTP Sener via the SecureSoclets Layer (SSL) and TransportLayer Security
(TLS) protocols.

openssl

Theopenssl packagecontainghe OpenSSltoolkit. The OpenSSltoolkit implementshe SSL
andTLS protocols,andalsoincludesa generapurposecryptographylibrary.

Additionally, othersoftwarepackagegrovide certainsecurityfunctionalities(but arenotrequiredby
thesecuresener to function):
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httpd-devel

The httpd-devel packagecontainsthe ApacheHTTP Sener include les, headerles, and
the APXS utility. You needall of theseif you intendto load ary extra modulesotherthanthe
modulesprovidedwith this product.Referto the RedHat EnterpriseLinux RefeenceGuidefor

moreinformationon loadingmodulesonto your securesener using Apaches dynamicshared
object(DSO)functionality

If you do notintendto load othermodulesontoyour ApacheHTTP Sener, you do not needto
install this package.

OpenSSHoackages

The OpenSSHpackage9rovide the OpenSSHset of network connectiity tools for logging
into and executingcommand®n a remotemachine. OpenSSHools encryptall trafc (includ-
ing passwerds),soyou canavoid eavesdroppingconnectiorhijacking,andotherattackson the
communication®etweeryour machineandtheremotemachine.

Theopenssh packagencludescore les neededy boththe OpenSSHlient programsandthe
OpenSSHsener. The openssh packagealsocontainsscp , a securereplacementor rcp (for
securelycopying les betweermachines).

Theopenssh-askpass  packagesupportghe displayof a dialogwindow which promptsfor a
passverd duringuseof the OpenSSHagent.

Theopenssh-askpass-gnome  packagecanbe usedin conjunctionwith the GNOME desktop
ervironmentto displaya graphicaldialogwindony whenOpenSSHorogramspromptfor a pass-
word. If youarerunningGNOME andusingOpenSSHutilities, you shouldinstall this package.

The openssh-server  packagecontainsthe sshd secureshelldaemonandrelated les. The
secureshelldaemonis the sener side of the OpenSSHsuiteandmustbeinstalledon your host
to allow SSHclientsto connecto your host.

The openssh-clients packagecontainsthe client programsneededo make encryptedcon-
nectionsto SSH seners, including the following: ssh, a securereplacementor rsh ; sftp , a
securereplacementor ftp  (for transferringles betweermachines)andslogin , a securere-
placementor rlogin  (for remotelogin) andtelnet ~ (for communicatingvith anotherhostvia
theTelnetprotocol).

For moreinformationaboutOpenSSHseeChapter21 OpenSSHthe RedHat EnterpriseLinux
RefeenceGuide andthe OpenSSHvebsiteat http://wwwopenssh.com/.

openssl-devel

Theopenssl-devel  packageontainshestaticlibrariesandtheinclude le neededo compile
applicationswith supportfor variouscryptographialgorithmsandprotocols.You needto install
this packageonly if you aredevelopingapplicationswhich include SSL support— you do not
needthis packageo useSSL.

stunnel

Thestunnel packageprovidesthe StunnelSSLwrapper Stunnelsupportshe SSL encryption
of TCP connectionslt providesencryptionfor non-SSLawaredaemonsnd protocols(suchas
POR IMAP, andLDAP) without requiringary changedo the daemors code.

Note

Newer implementations of various daemons now provide their services natively over SSL, such
as dovecot or OpenLDAP's slapd server, which may be more desirable than using stunnel .

For example, use of stunnel only provides wrapping of protocols, while the native support in
OpenLDAP's slapd can also handle in-band upgrades for using encryption in response to a
StartTLS  client request.
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Table26-1 displaysa summaryof the securesener packageandwhethereachpackages optional
for theinstallationof a securesener.

Package Name Optional?
httpd no
mod_ssl no
openssl no
httpd-devel yes
openssh yes
openssh-askpass yes
openssh-askpass-gnome yes
openssh-clients yes
openssh-server yes
openssl-devel yes
stunnel yes

Table 26-1.Security Packages

26.3. An Overview of Certi cates and Security

Your securesener providessecurityusinga combinatiorof the SecureSocletsLayer (SSL) protocol
and(in mostcaseshp digital certi cate from a Certi cate Authority (CA). SSLhandlesheencrypted
communicationg@swell asthe mutualauthenticatiorbetweerbronsersandyour securesener. The
CA-appraed digital certi cate providesauthenticatiorfor your securesener (the CA putsits repu-
tationbehindits certi cation of your organizations identity). Whenyour browseris communicating
usingSSLencryptionthehttps://  pre x is usedatthebeginningof the Uniform Resourcé.ocator
(URL) in the navigationbar

Encryptiondependsiponthe useof keys (think of themassecretencoder/decodeingsin datafor-
mat). In corventionalor symmetriccryptographyboth endsof the transactiorhave the samekey,
which they useto decodesachothers transmissionsn public or asymmetriccryptographytwo keys
co-«ist: a public key anda privatekey. A personor an organizationkeepstheir private key a secret
andpublishegheir publickey. Dataencodedvith thepublickey canonly bedecodedvith the private
key; dataencodedvith the privatekey canonly bedecodedvith the public key.

To setup your securesener, usepublic cryptographyto createa public andprivatekey pair. In most
casesyou sendyour certi cate reques{includingyour public key), proofof your compay's identity,

andpaymento a CA. TheCA veri es thecerti cate requestaindyour identity, andthensendshacka
certi cate for your securesener.

A securesener usesa certi cate to identify itself to Web browsers.You can generateyour own
certi cate (calleda"self-signed'certi cate), or youcangetacerti cate fromaCA. A certi cate from
areputableCA guaranteethata websiteis associateavith a particularcompaiy or organization.

Alternatively, you cancreateyour own self-signedcerti cate. Note,however, thatself-signeccerti -
catesshouldnot be usedin mostproductionenvironments.Self-signedcerti catesarenot automati-
cally acceptedy a users browvser— usersare promptedby the bronvserto accepthe certi cate and
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createthe secureconnectionReferto Section26.5Typesof Certi cates for moreinformationon the
differencesdetweerself-signecand CA-signedcerti cates.

Onceyou have a self-signedcerti cate or a signedcerti cate from the CA of your choice,you must
installit onyour securesener.

26.4. Using Pre-Existing Keys and Certi cates

If you alreadyhave anexisting key andcerti cate (for example,if you areinstallingthe securesener
to replaceanothercompan's securesener product),you can probably useyour existing key and
certi cate with the securesener. The following two situationsprovide instancesvhereyou are not
ableto useyour existing key andcerti cate:

- If youare changingyour IP addressor domainname— Certi catesareissuedfor a particular|P
addresanddomainnamepair. You mustgeta new certi cate if you arechangingyour IP address
or domainname.

- If youhavea certi cate from \eriSignand you are changingyour serversoftwae — VeriSignis
a widely usedCA. If you alreadyhave a VeriSigncerti cate for anotherpurpose you may have
beenconsideringusing your existing VeriSign certi cate with your new securesener. However,
you arenot be allowed to becausé/eriSignissuescerti catesfor onespeci ¢ sener softwareand
IP address/domainamecombination.

If you changeeitherof thoseparametergfor example,if you previously useda differentsecure
sener product),the VeriSigncerti cate you obtainedto usewith the previous con guration will
notwork with thenew con guration. You mustobtaina new certi cate.

If youhave anexisting key andcerti cate thatyou canuse,youdo nothave to generate@new key and
obtainanew certi cate. However, youmayneedio mave andrenamehe les which containyour key
andcerti cate.

Move your existingkey le to:
letc/httpd/conf/ssl.key/ serv er. key
Move your existing certi cate le to:
letc/httpd/conf/ssl.crt/ serv er. crt

After you have movedyour key andcerti cate, skipto Section26.9TestingTheCerti cate.

If youareupgradingrom the RedHat SecuréNebSener, yourold key (httpsd.key ) andcerti cate
(nttpsd.crt ) arelocatedin /etc/httpd/conf/ .Move andrenameyourkey andcerti cate sothat
the securesener canusethem.Usethe following two commandgo move andrenameyour key and
certi cate les:

mv /etc/httpd/con f/ ht tps d. key /etc/httpd/con fl ssl. keyl serv er k ey
mv /etc/httpd/con f/ ht tps d. crt /etc/httpd/con fl ssl. crt/ server.crt

Then,startyour securesener with thecommand:
/sbin/service httpd ~ start

You arepromptedo enteryour passphraséfter youtypeit in andpress/Enter], the sener starts.
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26.5. Types of Certi cates

If you installedyour securesener from the RPM packageprovided by RedHat, a randomkey and
atestcerti cate aregeneratedind put into the appropriatedirectories Beforeyou begin usingyour
securesener, however, you must generateyour own key and obtain a certi cate which correctly
identi es your sener.

Youneedakey andacerti cate to operateyour securesener— which meanghatyou caneithergen-
eratea self-signecterti cate or purchase CA-signedcerti cate from a CA. Whatarethedifferences
betweerthetwo?

A CA-signedcerti cate providestwo importantcapabilitiesfor your sener:

- Browsers(usually) automaticallyrecognizethe certi cate and allow a secureconnectionto be
made without promptingthe user

- Whena CA issuesasignedcerti cate, they areguaranteeingheidentity of the organizatiorthatis
providing thewebpageso thebrovser

If your securesener is beingaccessetby the public at large, your securesener needsa certi cate
signedby a CA sothatpeoplewhovisit yourwebsiteknow thatthewebsiteis ownedby the organiza-
tion who claimsto own it. Beforesigninga certi cate, a CA veri es thatthe organizationrequesting
thecerti cate wasactuallywho they claimedto be.

MostWebbrowsersthatsupportSSLhave alist of CAs whosecerti catesthey automaticallyaccept.
If abrowserencounters certi cate whoseauthorizingCA is notin thelist, thebrowseraskstheuser
to eitheracceptor declinetheconnection.

You cangenerate self-signedcerti cate for your securesener, but be awvarethata self-signedcer

ti cate doesnot provide the samefunctionalityasa CA-signedcerti cate. A self-signecterti cate is

not automaticallyrecognizecby mostWeb brovsersanddoesnot provide ary guaranteeoncerning
the identity of the organizationthatis providing the website.A CA-signedcerti cate providesboth

of theseimportantcapabilitiesfor a securesener. If your securesener is to be usedin a production
environment,a CA-signedcerti cate is recommended.

Theprocesof gettinga certi cate from a CA is fairly easy A quick overview is asfollows:

1. Createanencryptionprivateandpublic key pair.

2. Createa certi cate requesbasednthepublic key. Thecerti cate requestontainsnformation
aboutyour sener andthe compary hostingit.

3. Sendthe certi cate request,alongwith documentgproving your identity, to a CA. Red Hat
doesnotmake recommendationsnwhich certi cate authorityto chooseYourdecisionmaybe
basedon your pastexperiencespn the experience®f your friendsor colleaguesor purelyon
monetaryfactors.

Onceyou have decidedupona CA, you needto follow theinstructionsthey provide on how to
obtainacerti cate from them.

4.Whenthe CA is satis ed that you are indeedwho you claim to be, they provide you with a
digital certi cate.

5. Install this certi cate on your securesener andbegin handlingsecurdransactions.

Whetheryou are gettinga certi cate from a CA or generatingyour own self-signedcerti cate, the
rst stepis to generata key. Referto Section26.6 Geneating a Key for instructions.

26.6. Generating a Key

You mustberootto generate key.
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First,usethecd commando changeto the/etc/httpd/conf/ directory Remaove thefake key and
certi cate thatweregeneratediuringtheinstallationwith thefollowing commands:

rm ssl.key/server k ey
rm ssl.crt/server crt
Next, createyour own randomkey. Changeto the /usr/share/ssl/certs/ directoryandtypein

thefollowing command:
make genkey
Your systemdisplaysa messagsimilar to the following:

umask 77 ; \

Jusr/bin/open ss| genrsa -des3 1024 > /etc/httpd/co nf /s sl .k ey/s erver. key
Generating  RSA private key, 1024 bit long modulus

++++++

.

Enter pass phrase:

You nov mustenterin a passphrasé-or securityreasonjt shouldcontainat leasteightcharacters,
includenumbersand/orpunctuationandit shouldnotbeawordin adictionary Also, remembethat
your passphrasis casesensitve.

' ; Note

You are required to remember and enter this passphrase every time you start your secure server. If
you forget this passphrase, the key must be completely re-generated.

Re-type the passphraseto verify that it is correct. Once you have typed it in correctly
Jetc/httpd/conf/ssl.key/server.key ,the le containingyourkey, is created.

Notethatif you do notwantto typein a passphrasevery time you startyour securesener, you must
usethefollowing two commandsnsteadof make genkey to createthekey.

Usethefollowing commando createyour key:

Jusr/bin/open ss| genrsa 1024 > /etc/httpd/co nf/s sl .k ey/s erver. key
Then,usethefollowing commando malke surethe permissionaresetcorrectlyfor the le:
chmod go-rwx /etc/httpd/conf/ssl.key/se rve rke y

After you usethe abore commandgo createyour key, you do not needto usea passphrasto start
your securesener.

@Caution

Disabling the passphrase feature for your secure server is a security risk. It is not recommended that
you disable the passphrase feature for secure server.
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Problemsassociateavith notusinga passphrasaredirectly relatedto the securitymaintainecn the
hostmachine For example,if anunscrupulousndividual compromisesheregularUNIX securityon
the hostmachine that personcould obtainyour private key (the contentsf your server.key  le).
Thekey couldbeusedto sene webpageshatappearo befrom your securesener.

If UNIX security practicesare rigorously maintainedon the host computer(all operatingsystem
patchesandupdatesareinstalledassoonasthey areavailable,no unnecessargr risky servicesare
operatingandsoon), securesener's passphrasmay seemunnecessaryiowever, sinceyour secure
senershouldnotneedto bere-bootedsery often,theextrasecurityprovidedby enteringa passphrase
is aworthwhileeffort in mostcases.

Theserverkey le shouldbeownedby therootuseronyour systemandshouldnot beaccessible
to ary otheruser Make a backupcopy of this le andkeepthe backupcopy in a safe,secureplace.
You needthe backupcopy becauséf you ever losetheserverkey  le afterusingit to createyour
certi cate requestyour certi cate no longerworks andthe CA is not ableto help you. Your only
optionis to reques(andpayfor) anew certi cate.

If you are going to purchase a certicate from a CA, continue to
Section26.7 Geneating a Certi cate Requesto Sendoa CA. If you are generatingyour own
self-signecterti cate, continueto Section26.8Creatinga Self-SignedCerti cate.

26.7. Generating a Certi cate Request to Send to a CA

Onceyou have createda key, the next stepis to generate certi cate requesthich you needto send
to the CA of your choice.Make sureyou arein the /usr/share/ssl/certs/ directory andtype
thefollowing command:

make certreq

Your systemdisplaysthe following outputandasksyou for your passphras@inlessyou disabledthe
passphraseption):

umask 77 ; \

Jusr/bin/open ssl req -new -key /etc/httpd/co nf /s sl .k ey/s erver. key
-out /etc/httpd/con f/ ssl .c sr/s erver. csr

Using configuration from /usr/share/ss I/ openssl. cnf

Enter pass phrase:

Typein the passphrasthatyou chosewhenyou weregenerating/our key unlessyou don't needto.
Next, your systemdisplayssomeinstructionsandthenaskfor a seriesof responsefrom you. Your
inputsareincorporatednto thecerti cate requestThedisplay with exampleresponsedpokssimilar
to thefollowing:

You are about to be asked to enter information that will  be incorporated

into your certificate request.
What you are about to enter is what is called a Distinguished Name or a
DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ', the field will be left blank.

Country Name (2 letter code) [GB]: US

State or Province Name (full name) [Berkshire]: North  Carolina
Locality Name (eg, city) [Newbury]: Raleigh

Organization Name (eg, company) [My Company Ltdl: Test Company
Organizationa | Unit Name (eg, section) [I: Testing
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CommonName (your name or server's hostname) [|: test.example.com
Email Address [ admin@example.com

Please enter the following ‘extra’ attributes

to be sent with your certificate request

A challenge  password [[:

An optional company name []:

The default answersappeaiin braclets([] ) immediatelyafter eachrequestfor input. For example,
the rst informationrequiredis the nameof the countrywherethecerti cate is to beused shavn like
thefollowing:

Country Name (2 letter code) [GBI]:

Thedefaultinput, in braclets,is GB Acceptthe default by pressingEnter] or Il in your countrys
two lettercode.

Youhave to typein therestof thevalues All of theseshouldbeself-explanatory but you mustfollow
theseguidelines:

- Do notabbriatethelocality or state Write themout (for example,St. Louis shouldbewritten out
asSaintLouis).

- If you are sendingthis CSRto a CA, be very carefulto provide correctinformation for all of
the elds, but especiallyfor the Organization Name and the CommonName CAs checkthe
informationprovided in the CSRto determinewhetheryour organizationis responsibldor what
you provided asthe Common Name CAs rejectsCSRswhich includeinformationthey perceve as
invalid.

« For Common Nameg male sureyoutypein thereal nameof your securesener (avalid DNS hame)
andnotary aliasesvhichthesener mayhave.

« TheEmail Address shouldbetheemailaddressor thewebmasteor systemadministratar

- Avoid specialcharacterdike @, #, &, !, and etc. SomeCAs reject a certi cate requestwhich
containsa speciakcharacterf your compary nameincludesanampersand&), spellit outas"and"
insteadof "&."

- Do notuseeitherof the extra attributes(A challenge  password andAn optional ~ company
name). To continuewithout enteringthese elds, just press[Enter] to accepthe blankdefault for
bothinputs.

The le /etc/nttpd/conf/ssl.csr/server.csr is createdwhen you have nished entering
yourinformation.This le is your certi cate requestreadyto sendto your CA.

After you have decidedon a CA, follow theinstructionsthey provide on their website.Their instruc-
tionstell youhow to sendyour certi cate requestary otherdocumentatiothatthey require,andyour
paymento them.

After youhave ful lled the CA'srequirementsthey sendacerti cate to you (usuallyby email). Save
(or cutandpaste)the certi cate thatthey sendyou as/etc/httpd/conf/ssl.crt/server.crt .
Be sureto keepa backupof this le.

26.8. Creating a Self-Signed Certi cate

You cancreateyour own self-signedcerti cate. Note that a self-signedcerti cate doesnot provide
thesecurityguaranteesf a CA-signedcerti cate. Referto Section26.5Typesof Certi catesfor more
detailsaboutcerti cates.
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To make your own self-signed certi cate, rst create a random key using the instructions
provided in Section26.6Genentinga Key. Once you have a key, make sure you are in the
lusr/share/ssl/certs/ directory andtypethefollowing command:

make testcert

Thefollowing outputis shavn andyou arepromptedor your passphras@inlessyou generatea key
withouta passphrase):

umask 77 ; \

lusr/bin/open ssl req -new -key /etc/httpd/co nf/s sl .k ey/s erver. key
-x509 -days 365 -out /etc/httpd/conf /s sl .crt/server. crt

Using configuration from /usr/share/ss I/ openssl. cnf

Enter pass phrase:

Next, you areasled for moreinformation. The computers outputanda setof inputslooks like the
following (provide the correctinformationfor your organizationrandhost):

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a
DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ', the field will be left blank.

Country Name (2 letter code) [GB]: US

State or Province Name (full name) [Berkshire]: North Carolina
Locality Name (eg, city) [Newbury]: Raleigh

Organization Name (eg, company) [My Company Ltd]: My Company, Inc.
Organizationa | Unit Name (eg, section) [: Documentation
CommonName (your name or server's hostname) [I: myhost.example.com
Email Address [ myemail@example.com

After you provide the correct information, a self-signed certicate is created in
letc/httpd/conf/ssl.crt/server.crt . Restart the secure sener after generating the
certi cate with following thecommand:

/sbin/service httpd  restart

26.9. Testing The Certi cate

Totestthetestcerti cateinstalledby default, eithera CA-signedcerti cate, or aself-signecterti cate,
pointyour Webbrowserto thefollowing homepage(replacingserver.example.com with your
domainname):

https://  server.examp le. com

; Note

Note the s after http . The https:  pre x is used for secure HTTP transactions.
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If youareusinga CA-signedcerti cate from awell-knovn CA, your brovserprobablyautomatically
acceptsthe certi cate (without promptingyou for input) and createsthe secureconnection.Your

browserdoesnot automaticallyrecognizea testor a self-signedcerti cate, becausehe certi cate is

notsignedby a CA. If you arenot usinga certi cate from a CA, follow theinstructionsprovided by

your browserto accepthecerti cate.

Onceyour browseracceptghe certi cate, your securesener displaysa default homepage.

26.10. Accessing The Server

To accesyour securesener, usea URL similar to thefollowing:
https://  server.examp le. com
Your non-securesener canbeaccessedsingan URL similarto thefollowing:

http://  server.exampl e.c om

Thestandardgortfor securédVebcommunicationss port443.The standardgortfor non-securéVeb
communicationss port80. Thesecuresener default con gurationlistenson bothof thetwo standard
ports.Thereforedo not needto specifythe port humberin a URL (the portnumberis assumed).

However, if you con gure your sener to listen on a non-standargbort (for example,arything other
than80 or 443),you mustspecifythe port numberin every URL which is intendedto connecto the
sener onthenon-standargort.

For example,youmayhave con guredyour senersothatyou have avirtual hostrunningnon-secured
onport12331.Any URLs intendedo connecto thatvirtual hostmustspecifythe port numberin the
URL. Thefollowing URL exampleattemptgo connecto anon-secursener listeningon port 12331

http://  server.exampl e.c om 12331
26.11. Additional Resources
Referto Section25.7 Additional Resoucesfor moreinformationaboutthe ApacheHTTP Sener.

26.11.1. Useful Websites

+ http://wwwredhat.com/mailmaligtinfo/redha-secureserver — The redhat-secure-server
mailing list.

You can also subscribe to the redhat-secure-server mailing list by emailing
<redhat-secure-server-request@redhat.com > and include the word subscribein the
subjectline.

- http://wwwmodssl.og/ — The mod_ssl websiteis the de nitive sourcefor information about
mod_ssl . The website includes a wealth of documentation,including a User Manual at
http://wwwmodssl.og/docs/.
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26.11.2. Related Books

- Apade: TheDe nitive Guide 2ndedition,by BenLaurieandPeter_aurie,O'Reilly & Associates,
Inc.
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Chapter 27.
Authentication Con guration

Whenauserlogsin to a RedHat EnterpriseLinux systemthe usernamendpassverd combination
mustbe veri ed, or authenticatedasa valid and actve user Sometimeshe informationto verify
the useris locatedon the local system andothertimesthe systemdefersthe authenticatiorio a user
databasen aremotesystem.

The Authentication Con guration Tool providesa graphicalinterfacefor con guring NIS, LDAP,
and Hesiodto retrieve userinformation aswell asfor con guring LDAP, Kerberos,and SMB as
authenticatiorprotocols.

' ; Note

If you con gured a medium or high security level during installation or with the Security Level Con-
guration Tool, network authentication methods, including NIS and LDAP, are not allowed through
the re wall.

This chapterdoesnot explain eachof the differentauthenticatiortypesin detail. Insteadt explains
how to usethe Authentication Con guration Tool to con gure them.For moreinformationabout
thespeci ¢ authenticatiortypes,referto the RedHat EnterpriseLinux RefeenceGuide

To startthegraphicalversionof the Authentication Con guration Tool from thedesktopselectthe
Main Menu Button (on the Panel)=> SystemSettings=> Authentication or type the command
system-config-authentication at a shell prompt (for example,in an XTerm or a GNOME
terminal). To startthetext-basedversion,typethecommandhauthconfig  asrootatashellprompt.

Impor tant

After exiting the authentication program, the changes made take effect immediately.

27.1. User Information

TheUser Information tabhasseveral options.To enableanoption,click theemptycheckboxbeside
it. To disablean option, click the checkboxbesideit to clearthe checkbox.Click OK to exit the
programandapplythe changes.
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Figure 27-1.User Information

Thefollowing list explainswhateachoptioncon gures:

Enable NIS Support — Selectthis optionto con gure thesystemasanNIS clientwhich connects
to anNIS sener for userandpasswerd authenticationClick the Con gur e NIS buttonto specify
theNIS domainandNIS sener. If theNIS seneris notspeci ed,thedaemorattemptgo nd it via

broadcast.

The ypbind packagemustbe installedfor this option to work. If NIS supportis enabled,the
portmap andypbind servicesarestartedandarealsoenabledo startatboottime.

- Enable LDAP Support — Selectthis optionto con gure the systemto retrieve userinformation
via LDAP. Click the Con gur e LDAP buttonto specifythe LDAP Search BaseDN andLDAP
Sewver. If UseTLS to encrypt connectionsis selectedTransporiayerSecurityis usedto encrypt
passwrdssentto the LDAP sener.

Theopenldap-clients packagamustbeinstalledfor this optionto work.
For moreinformationaboutLDAP, referto the RedHat EnterpriseLinux RefeenceGuide

- Enable Hesiod Support — Selectthis optionto con gure the systemto retrieve informationfrom
aremoteHesioddatabasencludinguserinformation.

Thehesiod packagemustbeinstalled.

Winbind — Selectthis optionto con gure the systemto connectto a Windows Active Directory
or aWindows domaincontroller Userinformationcanbe accessedswell assener authentication
optionscanbecon gured.

CacheUser Information — Selectthis optionto enablethe nameservicecachedaemon(nscd )
andcon gure it to startat boottime.

Thenscd packagenustbeinstalledfor this optionto work.

27.2. Authentication

TheAuthentication taballows for thecon gurationof network authenticationrmethodsTo enablean
option,click theemptycheckboxbesideit. To disableanoption,click the checkboxbesideit to clear
thecheckbox.
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Figure 27-2.Authentication

Thefollowing explainswhateachoptioncon gures:

- Enable Kerberos Support — Selectthis optionto enableKerberosauthenticationClick the Con-
gur e Kerberoshbuttonto con gure:

- Realm— Con gure therealmfor the Kerberossener. The realmis the network thatusesKer
beros,composemf oneor moreKDCs anda potentiallylarge numberof clients.

- KDC — De ne the Key Distribution Center(KDC), which is the sener that issuesKerberos
tickets.

- Admin Sewvers — Specifytheadministratiorsener(s)runningkadmind .

Thekrb5-libs  andkrb5-workstation packagesnustbeinstalledfor thisoptionto work. Refer
to the RedHat EnterpriseLinux RefeenceGuidefor moreinformationon Kerberos.

- EnableLDAP Support — Selecthisoptionto have standard’AM-enabledapplicationsiseLDAP
for authenticationClick the Con gur e LD AP buttonto specifythefollowing:

- UseTLS to encrypt connections— UseTransportLayer Securityto encryptpasswrdssentto
theLDAP sener.

- LDAP Search BaseDN — Retriese userinformationby its DistinguishedName(DN).
- LDAP Sewer — SpecifythelP addres®f the LDAP sener.

The openldap-clients packagamustbeinstalledfor this optionto work. Referto the RedHat
EnterpriseLinux RefeenceGuidefor moreinformationaboutLDAP.

+ Use Shadav Passwrds — Selectthis option to storepasswerdsin shadav passwverd formatin
the/etc/shadow  le insteadof /etc/passwd . Shadwv passverdsareenabledby defaultduring
installationandarehighly recommendetb increasethe securityof the system.

Theshadow-utils  packagamustbeinstalledfor this optionto work. For moreinformationabout
shadwv passwerds,referto theUsersandGroupschapteiin theRedHat EnterpriseLinuxRefeence
Guide

- Enable SMB Support — This optioncon guresPAM to usean SMB sener to authenticateisers.
Click the Con gur e SMB buttonto specify:

- Workgroup — Specifythe SMB workgroupto use.
- Domain Controllers — Specifythe SMB domaincontrollersto use.

- Winbind — Selectthis optionto con gure the systemto connectto a Windows Active Directory
or aWindows domaincontroller Userinformationcanbe accessedswell assener authentication
optionscanbecon gured.
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- UseMD5 Passwords — Selectthis optionto enableMD5 passverds,which allows passverdsto
beupto 256 charactermsteadof eightcharactersr less.It is selectedy defaultduringinstallation
andis highly recommendefbr increasedecurity

27.3. Command Line Version

The Authentication Con guration Tool canalsobe run asa commandine tool with no interface.
Thecommandine versioncanbeusedn acon gurationscriptor akickstartscript. Theauthentication
optionsaresummarizedn Table27-1

@
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These options can also be found in the authconfig  man page or by typing authconfig ~ --help ata
shell prompt.
Option Description

--enableshadow

Enableshadev passwords

--disableshadow

Disableshadav passverds

--enablemd5 EnableMD5 passwerds
--disablemd5 DisableMD5 passverds
--enablenis EnableNIS
--disablenis DisableNIS

--nisdomain= < domain >

SpecifyNIS domain

--nisserver=  <server > SpecifyNIS sener
--enableldap EnableLDAP for userinformation
--disableldap DisableLDAP for userinformation

--enableldaptls

Enableuseof TLS with LDAP

--disableldaptls

Disableuseof TLS with LDAP

--enableldapauth

EnableLDAP for authentication

--disableldapauth DisableLDAP for authentication
--ldapserver= < server > SpecifyLDAP sener
--Idapbasedn= < dn> SpecifyLDAP baseDN

--enablekrb5

EnableKerberos

--disablekrb5

DisableKerberos

--krb5kdc= < kdc >

SpecifyKerberoskKDC

--krb5adminserver= < server >

SpecifyKerberosadministration
sener

--krb5realm= <realm >

SpecifyKerberogealm




Chapter 27. Authentication Con guration

227

Option Description

--enablekrb5kdcdns Enableuseof DNSto nd Kerberos
KDCs

--disablekrb5kdcdns Disableuseof DNSto nd Kerberos

KDCs

--enablekrb5realmdns

Enableuseof DNSto nd Kerberos
realms

--disablekrb5realmdns

Disableuseof DNSto nd Kerberos
realms

--enablesmbauth EnableSMB
--disablesmbauth DisableSMB
--smbworkgroup= < workgroup > SpecifySMB workgroup
--smbservers= < server > SpecifySMB seners

--enablewinbind

Enablewinbind for userinformation
by default

--disablewinbind

Disablewinbind for userinformation
by default

--enablewinbindauth

Enablewinbindauthfor authenticatior)
by default

--disablewinbindauth

Disablewinbindauthfor
authenticatiorby default

--smbsecurity= < user|server|[domain|ads

Securitymodeto usefor Sambaand
winbind

--smbrealm= < STRING>

Defaultrealmfor Sambaandwinbind
whensecurity=ads

--smbidmapuid= < lowest-highest >

UID rangewinbind assigngo domain
or ADS users

--smbidmapgid= < lowest-highest >

GID rangewinbind assigngo domain
or ADS users

--winbindseparator= <\>

Characteusedto separate¢he domain
anduserpartof winbind usernamesg
winbindusedefaultdomain is not
enabled

--winbindtemplatehomedir=

< /home/%D/%U>

Directorythatwinbind usershave as
theirhome

--winbindtemplateprimarygroup=

< nobody >

Groupthatwinbind usershave astheir
primarygroup

--winbindtemplateshell= < /bin/false

>

Shellthatwinbind usershave astheir
defaultlogin shell

--enablewinbindusedefaultdomain

Con gureswinbindto assumehat
userswith nodomainin their
usernamearedomainusers
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Option

Description

--disablewinbindusedefaultdomain

Con gureswinbindto assumehat
userswith nodomainin their
usernamearenot domainusers

--winbindjoin= < Administrator > Joinsthewinbind domainor ADS
realmnow asthis administrator

--enablewins EnableWINS for hostnameesolution

--disablewins DisableWINS for hostname

resolution

--enablehesiod

EnableHesiod

--disablehesiod

DisableHesiod

--hesiodlhs= < lhs > SpecifyHesiodLHS
--hesiodrhs=  <rhs > SpecifyHesiodRHS
--enablecache Enablenscd
--disablecache Disablenscd

--nostart Do notstartor stopthe portmap ,
ypbind , ornscd servicesvenif they
arecon gured

--kickstart Do notdisplaytheuserinterface

--probe Probeanddisplaynetwork defaults

Table 27-1.Command Line Options




V. System Con guration

Part of a systemadministratoss job is con guring the systemfor varioustasks,typesof users,and
hardwarecon gurations.This sectionexplainshow to con gure a RedHat EnterpriseLinux system.
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Chapter 28.
Console Access

Whennormal(non-root)userdog into acomputerocally, they aregiventwo typesof specialpermis-
sions:

1. They canrun certainprogramshatthey would not otherwisebeableto run

2.They canaccesgertain les (normallyspecialdevice les usedto accessliskettes,CD-ROMs,
andsoon) thatthey would nototherwisebeableto access

Sincethereare multiple consoleson a single computerand multiple userscan be loggedinto the
computerocally atthe sametime, oneof the usershasto essentiallywin the raceto accesshe les.
The rst userto log in atthe consoleownsthose les. Oncethe rst userlogsout, the next userwho
logsin ownsthe les.

In contrast,every userwho logsin at the consoleis allowed to run programsthat accomplishtasks
normallyrestrictedto theroot user If X is running,theseactionscanbeincludedasmenuitemsin a
graphicaluserinterface.As shippedthe console-accessiblerogramsncludehalt , poweroff , and
reboot .

28.1. Disabling Shutdo wn Via [Ctrl]-[Alt]-[Del]

By default, /etc/inittab speci esthatyour systemis setto shutdevn andrebootin responséo a
[Ctrl]-[Alt]- [Del] key combinationusedat the console.To completelydisablethis ability, comment
outthefollowing line in /etc/inittab by puttinga hashmark (#) in front of it:

ca::ctrlaltde I: /s bi n/ shutd own -t3 -r now

Alternatively, youmaywantto allow certainnon-rootusergherightto shutdevn or rebootthesystem
from theconsoleusing[Ctrl]- [Alt]- [Del]. Youcanrestrictthis privilege to certainuserspy takingthe
following steps:

1. Add the-a optionto the/etc/inittab line shavn above, sothatit reads:
ca::ctrlaltdel i/ sbin/ shutdown -a -t3 -r now
The-a ag tellsshutdown to look for the/etc/shutdown.allow le.

2.Createa le namedshutdown.allow  in /etc . The shutdown.allow le shouldlist the

usernamesf ary userswho areallowed to shutdevn the systemusing [Ctrl]-[Alt]- [Del]. The

formatof the shutdown.allow le is alist of usernamesneperline, like thefollowing:

stephen

jack

sophie
Accordingto this exampleshutdown.allow le, theusersstephenjack, andsophieareallowedto
shutdovn the systemfrom the consoleusing [Ctrl]-[Alt]- [Del]. When that key combinationis
used, the shutdown -a commandin /etc/inittab checksto seeif ary of the usersin
letc/shutdown.allow (or root) areloggedin on avirtual consolelf oneof themis, the shutdavn
of the systemcontinuesijf not, anerrormessagés written to the systemconsoleinstead.

For moreinformationon shutdown.allow , referto theshutdown manpage.
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28.2. Disabling Console Program Access

To disableaccesdy usersto consoleprogramsrun the following commandasroot:
m -f /etc/security/consol e.a pps/*

In ervironmentswherethe consoleis otherwisesecured BIOS and boot loaderpasswerds are set,
[Ctrl]-[Alt]- [Delete]is disabledthe power andresetswitchesaredisabled andsoforth), you maynot
wantto allow ary userattheconsoleto runpoweroff |, halt , andreboot , whichareaccessiblérom
the consoleby default.

To remave theseabilities, run thefollowing commandssroot:

rm -f /etc/security /c onsol e. apps/p ower of f
rm -f /etc/security /c onsol e. apps/h al t
rm -f /etc/security /c onsol e. apps/r eboot

28.3. De ning the Console

The pam_console.so  module usesthe /etc/security/console.perms le to determinethe
permissiondor usersatthe systenmconsole Thesyntaxof the le isvery e xible; you caneditthe le
sothattheseinstructionsno longerapply However, thedefault le hasaline thatlookslike this:

< console >=tty[0 -9][ 0-9]* vc/[0-9][0-9]* :[0-9]\.[0-9] :[0-9]

Whenuserdog in, they areattachedo somesortof namedterminal,eitheran X senerwith aname
like:0 or mymachine.example.com:1.0 ,oradevice like /dev/ttySO  or/dev/pts/2 . Thede-
faultis to de ne thatlocal virtual consolesandlocal X senersareconsideredocal, but if you want
to considerthe serialterminalnext to you on port/dev/ttyS1  to alsobelocal, you canchangethat
line to read:

<console >=tty[0 -9][ 0-9]* vc/[0-9][0-9]* :[0-9]\.[0-9] :[0-9] /dev/ttyS1

28.4. Making Files Accessib le From the Console

In /etc/security/console.perms ,thereis asectionwith lineslike:

< floppy > =/dev/f d[O-1]* \
/devi/floppy/* Imnt/floppy*
< sound > =/dev/ds p* /dev/audio* /dev/midi* \
/dev/imixer* /dev/sequencer \
/dev/sound/* /devibeep \
/dev/snd/*
< cdrom > =/dev/cd ro m* /dev/cdroms/* /dev/cdwriter * Imnt/cdrom*

You canaddyour own linesto this section|f necessaryMake surethatary linesyou addreferto the
appropriatelevice. For example,you couldaddthefollowing line:

< scanner > =/dev/ scanner /dev/usb/scann er*

(Of coursemale surethat/dev/scanner is really your scanneandnot, say your harddrive.)

Thatisthe rst step.Thesecondstepis to de ne whatis donewith thoseles. Look in thelastsection
of /etc/security/console.perms for linessimilarto:
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<console > 0660 <floppy > 0660 root.floppy
< console > 0600 <sound> 0640 root
<console > 0600 <cdrom> 0600 root.disk

andaddaline like:
<console > 0600 < scanner > 0600 root
Then,whenyoulog in attheconsoleyou aregiven ownershipof the/dev/scanner  device with the

permission®f 0600 (readableandwritable by you only). Whenyou log out, the device is ownedby
rootandstill hasthe permission9600(now readableandwritable by root only).

28.5. Enabling Console Access for Other Applications
To make otherapplicationsaccessibléo consoleusersabit morework is required.

First of all, consoleaccesonly works for applicationswhich residein /sbin/  or /usr/sbin/  , SO
theapplicationthatyou wish to run mustbethere.After verifying that,do thefollowing steps:

1. Createa link from the nameof your application,suchas our samplefoo program,to the

lusr/bin/consolehelper application:
cd /usr/bin
In -s consolehelper foo
2. Createthe le /etc/security/console.apps/ foo :
touch /etc/security/c onsole .a pps/ f oo

3. Createa PAM con guration le forthefoo servicein /etc/pam.d/ . An easyway to dothisis
to startwith a copy of thehalt services PAM con guration le, andthenmodify the le if you
wantto changehebehaior:
cp /etc/pam.d/halt letc/pam.d/foo

Now, when/usr/bin/  foo is executedconsolehelper  is called,which authenticatetheuserwith
the helpof /usr/sbin/userhelper . To authenticatéhe user consolehelper  asksfor the users
passwerd if /etc/pam.d/  foo is acopy of /etc/pam.d/halt (otherwisejt doespreciselywhatis
speci edin /etc/pam.d/  foo ) andthenruns/usr/shin/  foo with rootpermissions.

In the PAM con guration le, anapplicationcanbecon guredto usethe pam_timestammoduleto
remembei(or cache)a successfuauthenticatiorattempt.Whenan applicationis startedand proper
authenticationis provided (the root passwrd), a timestample is created By default, a successful
authentications cachedor ve minutes.Duringthistime, ary otherapplicationthatis con guredto
usepam_timestamp andrunfrom thesamesessions automaticallyauthenticatedor theuser— the
userdoesnot have to entertheroot passverd again.

This moduleis includedin the pam packageTo enablethis feature,the PAM con guration le in
etc/pam.d/  mustincludethefollowing lines:

auth sufficient llib/security/pam_times tamp.so
session  optional llib/security/pam_timesta mp.so
The rst line thatbeginswith auth shouldbe afterary otherauth sufficient lines,andtheline

thatbeginswith session shouldbe afterary othersession optional  lines.
If an applicationcon gured to use pam_timestamp is successfullyauthenticatedrom the Main

Menu Button (onthe Panel),the% iconis displayedn the noti cation areaof the panelif youare
runningthe GNOME or KDE desktopervironment.After the authenticatiorexpires (the default is
ve minutes) theicon disappears.
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Theusercanselectto forgetthe cachecdauthenticatiomy clicking ontheiconandselectingheoption
to forgetauthentication.

28.6. The floppy Group

If, for whatever reasongonsoleaccesss notappropriatdor youandyour non-rootusersarerequired
accesdo your systems diskette drive, this canbe doneusingthe floppy  group.Add the user(s)to
thefloppy groupusingthetool of your choice.For example,thegpasswd commandcanbeusedto
adduserfredto thefloppy group:

gpasswd -a fred floppy

Now, userfred s ableto accesshe systems diskettedrive from theconsole.
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Date and Time Con guration

The Time and Date Properties Tool allows the userto changethe systemdateand time, to con-
gure thetime zoneusedby the system,andto setupthe Network Time Protocol(NTP) daemorto
synchronizeghe systemclock with atime sener.

You mustberunningthe X Window Systemandhave root privilegesto usethetool. Therearethree
waysto starttheapplication:

- Fromthe desktopgo to Applications (the mainmenuon the panel)=> SystemSettings=> Date
& Time

- Fromthedesktopyight-click onthetimein thetoolbarandselectAdjust Date and Time.

- Type the commandsystem-config-date , system-config-time , or dateconfig  atashell
prompt(for example,in an XTermor a GNOME terminal).

29.1. Time and Date Properties

As shawvn in Figure29-1, the rst tabbedwindow thatappearss for con guring the systemdateand
time.

Figure 29-1.Time and Date Properties
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To changethe date,usethe arraws to the left andright of the monthto changethe month,usethe
arrawvs to theleft andright of theyearto changetheyear andclick ontheday of theweekto change
thedayof theweek.Changegake placeafterthe OK buttonis clicked.

To changehetime, usethe up anddown arrow buttonsbesidethe Hour, Minute, andSecondin the
Time section.Changedake placeuntil afterthe OK buttonis clicked.

Clicking the OK buttonappliesary changesnadeto thedateandtime,the NTP daemorsettingsand
thetime zonesettingslt alsoexits the program.

29.2. Network Time Protocol (NTP) Properties
As shavn in Figure29-2, the secondabbedwvindow thatappearss for con guring NTP.

Figure 29-2.NTP Properties

TheNetwork Time Protocol(NTP) daemorsynchronizeshe systenmclock with aremotetime sener
or time source(suchasa satellite). The applicationallows you to con gure anNTP daemorto syn-
chronizeyour systenclockwith aremotesener. To enablethis feature selectEnable Network Time
Protocol This enableshe Server pulldovn menu.You canchooseoneof the prede nedsenersor
type a sener namein the pulldovn menu.Your systemdoesnot startsynchronizingwith the NTP
sener until you click OK. After clicking OK, the con guration is saved and the NTP daemonis
started(or restartedf it is alreadyrunning).

Clicking the OK buttonappliesary changesnadeto thedateandtime,the NTP daemorsettingsand
thetime zonesettings It alsoexits theprogram.
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29.3. Time Zone Con guration

As shavn in Figure29-3 the third tabbedwindow that appearss for con guring the systemtime
zone.

To con gure the systentime zone,click the Time Zone tah Thetime zonecanbechangedy either
usingthe interactve map or by choosingthe desiredtime zonefrom the list belov the map.To use
the map,click on the city thatrepresentshe desiredtime zone.A red X appearsandthe time zone
selectionchangesn thelist belav themap.Click OK to applythe changesindexit theprogram.

Figure 29-3.TimezoneProperties

If your systemclock is setto useUTC, selectthe Systemclock usesUTC option. UTC standsfor
the Universal Time Coordinated alsoknowvn asGreenwichmeantime (GMT). Othertime zonesare
determinedy addingor subtractingrom the UTC time.
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Chapter 30.
Keyboar d Con guration

Theinstallationprogramallows usersto con gure a keyboardlayoutfor their systemsTo con gure
adifferentkeyboardlayoutafterinstallation,usethe Keyboard Con guration Tool.

To startthe Keyboard Con guration Tool, selectApplications (the main menuon the panel)=>
SystemSettings=> Keyboard, or typethecommandsystem-config-keyboard atashellprompt.

Figure 30-1.Keyboard Con guration Tool

Selecta keyboardlayoutfrom thelist (for example,U.S. English) andclick OK. For changeso take
effect, you shouldlog out of your graphicaldesktopsessiorandlog backin.
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Chapter 31.
Mouse Con guration

Theinstallationprogramallows usergo selecthetypeof mouseconnectedo thesystemTo con gure
adifferentmousetypefor the systemusethe Mouse Con guration Tool.

To start the Mouse Con guration Tool, type the commandsystem-config-mouse at a shell
prompt(for example,in an XTerm or GNOME terminal).If the X Window Systemis not running,
thetext-basedversionof thetool is started.

Figure 31-1.SelectMouse

Selectthe new mousetype for the systemIf the speci ¢ mousemodelis notlisted, selectoneof the
Generic entries,basedon the mouses numberof buttonsandits interface. If thereis not an exact
match,selectthegenericmatchthatis mostcompatiblewith the systemandthe mouse.

Thebuilt-in pointingdevice suchasatouchpadon alaptopcomputeris usuallyPS/2compatible.
All themousetypesareappendeavith PS/2 serial, or USBin parenthesed his speci esthemouse

port.
A PS/2mouseportlooks similarto
A serialmouseportlookssimilar to

o =
A USB mouseportlookssimilarto

©-

Select the Generic - Wheel Mouse entry, with the proper mouse port, to enable the scroll button on
the mouse.
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Thescroll button on awheelmousecanbe usedasthe middle mousebutton for cuttingtext, pasting
text, andothermiddle mousebutton functions.If the mouseonly hastwo buttons,selectEmulate 3
buttons to usea two-button mouseasa three-lutton mouse Whenthis option enabledglicking the
two mousebuttonssimultaneouslyemulatesa middle mousebuttonclick.

If aserialportmouseis selectedglick the Serial devicesbuttonto con gure the correctserialdevice
numberysuchas/devittySO  for themouse.

Click OK to save thenew mousetype. The selectionis writtento the le /etc/sysconfig/mouse ,

andthe consolemouseservice,gpmis restartedThe changesrealsowritten to the X Window Sys-
temcon guration le /etc/X11/xorg.conf ; however, the mousetype changes notautomatically
appliedto thecurrentX sessionTo enablethe nev mousetype,log out of the graphicaldesktopand
log backin.

@

To reset the order of the mouse buttons for a left-handed user, go to Applications (the main menu
on the panel) => Preferences => Mouse, and select Left-handed mouse for the mouse orientation.
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X Window System Con guration

During installation,the systems monitor, video card,anddisplaysettingsarecon gured. To change
ary of thesesettingsfor the systemusethe X Con guration Tool.

To starttheX Con guration Tool, selectApplications (themainmenuonthepanel)=> SystemSet-
tings => Display, or type the commandsystem-config-display at a shell prompt(for example,
in anXTermor GNOME terminal).If the X Window Systemis not running,a smallversionof X is
startedto runtheprogram.

After changingary of the settings,log out of the graphicaldesktopand log backin to enablethe
changes.

32.1. Display Settings

The Display tab allows usersto changethe resolutionand color depth The display of a monitor
consistof tiny dotscalledpixels Thenumberof pixelsdisplayedat onetimeis calledtheresolution.
For example,the resolution1024x768meansthat 1024 horizontalpixels are usedand 768 vertical
pixels areused.The higherthe resolutionnumbersthe moreimagesthe monitor candisplayat one
time. For example the highertheresolutionthe smallerthedesktopconsappearandthemoreicons
it takesto Il theentiredesktop.

The color depthof the display determineshov mary possiblecolorsare displayed.The higherthe
color depth,themorecontrasbetweercolors.

Figure 32-1.Display Settings
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32.2. Display Hardware Settings

Whenthe applicationis startedjt probesthe monitorandvideocard.If the hardwareis probedprop-
erly, theinformationfor it is shavn onthe Hardware tabasshown in Figure32-2

Figure 32-2.Display Hardware Settings

To changeghemonitortypeor ary of its settingsclick thecorrespondingon gur e button.To change
thevideocardtypeor ary of its settingsclick the Con gur e buttonbesideits settings.

32.3. Dual Head Display Settings

If multiple video cardsare installedon the system,dual headmonitor supportis available and is
con guredvia the Dual headtab,asshowvn in Figure32-3
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Figure 32-3.Dual Head Display Settings

To enableuseof dualhead checkthe Usedual headcheckbox.
To con gure thesecondmonitortypeor ary of its settingsclick thecorrespondingCon gur e button.

FortheDesktoplayout option,selectingSpanning Desktopsallows bothmonitorsto useanenlaged
usableworkspace Selectinglndividual Desktopscreatesa mirrored workspaceeffect, similar to
laptops.
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Chapter 33.
User and Group Con guration

TheUser Manager allows you to view, modify, add,anddeletelocal usersandgroups.

To usetheUserManager, you mustberunningthe X Window Systemhave root privileges,andhave

the system-config-users RPM packagenstalled.To startthe User Manager from the desktop,
go to Applications (themainmenuon the panel)=> SystemSettings=> Users& Groups. Or, type
the commandsystem-config-users at a shell prompt(for example,in an XTerm or a GNOME

terminal).

Figure 33-1.User Manager

To view alist of local userson the system click the Userstah To view alist of local groupson the
systemglick the Groupstah

To nd aspeci c useror group,typethe rst few lettersof the namein the Searcch lter eld. Press
[Enter] or click the Apply lter button.The ltered list is displayed.

To sortthe usersor groups click onthe columnname . The usersor groupsaresortedby the valueof
thatcolumn.

RedHat EnterpriseLinux reseresuserlDs belav 500for systemusers By default, User Manager
doesnotdisplaysystemusersTo view all usersjncludingthesystemusersuncheckPreferences=>
Filter systemusersand groupsfrom thepulldovn menu.

33.1. Adding a New User

To adda new user click the Add User button. A window asshawn in Figure33-2 appearsTypethe
usernamend full namefor the new userin the appropriateelds. Type the users passwverd in the
Password andCon rm Password elds. Thepassverd mustbeat leastsix characters.

©-

The longer the user's password, the more dif cult it is for an intruder to guess it and use it to access
the user's account without permission. It is also recommended that the password not be based on a
dictionary term as well as the password be a combination of letters, numbers, and special characters.
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Selectalogin shell.If you arenot surewhich shellto selectaccepthe default valueof /bin/bash
The default homedirectoryis /nome/ username / . You canchangethe homedirectorythatis cre-
atedfor the user or you canchoosenot to createthe homedirectory by unselectingCreate home
directory.

If youselecto createhehomedirectory default con guration les arecopiedfrom the /etc/skel/
directoryinto thenenv homedirectory

RedHat Enterprise_inux usesa userprivategroup (UPG)schemeThe UPG schemealoesnotaddor
changearythingin thestandardJNIX way of handlinggroups;it offersanew corvention.Wheneer
you createanew user by default, auniquegroupwith the samenameastheuseris created!f youdo
notwantto createthis group,unselecCreatea private group for the user.

To specifyauserID for the user selectSpecifyuser ID manually. If the optionis not selectedthe
next availableuserlD startingwith number500is assignedo thenew user RedHat Enterpriselinux
reseresuserlDs belav 500for systemusers.

Click OK to createtheuser

Figure 33-2.New User

To con gure moreadwanceduserpropertiessuchaspassverd expiration,modify theusers properties
afteraddingtheuser Referto Section33.2ModifyingUser Propertiesfor moreinformation.

To addthe userto moreusergroups,click on the User tab, selectthe user andclick Properties In
the User Propertieswindow, selectthe Groupstah Selectthe groupsthatyou wanttheuserto bea
memberof, selectthe primarygroupfor theuser andclick OK.

33.2. Modifying User Properties

To view thepropertieof anexistinguser click onthe Userstab, selectheuserfrom theuserlist, and
click Propertiesfrom the menu(or chooseFile => Propertiesfrom the pulldovn menu).A window
similar to Figure33-3appears.
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Figure 33-3.User Properties

TheUser Propertieswindow is divided into multiple tabbedpages:

- User Data — Shaws the basicuserinformationcon gured whenyou addedthe user Usethis tab
to changehe users full name passwrd, homedirectory or login shell.

+ Account Info— SelectEnable accountexpiration if youwanttheaccounto expire ona certain
date.Enterthedatein the provided elds. SelectUser accountis locked to lock the useraccount
sothattheusercannotiog in to the system.

- Password Info— Thistabshavsthedatethattheusers passwrdlastchangedTo forcetheuserto
changepasswrdsafteracertainnumberof days,selectEnable password expiration. Thenumber
of daysbeforethe users passwerd expires,the numberof daysbeforetheuseris warnedto change
passwrds,anddaysbeforetheaccounthecomesnactive canalsobechanged.

+ Groups— Selecthegroupsthatyouwanttheuserto beamembeiof andtheusers primarygroup.

33.3. Adding a New Group

To adda new usergroup, click the Add Group button. A window similar to Figure33-4 appears.
Type the nameof the new groupto create.To specifya groupID for the nev group, selectSpecify

group ID manually andselectthe GID. RedHat Enterpriselinux reseresgrouplDs lower than500

for systemgroups.

Click OK to createthe group.Thenew groupappearsn thegrouplist.

Figure 33-4.New Group

To addusersto thegroup,referto Section33.4Modifying Group Properties
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33.4. Modifying Group Properties

To view the propertiesof an existing group, selectthe groupfrom the grouplist andclick Proper
ties from the menu(or chooseFile => Properties from the pulldovn menu).A window similar to
Figure33-5appears.

Figure 33-5.Group Properties

The Group Userstab displayswhich usersare memberf the group. Selectadditionalusersto be
addedto the group,or unselecusersto beremovedfrom the group.Click OK to modify the usersin
thegroup.

33.5. Command Line Con guration

If you prefercommandine tools or do not have the X Window Systeminstalled,usethis sectionto
con gure usersandgroups.

33.5.1. Adding a User

To adda userto the system:

1.Issuetheuseradd commando createalocked useraccount:
useradd < username >

2. Unlock the accountby issuingthe passwd commandto assigna passwerd and set passverd
agingguidelines:
passwd < username >

Commandine optionsfor useradd aredetailedin Table33-1

Option Description

-c comment Commentfor theuser

-d home-dir Homedirectoryto be usedinsteadof default/nome/ username /
-e date Datefor theaccounto bedisabledn theformatYYYY -MM-DD
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Option Description

-f days Numberof daysafterthe passverd expiresuntil theaccounts
disabled(If O is speci ed,the accounts disabledmmediatelyafter
the passwverd expires.If -1 is speci ed,theaccounts notbedisabled
afterthepassverd expires.)

-g group-name Groupnameor groupnumberfor the users default group(Thegroup
mustexist prior to beingspeci ed here.)

-G group-list List of additional(otherthandefault) groupnamesor groupnumbers,
separatethy commaspf which theuseris amember(Thegroups
mustexist prior to beingspeci edhere.)

-m Createthe homedirectoryif it doesnot exist

-M Do not createthehomedirectory

-n Do not createa userprivategroupfor theuser

-r Createa systemaccountwith aUID lessthan500andwithouta home
directory

-p password Thepasswrd encryptedwith crypt

-s Users login shell,which defaultsto /bin/bash

-u uid UserID for theuser which mustbe unigueandgreaterthan499

Table 33-1.useradd Command Line Options

33.5.2. Adding a Group

To adda groupto the systemusethecommandyroupadd :
groupadd < group-name >

Commandine optionsfor groupadd aredetailedin Table33-2

Option Description

-g gid GrouplD for thegroup,which mustbeuniqueandgreaterthan499

-r Createa systemgroupwith a GID lessthan500

- Exit with anerrorif thegroupalreadyexists (Thegroupis not
altered.)If -g and-f arespeci ed,but thegroupalreadyexists,the
-g optionis ignored

Table 33-2.groupadd Command Line Options

33.5.3. Password Aging

For securityreasonsit is goodpracticeto requireusersto changetheir passverdsperiodically This
canbedonewhenaddingor editinga useronthe Password Info tabof the User Manager.

To con gure passwerd expiration for a userfrom a shell prompt,usethe chage commandfollowed
by anoptionfrom Table33-3 followed by the usernamef theuser
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Impor tant

Shadow passwords must be enabled to use the chage command.

Option Description

-m days Specifytheminimumnumberof daysbetweerwhich theusermust
changepasswerds.If thevalueis 0, the passverd doesnot expire.

-M days Specifythe maximumnumberof daysfor which the passwrd is
valid. Whenthe numberof daysspeci ed by this optionplusthe
numberof daysspeci edwith the-d optionis lessthanthecurrent
day theusermustchangepasswerdsbeforeusingthe account.

-d days Specifythe numberof dayssinceJanuaryl, 1970the passvword was
changed.
-1 days Specifythe numberof inactve daysafterthe passverd expiration

beforelocking theaccountlf thevalueis 0, theaccounts notlocked
afterthe passverd expires.

-E date Specifythedateon which theaccounts locked, in theformat
YYYY-MM-DD. Insteadof the date thenumberof dayssince
Januaryl, 1970canalsobeused.

-w days Specifythe numberof daysbeforethe passverd expirationdateto
warntheuser

Table 33-3.chage Command Line Options

@

If the chage command is followed directly by a username (with no options), it displays the current
password aging values and allows them to be changed.

If asystemadministratomantsa userto seta passverd the rst time theuserlog in, theusers initial
or null passwerd canbe setto expire immediately forcing the userto changeit immediatelyafter
loggingin for the rst time.

Toforceauserto con gure apassverdthe rst timetheuserlogsin attheconsolefollow thesesteps.
Note, this procesgloesnotwork if theuserlogsin usingthe SSHprotocol.

1. Lok theuser's passwod — If theuserdoesnotexist, usetheuseradd commando createthe
useraccountput do notgive it a passverd sothatit remaindocked.

If the password is alreadyenabled|ock it with thecommand:
usermod -L username

2. Forceimmediatepasswod expiration — Typethefollowing command:
chage -d 0 username

Thiscommandsetsthevaluefor thedatethepasswrd waslastchangedo theepoch(Januan,
1970).This valueforcesimmediatepassverd expirationno matterwhatpasswverd agingpolicy,
if ary, isin place.
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3. Unloc the account— Therearetwo commonapproacheto this step.The administratorcan
assigraninitial passverd or assigra null passverd.

&Warning

Do not use the passwd command to set the password as it disables the immediate password
expiration just con gured.

To assigraninitial passwerd, usethefollowing steps:

- Startthecommandine Pythoninterpretemwith thepython commandlt displaysthefollow-
ing:
Python 2.2.2 (#1, Dec 10 2002, 09:57:09)
[GCC 3.2.1 20021207 (Red Hat Enterprise Linux 4 3.2.1-2)] on linux2
Type “help”, "copyright”, "credits” or ‘“license" for more information.
>>>

- At the prompt,type the following (replacingpassword with the passverd to encryptand
salt with acombinationof exactly 2 upperor lower casealphabeticcharactersdigits, the
dot(.) characteror theslash(/) charactesuchasab or 12):
import  crypt; print  crypt.crypt(" password " " salt ")

Theoutputis theencryptedpassword, similar to 12CsGd8FRcMSM
« Type[Ctrl]-[D] to exit the Pythoninterpreter

- Cutandpastethe exactencryptecpassverd output,without aleadingor trailing blankspace,
into thefollowing command:

usermod -p "encrypted-password " username
Insteadof assigninganinitial passwerd, a null passverd canbe assignedisingthe following
command:
usermod -p "™ username

@Caution

While using a null password is convenient for both the user and the administrator, there is a
slight risk that a third party can log in rst and access the system. To minimize this threat, it is
recommended that the administrator veri es that the user is ready to log in when the account
is unlocked.

In eithercaseuponinitial log in, theuseris promptedfor anev passverd.

33.6. Explaining the Process

The following stepsillustrate what happensf the commanduseradd juan is issuedon a system
thathasshadav passverdsenabled:

1. A new line for juan is createdn /etc/passwd . Theline hasthefollowing characteristics:
- It beginswith theusernamguan .
« Thereis anx for thepasswrd eld indicatingthatthe systemis usingshadav passverds.

« A UID ator abore 500is created(UnderRedHat EnterpriseLinux, UIDs andGIDs belov
500arereseredfor systemuse.)

- A GID ator abore 500is created.
« Theoptional GECOSinformationis left blank.
« Thehomedirectoryfor juan is setto /nome/juan/
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« Thedefault shellis setto /bin/bash

2. A new line for juan is createdn /etc/shadow . Theline hasthefollowing characteristics:
« It beginswith theusernamguan .

« Two exclamationpoints(!! ) appearin thepassverd eld of the/etc/shadow  le, which
lockstheaccount.

; Note

If an encrypted password is passed using the -p ag, itis placed in the /etc/shadow le on
the new line for the user.

« Thepasswrdis setto never expire.

3. A new line for agroupnamedjuan is createdn /etc/group . A groupwith the samename
asa useris calleda userprivate group. For moreinformationon userprivate groups,refer to
Section33.1Addinga New User.

Theline createdn /etc/group  hasthefollowing characteristics:
« It beginswith thegroupnamejuan .

+ An x appeardn the password eld indicatingthat the systemis usingshadev group pass-
words.

- TheGID matchegheonelistedfor userjuan in /etc/passwd

4. A new line for agroupnamedjuan is createdn /etc/gshadow . Theline hasthe following
characteristics:

« It beginswith thegroupnamejuan .

« An exclamationpoint (! ) appearsn the passverd eld of the /etc/gshadow  le, which
locksthegroup.

« All other elds areblank.

5. A directoryfor userjuan is createdn the/nome/ directory This directoryis ownedby user
juan andgroupjuan . However, it hasread,write, and executeprivileges only for the user
juan . All otherpermissiongredenied.

6. The les within the/etc/skel/ directory(which containdefault usersettings)arecopiedinto
thenew /home/juan/  directory

At this point,alockedaccountalledjuan existsonthesystemTo actvateit, theadministratomust
next assignapasswrdto theaccounusingthepasswd commandand,optionally setpasswerd aging
guidelines.

33.7. Additional Information

Referto theseresource$or moreinformationon userandgroupmanagement.
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33.7.1. Installed Documentation

- Themanpagedor useradd , passwd , groupadd , andchage .

33.7.2. Related Books

- RedHat EnterpriseLinux RefeenceGuide— Thismanualgivesalist of standardisersandgroups,
discussesiserprivategroups,andprovidesanoverviewv of shadav passverds.

- RedHat EnterpriseLinux Introductionto SystemAdministation — This companionrmanualcon-
tainsmoreinformationon managingusersandgroupsaswell asmanaginguserresources.



256 Chapter 33.Userand Group Con guration



Chapter 34.
Printer Con guration

The Printer Con guration Tool allows usersto con gure a printer This tool helpsmaintainthe
printercon guration le, print spooldirectoriesandprint Iters.

RedHatEnterpriseLinux 4 useshe CUPSprinting system|If a systemwasupgradedrom aprevious
Red Hat EnterpriseLinux versionthat usedCUPS, the upgradeprocesspresered the con gured
queues.

Using the Printer Con guration Tool requiresroot privileges. To startthe application,selectAp-
plications (the main menuon the panel)=> System Settings => Printing, or type the command
system-config-printer . This commandautomaticallydeterminesvhetherto run the graphical
or text-basedversiondependingon whetherthe commands executedin the graphicaldesktopenvi-
ronmentor from atext-basedconsole.

To force the Printer Con guration Tool to run asa text-basedapplication,executethe command

system-config-printer-tui from ashellprompt.
Important
Do not edit the /etc/printcap le or the les in the /etc/cups/ directory. Each time the printer

daemon (cups ) is started or restarted, new con gur ation les are dynamically created. The les are
dynamically created when changes are applied with the Printer Con guration Tool as well.

Figure 34-1.Printer Con guration Tool

Thefollowing typesof print queuesanbecon gured:

« Locally-connected— a printerattachedlirectly to the computertthrougha parallelor USB port.

- Networked CUPS (IPP) — a printerthatcanbe accessedver a TCP/IPnetwork via the Internet
Printing Protocol,alsoknown asIPP (for example,aprinterattachedo anotheiRedHat Enterprise
Linux systenrunningCUPSon the network).
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- Networked UNIX (LPD) — a printer attachedo a differentUNIX systemthatcanbe accessed
overaTCP/IPnetwork (for example,a printerattachedo anotheiRedHat EnterpriseLinux system
runningLPD on the network).

- Networked Windows (SMB) — aprinterattachedo a differentsystemwhich is sharinga printer
over an SMB network (for example,a printerattachedo a Microsoft Windows™ machine).

- Networked Novell (NCP) — aprinterattachedo a differentsystemwhich usesNovell's NetWare
network technology

« Networked JetDirect— a printer connectedlirectly to the network throughHP JetDirectinstead
of to acomputer

Impor tant

If you add a new print queue or modify an existing one, you must apply the changes for them to take
effect.

Clicking the Apply buttonsavesary changeshatyou have madeandrestartghe printerdaemonThe
changesarenot written to the con guration le until the printer daemonis restarted Alternatiely,
you canchooseAction => Apply.

34.1. Adding a Local Printer

To adda local printer suchasone attachedhrougha parallelport or USB port on your computer
click the New button in the main Printer Con guration Tool window to display the window in
Figure34-2 Click Forward to proceed.

Figure 34-2.Adding a Printer

In thewindow shavn in Figure34-3 entera uniquenamefor the printerin the Nametext eld. The
printernamecannotcontainspacegndmustbegin with aletter Theprinternamemaycontainletters,
numbersdasheg-), andunderscore$ ). Optionally entera shortdescriptionfor the printer, which
cancontainspaces.
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Figure 34-3.Selectinga QueueName

After clicking Forward, Figure34-4appearsSelect_ocally-connectedfrom the Selecta queuetype
menu,andselectthedevice. Thedevice is usually/dev/lp0  for a parallelprinteror /dev/usb/Ip0

for a USB printer If no devicesappearin the list, click Rescandevicesto rescanthe computeror
click Customdevice to specifyit manually Click Forward to continue.

Figure 34-4.Adding a Local Printer

Next, selectthe printertype.Referto Section34.7 Selectinghe Printer Modeland Finishing for de-
tails.

34.2. Adding an IPP Printer

An IPPprinteris a printerattachedo a differentLinux systemon the samenetwork runningCUP Sor
a printer con gured on anotheroperatingsystemto uselPP. By default, the Printer Con guration
Tool brovsesthenetwork for ary sharedPPprinters.(Thisoptioncanbechangedy selectingAction
=> Sharing from the pulldonn menu.)Any networked IPP printerfoundvia CUPSbrowsingappears
in themainwindow underthe Browsedqueuescateory.

If youhave a rewall con gured on the print sener, it mustbe ableto sendandreceve connections
ontheincomingUDP port, 631.1f you have a re wall con gured ontheclient (thecomputersending
the print request)jt mustbeallowedto sendandaccepttonnection®n port 631.
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If youdisabletheautomatidrowsingfeature you canstill addanetworked IPPprinterby clicking the
New buttonin the main Printer Con guration Tool window to displaythewindow in Figure34-2
Click Forward to proceed.

In thewindow shavn in Figure34-3 entera uniqguenamefor the printerin the Nametext eld. The
printernamecannotcontainspacegndmustbegin with aletter Theprinternamemaycontainletters,
numbersdasheg-), andunderscore$ ). Optionally entera shortdescriptionfor the printer, which
cancontainspaces.

After clicking Forward, Figure34-5 appearsSelectNetworked CUPS (IPP) from the Selecta
queuetype menu.

Figure 34-5.Adding an IPP Printer

Text elds for thefollowing optionsappear:

« Sewer — Thehostnamer IP addres®f theremotemachineto which the printeris attached.
- Path — The pathto the print queueon theremotemachine.
Click Forward to continue.

Next, selectthe printertype.Referto Section34.7 Selectinghe Printer Modeland Finishing for de-
tails.

Impor tant

The networked IPP print server must allow connections from the local system. Refer to
Section 34.13 Sharing a Printer for more information.

34.3. Adding a Remote UNIX (LPD) Printer

To adda remoteUNIX printer suchasoneattachedo a differentLinux systemon the samenet-
work, click the New buttonin themain Printer Con guration Tool window. Thewindow shawvn in
Figure34-2appearsClick Forward to proceed.

In thewindow shavn in Figure34-3 entera uniqguenamefor the printerin the Nametext eld. The
printernamecannotcontainspacesndmustbegin with aletter Theprinternamemaycontainletters,
numbersdasheg-), andunderscore$ ). Optionally entera shortdescriptionfor the printer which
cancontainspaces.
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SelectNetworked UNIX (LPD) from the Selecta queuetype menuandclick Forward.

Figure 34-6.Adding a RemoteLPD Printer

Text elds for thefollowing optionsappear:

+ Sewer — Thehostnamer IP addres®f theremotemachineto which theprinteris attached.
+ Queue— Theremoteprinterqueue The default printerqueueis usuallylp .
Click Forward to continue.

Next, selectthe printertype.Referto Section34.7 Selectinghe Printer Modeland Finishing for de-
tails.

Important

The remote print server must accept print jobs from the local system.

34.4. Adding a Samba (SMB) Printer

To adda printerwhich is accessedsingthe SMB protocol(suchasa printerattachedo a Microsoft
Windows system)click the New buttonin the main Printer Con guration Tool window. The win-
dow shawvn in Figure34-2appearsClick Forward to proceed.

In thewindow shavn in Figure34-3 entera uniquenamefor the printerin the Nametext eld. The
printernamecannotcontainspacesndmustbegin with aletter Theprinternamemaycontainletters,
numbersdasheg-), andunderscore$ ). Optionally entera shortdescriptionfor the printer, which
cancontainspaces.

SelectNetworked Windows (SMB) from the Selecta queuetype menu,andclick Forward. If the
printeris attachedo a Microsoft Windows systemchoosehis queuetype.
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Figure 34-7.Adding a SMB Printer

As shawn in Figure34-7, SMB sharesare automaticallydetectedandlisted. Click the arrov beside
eachsharenameto expandthelist. Fromthe expandedist, selecta printer

If the printeryou arelooking for doesnotappeain thelist, click the Specifybuttonontheright. Text
elds for thefollowing optionsappear:

+ Workgroup — Thenameof the Sambawvorkgroupfor the sharedprinter
« Sewer — Thenameof thesener sharingthe printer

+ Share — The nameof the sharedorinter on which you wantto print. This namemustbethe same
namede ned asthe Sambaprinteron theremoteWindows machine.

- User name— The nameof the useryou mustlog in asto accesshe printer This usermustexist
on the Windows system andthe usermusthave permissiorto accesghe printer The default user
nameis typically guest for Windows seners,or nobody for Sambaseners.

« Password — Thepassword (if required)for theuserspeci edin the User name eld.

Click Forward to continue.The Printer Con guration Tool thenattemptso connecto the shared
printet If the sharedprinterrequiresa usernamendpasswrd, a dialogwindown appeargprompting
you to provide a valid usernameand passverd for the sharedprinter If anincorrectsharenameis

speci ed,you canchangeit hereaswell. If a workgroupnameis requiredto connectto the share it

canbespeci edin thisdialogbox. Thisdialogwindow is thesameastheoneshavn whenthe Specify
buttonis clicked.

Next, selectthe printertype.Referto Section34.7 Selectinghe Printer Modeland Finishing for de-
tails.

&Warning

If you require a username and password, they are stored unencrypted in les only readable by root
and Ipd. Thus, it is possible for others to learn the username and password if they have root access.
To avoid this, the username and password to access the printer should be different from the username
and password used for the user's account on the local Red Hat Enterprise Linux system. If they are
different, then the only possible security compromise would be unauthorized use of the printer. If
there are le shares from the server, it is recommended that they also use a different password than
the one for the print queue.
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34.5. Adding a Novell NetWare (NCP) Printer

To adda Novell NetWare (NCP) printer, click the New button in the main Printer Con guration
Tool window. Thewindow shavn in Figure34-1appearsClick Forward to proceed.

In thewindow shavn in Figure34-3 entera uniquenamefor the printerin the Nametext eld. The
printernamecannotcontainspacesndmustbegin with aletter Theprinternamemaycontainletters,
numbersdasheg-), andunderscore$ ). Optionally entera shortdescriptionfor the printer, which
cancontainspaces.

SelectNetworked Novell (NCP) from the Selecta queuetype menu.

Figure 34-8.Adding an NCP Printer

Text elds for thefollowing optionsappear:

« Sewer — Thehostnamer IP addres®f the NCP systento which the printeris attached.
+ Queue— Theremotequeuefor the printeronthe NCP system.

+ User— Thenameof theuseryou mustlog in asto accesshe printer

- Password — Thepasswrd for the userspeci edin the User eld above.

Next, selectthe printertype. Referto Section34.7 Selectinghe Printer Modeland Finishing for de-
tails.

&Warning

If you require a username and password, they are stored unencrypted in les only readable by root
and Ipd. Thus, it is possible for others to learn the username and password if they have root access.
To avoid this, the username and password to access the printer should be different from the username
and password used for the user's account on the local Red Hat Enterprise Linux system. If they are
different, then the only possible security compromise would be unauthorized use of the printer. If
there are le shares from the server, it is recommended that they also use a different password than
the one for the print queue.

34.6. Adding a JetDirect Printer

To adda JetDirectprinter, click the New buttonin themainPrinter Con guration Toolwindow. The
window shawvn in Figure34-1appearsClick Forward to proceed.
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In thewindow shavn in Figure34-3 entera uniqguenamefor the printerin the Nametext eld. The
printernamecannotcontainspacesndmustbegin with aletter Theprinternamemaycontainletters,
numbersdasheg-), andunderscore$ ). Optionally entera shortdescriptionfor the printer which
cancontainspaces.

SelectNetworked JetDirect from the Selecta queuetype menu,andclick Forward.

Figure 34-9.Adding a JetDirect Printer

Text elds for thefollowing optionsappear:

« Printer — Thehostnamer IP addresof the JetDirectprinter
« Port — TheportontheJetDirectprinterthatis listeningfor print jobs. Thedefault portis 9100.

Next, selectthe printertype.Referto Section34.7 Selectinghe Printer Modeland Finishing for de-
tails.

34.7. Selecting the Printer Model and Finishing
After selectinghe queuetype of the printer, thenext stepis to selectthe printermodel.

A window similar to Figure34-10 appearslf it was not auto-detectedselectthe model from the
list. The printersaredivided by manufcturers Selectthe nameof the printer manufcturerfrom the
pulldovn menu.Theprintermodelsareupdatedeachtime a differentmanugctureris selectedSelect
the printermodelfrom thelist.
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Figure 34-10.Selectinga Printer Model

Therecommendegrint driver is selectedbasedon the printer modelselectedThe print driver pro-
cesseshe datathat you wantto print into a formatthe printer canunderstandSincea local printer
is attacheddirectly to your computer you needa print driver to procesghe datathatis sentto the
printer

If youarecon guring aremoteprinter(IPP, LPD, SMB, or NCP),theremoteprint sener usuallyhas
its own print driver. If you selectanadditionalprint driver on yourlocal computerthe datais Itered
multiple timesandis corvertedto aformatthatthe printercannotunderstand.

To male surethe datais not Itered morethanonce, rst try selectingGeneric asthe manufcturer
andRaw Print Queueor Postscript Printer asthe printer model.After applyingthe changesprint
atestpageto try out this new con guration. If the testfails, the remoteprint sener might not have
a print driver con gured. Try selectinga print driver accordingto the manufcturerandmodelof the
remoteprinter applyingthechangesandprinting atestpage.

@,

You can select a different print driver after adding a printer. To do this, start the Printer Con guration
Tool, select the printer from the list, click Edit, click the Driver tab, select a different print driver, and
then apply the changes.

34.7.1. Conrming Printer Con guration

Thelaststepis to con rm your printercon guration.Click Finish to addtheprint queudf thesettings
arecorrect.Click Back to modify the printercon guration.

Click the Apply button in the main window to save your changesand restartthe printer daemon.
After applying the changes,print a test pageto ensurethe con guration is correct. Refer to
Section34.8Printing a TestPage for details.

If you needto print charactersbeyond the basic ASCII set (including thoseusedfor languages
suchas Japanese)you mustreview your driver optionsand selectPrerender Postscript. Referto
Section34.9Modifying ExistingPrinters for details. You canalso con gure optionssuchas paper
sizeif you editthe print queueafteraddingit.
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34.8. Printing a Test Page

After you have con gured your printer, you shouldprint a testpageto make surethe printeris func-
tioning properly To print a testpage,selectthe printerthatyou wantto try out from the printerlist,
thenselectthe appropriateestpagefrom the Testpulldovn menu.

If you changethe print driver or modify the driver options,you shouldprint a testpageto testthe
differentcon guration.

Figure 34-11.TestPageOptions

34.9. Modifying Existing Printer s

To deleteanexisting printer, selectthe printerandclick the Deletebuttonon thetoolbar The printer
is remavedfrom theprinterlist. Click Apply to save thechangesndrestartthe printerdaemon.

To setthe default printer, selectthe printer from the printerlist andclick the Default button on the
toolbar Thedefault printericon o appearsn the Default columnof the default printerin thelist. A
IPPbrowsedqueueprintercannot be setasthedefault printerin the Printer Con guration Tool. To
malke an PP printerthe default, addit asdescribedn Section34.2Addingan IPP Printer andmale
it thedefault.

' ; Note

The GNOME Print Manager no longer sets user level default printers.

In order to set a default printer system-wide, use the system-config-prin te r command, or the
Printer Con guration Tool.

In order for users to con gure a default printer for themselves only, each user should use the GNOME
Default Printer Tool, which can be found by selecting Applications (on the Panel) => Preferences
=> More Preferences => Default Printer .

After addingthe printer(s),the settingscan be editedby selectingthe printer from the printer list
andclicking the Edit button. The tabbedwindow shawvn in Figure34-12is displayed.The window
containgthe currentvaluesfor the selectedprinter Make ary necessarghangesandclick OK. Click
Apply in the main Printer Con guration Tool window to save the changesandrestartthe printer
daemon.
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Figure 34-12.Editing a Printer

34.9.1. Queue Name

To renamea printer or changeits shortdescriptionchangethe valuein the Queuenametah Click
OK to returnto the main window. The nameof the printer shouldchangein the printer list. Click
Apply to save the changeandrestartthe printerdaemon.

34.9.2. Queue Type

The Queuetype tabshavs the queuetypethatwasselectedvhenaddingthe printerandits settings.
The queuetype of the printer canbe changedr just the settings After makingmodi cations, click
OK to returnto themainwindow. Click Apply to save thechangesndrestartthe printerdaemon.

Dependingon which queuetypeis chosendifferentoptionsare displayed .Referto the appropriate
sectionon addinga printerfor adescriptionof theoptions.

34.9.3. Printer Driver

ThePrinter driver tabshavs which printdriveris currentlybeingused.f it is changedglick OK to
returnto the mainwindow. Click Apply to save thechangeandrestartthe printerdaemon.

34.9.4. Driver Options

TheDriver optionstabdisplaysadwvancedorinteroptions.Optionsvaryfor eachprint driver. Common
optionsinclude:

- Prerender Postscript shouldbe selectedf characterdeyondthebasicASCII setarebeingsentto
the printer, but they arenot printing correctly(suchasJapaneseharacters)This optionprerenders
non-standardPostScripfontssothatthey areprintedcorrectly

If theprinterdoesnotsupporthefontsyouaretrying to print, try selectinghis option.For example,
selectthis optionto print Japaneséontsto a non-Japanesgrinter

Extratime is requiredto performthis action.Do not chooset unlessproblemsprintingthe correct
fontsexist.
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Also selectthis optionif the printer cannot handlePostScriptevel 3. This option corvertsit to
PostScriptevel 1.

+ GhostScriptpre- Itering allowsyouto selectNo pre- Itering , Convert to PSlevel 1, or Convert
to PSlevel 2in casetheprintercannothandlecertainPostScriptevels. Thisoptionis only available
if thePostScripdriveris used.

- PageSizeallows the papersizeto be selectedThe optionsinclude US Letter, US Legal, A3, and
A4,

- Effective Filter Locale defaultsto C. If Japaneseharactersrebeingprinted,selectja_JP. Oth-
erwise,accepthedefault of C.

- Media Sourcedefaultsto Printer default. Changethis optionto usepaperfrom a differenttray.

To modify thedriver options,click OK to returnto themainwindow. Click Apply to save thechange
andrestartthe printerdaemon.

34.10. Saving the Con guration File

Whentheprintercon gurationis savedusingthe Printer Con guration Tool, theapplicationcreates
its own con guration le thatis usedto createthe les in the/etc/cups/  directory You canusethe
commandine optionsto save or restorethe Printer Con guration Tool le. If the /etc/cups/
directoryis savredandrestoredo the samelocations the printercon gurationis notrestorecbecause
eachtime the printer daemonis restartedjt createsa new /etc/printcap le from the Printer
Con guration Tool con guration le. Whencreatinga backupof the systems con guration les,
usethefollowing methodto save the printercon guration les.

To save your printercon guration, typethis commandasroot:
lusr/sbin/system-config- prin ter -tui  --Xexport > settings.xml

Your con gurationis savedto the le settings.xml

If this le is saved,it canbeusedto restorethe printersettings Thisis usefulif the printercon gura-

tionis deletedjf RedHatEnterpriseLinux is reinstalledpr if thesameprintercon gurationis needed
onmultiple systemsThe le shouldbe savedon a differentsystembeforereinstalling.To restorethe

con guration, typethis commandasroot:

lusr/sbin/system-config- prin ter -tui  --Ximport < settings.xml

If you alreadyhave a con guration le (you have con gured one or more printerson the system
already)andyoutry to importanothercon guration le, theexistingcon guration le is overwritten.
If youwantto keepyour existing con guration andaddthe con guration in the saved le, you can
memgethe les with thefollowing commandasroot):

lusr/sbin/system-config- prin ter -tui  --Ximport --merge < settings.xml

Your printerlist thenconsistsof the printersyou con gured on the systemaswell asthe printersyou
importedfrom the saved con guration le. If theimportedcon guration le hasa print queuewith
the samenameasan existing print queueon the system the print queuefrom the imported le will
overridethe existing printer

After importing the con guration le (with or without the merge command)you mustrestartthe
printerdaemonlssuethefollowing commandasroot:

Isbin/service cups restart
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34.11. Command Line Con guration

If youdonothave X installedandyou do notwantto usethetext-basedversion,you canadda printer
via thecommandine. This methodis usefulif youwantto adda printerfrom a scriptor in the%post
sectionof akickstartinstallation.

34.11.1. Adding a Local Printer
To addaprinter:

system-config-printer-tu i --Xadd-local options

Options:

--device=node
(Required)The device nodeto use.For example,/dev/Ip0

--malke=make
(Required)ThelEEE 1284MANUFACTURERSstringor (if noneis available)the printermanu-
facturers nameasit appearsin thefoomaticdatabase.

--model-model
(Required)The [EEE 1284MODEL stringor (if nonis available)the printermodellistedin the
foomaticdatabase.

--name=same
(Optional)Thenameto begivento thenew queuelf oneis notgiven,anamebasednthedevice
node(suchas“lp0”) is used.

--as-dedult
(Optional)Setthis asthedefault queue.

After addingthe printer, usethefollowing commando start/restarthe printerdaemon:

service cups restart

34.11.2. Removing a Local Printer
A printerqueuecanalsoberemovedvia thecommandine.
As root, to remove a printerqueue:

system-config-printer-tu i --Xremove-local options
Options:
--devicenode

(Required)The device nodeusedsuchas/dev/lp0

--make=make

(Required)The IEEE 1284MANUFACTURERString, or (if noneis available)the printerman-
ufacturers nameasit appearsn thefoomaticdatabase.
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--model=model

(Required)The lEEE 1284MODEL string,or (if noneis available)the printermodelaslistedin
thefoomaticdatabase.

After removing the printer from the Printer Con guration Tool con guration, restartthe printer
daemorfor the changedo take effect (asroot):

service cups restart

If all printershave beenremared, andyou do not wantto run the printer daemorarymore, execute
thefollowing commandasroot):

service  cups stop

34.11.3. Setting the Default Printer

To setthe default printer, usethefollowing commandandspecifythe queuename::

system-config-printer-tu i --Xdefault --queue= gqueuename

34.12. Managing Print Jobs

Whenyou senda print job to the printerdaemonsuchasprintingatext le from Emacsor printing
animagefrom The GIMP , the print job is addedto the print spoolqueue The print spoolqueueis a
list of print jobs thathave beensentto the printer andinformationabouteachprint requestsuchas
the statusof therequesttheusernamef the persorwho senttherequestthe hostnamef the system
thatsenttherequestthejob numberandmore.

If you arerunninga graphicaldesktopervironment,click the Printer Manager icon on the panelto
startthe GNOME Print Manager asshavn in Figure34-13

Figure 34-13.GNOME Print Manager

To changeheprintersettingsright-click ontheiconfor theprinterandselectProperties ThePrinter
Con guration Tool is thenstarted.

Double-clickonacon gured printerto view the print spoolqueueasshavn in Figure34-14
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Figure 34-14.List of Print Jobs
To cancela speci c print job listedin the GNOME Print Manager, selectit from thelist andselect
Edit => CancelDocumentsfrom the pulldovn menu.

If thereareactie print jobsin the print spool,a printer noti cation icon may appearn the Panel
Noti cation Areaof thedesktoppanelasshavn in Figure34-15 Becauseét probesfor active print
jobsevery ve secondstheicon maynotbedisplayedor shortprint jobs.

Figure 34-15.Printer Noti cation Icon
Clicking on the printer noti cation icon startsthe GNOME Print Manager anddisplaysa list of
currentprint jobs.

Also locatedon the Panelis a Print Manager icon. To print a le from Nautilus, browvse to the
location of the le anddraganddrop it on to the Print Manager icon on the Panel. The window
shawn in Figure34-16is displayed Click OK to startprintingthe le.

Figure 34-16.Print Veri cation Window
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To view thelist of print jobsin the print spoolfrom a shellprompt,typethe commandpq . Thelast
few lineslook similar to thefollowing:

Rank Owner/ID Class Job Files Size Time
active  user@localhost+902 A 902 sample.txt 2050 01:20:46

Example 34-1.Example of Ipg output

If you wantto cancela print job, nd the job numberof the requestwith the commandipg and
thenusethe commandprm job number. For example,lprm 902 would cancelthe print job in
Example34-1 You musthave properpermissiongo cancela print job. You cannot cancelprint jobs
thatwerestartedby otherusersunlessyou areloggedin asroot on the machineto which the printer
is attached.

You canalsoprinta le directly from a shellprompt.For example,thecommandpr sample.txt
printsthetext le sample.txt . Theprint lter determinesvhattypeof le it is andconvertsit into
aformatthe printercanunderstand.

34.13. Sharing a Printer

ThePrinter Con guration Tool's ability to sharecon guration optionscanonly be usedif you are
usingthe CUPSprinting system.

Allowing usersonadifferentcomputeon thenetwork to printto aprintercon guredfor your system
is calledsharingthe printer By default, printerscon guredwith the Printer Con guration Tool are
notshared.

To sharea con gured printer, startthe Printer Con guration Tool andselecta printerfrom thelist.
ThenselectAction => Sharing from the pulldovn menu.

' ; Note

If a printer is not selected, Action => Sharing only shows the system-wide sharing options normally
shown under the General tab.

OntheQueuetab,selectthe optionto malke the queueavailableto otherusers.
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Figure 34-17.QueueOptions

After selectingto sharethe queue,by default, all hostsare allowed to print to the sharedprinter
Allowing all systemsn the network to print to the queuecanbe dangerousespeciallyif the system
is directly connectedo the Internet.It is recommendethatthis option be changeddy selectingthe
All hostsentryandclicking the Edit buttonto displaythewindov shavn in Figure34-18

If you have a rewall con gured on the print sener, it mustbe ableto sendandreceve connections
ontheincomingUDP port, 631.If youhave a re wall con gured onthe client (thecomputersending
the print request)jt mustbeallowed to sendandaccepttonnection®n port 631.

Figure 34-18.Allowed Hosts

The General tab con gures settingsfor all printers,including thosenot viewable with the Printer
Con guration Tool. Therearetwo options:

- Automatically nd remoteshared queues— Selectedy default, this optionenabledPP brows-
ing. When other machineson the network broadcasthe queuesthat they have, the queuesare
automaticallyaddedto thelist of printersavailableto the systemno additionalcon gurationis re-

quiredfor aprinterfoundfrom IPP browsing. This optiondoesnot automaticallysharethe printers
con guredonthelocal system.

- EnableLPD protocol— Thisoptionallows theprinterto receve printjobsfrom clientscon gured
to usethe LPD protocolusingthecups-lpd  servicewhichis anxinetd service.
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&Warning

If this option is enabled, all print jobs are accepted from all hosts if they are received from an LPD
client.

Figure 34-19.System-wideSharing Options

34.14. Additional Resour ces

To learnmoreaboutprinting on RedHat Enterprise_inux, referto thefollowing resources.

34.14.1. Installed Documentation

« map lpr — Themanualpagefor thelpr commandahatallowsyouto print les from thecommand
line.

+ man lprm — The manualpagefor the commandine utility to remave print jobs from the print
queue.

- man mpage — The manualpagefor the commandine utility to print multiple pageson onesheet
of paper

« man cupsd — Themanualpagefor the CUPSprinterdaemon.
« man cupsd.conf — Themanualpagefor the CUPSprinterdaemorcon guration le.
- man classes.conf ~— Themanualpagefor theclasscon guration le for CUPS.

34.14.2. Useful Websites

« http://wwwlinuxprinting.og — GNUJ/LinuxPrinting containsa largeamountof informationabout
printingin Linux.

« http://wwwcups.og/ — DocumentationfFAQs,andnevsgroupsaboutCUPS.
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In Linux, taskscanbecon guredto runautomaticallywithin a speci ed periodof time,onaspeci ed
date,or when the systemload averageis belov a speci ed number Red Hat EnterpriseLinux is
pre-con guredto run importantsystemtasksto keepthe systemupdated For example,the slocate
databaseisedby thelocate commands updateddaily. A systemadministratorcanuseautomated
tasksto performperiodicbackupsmonitorthe systemyun customscripts,andmore.

RedHat EnterpriseLinux comeswith severalautomatedasksutilities: cron , at , andbatch .

35.1. Cron

Cronis adaemorthatcanbeusedto schedulghe executionof recurringtasksaccordingio a combi-
nationof thetime, day of themonth,month,day of the week,andweek.

Cronassumeshatthe systemis on continuouslyf the systemis not on whenataskis scheduledit
is notexecuted.To scheduleone-timetasks referto Section35.2 At and Batdh.

Tousethecronservicethevixie-cron ~ RPM packagemustbeinstalledandthecrond servicemust
be running. To determineif the packages installed,usethe rpm -q vixie-cron command.To
determinegf theserviceis running,usethecommandsbin/service crond status

35.1.1. Con guring Cron Tasks
Themaincon guration le for cron,/etc/crontab , containgthefollowing lines:

SHELL=/bin/ba sh
PATH=/sbin:/b  in :/ usr/ sbi n:/usr/bin

MAILTO=root

HOME=/

# run-parts

01 * * * * root run-parts /etc/cron.hour ly
02 4 * * * root run-parts /etc/cron.dail y

22 4 * * 0 root run-parts /etc/cron.week ly
42 4 1 * * root run-parts /etc/cron.mont hl'y

The rst four lines arevariablesusedto con gure the environmentin which the crontasksarerun.
The SHELL variabletells the systemwhich shellenvironmentto use(in this examplethe bashshell),
while the PATHvariablede nesthe pathusedto executecommandsThe outputof the crontasksare
emailedto the usernamele ned with the MAILTO variable.If the MAILTO variableis de ned asan
emptystring(MAILTO=""), emailis notsent.The HOM®&ariablecanbe usedto setthehomedirectory
to usewhenexecutingcommand®r scripts.

Eachline in the/etc/crontab le representstaskandhasthefollowing format:

minute hour day month dayofweek command

« minute — ary integerfrom 0to 59
« hour — ary integerfrom 0to 23



276 Chapter 35. Automated Tasks

- day — ary integerfrom 1 to 31 (mustbeavalid dayif amonthis speci ed)
« month — ary integerfrom 1 to 12 (or the shortnameof the monthsuchasjan or feb)

- dayofweek — ary integerfrom O to 7, whereO or 7 representSunday(or the shortnameof the
weeksuchassunor mon)

- command— the commando execute(the commandcaneitherbea commandsuchasis /proc
>> ftmp/proc  or thecommando executea customscript)

For ary of the abare values,an asterisk(*) canbe usedto specifyall valid values.For example,an
asteriskfor the monthvalue meansexecutethe commandevery monthwithin the constraintsof the
othervalues.

A hyphen(-) betweenintegersspeci esarangeof integers.For example,1-4 meansheintegers1,
2,3,and4.

A list of valuesseparatedhy commasy(,) speci esalist. For example,3, 4, 6, 8 indicatesthose
four speci c integers.

Theforwardslash(/) canbeusedto specifystepvalues.Thevalueof anintegercanbeskippedwithin
arangeby following the rangewith / <integer > . For example,0-59/2 canbe usedto de ne
every otherminutein theminute eld. Stepvaluescanalsobeusedwith anasteriskFor instancethe
value*/3 canbeusedin themonth eld to runthetaskevery third month.

Any linesthatbegin with ahashmark (#) arecommentsaindarenot processed.

As shawn in the /etc/crontab le, the run-parts script executes the scripts in the
/etc/cron.hourly/ , letc/cron.daily/ , letc/cron.weekly/ , and /etc/cron.monthly/
directorieson an hourly, daily, weekly or monthly basisrespectiely. The les in thesedirectories
shouldbe shellscripts.

If a crontaskis requiredto be executedon a scheduleotherthanhourly, daily, weekly or monthly
it canbe addedto the /etc/cron.d/ directory All les in this directory usethe samesyntaxas
/etc/crontab . Referto Example35-1for examples.

# record the memory usage of the system every monday

# at 3:30AM in the file /tmp/meminfo

30 3 * * mon cat /proc/meminfo >> [tmp/meminfo

# run custom script the first day of every month at 4:10AM
10 4 1 * * Jroot/scripts/b ackup. sh

Example 35-1.Crontab Examples

Usersotherthanrootcancon gure crontasksby usingthecrontab  utility. All userde ned crontabs
are storedin the /var/spool/cron/ directoryand are executedusingthe usernamesf the users
thatcreatedhem.To createa crontabasauser login asthatuserandtypethecommanctrontab  -e
to editthe users crontabusingthe editor speci ed by the VISUAL or EDITOR ervironmentvariable.
The le usesthe sameformat as /etc/crontab . Whenthe changedo the crontabare saved, the
crontabis storedaccordingto usernameandwritten to the le /var/spool/cron/ username .

The cron daemon checks the /etc/crontab le, the Jetc/cron.d/ directory and the
Ivar/spool/cron/ directory every minute for ary changeslf ary changesare found, they are
loadedinto memory Thus,thedaemordoesnot needto berestartedf acrontable is changed.

35.1.2. Controlling Access to Cron

The /etc/cron.allow and/etc/cron.deny les areusedto restrictaccesgo cron. The format
of both accessontrol les is oneusernamen eachline. Whitespaceés not permittedin either le.
Thecrondaemon(crond ) doesnot have to berestartedf the accessontrol les aremodi ed. The
accesgontrol les arereadeachtime a usertriesto addor deletea crontask.
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Therootusercanalwaysusecron,regardlesf the usernamegistedin theaccessontrol les.

If the le cron.allow  exists,only userdistedin it areallowvedto usecron,andthecron.deny le
isignored.

If cron.allow  doesnotexist, userdistedin cron.deny arenotallowedto usecron.

35.1.3. Starting and Stopping the Service

To startthe cron service,usethe command/sbin/service crond start . To stopthe service,
usethe command/sbin/service crond stop . It is recommendedhat you startthe serviceat
boottime. Referto Chapter20 Contolling Accesgo Servicedor detailson startingthe cron service
automaticallyat boottime.

35.2. At and Batch

While cronis usedto scheduleecurringtasks,theat commands usedto schedulea one-timetask
ataspeci c time andthe batch commands usedto schedulea one-timetaskto be executedwhen
the systemdoad averagedropsbelav 0.8.

To useat or batch , theat RPM packagemustbeinstalled,andtheatd servicemustbe running.
To determingf thepackages installed,usetherpm -q at commandTo determinegf theserviceis
running,usethe commandshbin/service atd status

35.2.1. Con guring At Jobs

To schedulea one-timejob ata speci ¢ time, typethecommandat time , wheretime is thetimeto
executethecommand.

Theamgumenttime canbeoneof thefollowing:

« HH:MM format— For example,04:00speci es4:00a.m.If thetimeis alreadypast,it is executed
atthespeci edtime thenext day

- midnight— Speci es12:00a.m.
+ noon— Speci es12:00p.m.
- teatime— Speci es4:00p.m.

- month-namelayyearformat— For example Januaryl52002speci esthe 15thdayof Januaryin
theyear2002.Theyearis optional.

- MMDDYY, MM/DD/YY, or MM.DD.YY formats— For example,011502for the 15th day of
Januaryin theyear2002.

+ now + time — time is in minutes hours,days,or weeks.For example,now + 5 daysspeci esthat
thecommandshouldbe executedat the sametime  ve daysfrom now.

Thetime mustbe speci ed rst, followed by the optionaldate.For moreinformationaboutthetime
format,readthe/usr/share/doc/at- <version > /timespec text le.

After typingtheat commandvith thetimeargumenttheat> promptis displayedTypethecommand
to execute,press[Enter], andtype [Ctrl]-[D]. Multiple commandsanbe speci ed by typing each
commandollowed by the [Enter] key. After typing all the commandspress[Enter] to goto ablank
line andtype [Ctrl]-[D]. Alternatiely, a shell script canbe enteredat the prompt, pressing[Enter]

aftereachline in thescript,andtyping [Ctrl]-[D] onablankline to exit. If ascriptis enteredtheshell

usedis the shellsetin theusers SHELL environment,theusers login shell,or /bin/sh  (whichever

is found rst).
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If the setof commandsr scripttriesto displayinformationto standardut, the outputis emailedto
theuser

Usethecommandatq to view pendingjobs. Referto Section35.2.3Viewing PendingJobsfor more
information.

Usage of the at command can be restricted. For more information, refer to
Section35.2.5Contwolling Accesgo At and Batd for details.

35.2.2. Con guring Batch Jobs
To executea one-timetaskwhentheload averageis belov 0.8,usethebatch command.

After typingthebatch commandtheat> promptis displayed.Typethe commando execute press
[Enter], andtype[Ctrl]-[D]. Multiple commandganbe speci ed by typing eachcommandollowed
by the [Enter] key. After typing all the commandspress[Enter]to go to a blankline andtype [Ctrl]-
[D]. Alternatiely, a shellscriptcanbe enteredat the prompt, pressing[Enter] after eachline in the
script,andtyping [Ctrl]-[D] onablankline to exit. If ascriptis enteredtheshellusedis theshellset
in the users SHELL ernvironment,the users login shell,or /bin/sh  (whichever is found rst). As
soonastheloadaverageis belav 0.8,the setof command®r scriptis executed.

If the setof commandsr scripttriesto displayinformationto standardut, the outputis emailedto
theuser

Usethecommandatq to view pendingjobs. Referto Section35.2.3\Viewing PendingJobsfor more
information.

Usage of the batch command can be restricted. For more information, refer to
Section35.2.5Contwolling Accesgo At and Batd for details.

35.2.3. Viewing Pending Jobs

To view pendingat andbatch jobs,usethe atq command.Theatq commanddisplaysa list of
pendingjobs, with eachjob on a line. Eachline follows the job number date,hour, job class,and
usernamdormat. Userscanonly view their own jobs.If theroot userexecutegheatq commandall
jobsfor all usersaredisplayed.

35.2.4. Additional Command Line Options

Additional commandine optionsfor at andbatch include:

Option Description

-f Readthe command®r shellscriptfrom a le insteadof specifying
thematthe prompt.

-m Sendemailto theuserwhenthejob hasbeencompleted.

v Displaythetime thatthejob is executed.

Table35-1.at and batch Command Line Options

35.2.5. Controlling Access to At and Batch
The /etc/at.allow and/etc/at.deny les canbe usedto restrictaccesgo theat andbatch
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commandsThe format of both accessontrol les is oneusernamen eachline. Whitespacds not
permittedin either le. Theat daemon(atd ) doesnot have to berestartedf theaccessontrol les
are modi ed. The accessontrol les arereadeachtime a usertries to executethe at or batch
commands.

Therootusercanalwaysexecuteat andbatch commandstegardlesof theaccesontrol les.

If the le atallow  exists,only userdistedin it areallowedto useat or batch , andthe at.deny
le isignored.

If at.allow doesnotexist, userdistedin at.deny arenotallowedto useat or batch .

35.2.6. Starting and Stopping the Service

To starttheat service usethecommandsbin/service atd start . To stoptheserviceusethe
commandsbin/service atd stop . It isrecommendethatyoustarttheserviceatboottime.Re-
fer to Chapter20 Contmolling Accesgo Servicesor detailson startingthe cronserviceautomatically
atboottime.

35.3. Additional Resour ces

To learnmoreaboutcon guring automatedasks referto thefollowing resources.

35.3.1. Installed Documentation

- cron manpage— overview of cron.

- crontab manpagesn sectionsl and5 — Themanpagein sectionl containsanovervien of the
crontab le. Themanpagein section5 containgheformatfor the le andsomeexampleentries.

lusr/share/doc/at- <version > /timespec  containsmore detailedinformation about the
timesthatcanbespeci edfor cronjobs.

- at manpage— descriptiorof at andbatch andtheircommandine options.
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Chapter 36.
Log Files

Log les are les thatcontainmessageaboutthe system,including the kernel, servicesand appli-
cationsrunningon it. Therearedifferentlog les for differentinformation. For example,thereis a
defaultsystemlog le, alog le justfor securitymessagesindalog le for crontasks.

Log les canbe very usefulwhentrying to troubleshoot problemwith the systemsuchastrying
to load a kerneldriver or whenlooking for unauthorizedog in attemptso the system.This chapter
discussesvhereto nd log les, how to view log les, andwhatto look for in log les.

Somelog les arecontrolledby a daemoncalledsyslogd . A list of log messagesnaintainedby
syslogd canbefoundin the/etc/syslog.conf con guration le.

36.1. Locating Log Files

Mostlog les arelocatedin the /var/log/ directory Someapplicationssuchashttpd andsamba
have a directorywithin /var/log/ for theirlog les.

You may notice multiple les in thelog le directorywith numbersafter them. Theseare created
whenthe log les arerotated.Log les are rotatedso their le sizesdo not becometoo large.
The logrotate  packagecontainsa cron task that automaticallyrotateslog les accordingto the
letc/logrotate.conf con guration le andthe con guration les in the /etc/logrotate.d/
directory By default, it is con guredto rotateevery weekandkeepfour weeksworth of previouslog
les.

36.2. Viewing Log Files

Mostlog les arein plaintext format. You canview themwith ary text editorsuchasVi or Emacs
Somelog les arereadableby all userson the system;however, root privilegesarerequiredto read
mostlog les.

To view systemlog les in aninteractve, real-timeapplication,usethe Log Viewer. To startthe
application,go to Applications (the mainmenuon the panel)=> SystemTools=> SystemLogs, or
typethe commandsystem-logviewer atashellprompt.

The applicationonly displayslog les that exist; thus, the list might differ from the one shawvn in
Figure36-1

To lter thecontentsof thelog le for keywords,typethe keyword(s)in the Filter for text eld, and
click Filter. Click Resetto resetthe contents.
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Figure 36-1.Log Viewer

By default, the currentlyviewablelog le is refreshedevery 30 secondsTo changetherefreshrate,
selectEdit => Preferencesfrom the pulldovn menu.Thewindow shavn in Figure36-2 appearsin
the Log Files tab, click the up anddown arrowns besidethe refreshrateto changeit. Click Closeto
returnto themainwindow. Therefreshrateis changedmmediately To refreshthe currentlyviewable
le manually selectFile => RefreshNow or presqCtrl]-[R].

Onthelog Filestabin the Preferenceghelog le locationscanbemodi ed. Selectthelog le from
thelist, andclick the Edit button. Typethe new locationof thelog le or click the Browsebuttonto
locatethe le locationusinga le selectiondialog.Click OK to returnto the preferencesandclick
Closeto returnto the mainwindow.

Figure 36-2.Log File Locations
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36.3. Adding a Log File
Toaddalog le tothelist, selectEdit => Preferencesandclick theAdd buttonin theLog Filestah

Figure 36-3.Adding a Log File

Provide a name,description,and the location of the log le to add.After clicking OK, the le is
immediatelyaddedo theviewing area,if the le exists.

36.4. Examining Log Files

Log Viewer canbecon guredto displayanalerticon besideinesthatcontainkey alertwordsanda
warningicon besidelinesthatcontainkey warningwords.

To addalertswords,selectEdit => Preferencesfrom thepulldovn menu,andclick onthe Alerts tah
Click the Add buttonto addanalertword. To deleteanalertword, selectthe word from thelist, and
click Delete

Thealerticon E is displayedo theleft of thelinesthatcontainsary of thealertwords.

Figure 36-4.Alerts

To addwarningwords,selectEdit => Preferencesfrom the pull-dovn menu,andclick onthe Warn-
ingstah Click theAdd buttonto addawarningword. To deleteawarningword, selectheword from
thelist, andclick Delete
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Thewarningicon ! is displayedo theleft of thelinesthatcontainsary of thewarningwords.

Figure 36-5.Warning



Chapter 37.

Manually Upgrading the Kernel

TheRedHat Enterprise_inux kernelis custombuilt by the RedHatkernelteamto ensurets integrity
and compatibility with supportechardwvare. Before Red Hat releases kernel, it must rst passa
rigoroussetof quality assurancéests.

RedHat EnterpriseLinux kernelsarepackagedn RPM formatso thatthey areeasyto upgradeand
verify usingthe Red Hat Update Agent, or the up2date command.The Red Hat Update Agent
automaticallyqueriegsheRedHatNetwork senersanddeterminesvhich packageseedo beupdated
on your machine,including the kernel. This chapteris only usefulfor thoseindividualsthatrequire
manualupdatingof kernelpackageswithoutusingtheup2date command.

&Warning

Please note, that building a custom kernel is not supported by the Red Hat Global Services Support
team, and therefore is not explored in this manual.

@,

Use of up2date is highly recommended by Red Hat for installing upgraded kernels.

For more information on Red Hat Network, the Red Hat Update Agent, and up2date , referto
Chapterl7 RedHat Network

37.1. Overview of Kernel Packages

RedHat EnterpriseLinux containghefollowing kernelpackagegsomemay notapplyto yourarchi-
tecture):

- kernel — Containghekernelandthefollowing key features:

- Uniprocessosupportfor x86 and Athlon systemgcanbe run on a multi-processosystem but
only oneprocessors utilized)

- Multi-processosupportfor all otherarchitectures

- Forx86systemspnly the rst 4 GB of RAM is used;usethekernel-hugemem packagdor x86
systemswith over 4 GB of RAM

+ kernel-devel — Containsthe kernelheaderandmale les sufcient to build modulesagainst
thekernel package.

+ kernel-hugemem — (only for i686 systems)n additionto the optionsenabledfor the kernel
packagethekey con gurationoptionsareasfollows:

- Supportfor morethan4 GB of RAM (up to 64 GB for x86)
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Note

kernel-hugemem is required for memory con gur ations higher than 16 GB.

- PAE (PhysicalAddressExtension)or 3 level pagingon x86 processorshatsupportPAE
- Supportfor multiple processors
- 4GB/4GB split — 4GB of virtual addressspacefor the kerneland almost4GB for eachuser

proceson x86 systems
+ kernel-hugemem-devel — Containghekernelheaderandmale les sufcient to build modules
againsthekernel-hugemem package.
+ kernel-smp — Containsthe kernelfor multi-processosystemsThe following arethe key fea-
tures:

- Multi-processoisupport
- Supportfor morethan4 GB of RAM (upto 16 GB for x86)
- PAE (PhysicalAddressExtension)or 3 level pagingon x86 processorshatsupportPAE

« kernel-smp-devel — Containsthe kernel headersand male les sufcient to build modules
againsthekernel-smp package.

« kernel-utils — Containsutilities thatcanbe usedto controlthe kernelor systemhardware.

+ kernel-doc — Containsgdocumentatiorles fromthekernelsourceVariousportionsof theLinux
kernel and the device drivers shippedwith it are documentedn these les. Installationof this
packageprovides a referenceto the optionsthat can be passedo Linux kernelmodulesat load
time.

By default,theseles areplacedn the/usr/share/doc/kernel-doc- <version >/ directory

; Note

The kernel-source package has been removed and replaced with an RPM that can only
be retrieved from Red Hat Network. This *.src.rpm must then be rebuilt locally using the
rpmbuild  command. Refer to the latest distribution Release Notes, including all updates, at
https://www.redhat.com/docs/manuals/enterprise/ for more information on obtaining and installing
the kernel source package.

37.2. Preparing to Upgrade

Beforeupgradingthe kernel,take a few precautionansteps.The rst stepis to make sureworking
bootmediaexistsfor thesystemin caseaproblemoccurslf thebootloaderis notcon guredproperly
to bootthe new kernel,the systemcannotbe bootedinto RedHat EnterpriseLinux without working
bootmedia.

Forexample to createabootdiskette login asroot,andtypethefollowing commandatashellprompt:

/sbhin/mkbootdisk ‘uname -r’
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@,

Refer to the mkbootdisk man page for more options. Creating bootable media via CD-Rs, CD-RWs,
and USB ash drives are also supported given the system BIOS also supports it.

Rebootthe machinewith the bootmediaandverify thatit works beforecontinuing.

Hopefully, the mediais not neededbut storeit in a safeplacejustin case.

To determinewhich kernelpackagesreinstalled,executethe following commandat a shellprompt:
rom -ga | grep kernel

The outputcontainssomeor all of the following packagesgdependingon the systems architecture
(theversionnumbersaandpackagesnay differ):

kernel-2.6.9- 5. EL

kernel-devel- 2.6.9-5.
kernel-utils- 2.6.9-5.
kernel-doc-2. 6. 9- 5. EL
kernel-smp-2. 6. 9-5. EL

kernel-smp-de  vel- 2. 6.9-5 EL
kernel-hugeme m-devel- 2.6 .9-5.EL

From the output, determine which packagesneed to be download for the kernel upgrade.
For a single processorsystem,the only required packageis the kernel ~package.Refer to
Section37.10verviav of Kernel Padkagesfor descriptionf the differentpackages.

In the le name eachkernelpackagecontainsthe architecturefor which the packagevashbuilt. The
formatis kernel< variant > -<version >.<arch >.rpm,where<variant > issmp, utils
or soforth. The< arch > is oneof thefollowing:

- x86_64 for the AMDG64 architecture

- ia64 for thelntel® Itanium™architecture

+ ppc64 for theIBM® eSerer™ pSeries™architecture

« ppc64 for theIBM® eSerer™ iSeries™architecture

-+ s390 for theIBM® S/390®architecture

+ s390x for theIBM® eSerer™ zSeries®architecture

- x86 variant: The x86 kernelsareoptimizedfor differentx86 versionsThe optionsareasfollows:

. 686 for Intel® Pentium®ll, Intel® Pentium®IIl, Intel® Pentium®4, AMD Athlon®, and
AMD Duron®systems

37.3. Downloading the Upgraded Kernel
Thereareseveralwaysto determingf anupdatedkernelis availablefor thesystem.
- SecurityErrata— Go to thefollowing locationfor informationon securityerrata,ncludingkernel

upgradeshat x securityissues:
http://www.redhat.com/apps/support/errata/

Via QuarterlyUpdates— Referto thefollowing locationfor details:
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http://www.redhat.com/apps/support/errata/rhlas_err ata_pol icy.html

- Via RedHat Network — Download andinstall the kernel RPM packagesRed Hat Network can
download the latestkernel, upgradethe kernel on the system,createan initial RAM disk image
if neededand con gure the boot loaderto boot the new kernel. For more information, refer to
http://wwwredhat.com/docs/mans#R-HNetwork!

If RedHat Network wasusedto downloadandinstall the updatedkernel,follow theinstructionsin
Section37.5Verifyingthe Initial RAMDisk Image and Section37.6Verifyingthe BootLoader, only
donotchangehekernelto bootby default. RedHat Network automaticallychangeshedefaultkernel
to thelatestversion.Toinstall thekernelmanually continueto Section37.4 Performingthe Upgrade

37.4. Performing the Upgrade

After retrieving all of the necessarypackagesit is time to upgradethe existing kernel. At a shell
prompt, asroot, changeto the directory that containsthe kernel RPM packagesand follow these
steps.

Impor tant

It is strongly recommended that the old kernel is kept in case there are problems with the new kernel.

Usethe-i amgumentwith therpm commando keepthe old kernel.Do not usethe-U option,since
it overwritesthe currentlyinstalledkernel,which createshoot loaderproblems.Issuethe following
commandthekernelversionmayvary):

rpm -ivh  kernel-2.6.9-5. EL. <arch>.r pm

If thesystemis amulti-processosystemijnstallthekernel-smp  packageaswell (thekernelversion
mayvary):

rpm -ivh  kernel-smp-2.6. 9-5. EL. <arch>.r pm

If the systemis i686 -basedand containsmorethan4 GB of RAM, install the kernel-hugemem
packagebuilt for thei686 architectureaswell (the kernelversionmightvary):

rpm -ivh  kernel-hugemem- 2. 6. 9-5. EL.i 686. rpm

The next step is to verify that the initial RAM disk image has been created. Refer to
Section37.5Verifying the Initial RAMDisk Image for details.

37.5. Verifying the Initial RAM Disk Image

If the systemusesthe ext3 le system,a SCSlcontroller or useslabelsto referencepartitionsin
letc/fstab , aninitial RAM diskis neededTheinitial RAM disk allows a modularkernelto have
access$o moduleshatit mightneedto bootfrom beforethe kernelhasaccesso thedevice wherethe
modulesnormallyreside.

Onthe RedHat EnterpriseLinux architecturestherthanIBM eSereriSeries theinitial RAM disk
canbe createdwith the mkinitrd ~ commandHowever, this stepis performedautomaticallyif the
kernelandits associateghackagesreinstalledor upgradedrom the RPM packagedlistributed by
RedHat, Inc.; thus,it doesnot needto be executedmanually To verify thatit wascreatedusethe
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commands -l /boot to malke suretheinitrd- <version >.img le wascreatedtheversion
shouldmatchtheversionof the kerneljustinstalled).

OniSeriessystemstheinitial RAM disk le andvmlinux le arecombinedinto one le, whichis
createdwith the addRamDisk command.This stepis performedautomaticallyif the kernelandits
associateghackagesreinstalledor upgradedrom the RPM packagedlistributed by RedHat, Inc.;
thus, it doesnot needto be executedmanually To verify thatit wascreatedusethe commandis
-l /boot tomalke surethe/boot/vmlinitrd- < kernel-version > le wascreatedtheversion
shouldmatchtheversionof the kerneljustinstalled).

The next stepis to verify that the bootloaderhasbeencon gured to bootthe new kernel.Referto
Section37.6\erifyingthe BootLoaderfor details.

37.6. Verifying the Boot Loader

Thekernel RPM packagecon guresthe bootloaderto bootthe newly installedkernel (exceptfor
IBM eSereriSeriessystems)However, it doesnot con gure the bootloaderto bootthe new kernel
by default.

It is alwaysagoodideato con rm thatthebootloaderhasbeencon guredcorrectly Thisis acrucial
step.If the bootloaderis con gured incorrectly the systemdoesnot bootinto RedHat Enterprise
Linux properly If thishappenshootthesystenmwith thebootmediacreatedearlierandtry con guring
thebootloaderagain.

37.6.1. x86 Systems
All x86 systemsaiseGRUB asthebootloader whichincludesall AMD64 systems.

37.6.1.1. GRUB

Con rm thatthe le /boot/grub/grub.conf containsatitle  sectionwith the sameversionas
thekernel packaggqustinstalled(if thekernel-smp  or kernel-hugemem packagewasinstalled,
asectionexistsfor it aswell):

# Note that you do not have to rerun grub after making changes to this file

# NOTICE: You have a /boot partition. This means that

# all  kernel and initrd paths are relative to /boot/, eg.
# root  (hd0,0)

# kernel  /vmlinuz-version ro root=/dev/hda2

# initrd finitrd-version.img

#boot=/dev/hda

default=1

timeout=10

splashimage=(hd0,0)/grub /spl ash .xpm .gz

title Red Hat Enterprise Linux (2.6.9-5.EL)
root (hd0,0)
kernel  /vmlinuz-2.6.9-5.EL ro root=LABEL=/
initrd finitrd-2.6.9-5.EL.img

title Red Hat Enterprise Linux (2.6.9-1.906_EL)
root (hd0,0)
kernel  /vmlinuz-2.6.9-1.906_EL ro root=LABEL=/
initrd /initrd-2.6.9-1.906_EL.i mg

If a separatéboot/  partition was created the pathsto the kernel andinitrd imageare relative to
/boot/

Notice that the default is not setto the new kernel. To con gure GRUB to bootthe new kernelby
default, changehe valueof thedefault  variableto thetitle sectionnumberfor thetitle sectionthat
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containghenew kernel.Thecountstartswith 0. For example,if thenew kernelis the rst title section,
setdefault to 0.

Begin testingthenew kernelby rebootingthe computerandwatchingthe messaget ensurethatthe
hardvareis detectecproperly

37.6.2. Itanium Systems

ItaniumsystemsauseELILO asthebootloader which uses/boot/efi/EFI/redhat/elilo.conf
asthecon guration le. Con rm thatthis le containsanimage sectionwith the sameversionasthe
kernel packaggustinstalled:

prompt
timeout=50
default=old

image=vmlinuz-2.6.9-5.EL
label=linux
initrd=initrd-2.6.9-5.E L.im g
read-only
append="root=LABEL=/"
image=vmlinuz-2.6.9-1.90 6_EL
label=old
initrd=initrd-2.6.9-1.9 06.i mg
read-only
append="root=LABEL=/"

Noticethatthedefaultis notsetto thenew kernel.To con gure ELILO to bootthenew kernel,change
thevalueof thedefault  variableto thevalueof thelabel for theimage sectionthatcontainsthe
new kernel.

Begin testingthe new kernelby rebootingthe computerandwatchingthe messageto ensurehatthe
hardvareis detectegroperly

37.6.3. IBM S/390 and IBM eServer zSeries Systems

The IBM S/390 and IBM eSerer zSeriessystemsuse z/IPL as the boot loader which uses
letc/zipl.conf asthe con guration le. Con rm thatthe le containsa sectionwith the same
versionasthekernelpackaggustinstalled:

[defaultboot]

default=old

target=/boot/

[linux]
image=/boot/vmlinuz-2.6 .9-5 EL
ramdisk=/boot/initrd-2. 6.9- 5.EL.im g
parameters="root=LABEL= /"

[old]
image=/boot/vmlinuz-2.6 .9-1 .906 _EL
ramdisk=/boot/initrd-2. 6.9- 1.90 6_EL.im g

parameters="root=LABEL= /"

Noticethatthedefaultis notsetto thenew kernel.To con gure z/IPL to bootthenew kernelby default
changethevalueof thedefault  variableto thenameof the sectionthatcontainshenew kernel.The
rst line of eachsectioncontainsthe namein braclets.

After modifying thecon guration le, runthefollowing commandasrootto enablethe changes:
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Isbin/zipl

Begin testingthe new kernelby rebootingthe computerandwatchingthe messaget ensurehatthe
hardvareis detectegroperly

37.6.4. IBM eServer iSeries Systems

The /boot/vmlinitrd- < kernel-version > le isinstalledwhenyou upgradethe kernel.How-
ever, youmustusethedd commando con gure the systemto bootthe new kernel:

1. As root, issuethe command cat /proc/iSeries/mf/side to determinethe default side
(eitherA, B, or C).

2. Asroot, issuethefollowing commandwhere< kernel-version > istheversionof thenew
kerneland< side > is thesidefrom the previouscommand:
dd if=/boot/vmlinitrd- < kerne |-v ersi on> of=/proc/iSeries/mf/ < side > /v mli nux bs=8k

Begin testingthenew kernelby rebootingthe computerandwatchingthe messaget ensurethatthe
hardvareis detectecproperly

37.6.5. IBM eServer pSeries Systems

IBM eSerer pSeriessystemause YABOOT asthe bootloader which uses/etc/aboot.conf as
the con guration le. Con rm thatthe le containsanimage sectionwith the sameversionasthe
kernel packaggustinstalled:

boot=/dev/sdal
init-message=Welcome to Red Hat Enterprise Linux!
Hit < TAB> for boot options

partition=2

timeout=30

install=/usr/lib/lyaboot/ yabo ot
delay=10

nonvram

image=/vmlinux--2.6.9-5. EL
label=old
read-only
initrd=/initrd--2.6.9-5 .EL. img
append="root=LABEL=/"

image=/vmlinux-2.6.9-5.E L
label=linux
read-only
initrd=/initrd-2.6.9-5. EL.i mg
append="root=LABEL=/"

Noticethatthe default is not setto the new kernel. Thekernelin the rst imageis bootedby default.
To changehedefault kernelto booteithermove its imagestanzasothatit is the rst onelistedor add
thedirective default ~ andsetit to thelabel of theimagestanzahatcontainsthenew kernel.

Begin testingthenew kernelby rebootingthe computerandwatchingthe messaget ensurethatthe
hardvareis detectecproperly
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Chapter 38.
Kernel Modules

The Linux kernelhasa modulardesign.At boottime, only a minimal residentkernelis loadedinto
memory Thereafterwheneer a userrequestsa featurethat is not presentin the residentkernel,a
kernelmodule sometimeseferredto asa driver, is dynamicallyloadedinto memory

Duringinstallation,the hardware on the systemis probed Basedon this probingandtheinformation
provided by the user theinstallationprogramdecidesvhich modulesneedto beloadedat boottime.
Theinstallationprogramsetsup the dynamicloadingmechanisnio work transparently

If new hardvareis addedafterinstallationandthehardwarerequiresakernelmodule thesystemmust
becon guredto loadthe properkernelmodulefor thenew hardware.Whenthe systemis bootedwith
thenew hardware,theKudzu progranruns,detectshenew hardvareif it is supportedandcon gures
themodulefor it. Themodulecanalsobespeci edmanuallyby editingthemodulecon guration le,
/etc/modprobe.conf

; Note

Video card modules used to display the X Window System interface are part of the xorg-X11 pack-
ages, not the kernel; thus, this chapter does not apply to them.

For example,if a systemincludedan SMC EtherPaver 10 PCI network adapterthe modulecon gu-
ration le containgthefollowing line:

alias eth0 tulip

If aseconchetwork cardis addedo thesystemandis identicalto the rst card,addthefollowing line
to /etc/modules.conf

alias ethl tulip

Referto the RedHat EnterpriseLinux RefeenceGuidefor analphabeticalist of kernelmodulesand
supportechardvarefor thosemodules.

38.1. Kernel Module Utilities

A groupof commanddor managindgernelmoduleds availableif the module-init-tools package
isinstalled. Usethesecommandso determingf amodulehasbeenloadedsuccessfullyprwhentrying
differentmodulesfor a pieceof new hardvare.

Thecommandsbin/lsmod  displaysalist of currentlyloadedmodulesFor example:

Module Size  Used by

nfs 218437 1

lockd 63977 2 nfs
parport_pc 24705 1

Ip 12077 O

parport 37129 2 parport_pc,lp
autofs4 23237 2

i2c_dev 11329 O
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i2c_core 22081 1 i2c_dev
sunrpc 157093 5 nfs,lockd
button 6481 O

battery 8901 O

ac 4805 O

md5 4033 1

ipv6 232833 16
ohci_hcd 21713 O

€100 39493 0

mii 4673 1 el00
floppy 58481 O

sg 33377 O
dm_snapshot 17029 O

dm_zero 2369 0
dm_mirror 22957 2

ext3 116809 2

jbd 71257 1 ext3
dm_mod 54741 6 dm_snapshot,dm _zero, dmmr ror
ips 46173 2

aiC7xXXX 148121 O

sd_mod 17217 3
scsi_mod 121421 4 sg,ips,aic7xxx ,s d_ma

For eachline, the rst columnis the nameof themodule,thesecondolumnis the sizeof themodule,
andthethird columnis theusecount.

The /sbin/lsmod output is less verbose and easierto read than the output from viewing
/proc/modules

To load a kernel module, use the /shin/modprobe command followed by the
kernel module name. By default, modprobe attempts to load the module from the
llib/modules/ < kernel-version > [kernel/drivers/ subdirectoriesThereis a subdirectory
for eachtype of module,suchasthe net/ subdirectoryfor network interface drivers. Somekernel
moduleshare moduledependenciesneaningthat othermodulesmustbeloaded rst for it to load.
The/sbin/modprobe commandchecksfor thesedependencieandloadsthe moduledependencies
beforeloadingthe speci edmodule.

For example,thecommand
/sbin/modprob e €100

loadsary moduledependencieandthenthee100 module.

To print to the screenall commandsas /sbin/modprobe  executesthem, usethe -v option. For
example:

/sbin/modprob e -v €100

Outputsimilar to thefollowing is displayed:

/sbin/insmod /lib/modules/2. 6. 9- 5. EL/k er nel/ driv ers/ net/ e100.k o
Using /lib/modules/ 2.6.9-5.EL/kernel /dri vers/net/e 100. ko
Symbol version prefix  ‘'smp_’

The /sbin/insmod commandalso exists to load kernelmodules;however, it doesnot resole de-
pendenciesThus,it is recommendethatthe/sbin/modprobe  commandbeused.

Tounloadkernelmodulesusethe/sbin/rmmod  commandollowedby themodulename Thermmod
utility only unloadsmoduleshatarenotin useandthatarenotadependencof othermodulesn use.

For example,thecommand
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/sbinfrmmod €100

unloadsthee100 kernelmodule.
Another useful kernel module utility is modinfo . Use the command/sbin/modinfo to display
informationabouta kernelmodule. Thegenerakyntaxis:

/sbin/modinfo [options] < module >

Optionsinclude -d , which displaysa brief descriptionof the module,and -p , which lists the pa-
rameterghe modulesupportsFor a completelist of options,referto the modinfo manpage(man
modinfo ).

38.2. Persistent Module Loading

Kernelmodulesareusuallyloadeddirectly by the facility thatrequiresthem,which is given correct
settingsin the/etc/modprobe.conf le. However, it is sometimesiecessarjo explicitly forcethe
loadingof amoduleatboottime.

RedHat Enterpriselinux checksfor the existenceof the /etc/rc.modules le atboottime,which
containsvariouscommandgo load modules.Therc.modules  shouldbe used,andnot rc.local
becausec.modules is executedearlierin thebootprocess.

For example thefollowing commandgon gure loadingof thefoo moduleat boottime (asroot):

# echo modprobe foo >> /etc/rc.modules
# chmod +x /etc/rc.modules

@,

This approach is not necessary for network and SCSI interfaces because they have their own speci ¢
mechanisms.

38.3. Additional Resour ces

For moreinformationon kernelmodulesandtheir utilities, referto thefollowing resources.

38.3.1. Installed Documentation

- Ismod manpage— descriptionandexplanationof its output.

- insmod manpage— descriptionandlist of commandine options.

« modprobe manpage— descriptionandlist of commandine options.
- rmmod manpage— descriptionandlist of commandine options.

+ modinfo manpage— descriptionandlist of commandine options.

« [usr/share/doc/kernel-doc- < version > /Documentation/k build/mo dulest xt —
how to compileandusekernelmodules.



296 Chapter 38.Kernel Modules

38.3.2. Useful Websites

- http://wwwredhat.com/mirrors/LDP/H@TO/Module-HONTO/index.html — Linux Loadable
KernelModuleHOWTO from the Linux DocumentatiorProject.



Chapter 39.
Mail Transpor t Agent (MTA) Con guration

A Mail TransportAgent (MTA) is essentiafor sendingemail. A Mail User Agent (MUA) suchas
Evolution, Mozilla Mail, Thunderbird , andMultt, is usedto readandcomposeemail. Whenauser
sendsanemailfrom anMUA, themessagés handedff to theMTA, whichsendghemessagéhrough
aseriesof MTAs until it reachests destination.

Evenif auserdoesnotplanto sendemailfrom thesystemsomeautomatedasksor systemprograms
might usethe /bin/mail commandto sendemail containinglog messageto the root userof the
local system.

RedHat EnterpriseLinux 4 providesthreeMTAs: Sendmail Post x, and Exim. If all threearein-
stalled,sendmail isthedefault MTA. TheMail Transport Agent Switcher allows for the selection
of eithersendmail , postfix , orexim asthedefault MTA for the system.

The system-switch-mail RPM packagemust be installed to use the text-basedversion of
the Mail Transport Agent Switcher program.If you want to use the graphical version, the
system-switch-mail-gnome packagemustalsobe installed.For moreinformationon installing

RPM packagesieferto Partlll Padkage Management

To startthe Mail Transport Agent Switcher, selectApplications (the main menuon the panel)
=> Preferences=> Mor e Preferences=> Mail Transport Agent Switcher, or type the command
system-switch-mail atashellprompt(for example,in anXTermor GNOME terminal).

The program automatically detectsif the X Windowv Systemis running. If it is running, the
program starts in graphical mode as shavn in Figure39-1 If X is not detected,it startsin
text-mode. To force Mail Transport Agent Switcher to run in text-mode, use the command
system-switch-mail-nox

Figure 39-1.Mail Transport Agent Switcher

If youselectOK to changeheMTA, theselectednail daemoris enabledo startatboottime,andthe
unselectednail daemonsredisabledsothatthey do notstartatboottime. The selectednail daemon
is startedandary othermail daemornis stoppedthusmakingthe changesake placeimmediately
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For moreinformationaboutemail protocolsandMTAs, referto the RedHat EnterpriseLinux Refer
enceGuide



VI. System Monitoring

Systemadministratorsalsomonitor systemperformanceRedHat EnterpriseLinux containstoolsto
assisiadministratorsvith thesetasks.
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Chapter 40.
Gathering System Information

Before you learn how to con gure your system,you shouldlearn how to gatheressentialystem
information.For example,you shouldknow how to nd the amountof free memory the amountof

available harddrive space how your harddrive is partitioned,andwhat processearerunning.This

chapterdiscussefow to retrieve this type of informationfrom your RedHat EnterpriseLinux system
usingsimplecommandsnda few simpleprograms.

40.1. System Processes

Theps ax commandlisplaysalist of currentsystenprocessesncludingprocesseswnedby other
users.To displaythe owner of the processesalongwith the processesjsethe commandps aux.
This list is a staticlist; in otherwords, it is a snapshobf whatwasrunningwhenyou invoked the
commandIf youwanta constantlyupdatedist of runningprocessesjsetop asdescribedelaw.

Theps outputcanbelong. To preventit from scrollingoff the screenyou canpipeit throughless:
ps aux | less

You canusetheps commandn combinationwith thegrep commando seeif a processs running.
For example,to determindf Emacsis running,usethefollowing command:

ps ax | grep emacs

Thetop commanddisplayscurrently running processesindimportantinformation aboutthemin-
cludingtheirmemoryandCPUusageThelist is bothreal-timeandinteractve. An exampleof top 's
outputis provided asfollows:

top - 14:01:42 up 9 days, 23:48, 4 users, load average: 0.10, 0.13, 0.07

Tasks: 96 total, 2 running, 94 sleeping, 0 stopped, 0 zombie
Cpu(s): 23% us, 0.3% sy, 0.0% ni, 95.4% id, 2.0% wa, 0.0% hi, 0.0% si
Mem: 645712k total, 613184k used, 32528k free, 176124k buffers
Swap: 1310712k total, Ok used, 1310712k free, 226136k cached
PID USER PR NI VIRT RES SHRS %CPU%»MEM TIME+ COMMAND
10456 root 14 -1 31408 17m 4828 S 2.3 2.7 158:16.98 X
18110 root 16 0 3032 1052 840 R 0.7 0.2 0:00.07 top
1 root 16 0O 3036 560 480 S 00 0.1 0:00.98 init
2 root 34 19 0 0 0S 00 00 0:00.10  ksoftirqd/0
3 root 5 -10 0 0 0S 00 00 0:00.07  events/O
4 root 5 -10 0 0 0S 00 00 0:00.01  khelper
5 root 15 -10 0 0 0S 00 00 0:00.00  kacpid
17 root 5 -10 0 0 0S 00 00 0:00.00  kblockd/O
18 root 15 0 0 0 0S 00 00 0:00.00  khubd
27 root 20 0 0 0 0S 00 00 0:00.00 pdflush
28 root 15 0 0 0 0S 00 00 0:01.96 pdflush
30 root 12 -10 0 0 0S 00 00 0:00.00 aio/0
29 root 16 0 0 0 0S 00 00 0:01.98  kswapdO
103 root 25 0 0 0 0S 00 00 0:00.00 kseriod
173 root 23 0 0 0 0S 00 00 0:00.00 scsi_eh 0
174 root 15 0 0 0 0S 00 00 0:00.00 ahc_dv_ 0
177 root 20 0 0 0 0S 00 00 0:00.00 scsi_eh_1

To exit top , pressthe[q] key.
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Table40-1 containsusefulinteractve commandghat you canusewith top . For moreinformation,
referto thetop (1) manualpage.

Command Description

[Space] Immediatelyrefreshthedisplay

[h] Displaya helpscreen

[K] Kill aprocessYouarepromptedor theprocess|
ID andthesignalto sendto it.

[n] Changethe numberof processesdisplayed.You
arepromptedo enterthenumber

[u] Sortby user

[M] Sortby memoryusage.

[P] Sortby CPUusage.

Table 40-1.Interactive top commands

If you prefera graphicalinterfacefor top , you canusethe GNOME SystemMonitor . To startit
from the desktop,selectApplications (the main menuon the panel)=> SystemTools => System
Monitor or typegnome-system-monitor atashellprompt(suchasanXTerm).Selecthe Process
Listing tah

The GNOME SystemMonitor allows you to searchfor a processn the list of runningprocessas
well asto view all processesjour processeQr active processes.

To learnmoreabouta processselectit andclick the Mor e Info button. Detailsaboutthe processs
displayedat the bottomof thewindow.

To stopa processselectit andclick End Process This function is usefulfor processeshat have
stoppedespondingo userinput.

To sortby theinformationin aspeci ¢ column,click onthenameof thecolumn.Thecolumnthatthe
informationis sortedby appearsn adarker gray color.
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Figure 40-1. GNOME SystemMonitor

40.2. Memory Usage

Thefree commandisplaysthetotal amountof physicalmemoryandswap spacefor the systemas
well astheamountof memorythatis used free,sharedjn kernelbuffers,andcached.

total used free shared buffers cached
Mem: 645712 549720 95992 0 176248 224452
-/+ buffers/cache : 149020 496692
Swap: 1310712 0 1310712

Thecommandree -m shawvsthesamenformationin megabyteswhich areeasietto read.

total used free shared buffers cached
Mem: 630 536 93 0 172 219
-/+ buffers/cache : 145 485
Swap: 1279 0 1279

If prefera graphicalinterfacefor free , youcanusethe GNOME SystemMonitor . To startit from
thedesktopgo to Applications (themainmenuon the panel)=> SystemTools=> SystemMonitor
or typegnome-system-monitor  atashellprompt(suchasanXTerm).Choosehe SystemMonitor
tah
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Figure 40-2.GNOME SystemMonitor

40.3. File Systems

Thedf commandeportsthesystemsdiskspacaisagelf youtypethecommandif atashellprompt,
the outputlooks similarto the following:

Filesystem 1K-blocks Used Available Use% Mounted on
/devimapper/V ol Group00-L ogVol0 0
11675568 6272120 4810348 57% /
/dev/sdal 100691 9281 86211 10% /boot
none 322856 0 322856 0% /dev/shm

By default, this utility shaws the partitionsizein 1 kilobyte blocksandtheamountof usedandavail-
abledisk spacein kilobytes.To view theinformationin megabytesandgigabytesusethe command
df -h.The-h agumentstandfor human-readabl®rmat. Theoutputlookssimilarto thefollowing:

Filesystem Size  Used Avail Use% Mounted on
/devimapper/V ol Group00-L ogVol0 0
12G 6.0G 4.6G 57% /
/dev/sdal 99M 9.1M 85M 10% /boot
none 316M 0 316M 0% /dev/shm

In thelist of mountedpartitions,thereis an entryfor /dev/shm . This entry representshe systems
virtual memory le system.

The du commanddisplaysthe estimatedamountof spacebeingusedby les in a directory If you
typedu atashellprompt,thedisk usagefor eachof thesubdirectoriess displayedn alist. Thegrand
total for the currentdirectoryandsubdirectoriesrealsoshavn asthe lastline in thelist. If youdo
not wantto seethe totalsfor all the subdirectoriesysethe commanddu -hs to seeonly the grand
total for thedirectoryin human-readablformat.Usethedu --help commando seemoreoptions.

To view the systems partitionsanddisk spaceusagen a graphicalformat,usethe GNOME System
Monitor tabasshavn in Figure40-2 onthebottomof thetabunderDevices.
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40.4. Hardware

If you are having troublecon guring your hardware or just wantto know what hardvareis in your
systemyou canusethe Hardware Browser applicationto displaythe hardwarethatcanbe probed.
To startthe programfrom the desktop selectApplications (the main menuon the panel)=> System
Tools => Hardware Browser or type hwbrowser at a shell prompt. As shavn in Figure40-3 it

displaysyour CD-ROM devices, diskette drives, hard drives and their partitions,network devices,
pointing devices, systemdevices,andvideo cards.Click on the catgory namein the left menu,and
theinformationis displayed.

Figure 40-3.Hardware Browser

You canalsousethelspci commando list all PCl devices.Usethecommandspci  -v for more
verbosenformationorIspci  -vwv for veryverboseoutput.

Forexample/spci  canbeusedo determinghemanufcturer model,andmemorysizeof asystems
videocard:

00:00.0 Host bridge:  ServerWorks CNB20LE Host Bridge (rev 06)
00:00.1 Host bridge:  ServerWorks CNB20LE Host Bridge (rev 06)

00:01.0 VGA compatible  controller: S3 Inc. Savage 4 (rev 04)

00:02.0 Ethernet controller: Intel  Corp. 82557/8/9 [Ethernet Pro 100] (rev 08)
00:0f.0 ISA bridge:  ServerWorks OSB4 South Bridge (rev 50)

00:0f.1 IDE interface: ServerWorks OSB4 IDE Controller

00:0f.2  USB Controller: ServerWorks OSB4/CSB5 OHCI USB Controller (rev.  04)
01:03.0 SCSI storage controller: Adaptec  AIC-7892P U160/m (rev 02)

01:05.0 RAID bus controller: IBM ServeRAID Controller

Thelspci s alsousefulto determinethe network cardin your systemif you do notknow the manu-
factureror modelnumber
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40.5. Additional Resour ces

To learnmoreaboutgatheringsysteminformation,referto thefollowing resources.

40.5.1. Installed Documentation

- ps --help — Displaysalist of optionsthatcanbe usedwith ps.

- top manualpage— Typeman top tolearnmoreabouttop andits mary options.

. free manualpage— typeman free tolearnmoreaboutfree andits mary options.

« df manualpage— Typeman df tolearnmoreaboutthedf commandandits mary options.
+ du manualpage— Typeman du to learnmoreaboutthedu commandandits mary options.

+ Ispci manualpage— Typeman Ispci to learnmoreaboutthelspci commandandits mary
options.

« Iproc/  directory— The contentsof the /proc/  directory canalsobe usedto gathermore de-
tailed systeminformation. Referto the RedHat EnterpriseLinux RefeenceGuidefor additional
informationaboutthe/proc/  directory

40.5.2. Related Books

- RedHat EnterpriseLinux Introductionto SystenAdministation; RedHat, Inc. — Includesachap-
teron monitoringresources.
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OPro le is alow overheadsystem-wideperformancenonitoringtool. It usesthe performancenon-
itoring hardware on the processotto retrieve information aboutthe kernel and executableson the
system,suchaswhenmemoryis referencedthe numberof L2 cacherequestsandthe numberof
hardvareinterruptsreceved. On a RedHat EnterpriseLinux systemthe oprofile =~ RPM package
mustbeinstalledto usethistool.

Marny processorincludededicategperformancenonitoringhardware. This hardwaremalesit possi-
bleto detectwhencertaineventshapper(suchastherequestedatanotbeingin cache) Thehardware
normallytakestheform of oneor morecountes thatareincrementecachtime aneventtakesplace.
Whenthe countervalue,essentiallyrolls over, aninterruptis generatedmnakingit possibleto control
theamountof detail (andtherefore pverhead)produceddy performancenonitoring.

OPro le useghishardware(or atimerbasedsubstitutdén casewhereperformancenonitoringhard-

wareis not present)o collectsamplef performance-relatedataeachtime a countergeneratesn

interrupt.Thesesamplesareperiodicallywritten outto disk; later the datacontainedn thesesamples
canthenbeusedto generateeportson system-lgel andapplication-lgel performance.

OPro le is ausefultool, but be avareof somelimitationswhenusingit:

« Useof shaedlibraries— Sampledor codein sharedibrariesarenot attributedto the particular
applicationunlessthe --separate=library optionis used.

- Performancemonitoringsamplesre inexact— Whenaperformancenonitoringregistertriggersa
sampletheinterrupthandlingis notprecisdik e adivide by zeroexception.Dueto theout-of-order
executionof instructionsby the processqrthe samplemayberecordedn a nearbyinstruction.

- opreport doesnot associatesampledor inline functions' properly — opreport  usesa simple
addressangemechanisnio determinewhich functionanaddresss in. Inline functionsamplesare
notattributedto theinline functionbut ratherto the functiontheinline functionwasinsertednto.

+ OPro le accumulateslata from multiple runs — OPro le is a system-widepro ler and expects
processeto startup andshutdown multiple times. Thus,samplegrom multiple runsaccumulate.
Usethecommandpcontrol ~ --reset  to clearoutthe samplesrom previousruns.

« Non-CPU-limitedperformanceproblems— OPro le is orientedto nding problemswith CPU-
limited processesOPro le doesnotidentify processethatareasleepbecausehey arewaiting on
locksor for someothereventto occur(for examplean|/O device to nish anoperation).

41.1. Overview of Tools

Table41-1providesabrief overviev of thetoolsprovidedwith the oprofile ~ package.

Command Description

op_help Displaysavailableeventsfor the systems processorlongwith abrief
descriptionof each.

op_import Corvertssampledatabasdes from aforeignbinaryformatto the
native formatfor the system Only usethis optionwhenanalyzinga
sampledatabasérom a differentarchitecture.
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Command Description

opannotate Createsannotatedourcefor anexecutablaf the applicationwas
compiledwith dehuggingsymbols.Referto
Section41.5.3Usingopannotate  for details.

opcontrol Con gureswhatdatais collected.Referto
Section41.2Con guring OPro le for details.

opreport Retrievespro le data.Referto Section41.5.1Usingopreport  for
details.

oprofiled Runsasadaemorto periodicallywrite sampledatato disk.

Table 41-1.0Pro le Commands

41.2. Con guring OProle

Before OPro le canbe run, it mustbe con gured. At a minimum, selectingto monitor the kernel
(or selectingnot to monitor the kernel)is required.The following sectionsdescribehow to usethe
opcontrol utility to con gure OPro le. As theopcontrol  commandsreexecuted the setupop-
tionsaresavedto the/root/.oprofile/daemonrc le.

41.2.1. Specifying the Kernel

First,con gure whetherOPro le shouldmonitorthekernel.Thisis theonly con gurationoptionthat
is requiredbeforestartingOPro le. All othersareoptional.

To monitorthekernel,executethefollowing commandasroot:

opcontrol --setup  --vmlinux=/usr/lib/debug /ib  /module s/'u name -r’/vmlinux

; Note

The debuginfo  package must be installed (which contains the uncompressed kernel) in order to
monitor the kernel.

To con gure OPro le notto monitorthe kernel,executethefollowing commandasroot:

opcontrol --setup  --no-vmlinux

This command also loads the oprofile kernel module, if it is not already loaded,
and creates the /dev/oprofile/ directory if it does not already exist. Refer to
Section41.6Undeistanding/dev/oprofile/ for detailsaboutthis directory

' ; Note

Even if OPro le is con gured not to pro le the kernel, the SMP kernel still must be running so that
the oprofile  module can be loaded from it.
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Settingwhethersamplesshouldbe collectedwithin the kernelonly changesvhat datais collected,
not how or wherethe collecteddatais stored.To generataifferentsample les for the kerneland
applicationlibraries,referto Section41.2.3Sepaating Kerneland UserspacePro les.

41.2.2. Setting Events to Monitor

Most processorgontaincountes, which are usedby OPro le to monitor speci ¢ events.As shavn
in Table41-2, thenumberof countersavailabledependon the processor

Processor cpu_type Number of Counter s
PentiumPro i386/ppro 2
Pentiumll i386/pii 2
Pentiumlll i386/piii 2
Pentium4 (non-hypeithreaded) i386/p4 8
Pentium4 (hyperthreaded) i386/p4-ht 4
Athlon i386/athlon 4
AMD64 x86-64/hammer 4
Itanium ia64/itanium 4
Itanium?2 ia64/itanium2 4
TIMER_INT timer 1
IBM eSereriSeriesandpSeries timer 1
ppc64/paverd 8
ppc64/paver5 6
ppc64/970 8
IBM eSerer S/390andS/390x timer 1
IBM eSererzSeries timer 1

Table 41-2.0Pro le Processorsand Counters

Use Table41-2 to verify thatthe correctprocessotype was detectedandto determinethe number
of eventsthatcanbe monitoredsimultaneouslytimer  is usedasthe processotypeif the processor
doesnot have supportegerformancenonitoringhardware.

If imer  is used,eventscannotbe setfor ary processobecausehe hardware doesnot have support
for hardvareperformanceountersinsteadthetimer interruptis usedfor pro ling.

If timer is not usedasthe processotype, the eventsmonitoredcanbe changedandcounter0 for
theprocessois setto atime-baseaventby default. If morethanonecounterexistsonthe processar
the countersotherthancounterO arenot setto aneventby default. The default eventsmonitoredare
shavn in Table41-3

Processor Default Event for Counter | Description
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Processor Default Event for Counter | Description
PentiumPro,Pentium | CPU_CLK_UNHALTED Theprocessos clockis not halted
I, Pentiumlll, Athlon,

AMD64

Pentium4 (HT and GLOBAL_POWER_EVENTS | Thetime duringwhich the processois
non-HT) not stopped

Itanium2 CPU_CYCLES CPUCycles

TIMER_INT (none) Samplefor eachtimerinterrupt
ppc64/paverd CYCLES Processo€ycles

ppc64/paver5 CYCLES Processo€ycles

ppc64/970 CYCLES Processo€ycles

Table 41-3.Default Events

The numberof eventsthatcanbe monitoredat onetime is determinedy the numberof counterdor
the processorHowever, it is nota one-to-oneorrelation;on someprocessors;ertaineventsmustbe
mappedto speci ¢ counters.To determinethe numberof countersavailable, executethe following
command:

cat /dev/oprofile/cpu_type

The events available vary dependingon the processoitype. To determinethe eventsavailable for
pro ling, executethefollowing commandasroot (thelist is speci c to the systems processotype):

op_help

Theeventsfor eachcountercanbe con guredvia thecommandine or with agraphicalinterface.For
moreinformationon the graphicalinterface,referto Section41.8Graphical Interface If the counter
cannotbesetto aspeci ¢ event,anerrormessagés displayed.

To setthe eventfor eachcon gurablecountervia thecommandine, useopcontrol
opcontrol --event= < event-name > : < sample -rat e>

Replace < event-name > with the exact name of the event from op_help , and replace
< sample-rate > with thenumberof eventsbetweersamples.

41.2.2.1. Sampling Rate

By default, a time-basedevent setis selectedlt createsa sampleevery 100,000clock cycles per
processorlf the timer interruptis used,the timer is setto whatever the jiffy rateis andis not user
settablelf thecpu_type isnottimer , eacheventcanhave a samplingrate setfor it. The sampling
rateis the numberof eventsbetweereachsamplesnapshot.

Whensettingthe eventfor the countey a sampleratecanalsobe speci ed:
opcontrol --event= < event-name > :< sample -rat e>
Replace< sample-rate > with the numberof eventsto wait beforesamplingagain.The smaller

thecount,themorefrequenthe samplesFor eventsthatdo nothapperfrequently alower countmay
beneededo capturetheeventinstances.
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@Caution

Be extremely careful when setting sampling rates. Sampling too frequently can overload the system,
causing the system to appear as if it is frozen or causing the system to actually freeze.

41.2.2.2. Unit Masks
If thecpu_type isnottimer , unit masksmayalsoberequiredto furtherde ne theevent.

Unit masksfor eacheventarelistedwith theop_help commandThe valuesfor eachunit maskare
listed in hexadecimalformat. To specifymorethanoneunit mask,the hexadecimalvaluesmustbe
combinedusinga bitwise or operation.

opcontrol --event= < event-name >:< sample -rat e>:<unit- mask>

41.2.3. Separating Kernel and User-space Pro les

By default, kernelmodeandusermodeinformationis gatheredor eachevent. To con gure OPro le
notto counteventsin kernelmodefor a speci ¢ counter executethefollowing command:

opcontrol --event= < event-name > :< sample -rat e>: < unit- mask>:0
Executethefollowing commando startpro ling kernelmodefor the counteragain:
opcontrol --event= < event-name >:< sample -rat e>:<unit- mask>:1

To con gure OPro le notto counteventsin usermodefor a speci ¢ counter executethe following
command:

opcontrol —-event= < event-name >:<sample -rat e>:<unit- mask>: < ker nel >:0
Executethefollowing commando startpro ling usermodefor the counteragain:

opcontrol —-event= < event-name >:<sample -rat e>:<unit- mask>: <ker nel >:1
WhentheOPro le daemonwritesthepro le datato sampleles, it canseparatéhekernelandlibrary
pro le datainto separatesample les. To con gure how the daemonwritesto sample les, execute
thefollowing commandasroot:

opcontrol --separate= < choice >

<choice > canbeoneof thefollowing:

- none — donotseparate¢hepro les (default)

. liorary — generateerapplicationpro les for libraries
- kernel — generatgerapplicationpro les for the kernelandkernelmodules
- all — generat@erapplicationpro les for librariesandperapplicationpro les for thekerneland

kernelmodules

If --separate=library is used thesamplele nameincludesthe nameof the executableaswell
asthenameof thelibrary.
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41.3. Starting and Stopping OPro le

To startmonitoringthe systemwith OPro le, executethe following commandasroot:
opcontrol  —-start

Outputsimilar to thefollowing is displayed:

Using log file  varllib/oprofile/oprofi led .log

Daemon started.
Profiler running.

Thesettingsin /root/.oprofile/daemonrc areused.
The OProle daemon,oprofiled , is started;it periodically writes the sample data to the

Ivar/lib/oprofile/samples/ directory The log le for the daemon is located at
Ivarl/lib/oprofile/oprofiled.log .

To stopthepro ler, executethefollowing commandasroot:

opcontrol --shutdown

41.4. Saving Data

Sometimest is usefulto saze samplesata speci ¢ time. For example,whenpro ling anexecutable,
it maybe usefulto gatherdifferentsampledasedn differentinputdatasets.If thenumberof events
to be monitoredexceedshe numberof countersavailablefor the processqmultiple runsof OPro le
canbeusedto collectdata,saving the sampledatato different les eachtime.

To save the currentsetof sample les, executethe following commandyeplacing< name> with a
uniquedescriptve namefor the currentsession.

opcontrol --save= < name>
The directory /var/lib/oprofile/samples/ name/ is createdandthe currentsample les are
copiedto it.

41.5. Analyzing the Data

Periodically the OPro le daemon,oprofiled , collects the samplesand writes them to the
Ivarflib/oprofile/samples/ directory Beforereadingthe data,make sureall datahasbeen
written to this directoryby executingthefollowing commandasroot:

opcontrol --dump

Eachsamplele nameis basednthenameof theexecutableFor example thesamplesor thedefault
eventonaPentiumlll processofor /bin/bash  becomes:

\{root\}/bin/bash/\{dep\ Y root\}/ bin/ bash/CPU_Q.K_UNHALTED.100 000
Thefollowing toolsareavailableto pro le the sampledataonceit hasbeencollected:
+ opreport

* Opannotate

Usethesetools,alongwith the binariespro led, to generateeportsthatcanbe furtheranalyzed.
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&Warning

The executable being pro led must be used with these tools to analyze the data. If it must change
after the data is collected, backup the executable used to create the samples as well as the sample
les.

Sampledor eachexecutablearewrittento asinglesamplele. Samplegrom eachdynamicallylinked
library are alsowritten to a single sample le. While OPro le is running, if the executablebeing
monitoredchangesndasamplele for theexecutablesxists,theexistingsamplele is automatically
deleted.Thus,if the existing sample le is neededjt mustbe bacled up, alongwith the executable
usedo creatdt beforereplacingtheexecutablevith anew version.Referto Section41.4 SavingData
for detailson how to backupthesamplele.

41.5.1. Using opreport
Theopreport  tool providesanovervien of all the executabledbeingpro led.
Thefollowing is partof anexampleoutput:

Profiling through timer interrupt
TIMER:O|
samples| %]
25926 97.5212 no-vmlinux
359 1.3504 pi
65 0.2445 Xorg
62 0.2332 libvte.s0.4.4.0
56 0.2106 libc-2.3.4.s0
34 0.1279 libglib-2.0.50.0.400.7
19 0.0715 libXft.so0.2.1.2
17 0.0639 bash
8 0.0301 Id-2.3.4.s0

0.0301 libgdk-x11-2.0.50.0.400. 13
0.0226 libgobject-2.0.s0.0.400. 7
0.0188 oprofiled

0.0150 libpthread-2.3.4.s0

0.0150 libgtk-x11-2.0.50.0.400. 13
0.0113 libXrender.s0.1.2.2

0.0113 du

0.0038 libcrypto.so0.0.9.7a

0.0038 libpam.s0.0.77

0.0038 libtermcap.s0.2.0.8

0.0038 libX11.s0.6.2

0.0038 libgthread-2.0.s0.0.400. 7
0.0038 libwnck-1.s0.4.9.0

RPRRPREREPRPOWDDNC OO

Eachexecutablés listed onits own line. The rst columnis the numberof samplesecordedor the
executableThe secondcolumnis the percentagef samplegelative to the total numberof samples.
Thethird columnis thenameof the executable.

Referto theopreport manpagefor alist of availablecommandine options,suchasthe-r option
usedto sortthe outputfrom the executablewith the smallesnumberof samplego the onewith the
largestnumberof samples.
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41.5.2. Using opreport on a Single Executab le

To retrieve moredetailedpro led informationabouta speci ¢ executable useopreport
opreport < mode> < executable >

< executable > mustbethefull pathto the executableto be analyzed< mode> mustbe oneof
thefollowing:

List sampledataby symbols.For example,the following is partof the outputfrom runningthe

commancbpreport -1 /lib/tls/libc- <version >.so :
samples % symbol name
12 21.4286 __gconv_transform_utf8_in ter nal

8.9286  _int_malloc

7.1429 malloc

5.3571  __i686.get_pc_thunk.bx
5.3571  _dI_mcount_wrapper_check
5.3571  mbrtowc

5.3571 memcpy

3.5714  _int_realloc

3.5714  _nl_intern_locale_data
35714  free

3.5714  strcmp

1.7857  __ctype_get_mb_cur_max
1.7857  __unregister_atfork
1.7857  __write_nocancel

1.7857  _dl_addr

1.7857  _int_free

1.7857  _itoa_word

1.7857 calc_eclosure_iter
1.7857 fopen@@GLIBC_2.1
1.7857  getpid

1.7857 memmove

1.7857  msort_with_tmp
1.7857 strepy

1.7857 strlen

1.7857  vfprintf

1.7857  write

PRPRPRPPPRPPPRPPPRPEPPIVMNNNDW®WWWWMAG

The rst columnis thestartingvirtual memoryaddresgvma). The seconctolumnis thenumber
of samplegor thesymbol.Thethird columnis the percentagef samplegor this symbolrelative
to the overall sampledor the executableandthe fourth columnis the symbolname.

To sortthe outputfrom the largestnumberof samplego the smallest(reverseorder),use-r in
conjunctionwith the-I option.

-i < symbol-name >
List sample data specic to a symbol name. For example, the following output is

from the command  opreport -l -i __gconv_transform_utf8_internal
llib/tls/libc- <version >.so :

samples % symbol name

12 100.000  __gconv_transform_utf8_in ter nal

The rst line is asummaryfor the symbol/&ecutablecombination.

The rst columnis the numberof samplesor the memorysymbol. The secondcolumnis the
percentagef samplesor the memoryaddresgelative to the total numberof samplesfor the
symbol.Thethird columnis the symbolname.
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-d
List sampledataby symbolswith more detail than -| . For example, the following output
is from the command opreport - -d __gconv_transform_utf8_internal
Jlib/tls/libc- <version >.so :
vma samples % symbol name
00a98640 12 100.000 __gconv_transform_utf8_ inte rna |
00298640 1 8.3333
00a9868¢c 2 16.6667
00a9869a 1 8.3333
00a986cl 1 8.3333
00298720 1 8.3333
00298749 1 8.3333
00298753 1 8.3333
00298789 1 8.3333
00298864 1 8.3333
00298869 1 8.3333
00a98b08 1 8.3333

The datais the sameasthe -| option exceptthat for eachsymbol, eachvirtual memoryad-
dressusedis shavn. For eachvirtual memoryaddressthe numberof samplesindpercentagef
sampleselative to thenumberof sampledor the symbolis displayed.

-x <symbol-name >
Excludethe comma-separatdist of symbolsfrom the output.

session < name>

Specify the full path to the session or a directory relatve to the
Ivar/lib/oprofile/samples/ directory

41.5.3. Using opannotate

Theopannotate tool triesto matchthe sampledor particularinstructiongo thecorrespondindines
in the sourcecode.Theresulting les generatedhouldhave the sampledor the lines at the left. It
alsoputsin acommentatthebeginning of eachfunctionlisting thetotal samplegor thefunction.

For this utility to work, the executablemustbe compiledwith GCC's -g option.By default, RedHat
Enterpriselinux packagesrenot compiledwith this option.

Thegenerakyntaxfor opannotate  is asfollows:
opannotate  --search-dirs < src-dir > --source < executable >

Thedirectorycontainingthe sourcecodeandthe executableto be analyzedmustbe speci ed. Refer
totheopannotate manpagefor alist of additionalcommandine options.

41.6. Under standing /dev/oprofile/

The /dev/oprofile/ directory containsthe le systemfor OPro le. Usethe cat commandto
displaythevaluesof thevirtual les in this le systemFor example thefollowing commandlisplays
thetypeof processo©OPro le detected:

cat /dev/oprofile/cpu_type

A directory exists in /dev/oprofile/ for eachcounter For example,if thereare 2 countersthe
directories/'dev/oprofile/0/ anddev/oprofile/1/ exist.
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Eachdirectoryfor a countercontainghefollowing les:

« count — Theintenal betweersamples.

- enabled — If 0, the counteris off andno samplesarecollectedfor it; if 1, the counteris onand
samplesarebeingcollectedfor it.

- event — Theeventto monitor

- kernel — If 0, samplesarenot collectedfor this countereventwhenthe processois in kernel-
spaceijf 1, samplesarecollectedevenif theprocessors in kernel-space.

- unit_mask — De neswhich unit masksareenabledor thecounter

- user — If 0, samplesrenot collectedfor the countereventwhenthe processors in userspacejf
1, samplesrecollectedevenif the processors in userspace.

Thevaluesof theseles canberetrieved with thecat commandFor example:

cat /dev/oprofile/O/count

41.7. Example Usage

While OPro le canbeusedby developersto analyzeapplicationperformanceit canalsobe usedby
systemadministratorgo performsystemanalysis For example:

- Determinewnhich applicationsand servicesare usedthe moston a system— opreport canbe
usedto determinehow muchprocessotime anapplicationor serviceuseslf the systems usedfor
multiple servicesbut is underperforming,the servicesconsuminghe mostprocessotime canbe
movedto dedicatedsystems.

- Determineprocessomsaje — The CPU_CLK_UNHALTEBventcanbe monitoredto determinethe
processotoad over a given period of time. This datacanthenbe usedto determineif additional
processorsr afasterprocessomightimprove systemperformance.

41.8. Graphical Interface

SomeOPro le preferencesanbesetwith agraphicalnterface.To startit, executethe oprof_start
commandasroot atashellprompt.

After changingary of the options,save themby clicking the Save and quit button. The preferences
arewritten to /root/.oprofile/daemonrc , andthe applicationexits. Exiting the applicationdoes
notstopOPro le from sampling.

On the Setup tab, to set events for the processor counters as discussed in
Section41.2.2SettingEventsto Monitor, selectthe counterfrom the pulldovn menuandselectthe
eventfrom thelist. A brief descriptionof theeventappearsn thetext box below thelist. Only events
available for the speci c counterand the speci ¢ architectureare displayed.The interface also
displayswhetherthepro ler is runningandsomebrief statisticsaboultit.
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Figure41-1.0Pro le Setup

On theright sideof the tab, selectthe Pro le kernel optionto counteventsin kernelmodefor the
currentlyselectedsvent,asdiscussedh Section41.2.3Sepaating Kerneland UserspacePro les. If
this optionis unselectedno samplesarecollectedfor thekernel.

Selectthe Pro le user binaries optionto counteventsin usermodefor the currentlyselectedevent,
asdiscussedh Section41.2.3Sepaating Kerneland UserspacePro les. If thisoptionis unselected,
no samplesrecollectedfor userapplications.

Usethe Count text eld to setthe samplingrate for the currently selectedevent as discussedn
Section41.2.2.1SamplingRate

If ary unit masks are available for the currently selected event, as discussed in
Section41.2.2.2Unit Masks they are displayedin the Unit Masks areaon the right side of the
Setuptah Selectthe checkboxbesidethe unit maskto enableit for theevent.

Onthe Con guration tab,to pro le thekernel,enterthe nameandlocationof the vmlinux le for
the kernelto monitorin the Kernel image le text eld. To con gure OPro le not to monitor the
kernel,selectNo kernel image
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Figure41-2.0Pro le Con guration

If theVerboseoptionis selectedthe oprofiled  daemorlog includesmoreinformation.

If Per-application kernel samples les is selectedOPro le generateperapplicationpro les for the
kernelandkernelmodulesasdiscussedn Section41.2.3Sepaating Kerneland UserspacePro les.
This is equivalentto the opcontrol ~ --separate=kernel commandlIf Per-application shared
libs samples les is selectedOPro le generateperapplicationpro les for libraries. Thisis equiva-
lentto theopcontrol ~ --separate=library command.

To force datato bewritten to samplesles asdiscussedn Section41.5Analyzingthe Data, click the
Flush pro ler data button.Thisis equialentto theopcontrol ~ --dump command.

To startOPro le from the graphicalinterface,click Start pro ler . To stopthe pro ler, click Stop
pro ler . Exiting the applicationdoesnot stopOPro le from sampling.

41.9. Additional Resour ces

This chapteronly highlights OPro le andhow to con gure and useit. To learnmore, refer to the
following resources.

41.9.1. Installed Docs

- lusr/share/doc/oprofile- < version > /oprofile.html — OPro le Manual
 oprofile manpage— Discusse®pcontrol , opreport , opannotate , andop_help
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41.9.2. Useful Websites

- http://opro le.sourcefagenet/ — Containsthe latestdocumentationmailing lists, IRC channels,
andmore.
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