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Jim
 Bound Aw

ard



D
ata Sources

G
oogle Stats (w

w
w

.google.com
/ipv6/statistics.htm

l)
6lab.cisco.com

/stats
R

IPE Labs (w
w

w
.ripe.net)

H
urricane Electrics (http://bgp.he.net/ipv6-progress-report.cgi)





U
sers in Sw

itzerland



N
ow

 the Belgians are hunting us…
..
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C
ontent m

issing – not only in C
H

!

14%
 of Top 1000 Alexa W

ebsites are dual-stack



Potential is w
ith Top Alexa Sites

 

There is slightly 
m

ore green in 
the new

er table

Please ask every com
pany you deal 

w
ith to IPv6-enable their w

ebsite 
(BTW

 - how
 about yours?)  





Schw
eizerische Post
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W
er sind w

ir
Projektteam

, 
Projekt



–
Logistikm

arkt

–
Retailfinanzm

arkt

–
M
arkt für öffentlicher
Personenverkehr

–
K
om
m
unikationsm

arkt

W
o der M

ischkonzern Post tätig ist
Vier M

ärkte
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M
ilestones

2013 Post w
ird Aktiengesellschaft

M
ost D

om
ain entries had to be adjusted – this w

as used to add 
IPv6 records at the sam

e tim
e

Saved a lot of m
oney!

Took m
ore than a year.



Addressing

Post W
orldw

ide /32
C

ountry Aggregation /40

Post Sw
itzerland /36

R
egion Aggregation /48

Local Aggregation /56

O
ptim

ized for routing
Based on geography. Each country has its ow

n legal situation.
Internet Services are offered over Internet only. Everything else 
is routed internally.
D

efault G
atew

ays (link-local) are standardized
N

o identifiers in IPv6 address (e.g. phone, VLAN
 etc)

N
o decim

al identifications in IPv6 address



Security

G
oal to reach sam

e security standard as in IPv4
Starting w

ith separate firew
alls for IPv6 (thorough testing)

Adjust configuration and operational docum
entation

List services that can be reached over IPv6
D

ocum
ent decisions and exceptions
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D
er W

eg vom
 H
om
e U
ser zur Post

W
o stehen w

ir heute

U
ser (H

om
e User)

Ready 
O
S, 
Brow

ser 

ISP H
om

e U
ser (Internet Service Provider)

Ready Schw
eiz ca. 10 %

 

ISP Post (Internet Service Provider) 
Ready seit 2012

D
D

os Abw
ehr beim

 ISP
Ready 

Sw
isscom

, 
Sunrise

N
etz (Access Zone / DM

Z) 
Ready seit 2012
IPS / Firew

all (Intrusion Prevention System
)

Ready seit 2012

D
N

S (Dom
ain N
am
e Server)

Ready seit 2012

G
SLB (Global Server Load Balancer)
Ready, Ersatz im

 Lifecycle

N
TP (N

etw
ork Tim

e Protocol )
Ready seit Septem

ber 2013

LSLB (Local Server Loadbalancer)
Ready seit 2012

W
eb Server (Testserver)
Ready seit 2012

XM
L  G

W
Y (Extensible M

arkup Language) 
Ready seit 2013
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W
as es sonst noch braucht
W
o stehen w

ir heute

Adressverw
altung (IPAM

/Inventar)
Ready seit 2013

Prozesse (W
orkflow

 Tool)
Ready seit Septem

ber 2013

AD
S (Access Detection System

) 
Ready seit 2012

N
etViz (N

etw
ork Visualization)

Ready seit 2013

M
RTG

/Cacti (M
essen, Statistik) 

N
ot Ready M

IB’s fehlen

O
utgoing Proxies (IPv6 Sites erreichen)
Ready seit H

erbst 2013

M
ail (Contentfilter )
N
ot ready, geplant 2014

H
om

epage Post (Internetauftritt Post)
N
ot ready, Projekt für A

blösung 

M
anagem

ent (Server/N
etw
ork)

N
ot ready, zur Zeit auf IPv4 

Schulung (Know
 H
ow
)

30 M
A

 drei Tage Schulung



Issues 

Post w
ill only go to production w

hen D
D

oS IPv6 has sam
e 

m
aturity as w

ith IPv4, Sw
isscom

 June 2013 ready, Sunrise 
ready since 2014
W

aiting for new
 N

TP releae that can also w
ork w

ith off-link 
system

s (w
orked only w

ith link-locals, w
aiting 15 m

onths for fix)
H

ad to w
ait for update of loadbalancer services. M

igration took 
quite som

e tim
e.

Addressm
anagem

ent: W
ant to w

ork w
ith standard products – not 

possible yet to fulfill all post-specific requirem
ents, too m

any 
m

anual processes still needed, no full integration of inventory 
and address m

anagem
ent



Issues continued

M
ail/C

ontentscanner w
as announced for fall 2013. Tests are 

running. N
ow

 updating production system
s, done by fall 2014.

D
esign scenarios for dow

ngrade in case of problem
s.

Purchasing guidelines that have requirem
ents at feature level 

are a M
U

ST
Threats: 

Lack of vendor im
plem

entation especially in endpoint 
security
R

A guard and D
estination guard are im

portant (C
isco 

announces support for both in Q
2/2014



Status

Backbone is IPv6 ready and can be activated
Firew

alls and netw
ork infrastructure are ready by 2015, m

aybe 
even by end of 2014
IPv4 islands are identified (Paket- und Briefzentren, due to third 
party system

s not IPv6-enabled, long lifecycles)
Sw

iss Post w
ill be reachable over IPv4 and IPv6 in the Internet 

(D
N

S, M
ail and W

ebsite) by Q
uarter 3 2014

C
urrently building testlab for applications

W
e know

 w
hat it takes to integrate IPv6 in the datacenter and in 

the intranet, M
asterplan and roadm

ap defined



Fragen
bringen uns w

eiter
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Aspectra

Founded in 2000
H

osting. Each custom
er has its dedicated zone and servers.

Target custom
ers: high availability, high security

2 D
atacenters

23 em
ployees



H
ow

 w
e got started

R
eading books, w

atching videos, visited IPv6 classes – this 
explained m

any technical aspects but raised new
 questions

H
ow

 do w
e im

plem
ent?

W
here do w

e start?
H

ow
 far are w

e going?
C

ore to Edge or Edge to C
ore? Islands? O

r vice versa? 
ISP (m

any clients) have different requirem
ents than hosters 

(m
any servers)

M
any case studies for ISPs, not m

any for hosters or content 
providers…

..



Finding a provider

Asking for IPv6 w
e get the follow

ing answ
ers:

The second largest referred us to sales (m
eaning: w

e don't 
do IPv6)
The largest said "w

e can, in 3 – 6 m
onths, it'll cost xxxx

The sm
allest said "yes w

e can, no problem
, here's the 

contract



Addressing

W
e decided to becom

e a LIR
 (M

em
berfee, /32)

Visited the courses at R
IPE and learned a lot

2a02:e0c0::/32

W
e took a lot of tim

e to discuss all the questions
G

oal: as sim
ple as possible, as flexible and scalable as possible

M
inim

al set of rules, routing centralized, distributed across D
C

s
M

ake daily tasks easy (such as follow
ing an IP packet)

N
o encodings in IPv6 addresses

N
o U

LA's



Paradigm
 shift

N
o hierarchy in address space

Each project gets its ow
n space (project over custom

er, 
custom

er m
ay have several projects – helps a lot in traceability – 

12 bits)
D

C
 encoded in address, 4 bits

Zone encoded, 12 bits



0
1

.2
0

1
3

 –
 IP

 K
onzept II



M
ilestones and Tim

eline

Started August 2013 – 2nd site, BG
P Announcem

ent
Septem

ber 2013 – Education all engineers, routing and firew
alls 

2nd site, first server im
plem

ented
O

ctober 2013 – D
N

S, C
lients IPv6 range at office, tunnel to 

D
atacenter

N
ovem

ber 2013 – basic m
onitoring, D

N
S security and cleanup, 

start prim
ary site

D
ecem

ber 2013 – first vertical integration finished, christm
as 

freeze, im
plem

ent first services, w
ebstats, hom

epage, reverse 
proxy, custom

er cockpit
January/February 2014 – D

N
S AAAA entry, activated reverse 

D
N

S at R
IPE, glue record – IPv6 goes production!



Lessons learned – the D
o's

U
se your ow

n addresses, becom
e LIR

Find out if hardw
are can cope w

ith extra load (dual-stack)
Set a top level goal, define scopes, budget, roadm

ap
Invest enough tim

e for concept and deploym
ent plan:

IPv6 addressing plan
R

outing concept 
D

N
S

Test test test test test test test test test
O

ne thing at a tim
e, isolated steps

Expect the unexpected! (M
onitoring, M

icrosoft AD
, global 

catalogue)



D
o not 

…
 think you can dual-stack in tw

o w
eeks

…
 overdefine your concepts, it w

ill restrict you later
…

 believe m
anufacturers are IPv6 ready. They w

ill w
rite 

anything on the box, just to sell it. M
ost products have 

lim
itations.

…
 buy new

 hardw
are just because of IPv6. U

se regular product 
life cycles
…

 forget m
onitoring, logging, security: one for IPv4, one for IPv6

System
/netw

ork perform
ance

E2E scans
Firew

all rules and logs



W
hat it took

20%
 FTE

M
any m

aintenance w
indow

s on live system
s (night w

ork)
External m

an pow
er (for security and netw

ork)

It's no rocket science
N

ext step – activating custom
ers



U
pcom

ing – Sw
iss IPv6 Business C

onference

June 17, Zürich, Arena Sihlcity
w
w
w
.ipv6conference.ch

M
any international speakers you don't w

anna m
iss!

V
IP 
T
ic
k
e
t 

i
n
c
l
u
d
i
n
g 

D
in
n
e
r 
w
it
h 

the 
S
p
e
a
k
e
r
s 

a
v
a
i
l
a
b
l



Thank You For Your Attention!
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