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Northern Telecom Ltd., CAST Encryption Algorithm, licensed from Northern Telecom, Ltd. IDEA is a trademark of Ascom Tech AG. The compression code in
PGP is by Mark Adler and Jean-loup Gailly, used with permission from the free Info-ZIP implementation. LDAP software provided courtesy University of
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LIMITED WARRANTY

Limited Warranty: Network Associates International bv. (,Network Associates*) warrants that the Software Product will perform substantially in accordance
with the accompanying written materials for a period of sixty (60) days from the date of original purchase. To the extent alloned by applicable law, implied
warranties on the Software Product, if any, are limited to such sixty (60) day period. Some jurisdictions do not allow limitations on duration of an implied
warranty, so the above limitation may not apply to you.

Customer Remedies: Network Associates’ and its suppliers’ entire liability and your exclusive remedy shall be, at Network Associates’ option, either (a) return
of the purchase price paid for the license, if any or (b) repair or replacement of the Software Product that does not meet Network Associates’ limited warranty
and which is returned at your expense to Network Associates with a copy of your receipt. This limited warranty is void if fail-ure of the Software Product has
resulted from accident, abuse, or misapplication. Any repaired or replacement Software Product will be warranted for the remainder of the original warranty
period or thirty (30) days, whichever is longer. Outside the United States, neither these remedies nor any product support services offered by Network
Associates are available without proof of purchase from an authorized international source and may not be available from Network Associates to the extent
they subject to restrictions under U.S. export control laws and regulations.

NO OTHER WARRANTIES: TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, AND EXCEPT FOR THE LIMITED WARRANTIES SET
FORTH HEREIN, THE SOFTWARE AND DOCUMENTATION ARE PROVIDED ,AS IS* AND NETWORK ASSOCIATES AND ITS SUP-PLIERS DISCLAIM
ALL OTHER WARRANTIES AND CONDITIONS, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, CONFORMANCE WITH DESCRIPTION, TITLE AND NON-INFRINGEMENT OF THIRD
PARTY RIGHTS, AND THE PROVISION OF OR FAILURE TO PROVIDE SUPPORT SERVICES. THIS LIMITED WARRANTY GIVES YOU SPECIFIC
LEGAL RIGHTS. YOU MAY HAVE OTHERS, WHICH VARY FROM JURISDICTION TO JURISDICTION.

LIMITATION OF LIABILITY: TO THE MAXIMUM EXTENT PERMITTED BY APPLICA-BLE LAW, IN NO EVENT SHALL NETWORK ASSOCIATES OR ITS
SUPPLIERS BE LIABLE FOR ANY INDI-RECT, INCIDENTAL, CONSEQUENTIAL, SPECIAL OR EXEMPLARY DAMAGES OR LOST PROFITS
WHATSOEVER (INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF BUSINESS PROFITS, BUSINESS INTERRUPTION, LOSS OF
BUSINESS INFORMATION, OR ANY OTHER PECUNIARY LOSS) ARISING OUT OF THE USE OR INABILITY TO USE THE SOFTWARE PRODUCT OR
THE FAILURE TO PROVIDE SUPPORT SERVICES, EVEN IF NETWORK ASSOCIATES HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES. IN ANY CASE, NETWORK ASSOCIATES'S CUMULATIVE AND ENTIRE LIABILITY TO YOU OR ANY OTHER PARTY FOR ANY LOSS OR
DAMAGES RESULTING FROM ANY CLAIMS, DEMANDS OR ACTIONS ARISING OUT OF OR RELATING TO THIS AGREEMENT SHALL NOT EXCEED
THE PURCHASE PRICE PAID FOR THIS LICENSE. BECAUSE SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION OR LIMITATION OF
LIABILITY, THE ABOVE LIMITATIONS MAY NOT APPLY TO YOU.
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Preface

Inside the PGPsdk is the reference manual for the PGP Cryptographic Software Development Kit (PGPsdk),
Version 1.1. This initial release of the PGPsdk provides developers the functionality to readily add the PGP
peer-reviewed cryptographic technology to their own applications. Because this is a reference manual, only a
minimum of introductory or tutorial material is presented.

By using the PGPsdk as a part of your development effort, you can

» develop products that are as secure as PGP for Business Security Version 5.5 (and optionally
interoperating with it, where appropriate)

» easily develop, maintain, and use PGP cryptographic components in your application

» provide yourself and your customers with the confidence that comes from using the PGP
trusted and peer-reviewed technology in your security protocols

The engineers at Pretty Good Privacy, Inc., have used the identical PGPsdk supplied to external
developers to produce PGP for Business Security, Version 5.5. Numerous excerpts from a sample application
representing a greatly simplified version of PGP for Business Security, Version 5.5 are included in this
manual. In keeping with the PGP corporate policy of complete and open publication of source code for peer
review, the final PGP for Business Security, Version 5.5 Source Code books (when available) will serve as the
essential and definitive reference for developers using the PGPsdk for their own application development.

Audience

This book is written for experienced software engineers and application developers who need to incorporate
the PGP cryptographic functionality in their application, or are developing a product that needs to
communicate with other applications that create or understand PGP-encrypted or cryptographically signed
data. Since the initial release of the PGPsdk supports a C language Application Programming Interface (API),
you should have C language experience to use this product.

If you are not familiar with basic cryptographic concepts, IDGIP recommends that you read Applied
Cryptography, Second Edition, by Bruce Schneier (John Wiley & Sons, Inc., 1996). This volume is arguably
the best introduction and general reference to cryptography currently available to the public. For additional
readings on cryptography and cryptographic theory, see the short list of recommended readings at the end
of this chapter, or the more extensive list in Appendix C, "References and Recommended Reading."”

Manual Organization

Inside the PGPsdk presents the PGP cryptographic functionality in a manner that corresponds to the
organization of the PGPsdk Software Library. Several overview chapters appear first, and detail the basic
concepts, organization, and functional divisions of the PGPsdk.

Following the overview chapters are detailed reference chapters for each functional division of the PGPsdk,
which contain detailed descriptions of the functions in each functional division. The reference chapters include
» anintroductory overview of the functional division
» alist of the names of the associated Clanguage header files
» tables containing #def i ne and enumerated type constants and their descriptions
» Clanguage code fragments for any associated datatypes and structures
» alogical ordering of the events and/or functions within the functional division
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Each event description includes
e an explanation of the event
» the datatype and structures passed to/from the event
» the allowed PGPO [ ption 1 values (if any)
Each function description includes
e the function’s C language prototype
e argument descriptions
¢ an explanation of the function
e optional notable error codes
e optional notes, warnings, and tips on using the function
* optional sample code
The manual contains appendixes detailing
* error codes
* recommended readings in cryptography
The manual concludes with
« aglossary of cryptographic terms
e anindex

Conventions Used in This Document

Typographic Conventions

C language code listings, reserved words, and names of data structures, fields, constants, arguments, and
functions are shown in Couri er Font.

Key terms or concepts appear in boldface, and are defined in the Glossary.

Notes, Warnings, and Tips Conventions
Notes may contain:
* non-essential but useful and/or interesting information
« information that is essential for understanding the material presented

Warnings contain information that is essential to understand. Failure to do so could result in crashes and/or
loss of data.

Tips contain information specifically intended to aid the PGPsdk developer in using the function to the best
advantage.

Development Environment and API Platform Support

The PGPsdk, Version 1.1 binaries and public header files are supported on three major platforms: Unix, 32-bit
Windows, and Macintosh. While platforms and compilers other than those listed below may work with the
PGPsdk (and some will be supported in future releases), the Version 1.1 release has only been verified as
working with the following:
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» Unix platform and compiler support includes Solaris for Sparc, Linux x86, HPUX and AIX
environments, each using the GNU C compiler.

» 32-bit Windows platform and compiler support includes those 32-bit environments using the
Microsoft Visual C++ 5.0 compiler

* MacOS platform and compiler support includes MacOS Version 7.6 environments using the
MetroWerks CodeWarrior Version 12.

Related Documentation

PGP for Business Security, Version 5.5 Users Guide for Mac and Windows

PGP Security Officer’s Guide, Version 5.5

Recommended Readings in Cryptography and
Cryptographic Theory

Applied Cryptography, Second Edition, by Bruce Schneier, 1996, John Wiley & Sons, Inc.

Dr. Dobbs Essential Books on Cryptography and Security CD-ROM, (includes searchable version of Schneier,
and several other useful books and papers), 1997, Dr. Dobbs CD-ROM Library.

PGP 5.0 Platform Independent Source Code - Five Volumes, Philip Zimmermann and Mark Weaver, eds.,
Warthman Associates, 1997.

PGP 5.0 Win95 Source Code - Three Volumes, Philip Zimmermann and Mark Weaver, eds., Warthman
Associates, 1997.

PGP 5.0 Mac Source Code - Four Volumes, Philip Zimmermann and Mark Weaver, eds., Warthman
Associates, 1997.
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Introduction to the PGP Software Development
Kit

PGPsdk Functionality

The PGP Cryptographic Software Development Kit (PGPsdk) allows software engineers and application
developers to seamlessly incorporate the PGP cryptographic technology into such applications as e-mail
package plug-ins, secure electronic interchange packages, and secure financial transaction packages. The
PGP cryptographic technology consists of the following three basic cryptographic elements

* key management
« ciphering (encryption/decryption)
» authentication (signing and verifying)
Key management functions are used to
e create and/or add keys
e remove keys
e search for keys meeting certain ownership and/or property criteria
« check the validity of disk-based or in-memory keyrings
« check and/or set key property values

Ciphering (encrypting/decrypting) functions are used to
* encrypt data or files
» decrypt data or files

Authentication (signing and verifying) functions are used to
* sign messages or data files
e verify the authenticity of messages or data files
« hash messages or data files

Other functional areas include pseudo-random number generation, utility, and query functions that

* manage pseudo-random numbers seeded from mouse movements, keystrokes, and other
events

e manage memory
« specify files

« effect date/time conversion (platform dependent)

e convert error codes to readable strings

* indicate the availability of specific features within the PGPsdk

The Application Programmer’s Interface (API) to the PGPsdk consists of C language functions, and provides
developers with a consistent interface and error handling protocols. These functions are organized into
functional groups, and each group comprises a function reference chapter of this document (Chapter IlI
through Chapter VII). Each of these chapters includes

< an overview of the functional group

« alogical ordering of the functions within the group (as applicable)
« the function group’s associated header file(s)

« afull description of each individual functions
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The full description of each function includes
» abrief description of the function
» the function’s Clanguage prototype
* argument descriptions
* noteworthy error codes
 tips and notes on using the function
» sample code (as required)

To use the PGPsdk, simply incorporate calls to the PGPsdk functions into your C language application
following the function prototypes listed in the public header files supplied as part of the PGPsdk and including
the necessary header files, and then link with the supplied PGPsdk library binaries. Two versions of the
PGPsdk library binaries are supplied: a debug version and a non-debug version. Both versions perform
essentially the same error checking, and report the same error return codes. The debug version additionally
asserts itself on error conditions, and reports the errors to the default output destination (platform
dependent).

Header File Interface

The PGPsdk header file interface consists of one major header file for each functional group. Generally,
PGPsdk developers will need to #i ncl ude only that header file to use the associated area of the PGPsdk.
The major header files in the initial release of the PGPsdk include

* pgpCBC. h

* pgpCFB. h

* pgpEncode. h

e pgpFeatures.h

e pgpHash. h

* pgpKeys. h

e pgpKeyServer. h

e pgpRandonPool . h

e pgpSDKPrefs. h

e pgpSymetricC pher.h

e pgpUserinterface.h

e pgpUtilities.h
These major header files may additionally i ncl ude the following header files that detail common data types,
error codes, and platform specific data types, limits, macros, and constants.

* pgpBase. h

e pgpConfig.h

e pgpErrors.h

¢ pgpKeyServer Types. h

e pgpPubTypes.h

Data Type, Constant, Macro, and Function Name Conventions

PGPsdk data types, macros, and functions have names beginning with PGP; PGPsdk constants have names
beginning with KPGP (see Table I-1).

Most PGPsdk data types are opaque, that is, they are references to the actual data. These data types have
names of the form:

PGPnameRef
PGPConst nameRef
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where name describes the data type. Because these data types are opaque, a reference to one is not
necessarily a pointer in the C language sense, and so they should never be dereferenced.

Most of the PGPsdk opaque data types have special values that indicate that they are not referencing a valid
instance, and are useful for establishing initial or default values. These values have names of the form:

kinvalidPGPnameRef

The PGPsdk supports byte array data through use of the C language types char[] andvoi d[] as well as
their associated pointer types char * and voi d*. While these basic types may or may not have
implementational differences, they do have important PGPsdk-specific semantic differences:

« char[] and char* always denote NUL terminated byte arrays, that is, C language strings
* voi d[] and voi d* denote arbitrary byte arrays that may coincidentally be NUL termninated.
PGPsdk constants have names of the form:

kPGP CategoryDescription

for example, kPGPKeyPr opCanSi gn. kPGP is the constant data type prefix, KeyPr op indicates that the
constant belongs to the category that refers to key properties, and CanSi gn implies a boolean indicating
whether or not the associated key is allowed to sign other keys.

Most of the PGPsdk opaque data types have special values to indicate that they are not referencing a valid
instance, and these are useful for establishing initial or default values. These values have names of the form:

kinvalidPGPnameRef
PGPsdk macros and functions have names of the form:
PGPname

which is a very general format. However, there are two categories of functions that have noteworthy naming
conventions and implied semantics:

a) Data Reference Macros

Macros having names of the form:
PGPnameRef | sVal i d

facilitate validation of opaque data types, and return a boolean value. Use of these macros is strongly
encouraged, as they provide the PGPsdk developer with a guaranteed method for determining the validity of a
data reference, while also maintaining its opacity.

b) PGPNewDatatype and PGPFreeDatatype

PGPNewDatatype functions allocate a new, persistent instance of a PGPsdk opaque data types. The PGPsdk
developer must eventually deallocate the instance with the corresponding "free" function. For example,
PGPNewCont ext allocates a new PGPCont ext Pef, and PGPFr eeCont ext deallocates a

PGPCont ext Pef . Note that closely related PGPsdk opaque data types may share the same "free" function,
for example, PGPNewCont ext Cust om also uses PGPFr eeCont ext .

c) PGPOoption

PGPOoption functions allocate PGPOpt i onLi st Pef instances that are automatically deallocated once they
are used in an option list management function (for example, PGPBui | dOpt i onLi st), or as a sub-option
(for example, PGPCSi gnwi t hKey ( ..., PGPOPassphrase (...), ...)).

Memory Management

Memory management within the PGPsdk is normally handled transparently by default functions analogous to
mal | oc, dealloc, andrealloc. However, developers can override this behavior by specifying their
own equivalent allocate, deallocate, and reallocate functions (see the PGPNewCont ext St ruct data type
that is used by the PGPmewCont ext cust om function).
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Generally speaking, any PGPsdk function having a name of the form
PGPNew. . . datatype. . .

takes a PGPCont ext reference as an argument, and allocates memory which the caller must explicitly
deallocate with the corresponding PGPsdk function having a name of the form

PGPFr ee...datatype...

Library Binaries

The PGPsdk library binaries contain all of the functions described by the header file function prototypes, and
link with your application. These libraries are distributed in both debug and non-debug versions, and have the
following names on the following supported platforms:

 MacOS PGPsdkLi b
PGPsdkKeySer ver Li b

* Win-32 PGPsdkLi b. dl |
PGPsdKS. dI |

» Unix i bPGPsdk. a

I i bPGPsdkKeyServer. a

Note that the key server library is required only for those applications that implement direct communication
with a key server (see Chapter VIII).

Error Codes

With rare exceptions, PGPsdk functions return an error code ( kPGPEr ror orvoi d, and place any result
values into output arguments. This convention allows for simple and consistent error checking. The PGPsdk
provides the macros | SPGPEr r or and | snt PGPErr or to test a function’s return code, as shown in the
following example:

if ( IsPGPError( err = pgpOrderKeySet( src, kPGPAnyOrdering, &list ) ) )

{

/* error handling code */

}

el se

{
/* klist holds sorted KeySet */

}
Essentially all PGPsdk functions that return an error code can return one or more of the following:
* KPGPError_NoErr
 KPGPError_BadParams
* KPGPError_Outofmemory
and these are rarely mentioned in the following function reference chapters. Of course, a function that has no

parameters cannot return KPGPEr r or _BadPar anms, nor can a function that does not allocate a new data
item return KPGPEr r or _Qut OF Menory.

PGPContext

The PGPsdk incorporates a global context /configuration mechanism for all PGPsdk functionality. The
PGPCont ext data type replaces the many global variables used in previous PGP libraries, and thus provides
a more robust and manageable application environment. Typically, an application will create a PGPCont ext

at startup, use the context throughout its run, and finally free the context on exit. A PGPCont ext must not be
freed until and unless all data items allocated using that context have already been freed. Failure to follow this
protocol will not only result in memory leaks, but also precipitate application failures due to the implied context
being invalid or incorrect.
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The resultant PGPCont ext Ref value is passed directly to most of the PGPsdk functions. However, some
PGPsdk data types incorporate the PGPCont ext Pef used to create them, and so functions that take these
data types as arguments generally do not also require a PGPCont ext Ref argument.

A PGPCont ext is created and destroyed as follows:

PGPEr r or err;

PGPUI nt 32 cl i ent APl Ver si on = kPGPsdkVer si on;
PGPCont ext Ref newCont ext ;

PGPCont ext Ref newCust onCont ext ;

PGPNewCont ext St ruct newCust omCont ext St r uct ;
struct pvtUserData
{
PGPUI nt 32 pvt Num
char pvtStr[ 256 ];
}  MyUser Val ue;

newCust onCont ext St ruct . si zeOf Struct = si zeof ( PGPNewCont ext Struct );
newCust onCont ext Struct. al | ocProc = MyAl | ocProc;

newCust onCont ext St ruct . real | ocProc = MyReAl | ocPr oc;

newCust onCont ext Struct . deal | ocProc = MyDeAl | ocProc;

newCust onCont ext St ruct . al | ocUser Val ue = ( PGPUser Val ue ) &WUser Val ue;

err = PGPNewCont ext ( client APl Ver si on, /* Create Default */
&newCont ext );
err = PGPNewCont ext Cust on( client APl Versi on, /* Create Custom */

&newCust onCont ext St ruct ,

&newCust onCont ext );
PGPFr eeCont ext ( newCont ext ); /* Free Either */
PGPFr eeCont ext (  newCust onCont ext );

err
err

PGPsdk API Details and Data Structures - Key
Management

Understanding how the PGPsdk key management functions perform the necessary functions requires
understanding of several PGPsdk Version 1.1-specific concepts and data types. The following sections
introduce the PGP key database, the creation of collections of keys from a key database, the construction of
filters that in turn create lists of keys, the method for iterating over a list of keys, and reference counters (a
form of garbage collection).

Key Database

The PGP key database represents a set of one or more key files, and can be thought of as a backing store for
a keyring. It can be composed of one or more files on disk, or it can be entirely memory based.

While the PGPKeyDB is a very important data type to understand, it is currently never exported, nor is there
currently a user-visible reference reference type.

Every key in the system belongs to exactly one key database. When a key is modified, so is its corresponding
key database. While the same key may exist in several key databases, each instance is a distinct key from
the point of view of the PGPsdk key management functions - each instance has a unique pointer, and so
modifications to one will not affect any of the others.

Collections of Keys in a Key Database

The PGPKeySet data type represents a subset of exactly one key database, and may be thought of as a
view onto that key database. The function PGPOpenDef aul t Keyri ngs opens the user’s default keyrings,
which is conceptually a key database consisting of two files - the users public and private keyring files. The
function then creates and returns a key set containing the full set of keys in that key database.
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Any number of key sets may exist for a given key database (see the following PGPFilter discussion). For
instance, one could create a subset that includes all keys, as well as a subset that includes only the keys
signed by Philip Zimmermann.

A key set is generally an "active" or a "live" view on a key database. To demonstrate what an active view is,
consider a key set that is composed of all the keys that contain the name "Mark." Creating this subset with an
active filter and then adding a key containing name "Mark» to the database results in that key being
automatically and instantaneously added to the created key set.

Lists of Keys in a Key Database

Key sets have no ordering. The PGPKeyLi st data type facilitates operations on key sets by imposing an
ordering, which may be based on any sortable data item or sub-structure within a key, for example, name or
KeylD. The function PGPor der KeySet takes a key set and a sort order specification, and returns a key list.
Like key sets, key lists are also "active”, and are automatically updated whenever their associated key set is
changed.

The PGPKeyl t er data type implements iterating over a key list. Initially, it references the pseudo-element
just before the first element in the key list, and then increments itself successively through each element of
the key list. Most changes to a key list that occur while iterating are handled automatically. For example,
inserting a new key causes the iteration to automatically "follow" the key it was working on. The PGPKeyl t er
data type also supports iteration over the parts within the key, for example, iterating over the UserlD structures
of the key.

Reference Counts

Most PGP opaque data types have an associated reference count of type ...Ref Count , which provides for
simplified garbage collection. Upon creation of such a data type, its reference count is initialized to one. From
that point, the PGPsdk automatically tracks the number of references to a particular resource (for example, a
given key set may be referenced by any number of key lists and/or iterators). This not only results in a level of
context independence, but also ensures that a resource’'s memory is released only when its last reference is
deleted. The PGPsdk also provides functions to support manual adjustment of reference counts.

However, the automatic nature of the reference count management applies only to implied references. This
means that the reference count of an underlying key set is automatically incremented whenever a key list is
created from it, and is automatically decrememnted when that key list is freed. The PGPsdk developer is
expected to adhere to the following basic rule:

All PGP opaque data types explicitly created ( PGPNew. . . functions), copied ( PGPCopy. .. functions), or
have had their reference count manually incremented must be be freed using the appropriate PGPFr ee. . .
function.

Filters

The PGPsdk allows the developer to construct very complicated filters for operating on elements of the key
database. These filters are built from primitive filters, which in turn are created by the various
PGPNew. . . Fi | t er functions. These primitive filters are generally of the form

select all X that contain Y

A set of related functions allows negation, union, and intersection of primitive filters, and so allows creation of
filters that implement arbitrary expressions such as

select all keys NOT containing "Phil" AND
havi ng keyl engths | onger than 1024 bits

Once the filter is complete, the function PGPFi | t er KeySet applies the resultant filter to a key set, yielding a
new key set whose members satisfy the filter criteria. Note that this resultant new key set may be empty.
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Summary of the Opaque PGPsdk Data Types

Many of the data types described in this section are actually opaque to the PGPsdk user, and can only be
passed as function arguments. With the exception Of PGPCont ext Ref , these data types exist as pairs, with
one having the const qualifier. The following tables summarize these data types:

Table |-1: Common Opaque Data Types

Data Type

PGPCont ext Ref

PGPFi | eSpecRef

PGPOpt i onLi st Ref

PGPConst Fi | eSpecRef

PGPconst opti onLi st Pef

Table I-2: Key-related Opaque Data Types

Data Type

PGPFi | t er Ref

PGPKey Ref

PGPKeydbRef

PGPKeyl t er Ref

PGPKeyLi st Ref

PGPKey Set Ref

PGPSi gRef

PGPSubKey Ref

PGPUser | DRef

PGPConst Fi | t er Ref

PGPConst KeyRef

PGPConst KeydbRef

PGPConst Keyl t er Ref

PGPConst KeyLi st Ref

PGPConst Key Set Ref

PGPconst Si gRef

PGPSubKey Ref

PGPConst User | DRef

Table I-3: Low-level Cipher-related Opaque Data Types

Data Type

PGPCBCCont ext Ref

PGPCFBCont ext Ref

PGPHashCont ext Ref

PGPPr i vat eKeyCont ext Ref

PGPPubl i cKeyCont ext Ref

PGPSymmet ri cCi pher Cont ext Ref

PGPConst CBCCont ext Ref

PGPConst CFBCont ext Ref

PGPConst HashCont ext Ref

PGPConst Pri vat eKeyCont ext Ref

PGPConst Publ i cKeyCont ext Ref

PGPConst Symmet ri cCi pher Cont ext Ref
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PGPsdk API Details and Data Structures - Ciphering

Using the PGPsdk Ciphering API

There are two high-level entry points for the Ciphering API: PGPEncode and PGPDecode. PGPEncode
provides all encrypting and signing functions, and PGPDecode provides all decrypting and signature
verification. Each function accepts a PGPCont ext Ref , a variable number of options that control the behavior
of the function. A large number of options is available for both PGEEncode and PGPDecode, and each is
defined as a function returning a PGPOpt i onLi st Ref . Some options are suitable only for encoding
operations, some options are suitable only for decoding operations, and some options are suitable for both
operations. These options are described in Chapter 1V, "Function Reference - Ciphering and Authentication
Functions." A special argument provided by the PGPOLast Opt i on function must appear as the last
argument to indicate the end of the list.

The PGPEncode and PGPDecode functions have similar prototypes, as illustrated by the following examples:

PGPError PGPEncode( PGPCont ext Ref pgpCont ext,
PGPOpt i onLi st Ref firstOption,

PGPOLast Option( void ) );

PGPError PGPDecode( PGPCont ext Ref pgpCont ext,
PGPOpt i onLi st Ref firstOption,

PGPOLast Option( void ) );

Events and Callbacks

The PGPOEvent Handi er option allows the calling application to request callbacks when various events
occur, and to define a function (event handler) that is the target of the callback. While an event handler is
usually not needed for encryption operations, it is often needed for decryption operations.

An event handler serves two purposes - it provides notification to the calling application that an event has
occurred, and provides a mechanism for the calling application to affect processing (in a limited, pre-defined
manner). Notification includes a PGPEvent reference which, depending on the type of event, provides
detailed information about the cause of the event. The calling application can then respond appropriately,
which may or may not affect the course of further processing. For certain events, the calling application can
modify the processing context by invoking PGPAddJobOpt i ons.

PGPsdk API Details and Data Structures - Authentication

The PGPsdk performs PGP Authentication (signing and verification of messages) by using the supplied
PGPEncode and PGPDecode functions. In the case of signing or verifying a message, the application
invokes the appropriate PGPO. . . function(s) (for example, PGPOSi gnW t hKey and PGPQODet achedSi g)
to perform the needed authentication function. In the case of authentication, the message is first passed
through a hash function before being signed by the sender’s private key.

Hash Functions

The PGPsdk provides a number of hash algorithms. Selection of a specific hash algorithm is sometimes
implicit to the processing context; for example, DSS keys unequivocally use the SHA-1 hash algorithm. For
other processing contexts, the PGPCHashAl gor i t hm function can be used to "manually” configure the
context; for example, the function can force the use of the SHA-1 hash function in an RSA signature.
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PGPsdk Code Example

The sample code and other usage examples that appear in the Function Reference chapters of this book are
for demonstration purposes only. The final PGP for Business Security, Version 5.5 Source Code books (when
available) will serve as the essential and definitive reference for developers using the PGPsdk to develop their
own secure applications.
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I Organization of the PGPsdk Software Library

Overview of the PGPsdk library

The PGPsdk consists of nine functional groups including, among others, key management functions, high-
and low-level cryptographic functions, and pseudo-random number generation functions. Each group has a
separately-compilable public header file that allows developers to include only the functionality needed to
perform the particular PGP-cryptographic functions they want to impart to their applications. The more closely
related header files are further grouped into five major functional areas. Each of these major functional areas
is documented in a separate chapter in the Function Reference section of this document (Chapter Il through
Chapter VIII).

Table 1l-1: Organization of Public Header Files in This Document

Header File Chapter

pgpKeys. h Chapter Ill: Key Management Functions

PgPCBC. h Chapter IV: Ciphering and Authentication Functions
pgpCFB. h

pgpEncode. h

pgpHash. h

pgpPubl i cKey. h

pgpSymretri cC pher. h

pgpRandonPool Chapter V: Random Number Generation Functions

pgpPubTypes. h Chapter VI: Utility Toolbox

pgpSDKPrefs. h

pgpUtilities.h

pgpFeat ures. h Chapter VII: Feature (Capability) Query Functions
pgpKeyServer. h Chapter VIII: Key Server Functions
pgpKeyServer Types. h

pgpErrors. h Appendix A: PGPsdk Error Summary

Here are summaries of the five chapters in the function reference section of this book:

» Chapter lll: Function Reference - Key Management Functions. Key management functions allow
applications to create, sign, add, remove, search for, and check the validity of keys on
disk-based or in-memory keyrings. Also found here are functions to check and set property
values for keys, according to the PGP Web of Trust model. The key management function
prototypes are listed in the public header file pgpKeys. h.

e Chapter IV: Function Reference - Ciphering and Authentication Functions. Algorithm-
independent functions are provided for high-level cryptographic functions such as
encrypting, decrypting, hashing, signing, and verifying messages. Not only are applications
free of the details of the particular algorithms being used, but also new algorithms can be
incorporated transparently as they become available. The high-level cryptographic function
prototypes are listed in the public header file pgpEncode. h. The low-level cryptographic
function prototypes are listed in the public header files pgpCBC. h, pgpCFB. h, pgpHash. h,
and pgpSymmet ri cCi pher. h, which appear as #i ncl ude directives in pgpEncode. h.

» Chapter V: Function Reference - Random Number Generation Functions. The cryptographic
functions employed by the PGPsdk require random numbers to operate correctly. The PGPsdk
provides pseudo-random number generation functions, along with functions to manage
random numbers seeded from mouse movements, keystrokes, and other events. The random
number generation function prototypes are listed in the public header file pgpRandonPool . h.
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» Chapter VI: Function Reference - Utility Toolbox. Sections of the PGPsdk require miscellaneous
utility functions such as context creation, memory management, file management, and
date/time functions. These utility function prototypes are listed in the PGPsdk public header
file pgpUtilities. h. Additionally, this chapter documents a translation function that
converts PGPErr or numeric codes to English language character strings. This utility function
prototypes are listed in the PGPsdk public header file pgpUtilities. h.

« Chapter VII: Function Reference - Feature (Capability) Query Functions. The present state of
U.S. export law and the continuously evolving set of cryptographic standards, algorithms, and
formats, make the existence of multiple versions of the PGPsdk a very real possibility. For
example, a version intended for export may support signing but not encryption. The PGPsdk
includes functions that return version numbers and the availability of specific features

(capabilities). These query function prototypes are listed in the public header file
pgpFeat ures. h.

» Chapter VIII: Function Reference - Key Server Functions. The PGPsdk includes functions to
facilitate communicating with both HTTP and LDAP key servers. These key server function
prototypes are listed in the public header file pgpKeySer ver. h.

28



Inside the PGPsdk

1] Function Reference — Key Management
Functions

Introduction

The PGPsdk key management functions allow applications to create, sign, add, remove, search for, and
check the validity of keys on disk-based or in-memory keyrings. This chapter also documents functions that
check and set property values for keys, as well as functions that import and export keys to files and buffers.

Header Files
pgpKeys. h

Constants and Data Structures

Table lll-1: Key- and Sub-Key Related Property Specification Values.

Key and Sub-Key Property Constants

String Properties

kPGPKeyPr opFi nger pri nt

kPGPKeyPr opPr ef erredAl gorithns

Numerical Properties

kPGPKevPr opAl gl D

kPGPKeyPropBi t s

kPGPKeyPr opTr ust

kPGPKeyPropVal idity

Time Properties

kPGPKeyPr opCreati on

kPGPKeyPr opEnpi rati on

Boolean Properties

kPGPKeyPr opCanEncr ypt

kPGPKeyPr opCansSi gn

kPGPKevPropHasUnveri fi edRevocati on

kPGPKeyPr opl sAxi omati ¢

kPGPKeyPr opl sDi sabl ed

kPGPKeyPr opl sExpi red

kPGPKeyPr opl sNot Cor r upt

kPGPKeyPr opl sRevoked

kPGPKeyPr opl sSecr et

kPGPKeyPr opNeedsPassphr ase

Table IllI-2: Signature-Related Property Specification Values.
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Signature Property Constants

String properties

Numeric properties

kPGPSi gPr opAl gl D

kPGPSi gPr opKeyl D

kPGPSi gPr opTr ust Val ue

Time properfies

kPGPSi gPr opCreati on

kPGPSi gPr opExpirati on

Boolean properties

kPGPSi gPr opHasUnveri fi edRevocati on

kPGPSi gPr opl sEnport abl e

kPGPSi gPr opl sMySi g***

kPGPSi gPr opl sNot Cor r upt

kPGPSi gPr opl sRevoked

kPGPSi gPr opl sTri ed

kPGPSi gPropl sVerified

***KPGPPr opSi gi snysi g is a convenience property for determining whether the certification was made by
one of the caller’'s own private keys. This will yield TRUE only if the signing key is in the same base key set as
the certification. If the signing key is suspected to be in a different base key set, then use the following code:

PGPGet Si gCertifierKey( certset, signerset, &key )

PGPGet KeyBool ean( key, kPGPKeyPropl sSecret, &secret )

if ( secret )

{

/* signing key is one of the caller’s private keys */

}

el se

{

}
Table 1ll-3: User ID-Related Property Specification Values.

/* signing key is not one of the caller’s private keys */

User ID Property Constants

String properties

kPGPUser | DPr opNare

Numeric properties

kPGPUser | DPr opConfi dence

kPGPUser | DPropVal idity

Time properties

Boolean-Properties

Table Ill-4: Key Ring OPEN Flag Values.

Key Ring Flag Constants

kPGPKeyRi ngOpenFl ags Create

kPGPKeyRi ngOpenFl ags Mut abl e

kPGPKeyRi ngOpenFl ags Private***

kPGPKeyRi ngOpenFl ags Reserved

kPGPKeyRi ngOpenFl ags Trust ed***

***Applies to PGPOpenKeyRi ng only.

Table llI-5: Comparison Option Specification Values.***

Match Criterion Constants
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kPGPNVat chDef aul t

same as kPGPMat chEqual

kPGPMat chEqual

searched val ue == supplied val ue

kPGPMat chGr eat er Or Equal

searched val ue >= supplied val ue

kPGPMat chLessOr Equal

searched val ue <= supplied val ue

kPGPMat chSubSt ri ng

searched value is contained in supplied val ue

*** Certain functions that accept a match criteria value Support kPGPMat chEqual and/or
kPGPMat chSubSt ri ng only. This primarily affects functions which deal with text or arbitrary byte data.

Table Ill-6: Key ID String Type Specification Values.

Key ID String Type Constants

kPGPKeyl DSt ri ng Abbrevi at ed

kPCGPKeyl DSt ri ng Ful |

Table Ill-7: Key Ordering Option Specification Values.

Key Ordering Constants

kPGPANnyor deri ng

kPGPCr eat i onOr deri ng

kPGPENncr ypt KeySi zeor deri ng

kPGPExpi rati onOr deri ng

kPGPKeyl Dor deri ng

kPGPSi gKeySi zeOr deri ng

kPGPTr ust Orderi ng

kPGPUser | DOr deri ng

kPGPVal i di t yOrderi ng

kPGPRever seCreati onOrdering

kPGPRever seEncrypt KeySi zeOr deri ng

kPGPRever seExpi rati onorderi ng

kPGPRever seKeyl Dor deri ng

kPGPRever seSi gKeySi zeor deri ng

kPGPRever seTrust Orderi ng

kPGPRever seUser | DOr deri ng

kPGPRever seVal i di t yOrdering

KeySet Manipulation Functions

PGPNewKeySet

PGPEr r or PGPNewKey Set (

PGPCont ext Ref pgpCont ext ,
PGPKey Set Ref *keySet );
Arguments
pgpCont ext the target context
keySet the receiving field for the new key set
Description

Creates a new memory-based key database, as well as an empty key set on that key database.
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Notes, Warnings, and Tips
The caller is responsible for deallocating the resultant key set with PGPFr eeKey Set .

The current implementation treats the resultant key set as an indirect parameter that references a key
database, rather than as an explicit destination.

The indirect nature of this interface is likely to change in a future version, and will almost certainly involve
changes to this function’s parameterization.

PGPNewEmptyKeySet

PGPEr r or PGPNewEmpt yKey Set (

PGPKey Set Ref baseKeySet,
PGPKey Set Ref *newKeySet );

Arguments

baseKeySet the source key set

newKey Set the receiving field for the new key set
Description

Creates a new, empty key set on the key database associated with the specified Source key set.

Notes, Warnings, and Tips
The caller is responsible for deallocating the resultant key set with PGPFr eeKey Set .

The current implementation treats the supplied key set as an indirect parameter that references a key
database, rather than as an explicit source.

The indirect nature of this interface is likely to change in a future version, and will almost certainly involve
changes to this function’s parameterization.

PGPNewsSingletonKeySet

PGPETr r or PGPNewSi ngl et onKey Set (
PGPKey Ref key,
PGPKey Set Ref *keySet );
Arguments
key the seed key
keySet the receiving field for the new key set
Description

Creates a key set that contains only the specified seed key.
Notes, Warnings, and Tips

This function does not create a new key database; the resultant key set contains only the one key.

The caller is responsible for deallocating the resultant key set with PGPFr eeKey Set .

PGPOpenDefaultKeyRings
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PGPEr r or PGPOpenDef aul t KeyRi ngs(
PGPCont ext Ref pgpCont ext ,
PGPKeyR ngQpenFl ags
openFl ags,
PGPKey Set Ref *keySet );
Arguments
pgpCont ext the target context
openFl ags the open option flags value
keySet the receiving field for the new key set
Description

Creates a key set that contains all of keys in the default public and secret keyrings.

Notes, Warnings, and Tips
The caller is responsible for deallocating the resultant key set with PGPFr eeKey Set .

PGPOpenKeyRing
PGPEr r or PGPOpenKeyRi ng(
PGPCont ext Ref pgpCont ext
PGPKeyRi ngOpenFl ags
openFl ags,
PGPFi | eSpec fil eSpec,
PGPKey Set Ref *keySet );
Arguments
pgpCont ext the target context
openFl ags the open option flags value
fileSpec the PGPFi | eSpec of the target keyring file
key Set the receiving field for the new key set
Description

Creates a key set that contains all of the keys in the specified keyring file, which is assumed to be a public
keyring.

Notes, Warnings, and Tips
The caller is responsible for deallocating the resultant key set with PGPFr eeKey Set .

PGPOpenKeyRIingPair
PGPEr r or PGPOpenKeyRi ngPai r (

PGPCont ext Ref pgpCont ext ,
PGPKey R ngOpenFl ags

openFl ags,
PGPFi | eSpec pubFi | eSpec,
PGPFi | eSpec secFi | eSpec,
PGPKey Set Ref *keySet );
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Arguments
pgpCont ext the target context
openFl ags the open option flags value
pubFi | eSpec the PGPFi | eSpec of the target public keyring file
secFi | eSpec the PGPFi | eSpec of the target private keyring file
keySet the receiving field for the new key set
Description

Creates a key set that contains all of the keys in the specified public and secret keyring files.

Notes, Warnings, and Tips
For most applications, PGPOpenDef aul t KeyRi ngs provides all the functionality required.

The caller is responsible for deallocating the resultant key set with PGPFr eeKey Set .

PGPUnionKeySet
PGPETr r or PGPUNiI onKey Set s(
PGPKey Set Ref firstKeySet,
PGPKey Set Ref secondKeySet ,
PGPKey Set Ref *resul t KeySet );
Arguments
firstKeySet the first source key set
secondKey Set the second source key set
resul t KeySet the receiving field for the new key set
Description

Creates a new key set that is the union of the two source key sets

Notes, Warnings, and Tips
The two source key sets must be in the same key database.

The caller is responsible for deallocating the resultant key set with PGPFr eeKey Set .

PGPFreeKeySet
PGPEr r or PGPFr eeKey Set (
PGPKey Set Ref keySet );
Arguments
keySet the target key set
Description
Decrements the reference count for the specified key set, and frees the key set if the reference count reaches
zero.
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Notes, Warnings, and Tips

PGPReloadKeyRings
PGPEr r or PGPRel oadKeyRi ngs(
PGPKey Set Ref keySet );
Arguments
keySet the target key set
Description
Forcibly re-establishes the key database associated with the specified key set from the key database source
files.

Notes, Warnings, and Tips

The current implementation treats the target key set as an indirect parameter that references a key database,
rather than as an explicit destination.

The indirect nature of this interface is likely to change in a future version, and will almost certainly involve
changes to this function’s parameterization.

PGPImportKeySet
PGPEr r or PGPl npor t Key Set (
PGPCont ext Ref pgpCont ext ,
PGPKey Set Ref keySet ,
PGPOpt i onLi st Ref firstOption,
PGPOLast Option( void ) );
Arguments
pgpCont ext the target context
key Set the target key set
firstOption the initial option list instance

subsequent option list instances
PGPOLast Option( void )
must always appear as the final argument to terminate the argument list

Description

Imports the specified keys from the input source specified in the options list, and merges them with the
specified key set. By including an option that specifies sending null events, the PGPsdk developer can provide
for tracking the progress of the function (see PGPosendNul | Event s) .

Notes, Warnings, and Tips

One Of PGPA nput Buf fer, PGPA nput Fi | e, and PGPA nput Fi | eFSSpec is required to specify the
key source file.

PGPEXxportKeySet

PGPEr r or PGPExpor t Key Set (
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PGPKey Set Ref keySet ,
PGPOpt i onLi st Ref firstOption,

PGPOLast Option( void ) );

Arguments
keySet the target key set
firstOption the initial option list instance

subsequent option list instances
PGPOLast Opti on( void )
must always appear as the final argument to terminate the argument list

Description

Exports the specified keys in the specified key set to the output destination specified in the options list. By
including an option that specifies sending null events, the PGPsdk developer can provide for tracking the
progress of the function (see PGPOSendNul | Event s) .

Notes, Warnings, and Tips

One of PGPQAI | ocat edQut put Buf f er, PGPOQut put Buf fer, PGPOQut putFile, and
PGPOQuUt put Fi | eFSSpec is required to specify an input source for functions that accept this option.

PGPCountKeys
PGPEr r or PGPCount Keys(
PGPKey Set Ref keySet,
PGPUI nt 32 *nunkKeys );
Arguments
keySet the target key set
nunkKeys the receiving field for the key count
Description

Retrieves the number of keys in the specified key set.

PGPKeySetisMember
PGPBool ean PGPKey Set | sMenber (
PGPKey Ref key,
PGPKey Set Ref keySet );
Arguments
key the target key
keySet the target key set
Description

Returns TRUE if the specified key is in the specified key set.
PGPKeySetlsMutable
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PGPBool ean PGPKeySet | sMut abl e(
PGPKey Set Ref keySet );
Arguments
key Set the target key set
Description

Returns TRUE if the specified key set can be modified, that is if keys and their components (subkeys,
signatures, and user IDs) can be added to the key set, deleted from the key set, and have their properties
changed in the key set.

PGPAddKeys
PGPEr r or PGPAddKeys(
PGPKey Set Ref keysToAdd,
PGPKey Set Ref keySet );
Arguments
keysToAdd the source key set, which contains the keys to be added
key Set the target ("to be augmented") key set
Description

Copies all of the keys in the specified source key set to the key database associated with the specified
destination ("to be augmented") key set.

Notes, Warnings, and Tips

The current implementation treats the destination key set as an indirect parameter that references a key
database, rather than as an explicit destination. Because of key set filtering and the "live" nature of its
resultant view-style key sets, the keys added by this function may appear in any key set based upon that key
database, and further may or may not appear in the specified destination key set, depending upon its filtering
criteria.

The indirect nature of this interface is likely to change in a future version, and will almost certainly involve
changes to this function’s parameterization.

PGPRemoveKeys
PGPEr r or PGPRenmveKeys(
PGPKey Set Ref keysToRenove,
PGPKey Set Ref keySet );
Arguments
keysTor enove the source key set, which contains the keys to be removed
key Set the target ("to be pruned") key set
Description

Removes each of the keys in the specified source key set from the key database associated with the specified
destination (“to be pruned") key set.
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Notes, Warnings, and Tips

The current implementation treats the destination key set as an indirect parameter that references a key
database, rather than as an explicit destination. Because of key set filtering and the "live" nature of its
resultant view-style key sets, the keys removed by this function may disappear from any key set based upon
that key database, and further may or may not disappear from the specified destination key set, depending
upon its filtering criteria.

The indirect nature of this interface is likely to change in a future version, and will almost certainly involve
changes to this function’s parameterization.

PGPCheckKeyRingsSigs
PGPETr r or PGPCheckKeyRi ngSi gs(
PGPKey Set Ref keysToCheck,
PGPKey Set Ref keysSi gni ng,
PGPBool ean checkAl I,

PGPEvent Handl er ProcPtr
event Handl er,

PGPUser Val ue event Handl erArg );
Arguments
keysToCheck the target key set
keysSi gni ng the look-up key set that contains the signing keys
checkAl | TRUE to check all signatures; FALSE to check only those marked as
being unchecked
event Handl er event handler or ( PGPEvent Handl er ProcPtr) NULL to ignore any
and all events
event Handl er Arg user-defined data, to be passed to the event handler (meaningful only
in conjunction with event Handl er)
Description

Checks all signatures (or only those marked unchecked) of each key in the key database associated with the
target key set. Each signature is assumed to exist in the key database associated with the look-up key set,
which is typically all of the client's default keys.

Events of type kPGPEvent _Nul | Event are sent during the course of processing, and the PGPsdk
developer can choose to handle them with the optional event handler.

Notes, Warnings, and Tips
This is a resource-intensive function, whose execution time can be quite lengthy.

The PGPsdk developer can choose to point the optional event handler to a function that implements a
progress bar display, or anything else that the PGPsdk developer desires. user Val ue is passed to the event

handler function, and has meaning only in conjunction with the event handler function (see the description for
kPGPEvent _Nul | Event).

Specify event Handl er Arg as( PGPUserData ) 0 toindicate a dummy argument.

The current implementation treats the target and look-up key sets as indirect parameters that reference key
databases, rather than as explicit destinations and sources. Because of key set filtering and the "live" nature
of its resultant view-style key sets, the keys modified as a result any action by the optional event handler may
be reflected in any key set based upon that key database, and further may or may not be reflected in the
specified destination key set, depending upon its filtering criteria.

The indirect nature of this interface is likely to change in a future version, and will almost certainly involve
changes to this function’s parameterization.
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PGPPropagateTrust
PGPEr r or PGPPr opagat eTr ust (
PGPKey Set Ref keySet );
Arguments
key Set the target key set
Description

Propagates the trust information across the key database associated with the specified key set.

Errors

Notes, Warnings, and Tips

The current implementation treats the destination key set as an indirect parameter that references a key
database, rather than as an explicit destination. Because of key set filtering and the "live" nature of its
resultant view-style key sets, the trust values propagated by this function may be reflected in any key set
based upon that key database, and further may or may not be reflected in the specified destination key set,
depending upon its filtering criteria.

The indirect nature of this interface is likely to change in a future version, and will almost certainly involve
changes to this function’s parameterization.

PGPKeySetNeedsCommit
PGPBool ean PGPKeyset NeedsConmi t (
PGPKey Set Ref keySet );
Arguments
keySet the target key set
Description

Returns TRUE if there any changes pending for the key database associated with the target key set.

Notes, Warnings, and Tips

The current implementation treats the target key set as an indirect parameter that references a key database,
rather than as an explicit destination.

The indirect nature of this interface is likely to change in a future version, and will almost certainly involve
changes to this function’s parameterization.

PGPCommitKeyRingChanges

PGPEr r or PGPConuni t KeyRi ngChanges(
PGPKey Set Ref keySet );
Arguments
key Set the target key set
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Description

Checks any signatures that are marked as unchecked, and re-propagates their trust model information and
other attributes. It then writes any changes pending in the key database associated with the target key set to
the disk file(s) upon which the key database is based.

Notes, Warnings, and Tips
Changes are only written to disk if and when the PGPsdk client calls this function.

The current implementation treats the target key set as an indirect parameter that references a key database,
rather than as an explicit destination. Because of key set filtering and the "live" nature of its resultant
view-style key sets, any keys modified by this function may be reflected in any key set based upon that key
database, and further may or may not be reflected in the specified destination key set, depending upon its
filtering criteria.

The indirect nature of this interface is likely to change in a future version, and will almost certainly involve
changes to this function’s parameterization.

PGPRevertKeyRingChanges

PGPEr r or PGPRever t KeyRi ngChanges(
PGPKey Set Ref keySet );
Arguments
keySet the target key set
Description

Undoes all changes made to the key database associated with the specified key set since it was last opened,
or since it was last the target of a call to PGPRever t KeyRi ngChanges.

Notes, Warnings, and Tips
The current implementation treats the target key set as an indirect parameter that references a key database,
rather than as an explicit destination.

The indirect nature of this interface is likely to change in a future version, and will almost certainly involve
changes to this function’s parameterization.

PGPOrderKeySet
PGPETr r or PGPOr der Key Set (
PGPKey Set Ref keySet ,
PGPKeyOr deri ng order,
PGPKeyLi st Ref *keyLi st );
Arguments
keySet the target key set
order the ordering criteria, which recognizes kPGP. . . Orderi ng values
(see Table IlI-7)
keylLi st the receiving field for the resultant ordered key list
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Description

Creates a key list from the target key set with the specified ordering, suitable for iteration (see this chapter’s
section on key iterator functions)

Notes, Warnings, and Tips

The PGPsdk supports only single-level ordering. For example, this function does not support creation of a key
list ordered by expiration date within encryption key size.

The caller is responsible for deallocating the resultant key set with PGPFr eeKeyLi st .

PGPFreeKeylList
PGPEr r or PGPFr eeKeylLi st (
PGPKeyLi st Ref keySet );
Arguments
keySet the target key list
Description
Decrements the reference count for the specified key list, and frees the key list if the reference count reaches
zero.

KeyFilter Functions

PGPNewKeyCreationTimeFilter

PGPEr r or PGPNewKeyCr eati onTi neFi | ter(
PGPCont ext Ref pgpCont ext
PGPTi ne creationTi e,
PGPMat chCriteri on match,
PGPFi | t er Ref *outFilter );
Arguments
pgpCont ext the target context
creationTi ne the desired creation time value
mat ch the match criterion, which recognizes KPGPMat ch. . . values (see Table 1lI-5)
outFilter the receiving field for the resultant filter
Description

Creates a filter that will select those keys whose creation time meets the match criterion with respect to the
specified creation time.

Notes, Warnings, and Tips
The caller is responsible for deallocating the resultant filter with PGPFr eeFi | t er .
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PGPNewKeyDisabledFilter

PGPEr r or PGPNewKeyDi sabl edFi | ter (
PGPCont ext Ref pgpCont ext ,
PGPBool ean di sabl ed,
PGPFi | t er Ref *outFilter );
Arguments
pgpCont ext the target context
di sabl ed TRUE to match di sabl ed keys; FALSE to match enabled keys
outFilter the receiving field for the resultant filter
Description

Creates a filter that will select for all disabled keys or for all enabled keys, depending on the value of the
disabled argument.

Notes, Warnings, and Tips
The caller is responsible for deallocating the resultant filter with PGPFr eeFi | t er .

PGPNewKeyEncryptAlgorithmFilter

PGPETr r or PGPNewKeyENncrypt Al gorithnFilter(
PGPCont ext Ref pgpCont ext ,
PGPPubl i cKeyAl gorithm
encrypt Al gorithm

PGPFi | t er Ref *outFilter );
Arguments
pgpCont ext the target context
encrypt Al gorithm the desired public key encryption algorithm, which recognizes
kPGPPubl i cKeyAl gorithm_... values (see Table IV-5)
outFilter the receiving field for the resultant filter
Description

Creates a filter that will select those keys that use the specified public key algorithm.

Notes, Warnings, and Tips
The caller is responsible for deallocating the resultant filter with PGPFr eeFi | t er .

It may be useful to first determine if the desired public key encryption algorithm is available (see
PGPCet | ndexdPubl i cKeyAl gorit hnl nf o).

PGPNewEncryptKeySizeFilter

PGPETr r or PGPNewKeyENncr ypt Keysi zeFi | ter(
PGPCont ext Ref pgpCont ext ,
PGPUI nt 32 keySi ze,
PGPMVat chCriterion match,
PGPFi | t er Ref *outFilter );
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Arguments
pgpCont ext the target context
keySi ze the desired number of bits in the encryption key
mat ch the match criterion, which recognizes KPGPMat ch. . . values
(see Table 1lI-5)
outFilter the receiving field for the resultant filter
Description

Creates a filter that will select those keys whose encryption key size (in bits) meets the match criterion with
respect to the specified encryption key size.

Notes, Warnings, and Tips
The caller is responsible for deallocating the resultant filter with PGPFree Filter.

PGPNewKeyExpirationTimeFilter

PGPEr r or PGPNewKeyExpi rationTi neFil ter(
PGPCont ext Ref pgpCont ext
PGPTi me expi rationTi ne,
PGPMat chCriterion match,
PGPFi | t er Ref *outFilter );
Arguments
pgpCont ext the target context
expi rationTi e the desired expiration time value
mat ch the match criterion, which recognizes KPGPMat ch. . . values
(see Table 1lI-5)
outFilter the receiving field for the resultant filter
Description

Creates a filter that will select those keys whose expiration time meets the match criterion with respect to the
specified expiration time.

Notes, Warnings, and Tips
The caller is responsible for deallocating the resultant filter with PGPFr eeFi | t er .

PGPNewKeyFingerPrintFilter

PGPEr r or PGPNewKeyFi ngerPrintFilter(
PGPCont ext Ref pgpCont ext
voi d const *fingerPrint,
PGPSI ze fi ngerPrintLength,
PGPFi | t er Ref *outFilter );
Arguments
pgpCont ext the target context
fingerPrint the desired key fingerprint
fingerPrintLength the size of the desired fingerprint
outFilter the receiving field for the resultant filter
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Description
Creates a filter that will select for those keys having the specified fingerprint.

Notes, Warnings, and Tips
The caller is responsible for deallocating the resultant filter with PGPFr eeFi | t er .

PGPNewKeyIDFilter
PGPETr r or PGPNewKeyl DFi | t er (
PGPCont ext Ref pgpCont ext ,
PGPConst Keyl DRef keyl D,
PGPFi | t er Ref *outFilter );
Arguments
pgpCont ext the target context
keyl D the desired key ID
outFilter the receiving field for the resultant filter
Description

Creates a filter that will select for the specified key ID.

Notes, Warnings, and Tips
The caller is responsible for deallocating the resultant filter with PGPFr eeFi | t er .

PGPNewKeyRevokedFilter,

PGPET r or PGPNewKeyRevokedFi | t er (
PGPCont ext Ref pgpCont ext ,
PGPBool ean revoked,
PGPFi | t er Ref *outFilter );
Arguments
pgpCont ext the target context
revoked TRUE to match revoked keys-, FALSE to match non-revoked keys
outFilter the receiving field for the resultant filter
Description

Creates a filter that will select for all revoked keys or for all non-revoked keys, depending on the value of the
revoked argument.

Notes, Warnings, and Tips
The caller is responsible for deallocating the resultant filter with PGPFr eeFi | t er .

PGPNewKeySigAlgorithmFilter

PGPETr r or PGPNewKey Si gAl gorithnFilter(
PGPCont ext Ref pgpCont ext ,
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PGPPubl i cKeyAl gorithm
si gAl gorithm

PGPFi | t er Ref *outFilter );
Arguments
pgpCont ext the target context
si gAl gorithm the desired signature algorithm
outFilter the receiving field for the resultant filter
Description

Creates a filter that will select those keys using the specified signature algorithm.

Notes, Warnings, and Tips
The caller is responsible for deallocating the resultant filter with PGPFr eeFi | t er .

PGPNewKeySigKeySizeFilter

PGPEr r or PGPNewKey Si gKeySi zeFi | t er (

PGPCont ext Ref pgpCont ext
PGPUI nt 32 keySi ze,
PGPMat chCriterion match,
PGPFi | t er Ref *outFilter );
Arguments
pgpCont ext the target context
keySi ze the desired number of bits in the signature key
mat ch the match criterion, which recognizes KPGPMat ch. . . values
(see Table 1lI-5)
outFilter the receiving field for the resultant filter
Description

Creates a filter that will select those keys whose signature key size (in bits) meets the match criterion with
respect to the specified signature key size.

Notes, Warnings, and Tips
The caller is responsible for deallocating the resultant filter with PGPFr eeFi | t er .

PGPNewSigKeyIDFilter
PGPEr r or PGPNewSi gKeyl DFi | ter (
PGPCont ext Ref pgpCont ext
PGPKeyl D const *keyl D,
PGPFi | t er Ref *outFilter );
Arguments
pgpCont ext the target context
keyl D the desired signature key ID
outFilter the receiving field for the resultant filter
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Description
Creates a filter that will select those keys that were signed by the key having the specified key ID.

Notes, Warnings, and Tips
The caller is responsible for deallocating the resultant filter with PGPFr eeFi | t er .

PGPNewSubKeyIDFilter
PGPETr r or PGPNewSubKey! DFi | t er (
PGPCont ext Ref pgpCont ext ,
PGPConst Keyl DRef subKeyl D,
PGPE | t er Ref *outFilter );
Arguments
PgpCont ext the target context
subKeyl D the desired sub-key ID
outFilter the receiving field for the resultant filter
Description

Creates a filter that will select for the specified sub-key ID.

Notes, Warnings, and Tips
The caller is responsible for deallocating the resultant filter with PGPFr eeFi | t er .

PGPNewUserIDEmailFilter

PGPET r or PGPNewUser | DEmai | Fil ter(
PGPCont ext Ref pgpCont ext ,
char const *emai | String,
PGPMVat chCriterion match,
PGPFi | t er Ref *outFilter );
Arguments
PgpCont ext the target context
emai |l String the desired user e-mail address
mat ch the match criterion, which recognizes KPGPMat ch. . . values
(see Table llI-5)
OutEilter the receiving field for the resultant filter
Description

Creates a filter that will select for keys whose user ID information contains the specified e-mail address.

Notes, Warnings, and Tips
The caller is responsible for deallocating the resultant filter with PGPFr eeFi | t er .

PGPNewUserIDNamekFilter
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PGPEr r or PGPNewUser | DNarreFi | t er (
PGPCont ext Ref pgpCont ext
char const *nameStri ng,
PGPMat chCriterion match,
PGPFi | t er Ref *outFilter );
Arguments
pgpCont ext the target context
nameString the desired user name
mat ch the match criterion, which recognizes kPGPMat ch...values
(see Table 1lI-5)
outFilter the receiving field for the resultant filter
Description

Creates a filter that will select for keys whose user ID information contains the specified user name.

Notes, Warnings, and Tips

Currently, the function effects the comparison as a sub-string match, and assumes a match criteria value of
kPGPMat chSubSt ri ng.

The caller is responsible for deallocating the resultant filter with PGPFr eeFi | t er .

PGPNewUserlDStringFilter

PGPEr r or PGPNewUser | DSt ri ngFi | ter (
PGPCont ext Ref pgpCont ext
char const *user | DStri ng,
PGPMat chCriterion match,
PGPFi | t er Ref *outFilter );
Arguments
pgpCont ext the target context
userI DString the desired user ID
mat ch the match criterion, which recognizes KPGPMat ch... values
(see Table 1lI-5)
outFilter the receiving field for the resultant filter
Description

Creates a filter that will select for keys whose user ID information matches the specified data string.

Notes, Warnings, and Tips

Currently, the function effects the comparison on the entire string, and assumes a match criteria value of
kPGPmat chEqual .

The caller is responsible for deallocating the resultant filter with PGPFr eeFi | t er .

PGPFreeFilter

PGPEr r or PGPFreeFi | ter(
PGPFi | t er Ref filter );
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Arguments
filter the target filter (constructed with PGPsdk filter functions)

Description
Decrements the reference count for the specified filter, and frees the filter if the reference count reaches zero.

PGPLDAPQueryFromFilter

PGPETr r or PGPLDAPQuer yFronti | ter (
PGPFi | t er Ref filter,
char **queryQut );
Arguments
filter the target filter (constructed with PGPsdk filter functions)
quer yQut the receiving field for a pointer to the resultant LDAP key server

format query string

Description

Converts the key filter criteria to an LDAP key server format query string, which can then be passed to the key
server for processing.

Notes, Warnings, and Tips
The caller is responsible for deallocating the resultant query string with PGPFr eeDat a.

PGPHKSQueryFromFilter

PGPETr r or PGPHKSQuer yFronFi | ter (
PGPFi | t er Ref filter,
char ** quer yQut
Arguments
filter the target filter (constructed with PGPsdk filter functions)
quer yQut the receiving field for a pointer to the resultant HTTP key server

format query string

Description

Converts the key filter criteria to an HTTP key server format query string, which can then be passed to the key
server for processing.

Notes, Warnings, and Tips
The caller is responsible for deallocating the resultant query string with PGPEr eeDat a.

A significant number of filter options are not supported by HTTP key servers:

PGPNegateFilter
PGPEr r or PGPNegat eFi | ter (
PGPFi | t er Ref filter,
PGPFi | t er Ref *outFilter );
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Arguments
filter the source filter (constructed with PGPsdk filter functions)
outFilter the receiving field for the resultant filter

Description

Creates a new filter that is the opposite set of the input filter.

Notes, Warnings, and Tips
This function does not use copy semantics - the input filter is freed, even if the function returns an error.

The caller is responsible for deallocating the resultant filter with PGPFr eeFi | t er .

PGPIntersectFilters
PGPEr r or PGPl ntersect Fil ters(
PGPFi | t er Ref filterl,
PGPFi | t er Ref filter2,
PGPFi | t er Ref *outFilter )
Arguments
filterl the first source filter (constructed with PGPsdk filter functions)
filter2 the second source filter (constructed with PGPsdk filter functions)
outFilter the receiving field for the resultant filter
Description

Creates a new filter that is the logical intersection of the two input filters. For example, for the resultant filter to
select an item, that item would have to be selectable by both of the input filters.

Errors
kPGPError _I nconsi stentFilterC asses

Notes, Warnings, and Tips
This function does not use copy semantics. The input filters are freed, even if the function returns an error.

The caller is responsible for deallocating the resultant filter with PGPFr eeFi | t er .

PGPUnionFilters
PGPEr r or PGPUNi onFi | t er s(
PGPFi | t er Ref filterl,
PGPFi | t er Ref filter2,
PGPFi | t er Ref *outFilter );
Arguments
filterl first input filter
filter2 second input filter
outFilter the receiving field for the resultant filter

49



Inside the PGPsdk

Description

Creates a filter that is the logical union of the two input filters. For example, for the resultant filter to select an
item, that item would have to be selectable by either of the input filters.

Errors
kPGPError _I nconsi stentFilterC asses

Notes, Warnings, and Tips
This function does not use copy semantics. The input filters are freed, even if the function returns an error.

PGPFilterKeySet
PGPETr r or PGPFi | t er KeySet (
PGPKey Set Ref origSet,
PGPFi | t er Ref filter,
PGPKey Set Ref *resultSet );
Arguments
ori gSet the source key set
filter the target filter (constructed with PGPsdk filter functions)
resul t Set the receiving field for resultant key set
Description

Applies the specified filter to the specified key set. This yields a resultant key set that contains all of the keys
from the source key set that meet the filter criteria.

Notes, Warnings, and Tips
The resultant key set may be empty.

Key Manipulation Functions

PGPGenerateKey
PGPETr r or PGPCener at eKey(
PGPCont ext Ref pgpCont ext ,
PGPKey Ref *key,
PGPOpt i onLi st Ref firstOption,
PGPOLast Option( void ) );
Arguments
pgpCont ext the target context
key the receiving field for the generated key
firstOption the initial option list instance

subsequent option list instances
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PGPOLast Option( void )
must always appear as the final argument to terminate the argument list

Description
Generates a new key according to the specified options.

Errors
kPGPEr r or _Qut O Ent r opy

Notes, Warnings, and Tips
Sufficient entropy must be available for this function to succeed.

The current implementation treats any destination key set specified with PGPOKey Set Ref as an indirect
parameter that references a key database, rather than as an explicit destination. Because of key set filtering
and the "live" nature of its resultant view-style key sets, the key generated by this function may appear in any
key set based upon that key database, and further may or may not appear in the specified destination key set,
depending upon its filtering criteria.

The indirect nature of this interface is likely to change in a future version, and will almost certainly involve
changes to this function’s parameterization.

PGPChangePassphrase
PGPEr r or PGPChangePassphr ase(
PGPKey Ref key,
char const *ol dphr ase,
char const *newphrase );
Arguments
key the target key
ol dphr ase the current passphrase
newphr ase the new passphrase
Description

Changes the passphrase for the specified key.

Notes, Warnings, and Tips
If sub-key(s) exist, then their passphrases should first be changed via PGPChange SubKeyPassphr ase.

PGPEnableKey
PGPEr r or PGPEnabl eKey (
PGPKey Ref key );
Arguments
key the target key
Description

Marks a key as enabled for encryption and signing.
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PGPDisableKey
PGPEr r or PGPDi sabl eKey(
PGPKey Ref key );
Arguments
key the target key
Description

Marks a key as disabled for encryption and signing.

Notes, Warnings, and Tips
The target key is still enabled for decryption and verifying.

PGPRevokeKey
PGPETr r or PGPRevokeKey(
PGPKey Ref key,
PGPOpt i onLi st Ref firstOption,
PGPOLast Option( void ) );
Arguments
key the key to be revoked
firstOption the initial option list instance

subsequent option list instances

PGPOLast Opti on( void )
must always appear as the final argument to terminate
the argument list

Description
Revokes the specified key.

Notes, Warnings, and Tips

In order to successfully revoke a key, its passphrase must be known. This implies that the function must
minimally be passed a PGPOPassphr ase or PGPOPassphr aseBuf f er option list instance.

Sample Code
err = PGPRevokeKey( pgpContext,
key,
PGPOPassphr ase( pgpCont ext,
"Pl ease don't hardcode passphrases - EVER " ),

PGPOLast Option( void ) );

PGPSetKeyAxiomatic

PGPET r or PGPSet KeyAxi omat i ¢(

PGPKey Ref key,
PGPBool ean checkPassphr ase,
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char const *passphrase );
Arguments
key the target key
checkPassphrase TRUE if a passphrase is included and should be checked as being
valid
for the target key
passphrase the assumed passphrase for the target key or NULL
Description

Forces the specified key to be axiomatically trusted. If checkPassphr ase is TRUE, then passphrase must
be both non-NULL and valid for the specified key. See PGPUnSet Key Axi omat i c.

Errors
kPGPEr r or _BadPassphr ase

kPGPEr r or _KeyExpi red
kPGPEr r or _KeyRevoked
kPGPError _Itenl sReadOnly

Notes, Warnings, and Tips
The specifed key must be enabled and mutable.

Unless the key has just been created, a passphrase should be required to set such an unconditional trust

level.
Sample Code
err = PGPSet KeyAxi omatic( keyl,
FALSE,
NULL );
err = PGPSet KeyAxi omatic( key2,
TRUE,
"Please don't hardcode passphrases — EVER!");
PGPUnsetKeyAxiomatic
PGPEr r or PGPUnset KeyAxi omat i ¢(
PGPKey Ref key );
Arguments
key the target key
Description

Removes the axiomatic trust from the specified key (see PGPSet Key Axi omat i ¢).

Errors
kPGPEr r or _KeyExpi red

kPGPEr r or _KeyRevoked
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kPGPError _Itenl sReadOnl y

Notes, Warnings, and Tips
The specifed key must be enabled and mutable.

PGPSetKeyTrust
PGPEr r or PGPSet Key Tr ust (
PGPKey Ref key,
PGPUI nt 32 trust );
Arguments
key the target key
trust the desired trust level, which recognizes KPGPKey Tr ust _. . .
Table IV-7a)
Deseription

Set the trust level of the specified key to that specified.

Errors
kPGPEr r or _KeyExpi red

kPGPEr r or _KeyRevoked
kPGPError _Itenl sReadOnl y

Notes, Warnings, and Tips
The specifed key must be enabled and mutable.
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values’, see

kPGPKeyTr ust _Undefi ned and kPGPKeyTrust U ti nate may not be used ast rust argument

values.
PGPAddUserlD
PGPETr r or PGPAddUser | I
PGPKey Ref key,
char const *name,
PGPOpt i onLi st Ref firstOption,
PGPOLast Option( void ) );
Arguments
key the key to add the user ID to
name a character string (the user ID)
firstOption the initial option list instance

c subsequent option list instances

GPOLast Option( void )
must always appear as the final argument to terminate
the argument list
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Description
Creates an additional user ID for the specified key, and sets the user ID information to that specified.

Notes, Warnings, and Tips

Keys may have multiple user IDs. The user ID added by this function will be put on the "bottom" of the list of
user ID’s for this key.

PGPRemoveUserlD
PGPEr r or PGPRenoveUser | D(
PGPUser | DRef userlD);
Arguments
userl D the target user ID
Description

Removes the specified user ID from its associated key.

PGPSetPrimaryUserlD
PGPETr r or PGPSet Pri maryUser | I
PGPUser | DRef userl D );
Arguments
userl D the target user ID
Description

Makes the specified user ID the primary user ID for its associated key.

Errors
kPGPEr r or _KeyExpi red

kPGPEr r or _KeyRevoked
kKPGPError_Item sReadOnly

Notes, Warnings, and Tips
The specifed key must be enabled and mutable.

PGPSignUserlD
PGPEr r or PGPSi gnUser | D(
PGPUser | DRef user| D,
PGPKey Ref si gni ngKey,

PGPOpt i onLi st Ref firstOption,
PGPCLast Option( void ) );
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Arguments
userl D the target user ID
si gni ngKey the target signing key
firstOption the initial option list instance

PGPOLast Option( void )

subsequent option list instances

must always appear as the final argument to terminate
the argument list

Description
Signs the key associated with the specified user ID with the specified signing key. Available options include:

Errors

PGPOPassphr ase - specifies the passphrase required to unlock the target key
PGPOPassphr aseBuf f er - specifies the passphrase required to unlock the target key
PGPOEXpi rati on -specifies the expiration date of the signature

PGPOEXxport abl e - specifies whether or not the key component may be exported

PGPCSi gTrust - specifies the trust level of the signature, which recognizes
kPGPNanmeTrust ... values (see Table IV-7b)

PGPOSi gRegul ar Expr essi on

kPGPEr r or _KeyExpi r ed
kPGPEr r or _KeyRevoked
kPGPError _I tem sReadOnl y

Notes, Warnings, and Tips
The specifed key must be enabled and mutable.

Sample Code

err = PGPSignUser| D( userl D,

si gni ngKey,
PGPOpt i onPassPhr aseBuf f er ( pgpCont ext ,
&ppBuf
ppBuf Count );
PGPCEXpi rati on( pgpCont ext,
( 180 * ( 24 * 60 * 60) ) ),
PGPOLast Option( void ) );

PGPRemoveSig
PGPETr r or PGPRenmoveSi g(
PGPSi gRef sig );
Arguments
sig the signature to be removed
Description

Rernoves the specified signature from its associated user ID of the associated key.

56



Inside the PGPsdk

PGPRevokeSig
PGPEr r or PGPRevokeSi g(
PGPSi gRef si g,
PGPKey Set Ref keySet ,
PGPOpt i onLi st Ref firstOption,
PGPOLast Option( void ) );
Arguments
sig the target signature
keySet the target key set
firstOption the initial option list instance

- subsequent option list instances

PGPOLast Opti on( void )
must always appear as the final argument to terminate
the argument list

Description
Revokes the specified signature from all keys in the key database associated with the specified target key set.

Notes, Warnings, and Tips

The current implementation treats the destination key set as an indirect parameter that references a key
database, rather than as an explicit destination. Because of key set filtering and the "live" nature of its
resultant view-style key sets, the signature revoked by this function may be reflected in any key set based
upon that key database, and further may or may not be reflected in the specified destination key set,
depending upon its filtering criteria.

The indirect nature of this interface is likely to change in a future version, and will almost certainly involve
changes to this function’s parameterization.

PGPGenerateSubKey
PGPEr r or PGPGener at eSubKey (
PGPCont ext Ref pgpCont ext ,
PGPSubKey Ref *subkey,

PGPOpt i onLi st Ref firstOption,

PGPOLast Option( void ) );

Arguments
pgpCont ext the target context
subkey the receiving field for the generated sub-key
firstOption the initial option list instance

- subsequent option list instances

PGPOLast Opti on( void )
must always appear as the final argument to terminate
the argument list

Description
Generates a new sub-key according to the specified options.
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Errors
kPGPEr r or _Qut of Ent r opy

Notes, Warnings, and Tips
Enough entropy must be available for this function to succeed.
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The current implementation treats any destination key set specified with PGPOKey Set Ref as an indirect
parameter that references a key database, rather than as an explicit destination. Because of key set filtering
and the "live" nature of its resultant view-style key sets, the sub-key generated by this function may be
reflected in any key set based upon that key database, and further may or may not be reflected in the

specified destination key set, depending upon its filtering criteria.

The indirect nature of this interface is likely to change in a future version, and will almost certainly involve

changes to this function’s parameterization.

PGPRemoveSubKey
PGPETr r or PGPRenmoveSubKey (
PGPSubKey Ref subkey );
Arguments
subkey the target sub-key
Description

Removes the specified sub-key from its associated key.

PGPChangeSubKeyPassphrase

PGPETr r or PGPChangeSubKeyPassphr ase(
PGPSubKey Ref subkey,
char const *ol dphr ase,
char const *newphr ase );
Arguments
subkey the target sub-key
ol dphr ase the current passphrase
newphr ase the new passphrase
Description

Changes the passphrase for the specified sub-key.

PGPRevokeSubKey
PGPETr r or PGPRevokeSubKey(
PGPSubKey Ref subkey,

PGPOpt i onLi st Ref firstOption,

PGPOLast Option( void ) );
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Arguments
subkey the target sub-key
firstOption the initial option list instance

c subsequent option list instances

PGPOLast Option( void )
must always appear as the final argument to terminate
the argument list

Description
Revokes the specified sub-key.

PGPCountAdditionalRecipientRequests

PGPEr r or PGPCount Addi ti onal Reci pi ent Request s(
PGPKey Ref baseKey,
PGPUl nt 32 *nNumMARRKeys ) ;
Arguments
baseKey the target key
numARRKey's the receiving field for the resultant count
Description

Provides the number of additional recipient request keys that are available for the specified base key.

Notes, Warnings, and Tips

Use this count as the upper limit when indexing through the available additional recipient keys (see the
sample code for PGPGet | ndexedAddi ti onal Reci pi ent Request ).

PGPGetindexedAdditionalRecipientRequest

PGPEr r or PGPGet | ndexedAddi ti onal Reci pi ent Request (
PGPKey Ref baseKey,
PGPKey Set Ref arr KeySet ,
PGPUl nt 32 i ndex,
PGPKey Ref *arr Key,
PGPByt e *arr Keyd ass );
Arguments
baseKey the target key
arr Key Set the look-up key set
i ndex the index (zero-based) of the target additional recipient key
arr Key the receiving field for the n™ additional recipient key
arrKeyd ass the receiving field for the class of the additional recipient key
Description

Provides a means of indexing through the available additional recipient keys and retrieving each key and its
class. All available additional recipient keys are presumed to reside in the key database associated with the
look-up key set.
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Errors

kPGPEr r or _I t emNot Found
kPGPEr r or _Qut OF Ri ngs

Notes, Warnings, and Tips

The current implementation treats the look-up key set as an indirect parameter that references a key
database, rather than as an explicit destination.
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The indirect nature of this interface is likely to change in a future version, and will almost certainly involve
changes to this function’s parameterization.

Sample Code
PGPUI nt 32 i ndex;
PGPUI nt 32 numARRKeys;
PGPEr r or err;
PGPKey Set Ref arr KeySet ;
PGPKey Ref arr Key;
PGPByt e add ass;
if ( IsPGPError( err = PGPCount Addi ti onal Reci pi ent Request s( baseKey
&numARRKeys ) ) )
{
return( err );
}
for ( index = 0,; index < numARRKeys; i ndex++ )
{
if ( IsPGPError( err = PGPGet| ndexedAdditi onal Reci pi ent Request ( baseKey,
arr KeySet ,
i ndex,
&ar r Key
&arr Keyd ass
) ) )
{
return( err );
}
/*
** Process the ARRKeys
/*
}
i f ( index >= nunmARRKeys )
{
/*
** Being here nmeans that there were no ARRKeys
/*
}

return( kPGPError_noErr );

PGPGetKeyEntropyNeeded

PGPUI nt 32 PGPCGet KeyEnt r opyNeeded(

PGPCont ext Ref pgpCont ext ,
PGPopt i onLi st Ref firstOption,

PGPOLast Option( void ) );
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Arguments
pgpCont ext the target context
firstOption the initial option list instance

c subsequent option list instances

PGPOLast Option( void )
must always appear as the final argument to terminate
the argument list

Description
Returns the amount of entropy needed for the key implied by the context.

Notes, Warnings, and Tips
The return value represents the amount of entropy needed for the key implied by the context.

PGPGetSigCertifierkey

PGPEr r or PGPGet Si gCertifierKey(
PGPSi gRef si g,
PGPKey Set Ref al | Keys,
PGPKey Ref *si gKey );
Arguments
sig the target signature
al | Keys the target key set
si gKey the receiving field for the key that signed the target signature
Description

Searches the specified key set for the key that signed the specified signature.

Errors
kPGPEr r or _I t enNot Found

PGPPassphraselsValid
PGPBool ean PGPPassphrasel sVal i d(
PGPKey Set Ref key,
const char *passphrase );
Arguments
key the target key
passphrase the assumed associated passphrase
Description

Returns TRUE if the specified passphrase is valid for the specified key.
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Get Property Functions

PGPGetHiashAlgUsed
PGPEr r or PGPGet HashAl gUsed(
PGPKey Ref key,

PGPHashAl gorithm  *hashAl g);

Arguments
key the target key
hashAl g the receiving field for the hash algorithm value, which recognizes
kPGPHashAl gorithm_ ... values (see Table IV-3)
Description

Obtains the hash algorithm associated with the target key.

PGPGetKeyBoolean
PGPEr r or PGPGet KeyBool ean(
PCGPKey Ref key,
PGPKeyPr opName propNane,
PGPBool ean *propData );
Arguments
key the target key
pr opNane the name of the target property, which recognizes
kPGPKeyPr op. . . values (see Table IlI-1)
pr opDat a the receiving field for the target property value
Description

Retrieves the value of the specified boolean property of the specified key.

Notes, Warnings, and Tips

If RSA encryption is not available (PGPsdk version supporting only Diffie-Hellman encryption), then
propDat a will be FALSE for kPGPKeyPr opCanSi gn and kPGPKeyPr opCanEncr ypt .

Sample Code
PGPBool ean keyl sSecret;
Err = PGPGet KeyBool ean( key,
kPGPKeyPr opl sSecr et ,
&keyl sSecret );
i f ( ( err == kPGPError_NoErr ) &% ( keylsSecret ) )
{
/*
** Process secret key
/*
}
PGPGetKeyNumber
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PGPEr r or PGPGet KeyNunber (
PGPKey Ref key,
PGPKeyPr opNane pr opNane,
PGPUI nt 32 *propData );
Arguments
key the target key
pr opNane the name of the target property, which recognizes
kPGPKeyPr op. .. values (see Table IlI-1)
propDat a the receiving field for the target property value
Description

Retrieves the value of the specified numeric property of the specified key.

PGPGetKeyPropertyBuffer

PGPEr r or PGPCGet KeyPr opert yBuf f er (
PGPKey Ref key,
PGPKeyPr opName pr opNane,
PGPSi ze avai |l Lengt h,
voi d *propDat a,
PGPSI ze *usedLength );
Arguments
key the target key
pr opNane the name of the target property, which recognizes
kPGPKeyPr op. .. values (see Table IlI-1)
avai l Lengt h the length of the receiving field for the target property data
propDat a the receiving field for the target property data
usedLengt h the receiving field for the resultant length of the target
property data
Description

Retrieves the arbitrary binary data associated with the specified property of the specified key.

Errors
kPGPEr r or _Buf f er TooSnal |

Notes, Warnings, and Tips

For a pr opNane value Of KPGPPr opPr ef er r edAl gor i t hm a return value of KPGPEr r or _NoEr r with a
resultant usedLengt h of zero indicates that no preferred algorithm is set.

Sample Code
PGPS ze usedLengt h;
PGPByt e keyPropBuffer[ 256 ];
if ( ( err = PGPGet KeyNunber ( key,

kPGPKeyPr opPr ef err edAl gorit hm
(PGPS ze) si zeof (keyPropBuffer),
&keyPropBuffer[ 0],
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&usedLength ) ) )

return( err );

if ( usedLength == 0)

/*

** Handl e no preferred al gorithm set

/*

PGPGetKeyTime
PGPETr r or PGPCGet Key Ti me(
PGPKey Ref key,
PGPKeyPr opNane pr opNane,
PGPTi me *propData );

Arguments
key
pr opNane

pr opDat a

Description

the target key

the name of the target property, which recognizes
kPGPKeyPr op. . . values (see Table IlI-1)

the receiving field for the target property value

Retrieves the value of the specified date/time property of the specified key.

PGPGetSubKeyBoolean
PGPETr r or PGPCGet SubKeyBool ean(
PGPSubKey Ref subkey,
PGPKeyPr opNane pr opNane,
PGPBool ean *prop);

Arguments
subkey
pr opNane

pr opDat a

Description

Retrieves the value of the specified boolean property of the specified sub-key.

the target sub-key

the name of the target property, which recognizes
kPGPKeyPr op. . . values (see Table IlI-1)

the receiving field for the target property data

Notes, Warnings, and Tips
Keys and sub-keys share the same pr opt Nane values.

PGPGetSubKeyNumber
PGPETr r or PGPCGet SubKeyNunber (
PGPSubKey Ref subkey,
PGPKeyPr opNane pr opNane,
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PGPUI nt 32 *prop );
Arguments
subkey the target sub-key
pr opNane which property you want to retrieve, which recognizes
kPGPKeyPr op. . . values (see Table IlI-1)
propDat a the receiving field for the desired property
Description

Retrieves the value of the specified nhumeric property of the specified sub-key.

Notes, Warnings, and Tips
Keys and sub-keys share the same pr opNane values.

PGPGetSubKeyPropertyBuffer

PGPEr r or PGPGet SubKeyPr opert yBuf f er (
PGPSubKey Ref subkey,
PGPKeyPr opName pr opNane,
PGPSI ze avai |l Lengt h,
voi d *pr opDat a,
PGPSi ze *usedLength );
Arguments
subkey the target sub-key
pr opNane the name of the target property, which recognizes
kPGPKeyPr op. .. values (see Table IlI-1)
avai l Lengt h the length of the receiving field for the target property data
propDat a the receiving field for the target property data
usedLengt h the receiving field for the resultant length of the target
property data
Description

Retrieves the arbitrary binary data associated with the specified property of the specified sub-key.

Errors
kPGPEr r or _Buf f er TooSnal |

Notes, Warnings, and Tips
Keys and sub-keys share the same pr opNane values.

For a pr opNane value of KPGPPr opPr ef er r edAl gori t hm a return value of KPGPEr r or _NoErr with a
resultant usedLengt h of zero indicates that no preferred algorithm is set.

PGPGetSubKeyTime
PGPEr r or PGPGet SubKey Ti me(
PGPSubKey Ref subkey,
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PGPKeyPr opNane pr opNane,
PGPTi me *propDat a) ;

the target sub-key

the name of the target property, which recognizes
kPGPKeyPr op. .. values (see Table lll-1)

the receiving field for the target property value

Retrieves the value of the specified date/time property of the specified sub-key.

Notes, Warnings, and Tips
Keys and sub-keys share the same pr opNane values.

PGPGetSigBoolean
PGPETr r or PGPCet Si gBool ean(
PGPSi gRef sig,
PGPSi gPr opNane pr opNare,
PGPBool ean *propData );

Arguments
sig
pr opNane

pr opDat a

Description

the target signature

the name of the target property, which recognizes
kPGPS gProp. .. values (see Table lll-2)

the receiving field for the target property data

Retrieves the value of the specified boolean property of the specified signature.

PGPGetSigNumber
PGPETr r or PGPCGet Si gNunber (
PGPSi gRef sig,
PGPSi gPr opNane pr opNarre,
PGPUI nt 32 *propDat a) ;

Arguments
sig
pr opNane

pr opDat a

Description

the target signature

the name of the target property, which recognizes
kPGPS gProp. .. values (see Table llI-2)

the receiving field for the target property data

Retrieves the value of the specified numeric property of the specified signature.

PGPGetSigTime
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PGPEr r or

Arguments
sig
Pr opNane

pr opDat a

Description

PGPCGet Si gTi nme(

PGPSi gRef sig,
PGPSi gPr opNare pr opNare,
PGPTi me *propData );

the target signature

the name of the target property, which recognizes
kPGPSi gPr op. .. values (see Table IlI-2)

the receiving field for the target property data

Retrieves the value of the specified date/time property of the specified signature.

PGPGetUserIDNumber
PGPEr r or PGPCGet User | DNunber (
PGPUser | DRef user | D,
PGPUser | DPr opNanme propNane,
PGPUI nt 32 *propDat a) ;

Arguments
user| D
pr opNamne

pr opDat a

Description

the target user ID

the name of the target property, which recognizes
kPGPUser | DProp. .. values (see Table I1I-3)
the receiving field for the target property value

Retrieves the value of the specified numeric property of the specified key.

Notes, Warnings, and Tips
Keys and sub-keys share the same pr opNane values.

PGPGetUserlDStringBuffer

PGPEr r or

Arguments
user| D
pr opNamne

avai l Lengt h
propString
usedLengt h

PGPCGet User | DSt ri ngBuf f er (

PGPUser | DRef user | D,
PGPUser | DPr opNanme propNane,
PGPSI ze avai |l Lengt h,
char *propString,
PGPSI ze *usedLength );

the target user ID

the name of the target property, which recognizes
kPGPUser | DProp. .. values (see Table I1I-3)

the length of the receiving field for the target property data
the receiving field for the target property data

the receiving field for the resultant length of the target
property data
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Description
Retrieves the C language string associated with the specified property of the specified user ID.

Errors
kPGPEr r or _Buf f er TooSnal |

Notes, Warnings, and Tips
propString Should be a minimum of 256 bytes.

usedLengt h does not include the terminating NUL.

Convenience Property Functions

The "convenience property functions" encapsulate code that declares an iterator on the implied item, applies it
to the specified key, and outputs the associated property value.

PGPCompareKeys
PGPI nt 32 PGPConpar eKeys(
PGPKey Ref keyl,
PGPKey Ref key2,
PGPKeyOr deri ng order );
Arguments
keyl the first target key
key2 the second target key
or der the ordering to be applied to the target keys, which recognizes
kPGP. .. Orderi ng values (see Table IlI-7)
Description

Compares the specified keys according to the specified ordering, and returns - 1, 0, or 1 depending on
whether or not key2 is less than, equal to, or greater than key1.

Notes, Warnings, and Tips

If the keys compare as equal with respect to the specified ordering, then the result reflects a comparison of
the associated key IDs.

PGPCompareUserIDStrings

PGPI nt 32 PGPConpar eUser I DSt ri ngs(
char const *user | DStringl,
char const *userI DString2 );
Arguments
user I DStringl the first target user ID string
user I DString2 the second target user ID string
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Description

Compares the specified user ID strings, and returns - 1, 0, or 1 depending on whether or not
user | DSt ri ng2 is less than, equal to, or greater than user I DSt ri ngl.

Notes, Warnings, and Tips
If the user ID strings compare as equal, then the result reflects a comparison of the associated key IDs.

If either user I DSt ri ngl oruser | DSt ri ng2 is NULL, then the function returns 0 (zero).

PGPGetPrimaryUserlD
PGPEr r or PGPGet Pri mar yUser | I
PGPKey Ref key,
PGPUser | DRef *user| D );
Arguments
key the target key
userl D the receiving field for the associated primary user ID
Deseription

Obtains the primary user ID of the specified key.

PGPGetPrimaryUserIDNameBuffer

PGPEr r or PGPGet Pri mar yUser | DNaneBuf f er (
PGPKey Ref key,
PGPSI ze avai |l Lengt h,
char *naneBuf ,
PGPSI ze *usedLength );
Arguments
key the target key
avai l Lengt h the length of the receiving field for the associated primary user 1D
name
nameBuf the receiving field for the associated primary user ID name
usedLengt h the receiving field for the resultant length of the primary user ID
name
Description
Retrieves the primary user ID name associated with the specified key, which is assumed to be a C language
string.
Errors

kPGPError_Buf f er TooSnal |

Notes, Warnings, and Tips
usedLengt h does notinclude the terminating NUL.
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PGPGetPrimaryUserIDValidity

PGPET r or PGPGet Pri mar yUser | DVal i di ty(
PGPKey Ref key,
PGPVal idity *validity );
Arguments
key the target key
validity the receiving field for the validity value associated with the user ID
of the target key, which recognizes kPGPVal i dity_. .. values

(see Table 1V-8)

Description
Obtains the validity of the primary user ID associated with the specified key.

Errors
kPGPEr r or _I t enNot Found

kPGPVal i di ty_Unknown

Key Reference Count Functions

The PGPsdk automatically tracks the number of data items pointing to a particular resource. For example, a
given key set may be referenced by any number of key lists and/or key iterators. This not only results in a level
of context independence, but also ensures that a resource’s memory is released only when its last reference
is deleted. The PGPsdk also provides functions to support manual adjustment of a data item’s reference

count.
PGPIncKeySetRefCount
PGPEr r or PGPl ncKeySet Ref Count (
PGPKey Set Ref keySet );
Arguments
keySet the target key set
Description

Increments the reference count of the specified key set. This provides a mechanism for manually
incrementing the reference count should it be necessary.

PGPIncFilterRefCount
PGPETr r or PGPI ncFi | t er Ref Count (
PGPFi | t er Ref filter );
Arguments
filter the target filter
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Description

Increments the reference count of the specified filter. This provides a mechanism for manually incrementing
the reference count should it be necessary.

PGPIncKeyListRefCount

PGPEr r or PGPI ncKeyLi st Ref Count (
PGPKeyLi st Ref keySet );
Arguments
key Set the target key list
Description

Increments the reference count of the specified key list. This provides a mechanism for manually

incrementing the reference count should it be necessary.

Key lIteration Functions

The PGPsdk includes support for passing through the keys in a key list or the sub-parts of an individual key.
The following sample code illustrates iterating through a key list, and printing out a tree structure of the
sub-keys and user ID’s associated with each key in the key list, as well as any associated signatures.

Note that whenever these functions return KPGPEr r or _EndCOf | t er at i on, the caller should treat the
iterator’s value as being undefined.

PGPNewKeylter
PGPEr r or PGPNewKeyl t er (
PGPKeyLi st Ref keySet,
PGPKeyl t er Ref *keylter );
Arguments
key Set the list of keys on which to iterate
keylter the receiving field for the iterator
Description

Creates an iterator on a list of keys.

Notes, Warnings, and Tips
A key list may have any number of iterators associated with it.

The caller is responsible for freeing the iterator with PGPFr eeKeyl t er .

PGPCopyKeylter

PGPEr r or PGPCopyKeyl t er (
PGPKeyl t er Ref iterOig,
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PGPKeyl t er Ref *iterCopy );
Arguments
iterOig the source iterator
i t er Copy the receiving field for the copy of the iterator
Description

Makes a copy of the specified iterator, including its current index.

Notes, Warnings, and Tips
The caller is responsible for deallocating the resultant iterator copy with PGPFr eeKeyl t er .

PGPFreeKeyilter
PGPETr r or PGPFr eeKeyl t er (
PGPKeyl t er Ref iter );
Arguments
iter the target iterator
Description
Decrements the reference count for the specified iterator, and frees the iterator if the reference count reaches
zero.
PGPKeylterlndex
PGPUI nt 32 PGPKeyl t er | ndex(
PGPKeyl t er Ref iter );
Arguments
iter the target iterator
Description

Returns the current index value of the specified iterator.

Notes, Warnings, and Tips
The caller should not infer anything based upon the returned index value.

PGPKeylterKey
PGPETr r or PGPKeyl t er Key(
PGPKeyl t er Ref iter,
PGPKey Ref “key );
Arguments
iter the target iterator
key the receiving field for the resultant key
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Description
Yields the key associated with the current index value of the specified iterator.

Errors
kKPGPError _EndOflteration

Notes, Warnings, and Tips
kPGPError _EndCf I teration is only returned if the key has been deleted.

PGPKeylterSubKey
PGPEr r or PGPKeyl t er SubKey (
PGPKeyl t er Ref iter,
PGPSubKey Ref *subKey );
Arguments
iter the target iterator
subKey the receiving field for the resultant sub-key
Description

Yields the sub-key associated with the current index value of the specified iterator.

Errors
kKPGPError _EndOflteration

Notes, Warnings, and Tips
kPGPError _EndCf It erati on is only returned if the sub-key has been deleted.

PGPKeylterSig
PGPEr r or PGPKeyl t er Si g(
PGPKeyl t er Ref iter,
PGPSi gRef *sig );
Arguments
iter the target iterator
sig the receiving field for the resultant signature
Description

Yields the signature associated with the current index value of the specified iterator.

Errors
kKPGPError _EndOflteration
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Notes, Warnings, and Tips
kPGPError _EndOf It erati on is only returned if the signature has been deleted.

PGPKeylterUserlD
PGPEr r or PGPKeyl t er User | D(
PGPKeyl t er Ref iter,
PGPUser | DRef *userl D );
Arguments
iter the target iterator
userl D the receiving field for the resultant user ID
Description

Yields the user ID associated with the current index value of the specified iterator.

Errors
kPGPError _EndOf I terati on

Notes, Warnings, and Tips
kPGPError _EndOf It erati on is only returned if the user ID has been deleted.

PGPKeylterMove
PGPEr r or PGPKeyl t er Move(
PGPKeyl t er Ref iter,
PGPI nt 32 rel & fset,
PGPKey Ref *key );
Arguments
iter the target iterator
rel O f set the relative offset from the current position
key the receiving field for the resultant key
Description

Moves the specified iterator by the specified relative offset, and yields the resultant key. Negative offsets
move the iterator towards the beginning of the list; positive offsets move the iterator towards the end of the
list.

Errors
kPGPError _EndOf I terati on

Notes, Warnings, and Tips

If KPGPError _EndCf I t erati on is returned, then key will be setto ( PGPKeyRef * ) NULL.

If KPGPError _EndOf I t er ati on is returned, then the resultant key may have been deleted.
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PGPKeylterSeek
PGPI nt 32 PGPKeyl t er Seek(
PGPKeyl t er Ref iter,
PGPKey Ref key );
Arguments
iter the target iterator
key key to match
Description

Scans the key set associated with the iterator, and returns the index (zero-based) of the first key that matches
the specified search-for key.

Notes, Warnings, and Tips

If the specified search-for key is not found, then the iterator is forcibly reset to point to the first key in the list.
This should only happen if the search-for key was removed.

PGPKeylterNext
PGPEr r or PGPKeyl t er Next (
PGPKeyl t er Ref iter,
PGPKey Ref *key );
Arguments
iter the target iterator
key the receiving field for the resultant key
Description

Moves the specified iterator forward by one, and yields the resultant key.

Errors
kKPGPError _EndOflteration

Notes, Warnings, and Tips
This function is the equivalent of

PGPKeyl ter Move( iter, 1, &key );
If KPGPError _EndCf I t erati on is returned, then key will be setto ( PGPKeyRef * ) NULL.

If KPGPError _EndOf It er ati on is returned, then the resultant key may have been deleted.

PGPKeylterNextSubKey
PGPEr r or PGPKeyl t er Next SubKey (
PGPKeyl t er Ref iter,
PGPSubKey Ref *subKey );
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Arguments

iter the target iterator

subKey the receiving field for the resultant sub-key
Description

Moves the specified iterator forward by one, and yields the resultant sub-key associated with the current key.

Errors
kPGPError _EndOf I teration

Notes, Warnings, and Tips
If KPGPError _EndOf I terati on is returned, then subKey will be setto ( PGPSubKeyRef * ) NULL.

If KPGPError _EndCOf I t erati on is returned, then the resultant sub-key may have been removed.

PGPKeylterNextUIDSig
PGPETr r or PGPKeyl t er Next Ul DSi g(
PGPKeyl t er Ref iter,
PGPSi gRef *sig );
Arguments
iter the target iterator
sig the receiving field for the resultant signature
Description

Moves the specified iterator forward by one, and yields the resultant signature associated with the current user
ID of the current key.

Errors
kPGPEr r or _BadPar ans

The current key has no associated user ID, or the associated user ID has been removed.
kPGPError _EndOf I teration

Notes, Warnings, and Tips
If KPGPError EndCOf It erati on isreturned, then si g will be setto ( PGPSi gRef * ) NULL.

PGPKeylterNextUserlD
PGPETr r or PGPKeyl t er Next User | I
PGPKeyl t er Ref iter,
PGPUser | DRef *userlD);
Arguments
iter the target iterator
user| D the receiving field for the resultant user | D
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Description
Moves the specified iterator forward by one, and yields the resultant user ID associated with the current key.

Errors
kPGPEr r or _BadPar ans

The current key has no associated user ID, or the associated user ID has been removed.
kPGPError _EndOFlteration

Notes, Warnings, and Tips
If KPGPError _EndOf It erati on is returned, then user | D will be setto ( PGPUser | DRef * ) NULL.

PGPKeylterPrev
PGPEr r or PGPKeyl t er Prev(
PGPKeyl t er Ref iter,
PGPKey Ref *key );
Arguments
iter the target iterator
key the receiving field for the resultant key
Description

Moves the specified iterator backward by one, and yields the resultant key.

Errors
kPGPError _EndOFlteration

Notes, Warnings, and Tips
This function is the equivalent of

PGPKeyl t er Move( iter, -1, &key );
If KPGPError _EndCOf It eration is returned, then key will be setto ( PGPKeyRef * ) NULL.

If KPGPEr ror _EndCOf I t erati on is returned, then the resultant key may have been deleted.

PGPKeylterPrevSubKey
PGPEr r or PGPKeyl t er Pr evSubKey (
PGPKeyl t er Ref iter,
PGPKey Ref *key );
Arguments
iter the target iterator
key the receiving field for the resultant sub-key
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Description

Moves the specified iterator backward by one, and yields the resultant sub-key associated with the current
key.

Errors
kPGPError _EndOf I terati on

Notes, Warnings, and Tips
If KPGPError EndOf I t erati on is returned, then the resultant sub-key may have been removed.

PGPKeylterPrevUIDSig
PGPEr r or PGPKeyl t er PrevUl DSi g(
PGPKeyl t er Ref iter,
PGPSi gRef *sig );
Arguments
iter the target iterator
sig the receiving field for the resultant signature
Description
Moves the specified iterator backward by one, and yields the resultant signature associated with the

current user ID of the current key.

Errors
kPGPEr r or _BadPar ans

The current key has no associated user ID, or the associated user ID has been removed.
kPGPError _EndOf I terati on

Notes, Warnings, and Tips
If KPGPError _EndOf I teration isreturned, then si g will be setto ( PGPSi gRef * ) NULL.

PGPKeylterPrevUserlD
PGPEr r or PGPKeyl t er PrevUser | D(
PGPKeyl t er Ref iter,
PGPUser | DRef *userlD);
Arguments
iter the target iterator
userl D the receiving field for the resultant user ID
Description

Moves the specified iterator forward by one, and yields the resultant user ID associated with the current key.
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Errors
kPGPEr r or _BadPar ans

The current key has no associated user ID, or the associated user ID has been removed.
kPGPError _EndOflteration

Notes, Warnings, and Tips
If KPGPError _EndOF I teration isreturned, then user | D will be setto ( PGPUser | DRef * ) NULL.

PGPKeylterRewind
PGPETr r or PGPKeyl t er Rewi nd(
PGPKeyl t er Ref iter );
Arguments
iter the target iterator
Description

Resets the iterator to point to the first key in the list.

PGPKeylterRewindSubKey

PGPEr r or PGPKeyl t er Rewi ndSubKey (
PGPKeyl t er Ref iter );
Arguments
iter the target iterator
Description

Resets the iterator to point to the first sub-key associated with the current key.

PGPKeylterRewindUIDSig

PGPEr r or PGPKeyl t er Rewi ndUI DSi g(
PGPKeyl t er Ref iter );
Arguments
iter the target iterator
Description

Resets the iterator to point to the first signature associated with the current user ID of the current key.

PGPKeylterRewindUserlD

PGPEr r or PGPKeyl t er Rewi ndUser | X
PGPKeyl t er Ref iter );
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Arguments
iter the target iterator

Description
Resets the iterator to point to the first user ID associated with the key.

Default Private Key Functions

PGPSetDefaultPrivateKey

PGPETr r or PGPSet Def aul t Pri vat eKey(
PGPKey Ref key );
Arguments
key the target key
Description

Sets the default private key (nominally used for signing) to the specified key.

Errors
kPGPEr r or _KeyExpi red

kPGPEr r or _KeyRevoked
kPGPError _Itenl sReadOnl y

Notes, Warnings, and Tips

The target key must be a secret key (kPGPKeyPr opl sSecr et ), and must be able to sign
(kPGPKeyPr opCansSi gn).

The target key is forced to be axiomatically trusted (no passphrase is required).

PGPGetDefaultPrivateKey

PGPEr r or PGPGet Def aul t Pri vat eKey(
PGPKey Set Ref keySet,
PGPKey Ref *key );
Arguments
keySet the target key set
key the receiving field for the associated default private key
Description
Obtains the default private key, which is used for signing, for the key database associated with the specified
key set.
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Errors
kPGPEr r or _I t enNot Found

Notes, Warnings, and Tips

The current implementation treats the look-up key set as an indirect parameter that references a key
database, rather than as an explicit destination.

The indirect nature of this interface is likely to change in a future version, and will almost certainly involve
changes to this function’s parameterization.

Key User-Defined Data Functions

The PGPsdk provides the PGPsdk developer with a mechanism by which arbitrary data may be associated
with keys and key elements. This data is of type PGPUser Val ue, and can be used for housekeeping, as
pointers to data structures, or for any other user-defined purpose. When a key is first imported, all of these
values are initialized to zero. These values are not saved with the key - they are only valid while the key or key
element is in-memory.

PGPSetKeyUserVal
PGPEr r or PGPSet KeyUser Val (
PGPKey Ref key,
PGPUser Val ue user Val ue );
Arguments
key the key with which the user value will be associated
user Val ue the user data
Description

Associates a user-defined value or data structure with the specified key, provided that key is still in memory.

PGPSetSubKeyUserVal
PGPEr r or PGPSet SubKeyUser Val (
PGPSubKey Ref subkey,
PGPUser Val ue user Val ue );
Arguments
subkey the sub-key with which the user value will be associated
user Val ue the user data
Description
Associates a user-defined value or data structure with the specified sub-key, provided that sub-key is still in
memory.
PGPSetSigUserVal
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PGPETr r or PGPSet Si gUser Val (
PGPSi gRef sig,
PGPUser Val ue user Val ue );
Arguments
sig the signature with which the user value will be associated
user Val ue the user data
Description
Associates a user-defined value or data structure with the specified signature, provided that signature is still in
memory.
PGPSetUserlDUserVal
PGPErr or PGPSet User | DUser Val (
PGPUser | DRef user | D,
PGPUser Val ue user Val ue );
Arguments
user| D the user ID with which the user value will be associated
user Val ue the user data
Description
Associates a user-defined value or data structure with the specified user ID, provided that user ID is still in
memory.
PGPGetKeyUserVal
PGPEr r or PGPGet KeyUser Val (
PGPKey Ref key,
PGPUser Val ue *user Val ue );
Arguments
key the target key
user Val ue the receiving field for the user data
Description

Obtains the user data associated with the specified key (if any), and places it into the specified

field.

Notes, Warnings, and Tips
Any associated user data is always initialized to zeroes upon creation of a PGP data type instance.

PGPGetSubKeyUserVal
PGPET r or PGPCGet SubKeyUser Val (
PGPSubKey Ref subkey,
PGPUser Val ue *user Val ue );
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Arguments

subkey the target sub-key

user Val ue he receiving field for the user data
Description

Obtains the user data associated with the specified sub-key (if any), and places it into the specified field.

Notes, Warnings, and Tips
Any associated user data is always initialized to zeroes upon creation of a PGP data type instance.

PGPGetSigUserVal
PGPEr r or PGPCet Si gUser Val (
PGPSi gRef si g,
PGPUser Val ue *user Val ue );
Arguments
sig the target signature
user Val ue the receiving field for the user data
Description

Obtains the user data associated with the specified signature (if any), and places it into the specified field.

Notes, Warnings, and Tips
Any associated user data is always initialized to zeroes upon creation of a PGP data type instance.

PGPGetUserlDUserVal
PGPEr r or PGPCGet User | DUser Val (
PGPUser | DRef user | D,
PGPUser Val ue *user Val ue );
Arguments
userl D the target user ID
user Val ue the receiving field for the user data
Description

Obtains the user data associated with the specified User ID (if any), and places it into the specified field.

Notes, Warnings, and Tips
Any associated user data is always initialized to zeroes upon creation of a PGP data type instance.
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KeyID Functions

PGPImportKeylD
PGPEr r or PGPl npor t Keyl X
voi d const *dat a,
PGPKeyl D *keyl D );
Arguments
dat a the key ID data to import
keyl D the receiving field for the resultant key ID
Description

Imports the key ID.

Notes, Warnings, and Tips

dat a must be in the format produced by PGPExpor t Keyl D, and must reference a buffer of at least
kPGPMaxExport edKeyl DSi ze bytes in length

PGPEXxportKeylD
PGPEr r or PGPExpor t Keyl X
PGPConst Key| DRef ref,
PGPByt e export edDat a]
kPGPMaxExport edKeyl DSi ze ],
PGPSi ze *exportedLength );
Arguments
r ef the reference of the key ID to be exported
export edDat a the receiving field for the exported key ID data
exportedLengt h the receiving field for the resultant length of the exported key ID
data
Description
Exports the key ID.
PGPGetKeylDString
PGPETr r or PGPCGet Keyl DSt ri ng(

PGPConst Keyl DRef ref,
PGPKeyl DSt ri ngType type,
char out String[
kPGPMaxKeyl DSt ri ngSi ze | );

Arguments
r ef the target key ID
type the type of key ID string to return, which recognizes
kPGPKeyl DString_. .. values (see Table IlI-6)
outString the receiving field for the associated key ID string
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Description
Retrieves the string associated with the specified key ID.

Errors
kPGPEr r or _Buf f er TooSmal |

PGPGetKeylDFromString

PGPEr r or PGPCGet Keyl DFr ont ri ng(
const char *string,
PGPKey| D *keyl D );
Arguments
string the target string
keyl D the receiving field for the resultant key ID
Description

Creates a key ID corresponding to the specified key string.

PGPGetKeyByKeylD
PGPEr r or PGPCGet KeyByKey!l X
PGPKey Set Ref keySet,
PGPKeyl D const *keyl D,

PGPPubl i cKeyAl gorithm
pubKeyAl gorithm

PGPKey Ref *key );
Arguments
key Set the look-up key set
keyl D the target keylD
pubKeyAl gorithm the public key algorithm used to generate the target keylD, which
recognizes kPGPPubl i cKeyAl gorithm _... values
(see Table IV-5)
key the receiving field for the resultant key
Description

Searches the key database associated with the specified key set for the key whose keylD and public key
algorithm match those specified. This is especially useful for finding the keys of signing users.

Notes, Warnings, and Tips

Specifying the public key algorithm as kPGPPubl i cKeyAl gorithm I nvalid causes itto be ignored as a
selection criteria.

The current implementation treats the look-up key set as an indirect parameter that references a key
database, rather than as an explicit destination. Because of key set filtering and the "live" nature of its
resultant view-style key sets, the resultant key may or may not appear in the specified look-up key set,
depending upon its filtering criteria.
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The indirect nature of this interface is likely to change in a future version, and will almost certainly involve
changes to this function’s parameterization.

Sample Code
PGPKeyl D keyl D
PGPKey Ref key;
PGPl nt 32 t npPubKeyAl g;
PGPPubl i cKeyAl gorithm pubKeyAl g;

if ( IsntPGPError( PGPGet Keyl DOf Certifier( sigRef, &eylD) ) )
{
PGPGet Si gNunber ( si gRef, kPGPSi gPropAl gl D, &t npPubKeyAl g );
pubKeyAl g = ( PGPPublicKeyAl gorithm)tnpPubKeyAl g;
if ( IsntPGPError( PGPGet KeyByKeyl D(al | Keys, &keyl D, pubKeyAl g, &key )
{
return( key );
}

}
return( kPGPError_ItenmNot Found );

PGPGetKeylDFromKey
PGPEr r or PGPCet Key| DFr onKey (
PGPKey Ref key,
PGPKeyl D *keyl D );
Arguments
key the target key
keyl D the receiving field for the resultant key ID
Description

Creates a key ID corresponding to the specified key.

PGPGetKeylDFromSubKey

PGPEr r or PGPGet Key| DFr onSubKey (
PGPKey Ref subkey,
PGPKeyl D *keyl D );
Arguments
subkey the target sub-key
keyl D the receiving field for the resultant key ID
Description

Creates a key ID corresponding to the specified sub-key.

PGPGetKeylDOfCertifier

PGPET r or PGPGet Key!l DOF Cer ti fi er (
PGPSi gRef si g,
PGPKey| D “keyl D );
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Arguments

sig the target signature

keyl D the receiving field for the associated KeylD
Deseription

Retrieves the KeyID of the specified signature.

PGPGetindexedAdditionalRecipientRequestKeylD

PGPEr r or PGPCGet | ndexedAddi ti onal Reci pi ent Request Keyl I
PGPKey Ref baseKey,
PGPUI nt 32 i ndex,
PGPKeyl D const *arr Keyl D,
PGPByt e *arr Keyd ass );
Arguments
baseKey the target key
i ndex the index (zero-based) of the target additional recipient key ID
arrKeyl D the receiving field for the n™ additional recipient request key ID
arr Keyd ass the receiving field for the class of the n™ additional recipient

request key

Description

Provides a means of indexing through the available additional recipient request key IDs and retrieving each
additional recipient request key ID and its class.

Errors
kPGPEr r or _I t enNot Found

kPGPErr or _Qut O Ri ngs

Sample Code
(See the example for PGPCGet | ndexedAddi t i onal Reci pi ent Request)

PGPCompareKeylDs

PGPI nt 32 PGPConpar eKeyl Ds(
PGPConst Keyl DRef keyl,
PGPConst Keyl DRef key?2);

Arguments
keyl keylD
key?2 keylD
Description

Compares the key IDs, and returns - 1, 0, or 1 depending upon whether key1 is less than key2, key1
equals key?2, or key1l is greater than key2.
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PGPGetKeyContext
PGPCont ext Ref PGPCGet KeyCont ext (
PGPKey Ref key );
Arguments
key the target key
Description

Returns the context associated with the specified key.

Notes, Warnings, and Tips

Inside the PGPsdk

If the specified key is invalid, then the returned context reference value is set to kl nval i dPGPCont ext Ref .

PGPGetSubKeyContext
PGPCont ext Ref PGPCGet SubKeyCont ext (
PGPSubKey Ref subKey );
Arguments
subKey the target sub-key
Description

Returns the context associated with the specified sub-key.

Notes, Warnings, and Tips

If the specified sub-key is invalid, then the returned context reference value is set to

kl nval i dPGPCont ext Ref .

PGPGetUserlDContext
PGPCont ext Ref PGPCGet User | DCont ext (
PGPUser | DRef userl D );
Arguments
userl D the target user ID
Description

Returns the context associated with the specified user ID.

Notes, Warnings, and Tips

If the specified user ID is invalid, then the returned context reference value is set to

kl nval i dPGPCont ext Ref .
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PGPGetKeySetContext
PGPCont ext Ref PGPCet Key Set Cont ext (
PGPKey Set Ref keySet );
Arguments
key Set the target keySet
Description

Returns the context associated with the specified key set.

Notes, Warnings, and Tips

If the specified key set is invalid, then the returned context reference value is set to
kl nval i dPGPCont ext Ref .

PGPGetKeyListContext
PGPCont ext Ref PGPCGet KeyLi st Cont ext (
PGPKeyLi st Ref keyLi st );
Arguments
keyLi st the target key list
Description

Returns the context associated with the specified key list.

Notes, Warnings, and Tips

If the specified key list is invalid, then the returned context reference value is set to
kl nval i dPGPCont ext Ref .

PGPGetKeylterContext
PGPCont ext Ref PGPCet Keyl t er Cont ext (
PGPKeyl t er Ref keylter );
Arguments
keylter the target key iterator
Description

Returns the context associated with the specified key iterator.

Notes, Warnings, and Tips

If the specified key iterator is invalid, then the returned context reference value is set to
kl nval i dPGPCont ext Ref .
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IV Function Reference - Ciphering and
Authentication Functions

Introduction

The PGPsdk provides high-level, algorithm-independent cryptographic functions for encrypting, decrypting,
hashing, signing, and verifying messages and data. These not only free applications from having to be aware
of the particular algorithm being used, but also allow new algorithms to be supported as they become
available. Function prototypes are listed in the public header file pgpEncode. h. In most cases, inputs and
outputs can be specified as any arbitrary combination of memory buffers and/or data files.

The PGPsdk also provides low-level cryptographic functions for developers who have special requirements, or
require greater control over ciphering and authentication activities. Function prototypes are listed in the public
header files pgpCBC. h, pgpCFB. h, pgpHash. h, pgpPublicKey. h, and pgpSynmmetri cCi pher. h.
pgpCFB. h, pgpHash. h, Oand pgpSynmmet ri cCi pher. h also appear as #i ncl ude directives in
pgpEncode. h, since the high-level functions are based on cipher feedback methodology.

Certain PGPsdk functions - most notably decryption and key generation (see Chapter Ill) - require a significant
amount of time to complete. To facilitate control and progress tracking, these functions support an event and
callback mechanism. This same mechanism also provides for prompting of required information when
required for example, file specifications, passphrases.

Header Files
pgpEncode. h
pgpCBC. h
pgpCFB. h
pgpHash. h
pgpPubl i cKey. h
pgpSynetri cC pher.h

Constants and Data Structures
Table IV-1: Event Type Values.

Event Type Constant Event Description
kPGPEvent _Nul | Event Progress notification
kPGPEvent I nitial Event Initial event
kPGPEvent _Fi nal Event Fi nal event

kPGPEvent _Error Event An error occurred
kPGPEvent _War ni ngEvent War ni ng event
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kPGPEvent _Ent r opyEvent More entropy is needed
kPGPEvent _PassphraseEvent A passphrase i s needed
kPGPEvent _| nsert KeyEvent Smart card must be inserted
kPGPEvent _Anal yzeEvent Initial analysis event, before any out put
kPGPEvent _Reci pi ent sEvent Recipient list report, before any output
kPGPEvent _KeyFoundEvent Key packet found
kPGPEvent _CQut put Event CQut put specification needed
kPGPEvent _Si gnat ur eEvent Signature status report
kPGPEvent _Begi nLexEvent Initial event per lexical unit
kPGPEvent EndLexEvent Final event per lexical unit
kPGPEvent _Recur si onEvent Notification of recursive job creation
kPGPEvent _Det achedSi gnat ur eEvent Need i nput for verification of detached
signature
kPGPEvent _KeyGenEvent Key generation progress
kPGPEvent _KeySer ver Event Key Server progress
kPGPEvent _KeyServer Si gnEvent Key Server passphrase
Table IV-2: Lexical Section Type Values.
Section Type Constant Section Type Description
kPGPAnal yze_Det achedSi gnat ur e Det ached si gnature
kPGPAnal yze_ Encrypt ed Encrypt ed nessage
kPGPAnal yze_Key Key data
kPGPAnal yze_Si gned Si ghed nessage
kPGPAnal yze_Unknown Non- PGP nessage

Table IV-3: Hash Algorithm Selection Values.

Hash Algorithm Constant

kPGPHashAl gorithm I nvalid

kPGPHashAl gorit hm MD5

kPGPHashAl gorithm Rl PEMD160

kPGPHashAl gorit hm SHA

kPGPHashAl gorit hm SHADoubl e

Table IV-4. Symmetric Cipher Algorithm Selection Values.

Symmetric Cipher Algorithm Constant

kPGPCi pher Al gori t hm None

kPGPCi pher Al gori t hm CAST5

kPGPCi pher Al gorithm | DEA

kPGPCi pher Al gori t hm 3DES

Table IV-5: Public Key Algorithm Selection Values.

Public Key Algorithm Constant

kPGPPubl i cKeyAl gorithm Invalid

kPGPPubl i cKeyAl gorit hm El Ganal (a.k.a.Diffie-Hellman)

kPGPPubl i cKeyAl gorit hm DSA

kPGPPubl i cKeyAl gorit hm RSA

kPGPPubl i cKeyAl gorit hm RSAEncrypt Only

kPGPPubl i cKeyAl gorit hm RSASi gnOnly

Table IV-6: Public Key Message Format Values

Public Key Message Format Constant

kPGPPubl i cKeyMessageFor mat _ PGP

kPGPPubl i cKeyMessageFor mat _PKCS1

Table IV-7: Key Trust Values.

Trust Value Constant
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kPGPKeyTr ust _Mask

kPGPKeyTr ust _Undef i ned

kPGPKeyTr ust _Unknown

kPGPKeyTr ust _Never

kPGPKeyTr ust _Mar gi nal

kPGPKeyTrust _Conpl et e

kPGPKeyTrust _U tinate

Table IV-7b: Name Trust Values.

Trust Value Constant

kPGPNameTr ust _Mask

kPGPNameTr ust _Unknown

kPGPNameTrust _Untrust ed

kPGPNanmeTr ust _Mar gi nal

kPGPNameTrust _Conpl et e

Table IV-8: Validity Level Values.

Validity Level Values

kPGPVal i di ty_Unknown

kPGPVal i dity_Invalid

kPGPVal i di ty_Mar gi nal

kPGPVal i dity_ Conpl ete

Table IV-9: Line Ending Option Values.

Line Ending Option Constant

kPGPLi neEnd_CR

kPGPLi neEnd_CRLF

kPGPLi neEnd_Def aul t

kPGPLi neEnd_LF

Table IV-10:Local Encoding Option Values.

Local Encoding Constant

kPGPLocal Encodi ng_Aut o***

kPGPLocal Encodi ng_Force***

kPGPLocal Encodi ng_NoMacBi nCRCOkay

kPGPLocal Encodi ng_None

***kPGPLocal Encodi ng_For ce and kPGPLocal Encodi ng_Aut o are mutually exclusive.

Table IV-11:Valid PGPOptionListRef Options for PGPAddUserID.

Function Name

PGPOPassphr ase

PGPOPassphr aseBuf f er

Table IV-11b: ValidPGPOptionListRef Options for PGPDecode.

Function Name

PGPQAI | ocat edQut put Buf f er

PGPOAppendQut put

PGPODecodeOnl yOne

PGPODet achedSi g

PGPODI scar dQut put

PGPCEvent Handl er

PGPOFai | Bel owal i dity

PGPA nport KeysTo

PGPA nput Buf f er

PGPA nput Fi |l e

PGPA nput FSSpec
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PGPOKey Set Ref

PGPOLocal Encodi ng

PGPQOQut put Buf f er

PGPOQut put Fi l e

PGPOQut put FSSpec

PGPQOQut put Li neEndType

PGPOPassphr ase

PGPOPassphr aseBuf f er

PGPOPassThr oughl f Unr ecogni zed

PGPOSendEvent | f KeyFound

PGPCSendNul | Event s

PGPOWAr nBel owval i dity

Table IV-11c: Valid PGPOptionListRef Options for PGPEncode.

Function Name

PGPQAI | ocat edQut put Buf f er

PGPQAppendQut put

PGPQOAr nor Qut put

PGPQAskUser For Ent r opy

PGPCOCi pher Al gorithm

PGPCOCI ear Si gn

PGPOConment St ri ng

PGPOConpr essi on

PGPOConvent i onal Encr ypt

PGPQODat al sASCI |

PGPCDet achedSi g

PGPODI scar dQut put

PGPCENcr ypt ToKey

PGPCENcr ypt ToKey Set

PGPCENcr ypt ToUser | D

PGPCOEvent Handl er

PGPOFai | Bel owal i dity

PGPOFor Your EyesOnl y

PGPCHashAl gorithm

PGPA nput Buf f er

PGPA nput Fi l e

PGPA nput FSSpec

PGPOLocal Encodi ng

PGPOON t M MEVer si on

PGPQOQut put Buf f er

PGPOQut put Fi l e

PGPQOQut put Fi | eFSSpec

PGPQOQut put Li neEndType

PGPOPassphr ase

PGPOPassphr aseBuf f er

PGPOPGPM MEENcodi ng

PGPORawWPGPI nput

PGPCsendNul | Event s

PGPOSI gnW t hKey

PGPOVer si onStri ng

PGPOWAr nBel owval i dity

Table IV-11d: Valid PGPOptionListRef Options for PGPExportKeySet.

Function Name
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PGPQAI | ocat edQut put Buf f er

PGPOComment Stri ng

PGPODI scar dQut put

PGPCEvent Handl er

PGPOEXport Pri vat eKeys

PGPOQut put Buf f er

PGPOQut put Fi |l e

PGPOQut put FSSpec

PGPCsSendNul | Event s

PGPOVer si onStri ng

Table IV-11le: ValidPGPOptionListRef Options for PGPGetKeyEntropyNeeded.

Function Name

PGPCKey GenFast

PGPOKey GenPar ans

Table IV-11f: Valid PGPOptionListRef Options for PGPGenerateKey.

Function Name

PGPCEvent Handl er

PGPOEXpi rati on

PGPCKey GenFast

PGPOAddi ti onal Reci pi ent Request KeySet

PGPCKey GenNane

PGPOKey GenPar ans

PGPOKey Set Ref

PGPOPassphr ase

PGPOPr ef err edAl gori t hns

Table IV-11g: ValidPGPOptionListRef Options for PGPGenerateSubKey.

Function Name

PGPCEvent Handl er

PGPOEXpi rati on

PGPCKey GenFast

PGPOKey GenVast er Key

PGPOKey GenPar ans

PGPOPassphr ase

Table IV-11h: ValidPGPOptionListRef Options for PGPImportKeySet.

Function Name

PGPCEvent Handl er

PGPA nput Buf f er

PGPA nput Fi |l e

PGPA nput FSSpec

PGPOLocal Encodi ng

| PGPCSendNul | Event s

Table IV-11i: Valid PGPOptionListRef Options for PGPRevokeKey.

Function Name

PGPOPassphr ase

PGPOPassphr aseBuf f er

Table IV-11j: Valid PGPOptionListRef Options for PGPRevokeSubKey.

Function Name

PGPOPassphr ase

PGPOPassphr aseBuf f er

Table IV-11k: ValidPGPOptionListRef Options for PGPRevokeSig.
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Function Name

PGPOPassphr ase
PGPOPassphr aseBuf f er
Table IV-11I: Valid PGPOptionListRef Options for PGPSignUserID.
Function Name
PGPOPassphr ase

PGPOPassphr aseBuf f er

PGPCOEXpi rati on

PGPCEXport abl e

PGPCOSI gTr ust

PGPOSI gRegul ar Expr essi on

Events and Callbacks

The PGPOEvent Handl er option allows the calling application to request callbacks when various events
occur, and to define the function (event handler) that is the target of the callback. While an event handler is
usually not needed for encryption operations, it is often needed for decryption operations.

An event handler serves two purposes-it provides naotification to the calling application that an event has
occurred, and provides a mechanism for the calling application to affect processing (in a predefined manner).
Notification includes a pointer to a PGPEvent data type that, depending on the type of event, provides
detailed information about the cause of the event. The calling application can then respond appropriately,
which may or may not intervene and affect the course of further processing. If the calling application wishes to
intervene, it can abort the job by returning an error code (a value other than kPGPEr r or _NoEr r , except in the
cases Of kPGPEvent _Error Event and kPGPEvent _Anal yzeEvent ). Additionally, depending on the
type of event, it can modify the processing context by invoking PGPAddJobOpt i ons.

All event handlers are declared as

PGPError nyEvent s( PGPCont ext Ref pgpCont ext ,
PGPEvent *event,
PGPUser Val ue user Val ue) ;

The pgpCont ext argument is the reference to the context of the job posting the event. The event
argument references a PGPEvent data type, which is described in Table IV-11a. The ver si on and
next Event members are currently reserved for internal use. The j ob member references the currently
active encode or decode activity. The t ype member identifies the event being posted, and recognizes
kPGPEvent _. .. values (see Table IV-1). The dat a member is a uni on of the event-specific data
structures, and these are described in Table IV-11b through Table 1V-11p.

The cailing application can modify the processing context by invoking PGPAddJobOpt i ons as
PGPEr r or PGPAddJobOpt i ons( PGPJobRef job, ... );

The value of the j ob argument is that of the PGPEvent argument’s j ob member. Additional

PGPOpt i onLi st Ref arguments are specified similarly to the way they are passed to PGPEncode and
PGPDecode. However, only certain options can be set after each type of event, and these are listed in Table
IV-11a through Table 1V-11]|.

Common Cipher Events

kPGPEvent _InitalEvent
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Sent before all other events. Implies initiation of the job.

Data
voi d

Options
None

kPGPEvent_WarningEvent

Sent whenever a non-fatal error occurs during processing. The associated event data always includes the
error code, and for certain warnings includes an error-specific argument. Unlike KPGPEvent _Err or Event,
the value returned by the event handler is not ignored, and so a value other than KPGPEr r or _NoEr r  will
abort the job.

Data
typedef struct PGPEvent War ni ngDat a_

{

PGPEr r or war ni ng;

voi d *war ni ngAr g;
}  PGPEvent War ni ngDat a;

Options
None

kPGPEvent ErrorEvent

Sent whenever a fatal error occurs during processing. The associated event data always includes the error
code, and for certain errors includes an error-specific argument. Upon return from the event handler, the job
will always abort and return the initial error code-the value returned by the event handler is ignored.

Data
typedef struct PGPEvent ErrorData_
{
PGPEr r or error;
voi d *errorArg;
}  PGPEvent Error Dat a;
Options
None

kPGPEvent NullEvent

Sent during the course of key set import/export and encode/decode processing if explicitly requested with
PGPCsendNul | Event s (see PGPExpor t KeySet, PGPl nport KeySet, PGPDecode, and PGPEncode).

Automatically sent during signature checking and certain key server processing (see
PGPCheckKeyRi ngSi gs, PGPDel et eFr onKeySer ver, PGPDi sabl eFr onKeySer ver,

PGPQuer yKeySer ver,and PGPUpl oadToKeySer ver).
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The event data allows the PGPsdk developer to determine the sending function’s progress and completion
percentage. Its members should be treated as relative, unscaled quantities - they are not necessarily byte
guantities. In all cases, the completion percentage is calculated as follows:

doubl e  conpl eti onPercent;

if (event->type = kPGPEvent _Nul | Event)

{
if (event->nul | Dat a. byt esTotal != 0)

{

( 100 * event->nul | Data. bytesWitten ) /
event - >nul | Dat a. byt esTotal );

conpl eti onPer cent

conpl eti onPercent = 100;

}

Progress tracking that involves compressed input files is rarely linear, since it tracks access of the
compressed data, and not the decompression and processing of the resultant expanded data.

Data
typedef struct PGPEvent Nul | Dat a_
{
PGPFi | eOF f set bytesWitten;
PGPFi | eOF f set byt esTot al ;
} PGPEvent Nul | Dat a;
Options
None

kPGPEvent OutputEvent

If the initial call to PGPDecode did not include an output specification option, then this event will be sent
whenever a new section of the message is encountered. This allows the application total flexibility in routing
each output section.

If the initial call to PGPDecode did include an output specification option, then this event will not be sent and

all output will go to the specified location. However, keys are handled as described in
kPGPEvent _KeyFoundEvent .

The nessageType indicates whether the section is text, data, or non-PGP. The suggest edNane argument
specifies the name the encrypted or signed file had when it was encrypted. The f or Your EyesOnl y flag is
TRUE if the encryption specified the PGPOFor Your EyesOnl y option.

The event handler should use this information to specify a processing option appropriate for the output of the
section. These options include:

» write the output to afile

» write the output to a buffer

» discard the output

The event handler should return an error if it cannot set an output option.

Data
typedef struct PGPEvent Qut put Data_
{
PGPUI nt 32 messageType;
char *suggest edNane;

PGPBool ean for Your EyesOnl y;
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Options

Write the output to a file:
* PGPOOutputFile
* PGPOOutputFSSpec (MacOs platforms only)
* PGPOAppendOutput

Write the output to a buffer:
* PGPOAllocatedOutputBuffer
* PGPOOutputBuffer
* PGPOAppendOutput

Discard the output:
* PGPODiscardOutput

kPGPEvent FinalEvent

Sent after all other events. Implies termination of the job.

Data
void

Options
None

PGPEncode-only Events

kPGPEvent EntropyEvent

Inside the PGPsdk

Sent if more entropy is needed for signing or encrypting, and indicates the minimum number of entropy bits
that the event handler should add to the random pool (see Chapter V for descriptions of the available random

number pool management functions). For example:
whi l e (! PGPGlobal RandonPool HasM ni munEnt ropy( ) );

{

PGPGlobal RandonPool AddKeyst r oke( nyGet KeystrokeFunction( ) );

}

Data
typedef struct PGPEvent EntropyData_
{
PGPUI nt 32 ent r opyBi t sNeeded;
} PGPEvent EntropyDat a;
Options

None
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PGPDecode-only Events

kPGPEvent BeginLexEvent

Sent whenever a new lexical section is encountered in the input. A lexical section is a block of data delimited
by ---BEG@ N PGP and---END PGP (ASCII input; binary input has only one section). The zero-based
secti onNunber value indicates which section has been encountered.

Data
typedef struct PGPEvent Begi nLexDat a_

{
PGPUI nt 32  secti onNunber;

PGPSi ze sectionOf f set;
} PGPEvent Begi nLexDat a;

Options
None

kPGPEvent _AnalyzeEvent

Sent immediately after a Begi nLexEvent to identify the type of the current lexical section. This allows the
event handler to decide if it should skip this lexical section, but not abort the whole job, by returning the special
error value KPGPEr r or _Ski pSect i on.

sectionType recognizes kPGPAnal yze_. .. values (see Table IV-2).

Data
typedef struct PGPEvent Anal yzeData_

{
PGPAnal yzeType sectionType;

} PGPEvent Anal yzeDat a;

Options
None

kPGPEvent _RecipientsEvent
Sent immediately after an Anal yzeEvent to describe the recipient(s) of the message. Generally,

there can be three types of recipients:
» keys that are on the active keyring
» Kkeys that are not on the active keyring
e conventional encryption passphrases
Determination of which keys are present is based upon a search of the key set specified in the

PGPOKey Set Ref option passed to PGPDecode. Generally, this key set will have resulted from opening the
default keyring (see PGPOpenDef aul t KeyRi ngs, PGPopenKeyRi ng, and PGPOpenKeyRi ngPai r).

reci pi ent set identifies the set of keys required to decrypt the message, and which are currently available.
convent i onal PassphraseCount indicates how many different passphrases the message is encrypted to
(typically zero or one). keyCount indicates the number of keys required to decrypt the message that are not
currently available, and these are identified by key| D in the referenced key| DAr r ay.
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Data
typedef struct PGPEvent Reci pi entsData_
{
PGPKey Set Ref reci pi ent Set;
PGPUI nt 32 conventi onal PassphraseCount ;
PGPUI nt 32 keyCount ;
PGPKeyl D const *keyl DArray;
} PGPEvent Reci pi ent sDat a;
Options
None

kPGPEvent EndLexEvent

Sent whenever a lexical section is completed (see the Begi nLexEvent description for how sections are
defined). The zero-based sect i onNunber value indicates which section has been completed.

Data
typedef struct PGPEvent EndLexDat a_
{
PGPUI nt 32  secti onNunber;
} PGPEvent EndLexDat a;
Options
None

kPGPEvent KeyFoundEvent

Sent whenever all of the following are TRUE:
« akeyis found in the input data
* the PGPA nmport KeysTo option was not specified, telling the job where to put the key
* the PGPOSendEvent | f KeyFound option was specified
keySet holds the key found in the input data, and this key set is automatically freed upon return. The event

handler code can process the key in anyway it sees fit, but will usually choose to merge the key into some key
set (see PGPAddKeys).

Data
typedef struct PGPEvent KeyFoundDat a_
{
PGPKey Set Ref keySet ;
}  PGPEvent KeyFoundDat a;
Options

PGPA npor t KeysTo
PGPOSendEvent | f KeyFound

kPGPEvent PassphraseEvent

Sent if a passphrase is needed for decrypting (posted by PGPDecode), either to unlock a decryption key or
to decrypt a conventionally encrypted message. The event handler should invoke PGPAddJobOpt i ons
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specifying the PGPOPassphr ase or PGPOPassphr aseBuf f er option, or return KPGPEr r or - User Abor t
if no passphrase is available.

If a passphrase is needed for a conventionally encrypted message, then the f conventional flagi S
TRUE, and keyset isignored. Otherwise, keyset includes the key(s) for which a passphrase is needed.

If a passphrase is needed for decryption, then keyser will hold multiple keys if the message can be
decrypted by multiple secret keys on the key ring. However, any passphrase which unlocks any of these
secret keys is acceptable as a response.

This event is sent repeatedly until a valid passphrase is received, or until the event handler aborts the job.
This allows the event handler to enforce a limit on the number of passphrase attempts.

Data
typedef struct PGPEvent PassphraseData_
{
PGPBool ean f Conventi onal ;
PGPKey Set Ref keyset ;
} PGPEvent Passphr asebDat a;
Options
PGPOPassphr ase

PGPOPassphr aseBuf f er

KPGPEvent_SignatureEvent

Sent for sighed messages to provide information about the signature status.

si gni ngKeyl D always contains the key ID of the signing key. si gni ngKey contains the signing key itself if
it is on the local key ring.

The key validity flags increase monotonically, that is, if one i s TRUE, then the flags preceding it

must also be TRUE:
» checked indicates that the key is available, and that the message is properly formatted
» verified indicates that the signature validated correctly

» keyPevoked, keyDi sabl ed, and keyExpi red indicate that the signing key is no longer
active

 keyValidity indicates the validity level of the signing key

The keyVal i dity flag is set based on the signing key’s validity in relation to the thresholds set by the
PGPDecode options PGPOFai | Bel owval i di ty and PGPoWar nBel owval i dity.

creati onTi me indicates when the key was signed.

Data
typedef struct PGPEvent Si gnatureData_
{
PGPKey!| D si gni ngKeyl D;
PGPKey Ref si gni ngKey;
PGPBool ean checked;
PGPBool ean verified;
PGPBool ean keyRevoked;
PGPBool ean keyDi sabl ed;
PGPBool ean keyExpi red;
PGPBool ean keyMeet sVal i di tyThreshol d;
PGPVal idity keyValidity;
PGPTi ne creationTi me;
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} PGPEvent Si gnat ur eDat a;

Options
PGPCEai | Bel owval i dity

PGPOWAr nBel owval i dity

kPGPEvent _DetachedSigEvent

Sent to notify the event handler that the input file contains a detached signature (a signature that is not
attached to the file it signs). The event handler must provide an input source to be signature-checked against
the detached signature. This can be any of the forms of input described among the options. The event handler
should set a PGPCDet achedSi g option with the input data to be checked as a sub-option.

Data
voi d

Options
PGPODet achedSi g with a sub-option of one of:
« PGPA nputFile
¢ PGPA nput FSSpec (MacOS platforms only)
e PGPA nput Buf f er

kPGPEvent KeyGenEvent

Sent during only key generation (so will never be sent during encrypt/decrypt), but is documented here for
completeness. Like kPGPEvent _Nul | Event, this event reports the progress of the key generation
process. If the event handler returns an error, then the key generation process aborts.

The state value indicates the state of the key generation process.

Data
typedef struct PGPEvent KeyGenData_
{
PGPUI nt 32 state;
PGPEvent KeyCGenDat a;
}
Options
None

KPGPEvent_KeyServerEvent

Like kPGPEvent _Nul | Event, this event reports the progress of the current key server request and allows
the PGPsdk developer to determine the progress and completion percentage. Its members.

The st at e value indicates the current point in the server request processing. The soFar andt ot al
members should be treated as relative, unscaled quantities - they are not necessarily byte quantities.

Data
typedef struct PGPEvent KeyServerData_
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{
PGPUI nt 32 state;
PGPUI nt 32 soFar;
PGPUI nt 32 total;

} PGPEvent KeySer ver Dat a;

Options
None

KPGPEvent _KeyServerSignEvent
Like kPGPEvent _Nul | Event, this event reports the progress of the key server signing process.

The st at e value indicates the current state of the key server signing process.

Data
typedef struct PGPEvent KeyServer Si gnData_
{
PGPUI nt 32 st at e;
} PGPEvent KeySer ver Si gnbDat a;
Options
None

Encode and Decode Functions

PGPDecode
PGPEr r or PGPDecode(
PGPCont ext Ref pgpCont ext ,
PGPOpt i onLi st Ref firstOption,
PGPOLast Option( void ) );
Arguments
pgpCont ext the target context
firstOption the initial option list instance

- subsequent option list instances

PGPOLast Option( void )
must always appear as the final argument to terminate the
argument list

Description
Decrypts a block of text according to the target context and specified options.

Errors
kPGPEr r or _Redundant Opti ons
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kPGPEr r or _M ssi ngPassphr ase

kPGPEr r or _Det achedSi gnat ur eFound

kPGPEr r or _Det achedSi gnat ur eW t hout Si gni ngKey
kPGPEr r or _Det achedSi gnat ur eW t hEncrypti on
kPGPEr r or _Nol nput Opti ons

kPGPError _Mul ti pl el nput Opti ons

kPGPError I nputFile

kPGPEr r or _NoOut put Opti ons

kPGPError _Mul ti pl eQut put Opti ons

kPGPEr r or _CQut put Buf f er TooSmal |
kPGPEr r or _M ssi ngEvent Handl er

kPGPEr r or _M ssi ngKey Set

kPGPEr r or _NoDecr ypt i onKeyFound

kPGPEr r or _Ski pSecti on

PGPEncode
PGPETr r or PGPENncode(
PGPCont ext Ref pgpCont ext
PGPOpt i onLi st Ref firstOption,
PGPOLast Option( void ) );
Arguments
pgpCont ext the target context
firstOption the initial option list instance

c subsequent option list instances

PGPOLast Opti on( void )
must always appear as the final argument to terminate
the argument list

Description
Encrypts a block of text according to the target context and specified options.

Errors
kPGPEr r or _Redundant Qpti ons

kPGPError _Keylnvalid
kPGPEr r or _KeyExpi red
kPGPEr r or _KeyDi sabl ed

kPGPEr r or _KeyRevoked
kPGPEr r or _KeyUnusabl eFor Encrypti on
kPGPEr r or _KeyUnusabl eFor Si gnat ur e
kPGPEr r or _M ssi ngPassphr ase
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kPGPErr or _I nconsi stent Encrypti onAl gorithns
kPGPEr r or _Combi nedConvent i onal AndPubl i cEncrypti on
kPGPEr r or _Nol nput Opti ons

kPGPError _Muil ti pl el nput Opti ons

KPGPError _InputFile

kPGPEr r or _NoOut put Opti ons

kPGPError _Mil ti pl eCut put Opti ons

kPGPEr r or _Qut put Buf f er TooSral |

kPGPErr or _M ssi ngEvent Handl er

kPGPErr or _M ssi ngKey Set

kPGPEr r or _TooManyARRKs

Option List Management Functions

Option list management functions use copy semantics. That is, they create their own copy of the arguments,
and so allow the caller to delete the argument data upon return. This is very important in the case of
passphrases and other sensitive data. In these cases, the caller should not only free the memory occupied by
the argument, but also ensure that the memory is first erased.

PGPNewOptionList

PGPEr r or PGPNewOpt i onlLi st (
PGPCont ext Ref pgpCont ext
PGPOpt i onLi st Ref *out Li st );

Arguments

pgpCont ext the target context

out Li st the receiving field for the resultant option list
Description

Creates an empty, persistent option list, which may then be the output target for subsequent
PGPAppendOpt i onLi st and PGPBui | dOpt i onLi st function calls.

Notes, Warnings, and Tips
The caller is responsible for deallocating the resultant option list via PGPFr eeOpt i onLi st .

PGPBuildOptionList

PGPEr r or PGPBui | dOpt i onlLi st (
PGPCont ext Ref pgpCont ext
PGPOpt i onLi st Ref *out Li st ,
PGPOpt i onLi st Ref firstOption,

PGPOLast Option( void ) );
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Arguments
pgpCont ext the target context
out Li st the receiving field for the resultant option list
firstOption the initial option list instance

c subsequent option |ist instances

PGPOLast Option( void )
must always appear as the final argument to terminate
the argument list

Description

Populates a persistent option list, replacing any previous content. Argument option list instances may be
embedded option list function calls and/or previously built PGPOpt i onLi st Ref instances, thus supporting
modular assembly of option lists.

Notes, Warnings, and Tips
The caller is responsible for deallocating the resultant option list via PGPFr eeQpt i onLi st .

PGPCopyOptionList

PGPEr r or PGPCopyOpt i onLi st (
PGPConst Opt i onLi st Ref
optionListOrig,
PGPOpt i onLi st Ref *opti onLi st Copy );

Arguments

optionListOig the source option list

opti onLi st Copy the receiving field for the copy of the option list
Description

Creates a persistent copy of an existing option list.

Notes, Warnings, and Tips
The caller is responsible for deallocating the resultant copy of the option list via PGPFr eeOpt i onLi st .

PGPFreeOptionList

PGPEr r or PGPFreeOpti onLi st (
PGPopt i onLi st Ref optionList );

Arguments
opti onLi st the existing option list to be deallocated

Description

Decrements the reference count for the specified option list (created by PGPNewOpt i onlLi st
PGPBui | dOpt i onLi st, or PGPCopyOpti onLi st.), and frees the option list if the reference count
reaches zero.
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Notes, Warnings, and Tips

Option lists that result from the inclusion of PGPO. . . functions in an argument list are automatically
deallocated upon return from the employing function. These functions include:

* PGPEncode

» PGPDecode

« PGPAddJobOptionList
* PGPAppendOptionList
* PGPBuildOptionList

PGPAppendOptionList
PGPETr r or PGPAppendOpt i onLi st (
PGPCont ext Ref pgpCont ext

PGPOpt i onLi st Ref out Li st
PGPOpt i onLi st Ref firstOption,

PGPOLast Option( void ) );

Arguments
pgpCont ext the target context
out Li st the existing option list to which the specified option list
instances will be appended
firstOption the initial option list instance

- subsequent option list instances
PGPOLast Opt i on( void)
must always appear as the final argument to terminate
the argument list

Description

Augments a persistent option list by appending the specified option(s) to any existing content. Argument
option list instances may be embedded option list function calls and/or previously built PGPOpt i onLi st Ref
instances, thus supporting modular assembly of option lists.

PGPAddJobOptions

PGPEr r or PGPAddJobOpt i ons(
PGPJobRef t heJob,
PGPOpt i onLi st Ref firstoption,

PGPOLast Option( void ) );

Arguments
t heJob the current job
firstOption the initial option list instance

Ce subsequent option list instances

PGPOLast Option( void )
must always appear as the final argument to terminate
the argument list
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Description

Pass new option information to the job upon receipt of certain events. The job argument should be passed as
event - >j ob. Additional PGPOpt i onLi st Ref arguments can be specified similarly to the way they are
passed to PGPEncode and PGPDecode. However, only certain options can be set after each type of event.
The legal options are described for each event, as well as enumerated in the preceding Constants and Data
Structures section.

Common Option List Functions

The following functions are used to create PGPOpt i onLi st Ref instances for specifying the various
common options to either PGPDecode Or PGPEncode. These functions can be used as temporary, inline
arguments, or used with PGPAppendOpt i onLi st and PGPBui | dOpt i onLi st to augment or create
existing, persistent lists.

These functions do not return PGPEr r or ; instead they always return PGOpt i onLi st Ref . However, an
error may have occurred, and the resultant option list may not be valid (this is almost always due to

kPGPEr r or _BadPar ans, but may also be kPGPEr r or _Qut of Menory) . Since this condition can not be
detected until the resultant option list is actually used, the PGPsdk developer should always consider these
option list functions as being a potential failure point for functions accepting option list arguments.

These functions also use copy semantics. That is, they create their own copy of the arguments, and so allow
the caller to delete the argument data upon return. This is very important in the case of passphrases and other
sensitive data. In these cases, the caller should not only free the memory occupied by the argument, but also
ensure that the memory is first erased.

PGPOAppendOutput
PGPOpt i onLi st Ref PGPOAppendCut put (
PGPCont ext Ref pgpCont ext ,
PGPBool ean appendQut put );
Arguments
pgpCont ext the target context
appendCQut put TRUE if the output is to be appended to the target file or buffer
Description

Specifies whether or not output should be appended to the target file or buffer, or should overwrite it.

PGPODiscardOutput
PGPOpt i onLi st Ref PGPODI scar dQut put (
PGPCont ext Ref pgpCont ext ,
PGPBool ean di scar dQut put );
Arguments
pgpCont ext the target context
di scar dQut put TRUE if the output is to be discarded
Description

Specifies whether or not the output should be discarded, for example, sent to the null device.
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Notes, Warnings, and Tips
One of PGPQODI scar dQut put, PGPQOQut put Fil e, PGPOQut put Buf f er, and
PGPQOOuUt put Fi | eFSspec is required to specify an output destination for functions that accept this option.

If this option is specified with either an output file or an output buffer option, then the operation will fail with
kPGPEr r or _BadPar ans.

PGPOInputBuffer
PGPOpt i onLi st Ref PGPA nput Buf f er (
PGPCont ext Ref pgpCont ext
voi d const *| nBuf,
PGPSi ze i nBuf Si ze );
Arguments
pgpCont ext the target context
i nBuf the target buffer
i nBuf Si ze the length of the input data in the target buffer
Deseription

Specifies that input is to be taken from the referenced buffer.

Notes, Warnings, and Tips
One Of PGPA nput Buf fer, PGPA nput Fi |l e, and PGPA nput Fi | eFSSpec is required to specify an
input source for functions that accept this option.

If this option is specified in addition to an input file option, then the operation will fail with
kPGPEr r or _BadPar ans.

PGPOInputFile

PGPOpt i onLi st Ref PGPA nput Fi | e(
PGPCont ext Ref pgpCont ext ,
PGPConst Fi | eSpecRef

Fi | eSpec );
Arguments
pgpCont ext the target context
fileSpec the input file specification
Description

Specifies that input is to be taken from the indicated file.

Notes, Warnings, and Tips

One Of PGPA nput Buf fer, PGPA nput Fi |l e, and PGPA nput Fi | eFSSpec is required to specify an
input source for functions that accept this option.

If this option is specified in addition to an input buffer option, then the operation will fail with

kPGPError_BadPar ans.
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PGPOInputFileFSSpec (MacOS platwms only)
PGPOpt i onLi st Ref PGPA nput Buf f er (
PGPCont ext Ref pgpCont ext ,
voi d const *buf f er,
const FSSpec *fileSpec );
Arguments
pgpCont ext the target context
fileSpec the input FS specification
Description

Specifies that input is to be taken from the indicated file.

Notes, Warnings, and Tips

One Of PGPA nput Buf fer, PGPA nput Fi |l e, and PGPA nput Fi | eFSSpec is required to specify an
input source for functions that accept this option.

If this option is specified in addition to an input buffer option, then the operation will fail with
kPGPEr r or _BadPar ans.

PGPOLastOption

PGPOpt i onLi st Ref PGPOLast Option( void );
Arguments

Description

All functions having a variable number of arguments must include a special argument to indicate the end of
the argument list. This function provides that argument, and must appear at the end of every variable
argument list.

PGPOLocalEncoding
PGPOpt i onLi st Ref PGPOLocal Encodi ng(
PGPCont ext Ref pgpCont ext ,

PGPLocal Encodi ngFl ags
Local Encode );

Arguments
pgpCont ext the target context
| ocal Encode the encoding to use, which recognizes
kPGPLocal Encodi ng_. .. values (see Table IV-10)
Description

Specifies the conditions under which the output should be converted to a platform-specific encoding.
Currently, the PGPsdk only supports conversion to MacOS MacBinary format, and this function effectively
does nothing on non-MacOS platforms. The encoding specification values have the following meanings:

« kPGPLocal Encodi ng_Aut o - effect conversion depending upon the output MacOS OSType
file type
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» kPGPLocal Encodi ng_Force - always effect conversion

» kPGPLocal Encodi ng NoMacBi nCRCOkay - fl ag the converted output such that a subsequent
decode or signature verification ignores a failed CRC check

* kPGPLocal Encodi ng_None —n o-op

The kPGPLocal Encodi ng_Aut o and KPGPLocal Encodi ng_For ce options are considered main” options,
and are mutually exclusive. KPGPLocal Encodi ng_NoMacBi nCRCOkay and kPGPLocal Encodi ng_None
are considered "modifier" options, and are intended to be OR'ed with one of the main options.

Notes, Warnings, and Tips

KPGPLocal Encodi ng_NoMacBi nCRCOkay is primarily intended to provide compatibility with PGP Version
2.6.2.

Generally, the PGPsdk developer should always specify KkPGPLocal Encodi ng_For ce since this:
» ensures that no data will be lost
* isignored for output on non-MacOS platforms
» isrecognized for input by PGP version 5.5 software products on non-MacOS platforms

Sample Code
t Opt Li st Ref = PGPOLocal Encodi ng( pgpCont ext ,
( kPGPLocal Encodi ng_Force |
kPGPLocal Encodi ng_NoMacBi nCRCOkay ) );

PGPONullOption

PGPOpt i onLi st Ref PGPONul | Option( void );
Arguments

Description
Returns a special PGPOpt i onLi st Ref that is always ignored.

Notes, Warnings, and Tips

While this function is useful for providing a placeholder or default value in dynamically constructed option lists,
the same results can be achieved by assemblying the dynamic option list from modular, persistent lists.

Sample Code
swi t ch(encrypt ToOpti on)
{
case KkEncrypt ToKey:
encrypt ToOpti onRef = PGPCEncr ypt ToKey( pgpCont ext ,
key );
br eak;
case kEncrypt ToKeySet :
encrypt ToOpti onRef = PGPCEncrypt ToKeySet ( pgpCont ext,
keySet );
br eak;
case kEncrypt ToUser | D:
encrypt ToOpti onRef = PGPCEncrypt ToUser | D( pgpCont ext,
useriD);
br eak;
defaul t:
encrypt ToOpti onRef = PGPONul | Option( );
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br eak;
}
err = PGPQAppendOpti onli st ( pgpCont ext
baseOpti onLi st,
encrypt ToOpt i onRef,
PGPOLast Option( ) );

PGPOAIllocatedOutputBuffer

PGPOpt i onLi st Ref PGPQAI | ocat edQut put Buf f er (
PGPCont ext Ref pgpCont ext ,
voi d **out put Buf fer,
PGPSi ze maxi munBuf f er Si ze,
PGPS ze *act ual Buf fer Si ze );
Arguments
pgpCont ext the target context
out put Buf f er the receiving field for a pointer to the allocated buffer
mexi munBuf f er Si ze the maximum size to which the buffer may grow
actual BufferSi ze the receiving field for the actual size of the buffer
Description

Specifies that output should be placed in a dynamically allocated buffer. Upon completion of the operation,
out put Buf f er will contain a pointer to the buffer, and act ual Buf f er Si ze will contain the length of the
data in the output buffer.

Notes, Warnings, and Tips
The caller is responsible for deallocating the resultant buffer with PGPFr eeDat a.

Sample Code
PGPEr r or err;
voi d *out put Buf fer;
PGPS ze actual Buf ferSi ze;

err = PGPDecode( pgpContext,
PGPA nput Fi | e( pgpCont ext
filespec ),
PGPQAI | ocat edCut put Buf f er ( pgpCont ext ,
&out put Buf f er,
(PGPSi ze) ( 1024 * 1024 ),
&act ual Buf fer Si ze ),
PGPCPassphrase( pgpCont ext,
PassphraseBuf ),
PGPCOLast Option( void ) );

i f ( I'sntPGPError(err) )

nyProcessFuncti on( out put Buffer, actual BufferSize );
PGPFr eeDat a( out put Buf fer, actual BufferSize );

PGPOOutputBuffer

PGPOpt i onLi st Ref PGPOCut put Buf f er (
PGPCont ext Ref pgpCont ext ,
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Voi d *out Buf,
PGPSi ze out Buf Si ze,
PGPSi ze *out Buf Dat aLength );
Arguments
pgpCont ext the target context
out Buf the reference of the target buffer
out Buf the available size of the target buffer
out Buf Dat aLengt h the receiving field for the actual length of the data output
Description

Specifies that output should be placed in a statically allocated buffer. Upon completion of the operation,
out Buf Dat aLengt h w1 contain the actual size of the output.

Notes, Warnings, and Tips
If out put Dat aLengt h is less than or equal to bufferSize, then all the output was successfully collected. If
not, then some of the output data was lost.

One of PGPQODI scar dQut put, PGPOOut put Fi | e, PGPQOut put Buf fr, and PGPOOut put Fi | eFSSpec
is required to specify an output destination for functions that accept this option.

If this option is specified with either a discard output or an output file option, then the operation will fail with
kPGPEr r or _BadPar ans.

PGPOOutputFile
PGPOpt i onLi st Ref PGPQOut put Fi | e(
PGPCont ext Ref pgpCont ext ,
PGPConst Fi | eSpecRef
fileSpec );
Arguments
pgpCont ext the target context
fileSpec the target output file
Description

Specifies that output should be directed to the target output file.

Notes, Warnings, and Tips
One of PGPQODI scar dQut put, PGPQOut put Fi | e, PGPOQut put Buf f er, and PGPQOut put Fi | eFSSpec
is required to specify an output destination for functions that accept this option.

If this option is specified with either a discard output or an output buffer option, then the operation will fail with
kPGPEr r or _BadPar ans.

PGPOOutputFileFSSpec (MacOS platforms only)
PGPOpt i onLi st Ref PGPOQuUt put Fi | eFSSpec(
PGPCont ext Ref pgpCont ext ,
const FSSpec *fileSpec );
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Arguments

pgpCont ext the target context

fileSpec the reference of the target output file specification
Description

Specifies that output should be directed to the target output file specification.

Notes, Warnings, and Tips
One of PGPODI scar dout put, PGPQut put Fi |l e, PGPOCut put Buf fer, and
PGPQOut put Fi | eFSSpec is required to specify an output destination for functions that accept this option.

If this option is specified with either a discard output or an output buffer option, then the operation will fail with
kPGPEr r or _BadPar ans.

PGPOPGPMIMEEncoding
PGPOpt i onLi st Ref PGPOPGPM MEEncodi ng(
PGPCont ext Ref pgpCont ext ,
PGPBool ean m nmeEncodi ng,
PGPSi ze *m meBodyOf f set
char nm nmeSepar at or |
kPGPM nmeSeparator Size ] );
Arguments
pgpCont ext the target context
nm meEncodi ng TRUE if the output should be in MIME format
m meBodyOf f set a field that will be used by the encoding process to hold the offset
of the MIME body text, which is ignored if m meEncodi ng is
FALSE
m neSepar at or a buffer that will be used by the encoding process to hold the

MIME separator text, which must have a minimum length of
kPGPM neSepar at or Si ze, which is ignored if m meEncodi ng
is FALSE

Description

Specifies whether or not the output should be in MIME format. If mi meEncodi ng i s TRUE, then
nm meBodyOf f set s initialized to zero, and mi meSepar at or is initialized to an empty string, assuming that
they are non-NULL.

Notes, Warnings, and Tips
This option forcibly sets PGPQAr nor Cut put .

PGPOOmMItMIME Version
PGPOpt i onLi st Ref PGPQOmni t M MEVer si on(
PGPCont ext Ref pgpCont ext ,
PGPBool ean om tM MEVersion );
Arguments
pgpCont ext the target context
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om t M MEVer si on TRUE if the M ME version should not be included
in the output

Description

Specifies whether or not the MIME version should be included in the output, since some mailers automatically
add the MIME version to their output. By specifying TRUE, the PGPsdk developer can avoid inclusion of two
MIME version entries.

Notes, Warnings, and Tips

This option is only meaningful in conjunction with a PGPOPGPM MEENncodi ng instance that enables MIME
format.

PGPOOutputLineEndType

PGPOpt i onLi st Ref PGPOOuUt put Li neEndType(
PGPCont ext Ref pgpCont ext ,
PGPLi neEndType i neEndType );
Arguments
pgpCont ext the target context
i neEndType the line ending to use, which recognizes
kPGPLi neEnd_. .. values (see Table IV-9)
Description

Specifies the type of line endings to use when generating text output.

Notes, Warnings, and Tips
This option is only meaningful in conjunction with PGPOAr nor Qut put .

If not specified, then the default line endings for the local platform is used.

PGPOAskUserForEntropy

PGPOpt i onLi st Ref PGPQAskUser For Ent r opy(
PGPCont ext Ref pgpCont ext
PGPBool ean askUser For Entropy );
Arguments
pgpCont ext the target context

askUser For Ent r opy TRUE if the user should be prompted for additional entropy

Description

Specifies whether or not the user should be prompted to provide random events if the entropy of the global
random pool drops below its minimum.

Notes, Warnings, and Tips

If the user is not to be prompted and the entropy drops below minimum, then the operation will fail with
kPGPEr r or _Qut O Ent r opy.
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Encrypting and Signing Option List Functions

PGPOCipherAlgorithm
PGPOpt i onLi st Ref PGPQCi pher Al gori t hi(
PGPCont ext Ref pgpCont ext ,

PGPCi pher Al gorithmal gorithm);

Arguments
pgpCont ext the target context
al gorithm the cipher algorithm to use, which recognizes
kPGPCi pher Al gorithm ... values (see Table IV-4)
Description

Specifies the algorithm to use for encryption. This is currently meaningful only in conjunction with conventional
encryption; otherwise the choice of encryption algorithm is based on the encrypt-to keys.

PGPOConventionalEncrypt

PGPOpt i onLi st Ref PGPCConvent i onal Encrypt (
PGPCont ext Ref pgpCont ext ,
PGPOpt i onLi st Ref firstOption,

PGPOLast Option( void ) );

Arguments
pgpCont ext the target context
firstOption the initial option list instance

c subsequent option list instances

PGPOLast Option( void )
must always appear as the final argument to terminate
the argument list

Description
Conventionally encrypt the message.

Notes, Warnings, and Tips

This requires a PGPOPassphr ase sub-option to specify the conventional encryption key. The operation will
fail if one is not specified.

PGPODetachedSig
PGPOpt i onLi st Ref PGPQODet achedSi g(
PGPCont ext Ref pgpCont ext
PGPOpt i onLi st Ref firstOption,

PGPOLast Option( void ) );
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Arguments
pgpCont ext the target context
firstOption the initial option list instance

c subsequent option list instances

PGPOLast Option( void )
must always appear as the final argument to terminate
the argument list

Description
For PGPEncode, creates a detached signature for the message. No sub-options are defined at this time.

For PGPDecode, specifies the input source to be used to verify any associated detached signature. In this
case, one of PGPO nput Buf f er, PGPQA nput Fi | e, and PGPA nput Fi | eFSSpec is required .

PGPOEnNcryptToKey
PGPOpt i onLi st P, ef PGPOENcr ypt ToKey(
PGPCont ext Ref pgpCont ext ,
PGPKey Ref keyRef );
Arguments
pgpCont ext the target context
keyRef the reference of the target key
Description

Encrypt the plain text to the specified key.

Notes, Warnings, and Tips

To encrypt the plain text with multiple keys, include an instance of this option in the PGPEncode option list for
each key. There is no preset limit to the number of instances.

If the number of individual encrypt-to keys is large or if multiple data instances are to be encrypted, then it may
be simpler to collect the keys as a key set and use PGPCEncr ypt ToKeySet .

PGPOEnNcryptToKeySet
PGPOpt i onLi st Ref PGPOENcr ypt ToKeySet (
PGPCont ext Ref pgpCont ext ,
PGPKey Set Ref keySet );
Arguments
pgpCont ext the target context
key Set the reference of the target key set
Description

Encrypt the plain text to each key in the key set. This option may be used multiple times in one call.

Notes, Warnings, and Tips

To encrypt the plain text to each key in multiple key sets, include an instance of this option in the PGPEncode
option list for each key set. There is no preset limit to the number of instances.
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PGPOEncryptToUserlD
PGPOpt i onLi st Ref PGPCENncr ypt ToUser | D(
PGPCont ext Ref pgpCont ext ,
PGPUser | DRef user| DRef );
Arguments
pgpCont ext the target context
user | DRef the reference of the target user ID
Description

Encrypt the plain text to the key associated with the specified user ID.

Notes, Warnings, and Tips

Inside the PGPsdk

To encrypt the plain text with the keys associated with multiple user IDs, include an instance of this option in
the PGPEncode option list for each user ID. There is no preset limit to the number of instances.

This function is believed to be of limited use, and may not be supported in future versions of the PGPsdk.

PGPOEventHandler
PGPOpt i onLi st Ref PGPOEvent Handl er (
PGPCont ext Ref pgpCont ext ,

PGPEvent Handl er ProcPtr
event Handl er,

PGPUser Val ue event Handl er Arg );
Arguments
pgpCont ext the target context
event Handl er the desired event handler
event Handl er Arg the user-defined data to be passed as an argument to
the event handler
Description

Establish the specified function as the user event handler. See the section on Events and Callbacks at the

beginning of this chapter for details.

Notes, Warnings, and Tips

For greatest flexibility, the PGPsdk developer should consider establishing event Handl er Ar g as a pointer

to a user-defined data type, for example a Cstruct .

Specify event Handl er Arg as ( PGPUserData ) 0 toindicate a dummy argument.

PGPOFailBelowValidity

PGPOpt i onLi st Ref PGPOFai | Bel owval i dity(
PGPCont ext Ref pgpCont ext ,
PGPVal idity mnvalidity );
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Arguments
pgpCont ext the target context
mnValidity the desired validity threshold, which recognizes
kPGPValidity ... values (see Table IV-8)
Description

For encryption, specifies that a fatal error be recognized for an encryption key having a validity level less than
that specified. For signature verification, specifies that the generated signature event keyVal i di ty member
be setto kPGPVal i dity_I nval i d.

PGPOHashAlgorithm
PGPOpt i onLi st Ref PGPCOHashAl gori t hm(
PGPCont ext Ref pgpCont ext

PGPHashAl gorithm al gorithm;

Arguments
pgpCont ext the target context
al gorithm the desired hash algorithm, which recognizes
kPGPHashAl gorithm ... values (see Table IV-3)
Description

Use the specified algorithm as the hash algorithm for signatures. For example, force the use of the SHA-1
algorithm in an RSA signature.

Notes, Warnings, and Tips
DSS keys unconditionally use the SHA-1 algorithm, and are unaffected by this option.

PGPOPassphrase
PGPOpt i onLi st Ref PGPCOPassphr ase(
PGPCont ext Ref pgpCont ext ,
const char *passphraseBuf );
Arguments
pgpCont ext the target context
passphr aseBuf the passphrase string
Description

Specifies the passphrase to be used for signing, conventional encrypting, and decrypting.
Notes, Warnings, and Tips

For signing and conventional encryption, this option must be specified as a sub-option (see

PGPCSi gnW t hKey and PGPOConvent i onal Encrypt).

PGPOPassphraseBuffer
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PGPOpt i onLi st Ref PGPOPassphr aseBuf f er (
PGPCont ext Ref pgpCont ext ,
const void *passphr aseBuf ,
PGPS ze passphraseLength );
Arguments
pgpCont ext the target context
passphr aseBuf the passphrase data
passphraselLength the length of the passphrase data
Description

Specifies the passphrase to be used for signing, conventional encrypting, and decrypting. This differs from
PGPOPassphr ase in that the passphrase data and length are arbitrary, rather than being constrained to a C
language string.

Notes, Warnings, and Tips

For signing and conventional encryption, this option must be set as a sub-option (see PGPOSi ghW t hKey
and PGPOConvent i onal Encrypt).

PGPOSendNullEvents
PGPOpt i onLi st Ref PGPOSendNul | Event s(
PGPCont ext Ref pgpCont ext ,
PGPTi nel nt er val approxlnterval );
Arguments
pgpCont ext the target context
appr oxl nt erval the desired time interval (in milliseconds) between event postings
Description

Post a null event at each specified interval. This interval is approximate, but is guaranteed never to be less
than that specified.

Notes, Warnings, and Tips

These events provide a mechanism and a data source for implementing progress bars, as well as a window of
opportunity to pause, modify, or terminate the job (see PGPEvent Nul | Event Dat a, Table IV-11i).

PGPOSignWithKey
PGPOpt i onLi st Ref PGPCSI gnW t hKey(
PGPCont ext Ref pgpCont ext ,
PGPKey Ref si gKey,

PGPOpt i onLi st Ref firstOption,

PGPOLast Option( void ) );

Arguments
pgpContext the target context
si gKey the reference of the target signing key
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firstOption the initial option list instance

c subsequent option list instances

PGPOLast Option( void )
must always appear as the final argument to terminate
the argument list

Description

Sign the message or file with the specified key. Any required passphrase should be specified with a
PGPOPassphr ase sub-option. A passphrase event is posted if all of the following conditions exist:

* no passphrase sub-option is specified
» thetarget key requires a passphrase
* an event handler is defined (see PGPOEvent Handl er)

PGPOWarnBelowValidity

PGPOpt i onLi st Ref PGPOWAr nBel owval i di t y(
PGPCont ext Ref pgpCont ext
PGPvVal idity mnvalidity );
Arguments
pgpCont ext the target context
mnvalidity the desired validity threshold, which recognizes
kPGPValidity ... values (see Table IV-8)
Description

For encryption and signature verification, specifies that a warning event be sent for any encryption or signing
key having a validity level less than that specified.

Encode-only Option List Functions

PGPOArmorQOutput
PGPOpt i onLi st Ref PGPOAr mor Qut put (
PGPCont ext Ref pgpCont ext ,
PGPBool ean ar nor Qut put ) ;
Arguments
PgpCont ext the target context
ar nor Qut put TRUE if the resultant output should be ASCII encoded
Description

Ensures that all output is encoded as 7-bit ASCII. For example, a 32-bit binary numeric value of
688, 798, 386 would be rendered as the ASCII text string "290E3AB2”,  assuming big-endian encoding.

PGPOCIlearSign
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PGPOpt i onLi st Ref PGPQOC ear Si gn(
PGPCont ext Ref pgpCont ext ,
PGPBool ean cl ear Si gn
Arguments
pgpcont ext the target context
cl ear Si gng TRUE if the resultant output should be clear-signed
Description

Clear-sign the message, that is, output the text as lexical section with the appropriate IDGID delimeters, but do
not encrypt the plaintext. In this way, messages can be sent 1n the clear” while still providing for
authentication. This option forcibly sets both PGPOAr nmor Qut put and PGPODat al SASCI | .

PGPODatalsASCII
PGPOpt i onLi st Ref PGPQDat al sASCI | (
PGPCont ext Ref pgpCont ext ,
PGPBool ean dat al sASCI | ) ;
Arguments
pgpCont ext the target context
dat al sASCI | TRUE if the input data should be interpreted as ASCII
Description

Force all line endings to <CR><LF> pairs prior to encoding or signing. This flags the cipher text such that
PGPDecr ypt will generate the plaintext with output line endings appropriate to the decoding platform.

PGPOForYourEyesOnly
PGPOpt i onLi st Ref PGPOFor Your EyesOnl y(
PGPCont ext Ref pgpCont ext ,
PGPBool ean for Your EyesOnly );
Arguments
pgpCont ext the target context
f or Your EyesOnl y TRUE to enable “for your eyes only" encryption mode
Description

Encrypt in “for your eyes only" mode. This flags the cipher text such that the output events generated during
decoding will reflect TRUE for the f or Your EyesOnl y member of the PGPEvent Qut put Dat a. This in turn
alerts the client to the fact that the resultant plain text should not be saved to disk, or otherwise made
available to other recipients.

Notes, Warnings, and Tips

This option is not enforcible by the encrypting client - the decrypting client may always choose to ignore events
entirely or simply ignore this indicator.
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Decode-only Option List Functions

PGPOImportKeysTo
PGPOpt i onLi st Ref PGPA nport KeysTo(
PGPCont ext Ref pgpCont ext ,
PGPKey Set Ref keySet );
Arguments
pgpCont ext the target context
keySet the reference of the target key set
Description

If any keys are found in the input, add them to the specified key set.

PGPOKeySetRef
PGPOpt i onLi st Ref PGPCKey Set Ref (
PGPCont ext Ref pgpCont ext ,
PGPKey Set Ref keySet );
Arguments
pgpCont ext the target context
key Set the target key set
Description

Use the key database associated with the specified look-up key set as the source for signature validation and
decryption keys. This option is required by those functions accepting it.

Notes, Warnings, and Tips

The current implementation treats the look-up key set as an indirect parameter that references a key

database, rather than as an explicit destination.

The indirect nature of this interface is likely to change in a future version, and will almost certainly involve

changes to the function’s semantics and usage.

PGPOPassThroughlfUnrecognized

PGPOpt i onLi st Ref PGPOPassThr oughl f Unr ecogni zed(
PGPCont ext Ref pgpCont ext ,
PGPBool ean passThrough );
Arguments
pgpCont ext the target context
passThr ough TRUE if unrecognized lexical sections should not post an error
Description

Indicate whether or not unrecognized lexical sections should post an error.
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PGPOSendEventlfKeyFound

PGPOpt i onLi st Ref PGPOSendEvent | f KeyFound(
PGPCont ext Ref pgpCont ext ,
PGPBool ean sendEvent | f KeyFound );
Arguments
pgpCont ext the target context

sendEvent | f KeyFound
TRUE to enable sending of KPGPEvent _KeyFound events

Description

Enable or disable sending kPGPEvent _KeyFound events, which allows an event handler to decide what to
do with keys in the input.

Key Generation Option List Functions

PGPOAdditionalRecipientRequestKeySet

PGPOpt i onLi st Ref PGPOAddi t i onal Reci pi ent Request KeySet (
PGPCont ext Ref pgpCont ext ,
PGPKey Set Ref arr KeySet ,
PGPByt e arrKeyd ass );
Arguments
pgpCont ext the target context
ar r Key Set the key set containing the additional recipient request keys
arr Keyd ass the class of the additional recipient request keys
Description

Establish the specified key(s) as additional recipient request key(s) when generating keys with
PGPGener at eKey.

Notes, Warnings, and Tips
This option is valid for PGPGener at eKey only.

PGPOEXxportPrivateKeys

PGPOpt i onLi st Ref PGPOEXport Pri vat eKeys(
PGPCont ext Ref pgpCont ext ,
PGPBool ean export Privat eKeys );
Arguments
pgpCont ext the target context

export Privat eKeys TRUE to include private keys in exported key sets
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Description
Indicate whether or not private keys should be included when exporting key sets.

PGPOKeyGenFast
PGPOpt i onLi st Ref PGPOKey GenFast (
PGPCont ext Ref pgpCont ext
PGPBool ean fast Gen );
Arguments
pgpCont ext the target context
fast Gen TRUE to enable "fast” key generation mode
Description

Indicate whether or not keys should be generated in "fast" mode, that is, based on "known" primes instead of
dynamically generated primes.

PGPOKeyGenMasterKey
PGPOpt i onLi st Ref PGPOKey GenMast er Key (
PGPCont ext Ref pgpCont ext ,
PGPKey Ref mast er Key );
Arguments
pgpCont ext the target context
nmast er Key the "parent" key
Description

Specifies the key on which a sub-key will be generated.

Notes, Warnings, and Tips
This option is valid for PGPGener at eSubKey only.

PGPOKeyGenName
PGPOpt i onLi st Ref PGPOKey GenNarre (
PGPCont ext Ref pgpCont ext ,
const void *nane,
PGPSi ze naneLength );
Arguments
pgpCont ext the target context
name the desired name
nanelLengt h the length (in bytes) of the desired name
Description

Establish the name to be used when generating keys with PGPGener at eKey.
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Notes, Warnings, and Tips
This option is valid for PGPGener at eKey only.

PGPOKeyGenParams
PGPOpt i onLi st Ref PGPOKey GenPar ans(
PGPCont ext Ref pgpCont ext ,
PGPPubl i cKeyAl gorithm
pubKeyAl g,
PGPUI nt 32 bits );
Arguments
pgpCont ext the target context
pubKeyAl g the desired public key algorithm, which recognizes
kPGPPubl i cKeyAl gorithm ... values (see Table IV-5)
bits the desired key size (in bits), which must be at least 512
Description

Establishes the public key algorithm and key size (in bits) to be used when generating keys or sub-keys, as
well as when determining the entropy required to generate such keys or sub-keys.

Notes, Warnings, and Tips
The permissible key size values depend upon the choice of algorithm.

This option is required by those functions which accept it.

PGPOPreferredAlgorithms

PGPOpt i onLi st Ref PGPOPr ef er r edAl gori t hns(
PGPCont ext Ref pgpCont ext ,
PGPCi pher Al gori t hm ci pher KeyAl g,
PGPUI nt 32 ci pher KeyAl gCount) ;
Arguments
pgpCont ext the target context
ci pher KeyAl g the desired symmetric cipher algorithm, which recognizes
kPGPCi pher Al gorithm ... values (see Table IV-4)

ci pher KeyAl gCount
the number of available symmetric cipher algorithms

Description

Establishes the specified symmetric cipher algorithm as the default algorithm to use when generating keys
and their sub-items.

Notes, Warnings, and Tips

Always use PGPCount Symmet ri cCi pher s to determine the number of available symmetric cipher
algorithms.
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Sample Code
PGPOpt i onLi st Ref pref G pherAl g
PGPCi pher Al gorithm ci pher KeyAl g;
PGPUI nt 32 nunSymmet ri cCi phers;

pref G pher Al g = kl nval i dPGPOpt i onLi st Ref;

if (1sntPGPError( PGPCount SymmetricCi phers( &nunSymmetricCi phers ) )

{

pref G pher Al g = PGPOPref erredAl gorit hns( PGPCont ext pgpCont ext ,
kPGPGCi pher Al gorit hm | DEA,
nunSymet ri cC phers );

Misc. Option List Functions

PGPOCommentString
PGPOpt i onLi st Ref PGPCOCommrent St ri ng(
PGPCont ext Ref pgpCont ext ,
char const *coment String );
Arguments
pgpCont ext the target context
coment String the comment text
Description

Indicates that the specified comment string should be included in the message blocks.

PGPOVersionString
PGPOpt i onLi st Ref PGPOVer si onSt ri ng(
PGPCont ext Ref pgpCont ext ,
char const *versionString );
Arguments
pgpCont ext the target context
versionString the target version string
Description

Indicates that the specified version string should be included in the message blocks.

Sample Code
char versi onString[ 256] ;
PGPOpt i onLi st Ref t mpOpt Li st Ref ;

PGPGet SDKSt ri ng( &ersionString[ 0] );
t mpOpt Li st Ref = PGPOVer si onStri ng( pgpCont ext ,
&versionString
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PGPOCompression
PGPOpt i onLi st Ref PGPOConpr essi on(
PGPCont ext Ref pgpCont ext ,
PGPBool ean i sConpressed );
Arguments
pgpCont ext the target context
i sConpr essed TRUE to indicate compress plaintext before encrypting
or signing
Description
Indicates whether or not the input plaintext should be compressed prior to encrypting or signing in binary
format.

Notes, Warnings, and Tips

This option should routinely be specified as TRUE, since prior compression will not only reduce the size of the
resultant cipher text, but also will increase the strength of the ciphertext in most cases. This increase in the
strength is partially a result of the reduction in plaintext character frequency, and partially a result of the
reduction in the amount of resultant ciphertext.

Strong ciphertext is essentially immune to compression, since it has large numbers of distinct characters” that
never form repeating sequences.

PGPOEXxpiration
PGPOpt i onLi st Ref PGPOEXpi rati on(
PGPCont ext Ref pgpCont ext ,
PGPUI nt 32 expi rati onDays );
Arguments
pgpCont ext the target context
expirationDays the desired expiration date, expressed as days from "now"
Description

Sets the expiration date of keys and their components generated for the specified context. Whenever a key or
component is actually generated, the PGPsdk adds the specified number of days to the current system time,
which establishes the key's expiration date.

Notes, Warnings, and Tips

To ensure that a key has no expiration date, specify expi r ati onDays as having the special value
kPGPExpi rati onTi me_Never.

PGPOEXxportable
PGPOpt i onLi st Ref PGPOEXport abl e(
PGPCont ext Ref pgpCont ext ,
PGPBool ean cankExport );
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Arguments

pgpCont ext the target context

canExport TRUE if the item is exportable
Description

Indicate whether or not export of the item in question is allowed, for example a signature.

PGPORawPGPInput
PGPOpt i onLi st Ref PGPORawPGPI nput (
PGPCont ext Ref pgpCont ext
PGPBool ean i sSRawPGPI nput ) ;
Arguments
pgpCont ext the target context
i sSRawPGPI nput TRUE if the input is asumed to be in raw PGP format
Description

Indicates whether or not the input is in raw PGP format.

PGPOSigRegularExpression

PGPOpt i onLi st Ref PGPOSI gRegul ar Expr essi on(
PGPCont ext Ref pgpCont ext
char const *regExpr );

Arguments

pgpCont ext the target context

regExpr the regular expression string
Description

Establishes the specified regular expression for use by PGPSi gnUser | D.

PGPOSIgTrust
PGPOpt i onLi st Ref PGPCSI gTr ust (
PGPCont ext Ref pgpCont ext ,
PGPUI nt 32 trust Level
PGPUI nt 32 validity);
Arguments
pgpCont ext the target context
trustLevel the desired trust level for signatures, which asumes
kPGPNameTrust ... values (see Table IV-7b)
validity the desired trust value for signatures, which asumes
kPGPValidity_... values (see Table IV-8)

129



Inside the PGPsdk

Description
Establishes the specified signature validity for use by PGPSi gnUser | D.

Low-Level Cipher Functions

PGPNewHashContext
PGPEr r or PGPNewHashCont ext (
PGPCont ext Ref pgpCont ext,

PGPHashAl gorithm al gl D,
PGPHashCont ext Ref *hashCont ext );

Arguments
pgpCont ext the target context
al gl D the hash algorithm to use, which recognizes
kPGPHashAl gorithm ... values (see Table IV-3)
hashCont ext the receiving field for the resultant hash context
Description

Creates a new hash context that utilizes the specified algorithm.

Errors
kPGPEr r or _Al gori t hmNot Avai | abl e

PGPCopyHashContext

PGPEr r or PGPCopyHashCont ext (
PGPHashCont ext Ref hashContextOri g,
PGPHashCont ext Ref  *hashCont ext Copy );

Arguments

hashContextOri g the source hash context

hasCont ext Copy the receiving field for the copy of the hash context
Description

Makes an exact duplicate of the hash.
Notes, Warnings, and Tips

The caller is responsible for deallocating the resultant hash context copy with
PGPFr eeHashCont ext .

PGPFreeHashContext

PGPETr r or PGPFr eeHashCont ext (
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PGPHashCont ext Ref  hashCont ext );

Arguments
hashCont ext the target hash context

Description

Decrements the reference count for the specified hash context, and frees the context if the reference count
reaches zero.

Notes, Warnings, and Tips
Any existing intermediate hash will be lost.

PGPGetHashSize
PGPEr r or PGPCGet HashSi ze(
PGPHashCont ext Ref  hashCont ext,
PGPSI ze *hashSi ze );
Arguments
hashCont ext the target hash context
hashSi ze the receiving field for the hash size
Description

Determines the resultant size of the implied hash in bytes, for example, a 160 bit hash may yield 20 bytes of
resultant data.

Notes, Warnings, and Tips
Used for generic code that may not know the size of the hash being produced.

PGPContinueHash
PGPEr r or PGPCont i nueHash(
PGPHashCont ext Ref  hashCont ext
const void *hashl n,
PGPSI ze nunBytes );
Arguments
hashCont ext the target hash context
hashl n the current hash data
nunByt es the length of the current hash data
Description

Continues the hash, accumulating an intermediate result.

Notes, Warnings, and Tips
Normally, nunByt es should be passed as PGPGet HashSi ze
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Sample Code
const void *hashl n;
PGPCont i nueHash( hashCont ext,
hashl n,
PGPGet HashSi ze( ) );
PGPFinalizeHash
PGPEr r or PGPFi nal i zeHash(
PGPHashCont ext Ref hashCont ext,
voi d *hashQut );
Arguments
hashCont ext the target hash context
hashQut the receiving buffer for the resultant hash data
Description

Finalizes the hash, placing the result into hashQut . The hash is then automatically reset via
PGPReset Hash.

Notes, Warnings, and Tips
Use PGPCGet HashSi ze to ensure that the result buffer is of adequate size.

To obtain an intermediate result, use PGPCopyHashCont ext and then finalize the copy.

Sample Code
PGPEr r or err;
PGPS ze hashSi ze;
voi d *hashQut ;

if ( IsntPGPError( ( err = PGPGetHashSi ze( hashContext, &hashSize ) ) ) )
{

hashQut = ( void * )mall oc( hashSi ze );

i f ( hashQut !'= ( void * )NULL)

{

err = PGPFinal i zeHash( hashContext, hashQut );

}
}

return( err );

PGPResetHash
PGPEr r or PGPReset Hash(
PGPHashCont ext Ref hashCont ext );
Arguments
hashCont ext the target hash context
Description

Resets a hash as if it had been created anew. Any existing intermediate hash is lost.
PGPNewSymmetricCipherContext
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PGPEr r or PGPNewSymmet ri cCi pher Cont ext (
PGPCont ext Ref pgpCont ext
PGPCi pher Al gori t hm al gl D,
PGPSi ze keySi ze,
PGPSymret ri cCi pher Cont ext Ref
*ci pher Cont ext

Arguments
pgpCont ext the target context
alglD the desired symmetric cipher algorithm, which recognizes
kPGPCi pher Al gorithm ... values (see Table IV-4)
keySi ze the desired key size (in bits)
ci pher Cont ext the receiving field for the resultant symmetric cipher context
Description

Creates a new symmetric cipher based upon the specified algorithm.

Notes, Warnings, and Tips
If the specified algorithm is not available, then the function returns KPGPEr r or _Al gori t hmNot Avai | abl e.

For algorithms having only one key size, specify keySi ze as kPGPSymret ri cCi pher Def aul t KeySi ze.

After creation, the context cannot be used until PGPSet Syni net ri cC pher Key has been called.

PGPInitSymmetricCipher

PGPEr r or PGPl ni t Symretri cC pher (
PGPSymret ri cCi pher Cont ext Ref
ci pher Cont ext

const void *key );
Arguments
ci pher Cont ext the target symmetric cipher context
key the desired key
Description

Establishes the key for the symmetric cipher context.

Notes, Warnings, and Tips

The key size is implied by the choice of symmetric cipher, and may be obtained with
PGPCet Synmet ri cCi pher Si zes.

Since the key is copied into the symmetric cipher context, the caller is encouraged to clear its memory upon
successful return.

A symmetric cipher can be repeatedly reset and reused with different keys, and this avoids having to create
and destroy new contexts each time. This is the basis for CBC and CFB ciphering schemes, since it is better
cryptographic practice not to reuse a key.

PGPCopySymmetricCipherContext

PGPEr r or PGPCopySymret ri cCi pher Cont ext (
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PGPSymet ri cCi pher Cont ext Ref

ci pher ContextOri g,
PGPSymet ri cCi pher Cont ext Ref

*ci pher Cont ext Copy ) ;

Arguments
Ci pherContextOri g the source symmetric cipher context
Ci pher Cont ext Copy the receiving field for the copy of the symmetric cipher context

Description
Makes an exact copy of the symmetric cipher context, including the key.

Notes, Warnings, and Tips

The caller is responsible for deallocating the resultant symmetric cipher context copy with
PGPFreeSynmmet ri cCi pher Cont ext unless the copy is passed to PGPNewCBCi pher Cont ext or
PGPNewCFBCi pher Cont ext .

PGPFreeSymmetricCipherContext

PGPEr r or PGPFreeSymret ri cCi pher Cont ext (
PGPSymet ri cCi pher Cont ext Ref
ci pher Cont ext

Arguments
ci pher Cont ext the target symmetric cipher context

Description

Decrements the reference count for the specified symmetric cipher context, and frees the context if the
reference count reaches zero.

Notes, Warnings, and Tips

This function should only be called for those symmetric cipher contexts that are not passed to
PGPNewCBCi pher Cont ext or PGPNewCFBCi pher Cont ext .

Before deallocating the context, the function erases all associated in-memory data.

PGPGetSymmetricCipherSizes

PGPETr r or PGPCGet Synmret ri cCi pher Si zes(
PGPSymet ri cCi pher Cont ext Ref
ci pher Cont ext,

PGPS ze *keySi ze,
PGPS ze *bl ockSi ze );
Arguments
ci pher Cont ext the target symmetric cipher context
keySi ze the receiving field for the cipher’s key size (in bits)
bl ockSi ze the receiving field for the cipher’s block size (in bytes)
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Description
Returns the key and block sizes for implied symmetric cipher.

PGPSymmetricCipherEncrypt

PGPEr r or PGPSymret ri cCi pher Encrypt (
PGPSymret ri cCi pher Cont ext Ref
ci pher Cont ext

const void *pl ai nText,
voi d *ci pher Text );
Arguments
ci pher Cont ext the target symmetric cipher context
pl ai nText the source buffer for the input plain text
ci pher Text the receiving buffer for the output cipher text
Description

Encrypts one block of data, whose size is determined by the cipher (see
PGPGet Symmet ri cCi pher Bl ockSi ze).

Notes, Warnings, and Tips

This function should not be used to encrypt multiple blocks of data unless the key is changed for each block
(usually through a chaining or feedback scheme), since it is considered bad cryptographic practice to reuse a
key.

PGPSymmetricCipherDecrypt

PGPEr r or PGPSymmet ri cGi pher Decr ypt (
PGPSymmet ri cCi pher Cont ext Ref
ci pher Cont ext

const void *ci pher Text,
voi d *pl ai nText );
Arguments
ci pher Cont ext the target symmetric cipher context
ci pher Text the source buffer for the input cipher text
pl ai nText the receiving buffer for the output plain text
Description

Decrypts one block of data, whose size is determined by the target cipher context (see
PGPGet Synmret ri ¢cCi pher Bl ockSi ze).

PGPWipeSymmetricCipher

PGPEr r or PGPWAshSymmet ri cGi pher (
PGPSymmet ri cCi pher Cont ext Ref
ci pher Cont ext,
voi d const *washDat a,
PGPS ze washLength );
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Arguments
ci pher Cont ext the target symmetric cipher context
washDat a the wash data
washLengt h the length of the wash data
Description

Washes the specified symmetric cipher with the specified wash data.

PGPWipeSymmetricCipher

PGPETr r or PGPW peSymret ri cCi pher (
PGPSymet ri cCi pher Cont ext Ref
Ci pher Cont ext );

Arguments
Ci pher Cont ext the target symmetric cipher context

Description

Wipes any sensitive data in the cipher. The cipher remains alive, but its key must be reset before any data
can be encrypted.

PGPNewCBCContext

PGPEr r or PGPNewCBCCont ext (
PGPSymet ri cCi pher Cont ext Ref
ci pher Cont ext
PGPCBCCont ext Ref *chai ni ngCont ext );

Arguments

ci pher Cont ext the underlying symmetric cipher context

chai ni ngCont ext the receiving field for the resultant CBC context
Description

Creates a chaining context based upon the specified symmetric cipher.

Notes, Warnings, and Tips

A cipher block chaining context requires use of a symmetric cipher that has been created and whose key has
been set. An error will be returned if this is not the case.

After the call, the CBCRef "owns" the symmetric ci pher Cont ext and will dispose of it properly (even if an
error occurs). The caller should no longer reference it.

PGPInitCBC
PGPETr r or PGPI ni t CBC(
PGPCBCCont ext Ref chai ni ngCont ext
const void *Kkey,
const void *InitializationVector );
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Arguments
chai ni ngCont ext the target CBC context
key the desired key

initializationVector
the desired initialization vector data

Description

Establishes the key and/or intialization vector for the cipher chaining context. One of key and
initializationVector maybe NULL, butnotboth.

Notes, Warnings, and Tips
The initialization Vector (IV) size is assumed to be the same as the symmetric cipher block size.

Since both arguments are copied into the cipher chaining context, the caller is encouraged to clear their
memory upon successful return.

Both key andinitializationVector mustbe setprior to any cipher operations. However, as a
convenience to the PGPsdk developer, these may be set in separate calls to PGPl ni t CBC since these
values are commonly obtained from different sources at different times.

PGPCopyCBCContext

PGPEr r or PGPCopy CBCCont ext (
PGPCBCCont ext Ref chai ni ngContext Ori g,
PGPCBCCont ext Ref *chai ni ngCont ext Copy ) ;

Arguments
chai ni ngContextOri g
the source CBC context
chai ni ngCont ext Copy
the receiving field for the copy of the CBC context

Description
Creates an exact copy of the specified chaining cipher context.

Notes, Warnings, and Tips

The caller is responsible for deallocating the resultant chaining cipher context copy with
PGPFr eeCBCCi pher Cont ext .

PGPFreeCBCContext

PGPEr r or PGPFr eeCBCCont ext (
PGPCBCCont ext Ref chai ni ngCont ext );

Arguments
chai ni ngCont ext the target cipher block chaining context

Description

Decrements the reference count for the specified cipher block chaining context, and frees the context if the
reference count reaches zero.
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Notes, Warnings, and Tips
Before deallocating the context, the function erases all associated in-memory data.

PGPCBCEncrypt
PGPETr r or PGPCBCENcr ypt (
PGPCBCCont ext Ref chai ni ngCont ext ,
const void *pl ai nText,
PGPS ze pl ai nText Lengt h,
voi d *ci pher Text );
Arguments
chai ni ngCont ext the target CBC context
pl ai nText the data to encrypt
pl ai nText Lengt h the length of the data to encrypt (in bytes)
ci pher Text the receiving buffer for the resultant encrypted data
Description

Encrypts the specified data according to the specified chaining context.

Notes, Warnings, and Tips
Call repeatedly to encrypt arbitrary amounts of data.

PGPCBCDecrypt
PGPEr r or PGPCBCDecr ypt (
PGPCBCCont ext Ref chai ni ngCont ext,
const void *ci pher Text,
PGPS ze ci pher Text Lengt h,
voi d *pl ai nText );
Arguments
Chai ni ngCont ext the target CBC context
ci pher Text the data to decrypt
ci pher Text Lengt h the length of the data to decrypt (in bytes)
pl ai nText the receiving buffer for the resultant plaintext
Description

Decrypts the specified data according to the specified chaining context.

PGPCBCGetSymmetricCipher

PGPEr r or PGPCBCGet Synmret ri ¢cCi pher (
PGPCBCCont ext Ref chai ni ngCont ext ,

PGPSymet ri cCi pher Cont ext Ref
*ci pher Cont ext );
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Arguments

chai ni ngCont ext the target CBC context

ci pher Cont ext the receiving field for the symmetric cipher context
Description

Get the symmetric cipher context being used for the specified cipher feedback context.

Notes, Warnings, and Tips

ci pher Cont ext is the actual PGPSynmret ri cCi pher Cont ext , and not a copy. Since the chaining context
"owns" the symmetric cipher, the caller should neither free nor dereference it.

Once obtained, the symmetric cipher reference can be used to obtain attributes of the underlying cipher, for
example, its block size.

PGPNewCFBContext

PGPEr r or PGPNewCFBCont ext (
PGPSymmet ri cCi pher Cont ext Ref
ci pher Cont ext
PGPUI nt 16 i nterl eaveFact or,
PGPCFBCont ext Ref *f eedbackCont ext );

Arguments
ci pher Cont ext the underlying symmetric cipher context
i nterl eaveFact or the desired number of cipher blocks in the feedback loop
f eedbackCont ext the receiving field for the resultant CFB context
Description

Creates a new feedback context based upon the specified symmetric cipher. The specified interleave factor
determines the number of cipher blocks the feedback mechanism will cycle through.

Notes, Warnings, and Tips

A cipher feedback context requires use of a symmetric cipher that has been created and whose key has been
set. An error will be returned if this is not the case.

After the call, the CFBRef "owns" the symmetric ci pher Cont ext and will dispose of it properly (even if an
error occurs). The caller should no longer reference it.

The choice of interleave factor affects the size of the resultant feedback context, but does not affect its

performance.
PGPInitCFB
PGPEr r or PGPI ni t CFB(
PGPCFBCont ext Ref f eedbackCont ext
const void *Key,
const void *initializationVector
Arguments
f eedbackCont ext the target CFB context
key the desired key
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initializationVector
the desired initialization vector data

Description

Establishes the key and/or intialization vector for the cipher feedback context. One of key and
initializationvector maybeNULL, butnotboth.

Notes, Warnings, and Tips
The initialization Vector (IV) size is assumed to be the same as the symmetric cipher block size.

Since both arguments are copied into the cipher feedback context, the caller is encouraged to clear their
memory upon successful return.

Bothkey andinitializationVector mustbe set prior to any cipher operations. However, as a
convenience to the PGPsdk developer, these may be set in separate calls to PGPI ni t CFB since these
values are commonly obtained from different sources at different times.

PGPCopyCFBContext

PGPETr r or PGPCopy CFBCont ext (
PGPCFBCont ext Ref f eebackCont extori g,
PGPCFBCont ext Ref *f eebackCont ext Copy ) ;

Arguments
FeebackContextOri g
the source CFB context
f eebackCont ext copy
the receiving field for the copy of the CFB context

Description
Creates an exact copy of the specified feedback cipher context.

Notes, Warnings, and Tips

The caller is responsible for deallocating the resultant feedback cipher context copy with
PGPFr eeCFBCi pher Cont ext .

PGPFreeCFBContext

PGPEr r or PGPFr eeCFBCont ext (
PGPCFBCont ext Ref f eedbackCont ext );

Arguments
f eedbackCont ext the target cipher feedback context

Description

Decrements the reference count for the specified cipher feedback context, and frees the context if the
reference count reaches zero.
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Notes, Warnings, and Tips
Before deallocating the context, the function erases all associated in-memory data.

PGPCFBEnNcrypt
PGPEr r or PGPCFBENcr ypt (
PGPCFBCont ext Ref f eedbackCont ext ,
const void *pl ai nText,
PGPSI ze pl ai nText Lengt h,
voi d *ci pher Text );
Arguments
f eedbackCont ext the target CFB context
pl ai nText the data to encrypt
pl ai nText Lengt h the length of the data to encrypt (in bytes)
ci pher Text the receiving buffer for the resultant encrypted data
Description

Encrypts the specified data according to the specified feedback context.

Notes, Warnings, and Tips
Call repeatedly to encrypt arbitrary amounts of data.

PGPCFBDecrypt
PGPEr r or PGPCFBDecr ypt (
PGPCFBCont ext Ref f eedbackCont ext ,
const void *ci pher Text,
PGPS ze ci pher Text Lengt h,
voi d *pl ai nText );
Arguments
FeedbackCont ext the target CFB context
ci pher Text the data to decrypt
ci pher Text Lengt h the length of the data to decrypt (in bytes)
pl ai nText the receiving buffer for the resultant plaintext
Description

Decrypts the specified data according to the specified feedback context.

PGPCFBGetSymmetricCipher

PGPEr r or PGPCFBGet Symmet ri cCi pher (
PGPCFBCont ext Ref f eedbackCont ext
PGPSymmet ri cCi pher Cont ext Ref
*ci pher Context );

Arguments
f eedbackCont ext the target CFB context
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ci pher Cont ext the receiving field for the context of the associated
symmetric cipher

Description
Get the symmetric cipher context associated with the specified cipher feedback context.

Notes, Warnings, and Tips
ci pher Cont ext is the actual PGPSynmret ri cCi pher Cont ext , and not a copy. Since the feedback
context "owns" the symmetric cipher, the caller should neither free nor dereference it.

Once obtained, the symmetric cipher reference can be used to obtain attributes of the underlying cipher, for
example, its block size.

PGPCFBGetRandom
PGPETr r or PGPCFBGet Random(
PGPCFBCont ext Ref f eedbackCont ext ,
PGPS ze request Count,
voi d *r andonDat a,
PGPSi ze *r andonDat aCount
Arguments
f eedbackCont ext the target CFB context
r equest Count the maximum number of pseudo-random bytes to fetch
randonDat a the receiving buffer for the pseudo-random bytes
r andonDat aCount the receiving field for the actual number of pseudo-random
bytes fetched
Description

Fetches pseudo-random bytes from the specified cipher feedback context, and indicates the actual number of
pseudo-random bytes obtained. A maximum of r equest Count bytes are returned.

Notes, Warnings, and Tips
The receiving buffer must be at least r equest Count bytes in length.

PGPCFBRandomCycle,
PGPEr r or PGPCFBRandontCycl e(
PGPCFBCont ext Ref f eedbackCont ext ,
const void *salt );
Arguments
f eedbackCont ext the target CFB context
sal t the desired random byte data
Description

Makes more pseudo-random bytes available using the supplied salt, which must have a length no less than
the symmetric cipher block size.
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Notes, Warnings, and Tips
Salt bytes beyond the symmetric cipher block size are ignored.

PGPCFBRandomWash
PGPEr r or PGPCFBRandomAash(
PGPCFBCont ext Ref f eedbackCont ext,
const void *washDat a,
PGPSI ze washDat aLength );
Arguments
f eedbackCont ext the target CFB context
washDat a the wash data
washLengt h the length of the wash data
Description
Washes the key and initialization vector of the symmetric cipher associated with the specified feedback
context.

Notes, Warnings, and Tips

If washDat aLengt h is less than the symmetric cipher block size, then padding bytes are used. If
washDat aLengt h is greater than the symmetric cipher block size, then multiple passes occur.

PGPCFBSync
PGPEr r or PGPCFBSync(
PGPCFBCont ext Ref f eedbackCont ext );
Arguments
f eedbackCont ext the target CFB context
Description

Reset the feedback mechanism to use the currently available data plus an additional number of previous
bytes, such that the resultant data length equals the cipher block size.

Notes, Warnings, and Tips
This effectively changes the cipher block boundary.

PGPNewPublicKeyContext

PGPEr r or PGPNewPubl i cKeyCont ext (
PGPKey Ref key,
PGPPubl i cKeyMessageFor nmat
messageFor mat ,
PGPPubl i cKeyCont ext Ref
*publ i cKeyCont ext );
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Arguments
pgpCont ext the target key
nmessageFor mat the desired message format, which recognizes
kPGPPubl i cKeyMessageFormat _. .. values
(see Table 1V-6)
publ i cKeyCont ext the receiving field for the resultant public key context
Description
Creates a context for public key operations based on the specified key and using the specified message
format.

PGPFreePublicKeyContext

PGPETr r or PGPFr eePubl i cKeyCont ext (
PGPPubl i cKeyCont ext Ref
publ i cKeyCont ext

Arguments
publ i cKeyCont ext the target public key context

Description

Decrements the reference count for the specified public key context, and frees the context if the reference
count reaches zero.

PGPGetPublicKeyOperationsSizes

PGPEr r or PGPGet Publ i cKeyOper ati onsSi zes(
PGPPubl i cKeyCont ext Ref
publ i cKeyCont ext ,

PGPS ze *maxDecr ypt edBuf f er Si ze,
PGPS ze *maxEncr ypt edBuf f er Si ze,
PGPS ze *maxSi gnat ur eSi ze ) ;
Arguments
publ i cKeyCont ext the target public key context

maxDecr ypt edBuf f er Si ze

the receiving field for the decryption buffer size (in bytes)
mexEncr ypt edBuf f er Si ze

the receiving field for the encryption buffer size (in bytes)
maxSi gnat ur eSi ze the receiving field for the signature size (in bits)

Description

Returns the sizes associated with the specified public key context. A resultant value of zero indicates that the
associated operation is not available.

PGPPublicKeyEncrypt

PGPETr r or PGPPubl i cKeyEncr ypt (
PGPPubl i cKeyCont ext Ref
publ i cKeyCont ext
voi d const *pl ai nText,
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Arguments
publ i cKeyCont ext
pl ai nText
pl ai nText Lengt h
ci pher Text

ci pher Text Lengt h

Description

PGPSI ze pl ai nText Lengt h,
voi d *ci pher Text,
PGPSi ze *ci pher Text Length );

the target public key context

the buffer containing the input plain text

the length of the input plain text

the receiving buffer for the output cipher text, which must

be at least naxEncr ypt edBuffer Si ze

(obtained from PGPGet Publ i cKeyOper ati onsSi ze)

the receiving field for the resultant length of the output cipher text

Encrypts one block of data, using PKCS-1 padding.

PGPPublicKeyVerifySignature

PGPEr r or PGPPubl i cKeyVeri f ySi gnat ur e(

Arguments
Publ i cKeyCont ext
hashCont ext
si gnature
si gnat ureSi ze

Description

PGPPubl i cKeyCont ext Ref
publ i cKeyCont ext
PGPHashCont ext Ref  hashCont ext,
voi d const *signature,
PGPSi ze signatureSi ze );

the target public key context

the target hash context

the target signature

the length of the target signature

Verifies a signature on a message hash, which is finalized by this call.

Notes, Warnings, and Tips
The message hash should not have been finalized prior to the call.

PGPNewPrivateKeyContext

PGPEr r or PGPNewPr i vat eKeyCont ext (

Arguments
pgpCont ext

PGPKey Ref key,
PGPPr i vat eKeyMessageFor mat

messageFor mat ,
char const *passphrase,
PGPPr i vat eKeyCont ext Ref

*privat eKeyCont ext

the target key, which must be a public/private key pair
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nmessageFor mat the desired message format, which recognizes
kPGPPubl i cKeyMessageFor mat _. . .

values (see Table 1V-6)

passphrase the passphrase associated with the target key
pri vat eKeyCont ext the receiving field for the resultant private key context
Description
Creates a context for private key operations based on the specified key and using the specified message
format.

PGPFreePrivateKeyContext

PGPETr r or PGPFr eePri vat eKeyCont ext (
PGPPri vat eKeyCont ext Ref
Pri vat eKeyCont ext );

Arguments
pri vat eKeyCont ext the target private key context

Description

Decrements the reference count for the specified private key context, and frees the context if the reference
count reaches zero.

Notes, Warnings, and Tips
Before deallocating the context, the function erases all sensitive in-memory data.

PGPGetPrivateKeyOperationsSizes

PGPETr r or PGPCet Pri vat eKeyOper ati onsSi zes(
PGPPri vat eKeyCont ext Ref
pri vat eKeyCont ext ,

PGPS ze *maxDecr ypt edBuf f er Si ze,
PGPS ze *maxEncr ypt edBuf f er Si ze,
PGPS ze *maxSi gnat ureSi ze ) ;
Arguments
pri vat eKeyCont ext the target private key context

mexDecr ypt edBuf f er Si ze

the receiving field for the decryption buffer size (in bytes)
maxEncrypt edBuf fer Si ze

the receiving field for the encryption buffer size (in bytes)
mexSi gnat ureSi ze the receiving field for the signature size (in bits)

Description

Returns the sizes associated with the specified private key context. A resultant value of zero indicates that the
associated operation is not available.

PGPPrivateKeyDecrypt

PGPEr r or PGPPri vat eKeyDecr ypt (
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PGPPri vat eKeyCont ext Ref
pri vat eKeyCont ext ,

voi d const *ci pher Text,
PGPSi ze ci pher Text Lengt h,
voi d *pl ai nText,
PGPSI ze *pl ai nText Lengt h
Arguments
pri vat eKeyCont ext the target private key context
ci pher Text the buffer containing the input cipher text
ci pher Text Lengt h the length of the input cipher text
pl ai nText the receiving buffer for the output plain text, which must be at least
maxDecr ypt edBuf f er Si ze (obtained from
PGPCGet Pri vat eKeyOper ati onsSi ze)
pl ai nText Lengt h the receiving field for the resultant length of the output plain text
Description

Decrypts one block of data.

Errors
kPGPErr or _Feat ur eNot Avai | abl e

PGPPrivateKeySign

PGPEr r or PGPPri vat eKeySi gn(
PGPPri vat eKeyCont ext Ref
pri vat eKeyCont ext ,
PGPHashCont ext Ref  hashCont ext,

voi d *signature,
PGPSi ze *signatureSi ze );
Arguments
pri vat eKeyCont ext the target private key context
hashCont ext the target hash context
si gnature the receiving field for the signature, which must be at least
maxSi gnat ur eSi ze (obtained from
PGPCGet Pri vat eKeyOper ati onsSi ze)
si gnat ureSi ze the receiving field for the resultant length of the signature
Description

Obtains the signature associated with the specified private key context, as well as its length (in bytes).

Errors
kPGPErr or _BadSi gnat ure

kPGPErr or _Feat ur eNot Avai | abl e

Notes, Warnings, and Tips
The message hash should not have been finalized prior to the call.
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V Function Reference - Global Random Number
Pool Management Functions

Introduction

The PGPsdk cryptographic functions require random numbers to operate correctly. So, the PGPsdk includes
functions to manage a global pool of random numbers seeded from keystrokes and mouse movements.
The ANSI X9.17-compliant PGPsdk random number package includes the following functionality:

e acquiring randomness from environmental events passed in by the application

 filling buffers with random data as requested .

e tracking the number of true random bits available

The random number functions support the following arguments and features to control their actions:
« random seeding from keystrokes and mouse movements
« cryptographically strong pseudo-random number generator based on ANSI X9.17
« saving of the random pool state in persistent storage with reload on library initialization
» soft degrade from true environmental random bits to cryptographically strong pseudo random
bits

The PGPsdk library provides both cryptographically strong pseudo-random numbers as well as true random
numbers based on external events. An internal fixed-size random pool holds random bits acquired from
events passed in by the caller. The library estimates the entropy content (that is, the amount of true
randomness) of the events, and tracks how much true random entropy is available in the random pool at any
time. The SHA-1 hash function is used to distill entropy from incoming events and to spread it throughout the
random pool.

Random numbers are available via an internal pseudo-random number generator (RNG) based on ANSI
X9.17, and fed from the random pool. When there is sufficient entropy in the pool, the generator produces
cryptographically strong true random numbers; when the entropy in the random pool is exhausted, the
generator produces cryptographically strong pseudo-random numbers.

Header Fifes
pgpRandomnPool . h

Random Number Pool Management Functions

PGPGlobalRandomPoolAddKeystroke

PGPUI nt 32 PGPA obal RandonPool AddKeyst r oke(
PGPI nt 32 keyCode );
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Arguments
keyCode the key code of the captured keystroke value

Description
Augments the random number pool based upon the value of the captured keystroke.

PGPGlobalRandomPoolAddMouse

PGPUI nt 32 PGPA obal RandomPool AddMbuse(
PGPUI nt 32 X,
PGPUI nt 32 y );
Arguments
X t he nouse x-coordi nate val ue
y t he nouse y-coordi nate val ue
Description

Augments the random number pool based upon the values of the mouse coordinates.

Entropy Estimation Functions

PGPGIlobalRandomPoolGetEntropy

PGPUI nt 32 PGPd obal RandomPool Get Entropy( void ); );
Arguments

Description
Returns a measure of the current entropy of the global random number pool.

PGPGlobalRandomPoolGetMinimumEntropy

PGPUI nt 32 PGPd obal RandonPool Get M ni nmunent ropy( void );
Arguments

Description

Returns the minimum allowable entropy of the global random number pool that will support generation of
random or cryptographically strong pseudo-random numbers.

PGPGlobalRandomPoolHasMinimumEntropy

PGPBool ean PGPd obal RandonPool HasM ni munEnt ropy( void );
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Arguments

Description

Returns TRUE if the current entropy of the global random number pool is sufficient to generate random or
cryptographically strong pseudo-random numbers. This is a convenience function, and equivalent to:
i f ( PGPA obal RandonPool Get Entropy( void ) >=
PGPA obal RandonPool Get M ni munEnt ropy( void ) )

{
return( TRUE );

}

el se

{
return( FALSE );

}

PGPGlobalRandomPoolGetSize

PGPUI nt 32 PGPA obal RandonPool Get Si ze( void );
Arguments

Description
Returns the current size of the global random number pool in bytes.
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VI Function Reference - Utility Toolbox

Introduction

The PGPsdk includes miscellaneous utility functions that span functional areas, such as:
» context creation and management
* memory management
* file specification
* date/time

* error code to error string conversions

Header Files

pgpsdkPrefs. h
pgpUtilities.h

Constants and Data Structures

Table VI-1: MacOS File Creator Values.

MacOS File Creator Constant MacOS OSType Value
KPGPMacFi | eCreat or Decrypt edBi nary ?2??7?
KPGPMacFi | eCreat or Decrypt edText ttxt
KPGPMacFi | eCreat or Keys pgpK
KPGPMacFi | eCreator Tool s pgpM
Table VI-2: MacOS File Type Values.
MacOS File Type Constant MacOS OSType Value
kPGPMacFi | eTypeArnorFil e TEXT
kPGPMacFi | eTypeDecr ypt edBi nary Bl NA
kPGPMacFi | eTypeDecr ypt edText TEXT
kPGPMacFi | eTypeDet achedSi g pgDS
kPGPMacFi | eTypeEncr ypt edDat a pgEF
kPGPMacFi | eTypeEnport edKeys TEXT
kPGPVacFi | eTypePr ef pref
kPGPMacFi | eTypePri vRi ng pPgRR
kPGPMacFi | eTypePubRi ng PgPR
kPGPMacFi | eTypeRandontseed pgRS
kPGPMacFi | eTypeSi gnedDat a PgSF

Table VI-3: Memory Management Option Values.

Memory Management Flag Constant
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| KPGPenor yFl ags C ear |

Table VI-4: Preference Selector Values.

Preference Selector Constant
kPGPsdkPr ef Defaul t Keyl D
kPGPsdkPref PrivateKeyring
kPGPsdkPr ef PublicKeyring
kPGPsdkPref RandonteedFil e

Figure 1. PGPNewContextStruct typedef.
typedef struct PGPNewCont ext Struct

{

| *

** sjzeof Struct nust be initialized

**to sizeof ( PGPNewCont ext Struct )

*/
PGPUI nt 32 si zeof Struct;
PGPMenor yAl | ocati onProc al | ocProc;
PGPMenor yReal | ocati onProc real | ocProc;
PGPMenor yDeal | ocati onProc deal | ocProc;
PGPUser Val ue al | ocUser Val ue;

} PGPNewCont ext Struct;

Context Creation and Management Functions

PGPNewContext

PGPEr r or PGPNewCont ext (

PGPUI nt 32 cl i ent API Ver si on,
PGPCont ext Ref *pgpCont ext ) ;

Arguments

d i ent API Ver si on the version of the current PGPsdk client API

pgpCont ext the receiving field for the new context
Description

Creates a context that employs the default PGPsdk memory management functions.

Errors
kPGPEr r or _I nconpat i bl eAPI

kPGPEr r or _I nval i dRef
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Notes, Warnings, and Tips
cl i ent API Ver si on must be specified as the special value kPGPsdkVer si on.

PGPNewContextCustom
PGPEr r or PGPNewCont ext Cust on{
PGPUI nt 32 cli ent API Ver si on,

PGPNewCont ext St ruct const
*pgpCont ext St ruct

PGPCont ext Ref *pgpCont ext ) ;
Arguments
cl i ent API Ver si on the version of the current PGPsdk clientAPI
pgpCont ext St r uct the custom context information
pgpCont ext he receiving field for the new context
Description

Creates a PGPCont ext that employs user-defined memory management functions. The custom information
is passed as a PGPNewCont ext Struct (see Table VI-4).

Errors
kPGPErr or _I nconpati bl eAPI

kPGPErr or _I nval i dRef

Notes, Warnings, and Tips
cl i ent API Ver si on must be specified as the special value kPGPsdkVer si on.

The PGPNewCont ext St ruct member si zeof St ruct normally assumes the special value si zeof (
PGPNewCont ext Struct ).

The custom memory allocation function should expect to receive the following arguments in the

following order:
PGPCont ext Ref cont ext

PGPS ze al | ocati onSi ze
PGPMenoryFl ags  fl ags
PGPUser Val ue user Val ue
The custom memory re-allocation function should expect to receive the following arguments in the following
order:
PGPCont ext Ref cont ext
voi d **al |l ocation
PGPSi ze newAl | ocati onSi ze
PGPMenor yFl ags flags
PGPUser Val ue user Val ue

The custom memory de-allocation function should expect to receive the following arguments in the following

order:
PGPCont ext Ref cont ext
voi d *al | ocation
PGPUser Val ue user Val ue
PGPFreeContext
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PGPET r or PGPFr eeCont ext (
PGPCont ext Ref pgpCont ext );
Arguments
pgpCont ext the target context
Description

Decrements the reference count for the specified context (created by either PGPNewCont ext or
PGPNewCont ext Cust om), and frees the context if the reference count reaches zero.

Notes, Warnings, and Tips

A PGPCont ext must not be freed until and unless all data items allocated using that context have been
explicitly freed.

PGPSetContextUserValue

PGPET r or PGPSet Cont ext User Val ue(
PGPCont ext Ref pgpCont ext ,
PGPUser Val ue user Val ue ) ;
Arguments
pgpCont ext the target context
user Val ue the (replacement) user-defined data
Description

Sets the user-defined data associated with a given context to that specified.

PGPGetContextUserValue

PGPEr r or PGPGet Cont ext User Val ue(
PGPCont ext Ref pgpCont ext ,
PGPUser Val ue *user Val ue );
Arguments
pgpCont ext the target context
user Val ue the receiving field for the associated user-defined data
Description

Retrieves the user-defined data associated with the specified context.

PGPContextGetRandomBytes

PGPEr r or PGPCont ext Get RandonByt es(
PGPCont ext Ref pgpCont ext ,
voi d *dat aBuf,
PGPS ze avail Length );
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Arguments
pgpCont ext the target context
dat aBuf the receiving buffer for the associated pseudo-random bytes
avai l Lengt h the length of the receiving buffer

Description

Places the pseudo-random bytes associated with the specified context into the specified buffer. A maximum
of avai | Lengt h bytes is retrieved. The function returns KPGPEr r or _Qut Of Ent r opy if the specified
context’s global random pool does not have sufficient entropy.

Errors
kPGPEr r or _Qut O Ent r opy

Notes, Warnings, and Tips
The size of the global random pool and its entropy are independent of one another.

Memory Management Functions

PGPNewData
voi d * PGPNewDat a(
PGPCont ext Ref pgpCont ext
PGPSi ze al l ocati onSi ze );
Arguments
pgpCont ext the target context
al I ocati onSi ze the number of 8-bits bytes to be allocated
Description

Allocates the specified number of 8-bit bytes of memory, using the memory allocation function associated with
the specified context.

Notes, Warnings, and Tips

PGPNewDat a is used internally by the PGPsdk ( PGPNew. . . functions). Client code should rarely, if ever,
have a reason to use this function.

Memory allocated with PGPNewDat a should always be deallocated with PGPFr eeDat a.

Areturn value of ( void * ) NULL indicates failure.
PGPNewSecureData
voi d * PGPNewSecur eDat a(
PGPCont ext Ref pgpCont ext
PGPSi ze al | ocati onSi ze,
PGPBool ean *di dLock );
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Arguments
pgpCont ext the target context
al l ocati onSi ze the number of 8-bit bytes to be allocated
di dLock set to TRUE upon return if the memory allocated is guaranteed
not to be swapped to secondary storage
(virtual memory implementations)
Description

Allocates the specified number of 8-bit bytes of memory, using the memory allocation function associated with
the specified context. The allocated memory is intended to store sensitive data such as passphrases, and so:

» the function attempts to preclude its being swapped to secondary storage, thus simplifying
later clearing of the memory

« memory allocated with this function is automatically cleared just prior to its deallocation

Notes, Warnings, and Tips
Memory allocated with PGPNewSecur eDat a should always be deallocated with PGPFr eeDat a.

Areturn value of ( void * ) NULL indicates failure.

Not all platforms support page locking, and those that do may restrict it to certain classes of users, for
example, the superuser. Still, the PGPsdk will utilize whatever facilities do exist for the platform, and will
ensure erasure of the resident memory upon deallocation.

PGPFreeData
voi d PGPFr eeDat a(
voi d *al l ocation );
Arguments
al | ocati on the target data in memory
Description

Frees memory allocated with PGPNewDat a and PGPNewSecur eDat a. Mernory allocated with
PGPNewSecur eDat a is cleared prior to its being freed.

Notes, Warnings, and Tips

The operation will fail silently if al | ocati on i S NULL, or if the associated internal header control block is
corrupted.

File Functions

PGPNewFileSpecFromFSSpec (MacOS platforms only)

PGPET r or PGPNewFi | eSpecFr onFSSpec(
PGPCont ext Ref pgpCont ext ,
const FSSpec *spec,
PGPFi | eSpecRef *fileRef );
Arguments
pgpCont ext the target context
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spec the source Macintosh FS specification
fil eRef the receiving field for the resultant file specification
Description

Creates a file specification from the specified Macintosh FS specification.

Notes, Warnings, and Tips
The caller is responsible for deallocating the resultant file specification with PGPFr eeFi | eSpec.

PGPNewFileSpecFromFullPath (Non-MacOS platforms only)

PGPETr r or PGPNewFi | eSpecFr ontul | Pat h(
PGPCont ext Ref pgpCont ext
char const *pat hnarne,
PGPFi | eSpecRef *fileRef );
Arguments
pgpCont ext the target context
pat hnane the source pathname
fil eRef the receiving field for the resultant file specification
Description

Creates a file specification from a pathname.

Notes, Warnings, and Tips
The caller is responsible for deallocating the resultant file specification with PGPFr eeFi | eSpec.

PGPCopyFileSpec
PGPEr r or PGPCopyFi | eSpec(
PGPConst Fi | eSpecRef
fileSpecOig,
PGPFi | eSpecRef *fil eSpecCopy );
Arguments
fileSpecOrig the source file specification
fil eSpecCopy the receiving field for the copy of the file specification
Description

Creates a copy of the specified file specification.

Notes, Warnings, and Tips
The caller is responsible for deallocating the resultant file specification copy with PGPFr eeFi | eSpec.

PGPFreeFileSpec

PGPEr r or PGPFr eeFi | eSpec(
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PGPFi | eSpecRef fil eSpecRef
Arguments
fil eSpecRef the target file specification
Description

Decrements the reference count for the specified file specification, and frees the file specification if the
reference count reaches zero.

PGPGetFSSpecFromFileSpec (MacOS platforms only)

PGPEr r or PGPGet FSSpecFr onFi | eSpec(
PGPConst Fi | eSpecRef
fileSpec,
FSSpec *f sSpec );
Arguments
fil eSpec the source file specification
f sSpec the receiving field for the resultant Mcintosh FS

speci fication

Description
Converts the specified file specification to a Macintosh FS specification.

Errors
kPGPEr r or _Fi | eNot Found

PGPGetFullPathFromFileSpec (Non-MacOS platforms Only)

PGPEr r or PGPGet Ful | Pat hFr ontFi | eSpec(
PGPConst Fi | eSpecRef
fileSpec,
char **full PathPtr );
Arguments
fileSpec the target file specification
full Pat hPtr the receiving field for a pointer to the resultant full pathname
Description

Converts a file specification to a file pathname, which is placed in dynamically allocated memory.

Notes, Warnings, and Tips
The caller is responsible for deallocating the resultant pathname with PGPFr eeDat a.

PGPMacBinaryTolLocal (MacOS platforms Only)
PGPEr r or PGPMacBi naryToLocal (
PGPFi | eSpecRef i nSpec,
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Arguments
i nSpec

out Spec

macCr eat or

macType

Description

PGPFi | eSpecRef *out Spec,
PGPUI nt 32 *macCr eat or,
PGPUI nt 32 *macTypeCode

the source file specification, which is assumed to reference a MacOS
MacBinary file

the receiving field for the file specification to the converted file

the receiving field for the MacOS OSType of the creating application,
which is always one of the kPGPMacFi | eCreator _. .. values

(see Table VI-1 a)

the receiving field for the MacOS oSType of the file type, which is
always one of the kPGPMacFi | eType_. .. values (see Table VI-1 b)

Converts a MacOS MacBinary file to its corresponding data fork and resource fork. The source file is deleted.

A return value of KPGPEr r or _NoMacBi nar yTr ansl ati onAvai | abl e indicates an incomplete conversion
- the data fork contents may or may not have been successfully converted.

A return value of KPGPEr r or _Not MacBi nary indicates that the source file specification does not reference
a MacOS MacBinary file. The source file is unaltered.

Errors

kPGPErr or _NoMacBi naryTransl ati onAvai | abl e
kPGPEr r or _Not MacBi nary

Notes, Warnings, and Tips
The macCr eat or and macType arguments are optional. If specified as NULL, then the corresponding data

item is not returned.

No assumption should be made regarding the name of the resultant file. The PGPsdk chooses the most
appropriate extension for the encoded file type.

Time Functions

PGPGetTime

PGPTi me

Arguments

Description

PGPGet Ti me(

void );

Returns the current systern time as a PGPTi ne format time value.

PGPGetPGPTimeFromStdTime

PGPTi me

PGPGet PGPTi meFr ontst dTi me(

time_t theTime );
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Arguments
t heTi me the time in Standard C Library time format

Description
Returns the current system time in Standard C Library time format as the opaque data type PGPTi ne.

Notes, Warnings, and Tips
The datatype ti ne_t is that used by many of the Standard C Library time functions, for example ti ne() .

PGPGetStdTimeFromPGPTime

time_t PGPGet St dTi meFr onPGPTi me(
PGPTi ne theTinme );
Arguments
t heTi e the time as a PGPTi e data type
Description

Returns the specified PGPTi e value as the data type t i me_t used by many of the Standard C Library time
functions, for example ti ne ()

Notes, Warnings, and Tips
The data type ti me_t is that used by many of the Standard C Library time functions, for example ti me() .

PGPGetYMDFromPGPTime
voi d PGPCGet YNDFr onPGPTI me(
PGPTi ne t heTi ne,
PGPUI nt 16 *year,
PGPUI nt 16 *nont h,
PGPUI nt 16 *day );
Arguments
t heTi e the time as a PGPTi me data type
year the receiving field for the year component
nmont h the receiving field for the month component
day the receiving field for the day component
Description

Extracts the year, month, and day components from the specified PGPTi e time value.

Notes, Warnings, and Tips

The year, nonth, andday arguments are optional. If specified as NULL, then the corresponding data
item is not returned.

The year component includes the century, and the nont h and day components are one-based.
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Sample Code
PGPUI nt 16 year; /* 1ncludes century /*
PGPUI nt 16 nmont h; /* January = 1; Decenber = 12/*
PGPUI nt 16 day; /* Assumes values 1 — 31 I*

/*

** Qutput the current date as YYYY.MM.DD

/*

PGPGetYMDFromPGPTime( PGPGetTime( void ),

&year,
&month,
&day;
printf("%.4d.%.2d.%.2d\n",
year,
month,
day);
PGPTimeFromMacTime (MacOS platforms only)
PGPTi me PGPTi meFr omvac Ti me(
PGPUI nt 32 theTime );
Arguments
t heTi e the time as a MacOS format time value
Description

Converts the specified MacOS format time value to the corresponding PGPTi me format time value.

Notes, Warnings, and Tips
This function is available for MacOS platforms only.

Sample Code

PGPUInt32 macTime;

err = PGPNewKeyCreationTimeFilter( pgpContext,
PGPTimeFromMacTime( macTime ),

kPGPMatchLessOrEqual,
*outFilter );

PGPTimeToMacTime (MacOS platforms only)

PGPUI nt 32 PGPTi neToMacTi me(

PGPTi ne theTime );

Arguments

theTi me the time as a PGPTi ne format time value
Description

Converts the specified PGPTi ne formatti me value to the corresponding MacOS format time value.

161



Inside the PGPsdk

Errors

Notes, Warnings, and Tips
This function is available for MacOS platforms only.

Sample Code

PGPUI nt 32 macTi ne;
macTi ne = PGPTi meToMacTi me( PGPCGet Tinme() );

Preference Initialization/Save Functions

PGPsdkinit

PGPEr r or PGPsdkl nit( void );

Arguments

Description
Initializes the PGPsdk global state. This function must be called before using using any part the PGPsdk.

Errors

Notes, Warnings, and Tips

Multiple calls to this function will not re-initialize the global variables. Instead, a mechanism similar to the
opaque data type reference count mechanism tracks the calls. This frees the PGPsdk developer from having
to worry about whether or not the global state has already been initialized, since a subsequent initialization will
not adversely affect the global state.

The caller is responsible for freeing any and all resources held by the PGPsdk with PGPsdkCl eanup.

This function is actually redundant for Windows and MacOS platforms, since it is called by the PGPsdk library
initial entry point.

PGPsdkCleanup

PGPEr r or PGPsdkCleanup( void );
Arguments
Description

Releases any and all resources held by the PGPsdk.

Errors

Notes, Warnings, and Tips

This function should be called only after freeing the last PGPCont ext . Any subsequent usage of the
PGPsdk must first call PGPsdkl ni t .

This function is redundant for Windows and MacOS platforms, since the PGPsdk library initial entry point
automatically calls this function.
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PGPsdkLoadDefaultPrefs

PGPEr r or PGPsdkLoadDef aul t Pref s(
PGPCont ext Ref pgpCont ext );
Arguments
pgpCont ext the target context
Description

Loads the preferences from the default preference file.

Errors

Notes, Warnings, and Tips

PGPsdkLoadPrefs
PGPEr r or PGPsdkLoadPr ef s(
PGPCont ext Ref pgpCont ext
PGPFi | eSpecRef pref Spec );
Arguments
pgpCont ext the target context
pr ef Spec the file containing the stored preferences
Description

Loads the preferences from the specified preference file.

Errors

Notes, Warnings, and Tips

PGPsdkSavePrefs
PGPEr r or PGPsdkSavePr ef s(
PGPCont ext Ref pgpCont ext );
Arguments
pgpCont ext the target context
Description

Saves any changed preferences to its associated source file.

Errors
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Notes, Warnings, and Tips

The PGPCont ext maintains the reference to the preference source file, and so the preference information is
saved to that file.

PGPsdkPrefSetData
PGPETr r or PGPsdkPr ef Set Dat a(
PGPCont ext Ref pgpCont ext ,
PGPsdkPr ef Sel ect or pr ef Sel ect or,
voi d const *pr ef Buf,
PGPS ze prefLength );
Arguments
pgpCont ext the target context
pref Sel ect or the target preference, which recognizes kPGPsdkPref . ..
values (see Table VI-3)
pr ef Buf the (replacement) preference data
preflLength the length of the (replacement) preference data
Description

Sets the data associated with a given preference to that specified.

Errors

Notes, Warnings, and Tips

PGPsdkPrefSetFileSpec

PGPEr r or PGPsdkPr ef Set Fi | eSpec(
PGPCont ext Ref pgpCont ext ,
PGPsdkPr ef Sel ect or pref Sel ect or,
PGPConst Fi |l eSpec  fil eSpec );

Arguments
pgpCont ext the target context
pr ef Sel ect or the target preference, which recognizes kPGPsdkPref . ..
values (see Table VI-3)
Fi | eSpec the (replacement) file specification
Description

Establishes the specified file as the persistent store for the indicated preference.

Errors

Notes, Warnings, and Tips

PGPsdkPrefGetData

PGPETr r or PGPsdkPr ef Get Dat a(
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PGPCont ext Ref pgpCont ext
PGPsdkPr ef Sel ect or pr ef Sel ect or,
voi d **pr ef Buf,
PGPSi ze *preflLength );
Arguments
pgpCont ext the target context
pr ef Sel ect or the target preference, which recognizes kPGPsdkPr ef . . .
values (see Table VI-3)
pr ef Buf the receiving field for a pointer to the requested preference data
preflLength the receiving field for the resultant length of the requested preference
data
Description
Retrieves the data associated with the specified preference. The data resides in dynamically allocated
memory.
Errors

Notes, Warnings, and Tips
The caller is responsible for deallocating the resultant preference data with PGPFr eeDat a.

PGPsdkPrefGetFileSpec

PGPEr r or PGPsdkPr ef Get Fi | eSpec(
PGPCont ext Ref pgpCont ext ,
PGPsdkPr ef Sel ect or pref Sel ector,
PGPFi | eSpecRef *fil eSpec
Arguments
pgpCont ext the target context
pr ef Sel ect or the target preference, which recognizes kPGPsdkPref . ..
values (see Table VI-3)
fileSpec the receiving field for the associated file specification
Description

Retrieves the file specification associated with the specified preference.

Errors

Notes, Warnings, and Tips
The caller is responsible for deallocating the resultant file specification with PGPFr eeFi | eSpec.
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Error Conversion Functions

PGPGetErrorString
voi d PGPCet Error Stri ng(
PGPEr r or t heError,
PGPsi ze avai | Lengt h,
char *t heError Text );
Arguments
t heError the encoded error value
avai |l Lengt h the available length of the receiving buffer
t heErr or Text the receiving buffer
Description

Looks-up the encoded error value, and places the equivalent error text into the receiving bufferas a C
language string.

Errors
kPGPEr r or _Buf f er TooSnal |

Notes, Warnings, and Tips
The error text is truncated as required, and results in KPGPEr r or _Buf f er TooSmal |  being returned.
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VIl Function Reference — Feature(Capability)
Query Functions

Introduction

When one considers the present state of U.S. export law and the continuously evolving set of cryptographic
standards, algorithms, and formats, the simultaneous existence of multiple versions of the PGPsdk becomes
a very real possibility. By including functions that return version numbers and the availability of specific
features (capabilities), the PGPsdk provides applications with a measure of version independence, as well as
an extensible mechanism for determining feature availability.

The PGPsdk version number should not be used to determine feature availability. For example, one version of
the PGPsdk library may support encryption, while another supports signing but not encryption. The PGPsdk
includes feature query functions that allow the caller to determine the availability of a specific feature before
attempting to use it. This query mechanism is the only supported means for determining feature availability,
and will increase in importance as the PGPsdk library adopts a more customized, modular build model, which
may include "stub" functions that do nothing except return an appropriate error code.

Header Files
pgpFeat ures. h

Constants and Data Structures

Table VII-1: Feature (Capability) Selection Values.

Feature (Capability) Constants

selectors for the PGPGetFeatureFlags Function

kPGPFeat ur es Gener al Sel ect or

kPGPFeat ures | npl emrent at i onSel ect or

Masks for decoding kPGPFeatures GeneralSelector Values

kPGPFeat ur eMask CanDecr ypt

kPGPFeat ur eMask_CanEncr ypt

kPCGPFeat ur eMask CanSi gn

kPCGPFeat ur eMask canVerify

Masks for decoding, KPGPFeatures ImplementationSelector Values

kPGPFeat ur eMask HasTi neout

kPGPFeat ur eMask | sDebugBui | d

Figure 2. PGPAIlgorithminfo typedef.
typedef struct PGPAl gorithm nfo

{
char short Name[ 32 ];
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char | ongNanme[ 96 ];
char copyright[ 128 ];
PGPFI ags flags;

PGPUI nt 32 reserved[ 16 ]

} PGPAl gorithm nf o;

Figure 3: PGPPublicKeyAlgorithmInfo typedef.
typedef struct PGPPubli cKeyAl gorithm nfo

{
PGPAI gori t hm nfo i nfo;
PGPPubl i cKeyAl gorithm al gl D,
PGPBool ean canEncrypt;
PGPBool ean canSi gn;
PGPBool ean reservedl ;
PGPBool ean reserved2;
PGPUI nt 32 reserved][ 8 ];

}  PGPPubl i cKeyAl gorithm nf o;

Figure 4: PGPSymmetricCipherinfo typedef.
typedef struct PGPSynmetricC pherlnfo

{
PGPAI gori t hm nfo i nfo;
PGPCi pher Al gori t hm al gl D,
PGPUI nt 32 reserved[ 8 ]

}  PGPSynmetricCi pherl nfo;

Feature (Capability) Query Functions

PGPGetFeatureFlags
PGPETr r or PGPCet Feat ur eFl ags(
PGPFeat ur eSel ect or featureSel ector,
PGPFI ags *flags );
Arguments
f eat ureSel ect or the feature flags to obtain, which recognizes kPGPFeat ures_. . .
values (see Table VII-1)
flags the receiving field for the feature flags
Description

Retrieves the flags associated with the specified feature selector. A return value of
kPGPEr r or _I t emNot Found indicates that the f eat ur eSel ect or value is not recognized.

Errors
kPGPEr r or _I t emNot Found
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Notes, Warnings, and Tips
Since f | ags is an encoded value, individual features should always be extracted by presenting the
PGPFeat ur eExi st s macro (defined in pgpFeat ur es. h) with the appropriate kPGPFeat ur eMask_. . .
value.

Combining masks is not supported. For example,

PGPFeat ur eExi st s( feat ureFl ags,
kPGPFeat ur eMask_CanEncrypt |
kPGPFeat ur eMask_CanSign ) );

will correctly return FALSE if neither feature is available, but will erroneously return TRUE if either feature is

available.
Sample Code
PGPFI ags f eat ur eFl agsVal ue;
PGPFI ags f eat ur eFl agsMask;

if ( ( PGPFeatureExists( featureFlags,
kPGPFeat ur eMask_CanEncrypt ) ) &&
( PGPFeat ur eExi st s( featureFl ags,
kPGPFeat ur eMask_CanEncrypt ) ) );

{
}

/| * features-are-avail able code */

PGPCountPublicKeyAlgorithms

PGPEr r or PGPCount Publ i cKeyAl gorit his(
PGPUI nt 32 *nunPKAl gs ) ;
Arguments
nunPKAI gs the receiving field for the number of available public key algorithms
Description

Provi des the nunber of avail able public key al gorithns.

Notes, Warnings, and Tips

Use this count as the exclusive upper limit when indexing through the available algorithms (see the sample
code for PGPGet | ndexedPubl i cKeyAl gori t hm nf 0) .

PGPGetindexedPublicKeyAlgorithminfo

PGPEr r or PGPGet | ndexedPubl i cKeyAl gori t him nf o(
PGPUI nt 32 i ndex,
PGPPubl i cKeyAl gori thm nfo
*info );
Arguments
i ndex the index (zero-based) of the target public key algorithm
info the receiving field for the associated information
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Description

Provides a means of indexing through the available public key algorithms and accessing the associated
information. This information is of type PGPPubl i cKeyAl gori t hm nf o, which is described in Figure 2 and
Figure 3.

Errors
kPGPEr r or _BadPar ans

Sample Code
PGPEr r or err;
PGPUI nt 32 i ndex;
PGPUI nt 32 nunPKAl gs;
PGPUI nt 32 t ar get PKAl g;
PGPPubl i cKeyAl gorithm nfo i nfo;

if ( IsPGPError( err = PGPCount Publ i cKeyAl gorithns( &unPKAlgs ) ) )

{
return( err );
}
target PKAl g kPGPPubl i cKeyAl gorithm El Ganal ;

for ( index 0,; index < nunPKAI gs; index++ )

{
if ( IsPGPError( err = PGPGet | ndexedPublicKeyAl gorithm nfo( index, & nfo ) ) )

{
return( err );
}
if ( info.alglD == targetPKAI g )
(
br eak;
}
}
if ( index >= nunPKAl gs )
{
return ( kPGPError_UnknownPubl i cKeyAl gorithm);
}

return( kPGPError_noErr );

PGPCountSymmetricCiphers

PGPEr r or PGPCount Symmet ri cCi pher s(
PGPUI nt 32 *nunBymret ri cC phers );

Arguments

NunSymet ri cC phers
the receiving field for the number of available symmetric ciphers

Description
Provides the number of available symmetric ciphers.

Notes, Warnings, and Tips

Use this count as the exclusive upper limit when indexing through the available symmetric ciphers (see the
sample code for PGPGet | ndexedSynmet ri cCi pher | nf 0).
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PGPGetindexedSymmetricCipherinfo

PGPEr r or PGPGet | ndexedSymet ri cCi pher | nf o(
PGPUI nt 32 i ndex,
PGPSymet ri cCi pherinfo
*info );
Arguments
i ndex the index (zero-based) of the target symmetric cipher
info the receiving field for the associated information
Description

Provides a means of indexing through the available symmetric ciphers and accessing the associated
information. This information is of type PGPSymet ri cCi pher I nf o, which is described in Figure 2 and
Figure 4.

Errors
kPGPEr r or _BadPar ans

Notes, Warnings, and Tips

Sample Code
PGPEr r or err;
PGPUI nt 32 i ndex;
PGPUI nt 32 nunSymet ri cCG phers;
PGPUI nt 32 target Symmetri cG pher;
PGPSymet ri cCi pherlnfo i nfo;

if ( IsPGPError( err = PGPCount SymmetricC phers( &wunSynmmetricC phers ) ) )

{
return( err );
}
target Synmetri cG pher = kPGPGCi pher Al gori t hm 3DES;
for ( index = 0; index < nunBymmretricC phers; index++ )
{

i f ( I'sPGPError( err = PGPGet| ndexedSymetri cCi pherlnfo( index, & nfo ) ) )

return( err

}
i f ( info.alglD == targetSymetricCi pher )
(
br eak;
}
}
if ( index >= nunBymmetricC phers )
{
return ( kPGPError_UnknownSymmetri cC pher
}

return( kPGPError_noErr );

PGPGetSDKVersion
voi d PGPGet SDKVer si on(
PGPUI nt 32 *version );

171



Inside the PGPsdk

Arguments
ver si on the receiving field for the version number value

Description

Places the PGPsdk API version number into the referenced field. Since the version number is encoded, its
components should always be extracted using the PGPMaj or Ver si on, PGPM nor Ver si on, and
PGPRevVer si on macros defined in pgpUtilities. h.

Notes, Warnings, and Tips

The version number reflects the API version, and not the release version of the packaged software
developer’s kit. Generally speaking, the API version is independent of the version of the PGPsdk.

Sample Code
PGPUI nt 32 conpl et eVer si onNunber;
PGPUI nt 32 maj or Ver si onNunber ;
PGPUI nt 32 m nor \Ver si on;
PGPUI nt 32 revi si onVer si on;
char theString[ 256 ];

PGPGet SDKVer si on( &conpl et eVer si onNunber
maj or Ver si on = PGPMaj or Ver si on( conpl et eVer si onNunber
m nor Ver si on = PGPM nor Ver si on( conpl et eVer si onNunber
revi si onVersi on = PGPRevVersi on( conpl et eVer si onNunber
sprintf(&heString[ 0],
"PGPsdk Version %l. %. % (c) 1997 Pretty Good Privacy, Inc.\n",
maj or Ver si on,
m nor Ver si on,
revi sionVersion );

PGPGetSDKString
voi d PGPCGet SDKSt ri ng(
char theString[ 256 ] );
Arguments
theString[ 256 ] a buffer with a minimum length of 256 bytes to receive
the resultant PGPsdk API version string
Description

A convenience function that yields a C language string of the form:
PGPsdk Version 1.1.0 (c) 1997 Pretty Good Privacy, Inc.

and is functionally equivalent to the sample code included for PGPGet SDKVer si on.

SampleCode

char versi onString[ 256] ;
PGPGet SDKSt ring( &ersionString[ 0] );

printf("%\n",
&versionString[ 0 1]);
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VIII  Function Reference - Key Server Functions

Introduction

The PGPsdk includes functions that support communication with HTTP and LDAP key servers.

Header Files
pgpKeyServer. h

Constants and Data Structures

Table IV-1: Key Server Constant Values.

Key Server Constants

Key Server State Values

kPGPKeySer ver St at eConnect

kPGPKeySer ver St at eDi sconnect

kPCGPKeySer ver St at eRecei ve

kPGPKeySer ver St at eSend

kPCGPKeySer ver St at eWi t

Key Server Query Completion Type Values

kPGPKeyServer Query_Parti al Results

Table VIII-1: Key Server Space Values.

PGPKeyServerKeySpace

k PGPKSKey SpaceDef aul t

k PGPKSKey SpaceNor nmal

k PGPKSKey SpacePendi ng

Table VIII-2: Key Server Access Values.

PGPKeyServerAccessType

kPGPKSAccess_Admi ni strat or

kPGPKSAccess_Def aul t

kPGPKSAccess_Nor nal

Figure 5. PGPKeyServerMonitor typedef.
typedef struct PGPKeyServer Monitor

{
PGPUI nt 32 magi c;
char * *noni t or Tag;
char **moni t or Val ues;
struct PGPKeyServer Monitor *next ;
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}  PGPKeyServer Moni tor;

Key Server Functions

PGPNewKeyServerFromURL

PGPETr r or PGPNewKey Ser ver Fr omUJRL (
PGPCont ext Ref pgpCont ext ,
char const *url,
PGPKeySer ver AccessType
accessType,
PGPKey Ser ver KeySpace
keySpace,
PGPKey Ser ver Ref *keyServer );

Arguments

pgpCont ext the target context

url the destination URL, which is of the form

protocol : // host. domai n: port

accessType recognizes kPGPKSKey Space values

keySpace recognizes kPGPKSKeyAccess_. .. values

keyServer the receiving field for the resultant key server communication context
Description

Creates a new HTTP communication context.

PGPLDAPNewServerMonitor

PGPETr r or PGPLDAPNewSer ver Moni t or (
PGPKey Ser ver Ref keyServer,
PGPEvent Handl er ProcPtr
event Handl er,

PGPUser Val ue event Handl er Ar g,
PGPKeySer ver Moni t or Ref
*monitor );
Arguments
keyServer the target key server
event Handl er the desired event handler or (  PGPEvent Handl er ProcPtr )
NULL to ignore any and all events
event Handl er Arg the user-defined data, to be passed as an argument to the
event handler (meaningful only in conjunction with event Handl er)
nmoni t or the receiving field for the resultant key server monitor
Description

Creates a new key server monitor for the specified key server.
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Notes, Warnings, and Tips
Specify event Handl er Arg as ( PGPUser Data ) O to indicate a dummy argument.

The caller is responsible for freeing the resultant LDAP server monitor with PGPLDAPFr eeSer ver Moni t or .

PGPKeyServerOpen

PGPEr r or PGPKey Ser ver Open(
PGPKey Ser ver Ref keyServer );

Arguments
keySer ver the target key server

Description
Opens the specified key server.

PGPKeyServerinit
PGPEr r or PGPKeyServer | nit(
Void );
Arguments
Description

Initializes the underlying communications layer of the specified key server.

Errors
kPGPEr r or _UnknownEr r or

PGPQueryKeyServer
PGPEr r or PGPQuer yKeySer ver (
PGPKey Ser ver Ref keyServer,
PGPFi | t er Ref filter,

PGPEvent Handl er ProcPtr
event Handl er,

PGPUser Val ue event Handl er Ar g,
PGPKey Set Ref *resul t Set,
PGPFI ags *resultlinfo );
Arguments

keySer ver the target key server

filter the target filter (constructed with PGPsdk filter functions)

event Handl er the desired event handler or (  PGPEvent Handl er ProcPtr ) NULL
to ignore any and all events

event Handl er Arg the user-defined data, to be passed as an argument to the event
handler (meaningful only in conjunction with event Handl er)

resul t Set the receiving field for the resultant key set

resultlnfo the receiving field for the resultant key information flags

175



Inside the PGPsdk

Description

Applies the specified filter to the keys on the specified key server. This yields a resultant key set that contains
all of the keys on the key server that meet the filter criteria.

Notes, Warnings, and Tips

Specify event Handl er Arg as ( PGPUser Dat a ) O to indicate a dummy argument.

The query may legitimately return an empty key set.

PGPDeleteFromKeyServer

PGPETr r or PGPDel et eFr onKey Ser ver (
PGPKey Ser ver Ref keyServer,
PGPKey Set Ref keysToDel et e,

PGPEvent Handl er ProcPtr
event Handl er,

PGPUser Val ue event Handl er Ar g,
PGPKey Set Ref *keysThat Fai l ed );
Arguments
keySer ver the target key server
keysToDel et e the key set containing the keys to be deleted
event Handl er the desired event handler or (  PGPEvent Handl er ProcPtr ) NULL
to ignore any and all events
event Handl er Arg the user-defined data, to be passed as an argument to the event
handler (meaningful only in conjunction with event Handl er)
keysThat Fai | ed the receiving field for the key set containing the keys that could not be
successfully deleted
Description

Deletes the specified keys from the specified key server.

Notes, Warnings, and Tips
Specify event Handl er Arg as( PGPUserData ) O toindicate a dummy argument.

PGPDisableFromKeyServer

PGPETr r or PGPLoadDi sabl eFr onSer ver (
PGPKey Ser ver Ref keyServer,
PGPKey Set Ref keysToDi sabl e,

PGPEvent Handl er ProcPtr
event Handl er,

PGPUser Val ue event Handl er Ar g,
PGPKey Set Ref *keysThat Fai l ed );
Arguments
keyServer the target key server
keysToDi sabl e the key set containing the keys to be deleted
event Handl er the desired event handler or (  PGPEvent Handl er ProcPtr ) NULL

to ignore any and all events
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event Handl er Arg the user-defined data, to be passed as an argument to the event
handler (meaningful only in conjunction with event Handl er)
keysThat Fai | ed the receiving field for the key set containing the keys that could not be

successfully disabled

Description
Disables the specified keys on the specified key server.

Notes, Warnings, and Tips
Specify event Handl er Arg as ( PGPUser Dat a ) O to indicate a dummy argument.

PGPUploadToKeyServer
PGPEr r or PGPUpl oadToKeySer ver (
PGPKey Ser ver Ref keyServer,
PGPKey Set Ref keysToUpl oad,

PGPEvent Handl er ProcPt r
event Handl er,

PGPUser Val ue event Handl er Ar g,
PGPKey Set Ref *keysThat Fail ed );
Arguments
keySer ver the target key server
keysToUpl oad the key set containing the keys to be transferred
event Handl er the desired event handler or (  PGPEvent Handl er ProcPtr ) NULL
to ignore any and all events
event Handl er Arg the user-defined data, to be passed as an argument to the event
handler (meaningful only in conjunction with event Handl er)
keysThat Fai | ed the receiving field for the key set containing the keys that could not be
successfully transfered
Description

Transfers the specified keys to the specified key server.

Notes, Warnings, and Tips
Specify event Handl er Arg as ( PGPUser Dat a ) 0 to indicate a dummy argument.

PGPGetKeyServerErrorString

voi d PGPGet KeySer ver Error St ri ng(
PGPEr r or t heError,
char **theString );
Arguments
t heError the encoded error value
theString the receiving field for a pointer to the associated error text
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Description

Looks-up the encoded error value, and places the equivalent error text in the dynamically allocated string
buffer.

Notes, Warnings, and Tips
The caller is responsible for deallocating the resultant error text with PGPFr eeDat a.

PGPKeyServerCleanup

PGPETr r or PGPKeySer ver C eanup( void );
Arguments
Description

Terminates the underlying transport layer.

PGPKeyServerClose

PGPEr r or PGPKeySer ver Cl ose(
PGPKey Ser ver Ref keyServer );

Arguments
keyServer the target key server

Description
Closes the specified key server.

PGPLDAPFreeServerMonitor

PGPETr r or PGPLDAPFr eeSer ver Moni t or (
PGPKey Ser ver Ref keyServer,
PGPKeySer ver Moni t or Ref
Monitor );
Arguments
keyServer the target key server
noni t or the target server monitor
Description

Decrements the reference count for the specified server monitor, and frees the server monitor if the reference
count reaches zero.

PGPFreeKeyServer

PGPETr r or PGPFr eeKeySer ver (
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PGPKey Ser ver Ref keyServer );

Arguments
keySer ver the target key server

Description

Decrements the reference count for the specified key server, and frees the key server if the reference count
reaches zero.
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IX Appendix A: PGPsdk Error Summary

Table IX-1: Generic Errors

Inside the PGPsdk

Error Constants

kPGPEr r or _NoEr r

kPGPError _Assert Fail ed

kPGPEr r or _BadMenmAddr ess

kPGPEr r or _BadPar ans

kPGPEr r or _BadPassphr ase

kPGPEr r or _Buf f er TooSmal |

kPGPErr or _Cant OpenFi |l e

kPGPEr r or _Cor rupt Dat a

kPGPErr or _Di skFul |

kKPGPError _EndOflteration

kPGPEr r or _EOF

kPGPErr or _Feat ur eNot Avai | abl e

kPGPError_Fil eLocked

kPGPEr r or _Fi | eNot Found

kPGPError_Fi |l eOpFai | ed

kPGPError _Fi | ePer m ssi ons

kPGPError Il 1 egal Fil eop

kKPGPError_Inproperlnitialization

KPGPError _ItenmAl readyExi sts

kPGPEr r or _I t enNot Found

kPGPErr or _LazyPr ogr amer

kPGPEr r or _Opt i onNot Found

kPGPEr r or _Qut O Menory

kPGPEr r or _Pr ef Not Found

kPGPErr or _ReadFai | ed

kPGPEr r or _UnknownEr r or

kPGPEr r or _UnknownRequest

kPGPEr r or _User Abort

kPGPError_WiteFailed

Table IX-2: Encode/Decode Errors

Error Constants

kPGPEr r or _Combi nedConvent i onal AndPubl i cEncrypti on

kPGPEr r or _Cor r upt Sessi onKey

kPGPEr r or _Det achedSi gnat ur eFound

kPGPEr r or _Det achedSi gnat ureWt hEncrypti on

kPGPEr r or _Det achedSi gnat ur eW t hout Si gni ngKey

kPGPErr or _I nconpat i bl eAPI

kPGPErr or _I nconsi stent Encrypti onAl gorithns

kKPGPError _InputFile

kPGPError _I nterrupted

kPGPEr r or _KeyDi sabl ed

kPGPEr r or _KeyExpi red

kPGPEr r or _KeyRevoked

kPGPErr or _Keylnvalid

kPGPEr r or _KeyUnusabl eFor Encrypti on
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kPGPEr r or _KeyUnusabl eFor Si gnat ur e

kPGPEr r or _M ssi ngEvent Handl er

kPGPEr r or _M ssi ngKey Set

kPGPEr r or _M ssi ngPassphr ase

kPGPError _Mul ti pl el nput opti ons

kPGPEr ror _Mul ti pl eout put Opti ons

kPGPEr r or _NoDecr ypti onKeyFound

kPGPEr r or _Nol nput Opti ons

kPGPEr r or _NoOut put Opti ons

kPGPEr r or _CQut put Buf f er TooSmal |

kPGPEr r or _Redundant Opt i ons

kPGPEr r or _Ski pSecti on

kPGPEr r or _TooManyARRKs

Table I1X-3: Macintosh MacBinary Format Errors

Error Constants

kPGPEr r or _NoMacBi naryTransl ati onAvai | abl e

kPGPEr r or _Not MacBi nary

Table I1X-4: KeySet Filter Errors

Error Constants

kPGPError _I nconsi stentFilterd asses

kPGPError _I nval i dFi | t er Par anet er

kPGPEr r or _UnknownFi | t er Type

kPGPEr r or _Unsupport edHKPFi | t er

kPGPEr r or _Unsupport edLDAPFi | ter

Table IX-5: Rarely Encountered PGP Errors***

Error Constants

kPGPEr r or _Asci i Par sel nconpl et e

kPGPEr r or _BadCi pher Nunber

kPGPEr r or _BadHashNunber

kPGPEr r or _BadKeyLengt h

kPGPEr r or _BadPacket

kPGPEr r or _BadSessi onKeyAl gorithm

kPGPEr r or _BadSessi onKeySi ze

kPGPEr r or _BadSi gnat ur eSi ze

kPGPEr r or _Cant Decr ypt

kPGPEr r or _Cant Hash

kPGPEr r or _Confi gParseFai |l ure

kPGPEr r or _Conf i gPar seFai | ur eBadFuncti on

kPGPEr r or _Conf i gPar seFai | ur eBadOpti ons

kPGPError _EnvPriorityToolLow

kPGPEr r or _Ext r aDat eOnSi gnat ur e

kPGPEr r or _FI FOReadEr r or

kPGPEr r or _I nval i dConmi t

kPGPEr r or _Keyl sLocked

kPGPEr r or _Qut O Ri ngs

kPGPEr r or _RandonSeedTooSmal |

kPGPEr r or _Addi ti onal Reci pi ent Request KeyNot Found

kPGPEr r or _Secr et KeyNot Found

kPGPEr r or _Si gnat ur eBi t sWong

kPGPEr r or _Si zeAdvi seFai l ure

kPGPEr r or _Tr oubl eBadTr ust

kPGPEr r or _Tr oubl eBar eKey
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kPGPErr or _Tr oubl eDupl i cat eKey

kPGPEr r or _Tr oubl eDupl i cat eKeyl D

kPGPEr r or _Tr oubl eDupl i cat eNane

kPGPEr r or _Tr oubl eDupl i cat eSecr et Key

kPGPErr or _Tr oubl eDupl i cat eSi gnat ure

kPGPEr r or _Tr oubl eDupl i cat eUnknown

kPGPErr or _Troubl el nporti ngNonexport abl eSi gnat ure

kPGPEr r or _Tr oubl eKey SubKey

kPGPEr r or _Tr oubl eKeyTooBi g

kPGPErr or _Tr oubl eNaneTooBi g

kPGPEr r or _Tr oubl eNewSecr et Key

kPGPErr or _Troubl ed dSecr et Key

kPGPErr or _Troubl eSecr et KeyTooBi g

kPGPErr or _Troubl eSi gnat ureTooBi g

kPGPEr r or _Tr oubl eSi gSubKey

kKPGPErr or _Tr oubl eUnexpect edNane

kPGPErr or _Tr oubl eUnexpect edSi gnat ur e

kPGPEr r or _Tr oubl eUnexpect edSubKey

kPGPErr or _Tr oubl eUnexpect edTr ust

kPGPEr r or _Tr oubl eUnexpect edUnknown

kPGPEr r or _Tr oubl eUnknownPacket Byt e

kPGPEr r or _Tr oubl eUnknownTooBi g

kPGPEr r or _Tr oubl eVer si onBugCur

kPGPEr r or _Tr oubl eVer si onBugPr ev

kPGPEr r or _Unbal ancedScope

kPGPEr r or _UnknownChar Map

kPGPEr r or _UnknownSi gnat ur eType

kPGPEr r or _UnknownSt ri ng2Key

kPGPEr r or _UnknownVer si on

kPGPEr r or _W ongScope

=+xThese error codes should rarely be encounter, if ever. Most are indicative of internal PGPsdk errors, and
not all are propagated to the PGPsdk level.

Table IX-6: Key Errors

Error Constants

kPGPEr r or _KeyPacket Truncat ed

kPGPErr or _KeyToolLar ge

kPGPEr r or _Mal f or mredKeyConponent

kPGPEr r or _Mal f or medKeyExponent

kPGPEr r or _Mal f or mredKeyModul us

kPGPErr or _Publ i cKeyToolLar ge

kPGPErr or _Publ i cKeyTooSnal |

kPGPEr r or _Publ i cKeyUni npl enent ed

kPGPEr r or _RSAPubl i cExponent | sEven

kPGPEr r or _RSAPubl i cModul usl sEven

kPGPEr r or _UnknownKeyVer si on

kPGPEr r or _UnknownPubl i cKeyAl gorithm

Table IX-7: Signature Errors

Error Constants

kPGPErr or _ExtraSi gnatureMateri al

kPGPErr or _Mal f or medSi gnat ur el nt eger

kPGPErr or _Truncat edSi gnat ure

kPGPEr r or _UnknownSi gnat ur eAl gorit hm
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\ kPGPEr r or _UnknownSi gnat ur eVer si on

Table 1X-8: KeyDB Errors

Error Constants

kPGPError_Certifyi ngkeyDead

kPGPEr r or _Dupl i cat eCert

kPGPError _Dupl i cat eUser | D

kPGPEr r or _Fi | eCor r upt

kPGPError _I nval i dProperty

kPGPError _Itenl sReadOnl y

kPGPEr r or _I t emMasDel et ed

kPGPEr r or _KeydbM smat ch

kPGPEr r or _Qut O Ent r opy

Table I1X-9: Key Server Errors

Error Constants

kPGPEr r or _Ser ver AddFai | ed

kPGPEr r or _Server Aut hori zati onFai | ed

kPGPEr r or _Ser ver Aut hori zati onRequi r ed

kPGPEr r or _Ser ver BadKeysl nSear chResul t s

kPGPEr r or _Ser ver Bi ndFai | ed

kPGPEr r or _Ser ver Connect Fai | ed

kPGPEr r or _Ser ver Corr upt KeyBIl ock

kPGPEr r or _Serverl nval i dPr ot ocol

kPGPEr r or _Ser ver KeyAl r eadyExi st's

kPGPEr r or _Ser ver KeyFai | edPol i cy

kPGPEr r or _Ser ver OpenFai | ed

kPGPEr r or _Ser ver Oper at i onNot Al | owed

kPGPError _ServerPartial AddFai |l ure

kPGPEr r or _Ser ver Request Fai | ed

kPGPEr r or _Ser ver Sear chFai | ed

kPGPEr r or _Ser ver Socket Error

kPGPEr r or _Server TooManyResul ts

kPGPEr r or _Ser ver UnknownHost

kPGPEr r or _Ser ver UnknownResponse
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Appendix B: References and Recommended
Reading

Introductory Readings

Bacard, Andre, Computer Privacy Handbook, Peachpit Press, 1995
Garfinkel, Simson, Pretty Good Privacy, O'Reilly & Associates, 1995

Schneier, Bruce, Applied Cryptography: Protocols, Algorithms, and Source Code in C, Second
Edition, John Wiley & Sons, 1996

Schneier, Bruce, Email Security, John Wiley & Sons, 1995
Stallings, William, Protect Your Privacy, Prentice Hall, 1994

Other Readings

e Lai, Xuejia, On the Design and Security of Block Ciphers, Institute for Signal and Information

Processing, ETH-Zentrum, Zurich, Switzerland, 1992

Lai, Xuejia, James L. Massey, Sean Murphy, Warkov Ciphers and Differential Cryptanalysis,"
Advances in Cryptology - EUROCRYPT91

Rivest, Ronald , The MD5 Message Digest Algorithm, MIT Laboratory for Computer Science,
1991

Wallich, Paul , "Electronic Envelopes," Scientific American, Feb. 1993, page 30.

Zimmermann, Philip, "A Proposed Standard Format for RSA Cryptosystems," Advances in
Computer Security, Vol. lit, edited by Rein Turn, Artech House, 1988
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Glossary

Ab5: a trade-secret cryptographic algorithm used in European cellular telephones.
Access Control: a method of restricting access to resources, allowing only privileged entities access.
AES (Advanced Encryption Standard): NIST approved standards, usually used for the next 20 - 30 years.

AKEP (Authentication Key Exchange Protocol): Key transport based on symmetric encryption allowing two
parties to exchange a shared secret key, secure against passive adversaries.

Algorithm (encryption): A set of mathematical rules (logic) used in the processes of encryption and
decryption.

Anonymity: of unknown or undeclared origin or authorship, concealing an entity’s identification.

ANSI (American National Standards Instituted): develops standards through various Accredited Standards
Committees (ASC). X9 committee focuses on security standards for the financial services industry.

API (Application Programming Interface): provides the means to take advantage of software features,
allowing dissimilar software products to interact upon one another.

ASN.1 (Abstract Syntax Notation One): ISO/IEC standard for encoding rules used in ANSI X.509
certificates, two types exist: DER (Distinguished Encoding Rules) and BER (Basic Encoding Rules).

Asymmetric keys: a separate but integrated user key-pair, comprised of one public-key and one private-key.
Each key is one way, meaning that a key used to encrypt information can not be used to decrypt the same
data.

Authentication: to prove genuine by corroboration of the identity of an entity.

Authorization Certificate: an electronic document to prove one’s access or privilege rights, also to prove one
is who they say they are.

Authorization: to convey official sanction, access or legal power to an entity.
Blind Signature: ability to sign documents without knowledge of content, similar to a notary public.
Block Cipher: a symmetric cipher operating on blocks of plain text and cipher text, usually 64 bits.

Blowfish: a 64-bit block symmetric cipher consisting of key expansion and data encryption. A fast, simple,
and compact algorithm in the public domain written by Bruce Schneiner.

CA (Certificate Authority): a trusted third party (TTL) who creates certificates that consist of assertions on
various attributes and binds them to an entity and/or to their public key.

CAPI (Crypto API): Microsoft’'s crypto API for Windows-based operating systems and applications.
Capstone: an NSA-developed cryptographic chip that implements a US government Key Escrow capability.

CAST: a 64-bit block cipher using 64-bit key, six S-boxes with 8-bit input and 32-bit output, developed in
Canada by Carlisle Adams and Stafford Tavares.

CBC (Cipher Block Chaining): the process of having plain text XORed with the previous cipher text block
before it is encrypted, thus adding a feedback mechanism to a block cipher.

CDK (Crypto Developer Kit): a documented environment, including an API for third parties to write secure
applications using a specific vendor’s cryptographic library.

CERT (Computer Emergency Response Team): Security clearinghouse that promotes security awareness.
CERT provides 24-hour technical assistance for computer and network security incidents. CERT is located at
the Software Engineering Institute at Carnegie Mellon University in Pittsburgh, PA.
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Certificate (digital certificate): An electronic document attached to a public key by a trusted third party,
which provides proof that the public key belongs to a legitimate owner and has not been compromised.

CFM (Cipher Feedback Mode): A block cipher that has been implemented as a self-synchronizing stream
cipher.

CDSA (Common Data Security Architecture): Intel Architecture Labs (IAL) developed this framework to
address the data security problems inherent to Internet and Intranet for use in Intel and others’ Internet
products.

Certification: endorsement of information by a trusted entity.

CHAP (Challenge Authentication Protocol): a session-based, two-way password authentication scheme.
Ciphertext: the result of manipulating either characters or bits via substitution, transposition, or both.
Cleartext: characters in a human readable form or bits in a machine readable form (also called plain text)

Confidentiality: the act of keeping something private and secret from all but those who are authorized to see
it.

Cookie: Persistent Client State HTTP Cookie - a file or token of sorts, that is passed from the web server to
the web client (your browser) that is used to identify you and could record personal information such as ID and
password, mailing address, credit card number, and other information.

CRAB: a 1024-byte block cipher (similar to MD5), using techniques from a one-way hash function, developed
by Burt Kaliski and Matt Robshaw at RSA Laboratories.

Credentials: something that provides a basis for credit or confidence.

CRL (Certificate Revocation List): an online, up-to-date list of previously issued certificates that are no
longer valid.

Cross-certification: two or more organizations or Certificate Authorities that share some level of trust.

Cryptanalysis: The art or science of transferring cipher text into plain text without initial knowledge of the key
used to encrypt the plain text.

CRYPTOKI: same as PKCS #11.

Cryptography: the art and science of creating messages that have some combination of being private,
signed, unmodified with nonrepudiation.

Cryptosystem: a system comprised of cryptographic algorithms, all possible plain text, cipher text, and keys.
Data Integrity: a method of ensuring information has not been altered by unauthorized or unknown means.
Decryption: the process of turning cipher text back into plain text.

DES (Data Encryption Standard): a 64-bit block cipher, symmetric algorithm also known as Data Encryption
Algorithm (DEA) by ANSI and DEA-1 by ISO. Widely used for over 20 years, adopted in 1976 as FIPS 46.

Dictionary Attack: a calculated brute force attack to reveal a password by trying obvious and logical
combinations of words.

Diffie-Helman: the first public key algorithm, invented in 1976, using discrete logarithms in a finite field.
Digital Cash: electronic money that stored and transferred through a variety of complex protocols.
Direct Trust: an establishment of peer-to-peer confidence.

Discrete Logarithm: the underlying mathematical problem used in/by asymmetric algorithms, like Diffie-
Helman and Elliptic Curve. It is the inverse problem of modular exponentiation, which is a one-way function.

DIVIS (Defense Messaging System): standards designed by the U.S. Department of Defense to provide a
secure and reliable enterprise-wide messaging infrastructure for government and military agencies.
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DNSSEC (Domain Name System Security Working Group): a proposed IETF draft that will specify
enhancements to the DNS protocol to protect the DNS against unauthorized modification of data and against
masquerading of data origin. It will add data integrity and authentication capabilities to the DNS via digital
signatures.

DSA (Digital Signature Algorithm): a public-key digital signature algorithm proposed by NIST for use in
DSS.

Digital Signature: an electronic identification of a person or thing created by using a public-key algorithm.
Intended to verify to a recipient the integrity of data and identity of the sender of the data.

DSS (Digital Signature Standard): a NIST proposed standard (FIPS) for digital signatures using DSA.

ECC (Elliptic Curve Cryptosystem): a unique method for creating public-key algorithms based on
mathematical curves over finite fields or with large prime numbers.

El (electronic data interchange): the direct, standardized computer-to-computer exchange of business
documents (purchase orders, invoices, payments, inventory analyses, and others) between your organization
and your suppliers and customers.

EES (Escrowed Encryption Standard): a proposed U.S. government standard for escrowing private keys.

Elgamal Scherne: used for both digital signatures and encryption based on discrete logarithms in a finite
field, can be used with the DSA function.

Encryption: the process of disguising a message in such a way as to hide its substance.

Entropy: a mathematical measurement of the amount of uncertainty or randomness.

FEAL: a block cipher using 64-bit block and 64-bit key, design by A.Shimizu and S.Miyaguchi at NTT Japan.
FIPS (Federal Information Processing Standard): a U.S. government standard published by NIST.

Firewall: a combination of hardware and software that protects the perimeter of the public/private network
against certain attacks to ensure some degree of security.

GAK (Government Access to Keys): a method for the government to escrow individual’s private key.
Gost: a 64-bit symmetric block cipher using a 256-bit key, developed in the former Soviet Union.

GSS-API (generic security services API): IETF RFC 1508 is a high-level security API, which isolates
session-oriented application code from implementation details.

Hash function: a one-way hash function - a function that produces a message digest that cannot be reversed
to produced the original.

Hierarchical Trust: a graded series of entities that distribute trust in an organized fashion, commonly used in
ANSI X.509 issuing certifying authorities.

IDEA (International Data Encryption Standard): a 64-bit block symmetric cipher using 128-bit keys based
on mixing operations from different algebraic groups. Considered one of the strongest algorithms.

IETF (internet Engineering Task Force): a large open international community of network designers,
operators, vendors, and researchers concerned with the evolution of the Internet architecture and the smooth
operation of the Internet. It is open to any interested individual.

Identity Certificate: a signed statement that binds a key to the name of an individual and has the intended
meaning of delegating authority from that named individual to the public key.

Integrity: assurance that data is not modified (by unauthorized persons) during storage or transmittal.
IPsec: a TCP/IP layer encryption scheme under consideration within the IETF.

ISAIKMP (Internet Security Association, Key Mgt. Protocol): defines the procedures for authenticating a
communicating peer, creation and management of Security Associations, key generation techniques, and
threat mitigation (for example, denial of service and replay attacks).
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ISO (International Organization for Standardization): responsible for a wide range of standards, like the
OSI model and international relationship with ANSI on X.509.

ITILI-T (International Telecommunication Union-Telecommunication): formally the CCITT (Consultative
Committee for International Telegraph and Telephone), a worldwide telecommunications technology
standards organization.

Kerberos: a trusted-third-party authentication protocol developed at MIT.

Key: a means of gaining or preventing access, possession, or control represented by any one of a large
number of values.

Key Escrow/Recovery: a mechanism that allows a third party to retrieve the cryptographic keys used for data
confidentiality, with the ultimate goal of recovery of encrypted data.

Key Exchange: a scheme for two or more nodes to transfer a secret session key across an unsecured
channel.

Key Length: the number of bits representing the key size; the longer the key, the stronger it is.

Key Management: the process and procedure for safely storing and distributing accurate cryptographic keys,
the overall process of generating and distributing cryptographic key to authorized recipients in a secure
manner.

Key Splitting: a process for dividing portions of a single key between multiple parties, none having the ability
to reconstruct the whole key.

MAA (Message Authenticator Algorithm): an ISO standard that produces a 32-bit hash, designed for IBM
mainframes.

MAC (Message Authentication Code): a key-dependent one-way hash function, requiring the use of the
identical key to verify the hash.

MD2 (Message Digest 2): 128-bit one-way hash function designed by Ron Rivest, dependent on a random
permutation of bytes.

MD4 (Message Digest 4): 128-bit one-way hash function designed by Ron Rivest, using a simple set of bit
manipulations on 32-bit operands.

MD5 (Message Digest 5): improved version of MD4, more complex but still a 128-bit one-way hash function.

Message Digest: A number that is derived from a message. Change a single character in the message and
the message will have a different message digest.

MIC (Message Integrity Check): originally defined in PEM for authentication using MD2 or MD5. Micalg
(message integrity calculation) is used in secure MIME implementations.

MIME (multipurpose Internet mail extensions): a freely available set of specifications that offers a way to
interchange text in languages with different character sets, and multi-media e-mail among many different
computer systems that use Internet mail standards.

MMB (Modular Multiplication-based Block): based on IDEA, Joan Daemen developed this 128-bit key
/128-bit block size symmetric algorithm, not used because of its susceptibility to linear cryptanalysis.

MOSS (MIME Object Security Service): defined in RFC 1848, it facilitates encryption and signature services
for MIME, including key management based on asymmetric techniques (not widely used).

MSP (Message Security Protocol): the military equivalent of IDEM, an X.400-compatible application level
protocol for securing e-mail, developed by the NSA in late 1980.

MTI: a one-pass key agreement protocol by Matsumoto, Takashima, and Imai that provides mutualkey
authentication without key confirmation or entity authentication.

NAT (Network Address Translator): RFC 1631, a router connecting two networks together; one designated
as inside, is addressed with either private or obsolete addresses that need to be converted into legal
addresses before packets are forwarded onto the other network (designated as outside).
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NIST (National Institute for Standards and Technology): a division of the U.S. Dept. of Commerce that
publishes open, interoperability standards called FIPS.

Non-repudiation: preventing the denial of previous commitments or actions.

Oakley: The "Oakley Session Key Exchange" provides a hybrid Diffie-Hellman session key exchange for use
within the ISA/KMP framework. Oakley provides the important property of "Perfect Forward Secrecy."

One-time PAD: a large nonrepeating set of truly random key letters used for encryption, considered the only
perfect encryption scheme, invented by Major J. Mauborgne and G. Vernam in 1917.

One-Way Hash: a function of a variable string to create a fixed length value representing the original
pre-image, as called message digest, fingerprint, message integrity check (MIC).

Orange Book: the National Computer Security Center book entitled Department of Defense Trusted
Computer Systems Evaluation Criteria that defines security requirements.

PAP (Password Authentication Protocol): an authentication protocol that allows PPP peers to authenticate
one another, does not prevent unauthorized access but merely identifies the remote end.

Passphrase: an easy-to-remember phrase used for better security than a single pass word, key crunching
converts it into a random key.

Password: a sequence of characters or word that a subject submits to a system for purposes of
authentication, validation, or verification.

PCT (Private Communication Technology): Protocol developed by Microsoft and Visa for secure
communications on the Internet.

PEM (Privacy Enhanced Mail): a protocol to provide secure internet mail, (RFC 1421-1424) including
services for encryption, authentication, message integrity, and key management. PEM uses ANSI X.509
certificates.

Perfect Forward Secrecy: a cryptosystem in which the cipher text yields no possible information about the
plain text, except possibly the length.

Pretty Good Privacy (PGP): an application & protocol (RFC 1991) for secure e-mail and file encryption
developed by Phil R. Zimmermann. Originally published as Freeware, the source code has always been
available for public scrutiny. PGP uses a variety of algorithms, like IDEA, RSA, DSA, MD5, SHA-1 for
providing encryption, authentication, message integrity, and key management. PGP is based on the
"Web-of-Trust" model and has worldwide deployment.

PGPIMIME: an IETF standard (RFC 2015) that provides privacy and authentication using the Multipurpose
Internet Mail Extensions (MIME) security content types described in RFC1 847, currently deployed in PGP 5.0
and later versions.

PKCS (Public Key Crypto Standards): set of de facto standards for public key cryptography developed in
cooperation with an informal consortium (Apple, DEC, Lotus, Microsoft, MIT, RSA, and Sun) that includes
algorithm-specific and algorithm-independent implementation standards. Specifications defining message
syntax and other protocols controlled by RSA Data Security Inc.

PKI (Public Key Infrastructure): a widely available and accessible certificate system for obtaining an entity’'s
public-key with some degree of certainty that you have the "right" key and that it has not been revoked.

Plain text (or clear text): the human readable data or message before it is encrypted.

Private Key: the privately held "secret” component of an integrated asymmetric key pair, often referred to as
the decryption key.

Public Key: the publicly available component of an integrated asymmetric key pair often referred to as the
encryption key.

RADIUS (Remote Authentication Dial-In User Service): an IETF protocol (developed by Livingston,
Enterprise), for distributed security that secures remote access to networks and network services against
unauthorized access. RADIUS consists of two pieces: authentication server code and client protocols.
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Random number: an important aspect to many cryptosystems, and a necessary element in generating a
unique key(s) that are unpredictable to an adversary.

RC2 (Rivest Cipher 2): variable key size, 64-bit block symmetric cipher, a trade secret held by RSA, SDI.

RC4 (Rivest Cipher 4): variable key size stream cipher, once a proprietary algorithm of RSA Data Security,
Inc.

RC5 (Rivest Cipher 5): a block cipher with a variety of arguments, block size, key size, and number of
rounds.

RIPE-MD: an algorithm developed for the European Community’s RIPE project, designed to resist known
cryptanalysis attacks and produce a 128-bit hash value, a variation of MD4.

REDOC: a US-patented block cipher algorithm developed by M. Wood, using a 160-bit key and an 80bit
block.

Revocation: retraction of certification or authorization.

RFC (Request for Comment): an IETF document, either FYI (For Your Information) RFC sub-series that are
overviews and introductory or STD RFC sub-series that identify specify Internet standards. Each RFC has an
RFC number by which it is indexed and by whichit can be retrieved. (www.ietf.org)

ROT-13 (Rotation Cipher): a simple substitution (Caesar) cipher, rotating each 26 letters 13 places.

RSA: short for RSA Data Security, Inc.; or referring to the principals: Ron Rivest, Adi Shamir, and Len
Adleman; or to the algorithm they invented. The RSA algorithm is used in public-key cryptography and is
based on the fact that it is easy to multiply two large prime numbers together, but hard to factor them out of
the product.

SAFER (Secure And Fast Encryption Routine): a non-proprietary block cipher 64-bit key encryption
algorithm. It is not patented, is available license free, and was developed by Massey, who also developed
IDEA.

salt: a random string that is concatenated with passwords before being operated on by a one-way function,
helps prevent against successful dictionary attacks.

SDSI (Simple Distributed Security Infrastructure): a new PKI proposal from Ronald L. Rivest (MIT), and
Butler Lampson (Microsoft). It provides a means of defining groups and issuing groupmembership,
access-control lists, and security policies. SDSI's design emphasizes linked local name spaces rather than a
hierarchical global name space.

SEAL (Software-optimized Encryption ALgorithm): A fast stream cipher for 32-bit machines designed by
Rogaway and Coppersmith.

Secret Key: either the "private-key" in public-key (asymmetric) algorithms or the "session-key" in symmetric
algorithms.

Secure Channel: a means of conveying information from one entity to another such that an adversary does
not have the ability to reorder, delete, insert, or read (SSL, IPsec, whispering in someone’s ear).

Self-Signed Key: a public-key that has been signed by the corresponding private-key for proof of ownership.

SEPP (Secure Electronic Payment Protocol): Open specification for secure bankcard transactions over the
Internet. Developed by IBM, Netscape, GTE, Cybercash, and MasterCard.

Sesame (Secure European System for Applications in a Multi-vendor environment): European research
and development project that extended Kerbros by adding authorization and access services.

Session Key: The secret (symmetric) key used to encrypt each set of data on a transaction basis. A different
session key is used for each communication session.

SET (Secure Electronic Transaction): provides for secure exchange of credit card numbers over the
Internet.
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SHA-1 (Secure Hash Algorithm): the 1994 revision to SHA, developed by NIST, (FIPS 180-1) used with DSS
produces a 160-bit hash, similar to MD4, which is very popular and is widely implemented.

Single sign-on: one log-on provides access to all resources of the network.

SKIP (Simple Key for IP): simple key-management for Internet protocols, developed by Sun Microsystems,
Inc.

Skipjack: The 80-bit key encryption algorithm contained in NSA’s Clipper chip. The algorithm is classified,;
NSA will not release information on how it works.

SKMP (Secure-Key Management Protocol): an IBM proposed key-recovery architecture that uses a key
encapsulation technique to provide the key and message recovery to a trusted third-party escrow agent.

Smart Cards: tamper-resistant hardware devices that store private keys and other sensitive information.

S/MIME (Secure Multipurpose Mail Extension): a proposed standard developed by Deming software and
RSA Data Security for encrypting and/or authenticating MIME data. S/IMIME defines a format for the MIME
data, the algorithms that must be used for interoperability (RSA, RC2, SHA-1), and the additional operational
concerns such as ANSI X.509 certificates and transport over the Internet.

SNAPI (Secure Network API): a Netscape driven API for security services that provide ways for resources to
be protected against unauthorized users, for communication to be encrypted and authenticated, and for the
integrity of information to be verified.

SPKI (Simple Public Key Infrastructure): an IETF proposed draft standard, (by Ellison, Frantz, and
Thomas) public key certificate format, associated signature and other formats, and key acquisition protocol.
Recently merged with Ron Rivest's SDSI proposal.

SSH (Secure Shell): an IETF proposed protocol for securing the transport layer by providing encryption,
cryptographic host authentication, and integrity protection.

SSH (Site Security Handbook): the Working Group (WG) of the Internet Engineering Task Force has been
working since 1994 to produce a pair of documents designed to educate the Internet community in the area of
security. The first document is a complete reworking of RFC 1244, and is targeted at system and network
administrators, as well as decision makers (middle management).

SSL (Secure Socket Layer): developed by Netscape to provide security and privacy over the Internet.
Supports server and client authentication and maintains the security and integrity of the transmission channel.
Operates at the transport layer and mimics the "sockets library,” allowing it to be application independent.
Encrypts the entire communication channel and does not support digital signatures at the message level.

SST (Secure Transaction Technology): a secure payment protocol developed by Microsoft and Visa as a
companion to the PCT protocol.

Stream cipher: a class of symmetric-key encryption where transformation can be changed for each symbol of
plain text being encrypted, useful for equipment with little memory to buffer data.

STU-111 (Secure Telephone Unit): NSA designed telephone for secure voice and low-speed data
communications for use by the U.S, Dept. of Defense and their contractors.

Substitution cipher: the characters of the plain text are substituted with other characters to form the cipher
text.

S/WAN (Secure Wide Area Network): RSA Data Security, Inc. driven specifications for implementing IPSec
to ensure interoperability among firewall and TCP/IP products. S/IWAN's goal is to use IPSec to allow
companies to mix-and-match firewall and TCP/IP stack products to build Internet-based Virtual Private
Networks (VPNS).

Symmetric algorithm: a.k.a., conventional, secret-key, single-key algorithms; the encryption and decryption
key are either the same or can be calculated from one another. Two sub-categories exist: Block and Stream.

TACACS+ (Terminal Access Controller Access Control System): a protocol that provides remote access
authentication, authorization, and related accounting and logging services, used by Cisco Systems.

Timestamping: recording the time of creation or existence of information.
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TLS (Transport Layer Security): an IETF draft, version 1 is based on the Secure Sockets Layer (SSL)
version 3.0 protocol, and provides communications privacy over the Internet.

TLSP (Transport Layer Security Protocol): ISO 10736, draft international standard.
Transposition cipher: the plain text remains the same but the order of the characters is transposed.

Triple DES: an encryption configuration in which the DES algorithm is used three times with three different
keys.

Trust: a firm belief or confidence in the honesty, integrity, justice, and/or reliability of a person, company, or
other entity.

TTP (Trust Third-Party): a responsible party in which all participants involved agree upon in advance, to
provide a service or function, such as certification, by binding a public-key to an entity, timestamping, or
key-escrow.

UEPS (Universal Electronic Payment System): a smart-card (secure debit-card) -based banking application
developed for South Africa where poor telephones make on-line verification impossible.

Validation: a means to provide timeliness of authorization to use or manipulate information or resources.
Verification: to authenticate, confirm, or establish accuracy.

VPN (Virtual Private Network): allows private networks to span from the end-user, across a public network
(Internet) directly to the Home Gateway of choice, such as your company’s Intranet.

WAKE (Word Auto Key Encryption): produces a stream of 32-bit words, which can be XORed with plain text
stream to produce cipher text, invented by David Wheeler.

Web of Trust: a distributed trust model used by PGP to validate the ownership of a public key where the level
of trust is cumulative based on the individual’'s knowledge of the "introducers."”

W3C (World Wide Web Consortium): an international industry consortium founded in 1994 to develop
common protocols for the evolution of the World Wide Web.

XOR: exclusive-or operation, a mathematical way to represent differences.

X.509v3: an ITU-T digital certificate that is an internationally recognized electronic document used to prove
identity and public key ownership over a communication network. It contains the issuer’'s name, the user’s
identifying information, and the issuer’s digital signature, as well as other possible extensions in version 3.
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