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1 Supported Platforms
· Vantage Report 2.3.05.61.01  Environment Requirement:
1.1 Hardware platform:
Server Requirements:

CPU: Intel P4 2.6+ GHz
Memory: 1GB +

Hard Disk: 80GB+.
Client Requirements:
CPU: Intel P3 450 MHz or better
1.2 Software environment:
Server:  Windows XP Professional, Windows 2000/2003 Server.
Client: Microsoft IE 6.0 or later, Firefox 1.0.7 or later, Mozilla 1.7.12 or later on Microsoft Windows Platform. 
Screen resolution supported: 1024*768 
Other system services such as SMTP daemon are also needed for Vantage Report featured services.

2 Version
Vantage Report 2.3.05.61.01 C0.
3 Features
Main features
· Monitor
Including bandwidth monitor, service monitor, attack monitor, intrusion monitor, anti-virus monitor and anti-spam monitor.
· Traffic Report
· Bandwidth Usage Report:
Including summary report, top protocols report and top hosts report.
· WEB Traffic Report:
Including top sites report, top hosts report.
· FTP Traffic Report:
Including top sites report, top hosts report.
· MAIL Traffic Report:
Including top sites report, top hosts report.
· VPN Traffic Report:
Including top sites report, top hosts report.
· Customization Service Traffic Report:
Including customizing services, top sites report, top hosts report.
· Network Attack Report:
· Attack Report:
Statistics of all attacks, including summary report, top sources report, category report.
· Intrusion Report:
Statistics of all intrusions, including summary report, top intrusions report, top sources report, top destinations report and severity report.
· Anti-Virus Report
Statistics of all virus infections, including summary report, top viruses report, top sources report and top destinations report.
· Anti-Spam Report
Statistics of all spam mails, including summary report, top senders report, top sources report and score report.
· Security Policy Report:
· WEB Blocked Report
Statistics of the attempts that users made to access blocked sites, including summary report, top sites report, top hosts report, category report.
· WEB Allowed Report

Statistics of the attempts that users made to access forwarded sites, including summary report, top sites report, top hosts report.
· Event
· Device Login

Show successful login events and failed login events.
· Log viewer
Including the query to general logs and the query to critical logs.
· Schedule Reports:
Including weekly report, daily report and overtime report.
· Log Receiver Monitor:
Monitoring the number of the logs received by VRPT.
What’s New (vs. VRPT 2.3)
· Add Log Receiver monitor.
Administrator can know the number of the received logs on every day through System > Log Receiver > By Day(Summary). The following figure is an example.
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Administrator also can know the number of the received logs for every device in a specified period of time through System > Log Receiver > By Device. The following is an example.
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· Make Log Viewer synchronized with reports.
In VRPT 2.3, the raw logs can be viewed only after about 30 minutes from when they are received. In VRPT 2.3.1, the raw logs are processed with the report data. So, once the reports can be viewed, the raw logs can be viewed through Log Viewer > All Logs menu.
· Enhance the response time of reporting.
4 Notes
1. Following is the list of devices and their firmware versions supported:
	Vantage Report 2.3.1
 Test Matrix
	Vantage Report 2.3.1
Supports
Device F/W

	ZW 2/10W
	3.62

	ZW 5/35/70
	3.62, 3.63, 3.64, 4.00 and later

	ZW P1
	3.64 and later

	Prestige 662/652
	3.40

	IDP 10
	2.00


Please reference “VRPT 2.3.1 Device Support.xls” to get the details.
2. Support at most to 25 nodes and up to 500 logs /second.
3. If VRPT 2.3 has been installed in your system, please reference “Upgrade Note.doc” to upgrade VRPT2.3 to VRPT2.3.1.
If VRPT 2.2 has been installed in your system, please uninstall it first.
4. VRPT 2.3.1 is very sensitive to the system time. Please make sure the system time is correct and do not change the system time while VRPT is running.
5. Make sure server side has enough free memory (bigger than 512M, 1G is recommended) for Vantage Report 2.3.1. And make sure the installed driver has enough space (bigger than 10G, 80G is recommended). These ensure the quality for performance.
6. VRPT 2.3.1 uses Macromedia’s Flash to display the graphics. You will be asked to install the Flash player if it is not present. 
7. The administrator’s initial account is root/root. After installing VRPT 2.3.1, please access http://<vrpt host>:<port>/ to login VRPT 2.3.1. You should change the password for root account and configure the mail server through System>Server Configuration. 
If you installed VRPT 2.3 series before, please clear the cached files in the browsers before accessing VRPT 2.3.1. Please reference Appendix B to get the operations.
8. If there are too many records in your database, it will take longer time to display the statistics. 
9. The port number used in VRPT 2.3.1 standalone.

	Port
	Protocol
	Comment

	3316
	TCP
	Used by MySQL

	Configurable (default 8080)
	TCP
	HTTP service.

	514
	UDP
	Syslog Daemon


10. VRPT logs the quantity of the received logs for every registered device, unregistered device. VRPT also logs the quantity of the logs that can’t be parsed. You can find the log files in <VRPT_Home>/vrpt/log folder. The filename for current day is LogRecord.log. And filename of history files is LogRecord.log_yyyy-mm-dd. You can reference Appendix A to get the format in the files.
5 Known Issues
1. All Firefox browser instances on a machine share one session, so VRPT allows to be accessed by only one Firefox browser instance. The same is true for Mozilla.
IE does not have this restriction since each IE has its own session.
2. The print function is not available in Firefox browser.
3. No help files for the pages under System > Log Receiver menu.

6 Changes
[2.3.05.61.01 C0]
[ENHANCEMENT] Add Log Receiver monitor. User can know how many logs are received on every day through this function. Use also can know how many logs are received for every device and how many logs are for every category.
[ENHANCEMENT] In VRPT 2.3, the raw logs can be viewed only after about 30 minutes from when they are received. In VRPT 2.3.1, the raw logs are processed with the report data. So, once the reports can be viewed, the raw logs can be viewed through Log Viewer > All Logs menu.
[ENHANCEMENT] The top protocols report for bandwidth, http and https will be separated to web, and pop3 and smtp will be separated to mail because web and mail are not real protocols. The following is a screenshot of VRPT 2.3.1.
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[ENHANCEMENT] Make deleting a device faster. 
[2.3.05.61.01 C0]
[CHANGE] Remove Log Viewer>Critical Logs function since Log Viewer is synchronized with reports.
[CHANGE] In VRPT2.3, all devices share a suit of tables. And the raw data is stored as files on hard disk. So, the database capacity limitation is serious. Furthermore, user can see raw logs by Log viewer after half of hour. In VRPT2.3.1, every device has a suit of tables (for reports and raw data).
[CHANGE] Change the mechanism of parsing logs. VRPT2.3.1 will firstly get regular expression according to log category. So every log only parsed one time.
[BUGFIX] When user firstly access VRPT2.3, traditional Chinese will be asked to install in user’s browser.
Appendix A
The log format in LogRecord.log
We explain the log format in LogRecord.log file through examples.

Time: 2005-12-26 02:49:11, MAC: 00A0C5123410, Log Amount: 1, Attribute: First log/Registered
This log means VRPT receive the first log at 2005-12-26 02:49:11 for the device whose MAC is 00A0C5123410 since VRPT starting up. And the device is registered in VRPT.

Time: 2005-12-26 02:49:12, MAC: 00A0C5123411, Log Amount: 1, Attribute: First log/Unregistered
This log means VRPT receive the first log at 2005-12-26 02:49:12 for the device whose MAC is 00A0C5123411 since VRPT starting up. And the device is unregistered in VRPT.

Time: from 2005-12-26 02:49:11 to 2005-12-26 02:54:11, MAC: 00A0C5123410, Log Amount: 58, Attribute: Registered
This means VRPT receive 58 logs from 2005-12-26 02:49:11 to 2005-12-26 02:54:11. The device MAC is 00A0C5123410. And the device is registered in VRPT.

Time: from 2005-12-26 02:49:11 to 2005-12-26 02:54:11, MAC: 00A0C5123411, Log Amount: 58, Attribute: Unregistered
This means VRPT receive 58 logs from 2005-12-26 02:49:11 to 2005-12-26 02:54:11. The device MAC is 00A0C5123411. And the device is unregistered in VRPT.
Time: from 2005-12-27 09:46:27 to 2005-12-27 09:51:27, MAC:             , Log Amount: 8, Attribute: Can not be parsed
This means VRPT receive 8 logs that can’t be parsed from 2005-12-27 09:46:27 to 2005-12-27 09:51:27. These logs may be sent by non-ZyXEL devices or sent by hackers. 
Appendix B
The operations of cleaning the cached files in browser
IE Browser

1. Open a IE browser, click [Tools]->[Internet Options] to open Internet Options dialog. The operations are shown as the following figure.
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2. In Internet Options dialog, click [Delete Files…] button to open Delete Files dialog, check the checkbox as the following figure. Click [OK]. After finishing the operations, close the dialog. 
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Mozilla Browser

1. Open Mozilla browser, click [Edit] -> [Preferences…] to open the Preferences window. The operations are shown as the following figure.
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2. The Preferences window is shown as the following. Click [Advanced] -> [Cache] -> [Clear Cache]. After finishing these operations, close the window.
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Firefox Browser

1. Open Firefox browser, click [Tools] -> [Options…] to open the Options window. The operations are shown as the following figure.
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2. The Options window is shown as the following figure. Click [Privacy] -> [Clear] in red rectangle. After finishing these operations, close the window.
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